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Secret Net LSP

PykoBoACTBO aAMMHMUCTpAaTOpa

JaHHoe pyKOBOACTBO MpeAHa3HayeHo Ans aAMUHUCTpATopoB wusgenusa "Cpeacrtso
3awnTbl HGopmaummn Secret Net LSP" RU.88338853.501410.017 (panee — C3M4,
Secret Net LSP, cucrema 3awmThl). B pykoBoacTBe copepxaTtcs cBeaeHwusi, Heob-
XOAMMble oSl yCTaHOBKM, HAacTporKKu 1 ynpasneHus Secret Net LSP.

B pykoBoAcTBe A1 BblAeNEHUS HEKOTOPbIX 3JIEMEHTOB TEKCTa MCMNONb3YyeTcs psig
YC/IOBHbIX 0603HaUYeHUN.

BHYTpeHHMe cCbiJIKW 06bIYHO COAEPXAT YKa3aHMe Ha HOMEP CTPaHULLbl C HY>XHbIMU
CBEAEHUSIMU.

BakHast n gononHuTenbHas nHbopMaLlmsa odopMieHa B BUAE npuMedaHuin. CteneHb
BaX>XHOCTW COZIEPXALUNXCA B HUX CBEAEHUIA 0TOBPaxatoT MMKTOrpaMMbl Ha MonsX.

e Tak obo3HauvaeTca AononHUTENbHas MHboOpMaLMsa, KOTopas MOXeT coaepXaTb
npuUMepbl, CCbINIKM Ha Apyrue JOKYMEHTbl UK Apyrue 4acTu 3TOro pyKoOBOACTBA.

e TaKol NUKTOrpamMMoi BblAENSAETCA BaXkHas MHMOPMaLMS, KOTOpYo HeobxoamMo
NPUHATb BO BHMMaHMe.

e DTa NMKTOrpamMMa ConpoBOXAAeT MHMOPMaLMIO NpeaocTeperatoLLero xapakTepa.

Wcknioyenus. MpumeyaHust MOTYT HE COMPOBOXAATHCS MUKTOrpaMmamu. A Ha Monsix, MOMUMO MUKTO-
rpaMm NpUMeYaHNi, MoryT GbITb NPUBELEHBI U ApYrue rpaduyeckue aNeMeHTbI, HanpuMep, u3obpaxeHus
KHOMOK, IeNCTBUS CKOTOPbIMU YNOMSIHYTbI B TEKCTE PACNONOXEHHOTO psifioM ab3aua.

CalT B MHTepHeTe. Bbl MOXeTe NoceTUTb caliT kKoMnaHum "Kog BesonacHoctn"
(https://www.securitycode.ru/) nnam cBsi3aTbCa C NPeACTaBUTENAMM KOMMAAHUKU MO
3/1EeKTPOHHON nouyTe (support@securitycode.ru).

YuebHble Kypcbl. OCBOUTb annapaTHbI€ U NporpaMMHble NpoayKTbl KoMnaHuu "Koa
Be3onacHOCTM" MOXHO B aBTOPU30BaHHbIX YUYebHbIX LieHTpax. NepeyeHb y4yebHbIX
LEHTPOB W  ycnoBust 06y4yeHUss NpeAcTaBfieHbl Ha  caiTe  KOMMaHuu

https://www.securitycode.ru/company/education/training- courses/. CBsizaTbCs C
NpeAcTaBUTENIEM KOMMAHWM MO BOMpPOCaM oOpraHusauuMu obyyeHUs MOXHO To
3/1eKTPOHHOM noyTe (education@securitycode.ru).
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Oowume cBegeHUs

Ha3HauyeHue

MporpaMmMHbIn NpoaykT Secret Net LSP npepgHasHadeH ans 3awmtbl ot HCAO K
MH(OPMALMOHHBIM pecypcam KOMMbOTEPOB, MOYHKLMOHMPYIOLWMX NOA yrpaBieHnem
cneayowmx anctpmbytmeos Linux:

MCBC5.0;

Astra Linux Special Edition 1.5/1.4;
Cent0S7.3/7.2/7.1/6.5;

Continent0S 4.2;

Debian 8.0/7.6;

Red Hat Enterprise Linux 7.3/7.2/7.0/6.5;
Oracle Linux 7.3/7.2.

OcHoOBHbIe (hyHKLUN

Secret Net LSP peanusyeT cneaytowme oCHOBHble YHKLNN:

KOHTPOJIb BXOAA MOJIb30BAaTENEN B CUCTEMY, B TOM YMCIIE C UCTOMIb30OBaAHMEM anna-
paTHbIX CPEACTB 3alUThI;

pasrpaHuMueHne A0CTyna Mosfib30oBaTefieil K 3alluilaeMbiM pecypcaM (dainam,
KaTasnioram) KoMnboTepa;

pasrpaHudeHmne ocTtyna rnonb3oBatenen k wwuHam USB, SATA, IEEE 1394
W MOAK/IOYAEMbIM K HUM YCTPOUCTBaM;

YHUUTOXEHMNE (3aTupaHue) coaep>XMMoro dansioB Npu nx yaaneHuu;

ouncrtka ocsoboxaaembix obnacrterr onepaTMBHOM NaMATM  KOMMbHOTEpPA
M 3anOMUMHaLWMX YCTPOMUCTB (DKECTKNX ANCKOB, BHELLHMX 3aMOMUHAoLWLMNX
yCTPOWNCTB);

KOHTPOJIb LEOCTHOCTU KJ/OYEBbIX KOMMOHeHTOB Secret Net LSP n o6bbekToB
¢dannoBon cUCTEMBI;

perucrpaumns cobbiTuin 6€30MacHOCTU B XXypHanax;

KOHTPOSIb AENCTBUI MoOJSib30BaTeNie, CBA3aHHbIX C AOCTYNOM K dalinam, ycTpomn-
CTBaM 1 y3/1aM BblUNCIUTENBHOWN CETU;

nposegeHve ayauta JdencrBuii cybbekTtoB (Monb3oBaTenen, Mpoueccos)
c o6bekTamu hanoBoM CUCTEMbI U ayanTa CETEBbIX COEAMHEHUN.

3aWuUTHbIe MeXaHU3Mbl

3allWUTHble MeXaHW3Mbl — 3TO MpPOrpaMMHbIe W annapaTHble CpefcTBa, npeaHas-
HauyeHHble AN peannsaumnm 3aWnTHbIX GyHKUMI cucTembl Secret Net LSP. KpaTtkoe
onucaHune 3aWMnTHbIX MEXAHM3MOB, UCMOMb3YEMbIX B CUCTEME 3aLLMUTbI, MPUBEAEHO B
nocneaywmnx nogpasaenax.

MexaHu3m 3awmThl BXOAA B cucTemy

3awumTa oT HEeCaHKUMOHMPOBaAHHOIro BXoAa npegHa3Ha4deHa Angd npeaorepalleHns
AO0CTyna NOCTOPOHHUX N1 K 3allUWLEHHOMY KOMMbIOTEPY U BK/TKOYAET B cebs:

Secret Net LSP

PykoBoACTBO aAMMHMUCTpAaTOpa

nporpaMmMHble 1 anmnapaTHble CpeAcTBa MAeHTUGUKaLMnM 1 ayTeHTuduKaumm;
pyHKUNYM BNOKMPOBKM BXOAA B CUCTEMY M YUETHbIX 3amnuncel Nosb3oBaTesnen.
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UpeHTndbmkauma m ayreHTudpMKkauma nonb3oBarenem

NaeHTUdUKaAUMA M ayTEHTUDUKALNA MONb30BATENs BbIMOMHAETCS MPU  KaxAoM
BX0A4e B cucTeMy. [pun 3arpy3Ke KOMMbloTEpa MNPoBEPSIOTCA MMSA NOJSIb30BATENS U €ro
naposb.

B MexaHW3Me naponbHOW ayTeHTUdMKaLmMm NpeycMOTpeH KOHTPOSb KayecTBa 3aja-
BaeMOro naposisi Npu ero UaMeHeHUM Nosib3oBaTeNeM.

KpoMe BXxofda B CMCTEMY, MEXaHW3M UAeHTUdUKaUMKU U ayTeHTUdDUKALUM MCNOSb-
3yeTca B Cieayowmx cayyasx:

¢ [pn CMeEHE NoJib3oBaTesIEM Napon4d,

e MpM 3arnycke MexaHM3Ma MOoBbIWEHWUS MOMHOMOYUMIA (3anycke MpPUIOXKEHMI
C NpUBUIErNsSIMU APYroro nosib3oBaTens).

CobbiTusl, CBsi3aHHble C npoueaypamMu wuaeHTUdUKaUMKM U ayTeHTUdUKaumum,
pEerncTpupyroTCs B XXypHarne.

Ons obecneyeHns AONOMHUTENBHON 3awWmMTbl BXxoaa B Secret Net LSP npumeHstoTcs
CpeAcTBa anmnapaTHOW NMoaaepXKu, B KOTOPbIX MCMOJb3YOTCS NepCOHasnbHble UAEHTU -
dukartopbl. [MepcoHanbHbIN MAEHTUUKATOP — 3TO OTAENbHOE YCTPOMCTBO,
BXOAsILLLEE B KOMMJIEKT anmnapaTHOro cpeacrsa M npeaHasHavyeHHoe AN XpaHeHUs
MHdopMaunmn, HeobxoamMmon A9 MAEHTUDUKAUMM U ayTEHTUdUKAUMKM NOMb30-
BaTens.

B Secret Net LSP ucnonb3ytTcs nepcoHanbHble unaeHtudwukatopbl Rutoken S,
Rutoken S RF, Rutoken S micro, Rutoken 3UIM, Rutoken 3UIM 2.0, Rutoken 3LM PKI,
Rutoken UM micro, Rutoken 2UM Bluetooth, Rutoken 3UM Flash, JaCarta PKI,
JaCarta PKI Flash, JaCarta FOCT v iButton. Ansa pa6oTbl c uaeHtTudukatopamm iButton
Mcnosb3yeTcsa nporpamMMHo-annapaTtHbii koMnnekc (MAK) "Cobonb" Bepcnm 3.0.

Pexumbl Bxoaa

O6wni NopaaoK naeHTUdUKaunm n ayTeHTndnkKaunm npyu Bxoae B CUCTEMY 3aBUCUT
oT crnocoba BBOAA WMAEHTUMUKAUMOHHbBIX AAHHbIX Nofb3oBarteneM. lNpeaycMoTpeH
BBOA AaHHbIX (MMeHUW NMosb30BaTens M Napons) C KnasmaTypbl U/WAU CYUTbIBAHME C
nepcoHanbHOro maeHTudukaTopa. B obomx cryyasx MoxeT OblTb YCTaHOBEHO
AononHuTenbHoe TpeboBaHWEe YCUNEHHOW ayTeHTMdMKauMn, Korga nosb3oBaTtesib
OO/MKEH NpeabsaBUTb KIKOY, XPaHSLWMNCA B €ero NepcoHanbHOM naeHTudukaTope.

Pexxum Bxoaa 3apaeTcs nmapaMeTpaMum NonuTtuku "lNapaMeTpbl ayTeHTudukauymm':
"MeToa naeHTUdMKaunn" n "Metoa ayteHTuduKaumm".

MapameTtp "MeTop naeHTndukaummn" 3apaet cnocobd BBoAa AaHHbLIX A1 UAEHTU-
drKaunm n MOXXET NPUHUMATL 3 3HAYEHUS:

MMs nonb3oBaTens BBOAUTCSH C KnasunaTtypbl

Mg nonb3oBaTens BBOAUTCS MPU NpeabsaBIEHUN ero nepcoHasbHoro VI,E[eHTVId)VIKaTOpa

MMsi nonb3oBaTens MoOXeT BBOAMTLCS C KnaBmaTypbl AN Npy NpeabsBieHMN NepCcoHabHOMo
naeHTudurkaTopa. 3agaercsa no ymonyaHuto nocne yctaHokm Secret Net LSP

MapameTp "MeTon ayTeHTUdMKauMn" 3agaeT cnocob BBoAA AaHHbIX AN ayTEHTU-
duKaunm n MOXET NPUHUMATL 3 3HAYEHUS:

AyTeHTUdMKaLMS BbINOTHAETCS MO Naposito, XpaHsLWeMycs B uaeHTudunKaTope nnm
BBEAEHHOMY C KNnaBuaTypbl. 3a4aeTcs N0 YMO4YaHUio nocne yctaHoBku Secret Net LSP

AyTeHTUdUKaLNS BbINOMHSETCS MO Napoto, BBEAEHHOMY C K/TaBUaTypbl, U KoYy,
XpaHsileMmycst B uaeHTudmkaTope

AyTeHTUdUKaLNS BbINOMHSETCS MO NaposIio U KUY, XpaHALWMMCS B uaeHTUdnKaTope

YnpaBneHue pexuMoM BXOAa OCYLEeCTBNSEeTCS aAMUMHUCTPAaTOPOM W3MEeHeHueM
rnepeyncrieHHblX Bbllle NapaMeTpoB Ha cTpaHuue "HacTtponka nonnTunk".
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BnoKkupoeka Bxoaa B CUCTEMY

MexaHM3M npegHasHauyeH Ans NpeaoTBpalleHMs HeCaHKLUMOHWPOBAHHOMO BXoda B
cucteMy. B 3ToM pexuMme BxoA Nosfib3oBaTesiet B cuctemy 6rokupyeTca. Bxoa
paspelleH ToNbKO aAMUHUCTPATOPY C MpaBaMu root.

K 6110kMpoBKe NpUBOAAT C/iefyrolme cuTyaunm:
e HapyweHune pyHKLMOHaNbHOM LEenoCcTHOCTN cucTeMbl Secret Net LSP;
* HapyleHMe LeIoCTHOCTU KOHTPOIMPYEMbIX 06bEKTOB.

MpoBepka uenocTtHocTn koMnoHeHToB Secret Net LSP n o6bekToB hanioBo CUCTEMbI
BbINOMHAETCS NMpu 3arpyske onepaunmoHHon cuctembl (OC). B cnyyae HapyleHus
LLe/IOCTHOCTM KOHTPONIMPYEMbIX OBbEKTOB BXOA4 B CUCTEMY ONOKMpyeTcs Ansi Bcex
nonb3oBaTtenen. PazbnokmpoBaHue BXoaa MOXET BbINMOMHUTL TO/IbKO aAMUHUCTPATOP.

BHOKHPOBKa Yy4YeTHbIX 3anucemn

Ons 3awmTbl BXoaa B cnctemy B Secret Net LSP ncnonb3ayercs mexaHnsM 6710KMpoBKMU
YYeTHOW 3anucu nonb3oBaTtens. [lpeaycMOTpeHbl NpuHyauTenbHas 610KMpoBKa
aAMMHUCTPATOPOM U aBToOMaTnyeckas 6J10KMPoOBKa YUYETHOM 3anmcu nosb3oBaTens B
c/lyyae ncrevyeHuns cpoka AencTBus naponsl.

MexaHu3M pa3rpaHu4eHns JoCcTyna U 3aluThbl pecypcoB

MexaHW3M ANCKPELMOHHOr0 pa3rpaHMYeHns AoCTyna UCMosb3yeTcs 411 KOHTPONs U
ynpaBneHunsa npasamu AOCTyna nosb30BaTenen u rpynn K obbektam dannoson cuc-
TeMbl — annam un kartanoram. [lpu 3TOM NpeaycMOTPEHO YyrnpaBieHue Kak
knaccnyecknmu npasammn UNIX, Tak n cnuckamm KoHTpons gocryna POSIX ACL.

Mpasa poctyna UNIX

Ona Bcex ob6bekToB (annoBOM CUCTEMbI YCTaHaBNIMBAKOTCA MNpasa AoCTyna Bna-
Aenbua, rpynnbl BAagenbua U octanbHbiX cybbekToB. Bnagenouem obbekta MoxeT
6b1Tb Nto60oM NonbL3oBaTesnb cnMcTeMbl. 'pynnon MoxeT 6bITb Sitobas rpynna CMCTeMsI.

Ob6bekT OAHOBPEMEHHO MOXET NpUHaANeXatb TOJIbKO OAHOMY Bagenbuy U rpynne.

Mpn ycrtaHoBke Secret Net LSP npaBa pocryna u3Ha4danbHO YCTaHaBIMBAKOTCS
B COOTBETCTBMM C NpaBamun, onpegeneHHoiMn B OC.

B MexaHu3Me Ucnonb3yoTcs cneayowme TUMbl npas AoCTyna:
e I — MNpaBo Ha OTKPbITME 06bEKTA HAa UTEHUE;
e W — MpaBo Ha OTKpbITME 06beKTa Ha 3anuch;

e X — MpaBoO Ha ucnonHeHue obbekTa (4159 KaTasnoroB — MpaBo Ha YTeHune coaep-
XKMMOIo KaTasnora);

e t — sticky 61T, AN KaTanoroB HanaraeT 3anpeT Ha yaaneHue daina B Katanore
[NS He BafdesnbLes;

e SUID — npaBo Ha ucnonHeHme darina oT MMeHU ero BnajaenbLa;

e SGID — npaBO Ha MUCrMofIHEHME pansa OT MMEHW Tpynnbl Bragenbua; ons
KaTanoros — HacsegoBaHue rpynnbl 415 06beKToB B KaTanore.

M3aMeHeHMe npaB AocTyna o6bekTa pa3spelleHo TOMbKO ero BAafesnbuy WM aaMu-
HUCTpaTopy.

Mpn cozpaHuun obbekTa 6e3 YKasaHua npaB A0CTyna Ha HEero ycraHaB/IMBaAlOTCA
npaBa, BblUNCndeMble Ha OCHOBaHUU 3HA4YE€HNA MaCKu Oans TEKYU.LeVI ceccumn.

Mpn cospgaHnm obbekTa ero BnagesbLeM CTaHOBUTCS Cy6beKT, CO34aBLUINN AaHHbIN
06bekT. O6bekT byaeT Takxe NpuHaanexaTb rpynne co3gasluero ero cybbekra.

MpaBoOM cMeHbI BnagesnbLua obbekTa obnagaet To/IbKO aAMUHUNCTPATOP.

N3mMeHeHune rpynnbl Bnagenbua obbekTa pa3pelaeTca To/IbKO B1agenbuy AaHHOIo
obbekTa.
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Cnucku KkoHTponsa poctyna POSIX ACL

N3HavanbHO ans kaxaoro obbekTa aliifioBol CMCTEMbl aBTOMaTUYEeCKM Ha3Ha4vaeTcs
cnmcok POSIX ACL, COOTBETCTBYKOLWMWWA 3HAYEHWSIM CTaHAAPTHbLIX MpaB AocTyna.
Mpaea gocTyna ycraHaBAMBAKOTCA AN TPeX KaTeropmii 0O6beKkToB:

e BfagenbLa;
e rpynnbl BNagenbLa;
e  OCTalbHbIX.

AZMUHUNCTPATOP MOXET ANs Kaxaoro obbekta Ao6aBUTb B CMMCOK AOMOSHUTE/bHbIE
npaBa AocTtyna: nonb3oBaTtenen (nonb3oBaTesb BblbMpaeTcs M3 obuwiero cnucka
3aperncrpupoBaHHbIX Moib30oBaTeNnen cMcremsl) n rpynn (rpynna Boibupaerca n3 ob-
Lero Cnnucka 3apermcrpupoBaHHbIxX rpynn). [Ansa Kkaxaoro nonb3osatens (rpynmnbl) €
YCTaHOBNEHHbIMWU ANst HUX npaBaMu B crnincok POSIX ACL moxeT 6biTb aobaBneHa
TOJSIbKO OAHA 3amnuchb.

Mpu pobaBneHUM B CNUCOK AOMONHUTENbHbIX MpaB aBToMaTuyecku AobasBnsieTcs
Macka. Mo yMonYaHMIo 3Ha4YeHne Mackn paBHO MakCMMalibHOMY AOCTYny (rwx) cpeau
BCEX AOMOSIHUTENbHbIX NOJSIb30BaTeNei 1 rpynn. Macka NpuMeHsIeTCs K npaBaM A0C-
Tyna WUMEHOBaHHbIX FPynn W rpynnbl BRagenbla Mo npasuily JIOFMYECKOro YMHO-
XeHus. B pesynbTate onpeaenstoTcs addekTuBHbIEe NpaBa AoCTyna.

Ons katanoroB B cnucke POSIX ACL moryT 6bITb 3agaHbl NMpaBa AOCTyrna no yMmosn-
YaHMIO Ana BNagenbua, rpynnbl BRagenbua M ocTalbHbIX, KOTOpble 6yayT pacnpo-
CTPaHATbCA Ha Cco34aBaeMble BHYTPWM KaTanora dannabl 1M noakatanoru. [pu
nobaBneHMn TakuMx MNpaB Ans HUX B CMMCOK aBToMaTuyeckm pobasnserca Hacne-
Ayemas macka.

Cnuckm POSIX ACL npeobnagatoT Haa UNIX-npaBamu gocryna, T.e. Npu NPUHSATUM
pelleHns NOACUCTEMON pasrpaHMYeHus AOCTyna O pa3spelleHnn UAn 3anpelieHumn
AocTyna cybbekTa K 06beKkTy npu 0AHO3HA4YHOM onpeaeneHun npas gocrtyna POSIX
ACL (ansa gaHHom napbl cybbekT—o6bekT) UNIX-npaBa urHopumpytoTcs.

B cfiyyae BO3HWMKHOBEHUSI KOHMMKTOB NpaB AOCTyna ANs nap cybbekTl—o6bekT u
cy6bekT2 —06bEKT MPUOPUTET MMEET 3ampeLlatoLLee npasuo.

N3meHeHune cnncka POSIX ACL obbekTa BO3MOXHO, TO/IbKO eCnn CybbeKkT aBnseTcs
Bfagensuem obbekTa, 419 KOTOPOro Npon3BoAMTCS U3MEHEHMe Cnucka.

MexaHu3m pasrpaHuyeHUst 4OCTyNa K yCTPOUCTBaM

MexaHu3M 1Cnosb3yeTcs ANs pasrpaHU4YeHMs AOCTyna nonb3oBaTenen u rpynn K
wunHam USB, SATA, IEEE 1394 v noaknw4yaemblM K HWUM YCTPOMCTBaM B Lensax
npeaoTBpaLlleHns HeCaHKLIMOHMPOBAHHOM yTeUYKM MHpOpMaL MM C3allnLLaemMoro KOM-
nbloTepa.

& B Tekywei Bepcum Secret Net LSP geictBne mexaHuama pacnpoCTpaHsieTcsi TONbKO Ha uanyeckue
ycTpoicTa. KoHTponb AocTyna K BUpTYyanbHbIM ycTpoicteam (Hanpumep, LVM,nporpamMmHbiin RAID) He
NoaAepXK1BaeTCs.

MNpenocraBneHne AOCTyna OCYLLECTBASETCA HAa OCHOBE MaTpuubl AOCTyna, OMWUChbl-
BaloLLel npaBa AOCTyna nosib30BaTenel U rpynn K 3aperucrpMpoBaHHbIM B CUCTEME
yCTpOMCTBaM.

MaTpuua goctyna dbopMupyeTcs agMUHUCTPATopoM. Ans dopMupoBaHUS MaTpulbl
AAMUHUCTPATOP AO/KEH BbIMNOSHUTL ClieayloLlee:

e COCTaBWTb CMMCOK KOHTPOMpyeMbix USB-yCcTpoicTs;

e AN KaXAoro KOHTPOMPYeMoro YCTpONCTBa 3afdaTb MpaBa AOCTyna Mosb30-
BaTenen u rpynm.

Kaxpgoe KoHTponupyemoe YCTPOI‘;ICTBO OAHO3HA4YHO M,Cl,eHTVId)VILLMPYETCﬂ no cneny-
OLWWUM NapaMeTpam:

e VendorID;
e DevicelD;

®  CepuiHbIN HOMep.

Secret Net LSP 1 0
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3HayeHusl BblLLENEPEeUNCIIEHHbIX MapaMeTPOB CYMTbLIBAKOTCS aBTOMATUYECKM Mpu
perncrpaumm ycrpoincrea. [JonoaHMTENbHO aAMUHUCTPATOP AJ1sl KaXA0ro yCTpolicTea
MOXET 3a4aTb YC/IOBHYO CUMBOJIbHYIO METKY AJ151 €ro naeHTudmnKaumu.

MpaBa foCTyna K YCTPOMCTBY 3afatoTcs Npu ero AobaBneHnmn B Cnncok (perncrpaunm
ycrpowncrtea). Mpn aToM cybbekTamm gocrtyna MoryT 6biTb:

e Mo/b30BaTenu;

e pynnbl;

e BCE.

HasHauaeMble npaBa gocTyna:
e HauTeHue;

e HaYTeHMe 1 3anuch;

e HET JocTyna.

MpaBa AocTyna K yCTPOMCTBY MOTYT Hac/1eloBaTbCs OT NPaB, YCTaHOBNEHHbIX A1
WWHBI.

Ecnv nonb3oBaTenb BXOAUT B HECKOJSIbKO FPynn, AN KaXA0N U3 TaKMX Fpynn BblUMC-
naTca 3¢ddeKkTuBHbIE NpaBa AOCTyna K YCTPOWCTBY: MPOM3BOAUTCA JlOrMyeckoe
YMHOXEHMe NpaB AOCTyNna K YCTPONCTBY AN TPy, YieHaMu KOTOPbIX SBMSETCH Nosb-
3oBaTenb. [1pn 3TOM paspellatowme npasa UMEOT NPUOPUTET HaZ 3anpeLLarLwMn.

MexaHuU3Mm KOHTPOnSA LenoCTHOCTH

MexaHu3M KoHTponsa uenoctHoctu (KLU) npegHasHauyeH Ans CnexeHus 3a Heus-
MEHHOCTbIO COAEPXUMOro pecypcoB KoOMMbioTepa. [encrtBume 3TOro MexaHusma
OCHOBaHO Ha CPaBHEHUU TeKyLMX 3HAYEeHNN KOHTPOJMPYEMbIX NapamMeTpoB npose-
pSieMbIX PeCypCOB M 3HAYEHWN, NPUHATBIX 3@ 3TaNIOH. DTa/lOHHbIE 3HAaYE€HUS KOHTPO-
nMpyeMbiX MNapaMeTpoB OMNpeaenstoTcs WM  pacCUUTbIBAOTCA MNpU  HacTpoKke
MexaHu3Ma. B npouecce KOHTpons npu obHapy>XeHWn HeCOOTBETCTBUSA TeKyLUX n
3TaNIOHHbIX 3HAYEHWI cCuCcTeMa onoBeLlaeT agMUMHUCTpaTopa O HapyLleHUU LenocT-
HOCTUM pecypCcoB 1 BbIMOJIHAET 3aaHHOE Npu HAaCTporKe Aencrene, Hanpumep, 6n1okum-
pyeT BXOA NO/b30BaTesNs B CUCTEMY.

KOHTpO/b MPOBOAMTCS B aBTOMaTUUECKOM PeXUME Mpu 3arpyske onepaLmoHHOR cuc-
TeMbl. TakXe agMUHUCTPATOP MOXET BPYUHYIO 3amyCTUTb MPOBEPKY LIENOCTHOCTU
3allMLIaeMbiX PECYpCoB, UCMOMb3ysa CpeaCcTBa naHenm 6e3onacHoCTu.

O61bexKTbl M NapamMmeTpbl KOHTpoOnsa

O6bekTamm KOHTpos uenocTtHocTn B C3U Secret Net LSP sBnsatoTca:
e KOMMOHEHTbI ycTaHoBneHHoro MO C3U (dainbl n kaTanoru);

e pecypcbl (anoBON CUCTEMbI KOMMbIOTEPA, MOCTAB/IEHHbIE HA KOHTPO/b
aaMUHUCTpaTopoM (danbl n KaTanoru).

& MocTtaHoBka koMnoHeHToB O C3M Ha KOHTPOSb U CaM KOHTPO/b OCYLLECTBASKOTCS
aBToMaTu4yeckn 6e3 yyactus agmmHucrTpartopa. [pyM 3TOM BCS HACTpoikKa MexaHu3ma
KOHTPONS LLeN0CTHOCTU (BHeceHne B 6a3y AaHHbIX MHGOPMaLMKM O KOHTPOIMPYEMbIX
obbekTax, pacyeT KOHTPOJSIbHbIX CYMM, peakuusl CUCTEMbl Ha HapylleHue LenocT-
HOCTM OO6bEKTOB, MEpPEUYEHb PErncTpupyemMbix CObbITUN) BbIMOMHSAETCA B npouecce
yctaHoBku M0 C3U Ha KoMnibrOTEp.

Pecypchbl hainnoBol cMCcTeMbl CTaBATCA Ha KOHTPOJIb aAMUHUCTPATOPOM BpyUHYto. [Mpu
3TOM 3a4at0TCH CMUCOK KOHTPONMpyeMbiX 06bekToB U peakums C3U Ha dakTbl Hapy-
LWEeHMS LeNoCTHOCTM 3aliunLLaeMblX O6beKTOB.

KoHTposb hainos BeAeTcs No KaxAoMy U3 crieayowmMX napaMeTpoB:
e npasapgocrtyna (B ToM uncne ACL);

e pacwupeHHble atpnbyTbl (xattr);

e nonb3oBatenb (Bnageney);

e rpynna;

e pasmep darina;

e BpeMs 1 AaTa nocneaHen moandukaumm;

Secret Net LSP 1 1
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e KOHTpOJSIbHas cymMMma cogepxxumoro danna no anroputmy MD5.
KOHTpO/b KaTasioros BeAeTCs N0 KaXXA0MY U3 C/ieAy oL mX napaMeTpos:
e npasapgocrtyna (B ToM uncne ACL);

e pacwmnpeHHble aTtpnbyTbl (xattr);

¢  WHAEKCHbIA AeCKpUNTOp KaTanora;

e nosb3oBatesnb (Brageneu);

e rpynna;

e BpeMs W garta nocnegHen mogmdukaumn;

e Co3aaHue o6beKTOoB B KaTasore;

e ypaneHue o6beKTOB B KaTanore.

MeToabl KOHTpONnA
B KauecTse npoBepsoLWL X METOAOB NCMNOJIb3YETCA METOA NOACHETA U MPOBEPKN KOHT-
pONbHbIX CYMM Mo anroputmy MD5.

®DaKkT HapylweHUs KOHTPOJS LENOCTHOCTM AN Kaxaoro obbekTa dukcupyercs
MHAMBUAYanbHO. O6bEKT MPU3HAETCS LIENIOCTHBIM, KOrAa KaXAapli U3 hUKCMpyeMbiX
napaMeTpoB COOTBETCTBYET 3HAaUEHMSAM U3 6a3bl AaHHbIX KOHTPOJIA LLESIOCTHOCTY.

Perucrpauma cobbitum

CobbITHS, CBSA3aHHblE C paboToi MexaHM3Ma KOHTPOJIS LLeTOCTHOCTM (B TOM Uncie — ¢
OEeNCTBUSMM agMUHUCTpaTopa), pernctpupytotcs B "XypHane cobbitmnin".

MONHbIN NepeyeHb perncTpupyemMblx cobbliTUI NpuBeaeH B MNpunoxeHun.

Peakuua C3U Ha HapywieHUe LeNnoCTHOCTU O06beKToB

B MexaHn3Me KOHTPONS LL,eIoCTHOCTM B KayvecTse peakumm C3M Ha HapyLleHune LenocT-
HOCTM 06BbEKTOB NpeayCMOTPEHbI ClieayolmMe BapnaHThbl:

e HenpeanpuHMaTb HUKaAKNX ,CI,EIL/'ICTBMI‘&, TOJIbKO perncrpauunsa M3MeHEHMﬁ;

e BOCCTaHaBNMBaTb O6BLEKT N3 3TASIOHHOIO 3HAYEHUS;

e 6roku poBaTb BXOA4 nosnb3oBaTtenen B cncremy,

e BOCCTAHOBWTb O6BLEKT M3 3TASIOHHOrO 3HAYEeHUS 1 610KK poBaTb BXO4 B CUCTEMY.

BoccTraHoBneHne obbekTa W3 3TaJIOHHOro 3Ha4YeHus OCYLLECTBJIAETCA TOJIbKO NpuU
OAHOBPEMEHHOM BbINMONTHEHUN TpEX YCﬂOBMVI:

e A5 o6beKTa onpeaeneHo BOCCTAHOB/IEHUE B HACTPOMKax NOACUCTEMbI KOHTPOS
LLe/IOCTHOCTHU ;

e 51 o6bekTa 06HapyXXeHOo HapyLUeHME LLeNOCTHOCTH;

®  CyLLeCTBYeT 3TaJIOHHas KoNusi 06bekTa, COXpaHeHHas Mpu ero NOCTaHOBKE Ha
KOHTPOJb.

Mpu BocCTaHOBNEHMM 06beKTa BOCCTAaHaB/IMBAETCS M KaTasior, B KOTOPOM CoAepXasncs
NAHHbI 06bEKT.

HacTtpouka mexaHuama
HacTtpoka KOHTpOns LenoCTHOCTU KOMNoHeHToB C3U, nocTtaBneHHbIX Ha KOHTPOsb
npwu yCTaHOBKE CUCTEeMbI 3aLUunTbl, He TpebyeTcs.

Onsa HaCTpOVIKVI KOHTPOJ1A LLENNOCTHOCTHU O6'beKTOB, NOCTaBNEHHbIX HA KOHTPOJIb BPy4-
HYK aAMUHUNCTPATOPOM, HeobXx0AMMO BbIMONHUTL ciegytoulee:

e 33/aTb CMNUCOK O6LEKTOB, NOANIEXALUNX KOHTPOSIIO;
e U151 KQX/JOro o6bekTa 3a4aTh peakumio C3M Ha HapyLLUeHWe ero Le/IoCTHOCTU.

Secret Net LSP 1 2
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MexaHu3M permcTpauum cobbITHN

B npouecce pabotbl Secret Net LSP cobbiTms, nponcxoasiwive Ha KoMnbloTepe, n cobbl-
TUS, CBA3aHHbIe C 6e30MacHOCTbIO CUCTEMbI, PEFTMCTPUPYIOTCS B MOACUCTEME XKYPHaNN-
poBaHus, Bxoasawen B coctae C3U. CobbiTna obpabaTbiBatOTCA M COXPaAHSAOTCA B
¢dannoson 6ase gaHHbIX. Ha OCHOBaHUKM CBeAeHUN, XpaHAwWKXcs B darnoson 6ase
AaHHbIX, dopmupyetca "XXypHan cobbiTmii", BkAYawwmii B cebs CUCTEMHbIN
XYpHan v xXypHan ayauta.

B cucTteMHOM >XypHane coaep)XaTcd cBefeHus 060 Bcex COGbITMﬂX, 3aperncrpm-
poBaHHbIX NnogcncreMmamu, BXxoasauwmMm B CoOCtaB C3W.

B XypHane ayauTa coaepXxaTca CBedeHus, HeobxoauMmble aaAMUHUCTpaTopy
LN KOHTPONs AencTBui cybbekToB (Mosb30BaTenell U MpoueccoB) U AENCTBUN C
3almL,aeMbIMM 06 beKTaMu.

MexaHW3M Ncnonb3yeTcs NoACUMCTEMaMN BEAEHWNSA XXYPHasioB 1 ayamTa.

MexaHu3m 3aTUpaHMa oCTaTOYHOM MHpOpMaLK

MNpenHasHavyeH Ans npeaoTBpalleHMs A0CTyna K OCTaToO4HOW WHdopMauun B
ocBoboxaaeMblix 6510kax onepaTMBHON MAaMSATM M 3anMOMUHAOWMX YCTPONCTB (OKecT-
KNX ANCKOB, BHELIHUX 3aNOMUHAIOLWNX YCTPOUCTB).

[elcrBne MexaHM3Ma 3aK/Ilo4YaeTCa B OYUCTKE 0OcCBObBOXAaeMbiX obnacrtenn namaTtu
MyTeM BblINMO/IHEHMS B HUX OAHOKPATHOM NPON3BO/SIbHOM 3anucu.

3aTMpaHue obnactein onepaTUBHOM MaMSATU OCYLLECTBNSAETCS B MOMEHT MX OCBO-
6oxaeHuns. NMpu 3TOM NpeaycMOTPeHa BO3MOXHOCTb pasbveHmns 6onblinx CTpaHuLy
(2 Mb, 4 Mb, 1 I'b) Ha 6onee Menkue HEMOCPeACTBEHHO nepes o4YnCTKon. [Jonon-
HUTENbHO BbiNONHSAETCa 3aTnpaHue SWAP npu BbikIlOUYeHUM/nepesarpyske onepa-
LLMOHHOW CUCTEMBI.

3aTnpaHme ocTaTtodHOoM MHopMaunm Ha anoBo CUCTEME NMPONCXOANT NMpw BbINON-
HEeHWUN cnepyrLWwmnx onepaunmn c dannamm:

e ypaneHue (unlink);
* nepenMeHOBaHWe B paMKax nepemelleHuns (rename);
¢ Moaudukauuns pasmepa danna (truncate).

MpenycMOTpeHbl ABa peXMWMa 3aTUpaHMs Ha XXECTKMX AMCKaX M BHELWHWUX 3ano-
MUHAOLWMX YCTPOMCTBAX: CUHXPOHHbIA U ACUHXPOHHbIN.

B CMHXPOHHOM pexuMe Moay/lb siApa MnepexBaTbiBaeT 3anpocbl K dainoBbiM
cMcTeMaM Ha 0CcBOboXxaeHMe 6M0KOB AaHHbIX, OCYLLEeCTB/ISET 3anMcb B HUX Macku-
pytoLier MHhopMaL MM N NoOMeYaeT nx Kak cBoboaHble.

DTOT PeXUM SIBNISIETCS OCHOBHbIM U MPUMEHUM KO BCEM OMepauunsM 0cBO60XAEHMUS
6/10KOB AaHHbIX Ha BHELWHWX HOCUTENSIX, 3@ WCK/IYEHMEM CJlyYyaeB, €CiM B
KOH(MUIypauUMOHHOM daline SBHO yKa3aHO UCrMoIb30BaTb aCMHXPOHHbIA PEXUM.

B aCMHXPOHHOM pexuMe npeayCMOTPEHO OT/IOXKEHHOE 3aTupaHue yaansemblx dai-
nos. Moaynb siapa nepexsaTbiBaeT 3anpock! K annoBbiM cUCTEMaM Ha yaaneHue daii-
JI0B AaHHbIX, NepeMellaeT UxX B cneuuanbHble KaTanoru (KOp3uHbl) Ans AalbHenwein
OYMCTKU CEPBMCOM 3aTUpaHus.

ACMHXPOHHbIW PEXWUM MOXET 6bITb Ha3HAUeH OTAE/NbHbLIM pa3AenaM XecTKoro Ancka
(HanpvmMep, pa3aeny c AOMaWHMMK KaTanorammn nosib3oBaTens). Micnonb3oBaTh acuH-
XPOHHbI peXuM Npu paboTe C BHELIHNUMM YCTPONCTBaMM HE PEKOMEHAYETCS.

Mo yMonyaHuio MNocsie yCTaHOBKU CUCTEMbl MEXaHW3M 3aTUpaHUS OCTaTOYHOM MUH-
dopmaumm BbikoYeH. MNpn Heo6X0AMMOCTM aAMUHUCTPATOP MOXET BPYYHYIO BKIIIO-
UNTb MEeXaHW3M 3aTMpaHUs W 3aJaTb ACUHXPOHHbIM peXuM AN Bcex O6bekToB
alrnoBbIX CUCTEM UM ACUHXPOHHbIN PeXUM Ans oTAeNbHbIX 06beKToB (KaTanoros
WM BHELLHMX 3aNOMMHaloLW X YCTPONCTB).

He3aBMCMMO OT COCTOSIHMS MeXaHu3Ma 3aTMpaHMs (BK/IHOYEH/BbIKIIIOYEH) N peXuma
ero paboTbl NONb30BaTENb MOXET MPUHYANTENIbHO BPYYHYH OCYLLECTBNSTb 3aTu-
paHue oCTaTo4YHOM MHGOPMaL MK C noMollbio yTunanTel shred.
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ApxuTtekTypa

C3W Secret Net LSP umeeT MoayfnbHYKO apXMTEKTYpy M BKJIlOYaeT B CBOW COCTaB
cnefyroume OCHOBHbIE NOACUCTEMbI

e [logcucrteMa nokanbHOro YyrnpasneHus. [lpeaHasHayeHa Ans  ynpaBneHus
rnoacucremMamm, Bxogawmmm B coctaB C3M, 1 KOHTpOS nx paboTocnocobHoOCTH.

e [loacucteMa uaeHTUdUKAUMKM U ayTeHTUdMKAUMKU. YnpaenseTr paboToi mexa-
HW3Ma 3aLlnTbl BXOAA MOMb30BaTeNeN B CUCTEMY.

e [loacucTteMa pasrpaHuWyeHus goctyna k dannaMm u katanoram. Peanusyet auc-
KPELMOHHYIO MoOAeNb pasrpaHnyeHus pgocryna cybbektoB (nonb3oBaTenen,
MpoLeccoB) K obbekTaM an10BOM CUCTEMBI.

e [loacucreMa pasrpaHMyeHuns AOCTyNna K yCTPOMCTBaM. PeannsyeT AMCKPELIMOHHYO
MOoAesb pasrpaHnyeHns 4oCTyna nosb3osartenei k USB-dnew-HakonmTensam.

e [logcncreMa KOHTPOAS UEeNoCTHOCTM. OCyLecTBASET KOHTPOSb LIEeNOCTHOCTH
NMporpaMMHbIX KOMIMOHEHTOB KoMMiekca cpeactB 3awmnTtbl (KC3) n obbekToB
dannoson cucrembl. OcyLLecTBSET TeCTUpoBaHme paboTtocnocobHocTn Mopynen
Bcex KC3 no TpeboBaHMIO aaMMHUCTpaTopa WM CaMOTECTMPOBaHME A0 3arnycka
KoMnoHeHToB C3.

e [oacucteMa XxypHanupoBaHus. OcyllecTBnser c6op CBeAeHW O 3aperucrpu-
pOBaHHbIX B APYrnX MoacMcTeMax cobbITUSX U POPMUPOBAHNE CUCTEMHOIO XYp-
Hafa u XypHana ayauTa.

e T[loacncrema ayauta. lNpegHasHadeHa ana paboTbl C XXypHanaMm M HaCTpOMKuM
perncrpauunmu cobbiTnii 1 Npaswua ayamTa.

e [loacncremMa OUYMCTKU MaMsAaTu. OCYLLI,ECTBJ'IHET OYUCTKY 3aTUpPaHUEM BblAENEHHDbIX
nnn nepepacnpeaeneHHbliX y4aCcTtkoB onepaTtu BHOM nMaMaTn M ocBoboXAaeMblX
Y4aCTKOB Ha XXEeCTKNUX ANCKaxX NN BHEWHNX yc’l’pOVlCTBaX.

Flo.qcucmma NOKanbHOro ynpaerneHna

MoacmcreMa ynpaBneHus — KAOYEBOW KOMMOHEHT, npeAHasHauveHHbI Ans ynpas-
NeHus nogcmcreMamm, Bxoasawmmm B coctaB C3U, n KOHTpons ux pabotocnocobHocTu.
B cocTaB noacncreMbl BXOAST:

®  YTUANUTBI 3arpy3Kn M UHULMANN3aUNNn;

e CLI-knMeHT ynpaBneHus;

e GUI-knueHT ynpasneHus (naHenb 6e3onacHoctu Secret Net LSP);

e niarnHbl 6e30nacHoCcTy;

e CLI-yTUAuTHI.

YTunursl 3arpyskm v mvHuUwanuaaumum

BcTpaunBatoTcs B cucrteMy nHuumnanusaummn OC n BbINOAHSAOT cieayrowme GyHKUnn:
e 3arpyska mMoaysien sapa u KOHTpob X paboTbl (ec/iv HET MoAy st KOHTPOS);
e 3arpy3ka cepncoB C3U npu ctapte OC 1 KOHTPOsb NX paboTbl Npu 3arpyske;

e BHECEHME M3MEHEHUN B KOHUrypaumm nogcmcrem C3M Ha oCHOBaHMKM 3anpocoB
oT noacucrem C3U;

e TpaHCAAUMSA 3anpocoB Ha BbINOJHEHME TexX WM MHbIX onepauuin oT GUI-
n CLI-kNneHTOoB ynpaBieHu s yKa3aHHbIM nogcncremam (cepsmcam, ytmantam).

PaboTta YTUNUT 3arpy3skum h UHNMUnanm3aunm oCyLeCcTB/IAETCA B CbOHOBOM pexunme.

KnueHTbl ynpaBrneHunsa

CLI-knuneHT npeacraBnser cobor knaccmuyeckoe koHconbHoe UNIX-npunoxeHue,
no3BosnsLlee agMUHUCTpaTopy ynpaBnsaTb pabortoin Secret Net LSP B pexunme
KOMaHAHOM CTPOKMU.

GUI-knMeHT — nporpamMMa, MNoO3BOAsOWAs aaAMMHWUCTPATOpy YMNpaBasiTb paboToi
Secret Net LSP cpeacTtBamu rpacduydeckoro nHTepdeinca.

Secret Net LSP 1 4
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B o6Lem criyyae KMeHTaMuM BbIMONHAIOTCS crieaytowme dyHKUNK:

MNMnaruHbl 6esonacHocTn

AyTeHTMdhMKaunsa agMUHUCTpaTopa (CpeacTBaMu NoACUCTEMbI MAEHTUMUKALUUN U

ayTeHTudunKaummn).

KoHdurypuposaHue C3U c TpaHcnsaumen 3anpocos cnyxbe aapa.

MonyyeHne nHpopmaumm o Tekyem coctosHum KC3.

Perucrpaums cobblTnii, CBA3aHHbIX C A€ACTBUSMU aAMUHUCTPATOPA, U KPUTUYHbIX
cobbITn B paboTe knneHTa (MCNOoNb3yHTCA CpeacTBa NOACUCTEMbI permcrpaumm

cobbITNiN).

KOHTpO/ib AOCTYNa K YCTPOCTBaM.

DKCMOPT XYPHasos.

lMpepocraBneHmne BO3MOXHOCTU pa6OTbI c niarmHammn 6e3onacHoCTn:

e TectuposaHue C3U;

® ynpaBneHuMe Nosib3oBaTesIAMN U NePCOHaAIbHbIMU MLI,EHTMCI)VIKaTOpaMVI;

¢ ynpaB/eHMe KOHTPO/EM LLEJTOCTHOCTU N BOCCTaHOBJIEHUNEM,

e  KOHTPOSb YCTPOMCTB.

B cocTtaB noAcnCTEMbI JIOKaNbHOMO YrpaB/ieHUS BXOAAT cneaytowme niarnHbl

Mnaruvn

OnucaHue

MnarvH ynpasneHus
KOHTPOJ1EM LLETOCTHOCTH
N BOCCTaHOBJ/IEHNEM

3anycK yTuaunTbl KOHTPOS Le/TOCTHOCTU € TpebyeMbiMum
napameTpamu.

OnoBelleHMe CnyX6bl Apa 0 COCTOSSHUMN YTUIUTbI KOHTPOIS
LenoCTHOCTU

MnarvH ynpaeneHus ayautom

BHeceHne n3MeHeHns B KOHUrypaumoHHbI darn cepenca
ayauTa.

Mony4yeHne NHpoOpMaLnmM 0 KOHTPONTUPYEMbIX ObbeKTax 1
COCTOSIHWW CcepBuCa ayanTa

MnarvH ynpasneHns 4OCTynoMm
K 06bekTaM (annoBol CUCTEMbI

MpocMoTp 1 n3MeHeHue knaccuyeckmx npas goctyna UNIX n
npas goctyna POSIX ACL ans ykazaHHOro obbekra
darinoBo cucTembl

MnarnH ynpasneHns A4OCTYNOM
K YCTpONCTBaM

MonyyeHne nHdopMaumnm o 3anpaLumBaeMoM yCTPOICTBe.
M3MeHeHue npas 40CTyna A8 YKa3aHHOro yCTpOoCTBa

MnarvH ynpasneHus
nosnbL30BaTeNAMM 1 rpynnamm

MonyyeHwne cnucka nonb3oBaTenen uan rpynn.

N3MeHeHne CBONCTB NONb30BaTens Uan rpynnel. U3ameHeHne
CBOWCTB Naposs Nonb3oBaTens.

MonyyeHne CBOMCTB NOMb30BaTENSA UK FPYNMbI.

MonyyeHne CBOMCTB Napons Nonb30BaTenNs.

CBA3blBaHWE NAEHTUHUNKATOPOB C NOMb30BaTENSIMU

MnarvH ynpasneHus
NoANTMKaMK

MonyyeHune TeKyLEero COCTOAHMSA MNONTUK. U3MeHeHne
KOHKPETHOW MONTNTUKMN

MnaruH ynpaeneHuns
CUCTEMHbBIMU CEPBUCAMM

3anyck/ocTaHOoB CEpBUCOB.
MoanepxaHne COCTOAHNSA CEPBUNCOB, YKazaHHOro
B HaCTpoMKax

lMnarnH pesepsHoOro
KONMpOBaHMUS

Pe3epBHOe KONMpOBaHWE N BOCCTAHOBIEHME HAaCTPOeEK
Secret Net LSP: gaHHbIX 0 nonb3oBaTensx u rpynnax,
coaepxumMoro 6a3bl AaHHbIX HacTpoek Secret Net LSP,
COAEPXKUMOr0 XYpHanos

MnarnH HacTporkun
yAaneHHOoro ynpasneHus

HacTpoiika pexuma yaaneHHoro ynpasneHus ans
nogkntoyeHus k cepsepy 6esonacHoctn C3U Secret Net 7
(nakeT o6HOBNEHNSA 4 U Bbllwe)

Secret Net LSP

PykoBoACTBO aAMMHMUCTpAaTOpa
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MoacucTema ngeHTUMKaLMM 1 ayTeHTUMKaLumn

MNoacucrema npegHasHaveHa aas ynpasneHus cpeacTBaMu 3almThbl BXOAA B CUCTEMY,
MCMNOMb3YIOWMMN MEXAHM3Mbl MAEHTUdMKALMN N ayTeHTudnKaunm nonb3osaTenemn
M NpeaocTaBnSAWMMM ayTeHTUGULMPOBaAHHYO ceccuto ans pabotel B OC.

MoacmcreMa MMeEeT NNarnHHY apxXUTEKTYpY, NMO3BOMSIOWY MOAKIYATb pasniny-
Hble MeTOAbl MAeHTUdUKaLMKN 1 ayTeHTudKnKaummn, n 6asmpyeTcsa Ha MCNONb30BaHUMN
NOAKOYAEMbIX ayTEHTUDUKALMOHHBIX Moaynen (PAM).

B Secret Net LSP wcnonb3yercs ayTeHTUdMKauus OByX TUMNOB — JlOKaJbHasaA wm
AoMeHHas. [loMeHHas ayTeHTuduKkaumsa obecneunsBaeT BXO4 B CUCTEMY OT MMEHMU
OOMEHHOro nonb3oBaTens u Tpebyer Hanmuusa B cucteme 6ubamotekm pam_
winbind.so, a Takxxe BKIOYEHUS KOMMNbiOTepa B AOMeH. [pyn NoKanbHOW ayTeHTu-
dnKaunm Bxoa B CUCTEMY BbIMOSIHAETCA OT MMEHMW JIOKaNIbHOro Nonb30BaTeNs.

MNoacucrema obecneymBaet:

e XpaHeHue uHdopMaumm, HeobxoaMMon AN MCNOSb30BaHUS CepBUCa UAEHTU-
dukaumm n ayteHTMdurKaumm, MHboOpMaLnm 0 CpoKax AENCTBUSA YUETHbIX 3anu-
Cen Nosb30BaTeENEN.

e KewwunpoBaHue (Hanpumep, 411 CJlyHaes NoBbILLEHNS MNOSHOMOYNIA).

e [lpepocTtaBneHne rpaduryeckoro M KOHCONIbHOMO MHTEpPdEencoB ans WAEHTU-
dukaumm n ayteHTUUKaLnm Npu BXoae Nosb30BaTesnei B CUCTEMY.

e OpraHusaumio ceccum paboTbl NoNb30BaTeNs B Cllydae yCNeWwHOro NpoxXoxaeHms
npoLeaypbl NPoBEPKU NOASIMHHOCTMU.

e [IpepocraBneHune BO3MOXHOCTM 3anycKa NpuiIoXKeHW C NpUuBUAEr UMY ApYroro
nonb3oBartens.

e [pepocTaBneHne nHTepdeinca 4ns NPoXoXxAeHMs NpoLeaypbl NpPoBEepKM MOAIMH-
HOCTH.

e Peruncrpaumnto cobbiTuii.

e YnpaBneHuwe nonb3oBaTensaMu u rpynnamu (nobaeneHve, yaaneHue, 610Ku-
poBaHWe; 3afjaHuWe, CMeHa naposieli C MpPOBEPKON CTaporo naposs, 3a WCK-
YeHWEeM CMeHbl Naposs agMUHUCTPATOPOM).

e [loanepxky paboTbl C MepcoHasbHbIMN UAEHTUDMKATOPaMK MoJib30BaTeNEN.
e YnpaBneHue pexxnuMoM BXoaa B CUCTEMY.

Moacuctema pasrpaHnyeHUs gocTyna
Moacmncrema peanusyeT AMCKPELMOHHYK MoAeNlb pasrpaHuyeHus AoCTyna U ocy-
LLLeCTBNSIET KOHTPOSb AOCTYMNa K 06bekTaM aiiioBoi CUCTEMBI.

CpeacrsaMu NOACUCTEMbI AAMUHNCTPATOP MOXET U3MEHSATb YCTAaHOBJ/IEHHbIE MO YMOJ-
yaHuto npaBa gocryna UNIX, nameHsTb U cHuMaTb cnmnckm POSIX ACL gnst o6bekToB.

B3anmogencTBne NnoacuCTEMbl pa3rpaHUYeHmns goctyna C NoOACMCTEMONM ayamTa Mnos-
BOJISIET aAMUHUCTPATOPY OCYLLECTBIATb ayaAMT cobbITUN, CBSI3aHHbLIX C AOCTYMOM K
3alMLLLaeEMbIM 06bEKTaM.

B paboTe noacMcreMbl MCNOb3yeTCs MEXaHM3M ANCKPELLMOHHOI0 pasrpaHnyeHns aoc-
Tyna, obecneunBaowWwmii ynpaBneHne kiaccmyeckmmm npasamm gocrtyna UNIX n cnuc-
KaMun KoHTpons gocryna POSIX ACL.

B coctaB noacucTeMbl BXOAAT Cneayowmne KOMMOHEHTDI

e MEexaHW3Mbl pa3rpaHnyeHuns npas AOCTYNa, peann3oBaHHbIE B MOAy e 94pa;
e CLI-yTnnuTa ynpasneHus;

e GUI-ytunuTa;

e GUI-nnarvH ynpaeneHus 4OCTYNOM;

* NJaruH cepsuca ynpasnieHus.

MexaHu3Mbl, peaniM3oBaHHble B MOAYJ1e 54pa, BbIMOAHAIOT cneayowme GyHKUnn:
e obecneunBatoT B3anmogencrene c sapom OC;

e nepexBaTbiBalOT obpalleHns K halizIoBon cMcTeme;
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e  KOHTpPONMPYIOT AocTyn cybbekToB K obbekTaM Ha ocHoBaHun ACL u3 xattrs
¢dannosom cucremsl.

CLI-yTunMTa ynpaefieHus ABMSIETCA MPUNOXKEHUEM C KTACCMUECKMM MHTepdeincoMm,
NpeaocTaBnsAoLLNM aAMUHUCTPATOPY BO3MOXHOCTb BbIMOMHATL BCE HEO6XOAUMbIE
orepauun no ynpasaeHnto A0CTYNOM CPeACTBaMN KOMaHAHOW CTPOKM.

GUI-nnarvH sBAseTcs npuaoXeHneM ¢ rparuyeckmum MHTeEp@EencoMm.

GUI-yTunuta — nNpuUoXeHue C rpadmuyecknM MHTepdencoMm, npeaocrasnsiolliee
NoJib30BaTes0 BO3SMOXHOCTb M3MEHATH MpaBa A0CTYMNa K pecypcaM, BlafesbLIeM KOTO-
pbIX OH ABAAETCS.

CLI-ytunuta ynpasnedusa n GUI-nnarnH npeaHasHayeHbl 415 BbIMONHEHUS 06Lwmnx
dYyHKUMI N0 ynpasBaeHnto npasamu gocryna:

e NpeAaocTaBnsalT MHGOPMaLMIO O NpaBax AOCTyrna o6bekToB (ansioBOM CUCTEMBI
nocpeacrsom uyteHust ACL ns xattrs dainnosoii cncremsi;

e NpenoCTaBAAOT BO3MOXHOCTb JIEFMTUMHOIMO U3MEHEHUS NpaBu/l pasrpaHnyeHns
pocryna (MeTkum B xattrs dpannosomn cucremsl);

e COBMeCTHO C MOACUCTEMOW ayanTa MOryT BbINOMHATb perncrpaunio OeicTBUM No
M3MEHEHWUIO NPaBU pa3rpaHnyeHnsa ocryna.

Mopgcucrtema pa3rpaHny4eHna goctyna K ychoﬁcmaM

Moacucrema npegHasHaveHa A1 KOHTPOAS M yrnpasfeHWs npaBaMu AocCTyna
nonb3oBaTtenen n rpynn K wunHam USB, SATA, IEEE 1394 n noak/to4aeMbIM K HUM
yCTpoMncTBaM.

B cocTtaB noacmncreMsl BXOAAT:

e MexaHM3Mbl pa3rpaHMyeHmns 4OCTyna, peasm3oBaHHble B MOAye a4pa;
e npunoxeHne — obpaboTumk cobbITnin;

e KOHMUrypauMOHHbIA KOMMNOHEHT.

3arpyxaembin Moaynb agpa

MpeaHasHayeH Ans BbINOMHEHUS cneayowmx dyHKLNRA

e BcTpauBaHue B noacucremy kobject n moandpunkauma mexaHmamos paboTsl sapa,
CBSI3aHHbIX C OTNpaBKoM cobbITUIA uevent;

e BCcTpaMBaHue B noacucrtemy vfs n mMoamdukauuma MexaHu3MoB paboTbl s4pa,
CBSI3aHHbIX C KOHTpoONeM focryna cybbekToB (npoueccoB) k o6bekTaM dannosoi
CUCTEMBI;

e CO34aHVeE N noaaepxxka MHTepd)eVICOB B3aMMoAenCcTeuns c npuaoXxXeHnem nNosib3o-
BaTeENA ANnga noaaepXKu 3agaHnsa napaMeTpoB pa60TbI, a Takxe 0T06pa)KeH na
CTaTUCTUKN,

e perucrpaumns cobbiTUN.

MpunoxeHune — o6paboTumk cobuiTUN

MpunoxeHue BbINONHSET cneayrowme GyHKLNN:
e ob6paboTka uevent cobbiTnii aapa;

e BbIMOJIHEHME CneundUUHbIX AN LeneBoro yCTponcrea/noacucremMsl AENCTBUN,
CBsi3aHHbIX €O C6OpPOM M NosyyeHneM AONOAHUTENbHOM MHGOopMauun (Hanpumep,
CepUINHOro HomMepa);

e BbINOJIHEHMNE Cneun@UUHbIX AN LEenNeBoro yCTpolcTBa/noacuCcTeMbl AENCTBUNA,
CBSI3@aHHbIX C OLLEHKON HEO6XOAMMOCTM 3anpeTa AajibHeNLero pacnpocTpaHeHus
AaHHOro cobbiTna nognucymkam (Hanpumep, udev);

e BHECEeHWEe W3MeHEeHWW B napaMmeTpbl, ynpasnswowme QyHKLUNOHNUPOBAHNEM
Moayns aapa, ecnim 3To HeobxoamMmo.
KoHdMrypaumMoHHbIA KOMMNOHEHT

KOMNOHEHT npeaHa3HadeH Ans ynpaBieHust napaMeTpamMu paboTbl MOACUCTEMBbI U
BKJ/IHOYAET B cebs:

e MoZyJlb CEpBUCa yrpaBlieHUs;
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e MOAyJ/lb NOACUCTEMDI NIOKAJIbHOI o yrnpaBJieHUA,

e Habop yTUANT, BbINOJHSOWMX 6a30Bble onepaumn KOHOUIyprpoBaHMs C NCNOJb-
30BaHMEM KOMaHAHOro uHtepderica (pabota c bl], otobpaxeHne nHdpopmaumu,
B3aMMOAENCTBME C MOAYNEM sapa v np.).

Moaynb cepBuca ynpasneHus npeacrasnser cobor LeHTpasbHbI 3N1eMeHT KOHDU-
rypaunMoHHOro KOMMOHEHTa WU SBNASETCH CBA3YIOWMM 3BEHOM MeXAy MoACUCTEMOWN
NIOKANbHOro yrpasneHns n yTuamTamm BbinonHeHUs 6a30Bbix onepaunin KoHhurypm-
poBaHu4.

Mogaynb NoACUCTEMbI JIOKANbHOMO yrpaBieHna npeaocTaBnseT rpapuyecknii MHTep-
denc HacTpoliku napamMeTpoB paboTbl MEXaHW3Ma pa3rpaHUYeHns AOCTymna K yCTpoWn-
cTBaM.

Habop ytunut BktovaeT B cebs Bce Heobxoammoe Ans OCyLWeCTBIEH WS NOSTHOLEHHOMN
KOHMUIrypauum, a Takxke KOMaHAHY YTUINTY ynpaBieHus.

Pe>xxumbl paboTbl nogcucremsl
MpenycMoTpeHbl TpU peXxnma paboTbl MOACUCTEMBI

e OTK/IIOYEHO — JelCTBUSA nosb3oBaTenei ¢ USB- ycTpoiicTBaMyu He KOHTPO-
MpYIoTCS;

*  MAMKWNK — AEeNCTBUS Nosib30BaTeNie perucTpupyroTCs B XXypHase ayauTa;

®  XKeCTKui — NMPUMEHSAKTCA BCE NpaBa A0CTyMNa K YCTpOVICFBaM, 3aaHHble
aAMUHUNCTPATOPOM.

Pexxnm paboTbl NoACMCTEMbI 334aeTCS aAMUHUCTPATOPOM HAaCTPOMKOM MOSIMTUKW.

Perucrpauma cobbitum

Mo yMonuyaHuio perncrpaums cobbiTUin, CBA3aHHbIX C AOCTYMOM K YCTPOWCTBaM, OTKJ/IHO-
yeHa. Mpy HeobX0AMMOCTM aAMUHUCTPATOP MOXET BKIHOUMUTL PErncTpaLmio cobbiTui
WA OFPaHUUUTb €€ TOSIbKO COBbITUAMKN C HEYCMELLHbIM pe3yibTaToM A0CTyna.

Ona kaxporo cobbiTns, perucTtpupyeMoro B XXypHane ayavTa, NpuBoauTCcsa creay-
rowas nHdopmaumna:

e faTa u BpeMs cobbITuS;

e VendorID;

e DevicelD;

® CepuiHbI HOMep YCTPOMCTBA (eCcnn ecTb);

¢ MeTKa, MPUCBOEHHAs YCTPONCTBY NpU ero perucrpaumu;

e pe3synbTaT onepauumn NOAKIHYEHUS/OTKIIIOUEHNS YCTPOCTBA.

HacTponka perncrpaumm cobbiTUN OCYLLECTBASETCS C NOMoOWbo nonutukm "Mapa-
METPbl YrpaB/ieHns ycTtponcreamm” .

®aKT OCyLLeCTBNEHNS NOMb30BATENEM YTEHNS UM 3aNMCY Ha YCTPOIICTBO B XXYpHAE He PErucTpupyeTcs.

Mopacuctema KOHTpOnNA LUeJsIoCTHOCTU U BOCCTAaHOBEHUA
Moacuctema obecneunBaeT paboTy MexaHW3MOB KOHTPONS LENOCTHOCTM W npea-
HasHauyeHa A/1sl BbINMOSIHEHMS Creayowmx QyHKLNRA:

e pacyeT KOHTPOSIbHbIX CyMM Ans aiioB M KaTasnoros, MNOCTABEHHbLIX HA KOHT-
posb;

* npoBepkKa LieIOCTHOCTM 3allMLLaeMbIX peCypCcoB;

e 06HOB/IEHME KOHTPOJIbHbIX CYMM;

e aHanu3 pe3ysibTaToB NPOBEPKM KOHTPOJIMPYEMbIX PECYPCOB;
® BOCCTaHOBJIEHWE NOBpPEXAEHHbIX (alisioB U KaTasoros;

e Co3gaHuMe xpaHunuwa ans dhannioB U KaTanoroB, yKasaHHbIX B CMMCKe BOCCTa-
HOBMEHUS;

e perncrpaumsi cobbiTuin, CBA3aHHbIX C paboTon MeEXaHM3Ma KOHTPOJIS LIENTIOCTHOCTHU.
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B cocrtaB noacmncremsl BXOAAT cneayroume KOMMNOHEHTLI:

e GUI-nnaruvH kKnneHTa NnokanbHOro ynpaesneHnsa — GUI-npunoxeHue ynpasneHums
KOHTpONIEM LIEeNOCTHOCTM W BOCCTaHoBNeHueM. ObecneumBaeT ynpasreHne
HacTporiKaMm NoACnCTEMbl KOHTPOSIS LLeSIOCTHOCTM M BOCCTaHOBJ/IEHNS CpeacTBaMm
rpacgunyeckoro nHTepdelica.

e CLI-nnarvH KNnMeHTa NokKanbHoro ynpasneHns — CLI-npunoxeHue ynpasneHus
KOHTpONIEM LENOCTHOCTM W BOCCTaHoBneHueM. ObecneumBaeT ynpasreHue
HacTporMKaMnM MNOACUCTEMbl KOHTPOAS LENOCTHOCTM UM BOCCTaHOBSIEHUS B
knaccnyeckoMm UNIX-CLI-uHTepdelice, a Takxke 3anyckaeT npoBepKy LenocT-
HOCTW NO TpeboBaHMIO aAMUHUCTPATopa.

e CucrteMHas yTUAMTa KOHTPOJIS LLeNIOCTHOCTM M BOCCTaHOBNeHMS. BegeT 6a3y KOHT-
post LeNOCTHOCTM, NMPON3BOANT MPOBEPKY Le/IOCTHOCTM 06beKTOB Ha KOHTpone,
Npov3BOANT BOCCTaHOB/IeHMEe OObEKTOB M3 3Ta/IOHOB MPU yKasaHWW COOTBET-
CTBYIOLMX HACTpOEK. YTUNANUTa UCMOoNb3yeTcs BHYTpu Mmoaynen Secret Net LSP u
He AO/DKHa 3anycKaTbCs aAMUHUCTPATOPOM.

e [lnarnH noacncremsl ynpasneHu4. 3aI'IyCKBET YTUINTY KOHTPOJIA LLESTOCTHOCTU U
BOCCTaHOBNEHUA ANl NPOBEPKU LLENOCTHOCTU CTOAWNMX Ha KOHTpOJ1E cbaﬁnos.

MoacucTemMa OMUCTKM NAMATH

MNMoacucTema npefHasHavyeHa Ansl yrnpaBiieHUs MeXaHM3MOM 3aTUpPaHUS OCTaTOYHOM
MHdopMaumm n obecrnieumBaeT BbINOSHEHNE ceayoWwnxX GYHKUWA:

e 3aTMpaHue ocBobOXAAEMbIX CTPAaHWUL, ONepaTUBHOM NaMsATK;

e 3aTupaHumne ocBoboxaaeMbix 6510K0B Ha paliyioBOM CUCTEME;

e 6e3onacHoe yaaneHne MH@MOPMaLMM Ha XXECTKMX ANCKAX U BHELWHUX HOCUTENSX;
e 3aTupaHune SWAP;

e BKJ/IHOYEHME/BbIKIIOYEHNE MEXAHN3MA 3aTUPaHMNA Ha XXECTKMX ANCKAX U BHELWWHUX
HOCUTENSIX U yNpaB/IEHMNE PEXUMOM ero paboTbl (CUHXPOHHbIN/AaCUHXPOHHbIN).

& 3aTupaHme ocBoboxaaEMbIX BIIOKOB NoAAEPKMBAETCA Ha crieaytoLmx dhalinosbix cuctemax: EXT2, EXT3,
EXT4 nVFAT.

B coctaB noacMcreMbl BXOAAT:

*  MoAy/b S4pa OYMCTKM ONEepaTUBHON NaMaTu U 3aTMPaHMSA OCTaToOYHOM (alinoBoi
MHdopMaumu;

e cepBUC oUNCTKM SWAP;

e CLI- n GUI-npunoxeHna pnsa 6e3onacHOro yaaseHWs Ha XEeCTKUX AucKax
M BHELHNX HOCUTENSX;

® CEPBUC aCUMHXPOHHOIo 3aTnpaHun4a OCTaTO4YHOM VIHCbOpMaLI,VIVI Ha XXECTKNUX ANCKax
M BHEWHNX HOCUTENAX.

Moaynun saapa nepexsaTbiBalOT 3anpocbl Ha 0cBO6oxAeHMe obnacrein onepaTUBHOM
namMaTM n Cbal7|J'IOBbIX CNCTEM COOTBETCTBEHHO N NPOMU3BOAAT UX 3aTUPAHUE.

3arpyska Moayfien sgpa OCyLeCTBASEeTCS YTUAMTaMM HadaabHOW MHWMUManuMsaumm
npu 3arpyske OC 1 npu nporpaMMHoOM octaHoBe OC COOTBETCTBEHHO.

CepBuc ounctkn SWAP BbINOMHSET OUMCTKY OCTaTOYHOM WMHdOpMauuu B pasgene
NoAKaykun Npu BblKIKOYEHMKN/Nepe3arpy3ke onepaLmMoHHOM CUCTEMbI.

CLI- n GUI-npunoxeHus gns 6e3onacHoOro yaaneHuns BbIMOJHSIOT MHOMOKPATHYHO
rnepesanncb COAEPXMMOro darnna Mackupytowen nocneoBaTeNlbHOCTbIO Nepes ero
yAaneHneM Ha XeCTKMX AMCKax U BHeWHUX ycTponcTeax. Mpu yaaneHun katanora
NPpOMCXOANT peKypcuBHOe 6e3omacHoe yAaneHue XpaHswuxcs B HeM dainnios.
Konn4yecTtBo npoxoaoB mepesanucu COAEPXMMOro yaansemblx daiioB 3agaetcs B
KOH(MUIrypaunMoHHOM daline.

Ons 6e3onacHoro yaaneHns MH@OPMaLMKn Ha XXECTKUX AUCKaX U BHELLHUX HOCUTENAX
HE3aBMCUMO OT YCTaHOBJIEHHOr0 pexmma paboTbl MOACUCTEMbI MPUMEHSAIOTCS
yTmnunTbl shred n secrm.

Secret Net LSP 1 9
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MoacucTema BeAeHUA XypHanoB

MoacucTeMa NpeaHasHaveHa Ans hopMUPOBaAHUSA XXYpHasa ayaMTa M CUCTEMHOIO XYyp-
Hafa W NpeAoCTaBeH M aAMUHUCTPATOPY UHCTPYMEHTaNbHbIX CPEACTB A1 paboThbl C
HUMM.

MoacrcreMoit BbIMOMHAKTCA cieayrowme GyHKUNN:
e cbop cBEAEHMI OT ApYrUX MOACUCTEM O 3apPErNCTPUPOBAHHbIX B HUX COBbITUSX;
e nepBunyHas obpaboTka cobbITUI U XpaHeHNe Ux B 6ase AaHHbIX;

e (dopMmupoBaHme n oTobpaxeHue XypHana ayaMTa U CUCTEMHOrO XypHana B
TabnuuyHoM BUAE.

Moacucrema npepocTasnsgeT agMUHUCTPATOPY Ceaytowme BO3MOXHOCTU :

e CO3haHME U XpaHEeHWe HacTpanuBaeMblX MO PasIMYHbIM KpUTEPUSAM (PUIbTPOB ANs
¢dhopMMpoBaHMS OTHETOB;

e KOHTEKCTHbIW MOUCK B XXYpHasnax no Ha3BaHWAM cobbITUiA;
® MOMCK B XYPHanax Nno BpeMEHHOMY MHTepBasy;

® MOCTPaHW4HbIN BbIBOA COAEPXXUMOTO XXYPHAsOB;

e COpPTUPOBKa O0TO6pakaeMom B XXypHanax nHdopmaumm;

e COXpaHeHue OTHETOB B hain;

®  VHTEpaKTUBHbIA MOHUTOPUHI COBbITUNA.

[ocTyn K XypHanaMm npefocTaBNSAeTCd TOMbKO aAMWUHWUCTPATOPYy Ha OCHOBAHWUMU
MHTEerpauum C NoACMCTEMON NAEHTUDUKALMN N ayTeHTUDUKaL M.

Moacmncrema BeaeHus XXypHanoB 6a3nmpyeTca Ha MEXaHW3Me perncrpaumm cobbiTui
1 paboTaeT COBMECTHO C NOACUCTEMON ayauTa.

B cocTaB noacucreMbl BXOAAT:
e cepBuc cbopa n xpaHeHUs XypHasnoB oT Bcex noacucrem C3U;

e GUI-nnarvH noacMcTeMbl f0KaAbHOrO YynNpaBfeHUs C rpaduyeckuMm UHTep-
dericom, obecneumBatowmin paboTy C XXypHanamu;

e  KOMMOHEHTbl MOACUCTEMbI KOHTPOSS paboTocrnocobHOCTU, peanu3yrwmne npo-
BEpKY 3anycka 1 paboTocnocobHOCTM NOACUCTEMbI BEAEH WS XXYPHAOB.

Moacuctema aygura

MoacncreMa npegHasHadeHa A1 CNEXEHMS 3a AeNCTBUSAMKM CybbekToB (MoNb30-
BaTeNen, MpoueccoB) M AENCTBUSMM C 3awmwaeMbiMm obbektamu (daiinamm,
KaTanoramu, ceteBbiMu coeanHeHnsamMmn, USB-ycTpoiictBamn).

CnexeHwne 0CHOBAHO Ha 3aaHWK NpaBu/ ayanTa AN 06beKTOB U NPUBSA3KN 3TUX Npa-
BWUN K CybbekTaM (Nonb3oBaTeNsaM 1 rpynnam).

Moa NnpaBuMIOM ayamMTa NOHMMaETCs onpeaeneHHbIn Habop onepaunii, BbINOSHSEMbIX
Cc obbekTamMn, 1 NpMBsA3Ka 3TUX onepaumi K cybbekTam (Mosb30BaTeNSaM U rpynnam).
K onepaumnsM, BbINONHAEMbIM C 06beKTaMM, OTHOCATCS

e 3anpoc cBeaeHU o darnne/kartanore;

e KN3MeHeHue aTpmnbyToB danna/kaTtanora;
* rnepenMeHoOBaHue danna/kaTanora;

e ypaneHue dalina/kartanora;

e co3gaHue danna/kaTanora;

e 3anycK Nporpammsl;

e uyTeHue daina/kaTtanora;

e OTKpbITME (halina/kaTanora Ha 3anmchb.

[ns BegeHUs ayamMTa CETEBOW aKTUBHOCTM MOJib30BaTesIelt U rpynn UCMOMb3YyHTCS
npasuna, BKOUalLmne B cebsa cneayroLime onepaumn:

® CO34aHue COoKeTa;
e npuemM/nepenaya fatarpamm;

Secret Net LSP 20
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e YyCTaHOBJIEHNE CETEBOINO COeEANHEHUA.

Moacncrema ayanTa npenocrasnseT aAMUMHUCTPATOPY BO3MOXHOCTb nobaBnsaATb B cuc-
TEMY HOBblIE NpaBuia, yaandaTb UX U peaaKTunpoBaTb.

Ha ocHoBaHMW 3aAaHHbIX aAMUHUCTPATOPOM MpaBusl CpeAcTBaMm NOACUCTEMbI Befe-
HUS XXYpHanoB GOpMUPYETCS XXypHan ayauTa.

B cocTaB nogcucrembl ayanTa BXoasAT:

e GUI-nnarnH noacucreMbl SIOKASbHOrO yrnpasfieHUs — npuioxeHne c rpadu-
YECKUM MHTepdEencom Ans yrnpasieHnsa npasuiamMmm cnexeHus 3a obbekTamm m
cybbekTaMu cncTemsl;

e CLI-npunoxeHune c knaccmyeckmm UNIX-umHTepdencoMm ans ynpaBneHus npa-
BUIAMK cnexeHuns 3a obbekTamm n cybbekTamm cMcrembl U3 KOMaHAHOW CTPOKU ;

e MOAy/nb fApa ayauTa, peanu3yowunin Bce Heobxoammble dyHKUMKM ansa obec-
neyeHuns cepsuca ayamuTa;

e CepBMC ayauTa;

e MaarvHbl NOACUCTEMbI KOHTPOSS paboTocnocobHOCTU, peanu3ytowime npoBeEPKY
3anycka u paboTtocnocobHoCTM cepBuca ayamTa.

®yHKUMN agMUHUCTpaTOpa

GDYH KUMOHalIbHblE€ BO3MOXHOCTU CUCTEMbI MO3BONAKT aAMUHUCTPATOPY pelaTtb
cneayroLLme 3a4aun:

® YNpaB/iAaATb NONb30BaTeENAMU U TpynnaMn,

e KOHTPO/MPOBaTb BXOA NoJfib30BaTeNen B CUCTEMY;

e pasrpaHuMuMBaTh AOCTYN Mofib3oBaTeneil K MHMOPMALMOHHLIM pecypcaM Ha
OCHOBE MpUHLNMNA ANCKPELIMOHHOMO pa3rpaHnyeHma 4ocTyna;

®  KOHTPO/MMPOBATb LIENIOCTHOCTb PECYPCOB;
e  KOHTPOMMPOBATb BbIBOA MHMOPMALIMK Ha NeyaTb;

e  HAAEXHO CKpbliBaTb MHMOpPMaUUIO, COAEPXKALLYHCS B yAaneHHbiX dannax,
npegoTepallasi ee BOCCTaHOBMIEHUE;

e ynpaenaTb 4OCTYNOM nonb3oBaTtenen k USB-ycTponcream;
®  OCYLLECTB/ATb KOHTPOJIb AEACTBUI NONb30BaTENEN B CUCTEME.

B npouecce akcnnyataumm C3U Secret Net LSP oCHOBHbIMU (pYHKUMSAMW aAMUHU-
CTpaTopa SBNSTCA:

e yCTaHOBKa 1 o6HOBMIEHME NporpaMMHOro obecrneueHmns C3U;

e HaCcTpoilka MexaHW3MOB 3allWUTbl, rapaHTMpylowas Tpebyemblii ypoBeHb 6e30-
MacHOCTM PecypcoB KOMMbIOTEPOB;

e  KOHTpPO/Sb AENCTBUMA TMONb30BaTenen, CBSA3aHHbIX C HapyweHueM uHdopMa-
LUMOHHOM 6e30nacHoOCTH;

e KOHTpOsb paboTocnocobHocT C3M 1 ee BOCCTaHOBMIEHUE B aBapUMHbIX
cUTyaumsax.

21
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Tpe6oBaHMUA K annapaTHbLIM M NPOrPaMMHbLIM CpeACTBaM

Secret Net LSP yctaHaBnnBaeTcs Ha KOMMbIOTEPbI, YAOBMETBOPSAOLWLME MPUBEAEHHbIM
B criegytowen Tabnuue cncreMHblM TpeboBaHMAM.

OnepaunoHHas e MCBC5.0 (Bepcus siapa 2.6.32);
cucTeMa e Astra Linux Special Edition 1.5 (Bepcus sgpa 4.2.0);
e Astra Linux Special Edition 1.4 (Bepcus sapa 3.16.0);
e CentOS 7.2 (Bepcus agpa 3.10.0-327.el7.x86_64);
e CentOS 7.1 (Bepcusa agpa 3.10.0-229.el7.x86_64);
e Cent0S 6.5 (Bepcum aapa 2.6.32-431.el6.x86_64/2.6.32-
431.el6.i686 n 2.6.32-696.18.7.e16.x86_64);
e ContinentOS 4.2 (Bepcuu siagpa 4.4.32/4.4.84 n 4.9.76-
1.terminall.x86_64);
e Debian 8.0 (Bepcumn gapa 3.16.0-4-amd64 n 3.16.51-
3+deb8ul);
e Debian 7.6 (Bepcuu sapa 3.2.0-4-686-pae/3.2.0-4-amd64 n
3.2.96-3-amd64);
e Red Hat Enterprise Linux 7.2 (Bepcusa sapa 3.10.0-327.el7.
e x86_64);
e Red Hat Enterprise Linux 7.0 (Bepcusa aapa 3.10.0-123.el7.
e x86_64);
e Red Hat Enterprise Linux 6.5 (Bepcusa sapa 2.6.32-431.el6.
e x86_64/2.6.32-431.€l6.i686);
e CentOS 7.3 (Bepcuu aapa 3.10.0-514.el7.x86_64 n 3.10.0-
693.11.6.el7.x86_64);
e Red Hat Enterprise Linux 7.3 (Bepcusa sapa 3.10.0-
514.el7.x86_64);
e Oracle Linux 7.2 (Bepcust sapa 3.10.0-327.el7.x86_64);
e Oracle Linux 7.3 (Bepcus ssapa 3.10.0-514.el7.x86_64)
Mpoueccop B cooTBeTCcTBUMN C TpebOoBaHMSAMM ONepaLMoOHHON CUCTEMBI,
YCTaHOB/IEHHOW Ha KOMMbIOTEP
OnepatuBHas namMatb | MMHMManbHoO - 512 Mb
XKecTknii gnck MuHumanbHo — 600 MB ansa pasaena, B KOTOPOM HaxXoAMUTCS KaTanor
(cBobogHoe /opt
NMpOCTPaHCTBO)

Secret Net LSP
PykoBoACTBO aAMMHMUCTpAaTOpa
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YcTaHOBKa, yaaneHme u obHoBrneHue

YctaHoBKa

A

Secret Net LSP

PykoBoACTBO aAMMHMUCTpAaTOpa

Apxusbl gnctpubyTtmea Secret Net LSP (DEB- n RPM-nakeTbl) U njarMHa BUpTY-
anbHbiX kaHanos Citrix (RPM-nakeTbl) NOCTaBAATCA Ha YCTaHOBOYHOM KOMMaKT-
AMCKe B COOTBETCTBYIOLWMX KaTanorax:

Karanor Copep>xumoe

x86_64 YcTaHoBo4Hble nakeTbl (RPM, DEB) Ans apxutekTypbl X64

i686 YctaHoBo4Hble nakeTbl (RPM, DEB) Ans apxutekTypbl X86
Citrix_token YcTaHOBOYHbIE NaKeTbl ANS NAarnHa BupTyanbHbiX kaHanos Citrix

MnarvH citrix_ token_auth Heobxoanm ans nepegaun faHHbIX M3 MEPCOHaNbHbIX
naeHTndurkatopos Rutoken S/S RF/S micro/3UM/30U0M0 2.0/35U0MN PKI/3UM micro/3LM0
Bluetooth/3LMN Flash, JaCarta PKI/PKI Flash/ FOCT Ha TepMnHanbHbI cepBep Ha 6a3e
MO Citrix (XenApp n XenDesktop) c yctaHoBneHHbIM C3U Secret Net 7, uto no3sonser
BbIMOJIHATb C UX MOMOLLbIO ayTEHTU(DUKALMIO HA TEPMUHANIBHOM CepBepe.

Mpouenypbl ycraHoBKM, obHOBNeHUs u yaaneHus Secret Net LSP BbimonHsitoTCs
agMMHUCTpaTopoM, obnagalowmm npaBaMu Cyneprnonb3oBaTens KoMMbkoTepa, C
MCrosIb30BaHMEM KOMaHAHOWM CTPOKM 3My/ISSTOpa TeEpMUHana.
Mepen HayanoMm ycraHoOBKM nporpaMMHoro obecnevenmsa (MO) Ha KoMnbloTep Heob-
X0AMMO y6eamTbCs B BbINONIHEHUN Cieayowmnx TpeboBaHmii:
1. Ha koMnbloTepe yCTaHOBIEHA TO/IbKO OAHa rnoaaep>xMBaemMas ornepaumoHHas cuc-
TeMa C OgHUM S4pOM.
2. Sppo onepaumoHHOM CUCTEMbI AO/HKHO BXOAMTL B CMUCOK SA4ep, 3asiBNleHHbIX Kak

nopgaepXxuBaeMble KomnaHuen — paspabotumkom C3WM, M COOTBETCTBOBATb
yCTaHaBnMBaeMoMy aAnctpmbytmsy Secret Net LSP.

MNepep HayanoM ycraHoBkuM MO npoBepbTe BbINOSHEHME TPeboBaHMI K annapaTHOMY
M NporpaMMHOMY obecriedeHunto KoMmnbioTepa (CM. cTp.22 ).

PekomeHayeTcs nepeq Havanom yCTaHOBKM OTKMIOYATb XpaHUTENb 3KpaHa 1 BbINOMHUTL NPoLeaypy ycTa-
HOBKM OT Hayana Ao koHLa Bes nepepbisa. Tak kak npoLieaypa yCTaHOBKM BKMoyaeT B cebs sameHy PAM-
MOAYNsi, B HEKOTOPbIX OMepaLyoHHbIX CCTEMAaX MpuW ycTaHoBKe TpebyeTcs cMeHa naponen nonb3o-
BaTenen.

YcraHoska MO Secret Net LSP B 3aBMCMMOCTM OT MCMOJSIb3yEMOWN OnepaLMoOHHON cuc-

TeMbl OCYLLECTBASETCA C MOMOLbIO YCTAaHOBOYHbIX RPM- 1 DEB-nakeTtoB (1.7.XXX —

HoMep Tekylen sBepcun C3U):

e sn-lsp-1.7.xxx-i686.rpm, sn-Isp-1.7.xxx-x86_64.rpm — B cpege OC MCBC,
CentOS, ContinentOS, Red Hat Enterprise Linux, Oracle Linux;

e sn-Isp-1.7.xxx-i686.deb, sn-Isp-1.7.xxx-x86_64.deb — B cpege OC Astra Linux,
Debian.

YcTaHoBKa niarnHa BmpTyanbHbiX KaHanos Citrix ocyuiecTBnseTcs ¢ nomowbio RPM-

nakeTtoB citrix_token_auth-1.1-0.el6.i386.rpm, citrix_token_auth-1.1-0.el6.x86_

64.rpm, opensc- secretnet- 0.12.2- 3.el6.i386.rpm, opensc- secretnet- 0.12.2-

3.el6.x86_64.rpm.
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Ana ycranoBku MO Secret Net LSP:

1. BcraBbTe yCTaHOBOYHbIN KOMMnakT-amck Secret Net LSP B npusoa DVD/CD-ROM.
3anycTuTe NporpamMMy aMynaTopa TepMuHana.

BHumanme! [ns koppekTHoit yctaHoBku Secret Net LSP B onepauuoHHoit cucteme Debian Heob-
XOLMMO BbINOMHNTL CMEAytoLMe KOMaHABI:
#sudo apt-get update

#sudo apt-get install, openssh-server

2. BonauTe B Katasor yCraHOBKMW MPOrpamMmbl 418 COOTBETCTBYOLWEro ancTpmbytmnsa
Linux. B 3aBMCMMOCTM OT NCMOJIb3yeMOro AncTpmbyTrBa BbINONHUTE KOMAHAbI :

e ans RPM-nakeToB:

e [/ CUCTEeMbI C 32-pa3psiAHON apXUTEKTYPOW :
#rpm -ivh sn-1sp-1.7.xxx-i686.rpm

e  [N9 CUCTEMbI C 64-pa3psaHON apXUTEKTYPOI :
#rpm -ivh sn-1sp-1.7.xxx-x86_ 64.rpm
o ana DEB-nakeToB:

e [N9 CUCTEMbI C 32-pa3psiAHON apXUTEKTYPOI:
#dpkg -i sn-1sp-1.7.xxx-1686.deb

e N5 cMCTeMbl C 64-pa3psaHON apXUTEKTYPOW :
#dpkg -i sn-1lsp-1.7.xxx-x86_ 64.deb
Pe3ynbTaToOM BbINOMHEHUS NpoLEedypbl ABASETCA yCTaHOBKa Ha 3alMLLaeMOM KOM-
netotepe NO Secret Net LSP.

3. [llepesarpy3unTe KOMMNbOTEP.

Mocne nepesarpy3skun Ha koMnbloTepe byaeT OTKNOUEHA MaHAaTHAsa CMCTEMA KOHT-
pons goctyna (SELinux, Apparmor, Tomoyo Linux, RSBAC u np.).

4. Ecniv Ha KOMNbloTEpPE YCTaHOBEH NPOrpaMMHo-anmnapaTHblii koMnekc "Cobonb",
HeobxoaMMO BbIMOMHUTL MNepevHULManM3aumnto WabnoHOB KOHTPONS LEeoCT-
HOCTU Ans katanora /boot/grub.

& MporpaMma ycTaHoBKM NpOnucbIBaeT B KOHUMrypauuto sarpysku napametp "security=default". He
N3MeHsiTe 3TOT NapameTp. B npoTMBHOM Cnyyae Bxod B cucTeMy ans 06blYHbIX NOMb30BATENEN
Oynet 3abnokupoBaH.

B Secret Net LSP npeaycMOTpeHO 2 BapyaHTa MCrosib30BaHNsi MEXaHM3Ma 3aTUPaHUs
OCTaTOYHOM WHGOpMauMKM: aBToMaTM4yeckoe 3aTtupaHne B (OHOBOM pexuMe,
peanv3oBaHHOE Ha YpOBHe a4pa, WM PY4YHOW 3anyck yTuanTbl 3atupaHus shred
(6esonacHoe ypaneHue). Mo ymonyaHuio nocne ycraHoBkm B Secret Net LSP
aBTOMaTM4yecKoe 3aTMpaHue BbIK/KOYEHO, TaK KaK UCNoNb30BaHNe 3TOro MexaHu3ma
NpUBOANT K NOBbILEHHON Harpy3ke Ha GanioByo CUCTEMY M XecTKne anckun. Ecam
HeobxoanMo, 4yTobbl Ha KoMMbloTepe 6blfI0 BKAKOYEHO aBTOMaTUYecKoe 3aTupaHue,
rnocne nepesarpysku BbINONHUTE ceayoLlee:

1. BkounTe aBTOMaTMYeckoe 3aTUpaHMe C noMowblo napametpa "CepBuc
6e3onacHoro yaaneHusa" nonntmkm "YcraHoBku cepsucoB” (cM. cTp.69).

2. 3apanTe HYXHbIN pexunM paboTbl MexaHun3Mma 3aTupaHus (cMm. ctp.70).
MoapobHee 0 3aTMpaHUKM OCTaTO4YHOM MHGOpMaumm cM. cTp.13, cTp.19, cTp.69.

[Ana ycTaHOBKM NNarnHa BMpTyanbHbIX kaHanos Citrix:
1. BbINONHUTE BXOA B CUCTEMY NOA YUYETHOM 3anmcbio root.

2. CkonupyliTe Ha koMnbtoTep 13 katanora Citrix_token Ha ycTaHOBOYHOM KOMMNaKT-
AnCKe crepyowme nakeTbl :

e [O/1 CUCTEMBI C 32-pa3psaHON apXUTEKTYPON :
e opensc-secretnet-0.12.2-3.el6.i386.rpm;
e cCitrix_token_auth-1.1-0.el6.i386.rpm;

e [19 CUCTEMbI C 64-pa3psaHOM apXUTEKTYPON:

Secret Net LSP 2 4
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e opensc-secretnet-0.12.2-3.el6.i386.rpm;
e cCitrix_token_auth-1.1-0.el6.x86_64.rpm.

3. YcraHoBMTe AOMONHUTENbHbIE NaKeTbl U yaanute pcsc-lite. g 3Toro B KOMaH-
AHoM obonouke nocnenosaTeslbHO BbINONHUTE KOMaHAbI :

#yum install zlib.i686 openct.i686
#yum remove pcsc-lite
4. YcraHoBuTe nakeT opensc-secretnet. [na 3Toro B KOMaHAHON obonoyke BbINOA-
HUTE CrleayL Yo KoMaHay.
[nsa cncrembl € 32-pa3psgHon apXnTeKTYpon
#rpm -Uhv opensc-secretnet-0.12.2-3.e16.i386.rpm

Ons cucrembl € 64-pa3psaHoO apXUTEKTYPON:
#rpm -Uhv opensc-secretnet-0.12.2-3.e16.x86_64.rpm
5. YcraHoBuTe naker citrix_token__auth. nsa 3sToro B koMaHAHOM 060/104Ke BbINOJI-
HUTE CneayroLWwyo KoMaHay.
[Ons cucrembl € 32-pa3psaHoi apXUTEKTYPON:
#rpm -Uhv citrix token auth-1.1-0.e16.i386.rpm

[nsa cncrembl € 64-pa3psgHON apXnMTeKTYpon
#rpm -Uhv citrix token auth-1.1-0.e16.x86 64.rpm

YcTaHOBNEHHbIE MOAYM NlarMHa pasMewatoTtcs B katanore /opt/Citrix/ICAClient/.

BHuMaHwme! Npu ycTtaHoBKe nnarnmHa B KoHbuUrypaunoHHble daninel Citrix Receiver
nobaensaTca Hy>xHble HacTporiku. Ecnm MO Citrix Receiver ewe He yCTaHOBNEHO, TO
ans pabotbl nnaruvHa B dann /opt/Citrix/ICAClient/config/module.ini Heobxoanmo
BPY4HYI0 A06aBUTb cneaytowme CTpoku (BblAeNeHbl XXUPHbBIM LLIPUPTOM):

[ICA 3.0]

SNToken=0n

VirtualDriver = SNToken, Thinwire3.0, Clipboard, ClientDrive,

ClientPrinterQueue, ClientAudio, ClientComm, FlashV2, TWI, ZL_FONT, ZLC,

ICACTL, SmartCard, UserExperience, MultiMedia

[SNToken]

DriverName=sntoken.dll

YpaneHne Secret Net LSP BbinoAHSET agMMHUCTPATOpP, KOTOPbIM AO/mMKeH obnaaaTtb
npasaMu cynepnosib3oBaTens KoMnbioTepa.

Mpu yoaneHun Secret Net LSP B onepauuoHHo cucteme coxpaHsietcs katanor /opt/secretnet-archive ¢
channamu xypHanos ycraHoBku/yaanenus C3W. Ecnv nocne yaanexns Secret Net LSP ata uHdopmauums
fonblue He HyxXHa, KaTamnor 1 ero CoaepkK1Moe MOXHO yaanuTb BpyyHyto. Mepea NOBTOPHOW YCTaHOBKOW
Secret Net LSP kaTanor u ero cogepxumoe 4omkHbl 6biTb 0653aT€MbHO yaaneHb.

Ana yananeHwvs nporpaMmMHoro obecneyeHus:
1. 3anycrtuTe nporpaMmy 3MynsaTopa TepMUHana.

2. B 3aBMCMMOCTM OT TUMNa MCNOAb30BAaHHOIo NpU YyCTaHOBKE LI,VICTDM6YTVIBa BblMos-
HUTE KOMaHAy:

o ansa RPM-nakeToB:
#yum —e secretnet
e ana DEB-nakeToB:

#dpkg -r secretnet

3. [epesarpysnTte KOMNbIOTEP.
Pe3ynbTaToM BbINOSIHEHUS NpoLueaypbl senseTcs yaaneHune MO Secret Net LSP.
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B C3W Secret Net LSP peannsoBaHa BO3MOXHOCTb 06HOBIEHNS NporpaMMHoOro obec-
neyeHus npeablaywnx sepcmin 1.4, 1.5, 1.6 Ha Tekywyto 1.7 ¢ coxpaHeHUeM AelcT-
BYIOLLMX HACTPOEK.

Ansa o6HoBneHus MNO:

1. BcraBbTe yCTaHOBOYHbIM KOMMNakT-anck Secret Net LSP B npueog DVD/CD-ROM.
3anycTuTe nporpaMMy aMysisTopa TEpMUHana.

2. BonauTe B KaTanor yCraHOBKMW MPorpamMmmbl 415 COOTBETCTBYOLWEro AncTpubytnea
Linux v BbINO/THUTE HYXXHYIO KOMaHAy.

Mpwn o6HOBA

eHuu c Bepcum 1.6:

RPM-naket

KomaHAaa Ans cucTembl C 32-pa3psiaHON apXUTEKTYpO:
#rpm -Uvh sn-Isp-1.7.xxx-i686.rpm

KoMaHaa Anst cucteMbl C 64-paspsgHoN apXUTEKTYPONR:
#rpm -Uvh sn-Isp-1.7.xxx-x86_64.rpm

DEB-naket

KomaHaa ans cucTtembl € 32-pa3psaHOn apXUTEKTYpON:
#dpkg -i sn-Isp-1.7.xxx-i686.deb

KomaHAaa Ans cucTtembl ¢ 64-pa3psiiHON apXUTEKTYpOI:
#dpkg -i sn-Isp-1.7.xxx-x86_64.deb

Mpwu o6HOBA

eHumn c Bepcum 1.5:

RPM-naket

KomaHAaa ans cucTtembl € 32-pa3psaHOon apXUTEKTYpON:
#rpm -Uvh sn-Isp-1.7.xxx-i686.rpm

KomaHaa Ans cuctembl ¢ 64-pa3psiaHON apXUTEKTYpO:
#rpm -Uvh sn-Isp-1.7.xxx-x86_64.rpm

DEB-naket

BHauane Hy>XHO BbI3BaTb CKpUNT:
./upgrade-1.5_to_1.7_debian8.sh

KomaHaa ans cucTtembl € 32-pa3psaHOn apXUTEKTYpON:
#dpkg -i sn-Isp-1.7.xxx-i686.deb

KomaHAaa Ans cucTtembl C 64-pa3psiiHON apXUTEKTYpOi:
#dpkg -i sn-Isp-1.7.xxx-x86_64.deb

Mpwu o6HOBA

eHuun c Bepcum 1.4:

RPM-naket

KomaHAaa ans cucTtembl € 32-pa3psaHOn apXUTEKTYpON:

#./upgrade-1.4_to_1.7.sh sn-Isp-1.7.xxx-i686.rpm

Ons cuctembl ¢ 64-pa3psiaHON apXUTEKTYpO:

#./upgrade-1.4_to_1.7.sh sn-Isp-1.7.xxx-x86_64.rpm

DEB-naket

BHauarne Hy)XHO BbI3BaTb CKpUNT:

./pre_upgrade.sh

KomaHaa ans cucTtembl € 32-pa3psaHON apXUTEKTYpON:
#dpkg -i sn-Isp-1.7.xxx-i686.deb

KoMaHAaa Ans cucTtembl C 64-pa3psiiHON apXUTEKTYpOI:

#dpkg -i sn-Isp-1.7.xxx-x86_64.deb

3. [epesarpysunte KOMMbOTEP.

Secret Net LSP

PykoBoACTBO aAMMHMUCTpAaTOpa

26



[maBa 3

© KOMMAHMA "KOA BE3OMACHOCTN"

lNMepBas 3arpy3ka

Mocne yCcTaHOBKM NMporpaMMHOro obecnedyeHns u nepesarpysku KoMnboTepa aaMUHU-
CTpaTop LO/MKEH BONTU B CUCTEMY U BbINOJIHUTL HaYaslbHbl€ HACTPOMKM.

I'IepBb|17| BXO0A4 B CUCTEMY aAMUHNCTPATOP BbIMNO/HAET NoA yLIETHOﬁ 3anuchblo root.

HauanbHble HacTpoMku BKAOYaKOT B ceba cMeHy naponei nonb3oBaTenen,
3aperucTrpmpoBaHHbIX Ha KomnbioTepe (cM. cTp. 33 ). CMeHa pekoMeHAyeTCcs B
noAaepXXMBaeMbIX ONepaumMoHHbIX CUCTEMAX.

Mepen HayanoM BbINOSHEHUS HACTPOeK cCleAyeT O3HAKOMUTbCS C CcoAepXaHWeM
cneayrollero pasgena, B KOTOPOM OMnMMcaHo npuaoxeHue "MaHenb 6e3onacHocTu
Secret Net LSP" (nanee — naHenb 6e3onacHocTn).

KpoMe HauanbHbiX HaCcTpoeKk Mnpu MNepBOM BXOAe aAMWMHUCTpaTopa B CUCTEMY
peKkoMeHAyeTCcsa MNpOCMOTPETb M MNpuM  HeobXxoAMMOCTM WU3MEHUTb HAaCTPOMKM,
yCTaHOBNAEHHbIe MO ymMon4daHuto (cM. cTp.30), a TakXke 03HAaKOMUTLCS C NMOPSAKOM
paboTbl CxypHanamm (cM. cTp.33).

MHcTpyMeHTanbHbIe cpeacTBa agMUHUCTpaTopa

Secret Net LSP

PykoBoACTBO aAMMHMUCTpAaTOpa

Mpy nepBoM BxoAe B CUCTEMY aAMUHWUCTPATOPY CTaHOBSATCSH AOCTYMHbIMU WMHCTPY-
MeHTa/NlbHble CpeacTBa, C MOMOLWbI KOTOPbIX OH MOXeT Cpasy MpUCTYNUTb K
KOHTponto pabotbl noacncreMm Secret Net LSP n HacTpoike 3alWMTHbIX MEXAHW3MOB.
TaknMmn cpeacTBaMn SIBASIOTCS:

e [laHenb 6e3onacHocTn Secret Net LSP.
e WNHTepdeic koMaHAHOW CTPOKMU.

MaHenb 6e3omacHOCTM — nMpuaoxeHue C rpaduyeckum uHTepderncom, obec-
neymeawuwiee BbIMNOHEHNME aAAMUHUCTPATOPOM BCeEX HeO6XO,EI,VIMbIX onepaumﬁ B
paMKax KOHTPO/A U ynpasieHns paboTol 3awmMTHbIX MEXaHM3MOB.

NHTepdenc KOMaHAHOM CTPOKM — KJlaccuyeckuin BapuaHT pabotbl B OC Linux
B pPEeXWMe KOMaHAHOM CTPOKM, SBASIOWMNCA anbTeEPHATUBHLIM MO OTHOLEHUIO
K MCMOJIb30BaHUO rpadmyeckoro nHTepdeinca naHenn yrnpasneHus.

OnucaHue naHenu 6e3onacHoCcTH

BbizoBuTE NaHenb 6e3o0nacHOCTM CTaHAapTHBLIM CNOCO60M C NoMoLbIO Apnbika Secret
Net LSP Ha pabouem cTone.

Ha akpaHe nosiBuTcsa okHO "lMaHenb 6e3onacHocTn Secret Net LSP".
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LleHTpanbHY0 4YacTb naHenm 6e3onacHoOCTN 3aHMMaeT nepapxmyeckoe MeHK, pacno-
JNIOKEHHOE Ha rnaBHOM CTpaHunue n Od)OpMﬂEHHoe B BUAE rpynn CCblJIOK, KaxXgad mn3

KOTOPbIX BK/TOYAET B cebs ccbikn C NMMUKTOrpamMmmamu.

Ccblnka rpynnbl obecrnedynmBaeT nepexoaHa cieaytoLLyto CTpaHuLy, Ha KOTopoi pacrno-
JNIOXXEHbI CCbIJIKU C MNKTOrpaMMaMun, BXoasdiwine B rpynny.

Ccbinka ¢ I'IMKTOFpaMMOVI obecneumnBaeTr I'IpFlMOﬁ nepexoa Ha CtpaHuly BblIMOJIHEHUA
TEX UJTIN UHDbIX onepaumﬁ.

OnuncaHmne CCbINOK C MUKTOrpaMMaMm U AOCTYMHbIX onepau,mﬁ npuBEOEHO B Tabnuue

HUXe.

Ccblsika, NMMKTOrpamMma

Onucanue

[ob6aBnTb nonb3oBarens

Pernctpaumnsa B cucteme HOBOro Nonb30BaTeNs U 3ajaHune ero

napameTpos.
BkntoueHwe nonb3osartens B rpynny (rpynnebi).

M3MeHeHWe napaMeTpoB Napons Nosb30BaTens, 3agaHHbIX Mo

YyMOM4aHuio

Cnucok nonb3oBarenemn

MpocMoTp cnncka nonb3oBaTenei.

Co3paHune HOBOro Nnosib3oBaTens.

YnaaneHue nonb3osarens.

[Job6aBneHne BbibpaHHOro nonb3oBaTens B rpynnol.
MN3MeHeHne aTpnbyToB BbIOpaHHOro NosnbL3oBaTens.
Pasz6noknposaHune nonb3osaTens

Cnuncok rpynn

MpocMoTp cnucka rpynn.

MNepenmeHoBaHme BbIGpaHHOW rpynnebl.
PepaktnpoBaHume crnncka nonb3oBaTtesnel B BbIopaHHON
rpynne.

YpaneHue BblopaHHOM rpynnbi

PykoBoACTBO aAMMHMUCTpAaTOpa
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Secret Net LSP
PykoBoACTBO aAMMHMUCTpAaTOpa

CcblNika, NUKTOrpaMmma

OnucaHue

YCTaHOBKWN MO YMONYAHUIO

MpocMoTp M N3MeHeHMe NapaMeTpoB YYETHOW 3annCKu HOBbIX
rnonb3oBaTesnien, ycTaHaBMBaEMbIX MO YMOMTYAHUIO:

e 0O6onouyka;

e |llabnoH gomallHero katanora;

e Co3aaHue NUYHOWM rpynnbl MNOb30BaTeNs;

e Co3paHuve AOoMaLLHero Katanora

YnpasneHune 4OCTYMNoMm

b

HacTpoiika npaBun pasrpaHMyeHns 40CTyNa K o6bekTaM
hannoBon cncTemsl

YnpasneHue KOHTponem
LLeNT0CTHOCTH

MocTaHOBKa Ha KOHTPO/b U CHATUE C KOHTPO/S 3aLUMLIAEMbIX
pecypcoB ¢alisioBo CUCTEMBI

KoHTponb ycTponcTs

0

HacTtpolika npasun pasrpaHuyeHns goctyna k USB-
yCTpoOiCTBaM

XypHan cobbituii

PaboTa C CUCTEMHbIM XXYPHa/IOM U XXYpHasioM ayauTa

HacTtpowika ayauta

HacTtpoika noacucremsl ayauta

BbI30B CNpaBOYHOM CUCTEMBI

MonuTnkm

<

MpoCMOTP M HACTPOMKa NOANTUK

YnpasneHune nuueHsnei

¢

BBOA CEpUIMHOro HOMepa Npy Nepexoae C AEMOHCTPALMOHHOM
BEPCUWN HaA JINLLEH3NOHHYIO

HacTpoiiku yaaneHHoro
yrpasneHuns

&

HacTpolika napamMeTpoB NOAKIIOYEHUS K CepBepY
6e3onacHocTn C3U Secret Net 7 (naket obHoBNeHusa 7) nnun
C3W Secret Net Studio (Bepcus 8.4)

Mpn nepexoge Ha Kakyt-1mbo CTpaHMuUy B BEpPXHEN yacTu naHenn 6e3onacHoCTH
oTobpaXkaeTcs CTpoka HaBUraumMun, UHANLMPYOLAs NOJIOXKEHNE TEKYLLEN CTpaHULbI
B 0bwen CTpyKkType MeHto. [lns Bo3BpaTa Ha npeaplayme CTpaHuubl UCMob3ynTe
CCbIJIKM CTPOKM HaBuraumm unm ccbikm "Hasag" mn "Bnepea", pacnonoXeHHbie B

NpaBoM BEPXHEM Yry.
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B neBon 4yactn naHenn 6e30MacHOCTM pacrnosiokeHa naHenb nepexogos. Pacro-
JIOXXEHHbIE Ha HEWM CCbI/IKU MO3BONSAOT OCyLLEeCTBNIATb 6bICprIl7I nepexoa K nyHKTam
MEHI0, NponycKasa NPoMeXyTOo4YHble CTPpaHWULbI.

Ccbinlka, NUKTOrpaMmma OnucaHue

YnpaBneHue nonb3oBaTensamMm Mepexoa Ha CTpaHULy C CCbITKaMK
e [lo6aBuTb Nonb3oBaTens;

e Cnucok nonb3oBarenen;

e Cnucok rpynn;

e YCTaHOBKM MO yMOMYaHUIO

YnpasneHune obbektamu Mepexoa Ha CTpaHWLy C CCbINKaMu:
e YnpaBneHue AOCTYNoMm;
e YnpaBneHne KOHTponeM

LLeNIOCTHOCTH;;

e KOHTpONb YyCTPOWNCTB

CncTeMa XypHanuposaHus Mepexoa Ha CTpaHMLy C CCbINIKaMu:
e XypHan cobbiTnii;

@ e HacTpoiika ayauTta
HacTpoikn npunoxeHus [Mepexoa Ha cTpaHULUy C CCbIIKaMM:

e [loMoLub;

e TlonnTnKK;

e YnpaBneHue NuueH3nen;
L]

HaCTpOI‘/‘| KW yaaneHHOoro ynpasneHuna

Manenb nepexoaoB MOXHO CKpPbITb UM BOCCTAaHOBUTD. ans CKpbITUA UM BOCCTa-
HOBJIEHUNA MaHENNn nepexoaoB COOTBETCTBEHHO OTOXMUTE WM HaXMUTE KHOMKY

, pacrnosioXXEHHYIO B MPaBOM BEPXHEM YIy.

Hauano pa6othbl

Mpu nepsoK 3arpy3ke ornepaunoHHOW cucTeMmbl, 3awmaemon C3MN Secret Net LSP,
BCTYNalT B AENCTBME 3allUTHble MexXaHW3Mbl. [1pn 3TOM AENCTBYIOT HACTPONKM,
YCTaQHOBJIEHHbIE MO YMONYaHMUIO.

MNocne BXoaa B CMCTEMY aAMMHUCTPATOP MOXET MPOCMOTPETb M NMpU HEo6X0AMMOCTU
M3MEHWUTb HAaCTPOMKM MO YMOSIUAHMIO, @ TaKXKe 03HAaKOMUTLCS C XXYpHanamun, B KOTO-
pbIX BbISIN 3aperMCcTpMpoBaHbl COBbITUS, CBA3aHHbIE CO BXOAOM aAMUHMCTPaTopa B
cucremy.

HacTpoiku no ymonuaHuio

K HacTtpokaMm Mo yMON4aHWK0 OTHOCATCSA MapaMeTpbl YYeTHbIX 3anucer Mnonb30-
BaTenen, nobaBnsieMbiXx B cucrteMmy cpeacreamm Secret Net LSP, u napameTpbl nonm-
TUK. 3HaYeHUS NapaMeTpoB 3agatoTcs Npu ycrtaHoBke Secret Net LSP n mMoryT 6bITb
M3MeHeHbl aAMNHUCTPATOPOM.

MapameTpbl yYyeTHbIX 3anucen
K napameTpaM yuyeTHbIX 3anucel nonb3oBaTenel, AobaBnseMbiXx B CUCTEMY, OTHO-
csATCa:

e 0060/04Ka;

e wabnoH goMalluHero KaTasnora;

e  CO34aHMe IMYHOW rpynnbl NoNb30BaTeNs;

e CO3ZaHue rpynmnbl N0 YMONYaHUIo;

e CO34aHMe AOMallHero KkaTanora.

Secret Net LSP 30
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Ana npocMoTpa/M3MeHeHUs NapaMeTPoB yUeTHbIX 3anuceii:

1. Bbi3oBMTe naHenb 6e3onacHocTn (cM. cTp.27) 1 B rpynne "YnpasneHne nosnb30-
BaTensaMun" nepenamTe Ha CTpaHuLy "YCTaHOBKM MO yMONYaHuio".

ByZeT BbINO/HEH MNEepexos Ha COOTBETCTBYHOLLYIO CTPaHULY:

[NABHAR *YNPaBNEHNE NONL30OBATENAMY =YCTAHOBKN N0 YMONYAHWH @ = [N @

OBonouka:

¥ C034aBaTk NWUHYH rPYNNy NoAb30EaTend [pynna no ymonuaHuH:

YcTaHoBKM No YMONYAHWID

4r

| tbinvsh

WabnoH goMmaluHero katanora: | home/%u

AP

| Co3jaBate AOMaLLHWA KaTanor

[IpUMEHNTE l [ OTMEHUTE

2. [Npn Heob6X0ANMOCTN U3MEHNTE 3HAYEHNS NapaMeTpoB:

Mone

Onucanue

Ob6onouka

Bbi6epuTe 060/104KY U3 pacKpblBalOLWErocsi Cucka

LLIabnoH goMalHero
KaTanora

BBennTe Bpy4HYHO WabsIoH

Co3paBaTtb NMYHYIO
rpynny nonb3osartens

[ns co3paHus IMYHOW FPpynnbl NoNb30BaTeNs YCTaHOBUTE
OTMETKY. M IMYHOM rpynnbl 6yaeT coOOTBETCTBOBATb MMEHMU
nonb3oBaTens.

Ecnuv co3aaHve NMYHOM rpynnbl Nosib30BaTens He TpebyeTcs,
yaanuTe oTMETKY

Mpynna no yMonyaHuio

Mone AocTynHO, ecnu He Co3AaeTcs IMYHas rpynna
nonb3oBaTens.

Bbi6epuTe U3 packpbIBatoLLErocst Crimcka rpynny.

Ecnuv none ocTaBneHO He3anoHEHHbIM, HOBbI MONb30BaTeNb
6yneT aBTOMaTUYECKN BKJTHOUEH B BUPTyasnbHYto rpynny Users

Co3aaBaTtb AOMaLUHWUI
KaTtanor

YcTaHoBUTe OTMETKY, ecnin TpebyeTcs aBToMaTnyeckoe
co3/aHve AOMaLLHEro KaTasiora noib3oBaTens.

Ecnu cospaHue fomaluHero katanora He TpebyeTcs, yaanute
OTMETKY

3. [nsa coxpaHeHUsi BHECEHHbIX U3MEHEHUIN HAXXMNTE KHONKY "lMpuMeHnTb".

[Nnst OTMEHbI BbIMOJIHEHHbIX U3BMEHEHUN HAXMUTE KHOMKY "OTMEHUTL".

[ns Bo3BpaTa Ha NpeablayLlyo CTPaHULY HaXMUTE COOTBETCTBYHOLLYHO CChIJIKY B

CTPOKE HaBMrauunu.

MNonutukmn

C nomoLL b0 MOANTUK OCYLLECTBASIOTCA cneaytowmne Hactporikn C3U:

° ynpasneHune pexmnMmom paGOTbI noACUCTEMDBI pa3rpaHnyYeHna AoCTyna K

yCTpOCTBaM;

L4 BKJIHOYEHME/BbIK/TIIOYEHNE CUCTEMHbIX CepBuCOB;

¢ ynpaBneHUE pEXNMOM BXO4a B CUCTEMY,

e  HACTPOMKM MapaMeTpoB MNaposiel, Ha3HayaeMblX HOBbIM MOJIb30BaTENAM

Mo yMOM4YaHuto.

HaCTpOVIKM BbIMOJIHAKTCA UBMEHEHUEM NMapaMETPOB NMNOJINTUK.

Secret Net LSP
PykoBoACTBO aAMMHMUCTpAaTOpa
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Ana npocMoTpa/M3MeHeHUs NapaMeTpoB NMoINTUK:

1.

BbizoBuTe naHenb 6e3onacHoctn (cM. cTp.27) u B rpynne "Hactponku npuno-
XeHuna" nepenamTe Ha cTpaHuuy "HacTporika nonnTumk":

[N1aBHad >HACTPOMKN NPUNCHKEHUA >MONATHKK

HacTpoinka nonantuk

¢ % [m @

nms

S I

<MA3rUH ynpaeneHus 40CTynoM K daiinam

El- AUCKpeUVOHHOE YpaB/eHMe AOCTYNoM
L Pesum paboThl
MAarvH yrpasnenus ycTpoiicTaamm
B NapameTpsl yrpasneHus ycTpoicTsama
- Pexim paboTLl
-+ BleTannaauna coobieHuii
MAGrAH YNPaBNEHUA CHCTEMHLIMIA CEPBHCaMA
E- YCTaHOBKN CEpBNcoB
Cepeuc aynmTa
- CuCTeMHeI CepBuC nevaTu
- CepBuC nevaTu
.. Cepeuc 6e30MacHoro yaaneHns
CepBuC KyPHaMpOBaHNA
L CepBmC yAaneHHOro ynpaBneHs
MAGrAH YNPaBAEHIA CHCTEMHBIMIA HACTPOMKaMIA
B HacTpoiiki CUCTEMHOro XypHana
- Mepe3anuct xypHana rMpy nepenoHeHm
MAarvH yrpaeneHins ayTeHTAd nkauned

El- MapaMeTpLl ayTeHTHdMKaLM

BKAYEHO

KecTkuit pexim

PerncTPaLIN BLIKIOYEHa

BraodeHo
Bhik/04EHD
BKaoueHo
Bhlk/io4eHo
BKAOYEHD

BKAYEHO

BriK/04eHD

MeToa ugeHTHdUKaLII CMEWaHHIA (MENOAL3YETCA KNABMATYPA WM NEPCOHANbHbIA HAEHTMGVKATOR)
MeToa ayTeHTudMKaLu Mapons BBE/EH C KIABVaTYPb W CHATAH C NEPCOHANLHOrD MAEHTMGKaTOpa
YeuneHan ayTeHTUdUKaLnA BLIK/IO4EHO

+ BNIOKMPOBATE 3KPaH MPU U3LATAN TOKeHa BLIKIIOYEHO
KewvpoBaTs AaHHLIe NASHTAGMATORA ANS AOMeHHbIX No/k30BaTENel BLIK/I04EHO
KO/M4ECTBO HEYAa HEX MONLITOK BXOAA 4

MAGrAH yNPaBNEHUA N0 30BATERAMA 1 FpYNNai

B YrpasneHue HacTpoikamn Naponeii noAs3osaTene
MUHAMANEHO JONYCTUMAR ANMHE 4N HOBOTO Napoas 7

-+ TMapont fI0/KeH COOTBETCTEORATE TPEGOBAHIAM CIOKHOCTU BKn04EHD
YMCAO AHEM, NOCAE KOTOPLIX CPOK ASACTBUA NApPONs MCTEKAeT 29999
MUHUMANEHOE KOMMYECTBD AHEN MEXAY CMEHaMA Napana ]

AHU A0 UCTEYEHWS CPOKa AENCTEMS Napons, KOrAa NoAb3oBaTens ByaeT npeaynpexaéd 1

Yucno AHedi Mocne yCTapeBaris Mapons 4o ero BRoKMpoBK o

Ha cTpaHuue oTobpa)kaloTcs NOSMTUKM U 3HAYEHUSI X NapaMeTpoB.

Monutuka OnucaHue

AVCcKpeunoHHoe ynpasneHune
Z[OCTYMNoM

YnpaeneHue pexmuMoM paboTbl NOACUCTEMBI
ANCKPELMNOHHOrO yrpaB/ieHns 4OCTYNOM

MapameTpbl ynpasneHuns
yCTpOncTBamMm

YnpaBneHne pexxnuMom paboTbl NOACUCTEMbI
pasrpaHMyeHuns AOCTyna K yCTPOACTBaM U
HacTpoWka permcTpaumm cobbITuii B XXypHane
ayauTa

YCTaHOBKM CepBUCOB BktoueHme/BbIK/IHOYEHME CUCTEMHBIX CEPBUCOB

HacTpoiikn cMCTEMHOrO XypHana | BkitoueHune/BbIKIOUYEHME Nepe3anmcu XypHana

I'IapaMeprl ayTeHTVICbVI Kauuum 3apaHue peXnMa Bxoaa non b3oBaTenen B cnucrtemy

YnpasneHue HacTponkamm
naponen nonb3oBaTenemn

HacTtpowvika napamMeTpoB naposen, Ha3Ha4YaeMbIX
HOBbIM NO/1b30BaTE/NSAM M0 YMOSTYAH U0

Monntnka "[AWCKpeuuoHHOEe YynpaeneHWe [ocTyrnoMm" ynpasnser @yHKUM-
OHVPOBaHMEM MOACMCTEMbI pasrpaHMvyeHns aocryna Kk obbektam dannoson cmuc-
TEMbI.

Monutuka "MapameTpbl ynpaBneHus ycTponcresaMmmn” cogepXXuT ABa napaMeTpa:

MapameTp OnucaHue

Pexxum pabotbl 3anaHune pexunma paboTbl NOACUCTEMbI pa3rpaHnyeHmns
[0CTyna rnosb3oBaTesien K YCTPOMCTBaM: OTK/THOUEHO,
MAFKWIA, XeCTKMi (cM. cTp.17, cTp.64). 3HayeHne no

yMonuaHuto: "Xectkmin pexumm"

[etanusaums coobeHmi HacTpoika peructpaunm cobbitnii B XXypHane ayanta (CMm.

CcTp.64)
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Monntmnka "YcraHoBKM cepBMCOB" BKOYaeT B cebst napaMeTpbl, ynpasnswowme
BK/IHOYEHMEM/BbIK/IIOYEHNEM COOTBETCTBYHOLLENO CUCTEMHOIO CEpBMCa.

MapameTp OnucaHue

CepBuc ayauTta BkitoyaeT/BbIK/IHOYAET ayanT. 3HayYeHne No yMonyaHuio: "BkitoyeHo"

CucrtemMHbIn BkntoyvaeT/BbiktoYaeT cucteMHbii cepeuc neyatn (UNIX). 3HaveHne
cepBu1C neyatm no ymonyaHuto: "BbikntoyeHo"

CepBuc nevatun Bktouaet/BbikitoyaeT cepBuc nedatm Secret Net LSP. 3HaueHue no
yMonuaHuto: "BktoyeHo"

CepBuc BkntoyvaeT/BbIk/104aET cepBnC 6e30nacHoro yaaneHuns Ha yposHe
6e3onacHoro aapa. 3HadyeHMe No ymonyaHuio: "BbikitoyeHo"

yAaneHus

CepBuc BkntoyaeT/BbIK/1I0YaET perncTpaumio cobbiTuiA B CUCTEMHOM XypHane

XXYPHaNNpOBaHWSA | 1 XXypHane ayanTa. 3HayeHune no ymonyaHuio: "BritoyeHo"

CepBuc BkntoyaeT/BbIk/HO4AET CEpBUC yaaneHHoro ynpasneHms C3U Secret
yAaneHHoro Net LSP nocpeactsoM cepBepa 6e3onacHoct C3U Secret Net 7
ynpasneHus (naket obHoBNneHns 7) nnun C3U Secret Net Studio (Bepcusa 8.4).

3HayveHune no ymonyaHumio: "BkntoyeHo"

Monutunka "MapameTpbl ayTeHTUdUKaunn" 3agaeT pexnmol naeHTUUKaumm n
ayTeHTUduKaymu.

Monntnka "YnpaBneHue HacCTpoMkaMu Maponen nonb3oBatenen u rpynn”
BKJ/THOYAET B cebs cneaytolime napaMeTpbl:

*  MWHMMaNbHO AONYCTMMas AMHa AN HOBOro Napons;
e Maposb AO/MKEH COOTBETCTBOBAaTL TPebOBaHNAM CNOXHOCTH;

®  4YNCIIO AHEeN, NoC/e KOTOPbIX CPOK AENCTBUSA Naposis UCTEKAET;
¢ MMHMMaNbHOE KOMYECTBO AHEN Mex .y CMEHaMW Napons;

® [HM [0 NCTEeYeHWsl CpoKa AeNCTBMS Naposis, Koraa nosb3osaTtens 6yaet
npeaynpexaeH;
®  UNCIO AHel Nocse ycTapeBaHus napons Ao ero 6/10KUPOBKY.

I'Iapameprl CO 3HAYEHMAMM, OTIIMYHBIMW OT 3HAYEHMI NO YMO4YaHWI0, BblAENEHbI XXUPHbBIM LIJpVI(*)TOM. |

2. [Ans M3MEeHeHWsa NOUTUKK BblbepuTe HYXHbIW NapameTp, akTUBMpynTe nosne
"3HaueHune" n BoibepnTe HYXXHOe 3Ha4YeHne U3 packpblBatoLLLErocs Cnmncka.

3. [lna coxpaHeHns N3MeHEHUM HaxXMuTe KHonky "MpuMeHunTs".

MpocmoTp KypHanoB

Mpwn NnepBoM BXoAe B CUCTEMY aAMUHUCTPATOP MOXET NPOCMOTPETb pe3ynbTaTbl pabo-
Tbl MexaHu3Ma perumcrpaumm cobbITUM K MNOACUCTEMbI BEAEHUS >XypHanos. B
YaCTHOCTU, aAMUHUCTPATOP MOXET MPOCMOTPETb COBbITUS, 3aperucrpupoBaHHbIe
NOACUCTEMaMM KOHTPONS LENOCTHOCTU, uaeHTUMdUKaumn un ayTeHTudukauum B
XKypHanax cobbITuin n ayamTa.

Ana npocMmoTtpa >XypHanos:

e Bbi3oBUTe naHenb ynpasBneHust HesonacHocTbio (CM. cTp.27 ) U B rpynne
"Cucrema xypHanmpoBaHus" nepenguTte Ha ctpaHuuy "XXypHan cobbiTnin".

BygneT BbiNO/HEH nepexoa Ha cTpaHuuy ">KypHan cobbitmnin”.

Ha ctpaHuue Ha Bknagkax "Cucrema" mn "AyauT" npeacraBneHoO coAepXXuMmoe
CMCTEMHOrO XYypHana v XypHana ayamTa COOTBETCTBEHHO.

OnuncaHune xypHanoB 1 Nopsaok paboTel C HUMKU NpusoanTcs B rnase 10 (cMm.
cTp.75).
CmeHa naponeun nonb3oBaTtenen

Mpn nepBoM BXoAe B CUCTEMY PEKOMEHAYETCA CMEHUTbL MNaposn BCex HOﬂbBOBaTEHEVI,
3aperncTpnpoBaHHbIX Ha KOMMNbHOTEPE.
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CMeHa naponen nonb3oBaTenen MOXET BbIMOMHATLCA aAMUHUCTPATOPOM Kak cpen-
CTBaMu NaHenun ynpasfieHus, Tak 1 B peXXnme KOMaHAHOW CTPOKW.

CMeHa naponeit B peXuMe KOMaHOHOW CTPOKM BbinonHsietcs craHgapTHbiMu UNIX- komaHgamu,
nocraensieMbiMu B coctaBe Secret Net LSP.

CmeHa naponeﬁ cpeacTBaMu naHesin ynpaBreHus

Ons cMeHbl naponeﬁ noJsib3oBaTenen:

1. Bbi3oBUTE MaHesnb yrnpasneHmns 6esonacHocTbio (CM. CcTp.27) 1 B rpynne "Ynpas-
NeHne nosb3oBatensaMm” nepenamte Ha ctpaHuuy "Cnumcok nonb3oBartenen”.

2. Bbl6epVITe nonb3oBaTend U B KOHTEKCTHOM MEHIO BblﬁepMTe KOMaHA4y

"PepakTnpoBaTb".
ByaeT BbINO/IHEH Nepexos Ha CTpaHuuy "PeaakTMpoBaHWe Nosib30BaTebCKUX
aTpnbyTtoB":

[NagHanA }YﬂpaBIIEHIi'IE NONL3I0EATENAMI }HDUCMOTD CAWCKa (:F-J mrS ID @

nofbz0EaTench =PefakTPOEaHNE NOAL30EATENLCKNX ATPNDYTOE

Pena KTUPOBAHWE MONb30BaTENBCKNX anIﬂGyTDE

MMA NoNbL30BaTENR: ppagin t
[ W3MEeHWTE Naponk ]
[AaBHasA rpynna: [ - ppagin S l
MNMonHoe ums: l n ]
apamMeTpel BX0 43
Dbonouka; [fbin,’bash v l
JloMaLLHWii KaTanor: homelppagin [I'IepmHaanme nﬂEHTndJuxampbl]

ENOKWPOEATE NONL30E

Tpynnel N0Mb30EATENA

Hma b el

<. camera

. VITIUSErsS

<. conshelp

. backupadmin
| <. ppagin

<. vboxsf

= snlogger k4

MNpuMeHnTE ] l OTMEHNTE

3. [Ana n3MeHeHnsa Napons HaXMUTe KHOMKy "M3mMeHnTb naposnb".
MosBuTCsa okHO "N3MeHeHne napons”:

lM13MeHeHe mapo.as

Maponk: |

MoBTOPUTE Naponk: |

I'IpmmeHwaI OTMEHNTL

BBeauTe HOBbIN Naposib NoNb30BaTeNs, MOBTOPUTE BBOA U HAXXMUTE KHOMKY
"MpuMeHnTL".

ByaneT BbINONHEH BO3BPAT Ha CTPaHWLYy peAaKTMpPOBaHMS MNoOb30BaTebCKMX
aTpnbyTOoB.

4. Ha cTtpaHuue pefakTupoBaHMA NONb30BaTENbCKNX aTpMbyTOB HaXKMMUTE KHOMKY
"MpuMeHnTL".

ByaeT BbINONHEH BO3BpaT Ha cTpaHuuy "Cnucok nonb3oBaTenen”.
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5. BbibepuTte cneaytouiero nonb3oBartens n 3agante emy naposib, Kak OnmMcaHo Bbile
(cm.nn. 2—4).

BbinonHuTe cMeHy naponeﬁ [ON151 BCeX Nosb30BaTenei.
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YnpaBneHue nonb3oBaTeNnamMum

B pamkax ynpasneHuns nonb30BaTensiMm aAMMHUCTPATOP MOXET BbINOMHATbL Cleayto-
wue 4encrens:

e no6aBnsaTb/yaansATb NOSb30BATENEN CUCTEMbI;

*  13MeHATb aTpubyTbl NoAb30BaTeNen;

e no6aBnsaATb/yaansTb rpynnbl NoNb3oBaTeENEN;

®  M3MeHATb aTpubyThl rpynn;

e  BK/IOYATb/MCK/OYaTb NONb30BaTENEN U3 rPynnbl;

e 33JaBaTb/WU3MEHATb Naposav U aTpubyThbl Naponen Nonb3oBaTenewn;

®  V3MEeHATb HAaCTPOMKW MO YMOYaHWIO A5 Naposiei HOBbIX Mofib30BaTenen;
e 6nokmnpoBaTb 1 pa3bnokMpoBaTb yYETHbIE 3anncK Nob30BaTenen.

MpocmoTp cnucka nonb3oBaTenen

Secret Net LSP

PykoBoACTBO aAMMHMUCTpAaTOpa

Ana npocMoTpa cnucka nosib3oBaTtenen:

e Bbi30BMTE NaHenb 6e30nacHOCTU 1 B rpynne "YnpaBneHue nob3oBaTensMm” Hax-
MUTe ccbinky "Cnuncok nonb3oBartenen”.

BygneT BbinosHeH nepexod Ha cTpaHuuy "Cnucok nosnb3osatenen”:

[NaEHaA >¥NpaBneHWe NoNb30EaTENAMN >TIpOCMOTP CNNCKa Q_j @ i @
NoNL30EaTENER

Cnuncok nonb3oBaTtenein

Hma ¥ [onHoe nma Jomawnuil kata Dbonouka [naeHan rpynnal®
2 mysql MySQL server  dvardib/mysgl  fdev/null rmysg|
& named Bind User Mvarllib/named  fdev/null named
£ news news Mvar/spoolinews fdew/null news
& nfsuser NFS Service User /dev/null fdevinull nfsuser
£ nobody Nobody Mvar/nobody fdevinull nobody
= nscd NSCD Daemon  / fdevinull nscd
& ntpd OpenNTP dae... fvar/empty fdevinull ntpd
& openvpn OpenVPN dae... J/dev/null fdev/null openvpn
& osec fdevinull fdev/null DSEC Il
& popa3d POP3 daemon  J/dew/null fdev/null popa3d
& postfix Postfix Mail Tr... Avar/spool/pos... /dev/null postfix
. postgres PostgresQL Se... ivar/lib/pgsal fdev/null postgres
= postman postman fdevinull fdevinull postman
] : ] /binfbash o]
& root System Admini... Jfroot fhin/bash root
ZoTpC Portmapper R... / fdevinull rpc
£ rpcuser RPC Service User #var/lib/nfs fdew/null FPCUSer —
& squid Squid User far/spool/squid fdevinull squid
& sshd Marfempty fdew/null sshd -
< gulmerd ddensinnll frl el suelnor | )
(4] [

lgmﬂ,am I'IDJ'IbBUBaTP_ﬂHl [Ee,a,anmposam] l Yaanuts

[nsa kaxkgoro nonb3oBaTens B CNMCKe NpMBOANTCA cneayowas nHdopmaums:
o uMS;

* [OJIHOE NMS;

e [OMAlUHWI KaTasnor;

e 06050uKa;
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e rfnaBHas rpynna.

[nsa nobasneHus B CNMCOK HOBOTO NOMb30BaTeNs HaxXMMTE KHOMKY "Co3aaTth nonb3oBatens" B TeBOM
HWXXHEM Iy CTPaHMULbI.

Ona kaxaoro Bbl6paH HOro B CNUCKe nosib3oBaTtend C MOMOL b KOHTEKCTHOIo Me-
HIO MOXHO BbIMOJIHUTb cneagyruine onepaunn:

e pobaBuTb Nonb3oBartens B rpynnbi (CM. cTp.43);
e CO3paTb HOBOro nonb3oBatens (cMm. cTp.39);
e  N3MeHUTb aTpnbyTbl Nonb3oBatens (cMm. cTp.40);

o 6noknpoBaTb/pa3bnokmMpoBaTb  YYETHYK  3anucb  MNofb3oBaTens
(cm. cTp.43);

® POCMOTPETb NepeyeHb NepCcoHaabHbIX MAEHTUHNKATOPOB Nosb3oBaTtesns (CM.
CcTp.46);

e  yAanuTb Nosib3oBaTens U3 cnucka (cM. cTp.39).

Ana npocMoTpa rpynn, B KOTOpble BXOAUT BbIGpPaHHbIN Nosb30BaTeNb:

e BbI30BMTE KOHTEKCTHOE MEH0 U BblbepnTe koMaHay "[o6aBuTb B rpynnbl" nnm
"U3meHnTb".

ByneT BbiNONHEH nepexof Ha cTpaHuuy "lMpocMoTp rpynn nonb3osaTtens" wam
"PepakTnpoBaHne nonb3oBaTeNbCKMX aTpnbyToB" COOTBETCTBEHHO, HA KOTOPbIX
oTobpaxcaeTcs obWwmiA CNMCOK rpynn:

[NagHas =¥npaeneHy e NoNe3osaTenamMn =MNpocMoTp CNUCKa @ I @
nonk3osaTeneid =MNpocMoTp rpynn NoAL30BaTens L4

MpocMoTp rpynn nonb3oBaTens

Monez0BaTeNL: USer

v

Wmn hd

o mem

< nobody
ontp

i plugdev
L puppet
S root

<. snlogger
i ssh_keys
i sshd

S sys

< tape

o thy Nl
2o usbmuxd
i users

S utempter
“outmp
SLouucp

i vesa

i video

o whpriv
i wheel

-

OpUMEHWUTE ] [ OTMEHWTE

B cnucke oTMeyeHbl rpynnbl, B KOTOPblE€ BXOAMUT NOJIb30BATE/b.

e 1151 BKJIIOYEHMUS UM UCKITHOYMEH S MONb30BaTENS U3 FPYMMbl YCTAHOBUTE MU yaa-
NINTE OTMETKY COOTBETCTBEHHO M HAXXMUTE KHOMKY "lMpuMeHnTL".

MpocMoTp cnucka rpynn nofnb3oBarenen

Ansa npocMoTtpa cnucka rpynn:

1. Bbi30oBuTE NaHenb ynpaefieHns 6€30nacHOCTbIO M B rpynne "YnpaBneHue nosb30-
BaTenaMmn" HaxxmmTe ccbifiky "Cnucok rpynn”.
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BygneT BbinosiHeH nepexoA Ha cTpaHuuy "Cnucok rpynn”:

[NaeHas =¥npaeneHwe Nonb30BaTenaMu =pocMoTp cNUcka
rpynn

Cnwncok rpynn

@ m 9

(UIXE] ||
< root

22 bin

<. daemon
2SS

. adm
oy

= disk

- |p
Somem

< kmem

= wheel

< firewall =

CozaaTe rpynny

JEMMEHOEATE TPy, | YAeHsl TpYNnel | | ¥AaAWTE rpynmy
Ons kaxxaon BbI6paHHOW B CMUCKE rpynnbl C MOMOLLbIO KOMaHA KOHTEKCTHOrO Me-
HIO NIV KHOMOK, PacnofioXXeHHbIX B HUXHEW YacTu CTPaHULbl, MOXHO BbIMOMHUTL

cneaytouime onepauun:

e CO34aTb HOBYIO rpynny (cM. cTp.42);

e nepeuMeHoBaTb rpynny (cm. ctp.42);

e  pefaKkTMpoBaTb CMUCOK Nonb3oBaTenen rpynnol (CM. cTp.43);
e yaanuTb rpynny (cM. ctp.42).

2. [ns npocMoTpa crnucka nosb3oBaTenen, BXoaawmx B rpynny, Bbibepute B cnucke
rpynny v HaxmuTe KHonKy "YneHbl rpynnbl”.

BbyaeT BbiNosIHEH Nepexoa Ha cTpaHumuy "Cnucok nonb3oBaTtenei rpynnbi”:

¢ ®» |m @

[nagHad =Y¥NpasfeHWe NoNb30BAaTENAMKW =[POCMOTP COWCKA rpynn =CnucoK
Noib30BaTENel rpyrnk

Cnuncok nonb3oBaTesier rpynmnsbl

Mons30BaTenn B rpynne: user

Wma £ | MonHoe uma |,D,0M3LL|HH|T'| kaTanor | OBono4ka naeHas rpynna

O & abrt Jetcfabrt /sbinfnologin abrt

[ & adm adm Jvarjadm /sbin/nologin adm

[0 & avahi-autoipd Avahi IPv4LL Stack fvarflibfavahi-autoipd /sbin/nologin avahi-autoipd

[ & bin bin Jbin /sbin/nologin bin

O & root root Jroot Jbinjbash root

[ & rpc Rpchind Daemon fvarfcachefrpcbind  /sbin/nologin rpc

[0 & rpcuser RPC Service User Jvarflib/nfs /sbinfnologin rpcuser

O & rkit RealtimeKit /proc /sbin/nologin rtkit

[ & saslauth "Saslauthd user" fvarfempty/saslauth  /sbin/nologin saslauth

[ & shutdown shutdown J/shin Jshin/shutdown root

[ & sshd Privilege-separated S5H fvarfempty/sshd /sbinfnologin sshd

[1 & sync sync /shin /bin/sync root

O & tcpdump / /sbinfnologin - tcpdump

o user user Jhomejuser Jbinjbash user

0 & uucp uucp Jvar/spoolfuucp /sbinfnologin uucp

[ & wboxadd fvarfrunfvboxadd Jhinffalse bin

O & wcsa wirtual console memory owner jdev /sbinfnologin vCsa
MNpUMeHUTE | OTMEHWTE

B cnucke nonb3oBatenu, BKAKOYEHHbIE B COCTaB rpyrnbl, OTMEYEHbI rano4kon
cneBa OT UMEHW NoNb30BaTeNA.

e 115 BKAOYEHUS UM UCKITIOYEHUS MOAb30BaATENS U3 FPYNMbl YCTAHOBUTE UK
yAanuTte OTMETKY COOTBETCTBEHHO U HAXXMUTE KHONKY "lMpuMeHnTb".
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HNoGaBneHne n ynaneHue nosib3oBareneun

Ana po6aBneHusa nonb3oBaTena:

1. Bbi3oBUTE NaHenb 6e3onacHoCTM K Brpynne "YnpaBneHune nonb3oBaTensaMmn" Hax-
MuTe ccbinky "[JobaBMTb Nonb3oBatens".

BygneT BbinoO/HEH nepexoa Ha cTpaHuuy "[obasBuTb nonb3oBatensa”:

[NagHadA >¥npaenedue nofkL3oearenamn >JobaenTts
- Ly
NoAL30EaTeNs Cj rD I @

Jl106aBUTb NONbL30BATENS

NmA nonL2oEaTens: o
MNapone: e

Mo ATE e AEHNE: &

[NaEHanA rpynna: [ - ] [I'IapaMEprl BXO 43

MonHoe UMA:

DBonouka: [ v]

AomMalwHNi kaTanor: /home/Shu

EnoKkWpoEaTE NoNLI0EATENA

Ipynnkl NONL30EATENRA

WmaA b
= root
<. bin
= daemon
o SVS

OpUMEHNTE | | OTMEHUT

2. 3anonHuTe nong anVIGYTOB nonb30oBaTens.

[Mons, oTMeYeHHble 3Be3[04KON, ABMATCA 00A3aTeNnbHbIMKM Ana 3anonHexnus. Mons "naBHas
rpynna” n "OBonoyka" BbibMpatoTcs n3 cnucka. MNone "BrokupoBaTh nons3oBaTens” AOCTYMHO TOMBKO
nocne o6aBneHnst NonNbL30BaTeNs B CINCOK.

3. [na nameHeHns napaMeTpoB Naposs, 3a4aBaeMbliX MO YMOSTYAHMIO, HAXXMUTE KHOM-
Ky "lMapameTpbl BXxoga".

ByaeT BbINONHEH nepexoj Ha CTpaHuuy "YnpasneHune naponsmmn”.
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CnaeHas =YnpasneHue noib3osaTensamiu =NpocMoTp CNUCKa

nons3oBaTened >PeaakTMpoBaHUE NONLIOBATENLCKWUX ATPKUBYTOB - (D]
>MW3meHeHre napons

YnpasneHne naponsamu

@

Hcnone3oeaTe CUCTEMHEIE HACTPOWKA

MNocnenHee M3MeHeHWe napona

HYucno aHel, nocne KoTopbix CPOK ASMCTEWA Napona UCTekaeT: | Hukorga

MUHUMaNsHOE KONUHECTBO AHEW MeX Ay CMeHaMKU Napona: Hukorna

JOHW A0 UCTEeYeHKA CpoKa AeMCTBMA Napons, Korha Nonb3osaTen| HUKOroa

Hucno AHed nocne ycTapesaHWa napons Ao ero Bnokupoeki: Hukorpa

AkkayHT ByneT 3abnokvposaH: Hukoroa |19.05.2016 v

[ﬂpmmeHmhl [ OTMEHUTE ]

Ecnn HeobxoaMMo M3MEeHUTb napaMeTpbl Naposid, 3ajaBaeMble MO YMOJTYaHUIO,
YKaXUTe HY>XHbl€ 3Ha4YeHUA.

Ecnv Heob6Xx0aMMO OCTaBUTb 3HAYEHUSI MapaMeTpoB, 3aiaBaeMble MO YMOSIYaHUIo,
yCTaHOBUTE OTMETKY B noJse "Mcnonb3oBaTb CUCTEMHbIE HACTPOMKK".

HaxmuTe kHonky "MNpuMeHnTb".
byaeT BbinosHeH BO3BpaT Ha cTpaHuuy "[lo6aBnTb nonb3osatens”.

YcraHoBUTE OTMETKU B rpynnax, B KOTOpble A0J1KeEH 6bITb BKJIOYEH MOSb-
30BaTesb.

HaxxmuTte kHonky "MpuMeHnTb".

ByaeT BbINONHEH nepexoa Ha cTpaHuuy "Cnucok nosb3oBaTenen”. B cnucke nos-
BMTCS f06aBNEHHbIW NoNb30BaTE b.

ansa yaaneHunsa nosib3oBaTtensa:

1.

Bbi30BMTE NaHenb 6e3onacHoOCTU 1 B rpynne "YnpaBneHue Nosb3oBaTensMm" Hax-
MuTe ccbinky "Cnuncok nonb3oBartenen”.

BygneT BbinosHEH nepexoa Ha cTpaHuuy "Cnucok nonb3oBatenen”.

BbibepuTe B Cnucke nosib30BaTesis, BbI30OBUTE KOHTEKCTHOE MEHIO U Bblbepute
KoMmaHay "YaanuTte".

MosiBMTCA 3an pOC Ha noATBepXAeHne yganeHuns nonb3oBaTena n ero AzoMallHero
KaTasiora.

Ecnn He TpebyeTcs yaansTb AOMaLLHMI KaTasnor nosib3oBaTens, yaanmTe oTMETKY
(no yMonyaHuo AOMaLLIHWI KaTanor yaanseTcs).

HaxmuTte kHonky "OK".
Monb3oBaTtesnb 6yaeT yaaneH us cnmcka (CUCTeMsbI).

M3meHeHue anMGyTOB nonb3oBartens

ATpn6byTamu nonb3oBaTens SABASIOTCS:

Secret Net LSP

PykoBoACTBO aAMMHMUCTpAaTOpa

MMS Nonb3oBaTens;
rnaBHas rpynna;

nosHoe nMms;

obonouka;

AOMaLlIHWI KaTanor;

6/10KMpoBKa YYETHOM 3anuncK;

naposnb;

CNMCOK rpynn, B KOTOPbl€ BKJZIKOYEH MOJZIb30BaTeE/b.
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Ana nameHeHus aTpM6yTOB Nonb3oBaTens:

1.

9.

Bbi3oBunTe naHenb 6e3onacHocTn (CM. €Tp.27) 1 nepenanTe Ha cTtpaHuuy "Cnumcok
nonb3oBaTtenen”.

BbyaeT BbiNnosHEH Nnepexoa Ha cTpaHuuy "Cnucok nonb3oBaTtenein”.
Bbi6epuTe B cnncke nonb3oBaTesis U B KOHTEKCTHOM MeHto KoMaHay "MN3meHnTb".

ByaneT BbINONHEH Nepexoa Ha CTpaHuLy "PeaakTupoBaHWe Nosib30BaTeIbCKUX
aTpnbyToB":

[naeHas =YnpaefeHWe NoJL30BATENAMK =TpOCMOTR CNWCKE Q._l D @
NoNk30BaTENER >Pe1aKTUPOBaHWE NONb30BATENLCKNX ETDMEWOB

PefakTupoBaHue Monb3oBaTe/lbCKNX aTpnbyToB

NMA None30BaTens: ppagin -
TNaEHaR rpynna: [ <. ppagin - l [ WN3MeHWTE Naponk l
MonHoe WMA: aqin,.,,

PpPag [ MapameTpkl X043 l
DBonoyka: [fbinfbash "l
LOMaLIHWA KaTanor: jhome/ppagin [HEpCOHaJ‘IbeIE M,u,emmbmampbll

EJ'IOKM[JOBETI: NoNE20EaT

TpYnnkl NoL30BaTeNs

Ama hd
Soutmp

¥ o video
= sasl

¥ = plugdev
= staff

DpMMEHMTbl [ OTMEHNTL

BHecuTe Heo6X0AMMble UBMEHEHUS B NMONAX aTpUBYTOB.

Mpy HeobxoAMMOCTN 3ab/IOKMpPOBaTh WM pa3bioKMpoBaTh MOSb30BaTeNs ycra-
HOBMUTE UMW yAAIUTE OTMETKY B COOTBETCTBYIOLLEM MOSe.

Ona nameHeHuns atpnbyToB Nnapons (MapaMeTpbl Napons o YMOAYaHMUIO) HAaXMUTe
KHonKy "lMapameTpbl Bxoaa".

BbyaneT BbinonHeH nepexoa Ha cTpaHmuy "YnpasneHue naponamu” (cM. n. 3 npoue-
aypbl Ha cTp.39).

BHecuTe Heob6xoanMbIe U3MEHEHUS U HAXXMUTE KHOMKY "lMpuMeHunTh".

ByaneT BbINOMHEH BO3BPAT Ha CTpaHMLYy peAakTMpPOBaHMS MOIb30BaTeIbCKMX
aTpnbyToB.

Mpn HeobxoAMMOCTM W3MEHEHUS Maposs Mosb30BaTeNsd HaXMUTe KHOMKY
"MN3MeHnTb Nnaposnb".

MosiBnTCS okHO "MN3MeHeHne napons”.

BBeanTe HOBbI Maposib NONb30BaTENS, MOBTOPUTE BBOA U HAXMUTE KHOMKY
"MpumeHnTL".

ByaeT BbiNO/HEH BO3BpaT Ha CTpaHWULY pefakTUpOoBaHMS Nosib30BaTelbCKMUX
aTpnbyToB.

I'IpM HeobXx0AMMOCTM M3MEHEHUS YNEeHCTBA NOMb30BaTeNs B rpynnax yCraHoBuTe
HY>XHbl€ OTMETKU B CNUCKeE rpynn nosb30BaTens.

10.[1ns 3aBepLIEeHNSs UBMEHEHUI HAXXMUTE KHOMNKY "MpuMeHnTbL" .

Secret Net LSP

PykoBoACTBO aAMMHMUCTpAaTOpa

BygaeT BbinosIHEH BO3BpaT Ha cTpaHuuy "Cnuncok nonb3osartenen”.
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HNob6aBneHue n yganeHue rpynn nonb3oBaTterien

Ansa no6aBneHus HOBOW rpynnbl NoJib3oBaTeneu:

1.

2.

3.

Bbi3oBMTE NaHenb 6e3omacHOCTM U nepenamTe Ha crtpaHuuy "Cniuncok rpynn"
(c™m. cTp.37).

HaxmuTte kHonky "Co3aate rpynny"”.
MosBMTCSA OKHO BBOAA UMEHM HOBOW MPynmbl:

M
[naeHaa =¥npaenedwe nonb3icsarenaMn =MpocMoTp CNWCKa rpynn @‘] ‘,_> @ @

Cnucok rpynn

S usbmuxd L
S user

<. utempter -

[Qoma'rh rpynnyl [1epeu~|eHoaaTh rpynn:‘ [jnem:.l rpynnhl] [EJJ,EIJ’IMTI: rpynnyl [ 3akpbiTh l

BBeauTe MMs rpynnbl M HAXMUTE KHOMKY "MpuMeHnTL".

B cBs3n cocobeHHoCTAMM PasnnYHbIX Bepcvu7| onepaunoHHbIX CUCTEM peKoMeHOyeTCA Npyu BBOE HE
ncnonb3oBaTb CUMBOJIbI BEPXHET0 perncrpa.

ByneT BbINONHEH nepexoa Ha cTpaHuuy "Cnncok nonb3oBaTenen rpynnbl”.

4. YKaxuTe nosib3oBaTesieit, KOTopble AO/MKHbI 6biTb BKIKOUYEHbBI B FPynny, U Hax-

MUTE KHOMKY "YCTaHOBUTb CMMCOK Nonb3oBaTenen”.
BygneT BbinosHEH BO3BpaT Ha cTpaHuuy "Cnucok rpynn'.

Ansa yaaneHusa rpynnbl nosib3oBaTtesiei:

1.

2.

Bbi3oBMTE NaHenb 6e3omacHOCTU U nepenamTe Ha cTtpaHuuy "Cnincok rpynn"
(c™m. cTp.37).

BbibepuTe rpynny n HaXxxmMmTe KHONKy "YaanuTe rpynny”.

MosaBUTCSA OKHO NpeaynpexaeHns o6 yaaneHnm rpynnobi.

Onsa yaganeHus rpynnbl HaxXMuTe KHonky "OK".

pynna 6yaeT yaaneHa 13 cnucka.

NU3meHeHue aTpnbyTOB rpynnbl

N3mMeHeHWe aTpubyTOB Ipynnbl MoApa3yMeBaeT MepevMMeHOBaHME U M3MEeHeHue
COCTaBa BK/IIOYEHHbIX B HEE NoJsib30BaTesNeN.

Ana nepenMeHOBaHUA rpynnbi:

1.

Secret Net LSP

Bbi3oBUTE naHesnb 6e30MacHOCTU M nepenauTe Ha crpaHumuy "Cnucok rpynn”
(cM. cTp.37).
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BbibepuTe B cnucke rpynny n HaxmuTe KHOMKy "lMepenMeHoBaTtb rpynny".
Crpoka c MMeHeM BbIbpaHHON rpynnbl CTaHEeT AOCTYNHOW ANS peAakTUPOBaHMUS.
BeeanTe HOBOE MMSA Fpynmnbl U HAXXMUTE KNasuwy <Enter>.

AnAa naMeHeHnsa cocrtaBsa rpynnbi:

1.

2.

Bbi3oBuTEe naHenb 6e30MacHOCTU M nepenauTe Ha crpaHuuy "Cnucok rpynn"
(cM. cTp.37).

BbibepuTe B cnucke rpynny M HaXXMUTE KHONKY "PegakTnpoBaTb CMMCOK MOJb30-
BaTenen".

ByneTt BbinonHeH nepexof Ha crpaHuuy "Cnucok nonb3oBaTenen rpynnel”. B
obLiem cnucke oTMeveHbl NobL30BaTENMU, BKIIOYEHHbIE B COCTaB rpynmnbl.

YcraHoBuTe man yYOannTe HY>XHble OTMETKM U HaXMUTe KHOMKY "YCTaHOBUTb
CMUCOK Nnonb3oBaTenen”.

ByaeT BbiNONHEH BO3BpaT Ha cTpaHuuy "Cnuncok rpynn”.

BknroyeHue 1 Ucknro4veHue nonb3oBaTeneun U3 rpynnbl

BKIOUMTB/NCKIOUMTL NONb30BaTENS U3 rpynnbl MOXXHO nobbiM 13 ABYX crnoco6oB:

Ha ctpaHuue "Cnucok nonb3oBaTtenen” BbibpaTb Nonb3oBaTens B obwem cnmcke
1 Ao6aBMTb UM UCKIIOYNTL €ro U3 Bbibnpaembix U3 obLiero cnmcka rpynn.

Ha crpaHnue "Cnucok rpynn" BbibpaTb rpynny B o6WeEM Crucke W
pefaKTUPOBaHMEM CMMCKa MoJSib30BaTeNel BKAOUYUTL MW UCKIOYUTL U3 Hee
nonb3oBaTessl, BbIbUpaeMoro ns obuiero cnumcka.

MU3meHeHne naponen n atpmbyToB Naposien nosib3oBarenen

Y nonb3oBaTensi MOXHO U3MEHUTbL aTpUbyThbl Napons (NapamMeTpbl Naposs, 3ajaHHble
Nno yMOMYaHuto nNpu 1o6aBEHUM NMONb30BATENS B CUCTEMY).

Ansa nameHeHusa naponsa u atpubyToB napons:

1.

2.

Bbi3oBUTE naHenb 6e30MacHOCTU M nepenamTe Ha cTpaHuuy "Cnucok nonb3o-
Batenein" (cm. cTp.36).

BbibepuTe nonb3oBaTens U B KOHTEKCTHOM MeHo BblibepuTte KoMaHay "M3MeHnTb".
ByneTt BbinonHeH nepexof Ha CTpaHuuy "PeaakTupoBaHWe MNONb30BaTENbCKUX
aTpmnbyTtos" (cM. cTp.40).

Ona n3MeHeHWs napons HaxmuTe KHonky "W3MeHwuTb naponb". N3meHeHne
naposisi ONncaHo B Npoueaype naMeHeHnsa atpmbyTos nonb3osatens (cM. cTp.40).

Ons n3mMeHeHnsa atpubyToB Mapons HaxmuTe KHOMKYy "YnpasBneHue naponem".
N3MeHeHMe aTpnbyTOB OnNmMcaHO B Mnpoueaype U3MeHeHus aTpubyToB Mosb30-
BaTens (cM. ctp.40).

lMocne npov3BeAeHHbIX U3MEHEHUW HaXMuUTe Ha CTpaHuue "PegakTupoBaHue
Nonb30BaTebCKUX aTpnbyToB" KHOMKY "lMpuMeHnTL".

ByaeT BbINONHEH BO3BpaT Ha cTpaHuuy "Cnucok nonb3oBaTenen”.

BrioknpoBka 1 pa3610KkupoBKa y4eTHOU 3anucu nosib3oBaTtens

Ana 6noknpoBkn /pa3bnokMpoBKkM Nonb3oBaTesin:

1.

2.

Bbi3oBuTEe naHenb 6e3omacHoCTM M B rpynne "YnpaeneHue nonb3oBatensMm’
nepenanTe Ha cTpaHuuy "Cnucok nonb3oBaTtenen”.

BbibepnTe nonb3oBaTens, BbI30BUTE KOHTEKCTHOE MEHI0 U Bblbepute KoMaHay
"Brnoknposatb" nnun "Pasbnokuposatb”.

Bnoknposka/pa3bnoknposka MoxeT ObITb BbINOMHEHA Ha CTPaHuLe "PefakTMpoBaHue Nonb30BaTENbCKIX
aTpubytos" (cm. cTp.40).

Secret Net LSP

PykoBoACTBO aAMMHMUCTpAaTOpa
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3awmTta BXxoga B CUCTEMY

[nsa 3aWwmTbl BXOAA B CUCTEMY aAAMUHUCTPATOP BbINOMHAET cneayowmne AenNcTeuns:
® HacTpoyKa n KOHTpOSb NapaMeTpoB MNaposibHOM NOSUTUKK;
*  BK/IIOYEHWE/BbIK/IIOYEHNE PEXNMA YCUIEHHON ayTeHTUdMKALUN;

e HacTpolika 6/I0KMPOBKM BXOAA MPWU HapyLeHUWN LLeIOCTHOCTU KOHTPOSIMPYEMbIX
06bekToB (haliIoBON CUCTEMBI;

e 6110KMpPOBKA YYETHbLIX 3anncen nosab3oBaTenen;

e MpUCBOEHME MOJIb30BATENAM MEepCoHasbHbIX MAEHTUDUKATOPOB M obecrieyeHune
pexwunMa yCUNeHHOM ayTeHTUduKaumm;

* yrnpaB/ieHNE PEXMMOM BXOAa NONb30BaTENEN B CUCTEMY;
e ayauT cobbITUI BXOoAa NOSb30BATENEN B CUCTEMY.

HacTpoWka 1 KOHTponb NapaMeTpPoB Naposier No yMon4aHuio

Mpu gobaBneHnn B CUCTEMY HOBOIO MOJIb30BATENS /1 HEr0 MO YMOJYaHUIO yCTaHaB-
JIMBAKOTCS HACTPOMKM Naposnsi. TakMMu HaCTPoOMKaMm SiBNSIOTCS :

e  MWHWMMaNbHO JOMYCTMMas [IMHa Napons;
® CpOK AeNCTBMSA Napons;
® MWHWMaNbHOE KONNMYECTBO AHEN MexXJy CMeHaMu naporns;

e 32 CKO/bKO AHEN A0 yCTapeBaHus naponsa 6yaeT npou3BoAUTLCS OMnoBeLLeHne
nonb3oBarens;

® YKCNO gHel nocne yCTtapeBaHU4 napona 4o ero 6nokmn POBKW;
¢ Mapojib A0J/IXXEH COOTBETCTBOBATb TDGGOBaH MAM CJTOXKHOCTMU.

AIMWUHUCTPATOP MOXET U3MEHUTb 3HAYEHUS NapaMeTpPoB Naposs No yMoaYaHuo ans
nobaBnsieMblX Nosib30BaTeNEN.

N3aMeHeHHbIe 3HauYeHUs napameTpoB ByayT NpUMeHeHbI TONMBKO K BHOBb 406aBNsieMbIM NOMb30BaTENAM.
Ha ocTanbHbIx nonb3oBaTteneit U3MeHeHs! He pacnpoCTPaHATCA.

HacTpolika napaMeTpoB naposs Ans NoNb30BaTens NpuBeaeHa Ha cTp.43.

Ana n3aMeHeHUs HACTpoeK Naposna No yMoa4YaHUIo:

1. Bbi3oBuTe naHenb 6e3onacHocTn M B rpynne "Hactpoinku npunoxeHns" nepemn-
anTe Ha cTpaHuyy "Monutnkn".

2. N3MeHUTe HeobxoaMMble HAaCTPOMKK Naposiel Nob3oBaTenen U HaXX MUTE KHOMKY
"MpuMeHnTL".

BkriroueHune n BbIKNYeHne pexnma yCM.ﬂeHHOﬁ ayTeHTM(bMKaLIMVI

AN

Secret Net LSP
PykoBoACTBO aAMMHMUCTpAaTOpa

[ns KOppeKkTHOW peann3auun pexvma YCWUNEHHOW ayTeHTU(MKALMU 3TanOHHOE 3HAYeHUEe CBEPTKM
napons nonb3oBaTens AOMKHO xpaHuTees B B[] momenHbix cnyx6 Active Directory (AD DS), Ho He B B[]
cnyx6 obrneryeHHoro goctyna Active Directory (AD LDS).

ANnA BKAIOUYEHUS/BbIK/IIOUEHUS PEXMUMA YCUJIEHHOW ayTeHTudunKaumm:

MoscHeHue. Mocne ycraHoskyu Secret Net LSP napameTp "YcuneHHas ayTeHTUdMKaLms" NpUHUMaeT 3Ha-
YeHue "BbIKMoYeHo" No yMonyaHuto.

1. Bbi3oBuTe naHenb 6esonacHoctn (cM. cTp.27) v B rpynne "Hacrpolriku npuno-
XeHusa" nepenanTe Ha cTpaHuuy "HacTporika noamTuk".

Ha akpaHe nosBuTCca okHo "Hactpoika nonntuk" (cM. ctp.32).

2. B nonuTuke "lMapameTpbl ayTeHTMdUKaummn" ycraHosute Tpebyemoe 3HaveHune
napameTtpa "YcuneHHasa ayTeHTudunkauma" — "BrkaoveHo" /" BbiknoyeHo" .
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HacTpounka 610KMpOBKKU BxoAa Npv HapyLLeHUn LeNoCTHOCTH

Ona 3awmnTbl BXOAAa B CUCTEMY MNpeaycMOTpeHa 6noKMpoBKa Mpuv HapyleHun Le-
JIOCTHOCTW 06beKTOB hanIoBOM CUCTEMBI, MOCTaBNIEHHbIX Ha KOHTPOJIb.

BnoknpoBKka pacnpoCTpaHSeTCs Ha BCEX MOSib30BaTesnen KoMnbloTepa. CHATbL 6/10Ku-
POBKY MOXET TOJIbKO aAMUHMUCTpaTop (CM. CTp.68).

HacTpoitka 6/10KMPOBKM BbIMOSHAETCA B MOACUCTEME KOHTPOSSA LENOCTHOCTM Mpu
NMOCTaHOBKE pecypca Ha KOHTPOosb (CM. cTp.66).

BriokMpoBKa y4eTHbIX 3anuceun nonb3oBaTerien

AAMUHUCTPATOP MOXET 3ab/I0KMPOBaTh MM Pa3bioKnpoBaTh YUYETHYH 3aNUCh NOJb30-
BaTens. BnokmMpoBka 1 pasbroKMpoBKa YYETHOM 3anmncK onmcaHbl Ha cTp.43.

MepcoHanbHbIe uaeHTU(UKaTOpbI

Secret Net LSP

PykoBoACTBO aAMMHMUCTpAaTOpa

MepcoHanbHbIN MAEHTUHUKATOP — YCTPONCTBO AN XpaHeHus nHdopMaunm, Heobxo-
ONMON Npy naeHTUdUKaLMM 1 ayTeHTUdMKaLMKW nonb3osaTtens. B naeHtudunkartope
MOIYT XPaHUTbCH KSIOUN A1 YCUIIEHHOM ayTeHTUdMKauMm nonb3osaTens.

B Secret Net LSP ucnonb3yrTca nepcoHanbHble WMAEHTUHUKATOPbl CEMENCTBa
Rutoken, JaCarta v iButton.

MepcoHanbHbIN  MAEHTUPUKATOP BbIAAETCA MNOMb30BaTENO AAMUHUCTPATOPOM.
MNMonb3oBaTento MOXHO MPUCBOUTb HECKONbKO MAeHTUdUKaTopos. OAMH M TOT Xe
nepcoHasnbHbI NAEHTUMUKATOP He MOXET b6biTb MPUCBOEH HECKONbKWM MO0b30-
BaTessiM O4HOBPEMEHHO.

MogroToBka NepCoHanbHbIX Mﬂ,eHTI/Id.WIKaTOpOB KUCnonb3oBaHWo BoO3naraeTca Ha agdMnHUCTpaTopa. I'Ip|/|
NOAroToBKe UCNOJSIb3YTCA CTOPOHHUE YTUIUTDI.

AOMWUHNCTPATOP MOXET BbIMONHATL C/IeAyoLmne onepaumm ¢ M,D,EHTVId)VI KaTopaMun:

UHnumanunsaums maeHTudukarTopa

®dopmaTMpoBaHmne, obecneunBaroLLee BO3MOXHOCTb UCMOb30BaHNA naeHTndmnkaropa B
Secret Net LSP. MHnumnanusaumnsa tpebyetcs, koraa B nepcoHanbHOM naeHtudmnkaTope no
KakMM-n1mbo npuunHam 6bina HapyLleHa Unn OTCYTCTBYET CTPYKTYpa AaHHbIX

MpucBoeHmne npeHTngukaropa

[JobaeneHune B 6a3y gaHHbIx Secret Net LSP cBefeHuUin 0 TOM, YTO NONb30BaTEN O
NPUHAANEXUT MAEHTUDUKATOP AAHHOMO TUMNa C YHUKaNbHbIM CEPUIAHBIM HOMEPOM

OTMeHa npucBoeHus naeHTudmukKaropa

YpaneHue n3 6a3bl gaHHbIx Secret Net LSP nHdpopMaunm o npMHaanexHocT 4aHHOoro
nepcoHanbHoro naeHTMdnKaTopa AaHHOMyY nonb3osaTento. [lanee Ans NpocToTbl 3Ty
onepauuto 6yaem HasbiBaTb "yaaneHne nageHtndukaropa"

Bk/ilOuUEeHMe pexxMMa XpaHeHUs Naposis B ugeHTudukarope

JobaBneHune B 6a3y gaHHbIx Secret Net LSP cBegeHWlA 0 BKJIIOYEHUM A1 NOSIb30BaTeNs
pexuMa xpaHeHnsa napons B naeHTudukatope. O4HOBPEMEHHO C 3TOM onepauunen
BbIMNOSIHAETCA 3aNUCb Napons B naeHTudukaTop. Mocne BKIOYEHNS pexma naponb
nosfb30BaTeNs Npu BXoAE B CUCTEMY HE BBOAMUTCS C KaBuaTypbl, @ CUUTLIBAETCS U3
naeHtudukatopa

OTKNIOUYEHME pe)XKMMa XpaHeHUs Naposs B uaeHTudunkarope

Onepauusi, NpoTMBOMNONOoXHas npeablayleli. O4LHOBPEMEHHO C OTK/TIOYEHUEM pexmMa
XpaHeH s BbINOMHSAETCSA yaaneHne napons u3 namstm nepcoHanbHoOro naeHTudukaropa.
NaeHTUdMKATOp OCTAeTCs 3aKpenieHHbIM 3a NoNb30BaTeNeM

3anucb U yaaneHue Ki4en ans yCUJIeHHOW ayTeHTudukaumm

Ncnonb3yeTca AN XxpaHeHUs B uaeHTudunKaTope Ktoden AN YCUIEeHHOW ayTeHTuduKaumm
nonb3oBaTens
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Onsa obecneveHns paboTbl Nonb3oBaTenen agMMHUCTPATOP AO/DKEH

MpUCBOMTL NAEHTUMUKATOPbI — 3aperncrpupoBaTh NAEHTUDUKATOPLI B CUCTEME
N CBSA3aTb UX C NOJIb30BATENAMM.

Mpn HeobxoaumocTn (B 3aBMCMMOCTM OT MWCMNOMbL3YEMOro BapuaHTa BBOAA
MAeHTUMOUKAUNOHHbBIX JAHHbLIX NPU BXOAEe B CUCTEMY) 3anncaTb Napoan nosb3o-
BaTenen B NAeHTUPUNKaTOPbI.

Mpn HeobxoamMocTu (eCnn UCNONb3YETCA PEXUM YCUNIEHHON ayTeHTUdMKaunm)
3anucaTtb KJIloY B naeHTUmKaTop.

BblaaTb nonb3oBaTensM NpuCBOEHHbIE UM I/Iﬂ,eHTVICbM KaTopbl.
O3HaKoMWUTb NoNb30BaTenen c NopsAAKOM NPpUMEHEHUA MD,EHTMd)M KaTOpOB.

MpoBepUTb U NpU HEOBXOAMMOCTU 3a4aTb PEXMM BXoAa MOMb30BaTeNen B CUC-
TeMy.

MpocmMoTp cBeaeHu 06 naeHTU(MKaTOPaxX NonbL3oBaTens

CeepeHuns 06 ngeHTMdurKaTopax nosb3osatens otobpaxatotcsa Ha cTtpaHuue "Cnmcok
nepcoHasnbHbIX NAEHTUGHUKaATOPOB".

Ans npocMoTpa cBeaeHui 06 naeHTudurkaTopax nosb3oBaTenna:

1. B naHenu 6e3onacHoOCTV nepenanTe Ha cTpaHuuy "Cnmncok nonb3oBartenen”.

2. BbibepuTe B cnuncke nonb3oBaTeNs, BbI30BUTE KOHTEKCTHOE MEHI0 U Bblbepute

KoMaHAay "lMepcoHanbHblie ngeHTUdmnkKaTops!".
OTtkpoeTcsa okHO "CnMcoK nepcoHanbHbIX nAeHTUdUKaTopos":

> >
CnaeHas YI"ID_BBJ’IE‘HME‘ NonL30saTensMy =MpocMoTp CNUcKa @1 I_HD I]:I @
nofs3oeartensd =Cnucok NepCoHansHelX WAEHTUDWKATOPOB

Cnucok nepcoHanbHbIX NAEHTU(HUKATOPOB

MaoeHTUdUKaTopkl
Tun CepuiHLIA HoMep [ MNpreA3aTL l
_ Aktiv Rutoken 2bbbaclc
lﬂHmumanmampoaaTh]
l Enokuposats l

Pazbnokuposate

CBOWCTEA YOanuTe

B cnuncke oTobpaxkaloTcsl MPUCBOEHHbIE MONb30BaTEND MAEHTUdMUKATOPbI. 1S
KaXxJoro naeHTuduKaTopa ykasaH TN U cepuitHbii HoMep. Ecnn nonb3osaTtesns
He UMeeT UAeHTUHOUKATOPOB, CMUCOK ByAET NMYCThIM.

Ha CTpaHuMLUe MOXHO BbIMOJIHUTbL Ccneayruime onepaunm:
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NMPOVHMLNANN3NPOBaTb MAEHTUdMKATOP;

NpYCBOWTb MOJIb30BaTENO HOBbIN MAeHTUDMNKATOP;

3aaTb PEXWUM XpaHEHUS Naposs B MAeHTUdMKaTope;
3anucaTb B MAeHTUDOUKATOP 3aKpbITbI KIHOY NONb30BaTENS;
OTMEHWTb NMPUCBOEHME NaeHTUdUKATOpa NONb30BaTENO;

NMpPOCMOTPETb CBEAEHUS O XpPAaHEHUU B MAEHTUDUKATOPE Naposis U/Vnn 3aKpbITOro
KJtoYa nosb3oBaTens;

MpoBEPUTb NPUHALNEXHOCTb MAEHTU(HMKATOPOB MOMb30BaTENSAM.

46



© KOMMAHMA "KOA BE3OMACHOCTN"

Ans npocMoTpa cBeAeHUW O XpaHEHUU Naponf u KJrua:
1. BbibepuTe B cnmucke naeHTUOUKATOP M HaXXMUTe KHonKy "CBoncrea”.
OTkpoeTcs okHO "CBoMCTBa NepcoHanbHbIX NAEHTUHUKATOPOB" :

[NagHan =YnpasneHue Nonb3osaTensmin =MNpocMoTp CNMEKa NoNb3oeaTensi =Cnucok @j 5> @
& =)
NEPCoHaNbHLIX WAEHTUDUKATOPOBE =CBONCTEA NEPCOHANLHBIX WAEHTUDUKATOPOB

CsowicTea NnepcoHaslbHbIX NAEHTU(MUKATOPOB

CeoWcTBa WOEHTUdUKATOPE

CeefeHWA 0 NONL30BATENLCKOM KPUNTOrpadivyeckom Knoqe
Monb3oeatens: test
Tun: Aktiv Rutoken

Cepuitblid Homep: 2b6b4clc
WoeHTudimkaTop xpaHuT napons. MoeHTUGUEATOD XpaHUT 3aKPLITEIA KNKOY.

CMEHUTb...

B okHe oTobpakaeTcs MHdopMauns:

*  1MS NOSIb30BATESISA, KOTOPOMY NMPUHAANEXUT AaHHbIN naeHTUdUKaTop;
e  TWUMN U CEPUIAHBIA HOMEpP NAEHTUdUKATOpPA;

e CBeAeHMSs 0 XpaHEHUW Napons U/Unn Ka4va nosb3oBaTerns.

2. Ecnm nonb3oBaTento NPUCBOEHO HECKONbKO MAEHTUMUKATOPOB, ANS NMPOCMOTPa
CBEAIEHUI 0 APYTrOM MaeHTUdMKATOPE HAaXXMNTE KHOMKY "CMeHnTL".

MosiBUTCS 3anpoc Ha NpeabsBeHne naeHTudukaTopa:

Tun CepWAHLIN HoMep
i Aktiv Rutoken 2b6bdclc
wd iButton 88-000000168197-0A

Ok OTmeHa

3. [lpegbasute MAeHTUOUKATOP M NOCAE MOABAEHUS TUMNa U CEPUNHOro Homepa
NpeabsBAEHHOro naeHTMduMKaTopa B OKHe 3anpoca BblAeNNTE €ro U HaxmuTte
KHonky "OK".

B okHe "CBoWMcCTBa MepcoHasnbHbIX UAEHTUMOUKATOPOB" MNOSIBATCA CBEAEHUS O
npeabsBNEHHOM MaeHTUUKaTOpe.

4. [1nAa 3aBepLlieHns NpoCcMOTpa HaXXMUTe KHOMKY "3akpbiTb".
ByaeT BbINOMHEH BO3BPAT K CMMUCKY NePCOHaNbHbIX MAEHTUPUKATOPOB.
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MHuumanusauua ngeHTudukaropa

|/|HVIL|,l/IaJ'Il/I3aLI,I/HO MOXHO BbINO/IHATL B CMUCKE MEPCOHAl/IbHbIX I/I,EI,eHTVICbVIKaTOpOB
ntoboro nonb3oBartens.
Ana vHuumanunsauumn naeHtndukartopa:

1. Bbi30BUTE NaHesnb ynpasneHns 6e3onacHoCTbio U B rpynne "YnpasneHme nonb3o-
BaTenamMn" nepenamte Ha cTtpaHuuy "Cnucok nonb3osartenen”.

2. BbibepuTe B cnucke ntoboro nosib3oBaTesNsi, BbI30BUTE KOHTEKCTHOE MEHIO U Bblbe-
puTe KoMaHay "lMNepcoHanbHble nAeHTUGUKaTopbIl".

OTtkpoeTcsa okHO "CnmncoK nepcoHanbHbIX naeHTudunKaTopos".

3. lpeabasnTe naeHTUdOUKATOP, Noaexalwmnii MHMLManM3aunm, n HaXxKMMTe KHoOM-
Ky "MHuunannsmposatb".

4. lpepbsasuTe naeHTUMUKATOP.

MpeobsBneHHbIN naeHTUGUKaTop (ero TMM 1 CEPUNHBLIN HOMEP) NOSABUTCS B OKHE
3anpoca:

i MpenbABUTE WOEHTHDHUKATOP [&3]

MpenbABATE Ball NEPCOHANBHLIA INEKTPOHHLIA WAEHTUGKUKATOP

Tin CepUAHLIA HOMED
J. Rutoken S driver 2b6bdclc

Mecnone3oeaTe NepeLIA NpefLABNEHHLIA WaeHTUhUKaTOD

5. Bblgenute naeHTUbUKaTOP, NoANEXalUnit MHULUMANN3ALUN, U HAXKMUTE KHOMKY
"OK".
BblaeneHHbIi naeHTudukaTop 6yaeT NpoMHMLUANM3NPOBaH U Ha 3KpaHe Mnosi-
BUTCS CoObLLEHNE:

e CoobLueHne

&

O MepcoHaneHeIM MABHTUDKWKATOR C CEPUAHEIM HoMepom 2bBbdclc
£ 7

WHALWaNMIMpoBaH.

6. HaxmuTte kHonky "OK" B okHe coobieHus.

MpucBoeHue naeHTnbukaTopa
Mpn BbINONHEHUW NpoLEeaypbl NPUCBOEHUS MAEHTUdMKATOpa NpeayCMOTpeHa 3anmcb
B HEro0 Naposia 1 3aKpbITOro KJsilo4a nosib3oBaTens.

[ns 3anmcn naponst B MAeHTUdUKATOpP NoTpebyeTcs BBECTM Naposib AaHHOMO NoJb30-
BaTens.

Ecnv y nonb3oBaTens elle HET KJItoYa Ansl YCUSIEHHON ayTeHTuduKkaunm, kol byaet
CreHepupoBaH 1 3anucaH B naeHTudunKaTop.

[nsa 3anmcu B MAEHTUHMKATOP YXKE MMEIOLLLErocs Y MoJib30BaTeNsA 3aKpbITOro Koua
noTpebyeTcs NpeabsABUTb NAEHTUDUKATOP, Ha KOTOPOM 3TOT KJIHOY 3anmcaH.
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Ana npucBoeHna naeHTudmukKaTopa:

1. Bbi3oBuTe naHenb 6e3onacHOCTUM M B rpynne "YnpasneHue nosnb3oBatensmMu”
nepenanTe Ha cTpaHuuy "Cnucok nonb3oBatenen”.

2. BbibepuTe B Cnucke nosib30BaTeNs, BbI30BUTE KOHTEKCTHOE MEHIO U BblbepuTte
KoMaHAay "lMepcoHanbHblie ngeHTUdmnKaTops!".

OTtkpoeTcsa okHO "CnncoK nepcoHanbHbIX naeHTudunKaTopos".
3. HaxmuTe kHonky "MpuBssaTb".
OTKpoeTcsa OKHO "YnpasneHne NnepcoHanbHbIMU naeHTUdnKaTopamm":

[naeHas =¥npasnedue NonsL3osaTenami =MpocMoTp CNUCKa NonbiosaTened =Cnucok
NepcoHanbHblX WaeHTUdMKaTOpoE >YNpasneHne NepcoHansHeIMK Q‘j ID @
naeHTUhUKaTopamm

YnpasneHue nepcoHanbHbIMWU UOAEGHTUMDUKaATOPaAMN

YKamnTe onepauni, KoTopble HeoBXoaKMMo BhINOAHWTL ANA HACTPOWKK PEXUMOB MCNONL30BAHAA
NepcoHanHbX MAeHTUdMKaTOPOB.

3anucaTe Naponk B WAeHTUGUKaToR

Maponk Npoeepka

3anncaTe 3aKPLITHIA KNKY NONL30BATENA HAa MOBHTUDUKATOR

3alUTHTL AaHHbIE Ha UAeHTHdUKaTope PIN-kofom (paboTaeT ToNLKD ¢ MAEHTUDMKATOPAMU PyToKeH)

NaeHTUhUKATOREI
Tun CepuiiHbliA HoMep
J, Rutoken S driver 2bbbdclc
wa iButton 88-000000168197-0A

Mcnonb3oBaTe NepBLIA NPefbABNSHHLIN WASHTUdUKATOP.

Lanee 3akKkpeITe

4. Ecnm B naeHTUdMKaTOPE AO/MKEH XPaHUTLCS Naposib NOMb30BaTeNs, YCTaHOBUTE
OTMETKY B noJse "3anucatb Naponb B naeHTudukatop", BBeaMTe Naposb Nosb30-
BaTeNs N HaXXMUTe KHoMKy "MpoBepka".

BbyaeT BbinosiHEHA NpOBEpPKa, U B Cly4ae npasu/ibHO BBEAEHHOIr0 Napons cripasa
oT nong "Maponb" NOABMTCA NoATBEpPXAAIOLLAA OTMETKA.

5. Ecnu BuaeHTUdUKATOPE AO/HKEH XPaHUTbCS 3aKpbIThbI K104 NONb30BaTENs, YCTa-
HOBUTE OTMETKY B nosie "3anucaTb 3aKpbiTbil K/OY MONb30BaTeENS Ha WAEH-
TudmnkaTop".

6. Ecnu npeHTtudukatop gomkeH 6biTb 3awmuieH PIN-kogoM, ycTaHOBUTE OTMETKY B
none "3aWwmTnUTb AaHHbIe Ha naeHTudunkaTope PIN-kogom".

7. Ecim TOYHO M3BECTHO, KakKol MAEHTUMUKATOP HYXHO NpeabsiBUTb ANS Mpuc-
BOEHMS MOJIb30BaTesNO, YCTAaHOBUTE OTMETKY B nosie "Wcnonb3oBaTb Nepsbiit
npeabsBAeHHbIN naeHTUdUKaTop" N NpeabLsBUTE ero.

MepenanTe K NYHKTY 9.

8. Ecim HeobxoanMo Anst npeabsiBNeHUS] BblbpaTh NAEHTUHUKATOP U3 HECKONbKMX
MMeLWNXCsl, yaanuTe 0TMETKY B nose "Mcnosb3oBaTb NepBbii NpeabsBAeHHbIN
naeHTudukaTop" n nooyepeaHo NpeabsaBAsSniTe NAEHTUUNKATOPI.

MpepbsasnseMble naeHTUdUKaTOpPbl (TUN W CepuiHbIA HOMep) 6yayT oTobpa-
KaTbcs B cnucke "NaeHTndukatopsl” (CM. puc. B . 3).

Mpn NoSABAEHWNUN B CNUCKE HYXHOIO naeHTUdmKaTopa BblAeNNTE ero.
9. HaxmuTe kHonky "[anee".
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e Ecnu 6b1510 BbIGpaHO XpaHeHMe 3aKpbITOro K/oYa M Y Nob30BaTens yxe ume-
eTca naeHTUMUKATOp C XpPaHSALWMMCS B HEM KJIOYOM, MOSIBUTCA 3amnpoc Ha
npeabsBneHne naeHTudmKaTopa nob3oBaTens.

Mpepbsasute VILI,EHTVId)MKaTOp C XpaHAWNMCA B HEM KJTHOYOM.

e Ecnm ngeHtndunkaTtop gomkeH 6biTb 3awmweH PIN-kogoM, NOSABUTCS 3amnpoc
Ha ero BBoA.

BeeanTte PIN-koa n HaxmmTe kHonky "OK" B OKHe 3anpoca.

BygneTt BbinosnHeHa NpuBsA3Ka naeHTndunkKaTopa K nofb3osaTesnto, U B 3aBUCUMOCTH
OT HaCTpPOeK, BbIMNOMIHEHHbIX B NMN. 4—6, B ngeHTndunkaTop 6yayT 3anmcaHbl (Mnm
He 3anucaHbl) Naposb U/MN KU U YCTAHOB/IEH (UM HE YCTaHOBJ/IEH) NMPU3HaK
3awnTbl PIN-kKooOM.

OTMeHa npucBoeHus naeHTUdukaropa

Ecnv B naeHTUdMKaTOpe Nonb3oBaTessl XPaHUTCS Maposb /WKW 3aKpbIiTbli KM,
3TN AaHHbIE NPU OTMEHE NMPUCBOEHUS NAEHTUdMKATOPa 3aTUPAKTCS.
AnAa oTMeHbl NpUCBOeHUs naeHTMunkarTopa:

1. lepengute Ha crpaHuuy "Cnucok nonb3oatenein”, Bbibepute nonb3oBaTens,
BbI30BMTE KOHTEKCTHOE MeHI0 U Bblbepute komaHAy "lepcoHanbHble NAEHTU-
dukaTopsbl”.

OTkpoeTcs okHO "Cnncok nepcoHanbHbIX nAeHTUdUKaTopos".
2. BbibepuTe MaeHTUPUKATOP U HAXMUTE KHOMKY "Yaanute".
MosaBnTCSA OKHO "BHuUMaHune":

ar BHNMaHW e

@ OTMEeHWTL NpUCBOEHWe WAeHTUdMKaTopa Rutoken S card Nnone3zoBaTento user?

OYUCTIUTE NaMATE M,IJ,EHTM[I}MKETDPE

[ me J[ e

3. EuM HeobxoAMMO OUUCTUTbL MaMsaTb UAEHTUdUKATOpa, YCTaHOBUTE OTMETKY B
COOTBETCTBYIOLLEM MOJIE OKHA NMpeaynpexaeHus.

e Ecnm yﬂ,aﬂﬂeMbIVI VI,D,eHTI/I(*)VIKaTop ABnaeTca eANHCTBEHHbIM I/IJZleHTI/I(*)VIKaTopOM nonb3oBaTena u B
Can YCTaHOBJIEH PEXWUM BXOAa B CUCTEMY C o6s3aTenbHbIM npeavaBneHnemM nocnegHero, nocne
OTMEHbI NPUCBOEHNA NONb30BaTE b HE CMOXET BOWTM B cucTemy.

4. HaxmuTte kHonky "[1a" B OKHe npeaynpexaeHus.
ByaeT BbiNnONHEHa OTMeHa NpUCBOEHUS naeHTuduKaTopa.

3anuch napons B uaeHTUUKaTop

Mpy HEobXoAMMOCTM aAMUHUCTPATOP MOXET 3anucatb Napofib B UAEHTUdMKATOP
nosib3oBatens (ecim oH He 6blf 3anuncaH npu NpUCBOEHUN UaeHTUdUKaTopa).
Ana 3anucu napons B uaeHtudmkaTop:

1. BbinonHuTe npoueaypy OTMEHbl MPUCBOEHUS MAEHTUdMKATOpPa, OMUCAHHYIO
Bbiwe (cM. cTp.50).

2. BbinonHuTe npoueanypy MpUCBOEHUS UAEHTUdUKATOpa, WCMOb3ys Onuuio
"3anucaTtb naposnb B naeHTudunkaTop" (cM. ctp.48).

lMpoBepka npuHaanexHoCcTH uaeHTUUKaTopa

Ana npoBepKu NpUHaQJIEXHOCTU naeHtTudukarTopa:

1. Bbi3oBuTe naHenb 6e3onacHOCTM M B rpynne "YnpaeneHue nosb3oBatensamm”
nepenanTe Ha cTpaHuuy "Cnucok nonb3oBatenen”.

2. BbibepuTe B cnucke no60Oro nonb3oBaTensl, BbI30BUTE KOHTEKCTHOE MEHHo
1 BbibepuTe koMaHAy "lMepcoHanbHblie naeHTUdMKaTopbI".
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OTkpoeTca okHO "CnMCcoK nepcoHanbHbIX naeHTndunkatopos". B cnucke otobpa-
XKAKTCSA NPUCBOEHHbIE NOb30BaTeN0 NAEHTUUNKATOPbI.

3. HaxmuTte kHonky "lMpuBsasaTb".
MosBUTCSA 3anNpocC Ha NpeabsBAeHME NEPCOHANbHOI0 NAeHTUdUKaTOpa.
4. [lNpepbsBUTE naeHTUDMKaTOP.

Ecnn naeHTudmKaTop NPMCBOEH KakoMy-n60 Nosib30BaTesNo, MOSIBUTCS COOTBET-
CTBYIOLLEE COOBLLEHME C YKa3aHNEM UMEHU MOJIb30BaTESS.

5. 3akpoiTe OKHO coobLieHus.

BnokupoBka naeHTudmkaTopa

AOMUHUCTPATOP MOXET BPEMEHHO 3ab/I0KMpoBaTb BXOZ4 MOSb30BaTeNs MO UAEHTU-
dukartopy.

Ansa 6nokupoBkn naeHtTudmnkaropa:

1. B naHenn 6e3onacHOCTM nepenamTe Ha cTpaHuuy "Cnucok nonb3oBaTtenein”.

2. BbibepuTe B cnuncke nosb30BaTeNs, BbI30BUTE KOHTEKCTHOE MEHI0 W BblbepuTte
KoMaHay "lMepcoHanbHble naeHTUdUKaTopbl".

OTkpoeTcs okHO "Cnncok nepcoHanbHbIX nAeHTUdUKaTopos".
3. BbibepuTe B cnumcke naeHTU@MKaTop 1 HaXxxmMuTe KHonky "BnokmpoBaTtb".

NoeHTudunkaTop 6yaet 3a610KMPOBaH U Ha ero NMUMKTOrpaMMe MosiIBUTCSA OTMETKA
KpacHoro LBeTa:

[naeHas =YnpasneHue NoNbioearTensmMi =MpocMoTp CNMCKa NoNb30BaTenel =Cnucok @_.] > M @
NepeoHaNbHbIX MWAEHTUHMKATOPOB ’

Cnncok nepcoHanbHbIX NOAEHTU(UKATOPOB

Waentudukatopsl
Tun CepuilHblA HoMep
*_iButton A1-000000166CF3-0A

BnokvposaTe

PasBnokupoeats

CeoAcTea YnanuTe

3akKkphiTe

[ns pa3bnokupoBaHus naeHTUdnKaTopa BbIGEPUTE €r0 B CIUCKE U HAXMUTE KHOMKY
"PasbnokupoBartb".

YHpaBneHMe pexmMmoM BXoaa B CUCtemMy

Mo yMoMYaHMIo Noc/e YCTaHOBKU Af1s BCeX MOJSIb30BaTesei 3aaH pexunM Bxoda, npu
KOTOPOM BBOJ MMEHM M Maposs Nosb30BaTesns OCYLLECTBASAETCS C KAaBuMaTypbl UM
nyTeM npeabaBneHns naeHTudunKaTopa.

N3meHeHne pexnma Bxoda 3a4aeTcsd NoaMTukon "lMapaMeTpbl YyCUIEHHON ayTeHTU-
dpukaunmn" Ha ctpaHuue "HacTpoika nonmtmnk".
Ans npocMoTpa/M3MEeHEHMUA NOJIMTUKKN BXOAA B CUCTEMY:

1. Bbi3oBuTe naHenb 6eszonacHoctn (cM. cTp.27) n B rpynne "Hacrpoliku npuno-
XeHnsa" nepenanTte Ha ctpaHuuy "Monmtmkun".

OTkpoeTcsa okHO "HacTporka noamTuk".
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2. PackpounTe nonuTuky "MapaMeTpbl yCUNEHHON ayTeHTUdMKaumn".

3. [Ans n3MeHeHus napamMeTpoB uaeHTMdUKaLMN U/Mnn ayTeHTudukaumm Bblae-
nnTte napameTtp "Metoa naeHtndukaummn" n/mnmn "Metog ayteHtndukaummn" m B
rnone "3HauyeHune" 13 packpblBalOLLEroCs CMCKa BbibEpUTE HYXHOE 3HaYeHMeE.

4. [1na cCOXpaHEeHUS BHECEHHbIX U3MEHEHUI HAaXXMUTE KHOMKY "MpuMeHunTh".

YnpaBneHue peXXuMoM ayTeHTucukaumm

B Secret Net LSP wncnonb3yercs ayTeHTUdMKauus OBYX TUMNOB — JloKanbHasa m
AoMeHHas. [loMeHHas ayTeHTUdUKauns No3BoNsSET BbINOMHATL BXOA, B CUCTEMY MO4
MMeHeM JOMEHHOr o Nob3oBaTens.

& BHumaHme! [Ins ncnonb3oBaHus AOMEHHON ayTeHTUdMKaLmm TpebyeTcs Hanuume B cucteme 6ubnmMo-
Tekn pam_winbind.so, Takke He06X0aMMO BKIIOUYNTL AaHHbIA KOMMBOTEP B AOMEH. OTOT TUN ayTeHTU-
ukaumm ncnomb3yeTcs kak npu COBMECTHOM yHkumoHupoBaHun Secret Net LSP ¢ cepsepom
6e3onacHocTu C3U Secret Net 7 (nakeT o6HoBReHus 7) unn C3U Secret Net Studio (Bepcus 8.4), Tak n 6e3
3TOr0. BKMoUNTb KOMNBIOTEP B AOMEH MOXHO CTaHAapTHbIMKM cpeacTBammu OC Windows.
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YnpaBrnieHne oocTyrnom K oobektam dannosou
CUCTEMbI

B paMkax AMCKPELWMOHHOro pasrpaHu4yeHuns AocTyrna agMMHUCTPATOP BbIMOJHAET

cnepyowme QyHKUnUKn:

* BKJOYaET/BbIKNtOYaET PYyHKLUNOHNPOBAHME NOACUCTEMBI AMCKPELMOHHOIO YNnpaBs-
JIeHNA JOCTYrOoM;

e NpocMaTpuBaET U n3MeHseT npasa goctyna UNIX;
e cocTaBnsieT n pegaktupyet cnmckn POSIX ACL;

e BegeT ayauT cobbITUIN, CBA3AHHbIX C paboTOM MexaHu3Ma pasrpaHuyeHus [ocC-
Tyna.

Mpy co3aaHMmM HOBOTO pecypca (hanrnoBoi CUCTEMbI (kaTanora, dhaiina) nonb3osaTerb, CO3AaBLUMiA ero,
ABTOMATMYECKM CTaHOBUTCA ero Briadensuem. Mpu 3TOM B 3aBUCMMOCTW OT TUMa pecypca (katasnora,
(haina) Ha Hero No yMONYaHMI0 YCTaHaBNMBAIOTCS NpaBa AOCTYNa, BbIYMCTISIEMbIE HA OCHOBAHMM MaCKy.
Monb3oBaTenb-BraaeneL MOXeT Npu He0BXOAUMOCTI U3MEHUTb YCTaHOBIIEHHbIE MO YMONYaHMIO NpaBa
gocryna.

BkriroueHune n BbIKn4YeHne

MoscHeHue. Mocne yctaHoBkn Secret Net LSP napametp "Pexum paboTbl” nonmTtuky "[uckpeumoHHoe
ynpaBneHue 4OCTynoM" NpMHUMAET 3HaueHme "BKNIOYeHO" N0 yMON4aHuio.

Ana BKJOYEHUA/BbIKNOYEeHUA PpaboTbl NoACUCTEMbl AUCKPELMOHHOro
ynpaBsieHUs QOCTyrnoM:

1. Bbi3oBuTe naHenb 6eszonacHoctn (cM. cTp.27) n B rpynne "Hacrpoliiku npuno-
XeHusa" nepenanTe Ha cTpaHuuy "HacTtpoika nonntuk".

Ha skpaHe nosaBuTca okHO "HacTtpoika nonntuk" (cm. ctp.32).

2. B nonutuke "[AunckpeumoHHOe ynpaBfeHMe AoCcTynoM" ycTaHoBUTE Tpebyemoe
3HayeHune napameTpa "Pexunm pabotbl" — "BktoueHo" /" BbikatoueHo".

NMpocMoTp nNpaB AocTyna K 06 beKkTam

Secret Net LSP

MpocMOTp M ynpaBneHne npaBaMu AocTyrna K obbektaMm (haisioBON CUCTEMbI OCy-
LLeCTBNSETCA Ha CTpaHuue "YnpasneHue gocrynom".
Ans nepexopa Ha CTpaHULYy ynpaBJieHUs [OCTYNOM:

e Bbi3oBuTe naHenb 6e3onacHoctu (CM. cTp.27) 1 B rpynne "Adocrtyn K obbektam"
Ha)XMUTe CCblNKy "YnpasneHue goctynom".

ByneT BbINO/IHEH Mepexos Ha COOTBETCTBYHOLLLYHO CTpaHULy.
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[naeHan >¥npaenediue ofbekTamn =¥npagneHne JocTynom Q—‘l = I]:I @

YnpasneHne AoCTynom

A ¥  Pazmep Tun Jara nzmeHeHna Mpaea goctyna |2
N A Dive 1806121507 Tt aa

+ Folder 18.06.1215:07  rwxr-xr-x

+ Folder 18.06.1215:05  rwxr-xr-x

+ Folder 16.04.12 20:10  rwx------

+ cgroup Folder 31.01.1118:04  r-xr-xr-x

+ dev Folder 18.06.1215:10  rwxr-xr-x

+- [T etc Folder 1806121510 rwxr-xr-x

+ home Folder 18.06.1215:10  rwxr-xr-x —

+-[] lib Folder 16.04.12 20:06  rwxr-xrx

+ libb4 Folder 18.06.12 15:05  rwer-xr-x

+ lost+found Folder 16.041219:59  rwx-----

+ media Folder 16.04.12 20:11  rwxr-xr-x

+ mnt Folder 16.04.12 20012 rwer-xr-x

+ opt Folder 18.06.1215:04  rwxr-xr-x v

Ha cTpaHunue npeacrtaBneH KOpHEBOM KaTasnor ¢ ykasaHuem npas goctyna UNIX ans
KaXxaown nanku katanora. [Jns npocMoTpa npas AOCTYyMNa Ha B/IOXKEHHble 06beKThbl pac-
KpoWTe nanky.

ManavaneHo npasa goctyna UNIX ycTaHaBnmMBatoTCs B COOTBETCTBMM C paBamu, onpegenerHbimm B OC.

Ana npocMoTpa/M3MeHeHUs nNpas goctyna:

e Bbibepute 06bekT AOCTYyNa, BbI30BUTE KOHTEKCTHOE MEHI0 U Bblbepute KOMaHAy
"PepakTnpoBaTb npasa" nam "lMpocMatpmeaTth npasa”.

Ecnu 6bina BbibpaHa komaHaa "lMpocMaTpmBaTh NpaBa”, 6yAeT BbINO/IHEH Nepexos Ha
CTpaHWLy NpocMoTpa npas 415t BbiIbpaHHOro obbekTa:

[naeHas >¥npaeneHue 0bkekTamu >Ynpaenesue 4ocTynom >pocmoTp obbekToe goctyna CFj =) ID @

MpocMoTp 06BEKTOB AOCTYMa

[v]

®aiin "/homelppaginl/.pulse-cookie™
MNpaBa gocryna Unix

Bnapgeney: ppagin WX UTeHue, 3an1ck W UCNOTHEHWE
[pynna: ppagin r—— UreHne
OcTakbHele —X BeInosnHeHne

®aiin He BbIrpyKaeTca u3 namaTy (buT sticky)

[paBa gocryna Posix ACL

CyobeKkt npae goctyna | lpasa gocTtyna PacluncpoBka AiphbeKTUBHBLIE NpaBa
Monb3oBaTenL:ppagin r—x UTeHue W BbINONHEHWe  —— (YTeHue)
Moynna:exim —X UTeHne ¥ BuinonHeHne  — (YTeHne)

Macka r—— UTtenue

(o

{ D

[ﬂaza,ﬂ,x cnmcxyl [Ee,qanTprBaTb...l

Ha cTpaHuue npeacrasneHbl Tekywme 3HadeHuns npas gocryna UNIX n cnucok npas
poctyna POSIX ACL.

Ecnu npaea gocryna POSIX ACL agMMHUCTpaToOpOM He 3agaBanuch, Cncok byaeT nycTbiM. 310 03HavaerT,
uto npaea goctyna POSIX ACL ans gaHHoro obbekta cootBeTcTBYHOT NpaBam goctyna UNIX (ans Bna-
AenbLa, rpynnbl Bragenbla 1 0CTanbHbIX).
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Ecnn agMnHucTpaTtop gobasnsn nnn nameHsan npasa ACL, B cnucke POSIX ACL 6yaet
cofaepXaTbCsa nepeyeHb cybbekToB AocTyna (Nonb3oBaTenem n rpynmn) C ykasaHuem
MX Npas AOCTyna K AaHHOMY 06beKkTy, a Takxke addeKkTnBHbIE npasa (B c/iy4yae npume-
HeHus Macku). Kpome Toro, ecnnm 0obbekTOM AOCTyna SBASETCA KaTanor, B Crucke
MOryT OTObpa)kaTbCsA HacnedyeMble npasa AOCTyna, T.e. npaBa, pacnpoCTpaHsSeMble
Ha co3jaBaeMble B A@HHOM KaTanore dannabl U nogkatanoru Ans Bcex Brajesbles,
BCEX rpynn BragesbLes U OCTallbHbIX.

e [1ns BO3BpaTa Ha CTpaHuuy "YnpaBneHue AocTynoM" HaxmmTe KHonky "Hasaa
K CMUCKY" MM BOCMOJIb3YMATECh CCbISIKON CTPOKM HaBurauumu.

e [Insa nepexoaa Ha CTpaHULYy peAakTMpoBaHUS NpaB AOCTYMNa HAXXMUTE KHOMKY
"PepakTnpoBaTb".

Ecnn 6bina BbibpaHa koMaHaa "PenaktnpoBaTh npasa”, 6yaeT BbINO/HEH Nepexos Ha

CTpaHULy U3MEHEHUS NpaB AOCTyna A/1s BblIbpaHHOro obbekTa:

[naEHas >¥npaeneHue ofbekTamu >YnpaeneHne Jocrynom >M3meHeHe ofLekToOR gocTyna Q-T (1] @

N3meHeHWe 06beKkTOB AoCTyna

Mms obbekTa npaB goctyna: /home/ppagin/.pulse-cookie

Enagenew; [ - ppagin H] l [L'ITEHHE!H3aFIIr1Cb H ]

Tpynna: <. ppagin $ | | UreHne s

OCTankHble Her H

¥ ucnonHAemblil daiin

| BT sticky | 3anyck oT UMeHW BN3AENbLA (TONBKD AR MCNOAE || 3anyck oT WMEHN TPYNNkl BNaAensUa (ToNBKD AR WCnoat

Mpaea goctyna Posix ACL

Tun cybbekTa Cybbekt npae goc Mpaea AocTyna 3¢ pekTMEHEIE NPaEa AOCTYNA &

MonezoEaTens  ppagin YTeHWe W EBINOAHE..  HYTeHue (r-)

Ipynna exim YTeHWE W BEINOAHE... YTeHne (r--)

Macka YreHne (r--)
[ MpUMEHNTE l [ OtmeHa l

Ha cTtpaHuue oTobpaxatoTcs Tekywwme npaBa goctyna UNIX n cnncok POSIX ACL. Ha
3TOM CTpaHuue aAMUHUCTPaTOp MOXET BbIMOJHUTL Cheaylowmne onepaumm Ans
JAaHHoOro obbekTa:

e WN3MEeHMUTb BNagenbua u ero npasa gocryna UNIX;

e M3MEHWUTb Fpynny-Bnagensua n ee npasa gocryna UNIX;
e n3MeHWUTb Npasa goctyna UNIX octanbHbIX;

e yCTaHOBUTb/yaanuTb aTpnbyT sticky bit;

®  YCTaHOBUTb/yAannTb NPU3HaK NCNOMHSEMOro ganna;

e YCTaHOBMUTb/yAanuTb dnarn 3anycka oT MMeHW Bnagenbua Wu/wnau rpynnbl-Bna-
aenbua (TonbKo ANns ncrnonHseMoro ganna);

*  N3MeHMUTb/oTpedakTUpoBaTb cnncok POSIX ACL ans agaHHoro obbekTa.

U3meHeHune npaB poctyna UNIX

Secret Net LSP

Ana nameHeHunsa npas pocrtyna UNIX:
1. lMepenanTe Ha CTpaHULy pedakTUpoBaHWs npas Ans BblbpaHHOro obbekTa.

2. [ns n3MeHeHusa Bnagenbua obbekTa mam rpynnbi-Bnagenbua BblﬁepVITe nx mn3
pacKpbiBakOWMXCA CMNCKOB nonb3oBaTenen nnu rpynn.

3. [Mpu Heo6X0AMMOCTU N3MEHMTE MpaBa pasaesbHO A1 BRaAenbLa, rpynnbl 1
OCTasibHbIX.

MNpaBa BbIGUPAIOTCA W3 pPACKpbIBaAKOLWMXCA CNUCKOB. [pn 3TOM coaepxaHue
CNucKa A4N19 KaTasfioroB OT/IMYAETCS OT COAEPXKAHUSA crivcka ansa dannos.
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Karanor ®daiin

e Hernpas(---) e Hetnpas(---)

e BbinonHeHue (--x) e 3anucb (-w-)

e 3anucb (-w-) e YteHune (r--)

e 3anucb 1 BbiNnonHeHne (Wx-) e YTeHune n 3anucb(rw-)

e YTteHue (r--)

e YTeHue u BbinonHeHue (r-x)

e YTeHue n 3anuch (rw-)

e YTeHue, 3anNu1cCb 1 BbINONHeHUE (rwx)

Ecnmn obbekToM aBnsieTcst Katanor U Heobxoanmo, YTobbl aiinbl, coaepxalimecs
B KaTasiore, MOr/jiM yaansTb U NepeMMeHOoBbIBaTb TONbKO BragesblLbl KaTanora u
darina nnmn nonb3osaTesnb root, ycTaHoBUTE OTMETKY B nosne "buT Sticky".

Ecnn obbekToM siBNsieTcs gann m OH A0/MHKEH 6biTb UCMOSIHSEMbIM, YCTAaHOBUTE
oTMeTKy B none "NcnonHsaemblt dann" (ans Katanoros nosie HeAoCTYMHO).

Ecnu o6bekTbl B KaTanore Ao/MKHbI HacneaoBaTh rpynny-snagensua, yCtaHoBUTe
OTMETKM B COOTBETCTBYIOWMX Monsax (4N18 KaTtanoros AOCTYMHO TOMbKO rosne
"HacneposaTb rpynny snagensua").

[Ons coxpaHeHnst HacTpoek npas goctyna UNIX HaxMmuTe kHonky "lMpnmeHuTh".
BygneT BbinosHEH BO3BpaT Ha CTpaHuuy "YnpasneHue goctynom".

PepaktuposaHue cnmucka POSIX ACL

Ansa cocraBneHus/penaktuposaHunsa cnucka POSIX ACL:

1.
2.

4.

Secret Net LSP
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MepenanTe Ha CTpaHULYy pefakTMpoBaHUS NMpas Ans BblIbpaHHOro obbekTa.

Ona nobaBneHns HOBOM 3aMMCK B CMMCOK HAXXMUTE KHOMKY @, pPacnoNoXeHHYH
cnpasa.

B cnucke nosaBuTCs HOBas CTpoka 415 3a4aHuMs npas AocTyna.

BeigennTe B cTpoke none "Tun cybbekTa" v B packpbiBalLeMcs cnmcke Bbibe-
puTe HY>XHOE 3Ha4deHue.

Tvn cybbekTa OnucaHue

Monb3osaTtenb MpaBa ycTaHaBnnBaloTCS AN Nofb3oBaTens
Mpynna MpaBa ycTaHaBnMBaOTCA ANA rpynnbl
Macka [obasnsetca asTomatnyeckn. 3aaaet a3 deKTMBHOE 3HAYeHne

npas Ans Nonb3oBaTenei 1 rpynn

Mo ymonyaHuio Ans
BCeX BNnaaenbLeEB

TonbKko ANg KaTanoros. 3aAaeT Hac/eA0BaHWe Npas A1 BCEX
BnaaenbLeB Ha Co34aBaeMble B KaTanore Cbaﬁ)'l bl U noAKaTanorun

Mo ymonuaHuio ans
BCEX rpynn
BnajensLes

TonbKko 455 KaTanoros. 3a4aeT Hac1ef0BaHME MpaB ANs BCex
rpynn BnagenbLes Ha co3faBaeMble B katanore dainbl n
noakatanoru

Mo YMOJT4aHUIO Ang
OCTaNbHbIX

TonbKo ANS KaTanoros. 3aAaeT HacnenoBaHWe Npas Ans
OCTa/lbHbIX Ha CO3aBaeMble B KaTanore (baVIJ'I bl U MoAKaTanorun

Macka no ymonuyaHuio | Tonbko Ans katanoros. Macka ANns HacneayeMbix npas no

YMOJTHaHUIO

Ecnu Tvnom cybbekTa 6bin10 BbibpaHo "nonb3oBatens” nnaum "rpynna", sblaenire
B cTpoke rnosne "CybbekT npaB AocTyna" u B pacKpblBaloLLEMCS CMMCKE BbibepuTte
nonb30BaTensl Uau rpynny.

Bbiaennte B cTpoke none "lMpaBa AocTyna" U B packpblBaloLeMcs cnmcke Bblbe-
pUTe HYXXHOE 3Ha4veHune.

Mpwn po6aBneHMn B CMMCOK XOTS Bbl OAHOrO TMMa cybbekTa No ymonyaHuto (ans
KaTanoroBs) B CMMCOK 6yayT gobasBneHbl Bce ocTanbHble. [py 3ToM 6yayT aBTO-
MaTMUYeCKM yCTaHOBMEHbI 3 deKTnBHbIE NpaBa.
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6. [obaBbTe B CNNCOK BCe HeobxoamMble cybbeKkTbl AOCTYyNa U yCTaHOBUTE UX NpaBa
(cMm. nn. 2—5).

7. [Ons pefaktupoBaHMA CTPOKWU BblAENTE ee B CMUCKE U BbINOJIHUTE HeobxoanMble
E,EVICTBMQ, ONMCaHHblE B NpeablAyLnX NyHKTax.

8. [nsa ynaneHus BbI6paHHOW B CMUCKE CTPOKW HaxMuTe KHomky &, pacno-
JIOXKEHHYI0 CrpaBsa.

9. [1na coxpaHeHUs CNucKa HaXXMuTe KHOoMKy "MpuMeHnTb".
BypaeT BbinoOsHEH BO3BpaT Ha CTpaHuuy "YnpasneHue goctynom".
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PasrpaHuyeHue focTtyna K ycTpoucTBam

KOHTponb W ynpaBfeHue AOCTYNMoM K YCTPOWCTBaM OCYLLECTBSOTCS aAMUHUCTpa-
TOPOM CpeacTBaMM MOACUCTEMbl pasrpaHUYeHMs AOCTyna. B pamMkax KOHTpons u
ynpaefeHust agMUHUCTPaTOp BbIMOMHAET crieaytowmne QyHKUMKU:

e COCTaBfSET M Npy HEO6XOAMMOCTN KOPPEKTUPYET CMMCOK KOHTPOAMPYEMbIX
YCTPOWCTB;

e yCTaHaB/IMBAET U NMpu HEOH6XOAMMOCTN N3MEHSET NpasBa A4oCTyna;

e ynpaBnsieT peXuMoM paboTbl MOACUCTEMbI pa3rpaHMyYeHns JOCTyna;

e BeaeT ayauT cobbiTUIN, CBA3AHHbIX C AOCTYMNOM K KOHTPO/IMPYEMbIM YCTPOMCTBaM.

Mocne ycraHoBkn C3U Secret Net LSP ana USB-ycrponcte u wnH USB, SATA, IEEE

1394 no yMonyaHuIo BCEM MOMb30BaTENSAM YCTaHABNMBAKOTCA NpaBa, paspellalimne
YyTeHWe N 3aMnucs.

MNMocne BbINONHEHUS aAMUHUCTPATOPOM HACTPOeK B MoacucrteMe (pervcrpauum
YCTPONCTB M 3aZaHus npasB AOCTYNa K HUM, BK/IIOYEHUS XECTKOro pexmnma paboThbl)
nonb30BaTenn CMOryT MOAKAYaTb TOAbKO 3aperucrpypoBaHHble YCTpONCTBa W
BbIMOJIHATbL TOMILKO Te Onepauunm, KoTopble onpeaeneHbl AN HUX B NpasBax AocTyna.
MpaBa focTyna nonb3oBaTeNnen K yCTPOMCTBY MOryT HacneAoBaTbCsA OT npas AOCTyna
K LUMHE, K KOTOPOM MoAK/IYaeTcs AaHHOe YyCTPOMCTBO.

Ecnv ang pasHbixX rpynn, B KOTOpble BXOAWT MOfb30BaTeflb, YCTAHOBMIEHbI 3anpe-
wamowme 1 paspewarwmne npasa 4ocryna, Npy BbluMcneHUN 3PEdEeKTUBHbIX Npas
AOCTyna K yCTPOMCTBY 3anpeLyatroLme npasa MMeT NMPUOPUTET HaA paspeLlaroLwmmn.

Cnucok yctpoucts

Secret Net LSP
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CrncoK KOHTPOSIMPYEMbIX YCTPOMCTB (DOPMUPYETCS MPU PErncTpaL MM HOBOro YCTPOoit-
CTBa 1 o06aBNeHUM ero B Cr1COK.

MpY NPOCMOTPE CNMCKa YCTPOMCTB MOXHO BbIMOMHUTL ClieaytoLulee:
e 3aperncrpuMpoBaTb HOBOE YCTPOICTBO;

e MPOCMOTPETb WUJIM U3MEHWUTb MpaBa AOCTyNa K 3aperncrpMpoBaHHbIM YCTPOW-
cTBaM;

e OTMEHUTb PerucTpaumio yCTpomcTBa;

e COXpaHuTb B (paiin Tekywme npasa AOCTyNa Nonb3oBaTenen u rpynn K ycrpon-
CTBaM C BO3MOXHOCTbIO NOCNeAYOLLErO BbIBOAA Ha NeYaTb.

Ans npocMoTpa 3aperMcTpupoBaHHbIX YCTPOMCTB:

1. Bbi3oBuTe naHenb 6e3onacHoctn (CM. CTp.27 ) U nepenavte Ha CTpaHuuy
"KoHTponb ycTrponcTs".
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TNaBHaf >¥npasaeHne obbektamy >KoHTpO b Q':' & [. @
YCTpOiCTE L

KoHTponb ycTpoincTB

KouTpose ycTpoicTe

- oo USB Bus

e &3 SATABUS

- 80, rdev/sda ATA VBOX_HARDDISK VB151b6c2_e4f26c6e
- 4, /dev/sr0 VBOX CD_ROM

0 IEEE1394 Bus

3KcnopT ][ OBHOEWUTE l

Ha cTpaHuue npeacraBneH CNMCOK NOAKYEHHbIX (KaK 3aperncrpupoBaHHbIX,
TaK N He 3aperncTpMpoBaHHbIX) YCTPOWCTB, CrPynnMpPOBaHHbIX Mo wWuHam USB,
SATAn IEEE 1394.

[ns oTobpaxkeHns WMH NCNonb3yTCs cneayowme NMKTorpaMMbl :

<<> LLnHa SATA
[=_1

LlWnHa IEEE 1394

LWnHa USB

[nsa oTo6paxeHns yCTPoCTB NCMONb3YIOTCS CleayoLLMe MMKTOrpaMMbi :

[nsa oTobpa)keHms cTaTyca YCTPOMCTBA UCMOJb3YHOTCA CeAyoLWmMe NMUKTOrpamMmMmbl
(Ha npumepe USB-ycTpolicTea).

USB-ycTpoicTBo

SATA-yCTpPOICTBO

YcTpoiicteo IEEE 1394

@ YCTPOICTBO 3aperncTpupoBaHo 1 NOAKIIOUYEHO
UG
YCTPOMCTBO 3apErncTpUpoBaHo U HE MOAKTHOYEHO

J
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- YCTPOWCTBO HE 3aperncTpMpoBaHO U MOAKTHOHEHO
@O

B HM>XKHEN YacTu CTpaHMLbl PacnonNoXeHbl 3 KHOMKW

Skcnoprt CoxpaHeHue cnmcka yCTpOMUCTB M NMpaBu/ pasrpaHnyeHns 4ocTyna B
dann

O6HOBUTDL O6HoBNEHME cnMcKka NOAKTIOYEHHbIX U 3apernCTPMpPOBaHHbIX
YyCTPONCTB

OTMEeHHUTb Bo3Bpat Ha cTpaHuuy rpynnbl "KOHTPONb yCTPONCTB"

e [lng npocMOTpa YCTPOWMCTB, MOAKJ/IIOMEHHbIX K LWMHE, pacKponTe COOTBET-
CTBYIOLLYIO Fpynny.

e [1ns npocMmoTpa npas AOCTyna K YCTPOMCTBY (lWnHe) BblbepnTe ero B Cruncke,
BbI30BUTE KOHTEKCTHOE MEHI0 1 BblibepuTe kKoMaHay "Hactporika npasmn”.

OTKpOEeTCs OKHO CO CMMCKOM MOJIb30BaTesNen U rpynmn, KOTOPbIM OnpeaeneHbl
npasa A4OoCTyna K JAHHOMY YCTPOMCTBY :

WwHa: USB Bus

MoNL3CEATEAN W TPYMIALI

7 BCE

adm
{ root
SR ppagin

Fﬂ. snlogger

JobaenTs H YaannTh

Mpaeuna
HeT goctyna
ToneKo UTEHWE

@ YreHne u 2anuce

OTMEHNTE Mo ATEEPANTE

Ecnv npaBa fgocTyna K AaHHOMY YCTPOMCTBY He HasHauyanucb, B Cnucke
0TOBpaXaloTCsl TOMbKO YCTAHOBMIEHHbIE MO YMOMYaHWIO AN BCEX MOMb30-
BaTesieil Npaga, paspeLlatollme YTEHNE 1 3aMuch.
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WuHa: USB Bus

MoNb30BATENN 1 TPYANLI

Npaenna
Het goctyna
TOALKO UTEHNE

® YTeHWe W 2annce

OTMEHWTE Mo areep AnTe

e [lns npocMoTpa npaB AoCTyna nosb3oBaTens (rpynnbl) BbibepuTe ero B
cnucke. Mpu 3TOM B HUXXHEN YacTu OKHa 0To6pas3aTcs npaBuia — npasa 4oC-
Tyna BbI6GpaHHOro NoJIb30BaTENS K YCTPONCTBY.

e 115 coXxpaHeHus HACTpPOeK npas A4OCTyna K YCTPOMCTBAM HaXXMUTE KHOMKY
"Skcnopt".

OTKpOETCS OKHO NpeaBapuUTENbHOro MPoOCcMOTpa Npas AOCTYMNa K yCTPOWCTBaM.

e [1ns Bo3BpaTa Ha cTpaHuuy "KOHTpOnb YCTPOMUCTB" HaxMuTe KHonky "OTme-
HUTBL", PACNONOXEHHYIO B HUXKHEN YacTu OKHa.

Peructpauus yctponcTBa 1 HasHayeHue npaB AocTyna
Perncrpaums ycTpoincTea OCyLLECTBAETCS MPY ero NOAK/TIHUEHNN.

Ansa perucrpaumm ycTpomucrTea:
1. lMoaknioumTe YCTPOKCTBO.

B 3aBMCMMOCTM OT MCMOMb3YEMOro KOHTposiepa Ansl NMOAKIOUYEHUS YCTPOMCTBA
MOXeT noTpeboBaTbCsl BbiK/lOUEHME KOMMbtoTepa. B 3ToM cnyyae BbiknouuTe
KOMMbOTEP, NOAKIOUYNTE YCTPOMCTBO M 3aTEM BKJIIOUMTE KOMMbLIOTEP U BOMANTE
B CUCTEMY.

2. Bbi3oBuTE NaHenb 6e3o0nacHOCTH, NepenanTe Ha cTtpaHunuy "KoHTponb ycTpoicTts"
M HaXkmMnTe KHonky "O6HoBUTL".

B cnuncke yCcTponcTB NOSBUTCA NOAKIOYEHHOE YCTPOMCTBO:

o [
[NagHas =YnpasneHue o6bekTaml >KoHTpoNb YCTPOMETE @'II = [N @

KOHTpPONb YCTPOWUCTB

KoHTponk yCTPOMCTE
- <%= USB Bus
- % dev/sdb WDC_WDS50 00AAKX_001CAO DABB01258888

= < SATA Bus
U' fdev/sr0 Optiarc DVD_RW_AD_72805
O, /dev/sda ATA ST1000DM003_9YN162 W1DOVKS9
IEEE1394 Bus

JkcnopT l [ OBHOBUTB
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Secret Net LSP

3.

4.

5.

6.

BbI30BNTE KOHTEKCTHOE MEHIO K YCTPOMCTBY M BblbepuTe KoMaHay "HacTtpouTb
npasunna".

MoABMTCSA OKHO HACTPOMKK NpaB AOCTYMa K AAHHOMY YCTPOWCTBY

Yerpoiicteo: Kingston DataTraveler_2.0 899811020000000000000482

Metka: [ l

MoAs20BATENM W TPYMNE

Jobasuts Yaanute

MNpaenna

@ Hacnepyerca oT WWHGI
Her goctyna
ToneKD UTEHWE

YmeHne W 2annce

OTMEHNTE l [ MNoATEEp ANTE

Ecnv npaea gocrtyna K 4aHHOMY YCTPOWCTBY He HasHadanucb, B Cnvcke oTobpa-
XaKTCA TOMIbKO YCTAHOBJIEHHbIE MO YMOUAHUIO NpaBa Ans BCEX Mosib30BaTenen,
paspeLuaoLime YTeHME U 3amnuchb.

Beeante MeTKy ycTponcTtBa (HeobsizaTenbHO) W AN 3aAaHus npaB AocTyna K
06beKkTy HaXXxMuTe KHonMKy "JobaBuTtb".

MosBMTCSA OKHO BbibOpa cybbekToB AoCTyna:

SNManager x|

Mone3oBaTend W rpynnel | Tun cybbekta

s UID/GID B
ppagin_a 501
ppagin_b 502
vboxadd 480

F® root 0

B8 hin 1

-
B Adarrnan a )

OK H OTMmeHa ]

B okHe NpeacTaBneH CNUCOK BCEX MO/b30BaTenei U rpynn.

[ns ypobctBa MOXHO MCnonb3oBaTh UNLTP OTODPaXEHWs TOMBKO MOMb30BaTENEeN UMK TOMbKO
rpynn. [ns 3Toro HaxmuTe KHOMKy "Tun cyobekTa" 1 B packpbiBaoLLLEMCS CTIUCKE YAANUTE HEHYKHYIO
OTMETKY.

Bbi6epuTe cybbekT gocTyna n HaxmuTte kKHonky "OK".
DTOT CybbeKT A0CTyNa MosIBUTCS B OKHE HACTPOMKK NMpaB A0CTyna K 06bekTy.
Bblaennte cybbekT A4oCTyna 1 yCTaHOBUTE HYXHble OTMETKK B rpynne "Mpasuna”.
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7. [obasbTe BCe CybbeKkTbl, KOTOPbIM HEO6X0AMMO YCTaHOBUTbL MpaBa AoCTyna K
AaHHOMy 0b6bekTy (cM. nn. 4—6).

Ona ynaneHnsa cybbekTau npaB AoCTyna BblAEIUTE €ro B CMUCKE N HaXXMUTE KHOM-
Ky "Yoanmtbe".

8. lMocne dopmnpoBaHusa cnucka cybbekToB M MpaB A0CTyna HaXMUTe KHOMKY
"MoarBepanTb", pacnoNOXKEHHYI0 B HUXHEN 4YaCTu OKHa.

YCTponcTBO 6yAeT 3aperncTpvpoBaHO M MOCTaB/IEHO Ha KOHTPosb. Mpu 3ToM
NMKTOrpaMMa yCTpoOMCTBa B CMMCKE U3MEHUT CBOW BMA 1 ByAeT COOTBETCTBOBATL
cTaTtycy "YCTpOMNCTBO 3aperMcTpMpoBaHo U NOAK/IOYEHO" .

OTmMmeHa perncrtpaumm ycTpoucTsa

[Ansa oTMeHbl perncrpaymMm ycTpomucrsa:
1. MNepenauTe Ha cTpaHmuy "KOHTpPONb YCTPONCTB".

2. BbibepuTe yCTpOCTBO B CMMCKE, BbI3OBUTE KOHTEKCTHOE MEHI0 W BblbepuTte
KoMaHAay "CHSATb € peructpauunn”.

YcTpoincTeo 6yAeT CHATO C perncrpaunm n yaaneHo U3 Crnncka KOHTPOpyeMbl X
YCTPOWNCTB.

CoxpaHeHue HacTpoekK npaB aoctyna B dpann

Ana coxpaHeHUA HacCTpoek:
1. MNepenante Ha cTpaHuuy "KoHTponb ycTpoicTs".
2. HaxmuTe KHOMKy "Skcnopt".
OTKpOeTCsa OKHO NnpeABapuTeibHOro MpocMoTpa Npas A4OCTyNna K YCTPOMCTBaM:

@ m o

Cnucok npae gocTyna

LunHa/YcTpoRcTEO MeTka HocTyn

USB Bus - * [lofb20BaTENN:
* [ pynnel:
* OcTanbHble(rw)

SATA Bus - * [oNk30BaTENN:
* [ pynnel:
* OCTankHele(rw)

IEEE1394 Bus - * [oNk30BaTENN:
* [pynnel:
* OCTankHele(rw)

CoXpaHnTs OTMeHa

3. HaxmuTte kHonky "CoxpaHuTtb".

OTKpoeTCcsa CTaHAApTHbLIM AManor coxpaHeHus danna.
4. BeauTe nma daiina, yKaxumTte NyTb U COXpaHuUTe dan.
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YnpaBneHue peXxXuMmom paboTbl noacucTembl

MoacmucreMa pasrpaHMyeHns AOCTyna K yCTpolcTBaM paboTaeT B OAHOM M3 Tpex
pexunmos (nogpobHee cM. cTp.17):

®  OTKJ/IIOYEHO;
®  MSArKUN;
®  DKECTKUMN.

Mo ymonuaHuto nocne ycraHoBkn C3M Secret Net LSP BkntoueH XecTkuii pexum. Mpu
3ToM 4nsa Bcex USB-, SATA- n IEEE 1394-11nH ycTaHOB/EH bl pa3peLuarmLme npasa Ha
YTeHWe 1 3anncb A1 BCEX NOMb30BaTenen n rpynnm.

N3MeHeHUe pexxrMa paboTbl NOACUCTEMbI OCYLLLECTBSETCA aAMUHUCTPATOPOM.

Ana nameHeHus pexnMma paboTbl NOACUCTEMDI:

1. Bbi3oBuTe naHenb 6e3onacHoCcTn M B rpynne "HacTtpoinku npunoxeHns" nepemn-
AnTe Ha cTpaHuyy "lMonutnkn".

2. BbibepuTte B cnucke nonntuky "lMapaMeTpbl ynpaBieHns yctponcreammn" u ycra-
HOBUTEe Yy NapamMeTpa "PexunM" Hy)KHOe 3HauyeHue.

Ayput cobbiTUin

Secret Net LSP

PykoBoACTBO aAMMHMUCTpAaTOpa

AyanT OelCTBUIN, CBA3AHHbIX C AOCTYNOM Cy6beKTOB K KOHTPOAMPYEMbIM YCTPOW-
CTBaM, BEAEeTCH Mo crefyowmm cobbiTUSIM, PErMCTPUPYEMBIM B XXYpHasne ayauTa:

e Perucrpaumus ycTpoincrea, CHATHE C yyeTa.

e lI3MeHeHne Npas AOCTyNna K YCTPOUCTBY (LWKNHE).
e [onNbITKM NOAKIOYEHNSA/OTKIHOYEHNS YCTPONCTB.
e  Owwnbkn paboTbl MOACUCTEMBI.

e [OMbITKM MOHTMPOBAHWUS UAN AEMOHTMPOBaHUS (DANIOBbIX CUCTEM HA KOHTPO-
SIMPYyEeMbIX YCTPOMCTBaXx.

B pononHeHuMe K MNepeyvynciieHHbIM Bbile cObbITUAM B >XypHane ayauta MoryT
perncrpMpoBaTbCs CObbITUA COonpeaeneHHbIM pe3ynbTaToM 4OCTyna K yCTPONCTBY (pe-
3ynbTaT OnpeaenseTcsd Ha OCHOBAHMM Ha3HaYeHHbIX NpaB 4ocTyna, cM. cTp.61). MNpu
3TOM MOXHO 334aTb Perncrpaumio TosbKO COBbITUI C HEYCMELWHbIM pe3yibTaToM A0C-
Tyrna viu C HeyCrewwHbIM U YCreLHbIM.

HacTtpoitka perncrpaumnm cobbiTUN Mo pe3ynbTaTy AO0CTyrna K YCTPOWCTBY BbIMOJSI-
HSETCS aAMUHUCTPATOPOM C MOMOLLbIO NONNTUKKN "TapaMeTpbl ynpaBneHus ycTpoi-
ctBamun".

Ana HaCTPOMKM perucrpaumm cobbiTnii:

1. Bbi3oBuTe naHenb 6eszonacHoctn (cM. cTp.27) n B rpynne "Hacrpoliku npuno-
XEeHUN" nepenante Ha ctpaHuuy "Monmtmkun".

ByaneT BbINONHEH nepexoa Ha cTpaHuuy "Hactpoika nonmtmnk".

2. BbibepuTte B cnuncke nonnTtuky "lMapaMeTpbl ynpaBneHns ycrponcreaMmm" u ycra-
HOBWUTe Yy NapameTpa "[leTannsaumsa coobeHnn" Hy>XHOe 3Ha4YeHme.

3HauyeHue napaMmerpa OnucaHue

Pernctpauus BbikntoveHa CobbITNA NoAKIIOYEHNS/ OTKITI0YEH A
YCTPOWCTB B XXYypHane ayauTa He
permcTpupyoTcs

PernctpupoBaTtb HeycrnewHble | B XypHane ayanTta perMcTpupyoTcs TONbKO
MonbITKW AOCTyna CcobbITNA C HeyCMNeLHbIM pe3y/bTaToM
A0CTyna K yCTpOMCTBaM

PerncTpupoBaTh BCe MOMbITKU | BixypHane ayanta permcTpmpyroTcst cobbitus
AocTyna C HeyCneLHbIM 1 yCMeLwHbIM pe3ybTaToM
AocTtyna

3. [ns coxpaHeHWsi BHECEHHbIX UBMEHEHUN HAXMUTE KHOMKY "MpuMeHnTb".
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KOHTpOsb UenocTHOCTHU

B pamkax HacTporikum 1 ynpasfieHus paboTon MexaHu3Ma KOHTPONsA LEeNOCTHOCTU
aAMWUHUCTPATOP BbINOMHSAET cneayowme GyHKUNN':

CTaBUT Ha KOHTPOJIb/CHUMAET C KOHTPOSSA pecypcbl hainoBoi cMCTeMbI;

3afjaeT/n3MeHseT peakumio C3M no ¢aktaM HapyweHus LenoCTHOCTM 3awm-
LLLaeMbIX pecypcosB;

3anycKaeT Bpy4HYIo npoLeaypy NpoBeEPKU;
BbIMOSIHSET pasb/IOKMPOBKY BXOAa B CUCTEMY;
BEAET ayaMT COBbITUIM, CBA3aHHbIX C HapyLlEeHWUEM KOHTPOISA LLeSIOCTHOCTU.

YnpasneHue paboToin MexaHW3Ma KOHTPOSSA LLe/IOCTHOCTU OCYLLEeCTBNSETCS Ha CTpa-
Huue "YnpaBneHne KOHTPOJIEM LeNOCTHOCTM" NaHenu yrnpasieHuns.

OcHOBHble Mnpoueaypbl, CBs3aHHblE C ynpaBfieHneM paboToil MexaHu3Ma U Oonu-
CaHHble Janee B 3TON FNaBe, MOTYT BbIMONHATLCA B PEXMME KOMaHAHOW CTpoKK. Ans

BbIMOMIHEHMS Mpoueayp ucnonb3yerca ytunuta snaidectl. OnucaHve yTunuTbl K
0COBEHHOCTU ee NpUMEHEHNS MPUBEAEHbI B MPUIOKEHUU (CM. CTP.92).

Onsa nepexoaa Ha CTpaHUMUY YyrNpaB/iEeHUS KOHTPOJIEM LI€JIOCTHOCTHU:

Secret Net LSP
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BeizoBuTe naHenb 6e3onacHoctn u B rpynne "KOHTposb LenocTtHoctu" nepein-
AnTe no ccoisike "YnpaBneHmne KOHTPOEM LelocTHOCTH" .

ByAeT BbINONHEH Mepexo Ha CTpaHuLy "YnpasneHne KOHTPOEM LLeNoCTHOCTKN " :

m 9

[naeHan =¥npaenedue obbekTamy =YnNpaeneHe KOHTponem @
ENOCTHOCTH

YnpaBneHne KoOHTpoaeM LenoCTHOCTH

ObbekThl (halnoBol CUCTEMBI

Hma ¥ Pazmep Tun Jata moguduKaui | KoHTponb LENnocTHOCTH =
(== Drive  18.05.12 15:54
+- MBTEST ... Folder 18.05.12 14:02
=+ 5 .config Folder 18.05.12 14:01 % BoccTaHaenMeaTk MpW ...
+ [ .dbus Folder 05.04.12 18:45 %5 BoccTaHaBnWBaTb NpM ...
+ E bin Folder 18.05.12 13:57 @ PerucTpupoBaTb M3mMe...
+ 3 boot Folder 05.04.12 18:43 %; BoccTaHasnueaTe NpW ...
3 dev Folder 18.05.12 15:14
[ etc Folder 18.05.12 16:27 & PervcTpupoBaTh M3Me...
+ E home Folder 18.05.12 14:05 *
+ [ lib Folder 18.05.12 15:14 & PerucTtpupoBaTs Uame...
+-[3 lost+fou... Folder 16.12.11 8:34 & PervucTpupoBaTh M3IMe... [+

_— L

[ganycmm npoBepky ﬂpMMEHMThl [ OTtmena

MepedTi K: CUCTeMa HypHaNMpoBaHUA, YNpasieHue AocTynom

Ha cTpaHuue npeacTtaBneH CNMCOK Nanok KOPHEBOro KaTasora »ecTkoro AMcka
kKoMmnbtoTepa (06bekTbl dalinoBo cucremol). MNManku, NocCTaBNeHHble Ha KOHT-
ponb, B KONIOHKe "KOHTPOJb LEeNoCTHOCTU" OTMeYeHbl MMKTOrpaMMOn U COOTBET-
CTBYIOLEN 3anncCbio 0 peakumnm Ha HapyLLeHue LefloCTHOCTM obbekTa.

MukTorpamma | OnucaHume
@ Mpw HapylweHnn LenocTHOCTK 6yaeT BbiNONHEHa TONbKO perncTpauns
N3MeHeHWI. HnuKakmx Apyrnx 4eicTBuin NnpeanpuHATo He 6yaer
&> Mpu HapyLweHM LenocTHOCTN 6yAyT BbINOHEHbI perncTpaums
¢ N3MEeHEHWUI 1 BOCCTaHOBeHMe obbekTa
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Mukrorpamma | OnucaHue

A Mpw HapyLeHWUW LenocTHOCTU 6yAyT 3aperncTpupoBaHbl USMEHEHUS U
3abnoknpoBaH BX0A B CUCTEMY

Mpw HapyLeHUW LeNoCTHOCTY 6YAYT 3aperncTpupoBaHbl UISMEHEHUS,
BOCCTaHOBJIEH O6BEKT U 3ab610KMPOBaH BXOA B CUCTEMY

@ O6bEKT ABNAETCA CUCTEMHbIM

Mankun, Bknovawouwme B cebs BNOXEHHble Nankn nam d)aVIJ'IbI, NOoCTaB/IEHHbIE Ha
KOHTPOJ1Ib, UMEKT OTMETKY B BUAE 3BE3Q04KN.

e [1na npocMoTpa 06bEKTOB, MOCTaBNEHHbIX HA KOHTPOSb, pacKkponTe narky,
MOMEeYEHHYH0 3BE3404KOMN.

e [1na nepexopa B peXxuM paboTbl CXYpHaNOM AN yrnpaBieHnsa JOCTYNMOM Hax-
MUTE COOTBETCTBYIOLLLYIO CCbINIKY B HUXKHEN YacTu CTpaHuLbI.

e [1na 3anycka npoBepKnM LeOCTHOCTU PeCcypcoB, MOCTaB/EHHbIX Ha KOHTPO/Ib,
HaXXMUTe KHOMKY "3anycTtuTb NpoBepky".

HauHeTcs npouecc NpoBepKn B COOTBETCTBMU C YCTAHOBMIEHHbIMWU HACTPOMKaMm
M nocse ero 3aBepLUeHUs Ha 3KpaHe MosABUTCA CooblleHne 06 OKOHUYaHMM Mpo-
BEPKMN:

BHUM aHWe

=
\11) 3aBeplleH KOHTPONE LenocTHOC T, OTYET N0 HEMY Bel MOMETE NOCMOTPETE Ha CTpaHWLe HypHana,

3aKpPBITh |

[ns npocMoTpa pe3ynbTaToB MPOBEPKM HAaXMUTE B OKHE COOBLUEHMS KHOMKY
"MepenTn Kk oTUETY".

BypeTt BbinosHeH nepexoa Ha cTpaHuuy "XXypHan cobbiTnin”. PaboTa ¢ xxypHanom
cobbiTMn onncaHa B rnaee 10 (cMm. cTp.75).

MocTaHOBKa pecypcoB Ha KOHTPOb

MNMocTaHOBKa pecypca Ha KOHTPOJSib BK/OYaeT B cebs 3afjlaHue peakuuu CUCTEMbI
3alWMTbl Ha haKT HapyLeHMs LeNoOCTHOCTM 3aluuLiaemMoro obbekTa. HesaBMcMmo ot
BbIGpaHHOW peakuMu B >KypHane perucTpupyroTcs Bce CObblTUS, CBA3AHHbIE C
paboToil  MexaHW3MOB KOHTPONs  UenocTHocTu. CBedeHWss 0 CobbITUSX,
perncTpupyemblX B XXypHanax, npuseaeHbl B npuaoxeHunn (cm. ctp.100).

ANna NOCTaHOBKM pecypca Ha KOHTPOJib:

1. Bbibepute B cnucke pecypc (nanky wunm daiin), BbI3OBUTE KOHTEKCTHOE MEHIO
N BbIGEPUTE HYXXHYIO KOMaHay :

KomaHpa OnucaHue

PernctpupoBaTb | Mpu 06HapyXeHUM HapyLUEHUS LLENIOCTHOCTN 06 beKTa HUKaKMX
N3MEHEHUS perictenii C3N npeanpuHSTo He byaeTt

BoccTtaHaBnueaTtb| Mpu o6Hapy)Keva| HapyweHnsa LeNoCTHOCTU obbekT 6yp,eT
npn N3SMEHEHUN BOCCTaHOB/EH

BrokupoBaTb Mpun 06Hapy>XeHUN HapyLleHNs LenocTHOCTU obbekTa nocne

Npu U3MEHEHUM | Nepe3arpy3Ku UK BbIKJTIOYEHWS U NMOBTOPHOMO BK/TIOUEHWSI BXOA, B
cucTeMy 6yaeT 3a6/10kMpoBaH. Pa3610knpoBaTh BXO B CUCTEMY
CMOXET TO/TbKO aAMUHUCTPATop

BoccTtaHoBUTbL M | Mpun 06Hapy>XeHWn HapyLleHns LLenocTHOCTM o6bekT 6yaeT
6noknpoBaTb BOCCTaHOBJIEH, @ BXOA B cMCTeMy 3abnokupoBaH. Paz6nokmpoBaTb
KOMMbIOTEP CMOXET TOIbKO aAMUHUCTPATOp

anI NOCTaHOBKE Nanku Ha KOHTPOJ1b B MPOBEPKY 6ynyT BKITI0YEHbI BCE BIIOXKEHHbIE B HEE 0OBEKTHI. |
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2.

3.

B konoHke "KOHTpO/sb LEeNnocTHocTn" y obbekTa, NOCTaBMIEHHORO Ha KOHTPOSb,
MOSIBUTCA 3aNmnCb, COOTBETCTBYOLW as BbIGpaHHOM peakL My Ha HapyLleHne LLenocT-
HOCTU:

[naeHas =¥npaeneHwe obserTamMy >YnNpasneHue KoHTpoNem I
UENoCTHOCTH Q':' = [N @
YI‘IpaBJ'IEHME KOHTpONneM UeNoCTHOCTH
O6bekTol hannosol CUCTEME
AEE ¥  Pasmep Tun [ata M KoHTpONb LENOCTHOCTY =
23.0...
' . BoceTaHoBATh W 6B...
= b Folder 18.0.. = —
= 3 alsa-ib Folder 16.1... *
i smixer Folder 16.1... @& BoccraHoBuTe 1 B...

<= libasound_mod... 3KE soFile 12.1... & PerucTpupoeaTs ...
<[] libasound_med... 17 KB so File 12.1... % BoccTaHaBNWeaTh. ..
<] libasound_mod... 20 KB soFile 12.1.. BoccTaHaBNWBaTk. ..
+ anaconda Folder 16.1... ||
#- P anaranda-runtime Folder  09.0 L

3anycTUTk npnaepny] [ﬂpuM&HuThl [ OtMmeHa

MeperTn K: CUCTeMa KYpPHaNUMpoBaHKua, ¥nNpasnedue AocTyNom

Mpu HeobxoaAMMOCTM MOBTOpUTE AelcTBus n.1 Ans Apyrux o6bekToB, noase-
XaLLMX NOCTaHOBKE Ha KOHTPO/b.

HaxxmuTte kHonKy "MpuMeHnTb".

Ha akpaHe nosiBUTCA npeaynpexaeHne n HayHeTcs obHoBneHue 6asbl AaHHbIX
KOHTPOJIS LLESTOCTHOCTU

EHWMaHWe

- ;‘. ObrosnseTcs Basa AaHHbIX KOHTRONA LWENOCTHOCTK. 3TO MOMET 3aHATE HECKONbKO MHUHYT.
MNoxanyAcTa, He BbIKNKOYaATE KOMMbHITED.

Joxantech 3aBepLieHuns 0obHoBeHNA 6a3bl JaHHbIX.

Mpn HeobxoanMMOCTM HeMeAeHHO BbINOHUTb MNpoBepKy 06bekToB, MNocTaBs-
JNIEHHbIX HA KOHTPOJIb, HAXMUTE KHOMKY "3anycTtuTb NpoBepKky".

QYHEeTCS NPOLECC MPOBEPKM U NMOC/E ero 3aBepLleHns Ha S3KpaHe NosSBUTCS CO06-
H 6
weHne 06 OKOHYaHMW MNPOBEPKM (CM. OMMCaHMe CTpaHuubl "YnpaBfeHne KOHT-
poneM uenocTtHoctu" Ha cTp.65).

e 115 npocMOTpa pe3ynbTaToB HaXXMUTE KHOMNKY "lNepenTtn K otuety".

e [ins BO3BpaTa Ha CTpaHuuy "YnpaBneHne KOHTPOSEM LENOCTHOCTM" HaxMuTe
KHOMKY "3akpbITb".

CHsATMe pecypca C KOHTponA

Ana CHATUA pecypca C KOHTponsA:

1.

Secret Net LSP
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BbibepuTe Ha cTpaHuue "YnpaBneHme KOHTPOJIEM LLeSIOCTHOCTM" pecypc, Bbl30-
BUTE KOHTEKCTHOE MeH 0 U BbibepnTe koMaHAay "CHATb C KOHTponsa".

B konoHke "KOHTponb LEenocTHOCTN" 3anmcb 0 NocTaHoBKe 06bekTa Ha KOHTPOSb
6yneT yaaneHa.

HaxxmuTe kHonKy "MNpuMeHnTb".

Ha 3kpaHe nosasuTca npeaynpexaeHue n HadyHeTcs obHoBeHne 6a3bl AaHHbIX
KOHTPOJIA LENOCTHOCTH.

JoxanTtech 3aBeplieHnsi obHoBNeHM S 6a3bl AaHHbIX.
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U3meHeHne peakumm C3U Ha HapyLleHne LlenOCTHOCTHU

Ana naMeHeHusn peakuummun:

1.

BbibepuTe Ha cTpaHuue "YnpaBneHune KOHTPONIEM LLeNIOCTHOCTU" pecypc, Bbi30-
BUTE KOHTEKCTHOE MEHIO U BbIGEPUTE HYXHYIO KOMaHAy.

B konoHke "KOHTponb LEenocTHOCTU" 3anmcb 0 NocTaHoBKe o6bekTa Ha KOHTPOsb
6yner nameHeHa.

HaxxMuTte kHonKy "lMpuMeHnTb".

Ha akpaHe nosBuTCa npeaynpexiaeHne n HayHeTcs obHoBneHue 6asbl AaHHbIX
KOHTPOJIS LLENTOCTHOCTMU.

JoxauTech 3aBepLlueHns obHoBeHNA 6a3bl JaHHbIX.

Pa36ﬂ0KMpOBaHMe BXo4da B CUCTEMY

CHATb 6MIOKMPOBKY BX0Aa, BbI3BAHHYH HapyLlEHWEM LESIOCTHOCTU 3allMLLAEMbIX
06BHEKTOB, MOXET TOJIbKO aAMUHUCTPATOP C MpaBaMu Cyrneprosnb3oBaTens root.

Mpoueaypa cHATUS 6IOKMPOBKN BK/IIOYAET B ceba:

YCTpaHeHM1e NpUYMHbI 6I0KMPOBKU;

npu HeobXxoAMMOCTM MepeMHUUMnanMsaumio 6asbl JaHHbIX KOHTPONSA LIESoCT-
HOCTHU;

3anycK CKpuMnTa Ans pa3bioknpoBaHUs KOMMbloTepa.

Ana cHATUA 6/10KMPOBKMU:

1.
2.
3.

BonauTe B cucTeMy C npaBaMu cyneprosib3osaTens root.
3anycTuTe aMynaTop TepMmMHana.

BbinonHuTe:

/opt/secretnet/bin/snaidectl -i

JoxanTech 3aBepLleHns 06HoBNeHWs 6a3bl AaHHbIX.

BbinonHuTe:

/opt/secretnet/sbin/snunblock

B okHe amMynsiTopa TepMMHana nosiBUTCS cooblieHne 06 ycrnewHoM pas3bnoku-
poBaHWM KOMMbioTEpa.

MpoBepbTe BXO4 B CUCTEMY MO4 UMEHEM 3aperncrpMpoBaHHOrO Mosb30BaTens
KOMMblOTEPA.

AyauT KOHTpONSA LeroCTHOCTU

AyamT CO6bITVIl7I, CBA3aHHbIX C pa60T017| MeXaHW3Ma KOHTPOIA LENOCTHOCTU N BOCCTa-
HOBJIEHUA, NPOBOANTCA B COOTBETCTBUU C obwmm nopsAaKoOM, onuMcaHHbIM B rnase 10.

Secret Net LSP
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[naBa 9
3aTupaHune octaTo4yHou uHdopmaumm

B pamkax paboTbl MO ynpaBieHNI0 MEXaHN3MOM 3aTUPaHMs OCTaTOYHOM MHbopMaunm
aAMUHUNCTPATOP BbINOJIHAET creayrowmne GyHKUmKn:

e BK/IOYAET/OTK/OYAET MEXAHWU3M 3aTun paHuna B d)aVIJ'IOBbIX CncrteMax Ha XeCTKUxX un
BHEWHUX ANCKaX;

e HaCTpauBaEeT peXxunM paboTbl MEXaHW3Ma 3aTUPaHUS;
e MpOBOAUT ayauUT COBbITNIA, CBA3AHHbIX C 3aTUPaAHWEM OCTATOYHOM MHDOPMaLINW.

& BHumaHune! Bo unsbexaHue Ge3Bo3BpaTHOM MOTEPW AaHHbIX HA BHELWHUX HOCUTENSIX, Bbl3BaHHON
aBapUAHBLIMK CUTYaLMaMM (Hanpumep, COO MUTaHWUS W MpP.), NPU BKIIOYEHHOM MEXaHW3Me 3aTupaHus
0CTaTOYHOI MHOPMALMN PEKOMEHAYETCA PErYNSPHO BhINOMHATL Pe3ePBHOE KOMMPOBaHWE AaHHbIX.

Bkrno4yeHune n oTknovYeHne mexaHusma 3aTtupaHuns

Mpwn yctaHoBke Secret Net LSP no yMon4YaHWio MexaHWU3M 3aTupaHus Ha XeCTKUX
ANCKax BbIK/OYeH. MNpu HeobxoanMOCTM aAMMHUCTPATOP MOXET ero BKIYNTD.
Ana BKAOYEHUA/OTKNIOYEHUA MeXaHU3Ma 3aTUpaHus:

1. Bbi3oBuTe naHesnb 6e3onacHocTu (CM. €Tp.27 ) n nepenante Ha cTtpaHuuy "Monn-
TUKM".

2. BbibepuTe napametp "CepBuc 6e3onacHoro yganeHus" nonmtmkm "YCTaHOBKM
CEepBMCOB" 1 U3MEHUTE 3HaYeHMe.

e 115 oTKAOYEHUS MexaHu3Ma BblbepuTe 3HaveHue "BbiknoyeHo".
e [1ns BKIOYEHUWS MexaHU3Ma BbibepuTe 3HaveHue "BkioyeHo".

e [Ina Bo3BpaTa K 3HAYEHMUIO MO YMOSTYAHUIO HAXXMUTE CUHIOK CTPeSiKy, pacno-
JNNOXXEHHYIO cnpasa.

CnagHan >HacTpoikn NpUNoXeHna >NoanTvkn @-‘J = [ @

HacTponka NnoAnTuK

[v]

MmA 3HaveHne
= TNarkH ynpaeneHuA ycTpoRcTEaMK
= MapameTpl yNpPaBAeHUA YCTPOMCTEBAMM
Pexciam paboTel HecTknid pexnm
JleTannzaumna coobileHui PerucTpaLwa BelKI0YEHE
= MNarkH ynpaeneHua CUCTEMHEIMW CEPEUCaMI

--YCTaHOBKW CEPBWNCOB

CepBuC ayaWTa Bknio4eHo
CUCTeMHEIR CepBMC NeYaTn Brikmio4eHo
Cepeuc nevaTn BKOYEHD

—

- Cepewc Be3onacHoro yAaneHna BolknioyeHo =

CepBMC ¥YPHANUPOBAHWA BKNIOYEHD

= TINarkH YyNpaBneHuA YCUNEHHON ayTEHTUDWKE. ..
= MapameTpel YCUNEHHON ayTEHTUDNKALMI
MeToa naeHTUGMKALAK CMeLIaHHBIA (MCNonkE3yeTCA KNABMaTYRa Wi...
MeTop ayTeHTUYKaLMK Maponb BEEAEH C KNABUATYPH WK CHUTAH C...

= MnarvH ynpaeneHnA Nonk3oBaTenaMn u rpynn. ..

-

pr’IMEHMTbl [ OTMeHa

Secret Net LSP 69
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Mpw BbIGOpe 3HaYeHUS, OTIMYHOIO OT 3HAYEHUS MO YMOMYAHUIO, Ha3BaHME U3Me-
HEHHOro napamMeTpa BblAENSETCS XMPHbIM L PUGHTOM.

3. [ns coxpaHeHWUs UBMEHEHUIA HAXXMNTE KHOMKY "MpuUMeHnTL" .

N3meHeHue pexunma 3aTupaHusi oCcTaToOuHOM MHhopMauum

PaclunpeHHble HaCTpoOMKM MexaHu3Ma 3aTupaHus OCTaTovHOW MHdbopMaunn (acuH-
XPOHHbIN pexXuM) 3agatoTcs B KOHdurypaumoHHoMm darine sntrashd.conf, xpaHs-
wemcs B nanke /opt/secretnet/etc.

Ecnu B yka3aHHOM nanke KOHMUrypaLuoHHbIA (ainl 0TCYTCTBYET, 3TO 03HAYAET, YTO MO YMOMYaHM1I0 Mexa-
HW3M 3aTpaHua paboTaeT B CMHXPOHHOM pexume. B aToMm cnyyae Ans uameHeHus pexuma paboTbl
MexaHu3ma HeobxoaMMo co3faTh KOHUIypaLMOHHbIN (haitn Bpy4Hylo, ykasaB B HEM HEODXoaWUMble Hac-
TPOVIKY (CM. HUXKE).

Ana n3MeHeHUs peXxkmMa 3aTUpaHus:

1. OTkpoiTe Ha pefakTMpoBaHWE KOHPUIrypauMoHHbIN dann
/opt/secretnet/etc/sntrashd.conf.

2. Ecnn B KOH(PUIypauMoHHOM dalifie SBHO 3a4aH CUMHXPOHHbIN pexuM, napameTp
HaCTpOMKW NpeacTaBfeH CrieayoLen CTPOKON
/ sync
[na OTMEHbl CUHXPOHHOIO peXxunma yaanuTe CTpoKy.

3. [na 3afaHMa aCMHXPOHHOrO pexuMa 3aTupaHus ana Bcex 06beKToB (haitnosoit
CUCTEeMbl BBEAMTE CTPOKY C MapaMeTpoM HacTPOMKMK :

/ async

4. [ns 3af0aHMa aCMHXPOHHOrO pexuma Afna Kakon-nmb6o namnku UavM BHELIHEro
3aMoMUHaloLLErO YCTPOMCTBA BBEAMTE CTPOKY C MapaMeTpoM HaCTPOMKU N yKa-
XUTE NyTb K Nanke Uan K nanke — Touke MOHTUPOBaHMA YCTPOMCTBA, HanpuMep:

/home/tmp async
nnm
/var async

5. CoxpaHUTe U3MeHEHUS B KOHMUrypaLMoHHOM cdalifie u NoMecTuTe ero B nanky
/opt/secretnet/etc.

6. [epesarpy3uTte KOMMbHOTEP.

PyuyHoWm 3anyck yTunutbl 6e3onacHoro yaaneHus

A\

Secret Net LSP
PykoBoACTBO aAMMHMUCTpAaTOpa

He3aBMCMMO OT BK/IIOYEHHOrO WM BbIK/IKOYEHHOrO peXuMa 3aTMpaHUsS MOXHO
NPUHYANTENBHO MCNOMb30BaTh H6e30nacHoe yaaneHne C NOMOLLbI0 PyYHOro 3anycka
ytnnmT shred n secrm 13 KoMaHAHOW CTPOKMU.

BesonacHoe yaneHue HeathEKTUBHO B CETEBLIX W XKYPHANMPYEMbIX (haliNioBbIX CUCTEMAX.

3anycK yTUnuTbl secrm B peXxmume KOMaHAHOU CTPOKM

Ana 6esonacHoro yaanenuma ¢dannaa uam Katanora:
1. 3anycruTte sMynaToOp TEPMMHANA U BbIMOMHUTE KOMaHAY':

secrm <uMmst dpaina/xaranora>

2. HaxmuTte kHonky "[la" B OKHe NMOATBEPXAEHUS N AoXAMTECb cooblieHus o6
yCneLlHOM 3aBepLUEHNM onepaLunn.

3. Haxmute kHonky "OK" B okHe coobLieHuns.

3anyck ytunutbl shred B pexxmme KOMaHZHON CTPOKM

Ana ypanenusa danna:

e 3anyctuTe KOMaHAHyt 060/104Ky U BBEAMTE KOMaHAy, YKasaB KIUYM U UMS
yaansiemoro gamnna:
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/opt/secretnet/bin/shred [xmwou] file

[nsa yaaneHus HeckonbKux hansos yKaxunTe nx noapas v ncnosb3ynTe Macky:
/opt/secretnet/bin/shred [xmiou] filel file2 file3

nm
/opt/secretnet/bin/shred [xmou] *.txt

Mcnonb3yeMble Koun:

Knrou OnucaHue

-u YpnaneHue n obpesaHue danna

-n KonwnyecTtso NpoxonoB nepesanncu
-z [Job6aBneHne Hynen B KoHue daina

Bonee noapobHblie cBeaeHUs 0 NpuMeHeHun yTunmtel shred npueeneHbl B npuno-
XXEHUU Ha cTp.90.

Secret Net LSP 71
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0

HacTpouka yaaneHHoOro ynpasneHus

Secret Net LSP

Secret Net LSP mMoxeT hyHKLMOHMPOBaTbL COBMECTHO C cepBepoM besonacHoctn C3U
Secret Net 7 (naket obHoBneHnsa 7) nnn C3U Secret Net Studio (Bepcusa 8.4). 3tn
C3U B pexmMe COBMECTHOro yHKLMOHNPOBaHMS NO3BOMSIOT OCYLLECTBAATb:

e oTObpaxeHune MHGOpPMaALUMKN O COCTOSSHUM KOMMbIOTEPOB, 3alUMLIAEMbIX C MO-
Molbto Secret Net LSP, n nponcxoaswmx Ha HUX cobbitnsax HCL;

®  MPOCMOTP XXYpHana cobbITUI, MONyYEHHbIX C 3awmnaemblx Secret Net LSP
KOMMbIOTEPOB;

e Bblgayy KOMaHA Ans onepaTtuBHOro ynpasneHunsa 3awmuwaemolMn Secret Net LSP
KOMMNbloTepaMu: 6NOKMpPOBKa 1 pa3bioknpoBaHme, nepesarpyska, BblK/IlOUEHUNE.

MoapobHasa nHbopmMaumnsa 06 NCnosb30BaHNM AAHHBLIX QYHKLUWUN COAEPXUTCA B AOKY-
MeHTax "Cpeacrso 3awmTtbl uMHbopmaumm Secret Net 7. PykoBoaCTBO agMWHM-
cTpatopa. PaboTta ¢ nporpaMMoli onepaTMBHOro ynpasneHmsa" n "Cpeacrso 3awmThl
nHoopmaumm Secret Net Studio. PykoBoacTteo agMmHucTpaTopa. LleHTpannsosaHHoe
ynpassieHne, MOHUTOPUHT N ayauT", BXOASALWMX B KOMNAEKT noctasku C3U.

[ns coBmecTHoro dyHkumoHnpoBaHus Secret Net LSP ¢ cepsepom GesonacHoctv C3U Secret Net 7 (nakeT
o6HoBneHus 7) unm C3U Secret Net Studio (Bepcus 8.4) TpebyeTca Hannume B cucteme 6ubnmoTtekn pam_
winbind.so, Takxe HeoOX0LMMO BKIOUMTb AaHHBI KOMMBKOTEP B IOMEH, CBA3AHHBI CHY)XHbIM CEPBEPOM
HesonacHocTy. BkniounTb KOMNbIOTEP B JOMEH MOXHO CTaHAapTHbIMKM cpeactBamu OC Windows.

Ana BKNouYeHUs /BbIKJIIOUEHUS PeXXMMa yAAJIEHHOro yripaBJieHuUs:

MoscHeHue. Mocne ycraHosku Secret Net LSP napameTp "CepBuC yaaneHHoro ynpasneHns" npuHumaet
3HauyeHue "BKNoYeH0" No ymon4aHuio.

1. Bbi3oBuTe naHenb 6eszonacHoctn (cM. cTp.27) n B rpynne "Hacrpoliku npuno-
XeHusa" nepenagnTe Ha cTpaHmuy "Hacrtpoika nonntuk".

Ha sakpaHe nosiBuTCcsa okHO "HacTtporika nonmTtuk" (cm. ctp.32).

2. B nonutuke "YcraHOBKM CepBMCOB" yCTaHOBUTE Tpebyemoe 3HaueHne rnapamMeTpa
"CepBuc yganeHHoro ynpasnenHuns" — "BknioyeHo" /" BbiknoyeHo".

Ons BknoyeHnsa koMmnblotepa B agomeH Windows:

1. Bbi3oBuTe naHenb 6esonacHoctn (cM. cTp.27) v B rpynne "Hacrpolriku npuno-
XeHusa" nepenanTe Ha cTpaHuuy "HacTporkn yaaneHHoro ynpasneHnsa":

rnasHan >HacTpoRKIA NpUAoHEHUA >HacTPORKM YAANEHHOrD YNpaBneHus & (9]

HacTpoiku yaaneHHoro ynpaeneHums

PacnonoxeHue cepeepa BezonacHocT [AD - ]

Norvx

Mapons

OBHOBNATEL HACTPOWKK € cepeepa BesonacHoCTH Kaxasle 10 MuHyT ‘' ]

[ BKMOMUTE YAANeHHoe ynpaesnedue ]

[ BolTK B AOMEH. .. ]

CTaTyc NoOKAKHEHNA: OTKNHYeHO

2. B OTKpbIBLLIEMS OKHE HAaXMUTE KHOMKY "BonTn B fomMeH".
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Ha skpaHe nosaBuMTCca OKHO "Bxoa B soOMeH":

rm.r@

Mma KoMnbOTEpa: CENTOS65-4

KoHTponnep poMeHa: dcl.pit.local
ADMAHKWCTpaTopR AoMeHa: | admin

Napons: |

Owr l [ OTMeHUTL

BeBeauTe B nons okHa "Bxoa B gomMeH":

e "VMa KOMNbloTepa" — MMSA KOMMbIOTEPA B IOMEHE;

e "KoHTponnep gomeHa" — nonHoe nMsi KoHTpossepa agomeHa (FQDN);
e "AAMUHWUCTpaATOp AOMEHA" — UMS (JIOrMH) aAMUHUCTPaTopa AOMEHA;
e "Maponb" — naponb agMMHUCTpaTOpa AOMEHA.

HaxmuTte kHonky "Ok".

CoBer. [ins BKkNoYeHNs komnbtoTepa B aomeH Windows ¢ UCNonb30BaHMEM KOMAHOHOW CTPOKW BbINOI-
HWUTE KOMaHAY:

#lopt/secretnet/usr/scripts/domain.sh <hostname> <dc> <login> <password>

roe <hostname> — ums KomnbloTepa B AOMeHe, <dc> — MomnHoe uMs KoHTponnepa aomeHa (FQDN),
<login>—uMms (NOrvH) agMUHKCTPaTOPa JOMEHA, <password> —naposib aAMUHUCTPaToOpa JOMEHA.

ANna HaCTPOKM yaasieHHOro yrnpaB/ieHus:

1.

2.

Secret Net LSP

BkouMTe AaHHbIN KOMMbIOTEP B AOMEH, CBA3AHHbINA C HYXHbIM cepBepoM 6e30-
MacHoCTu.
BbINOMHMTE NOAYMHEHME AaHHOI0 KOMMbIOTEPA COOTBETCTBYHOLLEMY CEpBepY 6e30-

nacHocTu B Mporpamme onepaTuBHOro ynpasneHus C3UM Secret Net 7 (naket
obHoBneHnsa 7) nnm C3U Secret Net Studio (Bepcus 8.4).

MogpobHoe onucaHne 3Ton onepawumn cM. B AokymeHTax "CpefcTBo 3awmtsl nHdopmaummn Secret Net
7. PykoBoACTBO agmmHucTpatopa. Pabota ¢ nporpammoit onepaTuBHoro ynpaenenus" u "Cpefcrso
3awuTbl nHopmaumm Secret Net Studio. PykoBoacTBo agmuHmucTpatopa. LieHTpanusoBaHHoe ynpas-
NEHNe, MOHUTOPWHT N ayauT".

Bbi3oBUTe naHenb 6e3onacHoctu (CM. cTp.27) n B rpynne "HacTporku npuno-
XeHuna" nepenanTe Ha cTpaHuuy "HacTtpoiku yaaneHHoro ynpasneHus" (cMm.
PUCYHOK BblLLE).

HacTpoliTe napamMeTpbl COEAMHEH NS C cepBepoM 6&30MacHOCTU

e B none "PacnonoxeHne cepeepa 6esonacHocTu" BblbepuTte TN XpaHunnwa
JaHHbIX, UCNONb3yeMblin cepeepoM 6e3onacHocTn — AD unm LDS;

e B nonae "JlormH" yKaxuTe AOMEHHOe WMS Mofb30BaTens AaHHOrM0 KOM-
nblOTEPa, NOA KOTOPbIM OH 6yAeT BXOAUTb B CUCTEMY WU MOAK/IYATHCA K
cepeepy 6e3onacHocTu, a B none "Maponb" — naponb 3TOro nosb3oBaTens;

MoscHeHme. [Ins paboTbl B cuCTEME Apyroro Nons30BaTesNis 3HaueHns napameTpoB "JIoruH" v
"Maponb" Heobxoanmo n3meHnTb. Mpu cMeHe napons Tekyllero nonb3oBaTens Heobxoaumo
N3MEeHWTb 3Ha4eHne napameTpa "Maponk".

e B none "O6HOBNATL HACTpOMKKM C cepBepa 6e3onacHOCTU" yKaxuTe Heobxo-
ONMbIA BPEMEHHOM WHTepBan obHoBneHns napameTpoB Secret Net LSP —
"Hukorpa"/"Kaxabie 10 MuHyT"/"Kaxxabie 30 MuHyT"/"Kaxabiii yac".

HaxxMuTe KHonKy "BKAounTb yaaneHHoe yrnpasneHmne".

Mpun ycnewHoM coeanHeHnU € cepsepoM 6e30nacHOCTM Ha3BaHWE KHOMKK U3Me-
HUTCA Ha "BbIKNOUYNTL yAaneHHoe ynpasaeHue", a B none "YaaneHHoe ynpas-
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neHne" NosABUTCA 3HauyeHne "BknoyeHo". N OTKNYEHMS peXxnuma yaaneHHoro
ynpaBfeHUs HaXXMUTE 3Ty KHOMKY eLle pas.

Mpyv BO3HUKHOBEHUU owmnbok Ha 3KpaHe NoABUTCA OAHO U3 COoObLeHN:

e "HeBepHbIW NIOrMH WA Napofb" — UMS MoSb30BaTeNns MW ero naposfb yka-
3aHbl HEMPaBUIIbHO;

e "DTOT KOMNbLIOTEP HE MoAYnMHEH cepBepy 6e30macHOCTU" — He BbIMOSIHEHO
AencTBue 2 gaHHOWM npoueanypsl;

e "He yganocb nogkniounTbcs K cepeepy 6e30macHOCTU" — BO3HUKAW Apyrue
ownbkn, Hanpumep, HeT AocTyna K aomeHy Windows mnm HenpaBubHO
HaCTpOeHbl ceTeBble NHTepdencbl KOMMNbIOTEpPA.

CoBeT. [Ins HacTPOMKkM yaaneHHOro ynpaBrieHUs Takke MOXHO Wcronb3oBaTth yTunuTy snnetctl.
OnucaHme yTUAUTBI 1 0COBEHHOCTY €€ NPUMEHEHMS NPUBEAEHbI B MPUNOXEHUM (CM. CTP.94).

Secret Net LSP 7 4
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Mos ayAMTOM CUCTEMbl 3aluUTbl MOHUMAETCA OTCieXMBaHWE COBbITUI, MPOMUCXO-
AVBLUUX B CUCTEME 3a ONpeaesieHHbI Nepuos BPEMEHU.

OcHOBHbIMUM 3aa4aMu ayanTa ABNAIOTCA:

KOHTPOJ1b COCTOAHUA 3alLlULLEHHOCTU CUCTEMbI,
BbldABJIEHUNE NMPUYNH Npon3owieanx M3MEHEHVII7I;

onpegeneHve vy UaM NpoueccoB, AeATeNbHOCTb KOTOpbIX MNpuBena K u3iMe-
HEHMUIO COCTOSIHMS 3aLUULLEHHOCTM cucTeMbl unu kK HC;

YCTaHOBJIEHNE BPEMEHU N3MEHEHMU.

Mpu ncnonb3osaHuun ayamta B Secret Net LSP HeobxoanMo yunTbiBaTh cneayrowmne
OrpaHnyeHuns:

1. AyauTt HeaddeKkTMBEH B ceTEBLIX (hain/I0BbIX CUCTEMAX.

2. Mpu yganeHun darina, NOCTaBAEHHOro Ha y4YeT B paMKax ayauTta, U nocneny-

HOLLEeM CO34aHMKM Apyroro gansa c TaknM Xxe nMeHeM nocneaHun 6yaeTt nocrasneH
Ha YYeT TONbKO NpW creayrowen 3arpy3ke CUCTEMbI UK NMOC/E BHECEHMS KaKNX-
mMbo M3MeHeHWI B HacTponku (npasBuna) ayauMTa, Tak Kak NpuBsA3Ka npasuna
ayamTa K HOMepy MHAEKCHOro AeckpunTopa panioBo CUCTEMbl BbIMONHAETCA Ha
CUCTEMHOM YPOBHE.

Ons npoBeneHnsa ayamTta B C3M Secret Net LSP ncnonb3ytoTcs CUCTEMHbBIN XYypHan
M XypHan ayauTa.

CUCTEeMHbIN XypHan

Secret Net LSP
PykoBoACTBO aAMMHMUCTpAaTOpa

Ana npocMoOTpa CUCTEMHOrO XypHana:

BbizoBuTe naHenb ynpasneHus 6e3onacHoCcTbio (CM. C€Tp. 27 ) U B rpynne
"Cuncrema xypHanmposaHusa" nepenante Ha cTtpaHuuy ">KypHan cobbitun".

OTkpoeTcsa Bknagka "Cucrema":

CnagHas =CyucTema xypHanMposaHua = XypHan cobeimui Q-'I @

MXypHan cobuITni

Crcrema | Aynar

Buifop dmneTpa Mepuon

DUNLTP: [Hoabuﬁ huneTp ¥ ] [Bev:h nepron ¥

CoobieHue: C ~ | Mo -
,U,DHDJ'IHMTEJ'II:HO] [ﬂoc‘rpomh OTHeT] WHTEpaKTUEHLIA MOHUTOPUHT  +| MoKa3kBaTe Cekuuo "CooblieHue”

Aa p Tun BaxHocTe Mpunoxexnue CoobueHune =

02/06/2016... Fpynna cooble... WMHdopma... snaide
02/06/2016... Ipynna cooBle... WHdopMma... snaide Mtime :2011-09-23 19:02:51 , 2015-07-02 ...
02/06/2016... Tpynna coobue... WMHdopma... snaide
02/06/2016... Tpynna coobue... WMHdopma... snaide Mtime :2015-04-08 14:12:28 , 2015-07-02 ...

02/06/2016... Tpynna coobue... WHdopma... snaide

02/06/2016... Tpynna coobue... WHdopma... snaide
02/06/2016... Tpynna coobe... WMHudgopma... snaide Detailed information about changes:

02/06/2016... Mpynna cooble... WMHdopma... snaide

02/06/2016... Mpynna cooBwe... WMHpopMa... snaide restored: /usr/share/backgrounds/default.png
02/06/2016... Mpynna cooble... MHdopMa... snaide changed: fusr/share/backgrounds/default.png
02/06/2016... Mpynna coobwe... WMHMopma... snaide restored: /usr/sharefanaconda/pixmaps/splash.png
02/06/2016... Tpynna coobue... WMHdopma... snaide changed: /usr/share/anaconda/pixmaps/splash.png >l
Hazan Mozuums | 0 ([ =————== 0{24553) Yoanute 3anMCM][CoxpaHmh OTHET
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Ha Bknagke npeacraBfieH CWCOK 3aperncrpupoBaHHbiX cobbiTuii. Kaxpaoe co-
6bITe oTobpaXkaeTcs B CNWCKE OTAENbHOW 3amnuCbio U COAEPXUT CEAYIOLLYIO
WHdOopMaumio:

e [faTau BpeMs;

e TUN coobweHus;

®  BaXHOCTb;

e NpUIOXEHME, 3aperncTpmpoBasLlee cobbiTne;
e onucaHwue coobieHuns.

Mo ymonuaHuio Ha cTpaHuLe oTobpa)kaeTcst Noc/eHAs Tbicada 3anuncer 6asbl AaH-
HbiX. [N BbiBOAA MpeablayLlein TbiCAuYn 3anucen HaxMmmTe KHonky "Bnepen".
Ona Bo3BpaTa K npeablaywMM MPOCMOTPEHHbLIM 3aMuUCAM HaXMuUTe KHOMKY
"Hasaa". NMpu nepeMeLLeHnn NO 3anNncsaM C MOMOLLbIO KHOMOK "Bnepea" n "Hasaa"
C NOMOLLbIO 3/1IEMEHTa NO3MLMOHNPOBaHUSA OTObpaxaeTcs TeKyllee NonoxXeHne
npocMaTpuBaeMbliX 3anmncer no OTHOWEHUIO KO BCeMY CNUCKY. [na oTobpaxeHuns
B XXYpHasie Hy>XHOro AgMana3soHa 3anumcen caBMHbTe ABMXOK NO3ULMOHMPOBaHUS
B Tpebyemoe nonoxxeHne n HaxxmMmrte KHonky "Mosuuynsa”.

MpeaycmoTpeHa hunbTpauns oTobpaxaeMoit MHhopMaL MM No cleayowmnum
napaMeTpam:

e N0 oOnucaHuto cobbiTus;
® VHTepBasly BPeMeHW perncrpaumm cobbitmin;
e HacTpavaeMbIM ubTpaM, BblbMpaeMblM U3 CNncka.
Ona npuMeHeHns HYy>XHOro dunbTpa ero Heobxoanmo fo6aBUTb B CMMCOK U Hac-
TPOUTb NapaMeTpbl dunbTpaunm.

Ana dovwnbTpaumMm No onmMcaHuio cobbiTun:

e B none "CoobweHne" BBeanTe 4YacTb C/I0Ba TEKCTA COOBLLEHNS U HAXXMUTE KHOM-
Ky "MNocTponTb oTyeT".

Ana cdovwnbTpaunMm No UHTEpPBaNy BPpeMEHMU:

e B none "Mepnoa" n3 packpbiBatoLerocs cnmucka Bbibepute Hy>XKHOe 3HauYeHune:
e "Becb nepuoa";
e "3aHepeno";
e "3awmecau";
e "3apaHHbIN".
Ecnu BbibpaHo 3HauyeHne "3a Hegento", "3a mecau" nnm "3agaHHbIn", CTAaHOBATCA
OOCTYNMHbIMW NOMA ANS BBOAA HaYaslbHOM M KOHEYHOW AaTbl MHTepBana.
BbibepuTe HyXHble AaTbl U3 PacKpbIBaOLLErocs KaneHaaps M HaXMUTe KHOMKY
"MocTponTb OTUET".

Ans ¢pmnbTpaumMm no HacTtpanBaeMomy punbTpy

e B none "OunbTp" BbibepnTE M3 pacKpbiBaKOLWErocs CNMcka HYXHbIA GUALTP m
HaXXMUTe KHonKy "lNocTponTb oT4eT".

Ana po6aBneHuns B CNMCOK HOBOro chuabTpa:

1. Bbibepute B none "®unbTp" 3HayeHme "HoBbI GUABTP" M HaXMUTE KHOMKY
"[lononHuTenbHo" (Npn 3TOM KHOMKa MPUKCUPYETCS B HAXXATOM MOJIOXKEHUN).

Ha cTpaHuue nosBUTCA rpynna nosaerM U KHOMOK AN CO3[4aHWMSA U HAaCTPOWMKK
HOBOro duabTpa.

Secret Net LSP 76
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KypHan cobbiTuin

Cuctema AynuT

CnagHan =CucTeMa MypHanMpoBaHua >MXypHan cobuiTui

¢ % (M @

Buibop dwmneTpa

Mepuon

DUNLTP:

[Hoahlﬁ huneTp ¥ ]

[Beca nepuog ¥

CoobLueHne:

= w | No:

ﬂ,OI'IOJ'IHM‘I'e}'IbHO] [nOCTpDMTh OTHQT]

HMa diuAsTpa
Fpynna cooBweHni

Tun cooblieHna

Mpunoxenue
CopTupoBaTs No

MopAnoK CopTUpOEKA

MUHMMaNbHAA BAXHOCTE [

VHTEPaKTUEHEIA MOHUTOPUHT | MoKa3LIBaTs CekuMiD "Coobllerne”

CoxpaHuTh

[ﬂmﬁaﬂ rpynna

BoccTaHoBWUTh

[ﬂmﬁmﬁ THN

YaanuTe

-

Nobas BaMHOCTh >

To4HOoe COOTEETCTEME

[ﬂaTaf Bpems

[ OBpaTHuliA

Tvn

Rava/Bp

Hazan

02/06/2016... pynna cobbITw...
02/06/2016... Tpynna cobbiTU... WHdopMa...

02/06/2016... Tpynna coobuwe... WHdopma...

Nosuuua | 0 (E————— 0(24555)

™= Mp
WHopMa... syslog
syslog

snaide Mtime

crond:session : session closed for user root
crond:session : session opened for user root by (uid=0}

1 2010-11-04 23:03:46

CoobujeHue

, 2015-07-02 ...

Ynanute 3anucu] [CoxpaHuTh OTHET

YKaxuTe napaMmeTpbl punbTpaLmu.

Mone

OnucaHue

Nms bunbTpa

BeeauTe nms gobasnsiemMoro punbTpa

pynna
coobeHnm

Bbi6epuTe rpynny coobLIEHNIA U3 PacKpPbIBAOLLEroCs CrNCKa

Twun coobweHuns

BbibepuTe TN co0obLEeHMS N3 pacKpbIBaKOLLErocs CuMcKa

MuWHUManbHas BbibepuTe BaXXHOCTb COO6LLEHUS U3 PaCKPbIBAOLLErocs CrMckKa
BaXXHOCTb
MpunoxeHwe BBeauTe HazBaHMe UM YacTb Ha3BaHWUS MPUIOXKEHUS,

3aperncTpupoBaBLLero cobbitue

CopTtupoBaTtb Mo

BbibepunTe cnocob COpTMPOBKM M3 pacKpbIBalOLLErocs cnnucka

Mopsaaok
COPTUPOBKM

BbibepuTe nopsaok copTMpoBKM (MpsMoNr nnmn obpaTHbIii)

3. [lna coxpaHeHMsa HacTpoek dhunbTpa U o6aBNeHUS ero B CMMCOK HaXXMUTE KHOM-
Ky "CoxpaHuUTb", pacrnofioXXeHHYo cripasa.

[ns cKpbITUS rpynnbl NONen U KHOMOK HACTPOMKM OUNbTPa OTOXMUTE KHOMKY "[lononHUTEeNnsHO"

HoBbih dunbTp 6yaet nobasneH B CNmncok.

Ana ynaneHusa/penaktmposaHMa napaMmeTpoB pubTpa:

1. Bobibepute B none "®unbTp" HasBaHue dunbTpa, NpeaHasHa4YeHHoOro Ans yaa-
NIEHUSA N pefakTUPOBaHUSA, U HAXXMUTE KHONKY "[onofHuTensHo".

Ha cTpaHuue nosaBMTCs rpynna nonei n KHOMOK A1 HAaCTPOMKM NapaMeTpoB

dunbTpa.

2. [nga yaaneHns unbTpa HaXxMuTe KHOMKY "YaanuTb", pacnonoXeHHYo crnpasa.

®dunbTp 6yaeT yaaneH us cnucka.

3. [ns pefakTMpoBaHWs napameTpoB dunbTpa BHECUTE HYXHbl€ USMEHEHUS.

Ecnu TpebyeTcs 0TMeHNUTb U3MEHEHUS!, HAXMIUTE KHOMKY "BOCCTaHOBMTL", pacnonoXeHHyto cnpasa.

PykoBoACTBO aAMMHMUCTpAaTOpa
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4. Tlocne BHeCEeHUS W3MEHEHWW B HaCTPOMKW GUibTpa HaXMUTE KHOMKY
"CoxpaHnTb", pacnonoXXeHHYo cnpasa.
Ansa coxpaHeHusn oTtyeTa B pann:

1. lMocne npocMoTpa CBeAEHW, COAEPXALUMXCA B XKypHase, HaXMUTE KHOMKY
"CoxpaHUTb OTYET", PaCroNIOXXEHHYIO B HUXKHEM NMpPaBOM Yriy CTpaHULbl.

OTKpoeTCcsa CTaHAApTHbIM AManor coxpaHeHus danna.

[peaycMoTpeHo coxpaHeHmne 0TYETOB B (haiinax popmatos htm, htmln txt.

2. BblbepuTe nanky Ansa coxpaHeHus danna, BBeguTe ero HasBaHue M HaxMmuTe
KHonky "CoxpaHutb".
Ana 3anycka pe>kMmMa UHTEPaKTUBHOIO MOHUTOPUHra:

e YcTaHOBUTE OTMETKY B none "VIHTepakTUBHbIA MOHUTOPUHT".

KoHTponb neyaTtu

Cuctema Secret Net LSP koHTponupyeT BbiBog haiiioB Ha nedatb. B cucremHom
XypHarne permcTpumpyoTcs crieaytoume cobbiTus:

e Hayasjo neyaTu AOKYMEHTA;

L4 neyartb CTpaHMUbl AOKYMEHTAQ,

e OwWMbKa neyaTu AOKYMEHTa.

XypHan ayauTa

Secret Net LSP

PykoBoACTBO aAMMHMUCTpAaTOpa

B xxypHane ayamTa XpaHATCa cBeAeHMs 0 cobbITUSAX, YAOBAETBOPAOLWNX TpeboBaHNAM
npasun ayamMTa. 3agaHue npasui ayaMTa onucaHo B pasgene "Hacrtpowka ayguta"
(c™. cTp.81).

Ana npocMoTpa XypHasna ayauTa:

1. BbI30BMTE NaHenb ynpaeneHnsa 6esonacHocTblo (CM.cTp.27) v B rpynne "Cucrema
XypHanupoBaHua" nepenamTe Ha cTpaHuuy "XypHan cobbiTuin®.

CrpaHuua oTkpoeTcs Ha Bknagke "Cucrema". MNepenianTte Ha BKIaaky "Ayant":

CnaeHan >CucTema »ypHanMposaHua >XypHan cobbTui Q-‘I @
MXypHan cobbITUiA

Buibop hvnbTpa Mepron

DunbTp: [Hoahuﬁ BUneTp ¥ ] [Bect. nepuog ¥

LeTtanuzayuna: C w | Mo -

.!J,ononHmenhHo] [I"IOCTpOHTb ower] WHTEPaKTUBHLIA MOHUTORWHI MokasuiBaTe cekuwio "AeTanu3auma”
Data/Bpema Monb3oeatens [pynna fQoctyn [Mpunoxenuwe OGbekT Pe3ynbTar [«]

18/05/2016... root root Monyde... SNManager ftmp/g... Ycnex |

18/05/2016... root root Monyye... SNManager Jtmp Ycnex

18/05/2016... root root Monyye... SNManager Itmp/g... Ycnex

18/05/2016... root root Monyde... SNManager ftmp/g... Ycnex

18/05/2016... root root Mony4e... SNManager Jtmp/g... ¥cnex

18/05/2016... root root Monyye... SNManager tmp/g... Ycnex

18/05/2016... root root Monyde... SNManager ftmp Yenex

18/05/2016... root root Monyde... SNManager ftmp/g... Ycnex

18/05/2016... root root Monyye... SNManager ftmp/g... Ycnex

18/05/2016... root root Monyde... SNManager ftmp/g... Ycnex

18/05/2016... root root Monyde... SNManager ftmp/g... Ycnex

18/05/2016... root root Monyye... SNManager Jtmp Yenex -]
Hazan Mozuums | 0 ([ ———= 0(7664) Yoanute 3anw:m] [CnxpaHmh oTHeT
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Ha Bkflagke npeacTaBfieH CruvcoK CobBblTUM, 3aperncTpMpoBaHHbIX B COOT-
BETCTBUM C HACTpOMKaMun ayamTa.

Kaxaoe cobbiThe 0TObpa)kaeTcsl B CNMCKe OTAENbHO 3anMcbio U COAEPXUT creay-
oL Y0 MHOpMaLMIO:

e [faTa v BpeMs;
e nofb3oBaTesb;

e rpynna;

e jocryn,

* MPpUIOXEHWE, CreHepMpoBaBLLee AaHHOe CobbITue;
e 06bekKT;

e pe3y/bTaT BbINOJIHEHMWS Onepaunm;

e [eTanM3npoBaHHOE onucaHne cobbliTus.

Mo ymonuaHuio Ha cTpaHuLe oTobpa)kaeTcst Noc/eHAsa Thicada 3anuncer 6asbl gaH-
HbiX. NS BbIBOAA Cnefytowen ThiCAUM 3anmcen HaxmuTe KHonKy "Bnepea". Ans
BO3BpaTa K npeaplAyLmMM NpoOCMOTPEHHbIM 3aMNCsaM HaXxXMUTe KHonky "Hasag".

[nst oTobpaxeHus HyXHOTO AManasoHa 3anucell WCMONb3yiTe ABWKOK MO3WLMOHMPOBAHUSA, Kak
onucaHo B pasgene "CucteMHbIi xypHan" (cm. cTp.75).

Mo yMonyaHuo AeTann3nMpoBaHHOE onmncaHme cobbiTUI B CMTUCKE HE MOKa3aHo.

Ansa otobpaxkeHMa aeTasnsaumm cobbiTnii:

1. YcraHoBuTe 0TMeTKY B none "lMoka3biBaTb cekuuto "etanmsaumsa”.

B cnncke cobbITUin MoOSABUTCSA KOMOHKA C AeTanm3aumen cobbitnin., etannsauus
6a3npyeTcs Ha CMCTEMHbIX 3anucsax ayamTa, MoyyYeHHbIX U3 sapa.

2. [ing npocMOTpa BCEro COAEPXKUMOro SYenKun c getanmsaumen cobblTUS BblgeNNTE

ee B Crucke.
PackpoeTcs nonHoe cogep>Xxmmoe SHenku:

[nasHan >CUCTEMa KYPHANMPOBAHWA >HypHaN COBLITHIA @

m 9

KypHan cobbiTni

Cuctema Ayaut

Buibop (unbTpa Nepuog

-

DunsTp: IHDEhII;I dunsTp ¥ ] H

[Beca nepuog ¥

JeTanuzauuma: = + | Mo -

,ClononHmenth] [I"Incrpnmh DTHET] MHTepakTUBHLIA MOHUTOpPKHN |¥ MokaseiBaTe cekuuo "[eTanuzauua”

[v]

Rata/BpeMa Mons3losatens Fpynna [foctyn Mpunoxedne ObBwext Pe3ayneTar DeTtanusaumua
18/05/2016... root root MNonyye... SNManager ftmpfg... Yecnex type=SYSCALL msg=sn... | |
18/05/2016... |root root Monyye... SNManager ftmpfl... Yenex type=SYSCALL msg=sn...
18/05/2016... root root Nonyye... SNManager ftmp Yenex type=SYSCALL msg=sn...
18/05/2016... |root root Monyye... SNManager Jfrmp/l.. Yonex type=SYSCALL msg=sn...
18/05/2016... root root Monyye... SNManager frmp/l.. Yonex type=SYSCALL msg=sn...
18/05/2016... root root Mony4e... SNManager Jtmpfl... Ycnex type=SYSCALL msg=sn...
18/05/2016... root root MNonyye... SNManager ftmpfg... Ycnex type=SYSCALL msg=sn...
18/05/2016... |root root Monyye... SNManager ftmp Yenex type=S¥SCALL msg=sn...
18/05/2016... root root. MNonyye... SNManager ftmp/g... Ycnex type=SYSCALL msg=sn...
18/05/2016... |root root Monyye... SNManager ftmpfg... Ycnex type=SYSCALL msg=sn...
18/05/2016... root root Monyye... SNManager ftmp/g... Ycnex type=5YSCALL msg=sn...
18/05/2016... |root root Monyye... SNManager ftmp/g... Yonex type=SYSCALL msg=sn... [+

Hazan Mozvuma | 0 [ =————= 0(17314)

[Ynanmh 3anncn] [CnxpaHmh OTHET]

MpeaycmoTpeHa punbTpaumns otobpaxkaemon MHGOpMaLmmn No cieaywmm napa-
MeTpaMm:

® MO OnucaHwuto cobbiTns;
® MHTEpBasly BpEMEHU perncrpaumm cobbiTmii;
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e HacTpavmaeMbIM dUAbTpaM, BblbMpaeMblM U3 Cncka.
Ons npuMeHeHns HyXHoro dunbTpa ero HeobxoanMo 4o6aBUTb B CMNMCOK U Hac-
TpOUTb NapaMeTpbl dunbTpaumu.

Ana dvwnbTpauMmn No onmcaHuio cobbiTus:

e B none "Crpoka" BBeaMTe 4acTb TeKCTa
"MocTponTb OTYET".

COO6LLEHNA M HaXMUTE KHOMKY

Ana dvnbTpauMm No MHTEpBany BpeMeHU:
e B none "lMeproa" 13 packpblBaoLLErocs Crncka BbibepnTte HYy>XXHOe 3HaveHue:
e "Becb nepuoa";
e "3aHepeno";
e "3awmecau";
e "3agaHHbIN".

Ecnu BbibpaHo 3HaueHne "3a Hegento", "3a mecau" nnm "3agaHHbIn", CTAaHOBATCA
AOCTYNHbIMWU NOMA NS BBOAA Ha4aslbHOW M KOHEYHOW AaTbl UHTEpBasa.

BbibepuTe HyXHble AaTbl U3 PacKpblBaOLLErocs KaneHaaps M HaXMUTe KHOMKY
"MocTponTb OTUET".

Ans ¢pmnbTpaumMm no HacTtpanBaeMomy punbTpy

e B none "®OunbTp" BbibepnTe M3 pacKpbiBaOLErocs CNucka HYXHbI GUAbTP
W HaXXMUTe KHOMKYy "MocTponTb oT4veT".

Ana po6aBneHuns B CNUCOK HOBOro chuabTpa:

1. Bbibepute B none "®unbTp" 3HayeHme "HoBbI GUABTP" M HaXMUTE KHOMKY
"ononHuTenbHo" (Npn 3TOM KHOMKa MPUKCUPYETCS B HAXXATOM MOJIOXKEHUN).

Ha cTpaHuue nosBUTCA rpynna nosaerM U KHOMOK AN CO3[4aHMSA U HAaCTPOWMKK
HOBOro unibTpa:

[nagHas >CucTema »ypHanupoBadnua >MypHan cobbiTui

@

‘= 9

XKypHan cobbITuii

CucTema Aypat

Buibop guneTpa Nepron
DUNbTP: [Hoahlﬁ hUneTp ¥ ] [Bem: nepuopn ¥
Letanu3auua: C w | Mo -

ﬂonoﬂuuTenhHol [ﬂochamh DTHE‘T] WHTEepaKTMBHLIN MOHUTOPUHT MokazeieaTe cekuwo "OdeTanuzauua”

CoxpaHuTh

BocCcTaHoBUTL

Wms druneTpa

LocTyn [ NioBoi Tun ] l

Yoanute

MNenbzoeaTens Tpynna

MpunoxeHune ObwexT

NwBon peayneTaT +
Nata/Bpema S

PezynbTat

CopTupoBaTe No

Barva/Bpema Mone3oeatens Fpynna foctyn Mpunoxenwe OB6sbexkt PesynbTaTt
18/05/2016... root roat Monyye... SNManager J/tmp/g... Yenex
18/05/2016... root root Mony4e... SNManager /tmp Yenex
18/05/2016... root root Monyye... SNManager Jtmpfg... Ycnex

Hazag

Nosuuns | 0 (El=—— 0(7664)

Ypanute BEHMCM] [CDXpEHMTh oTHeT
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2. YkaxuTe napameTpbl duabTpaunm.

Mone OonucaHue

Nms duneTpa Beeante ums gobasnsemoro punbtpa

Hoctyn BbibepuTe TN A0CTyna 13 packpbiBaloLLErocs Cnmcka

Monb3osatens | Beeante MMsA nonb3osatens

MpunoxeHne BeeaunTe nMa npunnoxxeHms

Mpynna BeeauTe nMa rpynnbl

Ob6bekT Beeante ums obbekTa

PesynbTat BbibepuTe pe3ynbTaT U3 packpblBaloLwerocs cnncka (ycnewHo,
HeycnewHo, ntobol pesynbTar)

CopTupoBatb BbibepuTe 13 packpbiBaloLwerocs cnncka cnocod copTmpoBku

no

Mopsaok BbibepuTe M3 packpbiBaloLWerocs cnncka nopsiaoK COpTMPOBKN (MpAMOW

COPTUPOBKM NN 06paTHbIN)

3. [lna coxpaHeHMs HacTpoek dhunbTpa U obaBneHUs ero B CNMCOK HaXXMUTE KHOM-
Ky "CoxpaHuUTb", pacrnofioXXeHHYo cripaBa.

[ns cKpbITUS rpynnbl NONen U KHOMOK HACTPOWKKM UNbTPa OTOXMUTE KHOMKY "[lononHUTensHo"

HoBbilh dunbTp 6yaet nobaBneH B CNmncok.

Ons ypaneHusa/pepakTupoBaHna napameTpoB ¢punbTpa:

1. Bbibepute B none "®dunpTp" HaseaHue duabTpa, NpegHa3sHa4YeHHOro Ans yaa-
NIEHUS N pefakTUPOBaHUSA, U HAXXMUTE KHONKY "[onoaHuTenbHo".
Ha cTtpaHuue nosBuTCa rpynna nonen n KHOMoK A58 HAaCTponKku puabTpa.
2. [nga yaaneHns unbTpa HaXxMuTe KHOMKY "YaanuTb", pacnonoXeHHYIo crpasa.
®dunbTp 6yAeT yaaneH s cnucka.
3. [na peaakTupoBaHMsa napaMeTpoB dUbTpa BHECUTE HYXHblE U3SMEHEHUS.
Ecnu TpebyeTcs 0TMEHWUTb M3MEHEHUS!, HAXMIUTE KHOMKY "BOCCTaHOBMTL", pacnonoXeHHyH cnpasga.
4. Tlocne BHeCEHUS U3MEHEHUN HaxmuTe KHOMKy "CoxpaHuTb", pacrnofioXeHHYo

cnpasa.

Ana coxpaHeHus oTyeTa B dain:

1. lNocne npocMoTpa CBEAEHWI, COAEPXALIMXCA B >KypHane, HaXMUTe KHOMKY
"CoXpaHUTb OTYET", PacroiOXXEHHYIO B HUXHEM NPaBoOM yriy CTpaHULbI.

OTKpoeTcsa CTaHAApTHbLIM AManor coxpaHeHus danna.

lMpeycMOTPEHO COXpaHeHe 0TYETOB B haiinax opmaTos htm, htmlu txt.

2. BblbepuTe nanky Ans coxpaHeHus daiifia, BBeAUTe ero HasBaHWe M HaxMmuTe

KHonky "CoxpaHuTb".

Ana 3anycka pe>XuMa UHTEPaKTUBHOIro MOHUTOPUHra:

e YCTaHOBWUTE OTMETKY B none "NHTepakTUBHbIA MOHUTOPUHI".

HacTpoiika ayauTa

Secret Net LSP

PykoBoACTBO aAMMHMUCTpAaTOpa

[na npoBefeHna ayauTa aAMUHUCTPATOp AO/MKEH 3adaTb NpaBuia, onpegensoLime
perncrpaumio Tex MM MHbIX COBbITUI B XypHane ayauTta. lNpaBuio ONMCbIBAET,
Kakoe fencTBne Haha 06bekTOM KakMM CyObeKTOM M C KakuUM pe3yfnibTaTOM AO0/HKHO
6bITb 3aperncTpMpoBaHoO B XypHane. Npn 3TOM 3ajaHue NpaBu pasaeneHo Ha HacT-
poiky ayanTa o6beKToB U HACTPOWKY ayauTa ceTu.

Hactpoiika ayamMTta 06beKTOB 3aknloyaeTcs B C/eAylolweM: Ans onpeaesieHHOoro
obbekTa darinoBon cuctembl (Katanora unu ganna) 3agaetca npasmno. B HeM yka-
3blBaeTCs cybbekT (Nonb30BaTeNb UM FPYyNMNa) U COCTaBSAETCS NepeyvyeHb AENCTBUI
(Hanpumep, 4YTeHMe UM nepeumMeHoBaHue dalina/kaTtanora, yaajaeHue wn np.),
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3aBepllarwmxca ¢ onpeaeneHHolM pesynbtatoMm ("ycnex" wnam "owwubka"). Ons
obbekTa MoXeT 6bITb 334aHO0 NPON3BOJIbHOE KoNn4yecTso npasma. COBOKYMHOCTb npa-
BWN, 334aHHbIX Anst 06beKToB, cocTasnseT 06y NOANTUKY ayanTa 06beKToB.

Hacrpolika ayauMTa ceTu 3aKoUaeTcs B 3a4aHK NpaBun Ans Bbl6paHHbIX Cy6beKTOB
(nonb3oBatenein u rpynn). MNpaBuio onpenensieT ceTeBble onepauun, 3aseplua-
IOLLMECS C OMpeAesnieHHbIM pe3ynbTaToOM UM MoAfexallue pernucrpaumm B >KypHane.
COBOKYMHOCTb MpaBus, 3aAaHHbIX ANs CyObeKTOB, COCTaBNsSET O6LLYH MOAUTUKY
ayauTa ceTu.

[Ana HacTpoikK NpaBua ayauTa:

e BbizoBUTE naHenb ynpasneHuss 6e3onacHoctbio (CM. cTp. 27 ) u B rpynne
"Cucrema xypHanmposaHusa" nepenante Ha ctpaHuuy "Hactpoika ayamta".

OTkpoeTcsa cTpaHuua "Hactpolika ayanta”, cogepxawias 3 BKIaaKu:

Bknapgka OnucaHue

AyauT 06BbeKToB HacTtpoika npaeun ayanta o6beKToB

AyauTt cetn HacTpoiika npaBun ayanTa cetm

lMpaBuna ayauTa MpocMoTp cBOAHOM Tabauubl NpaBun ayauta

[NaeHan =CUCTEMa MYPHANWPOBaHWA =HacTpoika ayauTa Q-'I - I]:I @

HacTpoinka ayguTa

AyowT obtekTos | AyanT ceTn ] Mpaeuna aygura ]

Nma ¥ Pazmep Tun Jata nzmeHeH CTaTyc ayauTa =
21 Drive 22.06.12 14:05

+ ATEST DIR Folder 22.06.12 14:05

+ config Folder 220612 14:04

+ bin Folder 22.06.12 13:55

+ boot Folder 18.05.12 16:06

+[] dev Folder 220612 14.04

+ etc Folder 220612 14:10

+ home Folder 220612 14:10

+ lib Folder 22.06.12 13:55 ||

+ lost+found Folder 18.05.12 15:59

+-[] media Folder 18.05.12 15:59

+ mint Folder 031011 6:52

+ opt Folder 220612 13:55

+ proc Folder 22.06.12 14.04

+ root Folder 220612 17:19 L

- F71 chin Enldar 27NAR17? 1355 R

N3MEHNTE Yoannte

e [1119 HACTPOMKWN NpaBu ayamTa nepenanTe Ha COOTBETCTBYIOLLYHO BKIAAKY.

Aypaut 06bekToB

Ana HacTpoikn ayauTa 06bEeKTOB:
1. Ha crtpaHuue "HacTtpoika ayamta" nepenante Ha BKIaaky "AyamT obbekTos".
Ha Bknaake oTobpakaeTcs KopHeBasi nanka 06bekToB )an/IoBOM CUCTEMBI.

Y nanok KOPHEBOIro KartaJsiora, NoCrtaBJIEHHbIX Ha KOHTPOJIb B paMKax ayauTa, B
KonoHke "CraTtyc ayauTta" otobpaxaetca otmeTka "Habnogaercs".

Ecnn Ha KOHTPOJ/Ib MOCTaBNEH BJIOXKEHHbIA 06bekT (KaTasnor unm dann), poau-
TeNbCKU 06beKT (Nanka) B KonoHke "CraTyc ayanTa" MMeeT OTMETKY B BUJE 3BE3-
LOYUKMN.

Secret Net LSP 82
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[nagHas >CuCTema MypPHANMpoBaHWA >HacTpolka aygnTa (i}:l F-D (1 @

HacTpoinka aygnTa

AyauT obLekToR | AyouT ceTn ] MNpaewna ayanTa ]

Nma ¥ Pazmep Twn fata nzMmeHeH CTaTyc ayauTta =
+[] etc Folder 22.06.12 14:10
+ home Folder 22.06.12 14:10 Habnopaetca —
+ lib Folder 220612 13:55
3 lost+found Folder 18.0512 15:59
+ media Folder 18.05.12 15:59
+ mint Folder 03.10.11 6:52
- opt Folder 22.06.12 13:55 Habniopaetcs
+ [ secretnet Folder 220612 16:38
+ [ VBoxGue. . Folder 210512 11:41
S proc Folder 220612 14:04  *
-] 1 Folder 22.06.12 14:04 *
- [ attr Folder 22.06.12 18:21 !
. 22.06.12 18:21 HabniogaeTcq
| | exec 0O bytes File 22.06.12 18:21
| | fsc... O bytes File 22.06.1218:21 —
I ke N hutac File: 22NAR1T 1871 &

2. [ns 3apgaHus/penakTnpoBaHus npasuna (MM npasun) Bbibepnte 06bEKT, BbI30-

BUTE KOHTEKCTHOE MEHIO 1 BblbepuTe KkoMaHay "HacTtponTb npasuna”.

Ecnm B BbiGpaHHOM 00bekTe (kaTanore) HaXo4UTC CUMBOSIbHAS CCbifka UK caM 0BBEKT SBNISeTCS
CMMBOJBHOM CCbINKOM, TO Ha 0BBLEKTBI, HA KOTOPbIE YKa3biBaeT CChifika, NpaBuia ayauta pacnpo-
CTpaHATLCS He OyayT, Tak kak npaBuna MPUMEHSIOTCA TOMbKO K AEACTBUTENbHLIM (haitnam 1
kaTanoram. Mpu 3ToM cam haiin — CMMBONbHas CChinka OyAeT NOCTaBEH Ha KOHTPOSb. Ecnin BbIOpaH-
HbIl 0GBEKT ABNSETCA CUMBOIBHOM CCbINKOIA, Mocne Bbibopa komanabl "Hactpouts npasuna” byget
BbIBEIEHO COOTBETCTBYIOLLEE NPEAYNPEXAEHNE.

MosiBnTcs okHo "MpaBuna ayamTa ansa obbekta".

@ » @ @
[NpaBuna ayguTta ons obvekTa
06bexT:fhome
Tun CybbekT RocTyn
He onpegeneHo " BCE He ycTaHoEneHo

[lobaeuTh | WM3MeHUTH YpanuTs
MpAMeHUTE | | OTMeHa

Ecnu npasuna ayguta ans gaHHoro obbekTa He HacTpauBanmMcb, NP NEPBOM OTKPLITUM OKHa
"MpaBuna ayauta ans obbekta" B Hem byaeT oTobpaxaThes WabnoH npasuna Ans Bcex cybbekTos
(cm. pucyHok Bbiwe). Mpu aTom napameTp "tun" (ycnex/owmbka) He onpegeneH, napameTp "goctyn" —
He YCTaHOBIEH.

3. [nsa pobaBneHns HOBOro npaBusia HaXxXMuTe KHoMky "JobaBuTtb".
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MosaBuTCcA okHO "lMNonb3oBaTenu v rpynmnbl”.

Monb30BaTeny W rpynnel | Tun cybbekTa

Umg A UID/GID B

= plugdev 46
&, operator 37 -
&, hogroup 65534 —
1 nobody 65534

1 hew_user 1001

-

PSR L e T

OK H OTMEHUTE l
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B okHe npeacraBneH cnncok Bcex cybbekToB (Monb3oBaTenen n rpynn).

[ns yno6cTBa MOXHO MCMONb30BaTh OUMBTP 0TOOPaXeHUs B CrIMCKE TONBKO MOMb30BaTenen unm
TOMBKO rpynn. [Ans 3TOro HaxmuTe KHOMKY "Tun cybbekTa" v B packpblBalOWEMCs ClUCKE yaanuTe

HEHY)KHYI0 OTMETKY.

4. BbibepnTe cybbekT n HaxmuTe KHonky "OK".

MosSIBUTCSH OKHO HaCTPOMKW NpaBuna.

MonkzoBaTent ppagin

LocTtyn Yenex Owwbka
OTEPEITWE (haiina Ha 4TeHwne ¥

OTEPEITWE (haiinafkaTanora Ha 2annce

Fanyck NporpaMmel

cozfgaHve thalinafkaTanora

yAaneHwe tainafkatanora

nepenMeHoBaHWe galna/kaTanora ¥
N3MeHeHWe aTpwbyToe (aina/kaTanoroe

3anpoc cBefeHniA o haine/kaTanore ¥
4TeHWe chaina/kaTanora

W3MeHeHWe coaepxumoro gaina ¥

Bce cobbiTiA ¥ ¥

ﬂO,ﬂ,TBEp,D,I.-‘ITb] [ OTMeHa

5. YCTaHOBUTE HYXHble OTMETKM U HaXXMUTe KHonky "lMoareBepanTb".

OkHO 3akpoeTtcs, n B okHe "lMpaBuna ayamTta 4na obbekTa" nosBUTCA CTpoKa

aobaeneHHoro npasuna.

Secret Net LSP
PykoBoACTBO aAMMHMUCTpAaTOpa
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@ m o
MpaBuna ayguTa onda obbekTa

0bwekT:/fhome

Tun Cybbekr HocTtyn
He onpepeneHo T BCE He ycTaHoBNEHD
ycrex ppagin 3amnycK NporpaMmel
Bce S8 dip CneynantHele
Ownbika irc nepenmMmeHoBaHne anna/kar...

OobaenTe WzmeHnTE Y0oanmTe

[I‘IpmmeHMTbH OTMeHa

6. [1na naMeHeHus npaBuaa BbibepuTe ero n HaXxXMuTe KHonky "N3meHuTb".

[ins ynanexus npasuna BbIGEPUTE €ro B CIMCKE U HAXMUTE KHOMKY "Y aanuTe".

7. lMocne pobaBneHns Bcex NpaBu HAXXMUTE KHoMKy "MoaTeepanTb”.

OkHo "lMpaBuna ayamTa ans obbekTa" 3akpoeTcsi, U Ha cTpaHuue "Hacrtpolika
ayamTa" B cnmcke 0b6bekToB B konoHKe "CraTyc ayauTa" nosiBUTCS OTMETKa O
NOCTaHOBKE 06beKTa Ha KOHTPOJIb.

8. Tlpun HeobxoammocTn BbibepuTe Apyron o6bekT U HacTponTe Ans Hero npaswuia
ayauTa B COOTBETCTBMU C NN. 2—7 JAaHHOM npoueaypbl.
Ana cHATUA o6beKTa C KOHTpoONs:

e Ha Bknagke "AyauT obbekToB" BblbepuTe 06bEKT, MOCTaBAEHHbI HA KOHTPOSb,
BbI30BMTE KOHTEKCTHOE MEHI0 1 BblbepuTe KoMaHay "Ouncrutb".

O6bekT byaeT CHAT C y4yeTa M B KoJsloHKe "CraTyc ayamTa" OTMEeTKa O MOCTaHOBKe
obbekTa Ha y4yeT byaeT yaaneHa.

Secret Net LSP 8 5
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Ayaut cetu

Ana HacTpoiikn ayauTa cetu:

1.

Secret Net LSP

Ha ctpaHuue "HacTtpoika ayamta" nepenante Ha BKIaaky "AyamTt cetn”.
Ha Bknazke oTobpaxalTcs npaBuia ayamTa ceTu:

[NaBHaA >CUCTEMa MYPHaNMpoBaHWA >HacTpoika ayauTa Q-‘I = [ @

HacTponka ayguTa

AyawT 0BBEKTOB | AYAWT CeTW | Mpaewna ayauTa

Tun CybbekT focTyn
He onpegeneHo T BCE He ycTaHoeneHo
Owwnbka backup CrneyunansHele
Yenex Ip CneymMankHele
Owwnbka ppagin CO3JaHME COKETa
Ycnex B8 ssh CreumnankHelie

NobaenTk N3mMeHuTE YpanuTe

Ecnv npasuna ayauTa ceTu He HacTpavBanuchb, Npy NePBOM OTKPbITUM BKNaakn "AyanT cetn" B Hel
Oynet oTobpaxaTses WabnoH npaBuna Ans BCex CyObekToB (CM. pucyHoK Bbiwle). [py aTom napameTp
"tun" (ycnex/owmbka) He onpeaeneH, napameTp "goCTyn" —He yCTaHOBIEH.

[Ons pobaBneHmnst HOBOro Npaswnia HaXxMmTe KHonky "o6aBnTb".
MNosiBMTCSA OKHO "Monb3oBaTenu n rpynnol”.

Bbi6epuTe cybbekT n HaxxmMmuTe KHonky "OK".

MosABMTCSA OKHO HaCTpOVikmn Npasuna:

NonezoeaTent Ip
MNpaewna

LocTyn Ycnex Owwbka
CO3JaHWE COKETA

MpueM/nepefada aTarpamm

YCTAHOBNEHWE CETEEOrD COEAMHEHNA

CoxpaHuTe OTMeHa

3apanTe npaBuo 41s BbibpaHHOro cybbekTa n HaxmuTe KHonky "CoxpaHuTb".

Ecnu gns paboThl C CeTeBbIMM COEAMHEHUSIMM MpOrpamMma Ucnonb3yeT (aiiroBble onepaLuu
uTEHWsI/3anucy, NpueM 1 Nepeaava aaTarpaMmm perucTpupoBaThes He Bymer.

OKHO HaCTpoOMKM npaBuia 3akpoeTcs, U Ha Bknagke "AyanT ceTn" NosBUTCA
nobaBneHHoe npasuno.

Ona nameHeHuns/yaaneHus npaBmna Bbl6epUTe ero U HAXMUTE KHOMKY
"UameHnT"/"YaanuTtb".

PykoBoACTBO aAMMHMUCTpAaTOpa 86
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Secret Net LSP

Mpocmotp npasun ayaura

[na npocMoTpa cBoAaHOM Tabnuubl NpaBw/i ayaMta o6beKToB M ayanTa ceTu nepen-

AanTe Ha BKnaaky "lMpasuna aygnta":

[NaEHaA >CUCTeMa MYPHaNMpoeEaHWA >HacTpoika ayanTa @

HacTponka ayguTa

* BCe NoNbL30BATENN W rpynnk

* Nonezoeatent backup

MNpaewnna ceTi:

MpeceTsl PesyneTaT

YCTAaHOBNEHWe | OwwBka
CETEEOro
COEAMHEHIA

* MNonezoBaTent dasmon

AyaunT oBLekToR ] AYLWT CETH MpaBuna ayanTa |

v

MpeceTel PezyneTaT ObBEKTEI
cozhaHne Owrbka o fprocfl/attrfcurren
thafinajkaTanora t

*MNonez0BaTeNk IrC

MpeceTsl PezyneTaT

Db BEKTEI

NeperMMeHoBaHNe Ownbka
thadnafkaTanora

@ fhome

PykoBoACTBO aAMMHMUCTpAaTOpa
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MpunoxeHue

YTunutbl Secret Net LSP

B naHHOM pasgene npvBefeHO OMMCaHME Cneunanm3nMpoBaHHbIX YTUAWT, WUCMNONb-
3yeMbIX B 3alMTHbIX nogcucremax Secret Net LSP, a Takxxe ocobeHHOCTU UX NMpuMe-

Secret Net LSP

HEHWA ANs BbINOMHEHNS OCHOBHbIX OMepaunii B peXxnMe KOMaHAHOM CTPOKM.
MpuBeAEHHbIE HUXXE YTUANTBI MCNONb3YIOTCS B CIEAYOLWMX 3a4a4dax:

e HacTpoyika napaMeTpoB MOJUTUK;

e yrnpaBfieHWe NepcoHanbHbIMN MAEHTUDUKATOPaAMK;

e 6e3onacHoe yaaneHue;

e pasrpaHu4yeHue JoCTyna K YCTpONCTBaM;

e KOHTPOJIb LIENOCTHOCTU 06BbEKTOB haliflIoBON CUCTEMBI;

® HaCcTpoWkKa npaswi ayauTa;

e yrpaB/ieHMEe PEXMMOM ayTEHTUDMKALNM;

e HacCTpoViKa yAaneHHOro ynpasieHus;

e pe3epBHOE KOMUpoBaHue;

e paboTa cixypHanamu;

e reHepaums cnydanHbIX Naponen.

YTUnuTbl pacnosioXXeHbl B KaTanorax /opt/secretnet/bin n /opt/secretnet/sbin.

HacTponka napameTpoB NONUTUK

[Ona BbINONHEHUS HACTPOMKKM MapaMeTpoB nMoaMTuk (cM. ctp.44, ctp.53) ncnonb-

3yeTtcs ytunmTa snpolctl, pacnonoxeHHas B kaTanore /opt/secretnet/bin.

Mpumepsbl KOMaHA:

snpolctl -p token_mgr -c YcTaHOBUTb 3Ha4YeHMe NapamMeTpa "YcuneHHas

authentication,strength,1 ayTeHTUdMKaumna" — "BritoyeHo"

snpolctl -p token_mgr -c YCTaHOBUTb 3Ha4YeHMe napameTpa "YcuneHHas

authentication,strength,0 ayTeHTUdumKaumna" — "BbikntoyeHo"

snpolctl -p control -c access_ | YcTaHoBUTb 3HauyeHne napametpa "Pexum pabotbl”

control,mode, 1 NOACMCTEMbI pa3drpaHuyeHmns ocTyna Kk obbekTam daliioBon
cuctembl — "BkntoyeHo"

snpolctl -p control -c access_ | YcTaHOBUTb 3Ha4YeHne napameTpa "Pexum pabotbl”

cncTeMbl — "BbIkHOYeHO"

control,mode,0 NMOACUCTEMbI pa3rpaHnUyeHmns 4ocTyna K o6bekTam hansiosomn

YnpaBneHue nepcoHanbHbIMU MAEHTU(MKaTOPaMK

[Nns BbIMONHEHMS onepaunin C NepcoHanbHbIMM naeHTUduUKatopamm (CM. CTp.

45)

ncnonb3yetcsa ytunmta sntokenctl, pacnonoxeHHas B katasnore /opt/secretnet/bin.

Knou Onucanue

K MOJib30BaTeIAM.
B cocTtaBe HeCKoMbKMX KOMaHA, Bcerga
BbIMNONMHAETCA I'IEpBOVI

-1 --list BbIBOAWT CMMCOK BCEX 3apErnMCTpMpPOBaHHbIX
NnepCcoHanbHbIX NAEHTUGHUKATOPOB C MPUBA3KON

-b --bind MpuBA3bIBAET HOBbIM MAEHTUdMKATOP
<MNOJIb30OBATEJIb> | <MOJIb3OBATEJ/1b> | k nonb3oBarento.
He ncnone3syercs c kntoyamm "-p", "-K", "-c

-u

n

PykoBoACTBO aAMMHMUCTpAaTOpa
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Knou Onucanue

-c --change MeHseT KoM Nonb30BaTens.
<MONb30OBATE/Ib> | <MOJSIb3OBATEJIb>| He ncnons3yerca c kitoyamm "-P", "-K", "-b" 1
"y

-a --set -acls Tonbko ana naeHtndmkatopos Rutoken.
3awmwaet dann NpmMBA3KN Ha nAeHTUdnKaTope
PIN-kogoMm.

He ucnonb3syetcs c kntoyamm "-P" n "-K"

-p --write-password 3anucbiBaeT Naposb Nonb30BaTeNns B
naeHTndunKaTop.
Ncnonb3yertcs ¢ ktoyom "-b"

-k --write-key 3anucbiBaeT 3aKpbITbIi K1Y B U AEHTUdMKATOP.

Ncnonb3yeTcs ¢ kntoyom "-b".

Ecnn y nonb3oBatens ewe HeT napbl KJOYeNn,
OHa reHepupyerTcs.

Ecnu y nonb3oBaTens yxe ecTb Napa Kir4yen,
HeobXxoAMMO NpeabsBUTb NAEHTUdUKaTOP, B
KOTOPOM XPaHWUTCS 3aKpbITbIl K1tOY

-s <HOMEP> --serial <HOMEP> | BbinonHseT onepauunto C MAEHTUPMKATOPOM C
yKa3aHHbIM CEpUINHbBIM HOMEPOM.
Wcnonb3yertcs ¢ kntovamm "-u", "-p", "-K",
" lI_RlI

_rn

-P --add-password [lo3anuncbiBaeT Naponb Ha yXKe NpUBSA3aHHbIN
naeHTndunKaTop.
He ncnonb3yetcs c kntoyamm "-b", "-R" n "-u"

-K --add-key Jlo3anuncbIBaeT K104 Ha YXXe NPpUBS3aHHbIN
naeHTndukaTop.

Ecnu y nonb3oBaTens elle HeT napbl K/IOYen,
OHa reHepupyertcs.

Ecnu y nonb3oBaTens yxe ectb

napa knto4en, notpebyercs NpeabsSBUTL
NAEHTUDUKATOP, B KOTOPOM XPaHUTCS 3aKPbITbIN
KITHOY.

He ncnonb3yetcs ¢ knoyamm "-b",

oy ey

-r --remove-password | Yaanser naponb nonb3osartens us
NpuBA3aHHOro MAeHTUbMKaTOpa

-R --remove-key YpanseT 3aKpbITbil K04 U3 paHee
NpUBA3aHHOIO naeHTUdMKaTopa

-u --unbind OTBsi3bIBAET naeHTUdbUKaTop.
He ucnonb3syetcs c kntoyamm "-P", "-K" n "-b"

-d --delete Ypnanset aaHHble Secret Net LSP u3
naeHTndurkaropa.
Ncnonb3yertcs ¢ ktoyom "-u"

-e --erase Ypanser AaHHble u3 naeHtndukaropa.
NaeHTudmKaTop He A0MKEH BbiTb MPUCBOEH
nonb3oBaTento
-L --lock Bnokunpyet nageHtudunkartop
-U --unlock Paz6noknpyet naeHTndmkaTop
Secret Net LSP 89
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Knrou OnucaHue
- HasHauaeT paHee NnpuBsi3aHHbIN
B<MNO/Ib30OBATEJ1b> naeHtTudmkaTop (Hanpumep, B Secret Net gns

Windows) MOJIb3OBATEJTIO. Y
MOJIb3OBATEJIA He A0MXHO 6bITb
NMPUCBOEHHbIX NAEHTUPUKATOPOB.
Ob6pabaTtbiBaeMblii MAEHTUGUKATOP NpoBeEpPSETCS
Ha NpeaMEeT Hanuuus napons

n kntoya. Ecnu yto-nnbo obHapyxmneaeTcs, 3Tm
LaHHble npueasbiBaoTcs K [MOJIb3OBATEJSIO.
Mpwu ykazaHWn faHHOro Katya BCe oCcTasibHble
K/TH04N UTHOPUPYIOTCS

--change-password | MeHseT naponb Nosb30BaTeNs Ha Naposb,

XpaHAwWmica B naeHTudmkaTope. Mcnonb3yercs
COBMECTHO C KkJito4om "-B"

Mpumepsbl KOMaHA:

sntokenctl —b test_user -p MpuBsizaTe HOBbIN NAEHTUhMKATOP K Nonb3oBaTento test_

user n 3anucaTtb B uaoeHTU@MKaTop naponb

sntokenctl —u -s 12345678 OTBsizaTb naeHTMdUKaTop C CepuiiHbIM Homepom 12345678

sntokenctl -L -s 12345678 Paz6nokmpoBaTb MAEHTUPMKATOP C CEPUNHBIM HOMEPOM

12345678

BesonacHoe yaaneHue

Ons 6e3onacHoro yaaneHus gannos (cMm. cTp.69 ) ucnonb3yetca ytunuta shred,
pacnonoxeHHas B katasnore /opt/secretnet/bin.

Knrou OnucaHue

-f --force M3MeHseT npaBa, paspeluas 3anucb, ecnm Heobxoammo

-n --iterations=N | NMepenucbiBaeT N pa3 BMecTo (3) MO yMOT4YaHMIO
--random- . MonyuaeT cny4daiHble yncna us dana (No yMonyaHuto
source=®AWNJT | /dev/urandom)

-s --size=N Ounwaet N 6anT (Bo3MOXHbI cydpdukcel Buaa K,M,G)

-u --remove O6pesaeT u yganseTt dann nocsie nepesanmcm

Y --verbose Moka3sbiBaeT nporpecc

-X --exact He okpyrnset pasmepbl arinos Ao cneaytowlero uenoro 6s1oka . Mo

YMONTYaHUIo ANs HeO6bIYHbIX halinos

-z --zero Mepe3anuncbiBaeT B KOHLE HYNSMK, YTOObI CKPbITb NepeMeLllnBaHmne
--help BbIBOAWT CpaBoYHYO MHMOPMaLMIO O MPUMEHEHUN YTUNUTBI
--version BbiBOAWT MHMOPMaLMIO O BEPCUMN YTUAUTDI

Ons ynaneHns obbl4HbIX halioB UCMONb3yeTcs KAy -—remove (-u).

& B HekoTOpbIX (palrinoBbiX cucremax npumeHeHmne ytunutbl shred He gaeT rapaHTum
3¢ dekTnBHoro 6esonacHoro yganeHus. Npumepamm taknx annoBbiX CUCTEM ABNAS-

HOTCA:

e  XypHanupytowme dalifioBble CUCTEMbl B COCTaBe onepaLmMoHHbIX cuctem AIX n
Solaris: JFS, ReiserFS, XFS,Ext3 n gp. B Takux cncremax ytunuta shred pabotaer
KOPPEKTHO, €C/IM B HUX OTKJIIOYEH PEXMM KELLMPOBAHMUS.

e (daiinoBble CUCTEMbI, KOTOPblE 3aM1CbiBalOT M36bITOUYHbIE AAHHbIE M COXPaHSIOT
paboTocrnocobHOCTb AaXke B Cyvasx HeyaauHblX 3anmcein, Hanpumep, panosbie
CUCTEMbI, OCHOBaHHbIe Ha TexHosnornm RAID.

Secret Net LSP
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e ®dainoBble CUCTEMbI, KOTOPbIE CO34Aal0T CHUMKW COCTOsSiHUSA, HanpuMep, NFS-cep-
Bep oT Network Appliance.

e (darinoBble CUCTEMbI, KOTOpPble KEeWMpYoT dalifibl BO BPEMEHHbIX XpaHWauLax,
HanpuMep, knneHTobl NFS Bepcnn 3.

e (CxaTble baliioBble CUCTEMBI.

PasrpaHuyeHune gocTyna K yCTpoMucTBam

[nsa pasrpaHvyeHuns U KOHTPOS nNpaB AOCTyrna K ycTrpoucream (cM. cTp.58) ncnonb-

3yeTcsa yTuamMTa sn

devctl, pacnonoxeHHas B katanore /opt/secretnet/bin.

Knrou OnucaHue

-l --list OTobpaxkaeT CNMCOK WWNH N YCTPOWCTB

--verbose| OTobpaxaeT AeTanM3npOoBaHHbIA CMUCOK LWWH U YCTPONCTB
-r --rules Otobpaxaer npasuia 415 WWH 1 YCTPOICTB

--dev-id | OTobpaxcaer neTann3npoBaHHy MHMOPMaLMIO 0 NpaBuiax ans

YCTPONCTB

--bus-id | OTobpaxaer aeTann3npoBaHHYIO NHMOPMaLMIO 0 Npasnaax ANS WWH
-a --add [obaBnseT ycTponcTeo
-d --delete | Ypansiet ycTpoicTBo
-s --set YcTaHaBnMBaeT npasa A0CTyna AN WWHbI UK YCTPONCTBa
-V --verbose| BbiBoauT 60nee geTanbHy0 MHMOpMaUnio
-h --help BbIBOAMT cCnpaBoYHYO MHMOPMALMIO O MPUMEHEHWNWN YTUNTbI

MapameTpbl oNA KOMaHA:

Mapamerp OnucaHue

--bus-id NpeHTndunkaTop ANS WUHbI
--device-id NaoeHTudukaTop aAna yctponcraa
--idVendor MaeHTudurkaTop npomssoanTens
--idProduct NaeHTndurkatop npoaykTa
--vendor MpoussoauTenb

--product Mpoaykt

--serial CepuitHbIA HOMEp

-u; --user [aHHble nonb3oBaTens

-g; --group [aHHble rpynnbl

Mpumepbl KOMaHA:

sndevctl --list

BbIBECTN CMMCOK BCEX YCTPOWCTB

sndevctl --Iv

BbiBeCTN AeTann3npoBaHHbIA CMNCOK BCEX YCTPOUCTB

sndevctl --rules

BblBECTV NpaBuna ANs BCEX YCTPOWCTB

id=usb

sndevctl --rules --bus- BbiBeCTV feTann3mMpoBaHHY MHGOPMaLMIO O NpaBuiax ans

YCTPONCTB, NoakKtovaeMbix kK USB-wwimHe

sndevctl --rules --dev-id=1 BbiBeCTN AeTann3npoBaHHYO MHMOPMaLMIO 0 Npasuaax Ans

ycTponcTaa 1

sndevctl --add 8:0

[Job6aBuTb ycTponcTBo C naeHtTudukatopamm 8 (major) n 0
(minor)

Secret Net LSP
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sndevctl --set --dev-id=1
--label="Kingston"
--user=test:write
--group=test:read
--default=none

YCTaHOBMTb NpaBa A0CTyna K yCTPOMUCTBY 1 M NpuUCBOUTL
ycTponcTBy MeTky Kingston.

lMpaBa goctyna:

Ans nonb3osatens test — 3anuce;

ANna rpynnel test — uteHue;

ONS OCTanbHbIX — HET AOCTyna

sndevctl --set --bus-id=usb
--user=test:write
--group=test:read
--default=none

YcTaHoBUTb Npasa Aoctyna kK USB-wwunHe:
Ang nonb3osartens test — 3anuce;

ana rpynnbl test — yteHue;

AN OCTanbHbIX — HET A0CTyna

KOHTpOﬂb LeJIOCTHOCTHU

Ons BbINONHEHMS npoueayp, CBA3aHHbIX C KOHTPOMEM LIEeIOCTHOCTU O6bEeKTOB
dannoson cucremol (cM. cTp.65), ncnonbsyetcs ytunmta snaidectl, pacnonoxeHHas
B KaTasore /opt/secretnet/bin.

<OANNbI=ONAT:...>

Knrou OnucaHue

-C --check BbINONHSET KOHTPO/b LIETOCTHOCTU.
Ecnw ykasaHa gaHHas onums, ocTtanbHble ONumm
yunTbIBaTLCA HE BYyAYyT

-l --list=[ AN, ...] Moka3sbiBaeT darnbl, AN KOTOPbIX BKTIOYEH KOHTPO/b
LLeIOCTHOCTY.
MoxeT NpMHUMaTb apryMeHT — pasAefeHHbli 3ansTbiM1
Cnucok cannos.
[aHHYI0 Onumnio MOXHO yKa3aTb TOIbKO OAMH pas 1 OHa
Bceraa obpabarbiBaeTcs nepBom

-s --set BkntoyaeT KOHTpONb LenocTHocTn ansa dannos. Cnncok

darinoB pasgeneH 3anaTbiMu.

Ecnwn paHHas onuma ykasaHa HeCKonbKo pas, onuuu 6yayT
06beinHEeHbl B OAMH 3anpoc.

[Oonyctumble dnaru:

e NORMAL - o6HapyxwuBaTb 1 NpOTOKONMPOBaTb Nt06bIe
n3MeHeHus darina;

e NORMALBACK - o6Hapy»xu1BaTb, NpOTOKONMPOBaThb U
OTMEHSTb Nt0bble M3MeHeHUs alina (BoCCTaHOBUTb
danin n3 pesepBHON KonNun);

¢ NORMALLOCK - ecnu cdavn naMeHeH,
3anpoToKONIMpPOBaTh CO6bITUE M 3a61OKMpPOBaTb CUCTEMY;

¢ NORMALBACKLOCK — BOCCTaHOBUTb M3MEHEHHbIV haiin n
3abnokmposaTb cucTeMy

-u --unset <®ANI,...>

OTK/1H0YaET KOHTPOb LenocTHOCTM Ansa darnos. CnmMcok
¢annos pasgeneH 3anaTbiMu.

Ecnu paHHas onumsa ykasaHa HecKonbko pas, onuuu 6yayT
ob6beanHEHbI

-U --unset-all

OTKJTHOYAET KOHTPOS1b LLeTOCTHOCTKN AN BCeX 061HEKTOB.
[JaHHY0 Onumio HesMb3s UCNOMb30BaTb COBMECTHO C APYruMu

-i --init

MNepenHnumnanmsnpyet 6asy AaHHbIX KOHTPOJIS LLESIOCTHOCTY.
Ecnu ykasaH AaHHbIV KoY, oCTalbHble Koun
He YyUYMTbIBAOTCS

& B HekoTOpbIX Cryyasx, B 3aBUCMMOCTM OT CTPYKTYpPbl KAaTanoroB U Hanuumsi CUMBOMUYECKMX CChINOK, Npu
BbIMOSTHEHWUN KOHTPONS LIENOCTHOCTY C Krioyom "-c" (—check) B BbIBOAMMOM 0TYeTE 3HaYeHne napameTpa
Total number of files MOXeT 0TAMYATLCS OT AENCTBUTENBHOTO B CTOPOHY YBEMUYEHUS.
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Mpumepbl KOMaHA:

snaidectl --list=filel,file2

Mokasatb NnapameTpbl Ans dannos filel u file2

file2=NORMALBACK

snaidectl --s filel=NORMAL.:

Bkntoyaet koHTponb ans davnos filel u file2 ¢ dnaramm
NORMAL 1 NORMALBACK cooTBETCTBEHHO

snaidectl —u filel

OTkntoyaeT KOHTpoNnb Ana darna filel

UcknioueHun:

snaidectl -s /etc=NORMAL

Bkntoyaet kKoHTponb Ang katanora /etc

snaidectl -u /etc/modules.conf OTkntoyaeT KoHTponb Anga darvna /etc/modules.conf

MpaBuna ayauta

Ons npocMoTpa M peAakTMpoBaHuWsa npaBun ayauTta (cM. cTp.75 ) mcnonb3lyeTcs
ytunnta snauditctl, pacnonoxeHHas B katanore /opt/secretnet/bin.

Knou

Onucanue

-1 --list

MokasblBaeT TekylUMe npaBuia ayamTa

-A --add

[o6aenser npasusio ayanta

-m --modify=ID

N3meHseT npaBuno ¢ naeHTndukatopom ID

-d --delete=1D

Ypanset npasuno ¢ naeHtudunkatopom ID

-D --delete-all

Ypanset Bce npasuna

-C --comment=TEKCT

YcTaHaBnMBaeT TEKCTOBbI KOMMEHTapuii Ans npasuna.
Wcnonb3syetcs ¢ kntoyamm "-A" n "-m

-u --user
=MNONb30BATE/b,

PazzeneHHblii 3ansSTbiMM CMMCOK MOMb30BaTeNel, K KOTOpbIM
NpUMeHsIETCS NPaBusIo

-g --group=TrPYTMA

PazzeneHHblii 3ansSTbIMM CMMCOK FPYNM, K KOTOPbIM
NpUMEHSIETCS NPaBnsIo

-0 --object=0BbEKT

KoHTponupyembii OBbEKT (dain nnu katanor). Ecnm
TpebyeTcs oTCnexunBaTb HECKOMbKO (aiioB U/Mnn Katanoros,
yKaXuTe faHHY0 OMLMI0 HECKObKO pa3 (415 Kaxaoro
obbekTa)

-a --action
=/JIENCTBME,...

PazaeneHHbIn 3ansSTbiIMM CNNCOK AENCTBUI, OTCIIEXMBAEMbIX
npasusioM.

Bo3MoxHble aencTens:

e Read - yteHue alina unu Kkatanora;

e Stat — 3anpoc cBoicTB danna unm Katanora;

e Write - 3anucb B hann;

e Chattr - nameHeHune cBoncTB dalina unm katanora;
¢ Rename - nepenmMeHoBaHuWe daina nnu katanora;
e Delete - yaaneHue cdaina nnn katanora;

e Create - co3paHue danna nnm katanora;

e Exec - 3anyck nporpammbl;

e Socket - oTKpbITNE COKeETa;

e Dgram - oTnpaska/npuem gatarpamm;

e Connect — ycTaHOB/EHWNE CETEBOro COeANHEHUS;

e Openr - OoTKpbITUE (alina Ha YTeHue;

e Openw - oTKpbITMe anna/katanora Ha 3anucb

Ecnu TpeGYETCﬂ oTcneXueatb onepaunn 3anncu B KaTtajsore, ykKaxuTe aencreune

openw.

Ecnm onuumn "-u
Mosib30BaTENSAM.
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Mpumepbl KOMaHA:

snauditctl -A -o /etc/passwd —a openr CnepuTb 3a NoNbITKaMU YTeHUs darina
/etc/passwd ntobbiM Nnonb3oBaTeneM. MokasaTb
napametpsbl ansa dainos filel u file2

snaudit -A -0 /sbin —a exec —u test_user | CneguTb 3a NONbITKaMK NOMb30BaTENSA 3aNyCTUTb
nporpaMmy 13 kartanora /sbin

HaCTPOﬁKa YAaneHHoro ynpaBneHusa

[ns HacTporikn yaaneHHoro ynpasneHus (CM. cTp.7 2) UCNOoJb3yeTcs yTUamMTa
snnetctl, pacnonoxeHHas B kaTanore /opt/secretnet/sbin.

Knrou OnucaHue

-e --enable Br/1toYaeT pexuM yaaneHHoro ynpaeneHus. B o6a3artenibHOM nopsake
TakXke HeobxoaMMO yKasaTb napamerpsl -1, -u, -p

-d --disable BbIKNOYaET pexXunM yaaneHHoro yrnpasneHms

-s --status [TokasbIBaeT TeKyLee COCTosiHUE CoeANHEHNSA C CEpBEPOM
6e3onacHocTn

-l --location OnpenenseT TMN XpaHUNULLA AaHHbIX, UCMOMb3YyEMbI CEpBEPOM

<location> | 6e3onacHocTn. <location> moxeT npuHumaTb 3HavyeHnsa AD nnwm LDS

-u --login OnpepensieT AOMEHHOE UMS NOSIb30BaTEN A AAaHHOM0 KOMMboTEepPa, Nnoa
<login> KOTOPbIM OH ByAeT BXOAUTb B CUCTEMY

-t --timeout Onpenensier NepuoANYHOCTb, C KOTOPOW KIIMEHT O6HOBSET CBOM
<value> HaCTPOMKN NP BKIIHOYEHHOM yAal€HHOM YrpaBfieHun

Y --servers MokasbiBaeT Ids cepsepa

-C --lds-server | OnpeaensieT NpMopuUTETHbLIN cepBep |ds ans nogkntoYeHms
<server>

-h --help BbIBOAUT CMpaBoOYHY0 MHGMOPMaLUIO O MPUMEHEHUN YTUAUTBI

Mpumepsbl KOMaHA:

snnetctl -e -u userl -l Ids -c sb1.pit.local | MoakntounTbCs K cepBepy 6e30nacHOCTH
sb1.pit.local c TMnom xpaHunuwa aaHHbIX Ids
noA nMeHeM nosnb3osaTtens userl

snnetctl --disable BbIKNOUMTE PEXWUM yAaNneHHOro yrnpasneHums

snnetctl -s Moka3aTb TeKyLlee COCTOSIHUE CORLUHEHUS C
cepBepoM 6e30MacHoOCTH

Pe3epBHoe konupoBaHue HacTpoek Secret Net LSP
[ns BbINO/IHEHUS OnepaLnin pe3epBHOro KONMpoBaHUsS U BOCCTAHOBIEHWUS UCMOSIb-
3yetcs ytunmTa snbekctl, pacnonoxeHHas B katanore /opt/secretnet/bin.
O6beKkTamMm KONMMPOBAHMS U BOCCTAHOBIEHUS ABNAIOTCA:

L4 AaHHbI€ O No/1b30BaTeNAX U rpynnax;,

e 6a3a pgaHHbIX HacTpoek Secret Net LSP;

®  COAEPXMMOE XYpHanoB.

Knou Onucanue

-1 --list BbIBOAUT CMNCOK MMEIOLLIMXCS PE3EPBHbIX KOMWUit. [JaHHYto
onunr MOXXHO yYKa3saTb TOJIbKO OAWH pa3 U OHa BCerga
obpabaTbiBaeTcs nepBoi

Secret Net LSP 9 4
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Knou

OnucaHue

-b --backup=[OBbEKT,...]

BbinonHseT pesepBHOe KONWpoBaHne 06beKToB (CNUCOK,
pasaeneHHbI 3anaTbiMn).
Ecnu 06bekTbl He YKka3aHbl, BbINO/THSAET NOTHOe
pe3epBHOe KOMMpoBaHue.
JonycTuMble 06beKTbl:
e Users — AaHHble 0 Nonb3oBaTensx 1 rpynnax;
e Snsettings — 6a3a gaHHbIX HacTpoek Secret Net LSP;
e Logs - xypHansl ;
e He MoxeT ncnonb3osatbcs ¢ onuuamm "-r' n "-d"

-d --delete

YLI,aﬂﬂeT pe3epBHYO KOMUK.
Tpebyetcs ykazaHue onunm "-i"

-r --restore=[OBbEKT,...]

BoccTaHaBnuBaeT ykazaHHble 06 beKTbl 3 pe3epBHOM
Konun (CNUCOK, pa3AeNeHHbIN 3ansTbiMuK).

Tpebyetcs ykazaHue onunm "-i".

Ecnu 06bekTbl He YKa3aHbl, NbITAeTCS BbINOMAHUTb NOSIHOE
BOCCTaHOB/IEHME.

He moxeT ncnonb3osatbcsd ¢ onuymsamum "-b" n "-d"

-i --id <ID>

Yka3biaeT ID pe3epBHOI KONuu.
Mcnonb3yeTtcs coBMecTHO ¢ onuunsmm "-r" n "-d"

KoMMeHTapuii Ansa HOBOW pe3epBHOM KOMuu.
Wcnonb3yeTtcsa coBMeCcTHO ¢ onuunen "-b"

Mpumepsbl KOMaHA:

snbckctl -b

BbINONHSET NOMHOE pe3epBHOE KOMpoBaHme

snbckctl -r -110

BbinonHseT nosiHoe BOCCTaHOB/IEHUE U3 pe3epBHOMN
konmu ¢ ID 10

snbckctl —-backup=users,snsettings | BoinosnHseT pe3epBHOe KonMpoBaHue 6asbl AaHHbIX

nonb3oBaTesnen n HacTpoek Secret Net LSP

snbckctl —-i 11 --restore=users

BoccTaHaBnMBaeT AaHHbIE O NOb30BaTENSAX U3
pesepBHoOW konun c ID 11

Akcnopt u umnopt HacTpoek Secret Net LSP

Ansa sakcnopra HacTpoek:

1. BbInonHUTE pe3epBHOEe KonnpoBaHue HacTpoek Secret Net LSP:

#snbckctl -b

nnu
#snbckctl —--backup

ApXVMB pe3epBHOW KOMUWU COXpaHSeTCca B kaTtanore /opt/secretnet/usr/backup n
nmeet nms <ID_pesepBHON_Kkonuu>.tar.gz.

2. BbinonHuTe BbIBOA pE3EPBHbIX KOMWIA:

#snbckctl -1

3. BbINONHUTE 3KCNOPT HEO6XOAMMON pe3epBHOM KOMUK':

#snbckctl -e -i <ID_ pesepBHON konmm>

nnn

#snbckctl --export --id <ID_pe=epBHON_Kommm>

Ana uMnopTa HacTpoek:

1. CkonupyiTte danin apxmBa pe3epBHON KONUK B KaTasaor

/opt/secretnet/usr/backup/.

2. BbINoAHWUTE MMMOPT PE3EPBHOMN KOMUK:

Secret Net LSP
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#snbckctl -m -i <ID pesepBHOM KOnmm>
nnm
#snbckctl --import --id <ID_ pesepBHOM Konmm>

rae ID__pesepBHOV_Konnu — 3To nMsa dakina apxmea 6e3 paclunpeHms.
BbINONHUTE BOCCTAHOB/IEHME HAaCTPOEK U3 UMMOPTUPOBAHHOM pe3epBHOM KOMUN:
#snbckctl -r -i <ID pesepBHOM Konmm>

roe ID_ pe3epBHON_KOMWKM — 3TO UMS KaTasora, MoOJlyYeHHOro B pe3ysbTaTte
BbINO/IHEHNSA onepaunn nMnopta (CM. gencreume 2).

MepeHoc koHdurypaumm Secret Net LSP npeabiaywmx Bepcumn Ha
Tekywy Bepcuto Secret Net LSP

Cnomowbto ytunutel snbekctl, pacnonoxxeHHon B katanore /opt/secretnet/bin, mox-
HO BbIMOJIHUTbL COXpaHeHue kKoHdurypaumm Secret Net LSP npeapiaywmx Bepcuin m
ee nepeHoc Ha Secret Net LSP npu o6bHoBneHunn sepcun C3U.

Ana nepeHoca KOHPUrypaumm:

1.
2.

o

BbinonHuTE BXOA B CMCTEMY NMOA YYETHOWM 3anmMCbio root.

CoxpaHuTte KoHdUrypaumio Secret Net LSP. ina 3Toro B koMaHAHOW obonouke
BbIMNO/IHUTE KOMaHAY :

#snbckctl -b
KoHdurypauns coxpaHsieTcs B katanore /opt/secretnet/usr/backup/<ID>, roe -
<ID> 3TO creHepnpoBaHHbIN CUCTEMON HOMEP pe3epBHON KOMUW.

CKOI'IVIpyf;ITe CO3JaHHYI0 pe3epBHYI0 KONWIO B Nanky nosib3osaTensd. [insa aTtoro B
KOMaHAHOM 060/104Ke BbINONHUTE KOMaHAy:

#cp -r /opt/secretnet/usr/backup/<ID> /home/user/
Ypanute Secret Net LSP npeabiagywei Bepcnun. 1ng aToro Heob6xoammo 3anyCcrnTb
YCTaHOBOYHbIN pann u cornacnTbcs Ha yaaneHue MO.
O6HoBuTe OC oo HeobxoaMMON BepcUMK sapa.
YcraHoBuTe TekyLyto Bepcunto Secret Net LSP.

CkonunpynTe Co3AaHHYI0 pe3epBHYIO KONWIO B KaTanor /opt/secretnet/usr/backup.
[ns aToro B KoMaHAHOW 060/104Ke BbINOSIHUTE KOMaHAy :

#cp -r /home/user/<ID> /opt/secretnet/usr/backup/

BoccTtaHoBuTE KOHUIypaLmio N3 pesepBHoOM Konuu. [Ans aToro B KoMaHAaHoM 060-
JI0UKe BbINOMHNTE KOMaHAy :

#snbckctl -r -i <ID>

B cnyyae BO3HMKHOBEHWNSA OLL M60oK BbINOHUTE KOMaHAy NOBTOPHO.

Pabota ¢ xypHanamu

[ns paboThl € XXypHanaMm ncnonb3yetcs ytuamta snjrnl. C noMOLL b YTUUTBI MOX-
HO BbINOJSIHSATbL CieaytoLLMe onepaumn:

npocMaTpuMBaTh 3aMMCU CUCTEMHONO XYypHasna v XypHana ayauTa";
YOANATb 3anncK 13 6asbl AaHHbIX XXYPHAsoB;

3KCMOPTUPOBATh 3aNNCK XYpPHasoB B daitn;

MMMOPTUPOBaThL 3aNnCK XYypHasnos 13 daina.

YTunuTa BbI3blBaETCH U3 KaTasora /opt/secretnet/bin.

Knrou OnucaHue
-h | --help BbiBOAWT cnpaBoYHy MHMOPMaLMIo O MPUMEHEHUN YTUNUTbI
-S | --syslog Mcnonb3oBaHue 6a3bl AaHHbIX CUCTEMHOrO XXYpHana

Secret Net LSP
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Knrou OnucaHue

-A | --audit Mcnonb3oBaHue 6a3bl AaHHbIX XXypHana ayauTa

-w | --view TonbKo NPOCMOTP BbI6paHHbIX 3anuncei. Ecnn BpemMeHHoONM nepunoa He
yKasaH, no ymonyaHuio 6epercs Tekylwmn AeHb

-e | --export=®ANJT | DkcnopT xypHanos n3 6assl B daitn

-d | --delete YpaaneHuve sKCnopTUPOBaHHbIX 3anmcen n3 6asbl AaHHbIX

-i --import=®AIAT | UMRopT xypHanos U3 daitna B 6asy AaHHbIX

-D | --delete-only Tonbko yaaneHue 3anucen n3 6asbl 6e3 akcnopTa. Koy Henb3s
MCMNONb30BaTb COBMECTHO C Ktodamm "-i" n "-e"

-f | --from=JATA MpocMoTp/aKkcnopT/yAaneHne 3anncei, Co3faHHbIX He paHee Yem
OATA (AA.MM.ITTT)

-t | --to=[ATA MpocmMoTp/3aKcnopT/yAaneHue 3annucen, Co34aHHbIX HE Mo34Hee YeM
OATA (BA.MM.ITTT). YoanseT naponb Nonb3oBaTens u3
npuBA3aHHOro naeHTuduKaTopa

-v | --verbose BbiBOA 0TNaAo04HbIX COOBLLEHMI

leHepaumsa cnyyanHbIX naponen

CnomMoLbto yTUINTLI passgen, pacnosioXXeHHOM B KaTasnore /opt/secretnet/bin, Mox-

HO

BbIMOJIHNTb reHepauunto C)'Iy‘-laﬁHle naponeﬁ C ncnonb3oBaHMEM annapaTtoro

AaTunka cnydanHbix yncen (ACYH) nporpamMmHo-annapaTHoro komnnekca "Cobonb"
(MAK "Cobonb") B COOTBETCTBMM C YCTAHOBNEHHbIMW MapameTpamu. eHepauus
C/ly4YanHbIX Naposie AOCTYnHa Tosbko npu Hannuum MAK "Cobonb" n OC Astra Linux.

Ana reHepauuu naponeii:

1. 3anyctute ytnnuTy.

2.

Secret Net LSP

Al

MosaBuTCA okHO "l'eHepaTop naponen”.

MeHepaTop Naponen

a\
tG.’:'\
N/

\
KO[ BE30MACHOCTM

e - e
OniHa naponA: | 6 « | KonwyecTeo naponen: | 10 « | | AonoAHUTensHo

CreHepypoBaTh

[ns HacTpolrikn napaMeTpoB Naposen HaxXMnTe KHonky "AonosHuTeNbHO" .
MosABMTCS AOMONHUTENbHOE MEHHO MO HACTPOIKE C/TIOXHOCTU Naposs.
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FeHepaTop Naponei

CRoMHOCTE Napona

MowHocTe and:aawra: 70
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I’(.’;\
u\ ¥ 4
“

(W] neronsaoBaTE cTpoUHLIE BykBsila-z)
@ Menone30BaTE YUdpsl

(M) ucnonszosats cnedcumsons

Koﬂ EESOHACHOCTM [[) uekneumuTs nosTopeHue cimBonos

[ wekniounTe nocneacsaTensHocTE Lndp

- . Cpok xpaHeHnA naponed e bydepe obmena (cek ) | 07 v
OnwHanapons: | 6 ~  KonwyecTso naponed: 10 v

CreHepupoBaTh

3. [lpwu HeobxoANMOCTU U3MEHUTE 3HaYEeHUS napaMeTpoB:

Mone OnucaHue

OnvHa napons YKaxute HeobxoanMyo ASIMHY reHepUpyemMoro Napons B
cuMBoOax. MapaMeTp MOXeT NpUHUMaTb 3Ha4YeHne ot 6 o 127

KonwnuecTtBo naponen YKaxuTe KOTM4YeCcTBO naposien, KoTopoe Heo6xoaMo
CreHeHpupoBaTb. [TapaMeTp MOXET NMPUHMMaTbL 3HaveHune oT 1
no512

MowHocTb andasunTa YKa3blBaeTCsl CyMMapHOe Yncio CMMBONOB andasuTa B
3aBMCUMOCTM OT TEKYLLEN HAaCTPOMKKN. DTO YNCITO HE MOXKET BbITb
MeHbLwe 30, MHaye Npouecc reHepaunmn naponein He HauyHeTcs €
COOTBETCTBYHOLMM coobLieHneM 06 owmnbke

Ncnonb3osaTb YCcTaHOBUTE OTMETKY, €CNIN HYXHO, YTo6bI B Napone
nponucHble 6yKBbl npucyTtcTeoBanu 6ykBbl BepXHero permcrpa angasuta
(A-2)

Wcnonb3oBaTb YcTaHOBUTE OTMETKY, €CNIN HYXHO, YTo6bI B Napone
CTPOYHble 6YKBbI npucyTcTeoBanu 6yKBbl HUXXHEro perncTpa andasuta
(a-2)

Wcnonb3oBaTtb undpbl | YCTaHOBUTE OTMETKY, €C/IN HYXHO, YTO6bl B Napone
NpuUCYTCTBOBaNN LUMNDPbI

Mcrnonb3oBaTtb YCTaHOBMTE OTMETKY, EC/IN HYXHO, 4TO6bI B Napone
CMeLCcrMBONbI NMpUCYTCTBOBANN CTaHAAPTHbIE CMELCUMBO/IbI

NckNioumMTb NOBTOpeHne| YCTaHOBUTE OTMETKY, EC/TU HYXHO, YTO6bI B Maporie He 6bi1o

CUMBOJI0B OAMHAKOBbIX CUMBOSIOB, NAYLUMX NOAPAA

Nckntountb YcTaHOBUTE OTMETKY, €CNTN HYXHO, YTOObl Maponb He coaepxan
nocneaoBaTenbHOCTb BOCXOASILUMX MW HUCXOASLWMX LN POBbIX

umdp nocnenoBaTeNibHOCTEN, TaknX, Kak 123 nnu 765

Cpok xpaHeHus YkaxuTe Heobxoamnmoe BpeMsl 4111 XpaHeHUs naponen B
naponein B 6ydepe 6ydhepe obMeHa nocne nx KonnpoeaHus B Hero. MNapameTp
obmeHa (cek.) MOXET MPUHMMaTb 3HadeHune oT 1 o 59 cekyHz

4. [nsa reHepauuu naponen HaxmmTe KHonky "CreHepupoBaTtb".

B cnyyae ycnewHor reHepaumm naposnen nosBuUTCSA CNMCOK C cuMBonamm "*" p
coobuieHune: "Maponum ycnewHo creHepupoBaHbl”.
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Secret Net LSP

FeHepaTop naponei

CNOMHOCTE Napona
\ MowHocTe andasuTa: 70
’Gﬂ [M] ncronesosate nponncHeie BykabilA-Z)
‘ Y ." , (W] ncnonwsosate cTposHsie BykBei(a-z)
N (9] nenonezosate undpe
(W] ncronssosats cnevycumeons:

Koﬂ EESOHACHOCTM [] neknounTe noeToperns cumsonos

[[] neknosuTe nocneaosaTensHocTE UNdp

- ~ Cpok xpaHeHud naponei 8 Bydepe cbmena (cek.) | 07 ]
AnwHa naponsa: | 6 + | KonudecTso naponei: | 10 v OononHNTensHo

CreHepupoBaTe

CreHepupoBaHHLIe Naponu:

kkk
ek
ek
Ak

< CKOMMpoEaTE B Bydep obmeHa

MaponK ycnewHo creHepupoBaHs!

5. [nsa npocMoTpa Cnmncka CreHepmpoBaHHbIX Naposie HaXKMUTE KHOMKY

MosaBUTCSA CNMCOK Naponen:

FeHepaTop naponaii

N\
IG{J\
ANV
N\
KOA EE30MACHOCTH

OnnHa napons: 6 C | KonndecTeo naponei: | 10 L | | AononnuTensHo
CreHepupoBaTh

CreHepnpoBaHHsIe Naponin

7L&FBx

#L2GJE

YSOWR_

556y2§

wraljs

FS780QX

4c_NIT

f78%0L

AyVHR

SZR1K%

] T

MapONM YCMIELWHO creHepupoBaHs!

Ons panbHenwero MCNonb30BaHUS MOMYYEHHbIX Maponed CKONMUpyuTe UX B
Kakon-n1mbo TeKCToBbIl dann:

e OTKpPOWTE TEKCTOBbLIN (han B peAaKTopeE;

¢  HaXMWUTE B OKHE Mporpammbl reHepauuu naposnei kHornky "CkonumpoBaTb B
6ydep obMeHa";

CoBer. Ecnu TpebyeTcsi ckonuposath B Bychep obMeHa TONMbkO 4acTb naponei, BblAenuTe
HYXHbIA (pparMeHT M BOCMOMNb3YATECH KOMAHAON KOHTEKCTHOrO MEHK WM CTaHAapTHbIMM
KOMOUHALMSIMI KNaBWLL.

HauHeTcs oTcueT BpeEMEHU A0 yAaleHUs CKONMPOBaHHbIX naposnen ns ydepa
obmeHa.

MosicHeHWe. Bpewmsi, oTBeJeHHOE Ha xpaHeHue naponeir B Oydepe obmeHa, 3apaHo
napameTpoM "Cpok xpaHeHus nponei B Bycepe obmeHa (cek.)".

e BCTaBbTe CKOMMPOBaHHble naponn u3 bydepa obMeHa B OTKPbITbIA paHee
TEKCTOBbIN (anin.
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7. [ns 3aBepweHus paboTbl C YTUIMTON HaXMUTE B BEPXHEM MpPaBOM Yrjly OKHa
KHOMKY C NepeKpecTMeM unun knaesuwy <Esc>.

CobbITuA, peructpupyembie B CUCTEMHOM XypHane

Bce cobbiTus, perncrpmpyemMble B CUCTEMHOM XYPHase, pasaenstoTcs no coobueHmnam
Ha rpynnbl. B cBolO ouepenb BHYTPWM rpynn cobbiTa pa3genstoTcs no TunaMm coob-
WEeHUN.

KpoMe Toro, kaxpaoe cobblTne nMeeT onpeaeneHHblil ypoBeHb BaxHOCTU. CobbiTus,
COOTBETCTBYIOLLNE OAHOMY M TOMY Xe YPOBHIO BaXXHOCTU, B XypHasne otobpaxatoTcs
3anuncbto OnpeaeneHHoro LBeeTa.

B naHHOM pa3gene npueeaeHbl ncnonb3yemble B Secret Net LSP ypoBHM BaXKHOCTMU
CO6bITUIM M Fpynnbl U TUMNbl COOBLLEHWUNA.

YpoBHM BaXXHOCTU COOLITMI

Emergency/OueHb BaxHoe

Alert/TpeBora

Critical/Kputnyeckoe

Error/Owunbka

Warning/MpeaynpexaeHue

Notice/3ameuaHue

Info/UHdopmaums

Debug/Otnaaka

Mpynnbi coobuieHun

System messages/CucTeMHble coobLeHns

Common Secret Net events/O6uwue cobbitus Secret Net LSP

Authentication/AyTeHTndurkaumsa n naeHtndnkaums

Integrity/KoHTponb LlenocTHoCcTn

Backup/Pe3epBHoe konnpoBaHue

Printing/Cnctema neyatn

Trash daemon/CepBuc ouncTku harnoBon CUCTEMBI

Journal subsystem/Cepsuc xypHanupoBaHus

Common control/O6wme HacTponkn

Audit control/YnpaBneHue ayantom

Service control/YnpaBsneHune cepsucamm

User control/YnpaBsneHune nonb3osatensamm

Integrity control/YnpaBneHue KOHTpONeM LLesToCTHOCTH

Backup control/YnpaeneHue pe3epBHbIM KONMPOBaHMEM

Access control/YnpaBneHue KOHTponem AocTyna

Strengthen authentication control/YnpasneHune ycuneHHol ayteHTndurkaumnen

Kernel/CobbITna mogynen sapa

Tunbi coobLeHun

Fpynna co6biTun "CucremHslie coobweHunsa™

| System message/CucrtemMHoe cooblieHune |

Secret Net LSP 1 00
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Fpynna co6biTum "O6wme cobuitua Secret Net LSP”

Common Secret Net group msg/Ipynna cobbitnin 06wmx coobeHnii Secret Net LSP

Not authorized access/HecaHKUuMOHMPOBaHHOE AENCTBME

Warning/MpeaynpexaeHue

Debug/OtnagoyHoe cooblieHne

Computer blocked/KomnbtoTep 3ab10knpoBaH

Computer unblocked/KomnbtoTep pasbiokmpoBaH

Fpynna co6bitum "Ayrentudpukaumsa n nupeHtuchmkaumsa™

Authentication group msg/I'pynna cobbiTnin ayteHTUdMKaUmMn

User login/Bxoa nonb3oBatens

User logout/3aBepieHne paboTbl Nonb3oBaTens

Authentication error/Ownbka ayTeHTUdDMKaLnm

User blocked/3anpet Bxoaa nonb3oBartens

Sudo denied/3anpeT NCNONHEHWS OT UMEHU APYroro Noab3oBaTens

Sudo/BbinonHeHne 3agaHnsa oT UMEHW APYroro Nonb3oBaTens

Fpynna co6biTum "KoHTpons uenocrtHocTu”

Integrity group msg/I'pynna coobLeHnii KOHTPOsS LLeOCTHOCTH

Start Integrity check/Hauano o6pabotkun 3aaaHuns Ha KL

Stop Integrity check/3aBepweHune o6paboTtkm 3agaHunsa Ha KL

Integrity task error/HapyweHune uenoctHocTh npu obpaboTke 3agaHuns

Error in Integrity database/Owun6bka otkpbitua B4 KL

Create integrity database/Co3snanue B KL

Integrity resource error/HapyLwweHune LenocTHOCTM obbekTa

Restore from reference value/BoccTaHoBneHMe 06beKTa U3 3TaIOHHOMO 3HAYEH S

Error on resource backup/Owun6ka npn BoCCTaHOBNEHUN 06 beEKTa

No reference value/OTcyTCTBYET 3TaflOHHOE 3Ha4YeHne obbekTa

Fpynna co6biTun "Cucrema nevatm™

Printing group msg/Ipynna coobLlueHnin cMcTeMbl nevatn

Print page/MNeyaTb cTpaHULbl AOKYMeEHTa

Error on print/Ownbka neyatn AOKyMeHTa

Start printing/Havano neyatn 4OKyMeHTa

Fpynna co6biTum "CepBuc ounctku cpamnoBom cuctemol™

| Trashd group msg/Ipynna cobbimnii cepauca ounctkm ®C |

Fpynna co6bitun "CepBuc xxypHanmpoesaHua"

| Snjournald group msg/Fpynna cobbITMin cepBmca XXypHanmMpoBaHus |

Secret Net LSP 1 01
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Fpynna co6biTun "O6wme HacTponkn™

Policy group msg/I'pynna coobLieHmni o6wmnx HacTpoek

Change policy/I3meHeHne nonnTnkm

Error on policy change/Ownbka nameHeHs NONUTUKM

Fpynna co6biTun "YnpaesneHuve ayaurom”

Audit control group msg/IFpynna cobbiTuii ynpaBneHus ayauTtom

Add audit rule/MocTtaHoBKka o6bekTa Ha ayaAuT

Error on audit rules add/Ownbka nocTaHOBKM 0bbeKkTa Ha ayauT

Clear audit rules/OuncTtka cnucka ayauta

Fpynna co6biTui "YnpaBneHue cepBucamm”

Services group msg/I'pynna cobbimnii ynpaeneHus cepencamm

Start service/3anyck cepsuca

Stop service/OcTaHoBKa cepBuca

Fpynna co6biTun "YnpaeneHuve nonb3oBarenamm”

Users control group msg/Ipynna cobbiTuii ynpasneHuns Nosb3oBaTessMm

Add user/group/[o6aBneHune nonb3oBaTesns/rpynmnbl

Delete user/group/YaaneHune nonb3osaTtens/rpynmnbl

Change user/group/N3MeHeHbl NnapamMeTpbl NoAb30BaTeNns/rpynnel

Change password/M3meHeH naponb ANs Y4ETHOW 3anucu

User/group blocked/lMonb3oBaTenb/rpynna 3ab1okMpoBaHbl

Error on user/group add/Owmnbka nob6aBneHuns nonb3oBaTtens/rpynnbl

Error on user/group del/Owunbka yaaneHns nonb3osatens/rpynnebl

Error on user/group change/Own6ka namMeHeHns NnapaMeTpoB NOb30BaTeENS/rpynnbl

Fpynna co6biTun "YnpaBneHve KOHTPONEeM LerioCTHocTH"”

Integrity control group msg/Ipynna coobLeHnii ynpasneHns KOHTPOsIEM LLesTOCTHOCTH

Add aobject to integrity monitoring/YcTaHoBka 06bekTa Ha KOHTPO/b LLEeNOCTHOCTH

Error on object intergrity monitoring addition/Owwn6ka nobasneHns/obHoBneHNs pecypca
K KOHTPOJ0

Remove object from intergity monitoring/CHsaTMe 06beKkTa C KOHTPONS LEeNoCTHOCTH

Fpynna co6biTui "YnpaBneHve pe3epBHbIM KONMpoBaHuem"

Backup group msg/Ipynna coobLieHunii pe3epBHOro KonMpoBaHus

Error on resource adding to reference value/Owunbka nobaBneHunsi/06HOBNEHUS pecypca
K 3Ta/IoHy

Error on resource restoring from reference/Owmnbka BOCCTaHOBEHUSI pecypca U3 3TanoHa

Add resource to reference value/obaeneHne/o0b6HOBNEHNE pecypca K 3TalloHy

Restore resource from reference/BocctaHoBneHne pecypca U3 aTasnoHa

Secret Net LSP 1 02
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Fpynna co6biTun "YnpaBneHue KOHTponem gocrtyna”

Access control group msg/I'pynna coobLeHnit KOHTPONS A0oCTyna

Change access rights/CmeHa npas goctyna

Error on change access rights/Owwnbka cmMeHbl NpaB 4ocTyna

Change ACL rights/CmeHa npas goctyna ACL

Error on change ACL rights/Owwn6ka cMeHbl npas goctyna ACL

Fpynna cob6biTun "YnpaBsneHue ycuneHHou ayreHtudukauuen™

| Strengthen authentication group msg/Ipynna coobLweHnin yCMneHHon ayTeHTuhuKaumm

Fpynna coo6buenun "CobbiTua moayneu agppa”

| Kernel SN-module message/CoobweHne moayns siapa Secret Net LSP

CoObITusA, perucTpupyemsblie B XXypHarne ayoura

PerucrpupyemMble B XypHane ayauTa cobbiTUS pa3densioTcs No Tuny coobueHns. B
OaHHOM pa3aene NpuBeaeHbl UCNOoJb3yEMble B paMKaxX ayauTa TUMbl COOBLLEHUA.

Tunbl coobLeHnn

[JobaBneHune ycTpolicTea

3anuncb Ha yCTpONCTBO

3anuck daina

3anycK NpuaIoKeHns

N3meHeHune aTpubyToB

MoHTMpOBaHMe yCTpOCTBa

HenssecTtHO

OTKpbWMeCeTeBOFOCOGAMHeHMﬂ

OTkpbITue darina Ha uteHue

OTkpbiTue darina/katanora Ha 3anuch

lMepenmeHoBaHue

MonyyeHue nHdopmMauum

Mpvem/nepenaya gatarpamm

CospaHue

YaaneHune

YpaaneHue yCTponcTBa

YcTaHoBneHune coeguHeHmns

YTeHune c ycTpoKcTea

YteHune danna/katanora

Nobon Tmn

YnpaBneHue pexumamu paboTbl Mogynen agpa

Secret Net LSP

B Secret Net LSP npeaycMOTpeHbl BO3MOXXHOCTb NOSTlydeHUS MHGhOPMaL MM 0 pexmnmax
paboTbl OTAENbHbIX MOACUCTEM U YNpaBieHMe pexmuMaMmm nx paboTbl Ha ypoBHe s4pa.

PykoBoACTBO aAMMHMUCTpAaTOpa
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WUHcbopmaums o pabote noacuctem

Ons nonyyeHusa wnHdopMaumm o pexmme paboTbl M CTaTUCTUKE MO MoacucremMam
ncronb3yeTtcsa cogepxxumoe darina /proc/snsecure/stats. Coaepxmmoe atoro darna
reHepupyeTcst MOAY/ISIMU siApa B MOMEHT 3amnpoca M NpeacTaBisieT cCoboM akTyanbHYo
MHOpMaL MO O COCTOSIHUM NOACUCTEM M NapaMeTpax UX paboThbl.

Hu>xe npuBeaeH npumep BbiBoAa MHMOPMaLMn o paboTe noacncrem.
# cat /proc/snsecure/stats
safe_access:
enabled
safe_delete:
enabled
RN:258 TR:272 UN(syn):4013 UN(asy):0
safe_memory:
enabled
4K:66176491 2M:0 1G:0
safe_secdev:
enabled (hard)
MoscHeHuns:
safe_access — KOHTPO/b AOCTYNa;
safe_delete — 3aTnpaHue cdainnos;
safe_memory — 3aTupaHue NnamsaTu;
safe_secdev — KOHTpOJb YCTPOMNCTB.

RN — umcno 3aTupaHuin npu nepenMeHoBaHMsAX (rename);
TR — yncno 3aTnpaHuii Nnpu nameHeHumn pasmepa (truncate);

UN(syn) n UN (asy) — u4uMcno 3aTupaHuin npu yaaneHUuM B CUHXPOHHOM U
ACMHXPOHHOM pexumax (unlink).

4K — 4ncno 3atmpaHuim 4-knnobanlTHbIX CTpaHuL;
2M nnn 4M — uuncno 3atnpaHunii 2- nam 4- merabanTHbIX CTpaHUL,;
1G — uncno 3atmpaHnii rurabamTHbIX CTpaHUL.

YnpaBneHue pexumamu padothbl

Huxxe npuvBeaeHbl nNpuMepbl KOMaHAbl yNpaBfeHus pexumamu paboTbl (Bko4ve-
HWe/BbIK/IOYEHWE) AN MOACUCTEM.

KoHTponb poctyna

KoHTposb AOCTYNa MOXET 6bITb BKOYEH UV BbIK/IIOYEH
0 — BbIK/IIOYEHO;
1 — BKJOYEHO.

MpumMep KOMaHAb! BbIK/OYEHNSA:

# sysctl -w secretnet.secure.safe_ access=0

3arupaHue cbannos

3aTupaHue annoB MOXET 6bITb BKIKOYEHO UM BbIKHOYEHO:
0 — BbIK/IIOYEHO;
1 — BKJIOYEHO.

MprvMep KOMaHAbl Ha BK/IIOYEHUE:

# sysctl -w secretnet.secure.safe delete=l

Secret Net LSP 1 04
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3aTupaHue namaTm

3aTtnpaHme NaMaT MOXET 6biTb BKJIIOUEHO UM BbIK/IHOYEHO:
0 — BbIK/IIOYEHO;
1 — BK/IOYEHO.

MprMep KOMaHAbl Ha BbIKKOYEHMWE !

# sysctl -w secretnet.secure.safe memory=0

KoHTpons ycTtponucrs
MpeaycmoTpeHbl 3 pexxrma paboTbl NOACUCTEMDI
0 — BbIK/IIOYEH;
1 — BK/IOYEH MATKUIA peXunM;
2 — BKJTHOUEH XECTKMIN PEXUM.
MpuMep KOMaHApbl Ha BK/IIOYEHNE MATKOr0 pexmma:
# sysctl -w secretnet.secure.safe_ secdev=1
[loMoNHMTENIbHO MEETCA BO3MOXHOCTb 3a/laHMs YPOBHA AeTannsauny cooblieHunin
B KOHTpOJIe I0CTYNa K YCTPOCTBaM:
0 — He perncrpupoBaTb;
1 — perncrpupoBaTb 3anpeTsl;
2 — pernucTpupoBaTh 3anpeTbl U paspeLlleHmns.
MpyMep 3aAaHMA YPOBHSA AeTaM3aLmnm CoObLLIEHNIA:
# sysctl -w secretnet.secure.safe_ secdev_verbose=<0|1|2>

q)yH KUMOHANbHbLIN KOHTpPOINb

B Secret Net LSP peanu3oBaH pyHKLMOHaNbHbIM KOHTPONb, ob6ecneunBatowmi npo-
BEPKY LLe/IOCTHOCTM KOMNOHeHToB C3U 1 nx pabotocnocobHocTu.

MpoBepka LENOCTHOCTU KOMMOHeHTOoB C3M BbINOMHAETCA aBTOMaTU4eCcKu npu 3a-
rpyske OC po crapta Secret Net LSP. [NepeueHb npoBepsieMbiX KOMNOHEHTOB (op-
MUpyeTcs npu yctaHoBke C3U 1 xpaHuTca B KOHdUrypaunoHHom davne.

HapylweHune uenocTHOCTU NpoBepsieMbiX KOMMOHEHTOB NMPUBOANT K 6/TOKMPOBKE KOM-
nototepa. CHATb 6/10KMPOBKY MOXET TOJIbKO aAMUMHWUCTPATOp C MNpaBaMu cynep-
nosb3oBaTens root.

Mocne ycnewHom NpoBepKU LENOCTHOCTM OCYLLECTBASIOTCSA 3anyck Secret Net LSP u
nposepka pabotocrnocobHocTn C3WU. MNMpu 3TOM NpoBepatoTCA:

e 3arpy3ka moaynen sapa C3U;

e 3arycK oCHOBHbIX cepBucoB Secret Net LSP n OC;

e pabotocnocobHocTb annosbix 6a3 gaHHbIX Secret Net LSP.

Pe3ynbTaTbl MpoOBEpKM LLEeNOCTHOCTM KOMMoHeHToB C3U u mx paborocnocobHocTu
perucTpupyroTca B CUCTEMHOM XypHane. ECin Ha MOMEHT BbIMOMHEHUS MPOBEPKMU

CepBUC perncrpaummn cobbiTii HeAOCTyNeH, MHdopMaLmsa O pesynbTaTtax NpoBEPKM
nomellaeTcs B cneumansHblin dann xxypHana (/opt/secretnet/var/log/sncheck.log).
MNpn HeobXoAMMOCTM aAMUHUCTPATOP MOXET BPYYHYIO 3anyCcTuTb Mpoueaypy
(PYHKLUNOHaNbHOro KOHTPOJIS, UCNONb3ysa YTUIMTY snfc.

3anycKk yTWUIMTbl OCYLLECTBSIETCA B peXuMe KOMaHAHOW CTPOKM KOMaHAOM
#/opt/secretnet/sbin/snfc. Huxe B Tabnuue npuBeaeHO onucaHue KJOYEN,
NpUMeEHSEeMbIX NPU 3anycKe yTUANTbI aAMUHUCTPaTOPOM.

Knrou OnucaHue
-i --init MepenHnumnanusaumnsa Bl KOHTponA LenocTHocTU. Micnonb3lyeTca nocne
BHECEHWNS N3MeHeHUI B cucTeMHble dannbl Secret Net LSP
-t --test [MonHas npoBepka LenocTHOCTH KoMnoHeHToB Secret Net LSP n nposepka
CcepBMCOB
Secret Net LSP 1 05
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3ameHa cepuMHOro Homepa AeMOHCTPaLMOHHON Bepcumn

[ns nepexoaa c AeMOHCTpaumoHHon Bepcuu Secret Net LSP Ha pabouyto Heobxoanmo
3aMeHuTb (hala NMLEH3UKN, aKTUBUPOBAHHOM MPU YCTaHOBKE AEMOHCTPALUMOHHOM

BEpPCUMU.

Ana 3aMeHbl cCepuitHOro HoMepa:

1. BobizoBuTe naHenb 6e3onacHoctm Secret Net LSP (cMm. ctp.27 ) v B rpynne
"HacTponku npunoxeHusa" nepenaute Ha cTpaHuuy "YnpasneHue nmueH3snen".

CnagHan >HaAcTPORKK MPANOKEHWA >YNPaBNEHKUE NKUEHIWER

YnpasneHue nnueHsnen

Bepcus
CocToaHue

YeTaHoBUTh

@ ® (| @

Secret Net LSP 1.5 (Build 393)
NemMoHCTpauUoHHBbIA

OTmeHa

Ha cTtpaHuue otobpaxaeTtcsa Bua nuueHsunun. nsa aemosepcumn B none "CocrosiHne"
6ynet otobpaxaTbCs 3Ha4YeHmne "[JeMOHCTpaLMOoHHbIN" .

2. HaxmuTte KHonkKy "YcTaHOBUTL".

MosiBMTCSA OKHO BbIGOpa MecTa pacnonioxeHuns darina MMueH3nu:

L 0 Bamn n
MepefTi K B froot JE B2 . IE E]
.- HomnsaTap 5 Desktop incshall, ko Syslog
S Dy T
F__-J 3 pry S
E Flap T
5 Pl By
F_-_i_ ML o Ty i
Bl ratioama cron
F__-J WLlafince e
anacondaks.cig
install kg
Mun dodna: | ™ Lk
Tuns Gadnoe: | Boe adm (*) = a Orrmena

3. Hangnte v BbibepuTe HOBbIN Paii MIMLEH3NU N HAXXMUTE KHOMKY "YCTaHoBUTL".

Ecnn 6bin BbiGpaH HeBepHbIli dann NMUEH3MK, HA SKpaHe NOoSBUTCA COOTBET-

cTBylowee coobuieHue.

Secret Net LSP
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HepepHuR SOopMaT Saina ARt IH

—

Pox

HaxxmuTe kHonky "OK" B okHe coobLieHuns u nosTopuTe Bbli6op danna nmueH3snu.

Mpwn BbIGOPE NpaBuIbHOroO daina MMLEH3MN U ee YCMELHOW akTuBaUnm Ha cTpa-
Huue "YnpaBneHue nuueHsnein" 3HavyeHune B nose "CocrosiHMEe" U3MEHUTCS Ha
"[NencrButenbHas".

Ana 3aMeHbl cepui’moro HOMepa U3 KOHCOoJIn:

1.

2.

3anycTuTe NporpaMmMy 3MynsiTopa TepMUHaNa v MNpoBepbTe BUA WUCMONb3yeMoi
SIMLLEH3UM KOMAH/IOM

#/opt/secretnet/bin/snlicensectl -s [--status]

Ecnu ncnonb3yeTcs AeMOHCTpaLMOHHas BepCKs, Ha SKpaHe NosiBUTCS cooblieHne
"License is demo".

3aMeHuTe dhaiin IMUEH3UN KOMaHO0MN
#/opt/secretnet/bin/snlicensectl -c [--change] <moyTe u uMs
banna IuueHsun>

Ecnn 6b1n 3aa4aH HeBepHbIN hain AMLEH3MKN, Ha 3KpaHe NosBUTCA cooblieHune
"Cannot find valid licence in: <nyTb u nMs 3agaHHoro danna>".

BbinonHWTe NpoBepKy YCTaHOBEHHOW NNLLEH3UM KOMaHAOM
#/opt/secretnet/bin/snlicensectl -s [--status]

Mpy NpaBvNbHOM YCTAaHOBKE U YCMELWHOMW akTUBauUnum AMLEH3MN Ha SKpaHe nos-
BUTCS coobuieHume "License is valid".

OGHoBMNeHne onepauMoOHHON CUCTEMbI

Mpn 0bHOBNEHNM OI'IepaLI,VIOHHOﬁ cMcTeMbl Heo6xoanMMo YUnTbiBaTh Cnegytoulee:

Pabota Secret Net LSP BO3MOXXHa TONbKO B TOM C/ly4yae, eciv S4po onepauMoHHON
CNCTEMbl BXOAUT B CMMUCOK Noaaep>XXmBaeMbiX aaep.

Ha koMmnbloTepe A[o/mKHa 6bITb yCTaHOBJIEHA TOJIbKO OAHa onepaunoHHasa
cncrema C OoAHUM A4pP0OM.

Mocne ycraHoBku Secret Net LSP o6HOBneHne 4actm nakeTos onepaLnoHHON Cuc-
TeMbl 6nokmpyeTcs.

MNpn ycTraHoBneHHOW Ha koMmnbioTepe cucteme Secret Net LSP obHoBneHue onepa-
LLMOHHOW CUCTEMbI CrieAyeT BbIMO/HATb B KOHCONN B CrieAytoLleM nopsaKe:

1.

2.

[0 3anycka o6HoBneHus cbpocbTe nokanb B C, HanpuMep, KOMaHAoM :
export LC ALL=C LANG=C

3aI'IYCTVITe M BbINOJSIHUTE OBHOBMIEHME B COOTBETCTBUN C 0COBEHHOCTSAMMU YCTaHOB-
NeHHoro ,CI,MCTpVI6YTMBa OﬂepaLLMOHHOVI CNCTEMDI.

[ns onepayuonHbix cuctem CentOS n RHEL Heobxoaumo ncnonb3osats Kitou --skip-broken.

Secret Net LSP

Mpy HEOBX0AMMOCTM Nepesarpy3nTe KOMMbIoTEp.
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