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1. OIIMCAHUE CUCTEMBI

CeteBoit ckaHep Oeszomacuoctu XSpider 7.8.25 (manee - ckanep XSpider) mo3BomseT
BBINIOJIHSATh CKAHMPOBaHUE, cOOp JAAaHHBIX, X 00paboTKy, coxpaHeHue B b/] U BBIIYCK OTYETOB.
Ckanep XSpider Bkarouaet B ce0s rpaduueckuii uatepdeiic anMmuaucTpaTopa. B cocraB ckanepa
XSpider BxirwoueHa 0a3a 3HaHW, cojaepxkamias HHPOPMALMIO O MPOBEPKAX U YA3BUMOCTSIX,
MOJyJib YIpPaBICHUSA U CKaHHpYyollee sapo. [laHHbIE CKaHUPOBAaHHS XPAHATCS BO BCTPOCHHOM
0a3ze manubiXx. CleayeT UMETh B BUAY, YTO MPH BHINOJHEHUH CKaHUpOoBaHus XSpider mopoxaaet

0onpmIo 00BEM ceTeBOro Tpaduka, MOITOMY I pabOThl HEOOXOJAMMO BBICOKOCKOPOCTHOE

COCAMHCHUEC MCXKAY HUM U UCCIICAYCMbIMU o0beKTaMHu.

MopaakoBbIn N2 M3meHeHun

MoAanuch OTBETCTB. nLa

[aTta BHeceHMA nsmeHeHuA
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2. TPEBOBAHUSA K CUCTEME

2.1. TpeOoBaHuA K anNapaTHOMY M IPOrPAMMHOMY o0ecreYyeHHU 0

JlanHbIN pa3men coaepXUT MHGOPMAIMIO O TOM, Kakue TpeOOBaHHUS K almmapaTHOMY H
IpOrpaMMHOMY O0ECIEUECHUIO MPEABABIAIOTCS JJIsl pa3BEepThIBAHUS CKaHepa 0€30MacHOCTH
XSpider.

2.1.1 TpeGoBaHusi K annapaTHOMY o0ecrie4yeHH IO

basoBbie TpeOoBaHUs K anmapaTHoMy oOecrneueHuro aias XSpider onpenenenst B Tabm. 1.

Ta6a. 1 MunuManbHbIC anmnapaTHbie TpeOOBaHUS K KOMIOHeHTaM XSpider

Komnonenrt IIpoueccop OmneparuBnas XKectkuit
namsTh JTTUCK

XSpider PIV 1,6 [T 2TB 5TB

Pa3pemrenne MoHHTOpaA AJIs YCTAHOBKH M PaOOTHl C CHCTEMOW JOJDKHO COCTABISATH HE
meHee 1280 x 1024 nukc.

[IpuBeneHHbBIC TPEOOBAHUS JOCTATOYHBI JUISI YCTAHOBKH CHCTEMBI, OJTHAKO JUISI paOOTHI B
MAacHITa0HBIX HHCTAIAIUIX MOTYT MOTPEeOOBATHCS AOMOJHUTEIbHBIE alllIapaTHBIE PECYPCHI.

2.1.1.1. MMpoueccop

[Ipy ckaHUpOBaHUM CcHCTEMa HE TNPEABABISIET JONOJHUTEIbHbIX TpeOOBaHUN K
LEHTPAJIBLHOMY IIPOLIECCOPY.

BoruncnutenpHbie mpoiecchl XSpider onTUMH3MpPOBaHBI TaK, YTOOBI MaKCHMAaJbHO
HCIO0JIb30BAaTh PECYPCHI CKAaHUPYIOIIEro y3ua (T.e. y3na, rae pacmnoioxen XSpider). B cBs3u ¢
3THUM CYIIECTBYET MpsMas 3aBUCUMOCTh MEXK/y YBEJINUYCHUEM TaKTOBOW 4aCTOTHI Ipolleccopa
M YBEGIMYEHUEM  CKOpPOCTHM  ckaHupoBaHusi. OpHako  HaumOONBIIMH  TPHUPOCT
NPOU3BOJAUTEIBHOCTH J1aeT HUCIOJb30BAHUE HECKOJIbKHUX MPOIECCOPOB HIIM MHOTOSICPHBIX
pemennii. B Tabn. 2 mpuBeneHa 3aBUCHMOCTh CKOPOCTH OJJHOBPEMEHHOTO CKaHHUPOBAHUS
Pa3HOro KOJMYECTBA Y3JIOB OT THIIa M KOJIMYECTBA MPOIECCOPOB KOMIBIOTEPA, HA KOTOPOM
yctanoBieH XSpider.

nOpﬂAKOBbIﬁ N2 nameHeHunAa Moanuce OTBETCTB. AMUA [aTta BHeceHMA nsmeHeHuA
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Taba. 2 3aBHCUMOCTb CKOPOCTH CKaHUPOBAHHS (MHH.) OT KOJIHYECTBA IMPOIECCOPOB

OnHosaaepusii  JIByXbsaepHbIi JIBa
JIBYX b IEPHBIX
1 yzen 3-20 3-20 3-20
10 y3moB 15-60 8-30 9-30
50 y3m0B 60-250 40-150 25-80
100 y3noB 120-250 75-220 50-160

B rtaGnuie ykazaH quana3oH BO3MOKHBIX 3HAYEHHWM, IJic TPAHHUIAMH SABISETCSA BPEMS
CKaHMpPOBaHUs cTaHaapTHOW paboueii cranmuu Windows (Windows XP + Microsoft Office
2003) u cepBepa ¢ OOJBIIMM KOJHMYESCTBOM YCTAaHOBJICHHOTO MPOrPaMMHOr0 o0ecredcHus.
[Ipu pacdyeTax B 3aBHCHMOCTH OT CHTYallHM MOKHO HCIIOJb30BaTh CPEIHEE 3HAUCHUE.

Takum o0pa3oM, JUisl YBEJIHUUYCHHUS CKOPOCTH CKAaHUPOBAHHUS MOXXHO MacmITaOHpOBaTh
POIECCOPHBIC MOIIHOCTH.

2.1.1.2. OnepaTuBHas NaMATh

[TpuBeneHHbie MuHuManbHble TpeboBanus k O3Y (Tabx. 1) moctaTouHbl sl pabOTHI
ckanepa XSpider B OonpmuHCcTBE ceTeit. OHAKO B ciiydae 00paboTKU pe3yabTaTOB 0OIBIIOTO
KOJMYEeCTBA CKAHHUPOBAHUN (Hampumep, MPH MOCTPOCHUU OTYETOB HAa OCHOBE JAHHBIX W3
UCTOPHH CKAaHUPOBAHUS) MOXET MOTPeOOBATHCS OMOJHUTEIbHBIA 00bEM ONEpaTUBHOU
namsaTtu. [loporoBsiM 3nHauenuem siBiasercs 300 y3nmoB. B cimywae ecnu ckanep oOcinykuBaer
6oxee 300 y3moB, pekoMeHAyeTCs ycTaHaBiIuBaTh He MeHee 3 ['b O3V.

2.1.1.3. KecTkuil 1UCK

TpeboBanus kK 00bEMy KECTKOTO JUCKa Juisg ckaHepa XSpider meaukoMm 3aBHCAT OT
KOJIMYECTBA CKAaHUPYEMBbIX y3JI0B M MHTEHCUBHOCTH cKaHupoBaHus. B Tabn. 3
npuBeaeHa wuHpopmanus o TpedOyemMoM oO0BeMe JUCKOBOTO IIPOCTPAHCTBA CKaHepa,
00CIy)XMBAIOIIEro pas3jWyHOEe KOJHUYECTBO Y3J0B, MPHU PA3IUYHOH MHTEHCHUBHOCTH
CKaHUpOBAaHUI.

nOpﬂAKOBbIﬁ N2 nameHeHunAa Moanuce OTBETCTB. AMUA [aTta BHeceHMA nsmeHeHuA
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Tab6n. 3 TpeboBanust k 00bemy xecTkoro nucka (MB) u3 pacdera Ha TOJ B 3aBUCHMOCTH OT
YaCTOThl CKAHUPOBAHUS

ExennesHo ExenenennrHO Exemecauno

1 y3en 360 55 12
10 y3noB 3600 550 120
50 y3noB 18000 2750 600
100 y3noB 36000 5500 1200

1000 y3noB 360000 55000 12000

HOpHAKOBbIﬁ N2 nameHeHunAa Moanuce OTBETCTB. AMUA [aTta BHeceHMA nsmeHeHuA
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2.1.2 TlporpamMmmHoe oGecrnedyeHune

Ckanep XSpider paspaboran a1 GyHKIHOHHPOBAHMS Ha 0a3e OmepaliOHHBIX CHCTEM
muHeiiku Windows. B Hacrosiee Bpemsi paboTOCIIOCOOHOCTh CUCTEMbI ObLIIa MIPOTECTUPOBAHA
MIPpU UCNOJb30BaHuHU ciaenyromux OC:

. Microsoft Windows XP SP 3 (x86) u crapie;

. Microsoft Windows Server 2003 SP 2 (x86, x64) u ctapiie;
. Microsoft Windows Vista SP 2 (x86,x64) u crapie;

. Microsoft Windows Server 2008 SP2 (x86, X64) u ctapiie;
. Microsoft Windows 7 (x86,x64) u crapiie;

. Microsoft Windows Server 2008 R2 (x64) u crapiie;

. Microsoft Windows 8 (x86,x64) u crapiie;

. Microsoft Windows Server 2012 (x64) u crapiire.

Buumanue! Cniucok COBMECTHMBIX CHCTEM IOCTOSIHHO pacuupsiercd. s mnosiydyeHus
aKTyaJbHOU HHPOpMAUU 0OpaTUTECh B CIAYKOYy TEXHUYECKOH MOAIEPKKH.

[Tpu BBIOOpE OMEpaAlMOHHOW CHCTEMBI CIEeAYyeT yYHThIBATH, YTO MPHU pPAAE MPOBEPOK
cuctema XSpider HHTEHCUBHO HCIOJIB3YyeT cTeK MpoTokosoB TCP/IP onepannoHHo#i cHCTEMBI.
B cBsa3u ¢ 3tuM mnpumeHenue kiauneHTckux Bepcuit OC (mampumep, Windows XP) mus
NPOBEJCHUS CKAaHUPOBAHUS OOJBIIOTO KOJIMYECTBa y3i10B HedhdektuBHO. B wacrtHOoCTH,
YMEHBIIIACTCS MPOU3BOUTEIBHOCTh CKaHEPa MOPTOB U Psijia IPYTUX MEXaHU3MOB.

Hlpyrum acnekTtoM TpeOylOIMM BHUMaHHUS, sBiaseTcs coBMecTumocth OC ¢

JTOTIOJTHUTEIbHBIMU nporpaMmamu, UCTOJIb3YEeMbIMU XSpider. O0s3aTeNbHBIMHU
KOMIIOHEHTaMH, oe3 KOTOPBIX pa60Ta CHUCTEMBI HCBO3MOXHA, ABIAKOTCA.
. Microsoft Internet Explorer 7.0 u BbIte;

. Microsoft .NET Framework Version 3.5 SP1;

. Microsoft Runtime Libraries Bepcum 9.0.30729.4148 nns Xx86 cucrtem
(mucTpuOYTHUB MO CCBLIKE:

http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=11895).

Tpebyercss ycraHoBka kommonenta Microsoft .NET Framework Version 3.5 SP1 B
cinydae pabotsl co caeayromumu OC:
. Microsoft Windows XP SP 3 (x86) u crapue;
. Microsoft Windows Server 2003 SP 2 (x86, x64) u crapiie;
. Microsoft Windows Vista SP 2 (x86,x64) u ctapiue;
. Microsoft Windows Server 2008 R2 (x64) u crapuue.

U tpebyeTcs yctaHoBUTh KommoHeHT Microsoft Internet Explorer 7.0 u Boimie npu pabote
Ha caeayromux OC:
. Microsoft Windows XP SP 3 (x86) u crapre;
. Microsoft Windows Server 2003 SP 2 (x86, x64) u ctapie.

3arpy3uTh AUCTPUOYTUBBI JaHHBIX IPOTPAMM MOXKHO ¢ caiitTa kommanuu Microsoft
(www.microsoft.com).
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2.2. TpeGoBaHus K ceTeBOil HHPPaACTPYKTYype

B nanHOM pasieine U3lioKeHa HHPOPMAIUsA, KOTOPast IOMOXET HHTEIPUPOBATH CKaHEp
XSpider B CYIIECTBYIOIIY IO CETEBYIO
aApXHUTEKTYDPY.

2.2.1. CeTeBble TPAHCIOPTHI

Bce mnapamerpsl ceTeBOWl apXHTEKTYpbl TECHO  CBSI3aHBl C IOHATHEM TpPaHCIIOPTA.
Cucrtema XSpider peanusyer KOHICNIUIO CKAHUPOBAHMS Y3JI0B 0€3 MPUMEHCHUsS 3apaHee
YCTAaHOBJICHHBIX arCHTOB.

TpaHcmopT — 3TO HabOp CETEBBIX MPOTOKOJIOB, UCMOJb3yeMbIX ckaHepoMm XSpider mis
MPOBEJACHUS CKAHUPOBAHUS.

B cucreme XSpider ucnonszyercs tpancnopt RPC. Homepa noptos RPC npucBaunBatorcs
aBTOMaTHuecku, B auamnazone 1024 — 65535 o6siuno ucnonbsyotes pas OC Windows
2000\XP\2003, a nius OC Windows Vista\2008 ucnionbs3yercs auanason 49152 — 65535.

2.2.2. CeTreBoe B3auMoOjielicTBHE ¢ 00HEKTOM CKAHUPOBAHHA

Ckanep XSpider wucnomb3yer ceThb s CBA3M C OO0bEeKTaMH CKaHuUpoBaHus. Tak,
pacnosoxenne XSpider B HemocpeAcTBEHHOU OJIM30CTH OT 00bEKTa CKAHMPOBAHUS ITO3BOJISIECT
MPOBOJAUTH OLEHKY 3aIIMIIEHHOCTH ¢ MUHUMAJIbHOW HArpy3KOW Ha MarucTpajbHble KaHaJlbl
CBs3H.

2.2.3. B3aumojeiicTBHE CO cpeACTBAMH 3aIIUTHI

CpenctBa obecrneyeHuss 0€30MaCHOCTH MOTYT OKa3blBaTh BIMSIHHME Ha paboOTy ckaHepa
XSpider. B cBsi3u ¢ 3THM, Ha 3Tale MIIAHUPOBAHUS U Pa3BEPTHIBAHMS PEKOMEHIYETCSI TPOBECTH
TECTOBbIE CKAHUPOBAHMS U UCIOJb30BATh METOIbI CHUKEHUS HETAaTUBHBIX MTOCJIEICTBUM.

2.2.4. MexceTreBble IKpPaHbI

MesxceTeBbie 3kpanbl (MD) ocyniecTBISIOT GQHIBTPALNIO TPaQHKa U MOTYT OJIOKUPOBATh
JOCTYIl K CETEeBHIM MOpPTaM, Ha KOTOPHIX pPabOTAaIOT MPOTOKOJIBI YIaJeHHOTO YIpaBIICHHUS,
ucrnonp3yeMbie XSpider mpu mpoBeaeHUHM cKaHUpoBaHHs. [y pemieHHs 3TOW HPoOJIeMBbI
MOYHO MCITOJIb30BaTh JBA MOJAXO0Ja. OTKPHITHE CETEBBIX MOPTOB, HCIOJIB3YEMBIX CKAHEPOM Ha
MD, unu pa3mMeneHnecKanepa «3a» MeKCETeBbIM PKPaHOM B HEMOCPEICTBEHHON OJIM30CTH OT
00BbEKTa CKAHUPOBAHUS.

OnTuManbHBIM C TOYKM 3PEHUS JTOCTOBEPHOCTH M CKOPOCTU CKAHUPOBAHUS SABISETCS
OTCYTCTBHE MEXCETEBOI'0 SKpaHa MKy 00bEKTOM CKaHUPOBAaHUS U CKaHepoM XSpider.
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2.2.5. CpeacrBa 3allUTHI NIPUKJIATHOTO YPOBHSI

BOJBIIMHCTBO COBPEMEHHBIX CETEBBIX CPEACTB obecrmedyeHusi 0€30MacHOCTH COACPKAT
MOJyJIH aHajliu3a NpukiIagHbix nporokonoB (Stateful Inspection, Application Firewall).
JlaHHBIE MEXaHH3Mbl MOTYT BMEIIMBAaThCid B pabOTy cKaHepa, CHHUXas JOCTOBEPHOCTH
NOJYYCHHBIX pe3yinbTaToB. Tak, HampuMep, CKaHUPOBaHHE BeO-TpPUIOKEHHsA udepe3 MD,
nojaepKuBaromui G yHkuuu 3amutel Be6-nprunoxenuit (Web Application Firewall), ve 6yaer
JOCTOBEPHBIM, NOCKOJbKY MD 3a0OKUpyeT psAja MOTECHUHAIBHO OIACHBIX 3alpOoCOB,
UCIIOJIb3YEMbIX CKAHEPOM.

CylIecTBYIOT M IPYTUE CUTYAllMH, KOT1a GUIBTP MPUKIATHOTO YPOBHSI MOXKET OKa3bIBATh
HETaTHBHOE BIIMSAHHE Ha mpolecc ckanupoBanus. Tak, ¢punpTp mporokona RPC B Microsoft
Internet Security and Acceleration Server (ISA) 2004/2006 mno ymoi4yaHHIO OJIOKHUPYET
RPC-3amnpocsl. M3-3a 3TOr0 cHHXKaeTCs IPOU3BOAUTEIbHOCTh CKaHEepa, © HEKOTOPbIE TPOBEPKHU
HEBO3MOIKHO BBITIOJTHUTH. J1j151 TOr0 4T00BI 00€CTIEeUYnTh MOJHOPYHKIIMOHATBHOE CKAHUPOBAHHUE
gyepe3 ISA Server, Heo6xoauMo BeIOpaTh COOTBETCTBYIOMIEe npaBuio B okHe Firewall Policy,
BBI3BaTh KOHTEKCTHOE MeHI0 U BbIOpaTh myHKT «Configure RPC protocol». B nosiBuBmemcs

OKHE HeoOXxoauMo oTKI0UUTh onmui «Enforcestrict RPC compliance» (Puc. 1).

Prokocol |

Define RPC protocal related rules

‘when this checkbox is not selected, the filker wil
allow additional RPC type protacals, such as DCOM

’TI Cancel | Aapply |
Puc. 1 Orknrouenue nposepku RPC B Microsoft ISA Server 2004/2006

B HEexoTOpHBIX cpecTBaX 3aMIUTHI HE CYIIECTBYET BO3MOXKHOCTH OTKIIOUYHUTH (PUIBTPAIIUIO
MPUKJIAJTHBIX IPOTOKOJIOB TOJBKO AJIsI OTAENbHBIX Y3J0B. [Ip¥ BOSBHUKHOBEHUU TAKUX CUTYallUi
pEKOMEHyeTCsl BBIHOCUTH CKaHep 3a MD.

2.2.6. Cucrembl 00HApPYKEHHS M NpPeJOTBPAIEHUsS aTaK

CucteMmbl 00HapyXEHUs/TIPEIOTBpAlleHUs aTaK B OOJIBIIMHCTBE CBOEM pEarupyroT Ha
IpolLeCcC CKAHUPOBAHMS KaK Ha NOTEHIMAJIbHYIO aTaKky. [lolydeHne criucka OTKpBITHIX TOPTOB,
IpoOBEpKa CTOMKOCTH MapoJieil, ZOoCTyn K MNPOTOKOJaM YAAJeHHOrO YIpaBIEHUS — BCE ITO
MOXET TMPHUBECTH K CcpabaThIBaHUIO CPEACTB 3alUThl. B cioyyae ecium MexXaHU3M
NpeaoTBpallleHHUsl aTaK He 3a/1eiiCTBOBAaH, MHOKECTBEHHbIE CpabaThIBaAaHUS CUTHATYp MIPUBEAYT
TOJBKO K YBEJIMUYEHHUI0O 00beMa >XypHaJlOB CHUCTeMbl OOHapyKeHus aTak. Ecium MexaHu3zm
NpeAOTBpallleHHs aTaK BKJIIOYEH, TO CUCTEMa MOXET BMEIIAaThCs B POILlECC CKAaHUPOBAHUSA U
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HUCKa3UTh pPe3ynbTaThl paboTel ckaHepa XSpider. B c¢Bsi3u ¢ 3TUM, peKOMEHIYETCS BHOCUTH
y3IIbl, Ha KOTOPBIX ycTaHOBIeH XSpider, B CIUCOK MCKIIOYCHUM CHCTEMbl OOHAPYKCHUS aTak.

HOpHAKOBbIﬁ N2 nameHeHunAa Moanuce OTBETCTB. AMUA [aTta BHeceHMA nsmeHeHuA




2.2.7.

B ClIydyac UCIIOJb30BaHUA IECPCOHAIBHBIX MCEKCCTCBBIX OJOKpPaHOB MW JOJPYrux CpCIaCTB
3allUThl YpOBHs y3ia (Hanpumep, HIPS) Ha ckanupyeMbix 00beKTax HEOOXOIUMO Pa3pEIIUTh
y3JiaM, Ha KOTOPBIX yCTaHOBJIeH XSPider, 10CTyII 10 UCIOJIb3yEMbIM ITPOTOKOJIAM yIaJIEHHOTO
ynpasinenus. [ns Bxonsiero B nmocraBky Microsoft Windows M2 Windows Firewall sto
ocyiecTBiseTcs myTeM gobasinenus |IP-anpecos B mapamerp rpynmnoBoii moimutuku Computer
Configuration - Administrative Templates - Network - Network Connections - Windows
Firewall - Domain Profile - Windows Firewall: Allow remote administration exception (Puc.
JloTOJIHUTENbHO HEOo0XoaAMMO TMpoBepuTh, uto mapametp Computer Configuration -
Administrative Templates- Network - Network Connections - Windows Firewall - Domain

2).
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CpeacTBa 3alIUTHI YPOBHSA y3J1a

Profile - Windows Firewall: Do not allow exceptions oTkitoueH.

Windows Firewall: Allow remote administration exce... @EJ

Setting | Explain

=8 Windaws Firewall Allaw remote administration exception

() Mot Configured
() Enabled
() Dizabled

Allow ungolicited incoming meszages from:

11110101270

Syntas:
Type "' to allow mezzages from any netwark, or
elee type a comma-geparated list that containg:
any number or combination of these:

IP addresses, such az 10.0.0.1

Subnhet descriptions, such a3 10.2.3.0/24

Supported on: At least Microsoft Windows XP Professional with SP2

Previous Setting ] [ Mext Setting ]

The sting "localzubnet™ w

[ QK H Cancel H Apply

]

Puc. 2 Hacrpoiika ucknrouyenuit B Windows Firewall

MopaakoBbIn N2 M3meHeHun

MoAanuch OTBETCTB. nLa

[aTta BHeceHMA nsmeHeHuA
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3. YCTAHOBKA CUCTEMBI

3.1. IToayyeHue IMCTPUOYTHBA

HMuctpubytu XSpider moxer ObiTh moaydeH Ha CD-aucke B pamMkax MOCTaBKH HJIU
3arpyXeH ¢ cepBepa OoOHOBIICHHWI. B mocnemHeM ciiydae MpeaoCTaBiseTCS THIIEPCCHUIKA C
OTPAaHUUYCHHBIM CPOKOM JICHCTBUS, HAIPUMED:

https://service.maxpatrol.com/downloads/96c7247c-a20f-4bc2-a6al-
46791e7d1f90/XSpider-4919-080712.exe

Huctpubytus cuctembl XSpider npeactapisieT co00it oauH (aiia - HHCTATIATOP, UM
KOTOpOTO hopMuUpyeTCs CIenyIIuM 00pa3om:

XSpider-<unomep nuneHsun>-<marta coopku B popmare MMJIJIT'T>.exe

OTOT daitn coaepKUT MacTep YCTAaHOBKH, KOMIOHEHTHI CUCTEMBI M OJIHY JIMLEH3UIO.
3.2. IloaroroBka K ycTaHOBKe

Y66,HI/ITGCL, 4qTo TCXHHUYCCKHC XApaKTCPUCTUKH CUCTCMBI COOTBCTCTBYIOT
MHUWHHUMAJIbHBIM Tpe6OBaHI/I$IM.

3.3. YcraHoBKa ckaHepa

ITocne 3alyCKa MacCTepa YCTAHOBKHU U HAYAJBbHOI'O MIPHUBCTCTBUA NTPCATIAracTCsAa BBI6paTB
KaTaJor yCTaHOBKH.

Ha cnengyromem »dTanme HEOOXOIMMO 3aJaTh MapoJb YYETHOH 3amucH, KOTopas
UCIOJIb3YeTCs IS BX0Ja B cucteMy. Mst 3Toit yueTHo# 3anucu (Administrator) pukcuposaso.
VYuerHas 3anuck Administrator uMeer MakcuMalbHbBIE MPUBHIETHH 1O OTHOIICHHUIO K
JaHHOMY ckaHepy XSpider.

Buumanue! Vcnonp3yiTe CIOXKHBIN MapoJib AJs YIETHOW 3aMMCH aJ]MUHUCTpPATOpA.

Ha sTom stane ycranoBka ckanepa XSpider 3aBepiiaercs.

Buumanue! IlpaBunbHas HacTpoilka AaThl U BpPEMEHHM Ha cepBepe HMeeT OoJblioe
3HaueHHe JJIsI QYHKIHMOHUPOBAHUS CUCTEMBI.
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3.4, AKTHBAUMA JUIECH3UH

[TocTaBnsgemas B 1UCTpUOYTHBE JTUIEH3US SIBISETCS «CBOOOJHOM», T.€. HE MPUBSI3aHAa K
KOHKpETHOMY KoMmmbioTepy. CB0oOOAHAs NHUIIEH3HMS MO3BOJAET 3alMycKaTh M HACTPauBaTh
ckaHep. Jlns wucmosip30BaHMsA OCHOBHBIX (GyHKuuii XSpider (ckaHupoBaHue, HPOCMOTP
pe3yJIbTaTOB, BBIYCK OTYETOB) HEOOXOIMMO aKTHBHPOBATh JHIEH3UIO. [Ipu akTuUBamuu
nuieH3usa OyleT npuBsA3aHa K mapaMeTpaMm KOMIIbIOTepa.

Buumanue! ITocne AKTUBAallMU IIEPCHOC JIMICH3UHU Ha ,Z[perﬁ KOMIIBIOTEP HEBO3MOXKCH.

Ecnu xaroueBbie alnmnapaTHbIC XapaKTCPUCTHKHU KOMIBIOTCpAa U3MCHATCA, TO JIMLUCH3UA
MOXKET CTaTh HCHCﬁCTBHTCHBHOﬁ. B »TomMm cliydac HeO6XO,Z[I/IMO CBA3aTbCA CO C.]'Iy>K6OI>i
TEXHHUUYCCKOM MNOAACPIKKHU HJId IMOJYUYCHHUA IIOHOHHHTCHBHOﬁ I/IH(l)OpMaIlI/II/I 110 0OHOBJICHUIO
JIUICH3HUH.

Ckanep XSpider aBToMaTH4EeCKH MBITACTCS MPOUTH aKTUBAIMIO HA TJI00aJbHOM CepBepe
oOnoBienuit update.maxpatrol.com mpu nepBoM MOAKIOYCHHHU. [IpH 3TOM HCHOIB3YIOTCA
cTaHgapTHbie HacTpoiku (mpsmoe mnoakaodeHue, mopt 2002/TCP). B cuyuae ecnu
NOJKIIOUeHHE K ceTH MHTepHeT orpaHudeHo (3ampeineHo ucrojb3oBanue nmopra 2002/TCP
UJIA HMCIOJB3YyeTCsi ProxXy-cepBep), CIeAyeT OTKa3aThCs OT aBTOMAaTUYECKOW AaKTHBAIUH W
U3MEHUTh HACTPOWKM MOJKJIIOYEHUs K cepBepy oOHOBiIeHMH Ha Bkiajake Hactpoiiku -
OcHOBHBIE.

YcnemHocTs aKTHBAIMM JHMIEH3MH MOXKHO TPOBEPHUTh Ha 3akiajke Hactpoiiku —
OcHoBHBbIC, pa3aen Jlunensus.

3.5. AKTHBauus JUIEH3UH B U30JUPOBAHHON CeTH

Jns aktuBamuu tuieH3ud  XSpider Ha KOMObIOTEpe, KOTOPBIH HAaXOIUTCSA B
M30JIUPOBAaHHOM OT ceTH HWHTepHET CerMeHTe, HEeOOXOAMMO CreHepHpOBaTh 3ampoc Ha
aKTHBAaILlMI0, Pa3MECTHTh ero Ha cepBepe _https://service.maxpatrol.com u, mojayduB OTBeET,
aKTHBHPOBATH CKaHEP.

AxTtuBanus ckanepa XSpider B u30JupOBaHHON CETH MPOBOIUTCS Yepe3 CICIUATbHBIIH
BeO-uHTepdeiic Ha caiite https://service.maxpatrol.com (akTuBupyemas TULEH3Us 10JKHA HMETh
BO3MOXHOCTh paboTath B pexume Offline).

[Mporenypa aktTuBanuu ckanepa XSpider B u30a1upoOBaHHON ceTH Uepe3 BeO-uHTepdeiic:

1 3anycture XSpider. B rpaduyeckom uHTepdeiice yOemuTech, YTO yCTAHOBJICHA OIIIHS
«O06HnoBnenue nunensuit B Offline - pexxume».

i
2 HaxxmMute KHOTIKY «AKTHBHUPOBAThH JIHIICH3HMIO» V) JUIs aKTUBallMW JuieH3ud. Ecmu
TpeOyercss 0OOHOBJIEHHE JHUIEH3MH HaxMmHuTe Ha KHOMKY «CdopMupoBarh 3ampoc Ha OOHOBJIEHHE

JIUICH3HU M)
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3 CoxpaHuTe Ha CheMHBII HOCUTENb (ailabl *.0f r ¢ 3anmpocoM Ha aKTUBAIIUIO WK OOHOBIICHNE
JIMIICH3UH.
4 3arpy3ute (aiin 3ampoca (*.ofr) dyepes wuHTepdeiic offline-akTuBanuu TUIECH3UN

https://service.maxpatrol.com/ (He00X0AUMO HaTMYUEe KOMIBIOTEPA, MOJKIIOUYEHHOTO K CETH
WuTtepHeT, 1 y4eTHOH 3aMucH Ui aBTOPU3AIMK Ha JAHHOM pecypce™).

5 [Tocne 0OpabOTKU MOSIBUTCSI COOTBETCTBYIOIIEE COOOIICHHE W CChUIKA JJIS CKAauMBaHUS
daitna-orsera (*.0fl).

6 Ckauaiite aiin *.0fl mo ykasanHoi# cceuike; ums ofl-gaiina coorBercTByeT MMeHu Ofr-
daiina.

7 Ecny BO3MOXKHOCTh MOJKIIOUEHHS K CeTH MHTEpHET OTCYTCTBYET, HEOOXOIMMO TepeaaTh

TH00BIM BO3MOKHBIM criocoOoM (aiin 3ampoca (*.ofr) paspadorunky. B orBer Bol monyunre daiin
*
.ofl.

* 4 .
8 Yt00b1 3arpy3uth *.0fl, HAKMUTE KHOTIKY ~ (MMIIOPTHPOBATH JHIEH3HIO B pexxume offline)
Ha BKJIaake « CepBep» manens «Jlunenzum» Bo BkIaake « Hactpoitkmy.

B ciiyyae BOSHHKHOBEHHUS BONPOCOB BbI MOXKeTe CBA3aThCS CO CIYXKOOWH TEXHHYECKON
noaaepxku o tex. +7 (495) 744-01-44.

*YT0oOBI MOJTYYHTh YUCTHYIO 3aMKCh JJIs aKTHBALlMKM Ha cTpaHue https://service.maxpatrol.com,
HEOOXOIMMO 3aperiuCTPUPOBATHCA HA CalTe TEXHHMYECKOH MOJJepKKU KommaHuu Positive
Technologies (https://support.ptsecurity.ru) u ornpaButh 3assBky ¢ Temodl  «[lomyuenue
yueTHol 3anucu s Offline-aktuBanuu nunensuit XSpidery. Bol mony4uTe y4eTHYIO 3aIUCh
Ha YKa3aHHBIN B 3asiBK€ JJICKTPOHHBIN aapec.

3.6. O0OHOBJIEHHME CHCTEMbI

Jist KoppekTHOM pabOTHl CHCTEMBI aBTOMATHYE€CKOTO OOHOBJICHUSI HEOOXOITMMO HAJIMYUE
coeMHEHUs ¢ cepBepoM obHoBIeHu# (Uupdate.maxpatrol.com).

Jna oOHOBIEHUS MepeKkIYuTech Ha 3aknaaky «Hactpoiiku — OCHOBHBIE» U HAXKMUTE
KHOTIKY «OOHOBUTH» B maHenu «OOHOBICHUSY.

Buumanue! B xosie 00HOBJIEHHS KOHCOJIb MOTEPSET COEIUHEHHS C CEPBEPOM U B TEUEHUE
HEKOTOPOTr0 BpeMeHHU (OTHOW-IBYX MHUHYT) HE CMOXKET MOJKJIIOYUTHCSI K CHCTEME.

3.7. 3amuTa yCTAaHOBKH

OmnepanuoHHas CHCTEMa W JOMOJHUTEIbHbIE KOMIIOHEHTBI, HCIOJb3yeMbie XSpider,
MOTYT COAEpKaTh pa3jlUYHbIE YSI3BUMOCTH M HEJOYETHl B CTAaHJAPTHBIX HacTpoikax. lis
YCTpaHEHHUsI YA3BUMOCTEH PpPEKOMEHIYETCS II0CJI€ YCTAHOBKM IPOBECTH CKAHUPOBAHUE
KOMITBIOTEpPA, HAa KOTOPOM YCTaHOBIEH ckaHep XSpider, m ycTpaHuUTh OOHapyXCHHBIE
HEJOYETHl B COOTBETCTBUU C NOJYYEHHBIMUA PEKOMEHIAIASIMHU.
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3.8. HUcnoan3oBanue XSpider B BUPTYaJbHOM cpeje ¢ NPUBSI3KOH K 3JeKTPOHHBIM

kJao4aM eToken

Hcnonk3oBanue kitoya eToken obOecrieunBaeT JIMIIEH3MOHHYIO 3aI[UTY KOMIIOHEHTOB
XSpider npu padore B BUPTyaJIbHOM OKpYKEeHHH. Ha Tekymuii MOMEHT Takas BO3MOXXHOCTb
opuIMaNIbHO peanu3oBaHa TOJBKO s BUpTyanbHbIx MamuH VMware ESXI 4.1 u
Workstation 6.0 u Bsime.

[Ipu WMCHONB30BAHUM JPYTHX BHPTYAJIbHBIX MAIIWH JaHHass (QYHKIHS peanu3yercs ¢
IIOMOIIBIO TPOrPAMMHOTO MK amnmnapaTtHoro obecneuyenus tuma USB over IP Network.

Komnanus 3A0 «llo3utuB TexkHONOMKH3» 00EeCHEUMBACT TEXHUYECKYIO MOIIEPKKY
pelieHui, KoTopble 0a3upyrOTCs TOJBKO Ha BUPTyanbHbIX MamuHax VMware ESXI 4.1 u
Workstation 6.0 u Beime. Ecnu Bbl ucnonbs3yete pemenus tuna USB over IP Network, mo
BCEM BOIpOCaM, CBsA3aHHBIM ¢ paboroii eToken, HeobXxoaumo oOpamaTbCs B CIYKOY
TEXHUYECKOUN MOIePKKH KOMITAHUU-Pa3pabOTIMKa ITOTO MPOTPAMMHOT0 00eCTIeUCHHS.

Hanu4ue mocTOSSHHO MOAKIIOYEHHOT O KiTtoua e TOKen siBisieTcst 00s13aTeIbHBIM YCIOBUEM
st paboTel XSpider Ha BUpPTyajabHOWM MalllMHE.

3.8.1 Ilopsaaok ucnouab3oBanus XSpider ¢ eToken

Hns ucnonws3oBanus [1O XSpider B BupTyalbHOW cpene HEOOXOAUMO 3alPOCUTH
IUCTPpUOYTHB U COOTBETCTBYIOINYIO JHICH3UIO. [IpegocTaBieHue npapa ucnonb3oBanus [10
XSpider ocymiecTBaseTcs MO JUIEH3MOHHBIM A0oroBopaM. OTHOBPEMEHHO C mepenayeii npasa
ucnonb3oBanus [10 XSpider knuenty nepenaercs kirod e Token.

[Ipu OTCYTCTBUHM y KJIIMEHTA JOCTyNa K ceTH HTEepHET N1 HMHUIIMATN3aIu1 1 OOHOBIICHUS
I[TO XSpider, HE0OX0AUMO YBEAOMHTH 00 3TOM pa3paboT4YMKa A0 MOMEHTa O0(OPMIICHHS
kiaroua eToken. PazpaboTunk MpOBEACT €ro «IPUBS3KY» K COOTBETCTBYIOIICH JIMIICH3UH Ha
crtaguu popmupoBanus nuctpudyrusa [10 XSpider.

Knrou eToken mepemaercs kiueHTy B 0e3BO3ME3JHOE MOJb30BAHHE Ha BECh CPOK
NEeNCTBUS JULEH3UH.

B cnyuae yrparsl kiawoua €TOoKen mo 3anpocy KJIHEHTa BBIMYCKAETCS JOTOJHUTEIbHBIN
ko4 eToken Ha 6e3Bo3Me3qHON OCHOBe. B 3TOoM ciiyuae mocTtaBka kiatoua eTokKen kiueHTy
OCYILECTBJSAETCS 32 €r0 CYET U C UCIOJIb30BAHUEM €TI0 PECYPCOB.

B cnydae moBTOpHOW M mocienywolield yrpaThl kitoua eToken kiaueHT mpuoOperaet
JOTOJHUTENbHBIN Kitou eToken camocrostensHo y komnanuu Aladdin (http://www.aladdin-
rd.ru/) u mepegaet pa3pabOTUUKYy IS ero HHuIKanu3anuu. [lonydenue kinroda eToken mocie
WHHUIHATU3AlMU OCYI[ECTBISETCS 3a CYET KJIHMCHTA M C HCIOJb30BAHUEM €0 PECYpPCOB.

Knuentsl, koTopsie panee npuobdbpenu [10 XSpider u y KOTOphIX €CTh HEOOXOIUMOCTh
nepeiitu Ha ucnoap3oBanue [10 XSpider B BupTyanbHO# cpeae, 00panaoTCs B TEXHUYECKYIO
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noanaepx Ky 3A0 «llo3utuB TekHOTOIKU3» C 3alpocoM Ha mepeodopMIIeHUE A CTBYIOIIEH
nuneH3nuu. OTHOBPEMEHHO C 0pOpPMIICHHEM COOTBETCTBYIOMICH JIUIIEH3UU HOPMHUPYETCS KT
eToken. ®opmupoBaHHE KJOYa OCyIIecTBiseTcs OecmiatHo. JloctaBka kiroda eToken
KJIUEHTY ocylecTBiasieTcsd KypbepoM kKommnaHuu 3AO «llo3utuB TEKHOTOMXKHU3» WU IO
JOTOBOPEHHOCTU KyphepOM KOMITAHUU KIUCHTA.

Jna mnepeHoca pabouyell HMHCTAJUISIUMKM B BHUPTyaJbHOE OKpPYXEHHE HEO0OXOIUMO

JOTIOJTHUTENIBHO TPOM3BECTH KOHBEPTHPOBAHME AlapaTHOTO CepBepa B BUPTYaJIbHBINA (CM.
pasaen [lepenoc kommoHeHToB XSpider ¢ anmapaTHOTO cepBepa B BUPTYAIbHYIO CPEY).

3.8.2 Ocob0eHHOCTH YCTAHOBKH KOMIOHeHTOB XSpider ¢ ucnoab3oBanuem eToken

[Tocne monyyeHuss AUCTPUOYTHBA U KiItoua € TOKEN MOXKHO MPUCTYIUTh K pa3BePTHIBAHUIO
XSpider B BUpTYalbHOM OKPYXXEHHHU. AJITOPUTM pa3BEPTHIBAHUS IPECTABICH HUKE:

. [MoaroroBbTe BUpTyalnbHyt MamuHy Ha 0aze VMware ESXI 4.1 unun Workstation 6.0
U BBIIIE.

. IIpu HacTpoiike ammapaTHBIX pecypcoB VMware Heo0X0AMMO pPYKOBOJICTBOBATHCS
tpeboBanusamMu pasgena 2.1 TpeGoBaHHS K amnmapaTHOMy H IHPOTPAMMHOMY
o0ecTedyeHHI0.

. VcranoBute XSpider w3 mnomnydeHHoro aumctpubyruBa. IIpomecc yCTaHOBKHU

HE0OXO0MMO MPOBOIUTh MPHU OTKIYEHHOM Kiroue eToken. [IpaiiBeps! 1uist Kiro4a
eToken uHTerpHpOBaHBl B NUCTPUOYTHUB M OYIYyT YCTAHOBJICHBI aBTOMATUYCCKH, PH
3TOM COOBITHS YCTaHOBIIMKA JIpaiiBepOB 3amuchiBaloTcs B KoHel Setup Log (kypHan
coObiTHII MacTepa ycTaHOBKM cuctembl XSpider). Ilo ymomuanuio Setup Log
pacmonoxxen B kartamore C:\Program Files\Positive Technologies\ XSpider
\server\Logs. Ecau IIO XSpider ycranaBiauBaeTcsi B KaTajJor, OTJIHYHBIH OT
YKa3aHHOI'0, TO JXYpHald COOBITMH pacmoiokeH B Karaigore %InyThb K YCTAaHOBKE
XSpider %\server\Logs.

. [MoaxmrounTte mony4deHHbI paHee ko4 eToken B USB-mopt cepsepa VMware.

. B pasnmene  “Settings” co31aHHOH  BHUPTyaJbHOW  MAaIIMHBI  HEOOXOAMMO
nocienoBarenbHo nonkiarounts USB controller m USB device. Ecniu x VMware
MOJKJIIOYEHO HECKOJbKO »JJIEKTPOHHBIX KIIOYed, Heo0XoAuMo BbIOpaTh KO,
nonydeHHbd oT 3A0 “Ilo3utus TexkHomoOKN3”.
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@ 2ca v [ N e

Select USB device

Which USB device do you want to use?

Device Type
USB Device
Ready to Complete

~—vMotion Support
™ Support vMotion while device is connected
Select the host USB device below:
‘Description '['Cb’nnecﬂo'* on ]

Aktiv Co. Guardant Stealth II

<gack | [ next> | concel |

.

Puc. 3 Beibop 371€KTPOHHOTO KiII0Ya

MopAaaKkosbiii No usmeHeHUA
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. 3anyctute koHcoab XSpider. Ilepeiinute Ha Bkimaaky “Hactpoiiku” -> “Cepsep”.
AxtuBupyiite nuneH3u XSpider coriacHO HHCTPYKIINHU, TPUBEICHHON B pa3nene 3.4
AxTuBanus JMneH3uu PykoBojcTBa aaMuHucTpatopa cucteMbl MaxPatrol. B
nporecce akTUBAIMU MPOBEPSETCS HalWdue NOJKIoYeHHoro kiwya eToken u
NeUCTBUTEIbHON NuUIleH3UU. B nanpHeimeM [Jig coxpaHeHHs pabdOTOCIOCOOHOCTHU
XSpider TpeOyeTcs Haau4Me MOCTOSHHO MOAKIOYeHHOro kiaoua eToken. B ciydae
oTkmoueHus kitoua eToken XSpider 610kupyeT BO3MOKHOCTb pabOThI C CUCTEMOU 10
nojakiao4YeHus kiuroya eToken.

3.8.3 Ilepenoc komnoHeHTOoB XSpider ¢ anmapaTHoOro ceppepa B BUPTYaJbHYIO Cpeay

Jlns mepeHoca KOMIIOHEHTOB XSpider ¢ annmapaTHOTO cepBepa Ha BUPTYaJbHYIO MAIIUHY
MOXHO BocIoJib3oBarhesa yrunutoir VMware Converter.

Ckauats VMware vCenter Converter ¢ opunuansaoro caiita VMware

http://downloads.vmware.com/d/info/datacenter _downloads/vmware vcenter converte
r_standalone/4 0

[Tonpo6HO mporecc KoHBepTUpOBaHUS onucad B nokymente VMware vCenter Converter

Documentation na caiite npousBogurens VMware

http://www.VMware.com/support/pubs/vcc_pubs.html

[To Bonpocam, CBsI3aHHBIM ¢ KOHBEPTUPOBAHKMEM aMapaTHOr'O CepBEpa B BUPTYaIbHbIN,
cinenyeT oopamarkcs B cnyk0y rexauuecko noaaepxku VMware. Komnanus 3A0 “[lo3utus
TexkHOMOMXKHM3” HE HECET OTBETCTBEHHOCTH 3a BO3MOXHBIE MPOOJEMBbI, CBSI3aHHBIC C
ucnonp3oBanueM yrmutel VMware vCenter Convertor.

[To oOxoHYaHMHM TIpollecCa KOHBEPTHUPOBAHUS HCIOJB3YWTE TMOJYYECHHBIH paHee
nuctpubytuB XSpider ¢ moamepxkoit eToken aias mOBTOPHOW yCTaHOBKH CHCTEMBI Ha
BUPTyaJdbHOW wMamwuHe. [lOMHHTE, YTO MPONECC YCTAaHOBKH JOJKEH TMPOUCXOIUTH 0e3
MOAKJIYEHHOTO Kitoya e Token.

B x04€e ycTaHOBKM MCIIOJB3YITE CIENYIOLNIUE TapaMETPhI:
. pexum yctaHoBkH “IlepeyctanoButs XSpider ”;
. MCIO0Jb30BaTh JaHHbIE Mpeablayeil ycranosku? Oreet — “Jla”.

[Tocne 3aBepiieHus] Tpoilecca YCTAaHOBKM TMOAKJIIOUMTE MOJYYEeHHBIH Kiaou eToken B
USB-nopt cepsepa VMware.

B pasnmene “Settings” co3maHHOW BUPTYyaJdbHOW MAaIIMHBI HEOOXOAUMO MPOBEPUTH
noctynnocte USB controller u moakmrounts USB device (eToken).

B cayuae ecnu k VMware noakiro4eHO HECKOJIBKO 3JIEKTPOHHBIX KJIIOUei, He0OX0AMMO
BbIOpaTh KiIto4, nonyueHHbI oT 3A0 “Ilo3utus TexkHomOIKN3”.

3anyctute konconb MaxPatrol. ITepeiinute Ha Bkiaaky “Hacrtpoiiku™ -> “Cepsep”.
AxTuBHpyiiTe nauneHsuo MaxPatrol coriacHo WHCTpPyKIWH, MPUBEACHHON B pasgene 3.4
AKTHUBanus TUIEH3UH. B mpoiuecce akTHBaMy NPOBEPsAETCS HATUYUE IMOAKIIOYEHHOTO KIIlo4ua
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eToken u neiicTBUTEAbHON NUIICH3UK. B nanpHelIem 1ist coXxpaHeHUsT paboTOCIOCOOHOCTH
XSpider TpebyeTcs Hanuuue MOCTOSHHO MOJKIIYEHHOTIO KIHOYa
eToken. B cayuae otkimroueHus kiroda eToken XSpider 6iokupyeT BO3MOXHOCTH
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paboThI C CUCTEMOM /10 MOAKII0YeHHS Kiroda eToken.

3.8.4 JIluarHocTHKA M pelieHHe NMPodieM

[Tpu mpoBepke MpaBUIBHOCTU YCTAHOBKHU JpaiiBepoB €TOKEN MOXHO BOCHOJIB30BATHCS

CTaHIapTHBIMU cpeacTBamMu quaraoctuku Windows.

Ecnu ycTpoiicTBO He 0oOHapyXeHO, MPOBEpPbTE HaJIMYUWE HEU3BECTHBIX YCTPOICTB B

nucnerdepe ycrpoictB Windows. B cinywae ycmemrHod yCTaHOBKM JApailBepoB JUIs

eToken Bsl yBuaute ycrpoiicteo USB Token B pasgene Universal Serial Bus Controllers.

MopaakoBbIn N2 M3meHeHun

MoAanuch OTBETCTB. nLa

[aTta BHeceHMA nsmeHeHuA
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=

&4 Device Manager =HACN X

Eile Action View Help

&= D E HE & B %ib

- ¥ Metwork adapters 0
» "5 Ports (COM & LPT)

b D Processors

b -} Security Devices

b j Smart card readers

b % Sound, video and game controllers

b M| System devices

a- ¥ Universal Serial Bus controllers

----- ¥ Intel(R) ICH10 Family USB Enhanced Host Controller - 3A64
----- ¥ Intel(R) ICH10 Family USE Enhanced Host Controller - 3A6C
----- ¥ Intel(R) ICH10 Family USE Universal Host Controller - 3A64
----- ¥ Intel(R) ICH10 Family USE Universal Host Controller - 3A63
----- ¥ Intel(R) ICH10 Family USB Universal Host Controller - 3A66
----- W Intel(R) ICH10 Family USB Universal Host Controller - 3A67
----- ¥ Intel(R) ICH10 Family USB Universal Host Controller - 3A68
----- ¥ Intel(R) ICH10 Family USE Universal Host Controller - 3A68
----- § USE Root Hub

----- § USE Root Hub

----- § USE Root Hub

----- ¥ USB Root Hub

----- § USBE Root Hub

----- § USB Root Hub

----- § USB Root Hub

----- § USE Root Hub

..... § USB Token

m

Puc. 4 lucneruep ycrpoiicts Windows

B cnyuae orcyrctBus yctpoiictBa USB Token, mposeppre xypuamn Setup Log Ha
Hannune omubok. XKypuan Setup Log pacmonoxen B kartajore ycranoBku I1O XSpider.
Crannmaptubiii katamor: C:\Program Files\Positive Technologies\ XSpider \server\Logs. Eciu
[IO XSpider ycraHoBiIeHO B KaTajlor, OTJIMYHBIH OT YKa3aHHOr0, TO JKYpPHal COOBITHI
pacmojoxeH B kartamore %uyTh K yctraHnoBke XSpider %\server\Logs. B ciydae ycrnemHoii

ycTaHOBKH B pasnene Driver install start ne nomkuo ObiTh cTaTycoB Failure.

*hkkhkkkikkhkkkkikkhkhkkkikkkik Drlver InSta” Start EaE R R R b R R R R R b R e R b b b Check

if the eToken libraries are already installed.
Success.
Creating current directory
Already exit

Current directory: C:\WINDOWS\system32\Setup\PT\eToken
Extracting driver files... Success.

Installing the USB drivers.

Read the .INF file: C:\WINDOWS\system32\Setup\PT\eToken\aksup.inf
Opening the .INF file...

Get the device class GUID and Name... Parsing the manufactures list...
Parsing the devices list: DeviceList...
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SetupCopyOEMINfA... Success.

Installing the scard drivers.

Read the .INF file: C:\WINDOWS\system32\Setup\PT\eToken\aksifdh.inf
Opening the .INF file...

Get the device class GUID and Name... Parsing the manufactures list...
Parsing the devices list: DeviceList... Creating device info set.
Registering devices.

Updating PnP Devices... Updated: *AKS0001

Updated: *AKS0009

Success.

*khkkhkkkkhkkhkkikkkhkkikkikkkkkikhkikkkhkkikik End Iog kkhkkkkhkkhkkhkkkkhkhkkhkhkhkhkhkkkhkhkhkhkkhkhkkikkhkiikhkikiixkx

B ciydyae BO3HMKHOBEHHS OMHUOKH “0TKa3 B jocTyne” mpu paboTe ¢ KOMIOHEHTaAMHU
XSpider Heo6x0aUMO YOSAUTHCS, 4TO KJIt04u € TOKeNn moaKIroYeH U BUACH JIJIST CHCTEMBI.

[Ipy BO3HUKHOBEHHHM OIMMOOK, CBI3aHHBIX C TOAKJIIOYEHHEM W HacTpoiikoit eToken,
HEOOXO0AUMO OOpaTUThCSA B CIYXOy TexHUYecKOW moaaepkku kommanuu 3A0 “Ilo3utusn
Texnonomxus” (https://support.ptsecurity.ru). Jas 3Toro HeEoOXOAMMO CO34aTh 3ampoc, B
KOTOPOM MOAPOOHO OMUCcaTh CyTh NPOOIEMBl U NPUIOKUTH HEOOX0AUMBbIe (halliibl )KYpHAIIOB!
Setup Log u PTkernel.log. ITo ymongyanuio 3Tu ¢aiiisl pacnonaoxensl B katamore C:\Program
Files\Positive Technologies\ XSpider \server\Logs.

Jna Oonee pgeranpbHOro aHaiauM3a mnpoOIeM MOXKET Takxke mnoTrpeboBatbes Gain
DxDiag.log. B stom xypHane coaepxuTcs wH(poOpMaIusi, KOTopas MO3BOJSCT OMPEACIUTh
npucyrctBue USB-HocuTenss B cucTeMe, a TakKXke OMNpeneiuTh BEpCcUl0 apaiiBepa,
UCITOJIb3yeMOro npu pabote ¢ ycrpoiictBoM. UroOsl monyunts DxDiag.log, HeoOxoaumo mpu
MOMOIIIM KOMaHIHOW CTPOKM 3amycTuTh yTuiauty Odxdiag.exe m Ha Bkiajake System BeiOpaTh
Save All Information. [Tony4eHHbI# (aiis )kypHaa cieyeT OTIPABUTh B CIYKOY TEXHUUECKOMH
noaaepxku komnanuu 3A0 “IlozutuB TexkHOMOMKNU3™.

Komnanusa 3A0 “Ilo3utuB TexHOJIOMKHU3” oOecreunBaeT TEXHUUYECKYIO MOJAAEPKKY
peleHui, KoTopsle 0a3UpPyOTCS TOJBKO Ha BUPTyaldbHBIX MamuHax VMware ESXI 4.1 u
Workstation 6.0 u Beiie. Eciiu BoI uicniosnb3yete pemenus tuna USB over IP Network, To mo
BCEM BOIPOCaM, CBSI3aHHBIM ¢ paboToii kiatoueit eToken, HeoOXxoguMo 0Opamatbcs B CIyx0y
TEXHUYECKOW MOIePKKH KOMIAHUU-Pa3paboTUyrKa 3TOTO MPOTPAaMMHOTO 00eCTIeUeHUS.
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4. PABOTA C CUCTEMOM

4.1. Moakaw4YeHne K cepBepy

Ckanep XSpider aBTOMaTH4ECKHU MBITAIOTCS MPOTH aKTUBAIUIO HA TI100aEHOM CcepBepe
oOnoBienuit update.maxpatrol.com mnpu nepBomM moakIOYCHUHU. [IpU 3TOM HCHOIB3YIOTCS
craHgapTHeie HacTpoiku (mpsamoe mnoxakiawodenue, mopt 2002/TCP). B cinyuyae eciwm
noAKIOYeHUE K ceTu MHTepHeT orpanuueHo (3ampenieHo ucrnonbioBanue nopra 2002/TCP
UM HUCIIOJB3yeTcst ProXy-cepBep), CleAyeT OTKa3aThCsi OT aBTOMATHYECKOW aKTHBAIMHU H
U3MEHUTHh HACTPOMKH MOAKIIOYEHHS K CEpBEPY OOHOBICHUM.

Ecanu cucrema NPpCaAJIOKUT NPOBECCTH aBTOMATHUYCCKYIO aKTUBALIUIO JIMICH3UH, CICAYIOT
OTKa3aThCss M B OTKPBIBIIEMCS OKHE KOHCOJM MEpedTH Ha 3akjanaky Hacrtpoiiku —
Coenunenus. B okHe 1m0 yMoia4aHWIO OyaeT MPUCYTCTBOBATH TOJBKO OJHO COCAMHEHHE C
cepsepom update.maxpatrol.com, mopt 2002/TCP. Jlns moaudukanuu HaCTPOEK CICAYET
BBIACINUTL COCAMHCHHUC, ICIKHYTDH HpaBOfI KHOIIKOM MBI U B IIOSBHUBIIEMCS KOHTEKCTHOM
MEHIO BBIOpaTh NYHKT 3MEHUTS.

4.2. CxkaHupoBaHHe

Jlna npoBeneHUs CKaHUPOBAHUS HEOOXOAUMO CO34aTh 3aJady, yKa3aTb CKaHHUpPYEMBbIE
y3J1bl, HACTPOUTH NPOPUIb CKAHUPOBAHUS U 3allyCTUTh CKAHUPOBAHUE.

Bce ocHOBHBIE ONEpaIiH 10 YIPABIEHUIO CKAHUPOBAHUEM OCYIIECTBIAIOTCS U3 BKJIAIKH
Ckanuposanus (Puc. 5).
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Vams
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0.111.112.0-10.11 1.112.255

AoBanem noodm.

10.115035.0-10.111.115.255 =
Lobaons yyen

Puc. 5 Bxnanka «CkanupoBaHuE»

Bxmagka CkaHupoBaHHS TpeJHAa3HA4YEHA JUISI OTOOpa)xeHus WHPOpManuu 00 aKTHBHBIX
CKaHaxX W YNpAaBICHUS MMHU, a TakXKe JJs yHpaBieHHUS NPOPHISIMH CKaHHUPOBAHUS, KOTOPHIE

3a1ar0T HaCTpOﬁKH, HCIOJb3YEMBIC IPU CKAaHUPOBAHUH.

4.2.1 Co3panue 3aga4u

OCHOBHBIE OTE€palUuu MO YNPaBJIEHUIO 3aJadaMU OCYIIECTBJSETCSA M3 BKIAAKU 3ajadd,
OTKpPBIBAEMOM MO yMOJIYAaHUIO TpH Tepexojae Ha BkiIanky CkanupoBaHus. B manmenu 3amaum

BO BKJIaJKC 3a,uaq1/1 0T06pa>1<aeTc51 CIIMCOK UMCIOIIINXCA B CUCTCMC 3a1a4.

CYIJ.ICCTByeT JABa METOoJa CO3JJaHus 3aJadu.

CYIIECTBYIOLIEH.

Jnsg co3manus HOBOM 3aJayM:

=

I[O6aBJ'ICHI/IC HOBOH M KOIIUpOBAaHUC

Haxxmute kHONKY + (lobaBuTh 3amauy) B maHeau 3a7auu.
2. YxkaxuTe HazBaHuWe 3anauu B noyie Hazpanue nuanoroBoro okHa Co3aaTh HOBYIO

3agauy (Puc. 6). Tonbko 3TOT mapameTp SABJSIETCS 00I3aTEIbHBIM.

3. Haxwmure knonky OK.

MopaakoBbIn N2 M3meHeHun
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(O)Cozpath HoBYHO 3apauy E

HazeaHHe Inew task.
L'

AofaEHTe NpodHL ;l

[nagHoe NpagMno

¥3Mbl

O OTHEHS

Puc. 6 Jluanorosoe okHo Cozdams HOBYIO 3a0auy

Jlns co3naHus 3aa4u Ha OCHOBE CYLIECTBYIOLIEH:

1. Brigenute KONMUPYCMYIO 3a1a1y B CIIUMCKC 3aJaY.

2. Haxwmure xnonky  (KommpoBarTh 3a1ady)B maHenu 3amadn.

3. BanmaiiTe He0OXOUMBIE TaApaMETPHI B THAIOTOBOM OKHE PemakTupoBaTh 3amady
(Puc. 7).

4. Haxwmure kHonky OK.

[Tocne BRIMOIHEHUS 3TUX ONEepalMil 3aa4ya MOSIBUTCS B CIUCKE 3a7la4 U aKTUBUPYETCS B
okHe [lapameTpsl 3anauu.

(C)PepanTrpoBanve 3aaaum E
HazeaHne
[NaEHoE NpaEHno I <KaK B 3aa0a4e = j + |
¥3nkl
= Defaul localhast x =|

AoBaBnTE ysen
AoBEEHTE Npodne

O OTHEHS

Puc. 7 lnanoroBoe okHo Pedakmuposams 3a0auy
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4.2.2 Hacrtpoiika npogu/isi CKAHUPOBAHUA

Hacrtpoiika mnpoduiss CKaHUPOBAaHUS OCYIISCTBISAETCS B CHOHCKE Y3JIbl MaHENIH
[Tapamerpsizanayn. s Bei6opa npoduiist HCOGX0AMMO HaKaTh Ha CChUIKY J[06aBUTH Mpoduib
(Puc. 8).

(C)PepaxTvpoBanve sagaur

HazgaHHe IIocthost

[ nasHoe Npaskno I <kaK B 3a884e> j + |

= [oefaur ~ | locathost x |

AoBaEnTE yaen

¥znkl

QF OTHEHA

Puc. 8 lo6aBnenue npoduns

OTtolOpaxaembie B CIUCKE PO UIHN CKAHUPOBAHUS CO3Jat0TCsl Ha BkJIagke CkaHUpOBaHUA
- llpoduiu. [Jeranpuas uHGoOpManus Mo HACTpoike mpoduias mpuBeaeHa B pa3aeie Hactpoiika
npoQUIIsi CKAHUPOBAHUS.

B cnydae HeoOXxonuMocTU 3Ha4YeHUsS Npoduas MOryT OBITh HepeomnpeieNeHbl i Bcei
3aJaud WM JJIA  OTACNbHBIX y3JI0B/rpymmel y370B. [l go0aBjieHHs MepeonpeaeaeHus

HEOOXOJMMO HaXaTh Ha KHONKY Jlo0aBUTH mepeomnpeaeneHue —+. [locie 3TOro oTKpoeTcs
OKHO penakTopa npoduias U TOABUTCA BO3MOXKHOCTH MOJIAMGUIMPOBATH NapamMeTpbl
ckanupoBanus. Jlng ynaneHus nepeonpencieHui npoduius M BO3BPANICHUS K HACTPOHKaM,

yKa3aHHBIM B MPOdHIe, HEOOXOIUMO HAXATh KHONKY Y IaJuTh HepeonpeeeHIe — *.

[Tocne nepeonpenenenus npopuis u 100aBIEHUS y3JI0B COXPAHUTE U3MEHEHUs, HAaXaB Ha
KHONKY [IpuMeHUTS.

4.2.3 Cnucok y3/10B

BBoJ cCKaHHpPYEMBIX Y3JIOB OCYIIECTBISICTCS B CIIUCKe Y3Jbl HaHeau [lapamMeTpsl 3a1aqi.
Jlyist BBIOOpA y371a HY)KHO HaxxaTh Ha cchUIKy Jlo6aButh y3en (Puc. 9).

B cTpoke penakTupoBaHus y3710B MOXHO yka3biBaTh |P-anpeca, NetBIOS u DNS-umena
(FQDN) ckanupyembix y370B. CyllecTByeT BO3MOXXHOCTh YKa3blBaTh CIHCOK Y3JI0B C
Pa3ICIUTEIAMHE «;», «,» UIU IEPEBOJ CTPOKUY.

Jns BBOAA mojaceTedl MM aMana3oHoB IP-agpecoB HCIONb3yeTcs pasaeluTelb «-»,
Hanpumep, 192.168.0.1-192.168.0.25.
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(©) PepaxTipoBanve sapaum B

Hazeatme

[naeHoe npae+ng <KaK B 338348 ﬂ +

Y3kl

+ Default 192.166.1.1 23 d
myhost. example. cam
192,168.0.1-192,168.0,254 x

AoGEEMTE Y3en
AoBaenTe npodkne

=).4 OTHEHE

Puc. 9 JloGaBnenue y3na

Jns ynaneHus y3jia WJIM JHana3oHa apecoB HEOOXOJAMMO HaXaTh KHOMKY Y AalUTh
y3en R

[Tocne mepeonpenenenus Npoduis U 100aBICHUS y3JI0B COXPAHUTE U3MEHEHHS, HA)KaB Ha
KHONKY [[puMEHUTSH.

4.2.4 3anyck 3agaum

B cucteme XSpider cymecTByeT HECKOJIbKO PEKMMOB 3alyCcKa 3a/1a4 Ha BHITIOJTHCHHUE!

CoOcTBEHHO 3alyCK 3a/auu

CKaHI/IpOBaHI/Ie BBI6paHHLIX Y3J10B
. Pexxum Host discovery

PaCCMOTpI/IM 9THU PCIKUMBI HO,Z[p06Hee.

I[J'ISI 3alyCKa 3aJavuu HCO6XOI[I/IMO BBI6paTI:> €€ B CIIHCKE 33)121‘11/1 U HaXaTb HAa KHOIIKY

3anycTuTh 3agady . [locie 3Toro 3ajaya mosiBUTCS B TaHEe AU AKTHUBHbBIE CKAHBI.

CymeCTByeT BO3MOXHOCTb INMPUOCTAHOBUTL HIIM 3aBCPLHIUTH pa60Ty TOM HIHM HHOU

3ajlayu B Ipoliecce ckaHupoBaHus. [locie 3aBeplieHHs CKaHUPOBAHUS PE3YyNbTAThl pabOTHI
MOMEIAITCS B UCTOPUIO CKAHUPOBAHUS.

4.2.4.1. CkanupoBaHue BbIOpAHHBIX y3JI0B

CucrteMa mMo3BOJISCT 3allyCTUTh CKAHUPOBAHUC OTACIBHBIX Y3JI0OB 3aga4u C mapaMETpaMu,

yKa3aHHBIMU B COOTBETCTBYIOIIEM Npoduiae ckaHupoBaHus. B COOTBETCTBYIOIIEM MEHIO HYKHO
BBIOpATH y3JIbl M HAXKATh KHONKY «3aMyCTUTh 3a7a4y».
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( f
© comporre o oce QRN =
Yama o fipodhuns ¥ nepeonpeienenn
V! 192,168.0.1 Default
V| 192.168.2.110 Default
localhost Default
u 3anycTuTs 33a3vy OmMena

Puc. 10 CxanupoBaHue BEIOpAHHBIX Y3JIOB

4.2.4.2. Pexxkum Host discovery

Pexxum Host discovery mo3BosisseT MpoBeCTH CKaHHPOBaHKE, HANIPABICHHOE TOJbKO Ha
omnpenieeHue JOCTYMHOCTH Yy3JI0B, YKa3aHHBIX B 3ajlau€, WU HEKOTOPBIX KIHUYEBBIX A
CKaHUpOBaHUs MapamMeTpoB. JJOCTYyNHOCTH y3JI0B ONIpeAesieTCs O CIeAYIOIIUM TapaMeTpaM:

ICMP ping — npoBepuTh 10CTYymHOCTH y3ia o ICMP ping

TCP ping — npoBeputh g0cTynmHOCTH y3ia mo TCP ping

ICMP u TCP ping - npoBeputs goctynHocts y3iaa no ICMP u TCP ping
. OnpeneneHne UMEH — ONPEACIUTh UMEHA JOCTYIHBIX Y3JI0B.

PC3YJ'ILT3.TI>I CKaHUPOBAHHUA MOKHO MPOCMOTPECTDh HAa BKIIAJAKE ((I/ICTOpI/ISI».

OO6paruTe BHUMaHUE, YTO BKJIIOYEHHE 000N U3 yKa3aHHBIX ONLMHN yBEIHYHBAET BpeMs
CKaHUPOBAHUS.

4.25 HNpeHTH(UKANUA CKAHOB B pe3yJibTaTaX CKAHUPOBaHUS

WNnrepdeiic ynpaBieHnus npaBujiaMu WACHTU(PUKAIIMU CKaHOB pa3paboTaH s
HAacTPONUKM HUJEHTU(PUKALMHU Y3JI0B B pe3ylbTaTax CKaHUPOBAaHMA. JTa HOBas
BO3MOKHOCTb UCIIOJIB3YETCS JUISl PEIIEHUS IBYX OCHOBHBIX 3aJa4:

. pa3ielieHue B pe3ysibTaTaX CKaHMPOBAHUS Y3JI0B, MPEACTABIAIOIIUX pa3Hble CYLHOCTH,
HO MMEIOIIMX MPHU 3TOM OJMHAKOBBIE MMEHA B 3ajaade (pasznuuHble 3k3eMIuisipel b/ Ha
OJTHOM Y3JIe);

. COMOCTABJIECHNUE PE3yJIbTATOB CKAHUPOBAHUS OJHOTO M TOTO K€ y3Jla B Pa3sHBIX CKaHax,
€CIIM OCTYI K HeMy ObLJI IPOU3BEIEeH N0 pa3HbIM UMeHaM (Hanmpumep, no [P-agpecy u no
DNS-umenn).

Ha Bknanke Kondurypauus — [IpaBunapacnosoxeH uHTepdeiic, KoTopblif MO3BOIAET
C03/J1aBaTh MpaBuiia UICHTU(OUKALIUN CKaHOB.

OOpaTuTe BHUMaHUE: UACHTUPUKAIUS y3JI0B KpailHe BaXkKHa NPU NOCTPOECHUU OTUETOB!

HOpHAKOBbIﬁ N2 nameHeHunAa Moanuce OTBETCTB. AMUA [aTta BHeceHMA nsmeHeHuA




31
RU.83128364.501540-XS-7.8.25 93 01

(©) xspider - Positive Technologies

7 5 v
HSPIDER  Cranvposanns MNaHNPOBLLMK WcTopra OT4eTsl Koridhrypaums HacTporikn

HasBarme [etBIOS

BopMaT fier

i,—. Vlml 3Kk3eMnaapa (ﬁsiﬁL)
I~ vma sksemnnspa (Oracle)

10.111.112.0-10.111.112.255
1011111265
192254.254.254
audit

JlocTynHBI cleayromue cnocoObl UMEHOBAHHUS Y3JI0B B pe3yJIibTaTaX CKAHUPOBAHHUS: KaK B
3ajaye, Mo rJIaBHOMY NpaBrily. [ J1aBHOE MPaBUJIO — 3TO OJTHO U3 MPABUJ, KOTOPHIE CBSA3aHBI C
3agayeil (I HACTPOMKH Hcob3yeTcs 3akinanka Kouduryparus - [IpaBuia).

[Ipn ycraHOBKE HOBOW BEPCHUM JUIS BCEX 3a7ad, Y KOTOPHIX OBLI YCTaHOBJEH CIOCO0
MMEHOBAaHHUS y3JIOB B pe3yJibTaTaX CKaHUPOBAHUS, COOTBETCTBYIOIIEE MPABUIIO ABTOMATUYECKH
HasHavaeTcs riaaBHbeiM (IP, NetBIOS, FQDN). Hanpumep, 1715 3a1a4u co CIocCOO0OM HMEHOBaHUS
y310B 1o IP-anpecy Oyner ycraHoBieHo riaBHoe mpaBuiio «IP». OOpatute BHUMaHUE, UTO
octanbHbie mpaBuia o ymonmyanuo HE IIPUMEHUMOBI k3agade. [y Toro 4ToOBI cheliaTh
UX TIPUMEHUMBIMH, CJIEIYyeT SIBHO YCTaHOBUTH HACTPOUTH NMPUMEHHUMOCTH B HHTepdeiice
npaBun (maHens 3amauud, 3akinanka Kondurypanus-Ilpasuna). OOpatuTe BHUMaHUE. €CIH
NpaBUIO HE NPUMEHUMO K 3ajaue, TO €€ y3Jbl He MOTYT OBITh UACHTHU(DUIHPOBAHBI 10 3TOMY
MpaBWIIY, U OTYET C TAKOW MACHTH(HUKAIMEH OYIeT IMyCT.

4.3. NnaHupoBIIMK 32724

Jist dopMupaoBaHus 3allJIAaHUPOBAHHBIX JACHCTBUN MCIOJB3yeTCs BKIaAKa [I1aHMpOBIIHK.
B03MOHO BBINOJIHUTH CIENYIOUINE CLEHAPUHU 3al1yCKa 3aJauu:
. ITocnenoBaTenbHBIN 3aI1yCK;
. Brinyck oryera;
. Host Discovery.

Jna co3gaHus HOBOTO paclucaHus HEOOXOJMMO Ha MaHeld HHCTPYMEHTOB BBIOpaTh

KHOTIKY s Coznate. OTKpoeTcss HOBoe nuanoroBoe okHo Co3maHue pacmucaHus, B KOTOPOM
MOJKHO BBIOpPAaTh HEOOXOIMMBINA CIlEHApH 3allyCKa W yKa3aTh MapamMeTphl ero 3amycka.
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4.3.1 Cuenapmii mocaeaoBaTeJdbHbIi 3aMyCK

Cuenapuit 3anycka [locienoBaTelbHbIi 3ayCK BBIMOJHIET MOCIEI0BATEIbHBIN 3ayCK
3aJ]a4 CKaHUPOBAHUS MO 3aIJaHHOMY PaCIHUCAHUIO.

[Ipy HacTynjJeHUH HUHTEPBAJIOB BpPEMEHH pabOTBHl MOCIEIOBATEIBHO 3aMyCKaIOTCS
3a7layd, HO CJIelyollas 3ajayda 3alycKaeTcs TOJbKO MPH YCIOBHUM, YTO NpeablAylias 3ajxada
BBIMIOJIHEHA MJIM €€ 3allyCK CYLIECTBEHHO HE IMOBJIUSIET HA CKOPOCTb BBHIIIOJIHEHUS
y’Ke 3amyIleHHOoN 3a1auu.

Jnst naHHOro clieHapusi IpeaycMOTpeHa BO3MOXKHOCTh BBIIIYCKa OTYETOB. ['eHepaunus u
JOCTaBKa OTYETOB MPOUCXOJUT MOCIIE KaKA01 3aBepIICHHON 3a1a4y 11O Pa3IUYHBIM YCIOBUSIM:

. 1ocJie YCIEUTHOr0 3aBepIIeHUs CKaHUPOBAHHUS,
. 1I0CJIe HEYAaYHOTO 3aBEepUICHUS] CKAHUPOBAHUS,
. mocJje 3aBepUICHUs] CKAHUPOBAHHS C OMUOKOMH,
. B 11000M ciyuae.

4.3.2 Cuenapuii BbIIYCK 0TYeTA

Cuenapuii 3anycka Bpimyck oTdyeTa BBIMOJHSAET Te€HEPAIMI0O M JOCTAaBKY OTUYETa IO
IOCJIEAHEMY IPOBEIECHHOMY CKaHY B COOTBETCBUHU C 3alaHHBIM PACIIMCAHUEM.

4.3.3 Cuenapuii Host Discovery

Cuenapuii Host Discovery mo3BoJisieT onpeneuTh JOCTYITHOCTh Y3JIOB 70 MPOBEACHUS
CKaHMPOBAaHUA 3aJlauM, YTO MO3BOJISIET YMEHBIITh BpEeMsl CKAaHUPOBAHMS, UCKIIOUYUB U3 HEe
HeoTBeuawInue y3ibl. 3amyck cieHapus Host Discovery ocymiecTBisieTcs 1Mo 3aJaHHOMY
pacmucaHuio.

HpI/I CKaHUPOBAHHUU B PCIKUMC Host Discovery BO3MOXHO BKJIYUTH JOIIOJHHUTCIBbHBIC
OIIUHU.

. npoBepka y3iaa Ha 3anpockl ICMP ping,

. nposepka y3ina Ha 3anpocsl TCP ping,

. OIlpeEeIeHNEe UMEH I JOCTYIHBIX Y3JI0B,

. onpenaenenne OC, ycTaHOBJIEHHBIX Ha JOCTYIHBIX y3JaxX.

ITocne 3aBCPUHICHUA CKAaHUPOBAHUA A AAHHOIO CHCHApPHUAd BO3MOXHO HNPOU3BOIHTH
reHEepanu U JOCTAaBKY OTYECTOB I1O PA3JIMYHBIM YCIOBHSIM:

. MOCJIC YCIIENTHOTO 3aBEPIICHHUS CKAaHHPOBAHUS,
. MocJie HeyAa4YHOTO 3aBEePIICHHsI CKAHUPOBAHHUS,
. MOCJIC 3aBEPIICHUS CKAHUPOBAHHMS C OMIUOKOM,
. B 1I000M ciyuae.
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4.4. Ananu3 pe3yJibTaTOB

I[J'If[ aHaJIn3a pC3yJbTaTOB MOKXHO UCIIOJIB30BATh HCTOPUIO CKAHUPOBAHUA UJIN MCXaHHU3M
réHepanguu OTUETOB.

441 HWcrTopusi CKAHUPOBAHUSA

st mpocMoOTpa HCTOPUU CKAaHUPOBAHMS HEOOXOAMMO MEePEUTH Ha BKIAAKY «McTopus».
B »sToli BKiagke oToOpa)aeTcs CIUCOK 3aaad, KajleHAapb CKaHMPOBAHUN M CIHCOK CKAHOB
I BBIOpAHHBIX 3a/7a4.

'; ) XSpider - Positive Technologies

Kanenpapb CKaHbl

@ 171 [©)

Bpers cneayrowero 3a... = Bpema Y3nbl | 3apgaua Craryc

3agaya 1

Puc. 11 UcTopus ckanupoBaHuit

Jlna mpocMoTpa pe3ylibTaToOB HEOOXOAUMO BHIOpaTh HYKHBIW CKaH B CIMHCKE CKaHOB U
IBXJIbl IMIETKHYTh Ha HEM JI€BOM KHOIMKOW MBIIIK, JUO0O0 BBIOpaTh MYyHKT JlOKyMeHT
CKaHUPOBAHUS B KOHTEKCTHOM MEHIO.

CyuiecTByeT BO3MOKHOCTb CHOPMUPOBATH OTYET MO TEKYLIEMY CKaHy HEMOCPEACTBEHHO
n3 Bkianku Hcropus. [Ing sToro Ha BHIOpaHHOM cKaHe HEOOXOAMMO MIEIKHYTh MpaBoil
KHOTIKO# MBIIIK M yKa3aTh B KOHTEKCTHOM MeH0 MyHKT «Otuers» (Puc. 12).
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Puc. 12 Co3nanue otuera u3 Bkiaaaku «Mcropus»

ITocnae réHepauruu OT4YCTa OTO6pa3I/ITC5I ANAJIOTOBOC OKHO, ITO3BOJJIAKOIICC IMIPOCMOTPETH
NN JOCTAaBUTDH OTUCT.

A TakXe CyIeCTBYET BO3MOKHOCTh apXHUBAIUU PE3yJIbTATOB CKAHUPOBAHUS. DTO QPyHKIIUS
M CTIOJIB3YETCs ISl SKOHOMHU CBOOOJHOTO MECTa Ha )KECTKOM AMCKe. J{Js apXuBauu 0JHOTO UIH
HECKOJBKMX CKaHOB HEOOXOAMMO TpPEABAPHUTEIBHO BHIOpPATh HUX B CHHUCKE pPE3yJIbTaTOB
CKaHUPOBAHUSA M B KOHTEKCTHOM MEHIO Ha)KaTh Ha KHONKY ApxuBupoBaTh. llepen apxuamuei
OyZleT OTKPHITO OKHO C NPEAYNPEXKJCHHEM O TOM, YTO IOCIE apXUBALMU CKaHA Pe3yJIbTaThl
CKaHMPOBAaHUS OyNyT yJaleHbl u3 0a3el U coxpaHeHsl B (Qain. s mnpocmoTpa HEOOXOAUMO
npeJBapUTEIbHO pa3apXUBUPOBATh BHIOpAHHBIC CKaHbl, Ha)kaB Ha KHONKY BoccTaHOBUTS.
ApXUBAIMIO MOXHO COBEPIIATH IO PACIUCAHUIO.

4.4.2 Tenepauusi OT4ETOB

Cuctema XSpider mpegocTaBiisieT MOJb30BATEI0 JBa crocoba paboThel ¢ pe3ysibTaTaMu
CKaHMpOBaHUA. Bo-nepBbIX, M KaXX0r0 CKaHa cO3/1aeTcsl JOKYMEHT CKaHUPOBAHU S, KOTOPHIN
COIEpXKHUT BC€ MOJAPOOHBIE JAaHHBIE O pe3yibTaTaxXx CKaHUPOBAHHS 0€3 IMpeaBapUTEIbHOU
00paboTKH, TPYNNUPOBKU HIM (QUIBTPALMHU; 3TOT JOKYMEHT AMHAMUYECKH OOHOBISIETCS B
npolecce CKaHUpOBaHUsA. B OONbIIMHCTBE cliydyaeB TaKue MOJAPOOHBIE JaHHBIE 1O OIHOMY
CKaHUPOBAHUIO HEYJOOHO MCIIOJb30BaTh, T.K. 3TH JaHHBIE MOTYT OBITh U3JIUIIHE J1€TAJbHBIMU
711 OONBIIMHCTBA CIIyYaeB, a TAK)KEe TaKoe MPEeJICTaBICHHUE JAaHHBIX CUIIBHO 3aTPYyAHSAET aHAJIHU3
U CpaBHEHHE.

Kpowme toro, nnst paboThl ¢ JaHHBIMU CKaHUPOBAHMS MOJIb30BaTElb MOXKET UCIOJIb30BaTh
oT4eThl. MOAYyJb OTYETOB B cKaHepe Oe3omacHocTH XSpider mo3BoJisieT MOJb30BATEIAM
noJy4yaTh B yA0OHOM CTPYKTYPUPOBAHHOM BHUJ€ JJAHHBIE O Pe3ylibTaTax CKaHUPOBAHUS OJHOU
UM HECKOJIBKUX 3aJau (CKaHOB) ¢ BO3MOXHOCThIO (UIBTPAIIMU U TPYNIUPOBKH, CPABHUBATH
JJaHHbIE€ PAa3JIMYHbIX CKAHUPOBAHMUIM, MMOJy4aTh OOLIME OLIEHKHU COCTOSHUS CUCTEMBl U CTPOUTH
periaMeHTUpOBaHHbIEe OT4YeThl. OTUEeT MO3BOJSIET MNOJIYYUTh Tpedyemble CBEACHUS s
JIeTaJbHOTO aHaIN3a TeKYyIlel CUTyallud B CUCTEME MJIM JJI COCTAaBIEHUs OOILIero oTdeTa JJis
pykoBoacTtBa. KpoMe TOro, MOKHO BBITPY3UTh JaHHBIE CKAHUPOBAHUS B OT/IEJIbHBIN JOKYMEHT U
3aTeM MCIO0JIb30BaTh IS YIIPABICHUS CUCTEMOMN UJIN AJIs NIPOBEACHUS aHAIN3A JaHHBIX.
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OTueT CTpOUTCS Ha OCHOBAHUHU JAHHBIX CKaHMpoBaHUsi. [lonb30Barens MOXET BBHIOpPATh
HEOOXOIMMBIH eMy THUIl oT4eTa. Mcmonp30oBaHWE KOHKPETHOTO THIIA 3aBHCUT OT 3anadv,
KOTOpPBIC MOJIb30BATENIb CHCTEMbI X0UET PEUIMTh C MOMOIIbI0 oT4YeTa (cM. pasnen 4.4.2.1

Tuner otueToB). Ilonb3oBaTenb MOJKEH BBIOpAaTh HMCXOJHBIC AaHHbIEe — cKaH(bI), Ha
OCHOBAaHHMHU KOTOPBIX OylneT mocTpoeH ordeT. JlaHHBIE MOXHO OOBEAUHATH U QUIBTPOBATH
(cm. pasgen 4.4.2.5 O0mas cxema HOCTPOEHHUS 0TYETOB). Pe3yIbTaThl, KOTOPHIE MPEACTABICHBI
B BUJe (aiisia BEIOpaHHOTO popMara, TaKKe MOXKHO QUIBTPOBATH U rpynnupoBaTh. O4eBUIHO,
YTO OTYEThI CHCTEMbI XSpider sBasiioTCsI THOKUM HHCTPYMEHTOM MOJYyYCHHUS U aHATIN3a TaHHBIX.

B cucreme CymeCTBYET HECKOJIBKO CUCTEMHBIX 1a0JIOHOB OTYETOB. DTO HaUOOJIee YacTo
HCIMOJIb3YCMbIC BUABIOTYCTOB, KOTOPLIC HaM YIaJIOCh BBLIABUTD. YT00BI BOCIIOJIBL30BAThHCS MU,
IIOJIB30BATCJIb AOJI’KECH 3a4aTh JIUIIIb UCXOJAHBIC JaHHBIC.

Jnst cOOCTBEHHBIX LIeJel MOXHO CO3/1aBaTh CBOM INAa0JIOHBI OTUYETOB MJIM OTUETHI C YXKe
3aJlaHHBIMU MCXOJHBIMHU JaHHBIMM, KOTOpBIE OyAyT F€HEpUPOBATHCS MO TPEOOBAHUIO MIIHM IO
pacnucaHuIo.

Cuctema XSpider mo3BoJjseT MPOBOAUTH CKAHUPOBAHHWE M TCHEPUPOBATH OTYETHI IO
pacnucanuto (cM. pazzgen 4.4.2.2 BeillycK OTYETOB IO PaclHCAHUIO U A0CTaBKH). CHCTEMHBII
MJIAaHUPOBIIMK ITO YKa3aHHOMY pacIIMCaHUIO 3alyCKaeT 3aJ4a4u, 110 pe3yjJbTaTaM CKaHHPOBAHUSI
KOTOPBIX BBIIIYCKAE€TCS YKa3aHHBIM OTYET. DTOT OTYET MOXKHO COXPAHUTH B CETEBOU MAIKe UIIU
OTHPABUTh M0 JJIIEKTPOHHOMU IT0YTE YKa3aHHOMY aJipecary.

JAudpdepeHunanbHblii OTYET HCHOJB3YETCS [JIsI CPAaBHEHMS JaHHBIX CKAaHUPOBAHUS C
3TaJOHHBIM CKaHOM. DTO MO3BOJSET Y3HATh, HACKOJIBKO TEKYIEE COCTOSIHUE CUCTEMBI OTIIMYHO
OT 3TAJOHHOTO U CAEJIaTh COOTBETCTBYIOUIUE BBIBOBI.

OOpaTuTe BHUMaHUE, YTO HE PEKOMEHYETCSI CTPOUTh OTYET MO JAHHBIM CKaHHUPOBAHUS
50 u 6oxee y3110B ¢ AeTanu3anuel, T.K. reHepanus TAaKMX OTYETOB HE ONTUMHU3UpoBaHa. [lonbiTka
NOCTPOEHUSI OTYETa MO OOJILIIOMY KOJMYECTBY AAHHBIX MOXKET HMPUBECTH K TOMY, UTO BpeMs
OKHJaHUs CYN[ECTBEHHO YBEJIMYHUTCS HIM JaXe K HEMOJyYeHHIO oTyeTa (B ITOM ciydae
M0JIb30BATEJb MOJYYHUT OMHUOKY TeHEpallMH OTYETa).

4.4.2.1. Tunel 0T4ETOB

B cucteme XSpider cymectByer 2 Tuna ot4eToB. [lonbp3oBaTens BHIOMPACT TOT U3 HHX,
KOTOPBIN MOAXOJUT AJISl pEIIEHUS €ro 3a1a4u.

4.4.2.1.1. NudopmannoHHbIil oTHYET

OT0 oTYeT MO ckaHy miau 3amade (3amauam). Otuer Tuna «MHbopmanus» sSBISETCA
HaunboJyee MPOCTHIM. DTO NPE3CHTATUBHBIN OTYET, KOTOPHIN MO3BOJISAET BBIJECIUTH U3 JOKYMEHTOB
CKaHMPOBAaHUS YKa3aHHOI'0 CKaHa (CKaHOB) TOJNBKO TpeOyemble maHHbIe. Cleayromune 3aaadn
MOJKHO PEIIUTH C IOMOILIBIO 3TOI0 THUIIA OTYETOB!

. y3HaTh O COCTOSIHMU TPAHCHOPTOB MPHU CKAHUPOBAHUHU;

. NPOBECTU MHBEHTAPU3AIUIO C BBIBOJOM CBOJHONW HWHpoOpMauuu WIM ¢ (uibTpauuen
JIaHHBIX 110 KOHTPOJbHBIM CIHUCKaM, MO y3JaM;

. BBIBECTH JAaHHBIE 10 YSI3BUMOCTSM C pa3IMYHBIMU QUIBTPAMHU U TPYNITUPOBKAMH.
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KOHTpOHBHbIC CIIUCKH I/ICHOJIB3YIOTCSI oJIst Co31aHUsI OTUCTOB, B KOTOprX HpOI/I3BO,Z[I/ITCSI
CpaBHCHHUC CIIMCKa nporpaMmMmHOTO 066CHC‘-I€HI/I$I NJiIn OIICpalfuOHHBIX CUCTEM,
NPpUCYTCTBYHOIIETO Ha Y3J€ HWIHW Yy3J1axXx CO CIHCKOM IIporpaMMHOIO oOecreueHuss HIA
OII€pAalMOHHBIX CHCTEM, 3aAdaHHBIM IIOJIb30BATCIICM. KOHTpOJ’IBHBIC CIIMCKHX 3aJaK0TCA B
cupaBounuke (Bkiaaka CkanupoBanus - CrnpaBounuku) ¢ popmarom Tekcrt. Kaxkmas crpoka
CIIPaBOYHHKA ITPECTABISACT COO0M perysipHoe BeipakeHue. [logpoOHee o CHHTaKcuce, KOTOPBIN
I/ICHOJIB3yeTC5I JId HaIIuCaHUuid peFYJISIpHLIX Bblpa)KeHI/Iﬁ MOXHO HpO‘-II/ITaTB 10 CCBIJIKEC.
http://www.boost.org/doc/libs/1_49 0/libs/regex/doc/html/boost_regex/syntax/perl _syntax.ht
ml.

NuadopmanuonHbIit OTYET MpeI0OCTaBIACT CIICYIOLIHE JIOMOJHHUTEIbHEIE
BO3MOKHOCTH:
. Jns otdyera mo 3amadaM MOHO HACTPOHMTH OTYET TaK, 4YTO OyJaeT aBTOMAaTHUYECKHU
NpPOBOAUTHCS BBIOOp CKaHa TpebyeMoil JOCTOBEPHOCTH CKAHUPOBAHHUSA B 3aJaHHOM
IHrarna3oHe BPEMEHU CKaHUPOBAHUSA

® ,Z[J'IFI OTUCTa 3TOT'0 TUIIA CJICAYCT YKAa3aTh TUIL I/IH(bOPMaIII/II/I, KOTOpasd BKJIIIOYACTCA B OTUCT
(HampuMep, UHBEHTAapU3aIMOHHbBIC TaHHbIE, YI3BUMOCTH 10 CIIOCO0Y ONpeIesICHUs )
. VYS3BUMOCTH B OTUYETE MOXKHO (QUIBTPOBATH 10 I'PyNIlaM, YPOBHSIM ONACHOCTH U IIp.
4.4.2.1.2. NAuddepeHuunabHbIii 0TUYET

DTOT TUN OTYETOB NPHUMEHSETCS MJis CPaBHEHUsS JAHHBIX OJHOTO HJIM HECKOJbKHUX
CKaHUPOBAHUM U 0OTOOPAXKEHUS U3MEHEHUM B COCTOSIHUHU y3710B. KiltoueBoil mapameTp J1aHHOTO
THIIa OTYCTOB — BBIOOP crroco0a UICHTU(PUKAIINY Y3JIOB B CKaHaX, T.€. MEXaHHU3Ma, C ITOMOIIBIO
KOTOPOTO JieJIaeTCs BBIBOJ O TOM, YTO JIBa CKaHa OTHOCATCS K OJHOMY U TOMY K€ Y31y WU
K pa3HbIM y3JiaM. B mporecce mocTpoeHUs oTdyera 3TOTo TUna cucteMa XSpider onpenpensier
COCTOSIHME y3Jla B JIBYX 3aJaHHBIX MHTEPBaJlaX — 3TAJIOHHOM M HM3y4a€MOM — U BBIBOJUT
3anpomeHHy uHopmanui. JuddepeHnuanbHplii 0OTYET MO3BOJISIET pemiaTh CICAYIOIIHUE
3a7a4u:

. BBIBOJ] PE€3YJbTAaTOB CPABHEHUSI C PA3IMYHBIMU I'PYNIUPOBKAMHU U (QUIBTPAMU:
. HAIlpUMED, TOJIBKO HEYCTPAHEHHBIE YA3BUMOCTH;
. BBIBOJI pPE3yJbTATOB CpPAaBHEHHUS C YKa3aHWEM HOBBIX JaHHBIX, HW3MEHUBIIHXCH,

YCTPaHEHHBIMH UJIM OCTaBIIMXCS 0€3 U3MEHEHUH.
4.4.2.2. BbInyCK OTYETOB M0 PACITHCAHUIO M JOCTABKH

Cuctema XSpider mo3BoJisieT c03/1aBaTh paclUCaHUs, MO KOTOPBIM OYIYT 3amMycKaThCs
ckanupoBaHusi. Korga CckaHUpOBaHHE 3aBEPIICHO, CHCTEMHBIH IUIAHHUPOBIIUK MOXKET
HanmpaBUTh OTYET 1O YKAa3aHHOMY DOJCKTPOHHOMY aaApeCy HIX COXpPaHUTh €ro B
yKa3aHHYI ceTeByw manky. OTyeT 3amaeTcs [1abJOHOM, B KOTOPBIH IJIaHUPOBIIMK
MNOACTABIACT IIOJIYYCHHBIC JTaHHBIC. Bnaroglapﬂ OTOMY MEXAaHHU3MY MOXHO 3aIllyCKaThb
CKaHMPOBAHUS B HOYHOE BPEMsI UJIU B BBIXO/IHBIC U MPAa3HUYHBIC JHHU U MOJIYYaTh PE3yIbTAThI
Hanbosee ynoO0HBIM CIOCOOOM.
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4.4.2.3. Co3nanue GpUJIbLTPOB B OTUYETE

OUIbTPAUIO Y3JI0B BO3MOXHO OCYLIECTBUTH, BKJIOYMB B OTYET pPE3yJbTaThl IO
BHIOpAHHOMY YypPOBHIO JIOCTOBEPHOCTH, a TaKX€ MOXHO MPUMEHHUTHh JOMOJHUTEIbHBII
GbuIbTp, yKa3zaB y3el WJIM JHAMa30H y3JI0OB, KOTOpbhIE HEOOXOAMMO OyJeT BKIKYUTH UIIH
UCKJIIOUUTDh U3 OTUYETA.

[Tocie okoHYaHUS peAaKTUPOBAHKUE HY)KHO COXPAaHUTh HACTPOWKHU OTUYETA.
4.4.2.4. XSLT-npeodpa3zoBanus

B cucreme XSpider XSLT-npeoOpa3oBaHus UCIOJB3YIOTCS JUISI CO3JaHUS OTYETOB I10
3apaHee MOATOTOBIEHHbIM mabnmonam B ¢opmare XSL. @ainsr XSLT-npeoOpa3zoBanuit
JIOJKHBI HAXOAUTHCSA B KaTajore, pacmonokeHnom mo mytu XSpider\server\Integration\XSLT.
Ecau T1O XSpider ycraHOBJEHO B KaTajor, OTJIHYHBIA OT KaTajora mo YMOJYaHHIO, TO
¢aitner XSLT-npeoOpa3oBanuii JoKHBI ObITH pa3MmenieHbl B <%IlyThk ycranoBke XSpider%>
server\Integration\XSLT.

Jlna co3pgaHus HOBOTO OTUETa HEOOXOAMMO mepedTu Bo Bkiaaaky Otuersl. OTUeT, B
KOTOpOM HcCHojb3yioress XSLT-npeobpaszoBanust, nomxkeH OwviTh B (opmate XML file.
Bo3MoxHO mocTpouTh oT4eT ABYX TUmnoB: Mupopmanus u Juddepenuuansusiii. B ctpoke
[[TabnoH B BBIMAJAONIEM MEHIO He00XoauMo BbIOpaTh TpeOyembidd mabmon XSLT-
npeodpa3zoBaHus.

B mabnonax XSLT-mpeoOpa3oBaHuii CymecTBYeT BO3MOXHOCTh 3aJI€HiCTBOBATH
JIMaJ0TOBBIE TapaMeTphl, KOTOPbIE BIIOCIECTBUU MOSBISIOTCS B JUAJIOTOBOM OKHE CO3JJaHUS
oTyeTa B BHJE HOBOro Osoka ganHbix — Jlanubeie aiua XML otueta. [lon auamnoroBsiMu
napaMeTpaMH IMopa3yMeBarOTCs JaHHBIC O CIPABOYHHMKAX UIIK Tpynnax (manku). Juanorossie
napaMmeTpsl 3aaatTcs B 0ok 1o XSD-cxeme. OHa pacmosioxkeHna B karainore C:\Program
Files\Positive Technologies\XSpider\console\maxpatrol80- dialog-parameters.xsd  unu B
<%Ilyte k yctanoBke XSpider%>console\maxpatrol80- dialog-parameters.xsd B cinyuae, eciu
I[TIO XSpider ycraHoBAe€HO B KaTajor, OTJIMYHBIA OT KaTajgora mo ymoiuaHuio. JletanbHoe
OTHCaHUE JUATOTOBBIX MapaMEeTPOB MOKHO MOJYy4YUTh, OOPATHUBIIUCH B CIAYXKOY TEXHUUECKOU
noanepxku kommanuum Positive Technologies mo ten. +7 (495) 744-01-44 wnwm
https://support.ptsecurity.ru.

4.4.2.5. O6mas cxeMa MOCTPOEHUS OTYETOB

I[J'I}I CO3JaHHuA OTUCTa IO CKAaHHUPOBAHUIO H606XOI[I/IMO HepeﬁTH B pa3acit OT4eTHl.

Cuctema XSpider npeaxycMaTpuBaeT CICAYIONIKE TUITHI TOCTPOCHUS OTYETOB:
. CHUCTEMHEIE Ia0JI0HEI;
. 0JIb30BaTEIbCKUE MIA0TOHBI.

Pazmen Otuetrsl genutcs Ha aBe Bkiaaaku: Otdersl M loctaBku. Bo Bkmagke OTyeTsl
MPEACTABICH CIUCOK, KaK CHCTEeMHBIX IIA0JIOHOB, TaK H TOJB30BATEIIbCKUX I1a0JIOHOB
CYIIECTBYIOIIMX B cucreMe. Bo Bkmagke JlocTaBkH OTOOpa)KaeTcsi CIUCOK CYIIECTBYIOIIUX B
CHUCTEME T0CTaBOK. /IOCTaBKM MOT'YT OCYLIECTBIISITECS KAK HA 3aJaHHBINA SAIIUK AJIEKTPOHHOMU I1OYTHI,
TaK ¥ B CETEBYIO NAIIKY.
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4.4.25.1. CucreMHbIe MIA0JOHLI OTYETOB

Bo Bkmagke OTueTsl BEIOpAaTh HEOOXOAUMBINM OTYET U OTKPBITH MapaMeTpsl oTyera. Jlus
CHUCTEMHBIX NIA0JOHOB OTYETa HEOOXOAUMO 3aIIOTHUTH MOJIS C YKa3aHUEM Meproa BpEMEHU U
3aJjauu, sl KOTOpOi HeoOXO0IUMO NMOCTPOUTh OTUET. B 3aBUCHMOCTH OT TMIIA M HA3HAYEHUS
OTYeTa HYKHO OyJleT yKa3aTh JONOJHUTENbHbIE MapaMeTpbl. Hanmpumep, 3TaloHHbBIN CKaH.

4.4.25.2. IMoab3oBaTeabcKHeE MIAOJOHBI OTYETOB

[Tonp30BaTeNbCcKUE MAOIOHBl OTYETOB MOXKHO CO3/1aBaTh HOBBIC WIIM HA MpPHUMEpE yKe
CYLIECTBYIOIIUX MAa0JIOHOB.

4.4.25.2.1. Co31aHHe HOBOI'O MOJbB30BATEJIbBCKOTO MIA0JIOHA OTUETA

st co3maHust HOBOTO MOJI30BATENbCKOTO MIa0I0Ha OTYETa HEOOXOAMMO B TUAIOTOBOM
oxHe OTYeTH HA AHETH HHCTPYMEHTOB BEIOPaTh KHOMKY ** - Jlo6aButh oTuer (Ins).

OTKpoeTcss HOBOE BCIIOMOTATEIbHOEC OKHO JIsi CO3JaHHS HOBOIO I10Jb30BAaTENbCKOTO
mabiaoHa oryeta. B Hem HyxHO ykazath HasBanume ortuera, Kommenrtapuii (ecnu
HeoOxoaumo), Popmar (popmar, B KOTOpoM HeoOxoaumo nonyuuth otdyetr — MHTML file,
Adobe Acrobat Document, XML), SI3bik (g3bIK, Ha KOTOPOM OyAET BBHINYIIEH OTYET) U Tul
oruera. B 3aBucumoctu oT BbIOpaHHOro Tuma oryeta OyAyT YKa3bIBaThCS MapameTpHl.

[Ipu co3maHMM OTYETAa MOXKHO YKa3aTh TOJBKO €ro UMs, THUII U epeYeHb OJOKOB, a MPHU
BBIIIYCKE OTYETa yKa3blBaTh 3a4ady M CKaH, IO KOTOPOMY €ro CJIEAYeT BBINYCKaTh. B aToM
cllyyae OT4eT MOKHO COXPAaHUTH C APYTUM UMEHEM, UTOOBI BIIOCIEICTBUU 00pamaThbecs K HEMy
HETOCPEACTBEHHO.

B UndopmanmoHHOM OT4YEeTE yKa3bIBAIOTCSA MapaMeTpbl HCXOAHBIX JaHHBIX. OTueT
CTPOUTCS IO CKaHy MIIH 0 3aa4e/3anauam. J[Js oTdeTa mo ckaHy gajgee HeoOX0IuMO BbIOPAThH
THAN JaHHBIX W BBIOpaTh 3amady W ckaH. [lis oTdyeta mo 3agade/3agadaM HYKHO yKaszaTh
crnoco6 maeHTHu(UKANNU Y3JI0B, TUN JaHHBIX U BBHIOpAaTh CKaH M 3aJaudy. B 3aBHCHUMOCTH OT
BbIOpaHHOTO THMA AaHHbIX (PenTest, MuBeHTapu3alus) yKa3plBalOTCS MapaMeTphl s OTYeTa.
Jns tuna panHbix PenTest HyXHO yka3aThb cnoco0® MpencTaBlIeHUS TaHHBIX, MapaMeTpbl
OoTYeTa, TOM, 33a/JaTh OTPAaHUUECHHUE KOJIUYECTBA CTPOK B TaOIHMIaX U NpU HEOOXOJUMOCTH
UCTONB3YyIOTCA GUABTPH  y3710B. [lpu BeIOpaHHOM TuUlle AaHHBIX IHBeHTapu3anus HYKHO
yKa3aTh TUI JaHHBIX AJIS BBIBOJAA, QUIBTP Y3JIOB U 33Ja€TCsI OTPaHUUEHHE KOTUYECTBA CTPOK
B Ta0aHUIax.
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Puc. 13 Co3nanue nH(pOpMAIIMOHHOTO OTYETa

B uddepenmmanbHoM oOTYETE YKa3bIBAIOTCS IMapaMeTpbl HCXOAHBIX JaHHBIX. OTueT
CTPOMTCS MO CKaHy HId 1o 3anave/3amadam. Jlamee HeoOXOAMMO yKa3aTh CHoco0
uaeHTUGUKAIUKU y37I0B B oTueTe W Tun AaHHbIXx (PenTest, MuBentapusanus). Jns otuera
0 CKaHy He00XO0JAMMO 3aJlaTh ITAJOHHBINA U M3y4aeMblil ckaH. [ oTdeTa mo 3amade/3agayam
TpeOyeTcs BBIOpaTh CKaH, W3y4daeMble JaHHbIE, JTallOHHBIE JaHHBIE. [locie BwBIOMparTCA
U3MEHEHHS, KOTOpblE€ YUHUTBHIBAIOTCS MpPU MOCTPOEHUH OTYETa - OIpeJleIeHHe M3MEHEHUH U
HEeoOXO0IMMO 3aJ1aTh OTpaHUYEHUE KOJIMYECcTBa CTPOK B Tabnunax. [lns tuna nanHeix PenTest
yKa3bIBAIOTCS IMapaMeTPhl BIBOAA TaHHBIX U IIPU HEOOXOAMMOCTH UCTIOIB3YIOTCS GHIBTP Y3JI0B.
[Ipu BEIOpaHHOM THINEe MAaHHBIX VHBEHTapu3amus HYXHO BBIOpaTh THI OTOOpakaeMoi
uHpopMaIuu, 00BEKTHI, 3a4aTh QUIBTP Y3J0B, €Clu TpedyeTcs.
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Puc. 14 Co3nganue nuddepeHnnanbHOro oTyeTa

4.4.2.5.2.2. Co31aHHe HOBOTI'O MOJb30BATEJbCKOT0 MIA0JI0OHA 0TYETA HA IPUMepe

yiKe CyIecTBYIOIIero maodioHa

I[J'I}I CO3JaHHUA HOBOI'O IMOJB30BAaTCIBCKOTO mabJiioHa Ha NpuMeEpe yxe CYmCECTBYHOUICTO
HE00XO0JUMO BbIOpAaTh UCXOAHBIN MIA0JOH U CKOMUPOBATH €ro. [{Jis 3TOro B 11ajioroBomM
OKHe Ha MaHennm WHCTPYMEHTOB BblbpaTb KHOM - KonuposaTtb
(Ctrl+C). OTKpbIBLIEMCSA BH xena

U3MEHEHMsl [JJsi paHee co3aaHHoro maoOnoHa. Ilocime 3aBepuieHus peaakTUPOBAHUS
HEoO0XO0JIUMO COXPaHUTH 11a0JI0H, HaxXaB KHONKY COXpaHUTh.

4.5. CxkaHupoBaHHe PAa3JIMYHBIX CHCTEM

[Ipodgunbs ckaHUpOBaHUSA ONpeAesieT JOTUKY paboTsl cHCTeMbl. B CBA3M C 3TUM
JOCTOBEPHOCTh IMOJy4aeMbIX pPE3yIbTaTOB B OOJBIION CTENEHHU 3aBUCUT OT KOPPEKTHOCTH
€ro HacTpoeK.

B GonpmIMHCTBE Clly4aeB MOKHO MCIIOJIB30BATh TOTOBBIE MA0JIOHBI TPOGUIIs, BXOASIINE B
CTaHJaPTHYIO MOCTABKY CHCTEMbI, MOJAUPUIIUPYS HEKOTOPBIC TapaMeTphl (HapuMep, yueTHbIC
3alUCH JJIE CKAaHUPOBAHMS).
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45.1 PenaktupoBaHue npoduaei

OCHOBHBIE OIEpalud IO YINPABJICHHUIO NPOPUISIMH OCYIIECTBISIETCS M3 BKIAIKHU
CxanupoBanus - [Ipodunu. B nanenu Ilpodunm oroOpakaercs CIUCOK UMEIOLIUXCS B CUCTEME
npoduneii. Ilanenrs HaBuratop mo3ponsieT OBICTPO TEpEeMEMATHCSI MEXIAY 3JIEeMEHTaMHU
npoduns. B manenu Ilapamerpsl oToOpaxaeTcs TeKyllee 3Hau€HUE 3JIEMEHTOB NPOoQuisd u
ocymiecTBisgercs ux usmenenue (Puc. 15).

¢ R0 x
BN 6L HacTooki N .
2 Default Manc xocTon
{2 HttpContent = YUBTHEIE 38MHCH ~
55 rmvy_profile HTTP KorerTapnii
e HBCTOHKN MCYPHANMPOBHHA | CramaapTros wypHanmposare ¥
HacTpoiiH ckaHHpoBaHIA
Cratiep nopTos
CKaHep UDP-CapBHCoB
CiaHep yR3sHMOCTER KONHUECTED NOTOKOE ANA NoMcka  |S0 3:
B S S Bpens Novoka oAHorD XocTa feek.) |2 =
Onpeaerenie yAsEnMOCTER
HTTR IV 10 ping
AHSNNATOp KoHTEHTa L
AHanaTop CkpANTOB
ThT yssEvmoCTeN TopTs:
MeToas noncka 21-23]tep; 25kep; 53/tep; BOjtcp; 110jtcp; 111kcp; 113jkep; 135tcp; =1 e
F1P 139tcp; 143ftep; 389jtep; 443(tep; 445jtcp; S63jtep; 636/tep; 90ftep;
993kep; 995(bep; 1521 /kep; L723(kep; 1433/kep; 3128/kep; 3308/kep;
G AR 372ftcp; 3389 tep; 4899tcp; 5432]tep; B0BOJtcp
NeBICS
LDAP
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Moafiop yueTHs:x sanacesi o
FTP
HTTF
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MysQL
HetBIOS o .|
Oracle =
Al I ST |_>'—I MpUMEHHTE: OTMEHS

Puc. 15 Bxnanka «IIpodunm»

CymecTByeT BO3MOXKHOCTh U3MEHEHHUS MapaMeTPOB PO Ui IJIsl OTIENbHBIX Y3JIOB 331aUl
yepe3 uHTepdeiic perakTUpOBaHUM 3a1ay.

4.5.2 OnpepelieHne oNepaAlMOHHOMN CHCTEMBI y3J1a

B pexume ckanupoBaHus PenTest omnpenenenue omnepaniuOHHOW CHUCTEMBI
NPOUCXOJUT MO MEXAHU3MY OaHHEPHBIX METONOB ompeaeneHus. OnepanuoHHas cucTemMa B
MOMEHT €€ ONMpeaeIeHHs MOXeT ObITh TOJNBKO O7Ha (B OTIHYKME OT Bcero ocraibuoro I10),
HO MPH 3TOM CYIIECTBYET HECKOJIBKO METOJOB €€ onpeaeneHus. as Kaxa0oro CymecTByeT
CBOSI TOYHOCTh M JOCTOBEpPHOCTH ompenaeneHus. M3-3a yero omepaunmoHHas cuctema
onpeaensieTcss B KOHIIE CKAHUPOBAHUS.

B xone npoBenenus ckaHupoBaHus B pexume PenTest MokHO onpeaenuTs cleyolnue
OHepaLII/IOHHLIe CUCTEMEI.
. Cisco 10S,
. Cisco Nexus 1000/5000/7000,
. Cisco PIX,

. Debian,
. FreeBSD,
. Huawei NodeB,

. Huawei VRP,
. Juniper JUNQOS,

nopﬂﬂ,KOBblﬁ N2 nameHeHunAa Moanuce OTBETCTB. AMUA [aTta BHeceHMA nsmeHeHuA
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Linux,
Mac OS X,
Microsoft Windows,
Netware,
SuSE Linux,
StoneGate,
Sun Solaris,
Ubuntu,
VMWare ESX,
VMWare ESXi.

Jns ompeneneHUss OMEpalMOHHBIX CHCTEM CIEIUAlbHBIX HACTpPOEK B Mmpoduie

CKaHupoBaHUsA He Tpebyerca. bonpmuHcTBO MHGOpPMANKUU, MO3BOJAIONIEH ONPEACIUTD
ONEpAllMOHHYI  CHUCTEMY, IOJYYaeTCs Ha dTalle ONpPENEJIEeHHUs CEPBUCOB, HO €CTh
MCKJIOUYEHHUS U UCIOJb3YIOTCS CIEIYIOMINEe METOIbI:

Regisrty OS Info - monyuenue naopMamuu 0 BEpCUH U3 peecTpa,

NTP - monyyenue unpopmanuu yepes cepsuc NTP,

RDP - monyuyenune undopmanuu uepe3 cepsuc RDP (B nmpodwune ckanupoBanus nomxeH
OBITh BKJIIOYEH MOHCK YA3BUMOCTEH, MO0 moadop yueTHbIX 3amuceit mo RDP),

SNMP - nonydyenue mHpopmanuu depes ceppuc SNMP (yueTHas 3anmuch q01kKHA OBITH
3a/1aHa SBHO HJIM T0J100paHa BO BpEeMs MPOBEICHHS CKAHUPOBAHUA),

Nmap OS - nonyuenue napopmanuu dyepe3 cepBuc Nmap (B npoduie ckaHUpPOBAHUS
nomkHa ObITh BiIOYeHa ¢GyHkous Mcemonp3oBath Nmap [ MOUCKa MOPTOB U
onpenenenus OC),

Counter OS Info - meTox ocHOBaH Ha HH(MOPMALIMH, TOJTy4aeMOil BO BpEeMsi CKAHUPOBAHHUSI
0 TOpTax WJIM CepBUCAX (NaHHBIM MEXaHU3M OIpeAeNeHNs He paboTaeT 0e3 BKIIYEHHO
nposepku Ilouck ys3BumocTei).

MGTO)II)I OMmpeACICHUA ONICPATNOHHBIX CUCTEM NIPCACTABIICHEI B Ta6J'II/III€ HUXC.

Tabn. 4 Metoasl onpeaenenus OC

Hazsanune OC Meron onpeneneHus
Apple Mac OS X NTP (123/udp)
AFP (548/tcp)
Nmap OS
Heuristic HTTP OS (80/tcp,
443/tcp)
Cisco 10S SNMP (16 1/udp)
HTTP
Cisco Nexus 1 00 0/ 50 00 /70 00 SNMP
Cisco PIX SNMP

nOpﬂAKOBbIﬁ N2 nameHeHunAa Moanuce OTBETCTB. AMUA [aTta BHeceHMA nsmeHeHuA




43
RU.83128364.501540-XS-7.8.25 93 01

HaszBanue OC

Meton onpeneneHus

FreeBSD

NTP
Nmap OS
Heuristic HTTP OS

HTTP
SSH(22/tcp)

Heuristic SSH OS (22 /t ¢ p ) Counter OS Info

SunSolaris

SNMP

Heuristic SSH OS
Nmap OS

Service Tags (6481/tcp)Dtspcd (6112/tcp)

Ericsson OSE

SSH
FTP (21/tcp)

Microsoft Windows

Registry OS Info

Nmap OS
LDAP Group (389/tcp)

Heuristic HTTP OS HTTP

NetBIOS (139/tcp, 445/tcp) SNMP

UPNP (1900/upd) Counter OS Info

Microsoft RDP (3389/tcp) Heuristic SSH OS

Linux

SNMP NTP
Nmap OS
Heuristic SSH OS

Counter OS Info
HTTP

Heuristic HTTP OS mDNS (5353/udp) UPnP

MopaakoBbIn N2 M3meHeHun

MoAanuch OTBETCTB. nLa

[aTta BHeceHMA nsmeHeHuA
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Haszsanue OC

Meton onpeneneHus

Debian Heuristic SSH OS
Heuristic HTTP OS
HTTP SSH

Ubuntu Heuristic SSH OS

SSH

Heuristic HTTP OS HTTP

MopaakoBbIn N2 M3meHeHun

MoAanuch OTBETCTB. nLa

[aTta BHeceHMA nsmeHeHuA
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4.5.3 Hacrtpoiiku npoduis

Tabn. 5 HacTpoiiku npodums

ITapametp

IIpon3BOAUTENBHOCTD

JlocToBEpHOCTH

be3omnacHocTh

ITouck

XOCTOB

KonnuyecTBO NOTOKOB JIs

VBenauueHne 3HAUYCHHS IIOBHIIIACT

Ha cnaGeix y3imax W KaHamax

MOKCKa CKOpOCTh paboThl. Pexkomenayercs | 6oiplioe  3HAYEHHE  MOXKET
50 s OAHONPOLIECCOPHBIX CUCTEM. | HIPUBOJUTH K HMCKaXXEHHIO
pEe3yIbTaTOB.

Bpewms nmoucka oqHOro xocra

CHUXEeHuEe  3HauYeHUI
CKOpPOCTh pabOTHI.

IIOBBIIIACT]

Ha cma0Opix Kamamax HHU3KOE
3HAYCHHUE MOXKET HIPUBOIUTH K
HMCKaXXCHUIO PE3yIbTaTOB.

ICMP ping

TCP ping

CKaHI/IpOBaTL HCOTBCUYAIOIINEC
XOCTHI

CymiecTBeHHO CHU)KAeT
MNPOU3BOAUTCIBHOCTE CKAaHUPOBAHUA
B CBSI3M C JIOTIOJHUTEIbHBIMU

3aTpaTamMu Ha CKAHUPOBAHUE MTOPTOB.
Oco0eHHO Ha OTKJIIYEHHBIX WU
3a0m0KkupoBaHHBIX MD y3nax.

OTKIIOYCHUE OIIHMU  MOXKET
MPUBOJIUTh K MPOMYCKY Y3JIOB,
He orBeyaromux Ha ICMP wuam
TCP-3anpocsl Mo CTaHAAPTHBIM
nopram.

YueTHbBIE 3aIIUCH

MopaakoBbIn N2 M3meHeHun

Mognuce

OTBETCTB. NLa

[laTta BHeceHMA nameHeHuA
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HTTP

Hanuuue ydyeTHOU 3amucu jis BeO-

IIPUIIOKEHUH, TpeOyromux
aBTOpHU3AINU yBEINYUBACT
KOJIMYECTBO MPOBEPOK H  BpeMms

paboTHI.

OTcyTcTBUE YYETHOW 3amucu
TUTSt BeO- MPUITOKEHHH,
TpeOyromux aBTOpHU3AIIUH,

CHHMKACT JOCTOBCPHOCTH OLCHKHA
3alMIICHHOCTH.

CM. o0mue 3amMedyaHusd
ckanupoBanuto Web (HTTP)

10

Hcnonb30BaTh aBTOPU3ALUIO
1711 BCEX POBEPOK

VYyeTHas 3anuch
FTP

Hcnonp30BaTh aHOHUMHBINA
BXO]I

Ucnonrs3oBarth
3aIUCh

VYyeTHas 3anuch

SMB

YYETHYIO

Hanuuue yuetrnoit 3anucu gus FTP-
cepBepoOB, TPeOYIOIUX aBTOPU3ALUU
YBEJIMYHMBAET KOJUUYECTBO MPOBEPOK
1 BpeMs paboOTHI.

OTcyTcTBUE YyYETHOW 3amucu
nnst FTP- cepBepos, Tpebyromux
ABTOpH3AIHU CHUXKAaeT
JIOCTOBEPHOCTH OIICHKHU
3aMIUIIEHHOCTH.

OtTcyTcTBUE YYEeTHOW 3amucu
CHUXKAET JIOCTOBEPHOCTH

OICHKH 3alllTMIIICHHOCTH.

@unpTpanus ys3BUMOCTEN

Hactpoliku ckaHupoBaHus

B otTyer BKIHOUYAKOTCA TOJBKO
yS3BUMOCTH BBHIOPAHHOU T'PYIIIBI

MopaakoBbIn N2 M3meHeHun

Mognuceb oTBETCTB. AnLA

[laTta BHeceHMA nameHeHuA
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He npous3BoaAuTh  OTkI0YeHHEe oOnuMM npuBoAUT K OTKIIOYEHHE ONIUU IPUBOAUT K B OOJIBIIMHCTBE clydaen

CKaHUpOBaHUE CEeTEeBBIX OJOKMPOBAHUIO psifa MPOBEPOK, YTO OJIOKMPOBAHHUIO psija MPOBEPOK, CETEBbIE NIPUHTEPHI HACTPOCHBI C

IIPUHTEPOB CHM)KaeT BpeMs CKaHUPOBaHHUS. YTO HEraTMBHO CKa3bIBA€TCS HAa HapyLICHHEM TpeboBaHUM

pe3yibTarax. 06e30macHOCTH, U ux
CKaHUpPOBaHUE MOXET
NPUBOAUTL K  HETaTHUBHBIM
nocieacTBUsAM (COpOC HACTPOECK,
neyaTb «MYCOPHBIX» CTPAHHUI] U
— )\
[Tapametp [IpousBoauTENBHOCTH JlocToBEpHOCTH be3onmacHoCTb
CkaHep nopTOB

Orpanu4uTh KOJINYECTBO

OJTHOBPEMEHHBIX

COeINHEHUN

VBenndeHne 3HAYCHUS IMOBBIIIACT
ckopocTh paboTel. Pexomenayercs
50 118 OAHOMPOLECCOPHBIX CUCTEM.

KonnyecTBO MNOTOKOB mpH
CKaHUPOBAHUHU NTOPTOB

Bpems oxumganus (cex.) CHWXXEHUE 3HAYEeHHUsS IMOBBINIAECT
CKOPOCTb pabOTHI.

CkaHupoBaTh Bech = CyIIeCTBEHHO CHIKaeT

IHana3oH TCP-mopTOB | POU3BOIUTEIBHOCTh CKAHHUPOBAHHUS

(1..65535) B CBS3M C JIONOJHHUTEJIbHBIMU
3aTpaTaMu Ha CKaHWpPOBaHHUE

noptoB. OcOOEHHO Ha OTKJIIOUYEHHBIX
unu 3a0JI0KUpOBaHHBIX MD y371ax.

Cnucok noptoB

Ha cmalpix y3max u KaHamax

OoyiplIOe  3HAUYEHHUE  MOXKET
MPUBOJTUTH K HMCKaXXECHHIO
pe3ynbTaTOB.

Ha cmabOpix kaHamax HHU3KOE
3HAQYCHUEC MOXKCET IMNPHUBOIAHUTHL K
HCKaXCHUIO pE3YyJIbTATOB.

BkiarodyeHne ONIHUH II03BOJSET

MOJYYUTh HauOoinee
JIOCTOBEpPHbIE pe3yabTaThl
CKaHUpOBaHMUI.

MopaakoBbIn N2 M3meHeHun

Mognuceb oTBETCTB. AnLA

[laTta BHeceHMA nameHeHuA




HUcnonw3zoBate NmMap pana Ilo3Bosser
IIOuCKa MOPTOB U  TPOU3BOJAUTEILHOCTH
onpeneneauss OC CKaHMPOBAHUS TMOPTOB.

HYTB K IMIPHUIIOKCHUTIO
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MOBBICUTH
B pexume

HOCKOJ’II)Ky HCIIOJIB30BAaHUC
JAHHOW ONLIMH NPUBOAUT K 3aIyCKY
BHCIIHET O MPpUIOKCHUA C
ITOBBIIIICHHBIMHU IMIPpUBUIICTUAMU
(LocalSystem), HEOOX0IUMO
HUCIIOJIB30BATH IMpUIIOKECHHUEC,

MOJIY4CHHOE H3 JIOBEPEHHOTO
HCTOYHHKA. YutuTe, uto Nmap
HeJb3s HCIOJL30BaTh I IOHCKA
MOPTOB Ha JIOKAJIBHOM Yy3Je, a

MopaakoBbIn N2 M3meHeHun

Mognuceb oTBETCTB. AnLA

[laTta BHeceHMA nameHeHuA
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[TapameTtp [Tpou3BOAUTEIBHOCTH JlocTOBEpPHOCTH be3zonacHocTh
[TapameTpsr Nmap
KonnuectBo
OJHOBPEMEHHBIX MPOIECCOB
Nmap
Cxanep UDP-cepBucos
CxanupoBats UDP noptst B cBA3M ¢ HEAETEpMUHUPOBAHHOCTBIO BKitoueHue ONIAU
npotokosa UDP  wugenTudukanus mo3BoiaseT MOJY4YUTh
UDP- CIyX0 MOJXKET 3aHATH Hauboiee JIOCTOBEPHBIE
NPOJIOJIKUTETbHBII MPOMEXKYTOK PE3yIbTaThl.
BPCMCHH.
Ckanep ysI3BUMOCTEH
Hckath ya3BuMOCTH Ecnu sTa onuus oTkioueHa, To  PexkomeHnayercs
MPOBOJUTCS TOJIBKO  OTKJIIOYATh npH
WHBEHTapHU3aIus NpeaBapUTEIbHOM
CKaHUPOBAHUH
HEU3BECTHBIX CUCTEM
OmnpenensTs onepanmoHHYIO
CHUCTEMY
Bpemss o6paborku TCP- CaHuxenue  3HaueHuss  moBblmaeT Ha cnabpix KaHajgax HHU3KOE
cepBucoB (cex.) CKOPOCTBH pabOTHI. 3HAuYeHHE MOXET MPHBOIUTH K
HMCKaXXCHUIO Pe3yIbTATOB.
Bpems o6paborku UDP- Chuxenune  3HaueHuss mnoBblmaeT Ha cna®bix KaHajgax HHU3KOE
cepBHCOB (ceK.) CKOPOCTBH pabOTHI. 3HaYEHUE MOXET MPHUBOIHUTH K
HCKaXXEHUIO Pe3yIbTaTOB.
3agepxka Mexay CHuxeHue 3Ha4YeHUs noBelmaer Ha cmaa0pIX KaHajlax HHU3KOE

noakiaoueHusMu Kk TCP unu  ckopocth paboThI.

UDP-nmoptam (cek.)

3HAYCHUC MOKET NPUBOAHUTHL K
HCKaXCHUIO pE3YyJIbTAaTOB.

Nnentudukanus cepBucoB

MopaakoBbIn N2 M3meHeHun

Mognuceb oTBETCTB. AnLA

[laTta BHeceHMA nameHeHuA
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[TapameTp

[Ipon3BOAUTENBHOCTH

JlocTOBEpHOCTH

be3omnacHocTh

OBPUCTUYECKUN METOJ
ISt oTpeeIeHU s
BEpCUH CEPBUCOB

IIpu HEKOTOPBIX
npoBepKax (HTTP
npokcu, UPNP wu t.1.)
ucmoap3oBatbk 31oT IP-
azpec

Onpenenstsb
ySA3BUMOCTH o
OaHHEpam

Onpenenstsb
YSA3BUMOCTH o
OaHHEpaM B  CTaphbIX
Hcnone3oBaTh

¢buHaNbHBIE TPOBEPKU

Pasmep Oydepa gns
DoS-atak (K6.)
IIpoBepsaTs Ha

uzBecTtHble D0S-araku

[TpoBepaTs HAa HOBBIE OTKIIOUYECHHE

DoS-araku
(aBpuCTHUECKHIT METON)

OTKIIoueHune OIIIUH
IOBBILIAET CKOPOCTHh PabOTHI.

Bxiirouenue onnuu mo3BOJsieT MOJYYUTh Haubolee
JIOCTOBEPHBIC PE3yIAbTAaThl CKAHUPOBAHUS.

OmnpeneneHue ysi3BUMOCTEH

OrkiroueHue OIIIUHU
MOBBIIIAET CKOPOCTH PAOOTHI.

VYBenuuenue Oydepa
NPUBOAUT K  YBEIHYCHUIO
MPOJIOJIKUTEITLHOCTH
CKaHUPOBAHUS.

OtkiroueHue OTIIIUHU

MOBBIIIAET CKOPOCTH PAOOTHI.

OIIIMHHU
MOBBIIIACT CKOPOCTH pa60TBI.

Jlns TOBBIIMICHUS] JOCTOBEPHOCTH CKAaHUPOBAHUS
JaHHBIM TapaMeTp JOJDKeH cojaepxkath IP-agpec
CKaHepa C KOTOPBIM CKAaHHUPYEMBIH y3€1 CMOXKET
yctanoBuTh 1 CP u UDP-coenunenue.

[ToBbimaer KOJINYECTBO omnpeaenseMbIX
yA3BUMOCTEM, HO  yBEJIMYHUBAET KOJHUUYECTBO
JOXKHBIX cpabaThIBAHUN.

[ToBbimaer KOJINYECTBO omnpeaenseMbIX
yA3BUMOCTEH, HO  yBEJIHMYMBAET KOJUUYECTBO

JOXKHBIX CpabaThIBAHUN.

Bxurouenne onuuu mMo3BOJISIET MONYYUTh Hanbomee
JIOCTOBEPHBIC PE3yIbTaThl CKAHUPOBAHUS.

Bo3MOXHBI JIOXKHBIE CpabaThIBaHHS B Clydae
npo0JieM CO CBS3BIO

[To3Bonser UAEHTU(PULIMPOBATH HOBBIE
ys3BUMOcTH  MeTonoM  ¢as3sunra  (fuzzing).
Bo3MOXHBI JIOXKHBIE cpadaThiBaHHS B cliydae

HpO6JICM CO CBA3bBIO

HpOBCpKI/I MOTYT BBI3BATHb

O0TKa3 B 00cCIyXUBaHUHU
CHUCTEMBI
[IpoBepku MOTYT BBI3BaTh
OTKa3 B 0OCHyXUBaHUHU
CHUCTEMBI

MopaakoBbIn N2 M3meHeHun

Mognuceb oTBETCTB. AnLA

[laTta BHeceHMA nameHeHuA
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[TapameTtp [Tpou3BOAUTEIBHOCTH JlocToBEpHOCTH be3omacHocTh
HTTP

HUckatp  ysa3BUMOCTH B BEO- Bo3MOXHBI JIOJKHBIE

NPUITOKEHUAX (MIOMCK IO OTBETY) cpabaTbIBaHUS

HNckarp ys3BUMOCTH B

BeO- MPUITOKEHU X

(MOMCK 110 COIEPIKUMOMY)

BkaouuTh aHANM3aTOp KOHTEHTA CyuiecTBeHHO OTkiaroyeHue  MexaHu3Ma OBPUCTHYECKHE MPOBEPKHU MOTYT
YBEJIUYUBAET  BpeEMs IPUBOJAUT K OJIOKMPOBAHHUIO NPUBOJUTH K HapYLIEHHUIO I[€IOCTHOCTHU
CKaHupoBaHus  BeO- BCEX IBPUCTUYCCKUX (aBTOMATHYECKOE 3anoJHEHUE u

BxkitounTh aHanM3aTOp KaTaIoOTOB

Hckatp MEXKCauTOBBIM
CKPHUIITUHT B MeToJax lrace u
Track

HApyrue npoBepku

KonuuectBOo mpoBepseMbIXx Ha
moa00p mMapoys KaTaloTOB

BreinoaHATE OPOBEDPKY Ha

MPUIIOKEHUN

CymiecTBeHHO
YBEJIUYUBAET  BpeEMs
CKaHupoBaHus  BeO-
NPUIIOKCHUN

YBenu4uuBaeT  BpeMs
CKaHUPOBAaHUSA BeO-
NPUIIOKECHUN npu
HaJIW4YUH byHKIHN
ayTeHTUUKALTUU

MPOBEPOK BEO-MPHUIIOKEHUMN
(Cross- Site Scripting, SQL
Injection u T.1.).

OTKIII0OUEeHHE MeXaHu3Ma
NPUBOAUT K OJOKHPOBAHHIO
psna IBPUCTUUECKHUX
MPOBEPOK BEO-TIPUITOKEHUN

oTnpaBka  GopM) M JOCTYHHOCTH
TECTUPYEMBIX NPUIIOKEHUH. B cBsA3M C
3TUM, PEKOMEHYyeTCs OTKJII0YaTh
JIaHHBIM MapaMeTp NPU NPEABAPUTEIBHOM
CKaHUPOBAHUM HEU3BECTHBIX CUCTEM.

ITo3Boaser AIeHTUOUIIUDOBATH

MopaakoBbIn N2 M3meHeHun

Mognuceb oTBETCTB. AnLA

[laTta BHeceHMA nameHeHuA
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[TapameTtp IIpou3BoAUTEIBHOCTH JlocToBEpHOCTH be3zonacHocTh
AHaJIN3aTOP KOHTEHTA
CraproBas crtpanuna ais [lapaMmeTp mo3BOJNsieT OTrpaHUYUTH

aHaJiu3aTopa

He BpIXOIUTH 3a npcaciibl
CTapTOBOI'O KaTajaora

HUcnonp3oBaTre 3ampoc AJs
CTapTOBOMW CTPAHUIIbI

3amnpoc

JlonoTHUTEbHBIC
3ampoca

I10JI4

HUcnonp3oBaTe clloOBapp NpH
cOope KOHTEeHTa

Uckatp crapsie ¢aiinsr (.0ld,
bak u 1p.)

30Hy  paboThl
MEXaHU3MOB U CHU3UTH 3aTPaThl

VYBennuuBaer BpeMms
CKaHMPOBAHUS BeO-NIPUITOKEHUN

YBenuuuBaer BpeMms
CKaHUPOBAHUS BEO-MPUITIOKEHUI

9BPUCTHYCCKUX

[Ipy WCHONB30BAHUHM CIOXKHBIX CXEM
ABTOPHU3AIMU M OTCJICKHUBAHUS CCCCUU
JMaHHBIA TTapaMeTP MOXKET UCTIOJIb30BaAThCS
ons ykazanus «cwsiporo» HTTP-3ampoca,
MO3BOJISIONIETO 0OPATUTHCS K CEPBEPY.

[Ipy wMCHONAB30BAaHUM CIOXKHBIX CXEM
aBTOpU3allUU M OTCJIEXKUBAHUS CECCUH
JAaHHBIN mapaMeTp MOXET UCIOJIb30BaThCs
IJIsl  yKa3aHusT IapaMeTpoOB OCHOBHOTO
3ampoca, MO3BOJSIONIEro o0paTUThC K
cepsepy.

[Ipy wHCHOAB30BAaHUM CIOXHBIX CXEM
aBTOPU3AlMU U OTCJIEKUBAHHUSI CECCUI
JIaHHBIH MapaMeTp MOXKET UCIO0JIb30BAThCS
I yKa3aHUsS JOMOJHHUTENbHBIX IMOJeH,
MO3BOJISIOIIUX 00PaTUTHCS K CEPBEPY.

OTki0YeHHEe MEXaHu3Ma MPUBOJIUT K
OJTOKUPOBAHUIO psila IBPUCTHUYECCKUX
MPOBEPOK BEO-MIPHUITOKEHUN

OTkJIIOUYeHHE MEXaHW3Ma TPUBOJIHUT K
OJIOKMPOBAHHWIO psAaa IBPUCTHUYCCKHX
MPOBEPOK BEO-TIPHUITOKEHUN

MopaakoBbIn N2 M3meHeHun

Mognuceb oTBETCTB. AnLA

[laTta BHeceHMA nameHeHuA
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[TapameTp [Tpou3BOAUTEIBHOCTH JlocToBEpHOCTH be3zonacHocTh
Hckatp BpEeoOHOCHBIM KOJX B
CTpaHHIIaX
Bpems oxunanus HTTP-naketor CHuxeHue Ha cnabpix kaHajzax HU3KOE 3HAUCHUE
(cex.) 3HAYE€HHUS IOBBINIAET MOXXET TMPUBOJUTHL K HCKaXKEHUIO
CKOPOCTh paboTHI. pe3yJIbTaTOB.
MakcumanabHOE KOJIMYECTBO CHMXXEHHUE CHHMKeHMe 3HaYeHHUs HeraTUBHO
MPOBEPSIEMBIX NPUKJIAAHBIX 3HAYEHUS IOBBIIIACT CKa3bIBaeTCS Ha JIOCTOBEPHOCTHU
ClIEHapHeB CKOPOCTH pabOTHI. paboTHI.
KoanuectBo LIUKI0B CHMXEHNE CHM)KEHHE 3HAYeHHUsS HETraTUBHO
BJIOKEHHBIX TPOBEPOK 3HAYECHUS IIOBBINIACT CKa3bIBA€TCS HA JIOCTOBEPHOCTHU
CKOpPOCTh pabOTHI. paboTHI.
Cnucok JOMOJIHUATENbHBIX
CCBLIOK
CnucoKk UTHOPUPYEMBIX CCBHIIOK [lo3BosnsieT  yka3zaThb  CHHCOK
«OTIACHBIX» CCBUIOK, paboTa ¢
KOTOPBIMH MOXKET BBI3BATh
HETaTHBHEIC IMOCJIEACTBUS

ITouck ysazsumocteir B GET
3ampocax

IMouck ysa3sumocteir B POST
3ampocax

CnoxHas npoBepKa
NPUKJIATHBIX CIIEHAPUEB

YBenudupaeT
CKaHUPOBAHHUA
MIPUJIOKEHUMN

YBenudynBaeT
CKaHUPOBAHHUSA
HPUIIOKEHUNU

YBenudupaeT
CKaHUPOBAHHUSA
NPUIIOKEHUN

AHaJIHM3aTOP CHEHAPHEB

BpeMs
BeO-

BpeMS
BeO-

BpeMs
BeO-

OTkir0YeHne MeXaHU3Ma NPUBOJIHT K
OJOKMPOBAHUIO PsiJla IBPUCTHUECKUX
MPOBEPOK BEO-TIPHUITOKECHHUI
OTKJ'IIOLIGHI/IC MEXaHU3Ma HpI/IBOJII/IT K
OJTOKUPOBAHUIO Psi/ia IBPUCTUUECKUX
IIPOBEPOK BEO-IIPUIIOKEHUH
OTkiroYeHue MeXaHUu3Ma NPUBOJIUT K
OJOKMPOBAHUIO PsJla IBPUCTHUCCKUX
MPOBEPOK BEO-MPUITOKESHUM

(popmbl OOpaTHOM CBSI3H H T.[I.).
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[TapameTp IIpou3BoAUTEIBLHOCTH JlocToBEpHOCTH be3zonacHocTh
CnoxHas npoBepkKa NPUKIAAHBIX Y BEJINUYUBAET BpeMsi OTKIIOUYEHHE MEXaHHU3Ma
cueHapuen (Bcex) CKaHMPOBAHUA BEO-TIPUII0KEHUN | NPUBOIUT K OJIOKUPOBAHHMIO psija
IBPUCTUYECKUX MPOBEPOK BEO-
NPUIIOKEHU N

Tunsl ysa3BumMocTeii
SQL mubeknus

YHaHeHHOG BBIIIOJTHCHHUEC KOMaH/

IIpocmotp MPOU3BOJBbHBIX
dbaiinos

MesxcalToBbIi cKkpunTUHT (XSS)
Server Side Includes (SSI)
HTTP Response Splitting

BrimonHeHWe Koma, B3ATOTO C
yIQJICHHOTO CEepBEP

MeToOabI MONCKA

B03M0XHO HEraTMBHOE BIIMSHHE
Ha [EJIOCTHOCTh cepBepa B
cliydyae HaJIMYHMs YSA3BUMOCTEH
SQL Injection B omepatopax
Update uau Insert.

Referer

User-Agent

Cookie

FTP
Hckath CKpBIThIE TUPEKTOPUHN VYBenuuuBaer BpeMs  CKaHUPOBAHUSA
FTP-cepBepoB
ba3pl naHHBIX
MopaakoBbIn N2 M3meHeHun Mognuceb oTBETCTB. AnLA [laTta BHeceHMA nameHeHuA
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[TapameTp [Ipou3BOAUTEIBHOCTH JlocTOBEpHOCTH be3zonacHocTh
[IpoBepsaTh yA3BUMOCTH B = YBEJIMYUBAET BpPEMsI CKAHHUPOBAHUSA
NetBIOS u Registry Windows-cuctem
Pacmmpennas nposepka Windows
BBINOJNIHATE  pacIIMPEHHYIO BkiroueHne onuuu no3BOJISET
npoBepky Windows MOJYYHUTh Haunboee
JOCTOBEPHBIE PE3YJIbTATHI.
Y4yeTHas 3anuch
HNmsa nomena
[IpeaBapuTenbHas MpoBepa YMEHBIIAET BpeMs pa30opa CUTyauni

JOCTYIIHOCTH TPaHCIOPTOB
3aIMCH WM JIOMEHE.

MakcumanbHOE
MPOBEPKH KJIIUEBBIX TOPTOB CKOPOCTh PabOTHI.
(cex)

MaxkcumansHO€
3anucei RDN (Relative LDAP
Distinguished Name) mepsoro
YPOBHA

MakcuManabHOE KOJIHMYECTBO
arpubytoB B kaxaom RDN LDAP
(Relative Distinguished Name)

BpEMs CHukeHHe 3HadyeHUs MOBBIIIAET

IIPU HEKOPPEKTHO YKa3aHHOW Y4YETHOHU

Ha cnabpIx KaHamax HH3KOE
3HaYCHUE MOXET MPUBOJUTH
K UCKaXXECHUIO PE3YJIbTATOB.
LDAP

KOJMYECTBO YBEIHYHUBAET BpEeMd CKaHHPOBAaHUA

VYBeauduBpaeT BpEMsA CKaHHPOBAaHUA

IonOop yyeTHBIX 3anucel

[ToxGop YUYETHBIX CymiecTBeHHO YBEJIMUYUBAET OrkaroueHue qaHHbIX QyHkiui [logdop y4eTHBIX 3amMced MOXKET
3anucen Jifie: BpeMS CKAaHHUPOBAHUS CUCTEM O0noKupyer IPOBEPKU OJIOKMPOBKE y4YeTHBIX 3amuced. B
pa3saUYHBIX CTOMKOCTH MapoJiei. CBA3M €  OTHM,  PEKOMEHAYyeTCs
HpOTOKOHOB OTKJIFOYATh JAaHHBIN nmapamMeTp

OTKJIKOYAaTh npu npeaABapUuTCIbHOM

CKaHUPOBAaHHMHU HCU3BCCTHBIX CUCTCM.

MopaakoBbIn N2 M3meHeHuUn

Moanuce OTBETCTB. AMUA [laTta BHeceHMA nameHeHuA
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4.5.4 CxkanupoBaHmue

4.5.4.1. O6mue HACTPOHKH

CxaHMpOBaHNE HAIPABJIECHO HA ITOJIyYEHUE OLICHKH 3allUIIEHHOCTH CO CTOPOHBI BHEIIHET O
3JI0yMBIIJIEHHUKA. HUke npuBeieHbl OCHOBHBIE XapaKTEPUCTUKHU 3TOTO IIpoLecca:
- MCIIOJIb30BaHNE MMHHUMAJbHBIX IPUBMIIETUN IO OTHOLIEHHIO K TECTHUPYEMOW CHUCTEME
(aHOHMMHBIN 1OCTYHI WJIM JOCTYI YPOBHS IOJIb30BaTEIIs);
UJIEeHTU(DUKALMS U aHAIU3 ySI3BUMOCTEH cepBEepHOro NporpaMMHOro o0ecneueHus;
IBPUCTUUYECKHE aJNTOPUTMBI HIACHTU(HUKAIMA THUIOB M BEPCUH CETEBBIX CIYXO IO
0COOEHHOCTSAM IIPOTOKOJIOB;
MEXaHU3MBbI 3aLIUTHI OT JOKHBIX CpadaThIBAHUI U YTOUHEHUS HAJIMUUS YA3BUMOCTEH;

. NOMCK YSA3BUMOCTEH W OTCYTCTByIOHIIMX oOHOBieHui Microsoft Windows 0e3
UCII0JIb30BAaHUS YUETHOM 3anucH;

. IBPHUCTUYECKHUI aHATU3 BEO-TIPUIOKEHUM;

. MpoBepKa CTOMKOCTH Mapojei.

Hwuxe npuBeneHsl moapoOHbIE ONIMCAHHUS HEKOTOPHIX HACTPOEK MPOGHIS CKAHUPOBAHUS.

45.4.2. CxaHep nNopToB

OcHOBOM  cKkaHMpOBaHHMs  SABJSIETCA  CKaHEp  IOPTOB,  KOTOPbIM  TO3BOJISIET
UJIECHTUPULIMPOBATH JOCTYIHBIE HA y3J1€ ceTeBble caykObl. [lonb30BaTep HMEET BOBMOXKHOCTh
HAaCTpPauBaTh apaMeTpbl IPOU3BOJUTEIBHOCTH, 4 TAKKE YKa3bIBATh CKAHUPYEMBIN THMAaNa30H.

r- OrpaHr4MTh KONMHECTBO 0AHOBPEMEHHBIX COEAHHEHHH

Kofn4ecTe0 NOTOKOE NPH CKaHWPOEaHKH NOPTOE
50

Bpema oxnaaHUA (CeK.) |4 3:

" Ckanuposath Beck avanason TCP-nopTos (1..65535)

CNMCOK NOPTOE
1-1674/tcp; 1698-2028/kcp; 2030/tcp; 2032-2035/tcp; 2038 tcp; 2040-2049/tcp j

12064-2065/tcp; 2067 /tcp;2080-2081 /tcp; 2087 /tcp; 2089-2112/tcp; 21 15/tcp;
2120ftcp;2140/tcp;2189/tcp;2199-2202 tcp; 2205/tcp; 2211 ftcp; 2220ftcp; 22
22-2223]tcp;2230/tcp;2232)kcp; 2241 ftcp; 2300-2302kcp; 2305 tcp; 2307 ftcp
12345]tcp; 2381 ftcp; 2400-2402tcp; 2405 tcp; 2407 ftcp; 2430-2433 tcp; 2500-
2502 tcp; 2505 tcp; 2525/ tcp; 2538]kcp; 2543 tcp; 2550/tcp; 2564-2565tcp; 25
83/tcp;2600-2605/tcp; 2627 jtcp; 2638-2642/tcp; 2700-2702]tcp; 2705/tcp; 276
6/tcp;2773-2774/tcp; 2784/ tcp; 2800-2802/tcp; 2805/ tcp; 2869 tcp; 2900-2902
[tcp;2905/tcp; 2967 ftcp; 2984-2985/tcp; 2998-3025/tcp; 3049-3055tcp; 3064/
tcp; 3067 tcp; 3086 tcp; 3100-3119tcp; 3121-3123/kcp; 31 25-3160/tcp; 3180/t
cp;3200-3211tcp; 3227 ftcp; 3233kcp; 3264 tcp; 3268-3269/tcp; 3300-3302tc
p;3305-3310/tcp; 3323]tcp; 3264 tcp; 3268-3269]kcp; 3300-3302/tcp; 3305-33
10jtcp; 3323 tep; 3325/tcp; 3333 /kcp; 3351 ftcp; 3372 tcp; 3389-3393kcp; 3400
-3402ftcp; 3600-3602/tcp; 3666/tcp; 3679 tcp; 3685/tcp; 3700-3702tcp; 3800-

" Wcnonesosate Mmap AnA NoOMCKa NOPTOE K onpeaeneHna OC

My Th K MPHAGHERHIO I"‘:"‘Ir-qr.'.a[.f..;-"

MapameTpel NMap |

Konn4ecTEo 0AHOBPEMEHHEX Npoueccos Mmap |10

Puc. 16
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I[J'IH ONITUMU3AIIUU CKAHUPOBAHUA MOKHO 3aHCﬁCTBOBaTL BHCIIHUC CKAHCPBI, TAKHUC KakK
Nmap. UcnonszoBanne Nmap mo3BojseT 3HAYUTEIbHO YCKOPUTH CKAHUPOBAHUE OPTOB B XOJI€
WHBeHTapu3anuu. s padoTel 3TON QyHKIIMHU HA y3JIe, HA KOTOPOM yCTaHOBJICH ckaHep XSpider,
JIOJDKeH pacroJyiaratbes ckanep Nmap, mnyTe K KOTOPOMY yKa3blBaeTcs B mpoduie
CKaHUpOBaHUA. HpI/I HGOGXOI[I/IMOCTI/I MOXHO 3agaBaTh U JOIIOJIHUTCIIBbHBIC OIIIINH. y‘-ITI/ITe, qToO
Nmap Hemb3s MCIOJB30BATh JJIs MOWCKA MOPTOB Ha JIOKAJIBHOM y3Je, a Takxke To, uro Nmap
MOXKET paboTaTh HEKOPPEKTHO, €CIIU CETeBOMY HHTep(delicy Ha3HaueHO HecKonbko IP-agpecos.
JlaHHOE orpaHWYEHHE CBA3aHO ¢ TeM, 4To NMap meITaeTcs UCIOIB30BaTh TOJIBKO MepBhIi IP-
angpec ceteBoro nuurepgeiica.

Hns unentudukanuu gocTynHbiXx UDP-ciyx0 uCHoNb3yrOTCS CcHenualu3upOoBaHHBIC
IBPUCTUYECKUE alTOpUTMBI. HeoOXoAMMOCTh MPUMEHEHUS ITHUX AaJITOPUTMOB CBs3aHa C
ocobeHHocTssmu npotokosia UDP, He mo3Bosnstomero onpenenuTh J0CTYITHOCTh TOPTa B paMKax
MPOTOKOJIA TPAHCIIOPTHOTO YPOBHS.

Jng yMeHbIIeHUS BPEMEHU CKaHHUPOBAHUS MOXHO OTPAaHUUMBATH CIIUCOK MPOBEPSEMBIX
cepsucos UDP.

i CrkanvposaTe UDP nopTel
Iv| Echo
¥ Date
v Quota
v Chargen
v bns
¥ TFTP
v PortMapper
¥ e
¥ Microsoft RPC
¥ NetBIOS Name
¥ MetBIOS Datagram
IV snmp
¥ mssqL
v Upne
v ICQ Server
rd pcAnyWhere
¥ Unreal Tournament Server
il cnyxfa CA BrightStor discovery
v Internet Key Exchange (IKE)
¥ xomep
Iv sie

Puc. 17
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4.5.4.3. Be30nMacHOCTh CKAHMPOBAHUS

[TockoJIbKY CKaHMPOBAHHE MOXKET BBI3BATH BPEMEHHBIM OTKa3 B OOCIYXHUBaHUH IJIOXO
CKOH(GUTYPUPOBAHHBIX CUCTEM, PEKOMEHAYETCS MPOBOAUTH NPEABAPUTEIbHYIO MMOATOTOBKY.

Kak npaBuio, npouecc ckaHupoBaHMs pa3OuBaeTcs Ha Ba dTama:
WHBEHTAPU3aLMOHHBIM U IPOU3BOJICTBCHHBIN.

B Xxone WHBEHTApU3aLlMOHHOTO CKAHUPOBAHUS OTKIIOYAKOTCI BCE DJBPUCTUYECKHE
MEXaHU3MBI, HOI[60p Haponef/i U IMMOTCHIMUAJIBHO OIIACHBIC HpOBepKI/I. 9TO IIO3BOJIACT HOJIy‘-II/ITB
0a30Byr0 MHGOPMALMIO O CHUCTEMaxX C MHUHUMAaJIbHBIM PHCKOM BO3HHKHOBEHHUS HETAaTHBHBIX
MMOCICACTBHI,

Kax IIpaBHIIoO, B Xonae HHBCHTApU3allMOHHOT O CKaHHUPOBAHHA PEKOMCHAYCTCA
HCITOJIb30BaTh CIACAYIOIIHUC HaCTPOfIKHI

. He nmpou3BouTh CKAHHPOBAHUE CETEBBIX MPUHTEPOB — BKIIOYCHO;

. [IpoBepsTh Ha u3BecTHbie D0S-aTaku — OTKIIOYEHO;

. [TpoBepsaTh Ha HOBbIe DoS-aTaku (IBpUCTHYECCKHUI METOM) — OTKJIIOUYCHO.
. HTTP - Bxkatouuts aHanu3aTop KOHTEHTA — OTKJIIOUEHO,;

. HTTP - BkarouuTs aHanu3aTop TUPEKTOPUN — OTKIIOYEHO;

. [Ton6op yueTHBIX 3anuceil — moaOupaTh Y4ETHBIC 3aIIMCH — OTKJIIOYCHO.

B X04€ MPOU3BOACTBCHHOI'0O CKAaHUPOBAHHUA NAHHBIC OIIIUU MOTYT OBITH SaﬂeﬁCTBOBaHBI
C Y4€TOM BO3MOKHbBIX HCTATHUBHbIX HOCHCHCTBHﬁ.

4.5.4.4. Mlon6op napoJei

Cuctema XSpider mommepkuBaeT moaOOp mapojied s CIAeAYIOUUX TPy CETEBBIX
CIy>k0 U IPOTOKOJIOB!

. [IpoTOKOMNBI 3IEKTPOHHOM MOYTHI
o SMTP
o POP3
. Cnyx0bl mepenauu Gpanion
o SMB
o FTP
o HTTP
. [IpoTOKONBI YaI€eHHOTO yIpaBICHUS
o Telnet
o SNMP
o Microsoft RDP
o SSH
o VNC
o Radmin
. ba3pl naHHEBIX
o Microsoft SQL
o Oracle
o Oracle SID/ SERVICE_NAME
o MySQL

Mopsaakosbin N2 M3meHeHus Moanucb OoTBETCTB. NLA [aTa BHeceHUA nsmeHeHuUA
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4.5.4.5. Hacrpoiiku npoduis

UToObl 3a1elicCTBOBATh MEXAHU3M MMOA0O0Opa Mapojae TOH WM WHOU CIIyKObl HEOOXOAUMO
SABHO yKa3aTb 3TO B npoduie ckaHupoBanus. [1ns storo B pasnene «IIpoduns ckanupoBanus —
Hactpoiiku ckanupoBanus — [log6op y4eTHBIX 3anucei» npoduis CKaHUPOBAHUS BbIOMpaeTCs
COOTBETCTBYIOIUN NpoTokoJ. Ecnu ¢pyHkuuu nonbopa naponeil ajisi Hero peajlu3oBaHbl, TO
B OKHE HAacTpOWKM OynyT NPUCYTCTBOBATH CBSI3aHHBIC ONLHMHU, HAIPUMED, HCIOJIb30BAThH
ciaoBapb». B cinyuae Heo6xoauMocTH, moa00p mapoyiel MoXeT ObIThb OTKJIIYEH s BCexX
IPOTOKOJIOB € TOMOIIbIO OTKII0UYeHHS oniuu «Ilogbupars yueTHBIEC 3aTUCH .

MoabkpaTe YYETHEIE 3anHMck no RDP

— A ONOAHKTENLHLIE CAOB3pH

) He MCNone30BaTE
(%) MCNONb30BATE PasAEnEHEIS CNOBSpH

NarkHel | rdp-logins b
Maponk | rdp-passwords b

) MCNONBS0BATE KOMBHHHPOBAHHENA CNOESpE
K OMBMHHPOEaHHEIR

FonH4ecTED NapanneneHelx NOTOKOE ANA NOMCKa
FS
1 b

~CNOBapL YYETHLIX 3aMWCEA MO YHMONYaHWHD

{(*) He MCNoNE30BaTE

C' Mcnonezo0eaTe

Puc. 18

PacmupenHsle cioBapu HpeacTaBJIsIOT cO00W TEKCTOBBIE (ailybl, coxepkaliue UMeEHa
nonbp3oBarteseil u naponu. Cioapu coxpaHsawTes B pazaene «CIpaBOYHUKU» 3aKIAAKH
«CKaHUPOBAHUA.

OnpeneneHo Tpu TUIA CIOBApE:

. JOTUHBI — COJIEPKUT UMEHA YUETHBIX 3alUCE;
. MapoJIM — COAEPKUT NapPOJIH;
. KOMOUHUPOBAHHBIN — COAEPKUT COUETAaHUE UMEH MMOJIb30BaTENIEH U Mapoiei.

B cTanmapTHYI NOCTaBKY BXOJST pa3jndHble CIPABOYHUKH PACIIPOCTPAHEHHBIX Iapojei,
BKJIFOYAsi CTAHAAPTHBIC MAPOJIH JUISI PA3JUUYHBIX CHCTEM W TOMYJSPHBIC MAPOJIH, MOJYYCHHBIC
komangoi Positive Technologies B xoae TecTOB Ha IPOHUKHOBEHHE U aYJUTOB 0€30MMaCHOCTH.
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O Pe,u,al(TuponaHue CNpaEoYyHHKG |:|@g|

HazEaHHe CnpasoqHHKa

CRHCoK CTROK A
55C3 Oracl39i
SS0SDK oracle9
sSSP oraclesi
5551 oracled
starter oracl3
strat_user manag3r
strmadmin Oraclegi
SUPPLIER Oracle9
S¥YM7333 Oraclesi
S¥YM7334 Oracle
S¥YME10 Oracl39
SYM811 Oracl38i
S¥YME12 Oracl38
S¥YM9 oraclegi
SYMB733 Oracles
S¥YP1 Oracl3
SWPro syspwd
swuser SYSpass
SY810 SYS
SY811 change_on_install
SY812 d_syspw
5Y9 manager
sympa oracle
sys _[v

[0],3 OTHEHA

Puc. 19 [Tapamerpsl cipaBOYHUKA

Jna OosibIIMHCTBA NPOTOKOJIOB CIIPAaBOYHUKHM YUYETHBIX 3alMCEN M Napojied pa3HEeCEHBHI.
Ucknwouenuem siBiustorcs SNMP (B mpoTokolsie He NpPeaycCMOTPEHO HCIOIb30BaAHHE UMEHHU
nosnb3oBarelisi) u Oracle B cBsi3u co cnenuukoil paboThl JaHHOU TPYIIIBI IPOBEPOK.

45.4.6. Padora cucTeMbI

Ecniu B xozme uneHtudukanuu npunoxeHuid XSpider oOHapykuBaeT ceTeByw CiyxOy, s
KOTOPOH peaNn30BaH MEXaHM3M I0J00pa Mapoyield, CHCTEMa CTPOUT CIUCOK YYETHBIX 3amuceH,
nojuiexamux nepedopy. Cnucok ydeTHbIX 3amuceil (opMHpyeTcs Ha OCHOBE BCTPOCHHBIX JIaHHBIX,
daitnoB ciioBapeit (eciu 3Ta oIy 3a/eHCTBOBaHA) U paHee 00HAPYKEHHBIX JIOTHHOB.

,Z[J'ISI IIOUCKa y‘IeTHI)IX 38,HPIC€I>1 HOHBSOBaTeHGﬁ I/ICHOJ'II)SYIOTCSI pa3n1/1que MEXaHU3MBbI, TaAKHEC
kak «NULL Session» 8 Windows.

3areM ompejensercs MOJAECpPKUBAEMbIi cepBepOM MeXaHu3M ayreHTu¢ukauuu. Eciu cepsep
HOJIEP’)KUBAET HECKOJIBKO METOJIOB, BbIOMpaeTcss Hanboee 3pPeKTUBHBII ¢ TOUKH 3peHUs: Toa00pa.

CrenyronuM 3TaroM SIBIIIETCS HEMOCPEACTBEHHO Moa0op maposis. B pesynerare B oTdeTe
MOTYT TMOSIBJIATHCS TOJJOOpaHHBbIC MMEHA IMOJIb30BaTelNei U mapoieit. B HekoTopbix ciaydasx XSpider
CHIKAET CTENEHb PUCKA, CBI3aHHOTO C YA3BUMOCTHIO. ITO O3HAYAET, YTO MO TEM WJIU HHBIM MPUYNHAM
ayTeHTU(UKanus Obla yCIenrHa, HO BOUTH B CUCTEMY HE YAAlOCh. XapaKTEPHON CUTYaIUEH sIBIIsIeTCS
nombITKa yaanenHoro noakiarodeHuss B Windows XP SP 2 oT uMeHHM ydYeTHOW 3amucH C IYCThIM
naposieM WIH YYETHBIX 3aluceHd, JUisi KOTOPBIX OrpaHUYeH HHTEPAKTUBHBIN BXO/I IO MPOTOKOIy Remote
Desktop (RDP).

Mopsaakosbin N2 M3meHeHus Moanucb OoTBETCTB. NLA [aTa BHeceHUA nsmeHeHuUA
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Pe3ynbTaThl IpOBEpPOK MEpPEAarOTCs MEXAY MOIYJISIMH TOA00pa JJIs Pa3IUYHBIX MPOTOKOJIOB.
Hanpuwmep, eciiu npu padore ¢ NetBIOS Obu1 momyden cnucok monb3oBareneid U 1mogo0paH maposib
MOJIb30BaTeIsl USEr, 9TH JaHHBIE OYIyT MCIIOIL30BaHbI B X0/1€ TT0100pa napoJiei k ciyxoe RDP nannoro
cepaepa.

4.5.4.7. be3onmacHOCTh CKAHUPOBAHUS

Hcnonp3oBanue mnoadopa mapojied B XOJE€ CKaHUPOBAHMSI MOXKET BBI3bIBATH HEraTHBHbBIC
nocneacTBus. Hanbomnee pacnpoCcTpaHEHHON CUTYyalMel SBIISICTCS OJIOKMPOBAHHME YUETHBIX 3aIMCei B
nomenax Active Directory. Eciu ckaHep Cymen MOJYy4HTh CIMCOK IIOJIb30BaTeled, U KOJIUYECTBO
TECTUPYEMBIX [MapOoJIe TMPEBBIIIACT MAKCUMaJIbHOE YHCIO HEYJAaYHBIX BXOJOB B CHCTEMY, TO
3a0JIOKMPOBAaHHBIMU MOT'YT OKa3aThCs BCE YUETHBIE 3aIIMCH KPOME YUETHOH 3allucu aIMUHUCTPATOPA.

B ckaHep BCTpOEHBI MEXaHU3MBbI, MTO3BOJISIIOIIME ONPENEIUTh, YTO B CHUCTEME 3a/JelCTBOBAH
MeXaHU3M OJOKMPOBKH YYETHBIX 3amuceil. He cMoTpst Ha 3TO, B MOAOOHOM CUTyalliu peKOMEHyETCs
OTKJIFOYATh (PYHKIMU [10100pa napoeil.

4.5.4.8. Ckanupyemoe nporpammuoe odecneyenne B OC Windows

B OC Windows XSpider ocymiecTBiaseT CKaHHPOBAaHHE U MPOBEPKY Ha HAIUYHE
y}ISBI/IMOCTeI‘/‘I B IIpOIrpaMMHOM o0ecrieueHnn U CCpBUCAX IJiA.
. Microsoft Windows;
. Microsoft Updates;
. Microsoft SQL Server;

. Microsoft Internet Explorer;
. Microsoft Windows MDAC;
. Microsoft Internet Information Services;

. Microsoft WINS Server;

. Microsoft DNS Server;

. Microsoft Windows Media;

. Microsoft ESMTP MAIL Service;

. Microsoft XML Core Services.
B pexume pacuimpeHHBIX MpOBEepok cuctemMa XSpider uaeHTHGUIHPYET ySI3BUMOCTH B
Microsoft  SQL Server. DTu ysA3BUMOCTH MOTYT OBITh YCTPAHEHBI YCTaHOBKOI

ucnpapyieHuit. Ho ys3BUMOCTH, CBsI3aHHBIE ¢ KOH(Urypanueit oOHapy eHbl He OyaAyT.

455 CxkaHupoBaHue BeO-NIPpUJIOKEHUN

OnHOM W3 OTIMYHMTEIBHBIX 0COOCHHOCTEH ckaHepa XSpider sBisercs HaJu4due MOIYIIS
BPUCTUYECKOTO aHaiu3a BeO-puiokeHuid. Moaynb MO3BOJSAET ONpeaensaTh Haubolee
pacnpocTpaHEeHHbIEe YA3BUMOCTU MPUKIAAHBIX CUCTEM, MMOCTPOCHHBIX C MCHOJIb30BAHUEM BeO-
TEXHOJOrui. lcrnosb30BaHHME MPOBEPOK, CHPOECKTUPOBAHHBIX IPU3HAHHBIMU JKCIEpTaMHU
OTpAacyu, MO3BOJSIET MPOBEPITh HE TOJBKO PacHpoOCTpaHEHHbIE CUCTEeMbI, Takue kak Oracle
Application, Microsoft Sharepoint, Ho 1 mpuIO)KeHHs COOCTBEHHOH pa3pabOTKH.
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62

RU.83128364.501540-XS-7.8.25 93 01
4.5.5.1. O630p BO3MOKHOCTEH

B gacTu ananu3za BeG-npunioxenuit XSpider noaaepxuBaeT CleayoOIHe BO3MOXKHOCTH:

. ABTOMAaTHUYECKOE OIpeJIeIEHUE BEO-IIPUIIOKEHUM HAa IPOU3BOJIBHBIX IOPTAX;

. aHaJIN3 MPpUI0KeHUH, 3amuieHusx SSL/TLS;

. ABTOMATHYECKUN MHIEKCATOP CaiiTa C MOANEPKKON PYHKIIMH MOUCKA CKPBITHIX KaTaJOr0B
u pesepBHbIX Komuii daiinos (Forced Browsing);

. nojaaepkKa ayreHTUGUKauu Tuna BasiC u HecTaHAapTHBIX CXeM ayTeHTU()HKALUU;

. ABTOMAaTHUYECKOE OTCJIE)KMBAHUE CECCUI;

. o0paboTka Javascript ¥ Jpyrux KIMEHTCKUX pacIIMpPEHUH;

. NOUCK YSI3BUMBIX M BPEIOHOCHBIX cueHapueB (Hampumep,php-shell) mo coxepxumomy
CTpPaHUIbI;

. BPHUCTUUYECKOE OMpPEEICHHE OCHOBHBIX TUIIOB YA3BUMOCTEH B BEO-TIPUIIOKEHHSX,

. olnpeneeHue ysi3BUMOcTel B nossax 3aroinoska HTTP-3anpoca.

4.5.5.2. HacTpoiika npoduias

3a70roM Ka4eCTBEHHOI'O CKAHHUPOBAHUS SIBISICTCS MPAaBUIBHO HACTPOCHHBINH MPO(UIb.
[Ipoduns ompenenser JOruKky pabOTHl CKaHepa, a TaKKe HCIOJb3yeMble METOJIbl MOUCKA
YS3BUMOCTEM.

455.2.1. HacTpoiika nagekcaTopa caiita

Jdnst Toro 4ToOBl 3a1€iCTBOBATH MEXAaHHM3MBI MOUCKA YSI3BUMOCTEH, NPEXJIE BCETro,
HEOOXO0JAMMO BKIIOYUTH (QYHKIUIO aHanu3atopa koHTeHTa ([Ipodunp ckanupoBaHus —
Hactpoiiku ckanupoBanus — CkaHep ys3BuMoctei — Omnpenenenue ysazpumocteir —HTTP
— BKJIIOYUTH aHAJIU3aTOP KOHTEHTA).

Mopsaakosbin N2 M3meHeHus Moanucb OoTBETCTB. NLA [aTa BHeceHUA nsmeHeHuUA
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(@) Pe pakTHpoeante npothyaa ‘;‘@‘El

podpm

Hassakws npodina

= Mpodmns caHipoBanA ~
Mokck yanos
S YueTHue 3anica

s HccaTs yASBHMOCTH E BE6-MonoXEHHE (nowcc 10 aTaeTy)
1P VICKaTk yYASEHMOCTH B BEG-PHAOKERHAX (NOCK 10 COARPARHMOMY )
SME

B TGS BKAK4HTE GHANH3ATOP KOHTEHTA

CKaHep nopTos BKAK4HTE GHANH3ATOp KaTANoros
Cratep UDP-cepencos
= Cranep yRssHmocTed
MaerTibHcaLA Cepencas A R
= OnpeaeneHHe yA3BHMOCTER
g
AHanM3aTap KoHTeHTa
AHaNM3aTap CueHaphes BEINGNHATE NROBEPKY Ha AGCTYMHOCTS CNykEel
FTP
Eabl A2HHEX
hetBIOS
LDAP
PatlUHpeHHaA NpoBepKa Windows
= Moafop yUsTHeIX 3MHCER [[] He eizoanTs 33 npeens cTapTosoro kaTanora
FTP
HTTR
Microsoft 5L Server 3anpac
MySOL
SHB
Oratls 51D | SERVICE_NAME
Orarle
FOP3
ROP
TR
SHHP.
S5H
Telnet
WNC
TPy NapaMeTRos
TPy NapaHeTRos

VickaTh MexCaiToBbIA CREMNTHHT & MeToaax Trace  Track

KoniyecTen NposepAems: Ha NoAB0p Napons KaTanoros
10 E

CrapTosas CTRaHHUA ANA aHaM3aToRa |ﬂ

[[] Wenons3osaTe 3anNpac 4nA CTEPTOBGH CTRAHUL!

IOTONHHTENbHBIE MO 33MPOCS:

K OTriEHa

Puc. 20 PenaktupoBanue npoduiis

Takxxe B 3TOM pasacii€ pacCilioJOKCHa OIINUA «BKIOYUTL aHAIU3aTOpP I[HpeKTopHﬁ»,
KOTOpasa 3aIleI7ICTByeT MCXAaHU3MBblI OIIPpCACIICHUA BO3MOXXHOCTECH npocMoTpa COACPIKUMOTO
" 34IIMCH B JUPCKTOPUU Be6-cepBepa.

Pasnen «Ananuzarop koutenta» ([Ipoduias ckanupoBanus — HacTpoiiku ckaHUpOBaHUS
— Ckanep ys3Bumocteit — Omnpenenenne ys3pumocteit — HTTP — Ananmu3atop KOHTEHTa)
COJIEP)KUT OCHOBHBIE HACTPOMKH MHAEKCATOPA.
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AHANIN3aTOpP KOHTEHTAa

Puc. 21 Ananu3zaTtop KOHTEHTA

MopaaKosbii Ne usmeHeHUA

Moanuce OTBETCTB. MLA

[laTta BHeceHnA n3ameHeHus
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[TapameTp «cTapToBas CTpaHUIA JJs aHAJIU3aTOpa» MO3BOJISET yKa3aTh, C KaKOro U3
pazzenoB BebO-cepBepa HE0OXOAMMO HadaTh MHJAEKcanuio. Ecnu 3amgelicTBOBaHA OMIHUS «HE
BBIXOJUTH 3a Mpeelibl CTapTOBON NHUPEKTOPUU», TO CKaHep OyIeT aHaJIUu3UpPOBATh TOJBKO
CIIEHApWHU, HaXOoJAIIMEeCs MO YyKa3aHHOMY NyTH W HuXe. Mcmolib30BaHHE 3TUX HACTPOEK
MOJIe3HO, KOTJa Heo0XOoIMMO MNpoaHalUu3UpOBAaTh KOHKPETHBIM pa3nen BeO- cepBepa uiu
OTJIeIbHBIN clieHapuii. Kpome Toro, ¢ MX MOMOMIBI0 MOKHO Pa3IeIUTh IPOBEPKY OOJBIIHX BEO-
CepBEpOB Ha HECKOJBKO 3ajay, 4To oOJyierdyaeT MOCIEAYIOIIUN aHadu3 pPe3yiabTaToB.
[TapameTp «3ampocy» OTHOCUTCA K MEXaHU3MaM ayTeHTU(UKALHUHU u OyAeT paCCMOTPEH Jaalee.

Onmnuu «UCHoiIb30BaTh CJIOBAph HPH COOpE KOHTEHTa» M «UCKATh cTapbie (aisiby»
BKJIIOYAIOT MEXaHHU3M MOKMCKa CKPBITHIX (aitioB u manok. [Touck mpoBOAUTCS O OOIIUPHOMY
BCTPOCHHOMY CJIOBapo, COJepiKalleMy paclpocTpaHEHHbIe MMeHa (aiJioB M pacIIUpCHHUS.
JlaHHBIH MEXaHU3M, HECMOTpPS Ha CBOIO MPOCTOTY, MOXKET ObITh BecbhbMa 3()PEKTUBHBIM
cpeactBoMm. Dkcnepram Positive Technologies mpuxonuiioch CTaaKUBaThCS C CHUTYalUsSIMHU,
KOrJa MpOCTOW Mmoabop Mo MMEHaM IO3BOJISUT MOJy4YaTh JOCTYN K 0a3aM JaHHBIX cepBepa
(manpumep, /database/database.mdb) wiiu k pe3epBHBIM KOIISIM HCXOJIHBIX TEKCTOB CalTOB.

IMapamerp «CHHCOK JJOMOJHHUTEIBHBIX CCBHUIOK» COIEPXKHUT IIyTH K KaraloraMm M
CIleHapHUsM, KOTOpbIE JOJKHBI OBITH H00aBJIIEHBI K CIIHCKAM MpoBepsAeMbIX. JlaHHAs omuus
0JIe3Ha TSI IPOBEPKHU BEO-CAlTOB, HCIOIB3YIOMUX CIOKHBIC ISl ABTOMAaTHYECKOTO aHaIn3a
TEXHOJIOTHH Ha CTOpoHe kaueHTta (Hampumep, Java, Flash wu t1.1.). Jas cOGopa cmucka
CLlEeHapHueB B 3TOM CJy4Yae MOXXHO HCIOJb30BaTh pasnuunsie HTTP-cauddepsr mim proxy-
cepBepHl, HampuMmep, WebScarab
(http://www.owasp.org/index.php/Category:OWASP_WebScarab_Project). Taxxe K
UHIeKcaTopy OTHOCUTCS (aiia « CHHCOK HTHOPHUPYEMBIX CCBLIOK». B HEro 3aHOCATCS MyTH U
CIlEHapHH, KOTOPBIE HE JOJUKHBI 00pabaThiBaThCs MHAEKCATOPOM, U, COOTBETCTBEHHO, ITOUCK
YSI3BUMOCTEN B HUX OCYLIECTBIATHCS HE OyIET.

OTH HacTpPONKHU MOTYT OBITh MCIIOJB30BaHBl C pa3IMYHbIMU LeasiMu. Hanpumep, ecinu
caliT peanmu3yeT COOCTBEHHBIH MEXaHU3M ayTeHTHU(UKaAIUM, CI0Ja MOTYT OBITh 3aHECEHBI
CLlEeHapHUM BBIXOJIa U3 CHUCTEMBI, YTOOBI CKaHEp HE MpephIBall COOCTBEHHYIO ceccuto. Takxke
ClI0JJa MOTryT OBITh BHECEHBI CLIEHapUM, aBTOMAaTHYECKOE O00CJieJOBAaHHE KOTOPBIX MOXKET
BBI3BaTh HEXeJaTelbHble NociencTBus. Hampumep — mnpuBecTH K nepeaaye OOJbIIOro
KOJIMYECTBA COOOMIEHUH 3JIEeKTpOHHON mourel wiau SMS. Opxnako, mo MHeHun Positive
Technologies, ucnonb3oBaHue TakuX clieHApUeB 0e3 TOMOJHHUTENbHBIX TECTOB ThIOPHHTA
ABIsSIETCA ySA3BUMOCThIO kiacca «HemocrtarouHoe mNpoTUBOAEHCTBUE aBTOMATH3ALUN»
(Inefficient Anti-Automation).

455.2.2. MexaHu3MBbl ayTeHTUPUKALMH

Hactpoiiku ayrentudukanuu pacmoioxeHbl B pazaene «lIpodunp ckanupoBaHus —
VYuertnsie 3anucu — HTTP». 31ech MOKHO yKa3aTh HMsI TOJIH30BATEINS U MAPOJIb, HCIIOIb3YEeMbIN
s ayTeHTUQuKanuu Trna Basic.

BxiroueHne ONIUMU «UCIOJb30BaTh PACHIMPEHHBIE CIOBApU JIOTHHOB M Mapojei» B
pasnaene «IIpoduns ckanupoBanus — Hactpoiiku ckanupoBanus — [lon6op y4eTHBIX 3amuceit —
HTTP» 3aneiicTByeT MexaHu3M moadopa naposei.

Mopsaakosbin N2 M3meHeHus Moanucb OoTBETCTB. NLA [aTa BHeceHUA nsmeHeHuUA
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B cydae ecnu cepBep MCIONB3yEeT COOCTBEHHBIE MEXaHU3MbI aYTEHTUPUKAIIUHU, MOKHO
HCII0JIb30BaTh OJAMH U3 IBYX BapUaHTOB.
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[TepBrlii W3 HUX — HCIOOJb30BaHHE CcOOCTBeHHOrO craprtoBoro 3ampoca (IIpoduas
ckaHupoBaHuss — Hacrtpoiiku ckxanupoBanus — CkaHep ysA3Bumocted — OmnpeneneHue
ysi3BuMocteid — HTTP — Ananu3atop KOHTeHTa - 3anpoc). B aToMm cirydae B mosie yKka3bpiBaeTcs
HTTP-3anpoc, ucmonb3yeMmblii CKaHEepoM Mpu MepBOM obOpameHuun K caity. llomyduts
COAEPKUMOE 3aIpoca MOKHO C MOMOIIBIO JIOOOT0 CETEeBOr0 aHaJIM3aTOpa WM IeHepaTopa
HTTP-3anpocos, Takoro kak TamperData nns Mozilla Firefox.

File Edit Sektings

POST fauth.php?login=ves HITP/1l.1

Host: wwr. securitylab. ru

User-Agent: MozillasE.0 (Windows; U; Windows HNT E.1; en-US; rv:1.2.0.3) Gecko/Z00&1Z0&6 Firefoxsl.5.0.5
Accept:

text/aml, applicationsxnl , application/xhtnltxml text html ;g=0.9 text/plain;g=0.8, image /png, */*;q=0.5
Aocept-Langquage: en-us,en;g=0.5

Aocept-Encoding: gzip,deflate

Accept-Charset: IS0-885%-1,utf-8;9q=0.7,*%;q=0.7

Feep-Alive: 300

Connection: keep-alive

Referer: http://uww. securitylab. rufauth_ php?login=yes

Content-Type: application/x-www-form-urlencoded

Content-Length: Z8&

right auth form=TLAUTH FORM=TiTYPE=AUTHibackurl=3iZFauth. phpiright suth form=TLAUTH FORM=YTiTYPE=AUTHoba
ckurl=%ZFauth. phpiUSER PAZSWORD=dconegfontd Zldtvteont$Zlilogin x=04Login w=04USER_LOCIN=PigEillersUSER I
AZEWORD=dcnegfomtizldtvtont$Zlalogin. x=374Login. v=17

[#]192.168,0,120:4029 = > 217,16,31,134:80 * §10 bytes in 2 packet(s) Display type:

[]217.16.31,134:80 == 192,168,0,120:4029 * & 215 bytes in & packet(s) ASCI v

Total 9 025 bytes in 8 packet(s), Session time: 0 second(s) Nawigation:
Puc. 22

B »ToM ciydyae Ha COBECTH MOJB30BATENS JIEKUT KOPPEKTHOCTH CHOPMHUPOBAHHOTO
HTTP-3ampoca, mOCKOJIBbKY CKaHep OyJeT HCIOJb30BaTh €ro «Kak €CTh», 0€3 KaKuX JMOOo
MoaupuUKaIuid.

BTopoii MeTon yao0HO MCTIONb30BaTh, KOTAA YIpaBieHUE aBTOPHU3ALHNN paclpeesieHo
MEXJy HECKOJbKMMHU CalTaMH, KakK CJeJlaHO B pa3IM4YHBIX cuUcTeMaxX Tuma «Passporty.
Hanpumep, caiiTel Yandex wHCmonb3yooT IeHTpaliu3oBaHHyI cucteMy Suaekc-Ilacmopr,
ycTaHaBauBawnyio 3Hauenue Cookie mist Bcero qomena .yandex.ru:

Set-Cookie: yafolder=10537279%3A1290000000001899275; domain=.yandex.ru;

path=/,

B sTtom cayuae B nmosne «IIpoduns ckanupoBanus — Hactpoiiku ckanupoBanus — CxaHnep
ya3Bumocted — Omnpenenenue ys3Bumoctedt — HTTP — Ananuzatop koHTeHTa — 3ampocy»
nobapnstorcss HTTP-3aronoBku, kotopeie OyayT mepeckinatbes B kaxaom HTTP-3ampoce.

[IpumMepoM TakuX 3arojoBKOB MOryt ObiTh mnapamerpel CoOOKie, ycraHaBimBaembie
CEpBEPOM MOCJEe BXOJa B CUCTEMY.

# TCP Session

File Edt Settings

CET Tuesid=l 1036 folder=1 1293275 HTITP/L.L ~
Host: mail yandex. ru

User-hgent: MozillasS.0 {Windews; U; Windows NT §.1; en-UZ; rv:1.8.0.3) Cecko 20061206
Firefoxs1.5.0.9

Accept:
wext/xml,application/xul, application/shtultxul, text/htal; =0, 8, text /plain; g=0. &, inage/pug, */* ;q=0
-5

Accept-Language: sn-us,=n;q=0.5

Accept-Encoding: gaip,deflane

Accept-Charset: [S0-8859-1,utf-8;g=0.7,%;q=0_7

Keep-hlive: 300

Commestion: keep-alive

Befersr: http://mail.vandex.ru/yamail

Tookie: mail tag-yendex ru; yandex_fio-LansZ000; yandex_login-gqglen; yandex nickname=;
Yandex_mail=qglan;

Session id=l168511302.-88. 0. 13152561 21 305F7E78: 5. 35823, 4606, 3faB6afT(2atebab0odat043abllTE31;

yendexuid=12241269711F65113025 yatolder=a0 aaL 1699275 5
v
[#]192.168.0,120:4177 =3 mal yandex.ru: 0 * 787 bytes in 1 packst(s) Display type:
[CImail.yandesc.ru:B0 =3 192,166.0,120:4177 * 20 062 bytes in 15 packetls) ASCID b
Takal 20649 bytes in 16 packet(s), Session time; 1 seconds) Mavigation;
Puc. 23
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B pasnene «lIpoduns cxanupoBanuss — HacTtpoiiku ckanupoBanuss — CkaHep
ysa3BuMocted — Ompenenenue ys3pumocted — HTTP — Awnanuzatop cleHapweB» MOXHO
yka3aTb, kakue u3 HTTP-MeTo10B OyyT HCIIONB30BATHCS B X0J1€ 9BPUCTUUECKHUX MPOBEPOK.

V' Nomcx yAsBUMOCTEN B GET-3anpocax
V' Nomcx yA3BUMOCTEN B POST-3anpocax
I CrosHas npoBepka NpHKNaAHbIX CUEHAPHES

™ Crownas nposepka npHKNaaHbIX cueHapHES (Brex)

Puc. 24

Onuus «cllokHasg MpOBepKa MPUKIAJHBIX CKPUIITOBY» HCHOJNb3yeTCs sl paboThl ¢
cepBepaMu, UCIOJIb3YIOUIMMHU HECTAHAAPTHYIO CXEMY UMEHOBaHUs 3anipocoB. Hanpumep, Takux,
B KOTOPBIX M3MEHEHUE 3HaueHUs nmapamerpa 3anpoca B URL mpuBOIUT K BBI30BY Pa3IMUYHbBIX
CEpBEPHBIX CLIEHAPUEB.

Paznen «Tunel ya3BUMOCTE» MO3BOJIAET yKa3aTh, KaKue U3 TUIIOB ysA3BUMOCTEH BeO-
cepBepoB OyAyT OOHAPYKEHBI.

TMOMCK YASBUMOCTEH B NPHKNAAHBIX CLEHAPHAX
V' SQL-wHrexuma

V' ¥ aanenHoe ebinonHenne KomaHa

v MpOCMOTP NPOM3BOAEHBIX harnos

V' MexcaiToBbIR ckpHnTHHN (XS55)

V' Server Side Includes (S5I)

IV HTTP Response Splitting

V' BenonHerve KoAa, B3ATOMO ¢ yAaNEHHOro cepeepa

Puc. 25

HacTtpoiiku paszgena «MeToasl DNOMCKa» MO3BOJSAIOT 3aJ€WCTBOBATH NPU IOUCKE
ySA3BUMOCTEH PEIKO HCIOJb3yeMble MMOJsI, Takue Kak 3arosoBok Referer. BxmroueHue sTux
MOBEPOK YBEIUYUBAET 001Iee BpeMs IPOBEPOK M HArpy3Ky Ha CETh.

ToHcK YASBMMOCTEN B NoAAX 33npoca
IV Referer

v User-Agent

V' Cookie

Puc. 26

4.5.5.3. lonoJiHUTEJbHbIE HACTPOIKH

[TockoJIbKY B X016 CKAHUPOBAHUS HCIOJB3YIOTCS pa3IMyHble d9BPUCTUYECKHE AT OPUTMBbI
OMCKa yS3BUMOCTEN, Ha y3JaX, COJEpKalluX cepbe3Hble OMMUOKH, CKaHUPOBAHHE MOXKET
NPUBECTH K HETAaTUBHBIM 3 ekTam.
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5. CIIMCOK ITPOBEPAEMbIX OBFBEKTOB JIJIAA PA3/IMYHbIX
CUCTEM

5.1. IoaydyeHnue gfocTyna K peecTpy M AMCKOBBIM ONlepPaALUAM

5.1.1 Peectp

5.1.1.1. JdocTynm Ha YTeHHE

Heo6x0auM0 pa3peinTh JOCTYI Ha YTCHUE K CICAYIONUM KIo4aM peecTpa (BKIHYas
MOJAKJTIOYH ):

HKLM\SOFTWARE\

HKCU\SOFTWAR

E\HKCU\Environment\
HKEY_ USERS\<...>\

SOFTWARE\

HKEY_CURRENT_CONFIG\

5.1.2 JluckoBble onmepanuu

5.1.2.1. loctyn Ha uTeHHe

HeobOxoauMo pa3peimnTs J0CTYI Ha YTEHUE K CIEAYIONIUM KaTamoraMm (BKJIrOUast

MOJKATATOTH):
%SYSTEMROOT%\

5.2. Cnucok nposepsieMbIX 00beKTOB

Usnenue nupousBoauT mnouck ys3Bumoctedt B I[1O/kommonentax I1O0 cieayrommux
BEPCUM:

x86 Windows 2008 Server Full;

x86 Windows 2008 Server Core;

x86 Windows 2008 Server SP2 Full;

x86 Windows 2008 Server SP2 Core;

x86 Windows 7;

x86 Windows 7 SP1;

x86 Windows 8;

x86 Windows 8.1;

x86 Windows 10;

x64 Windows 2008 Server Full;

x64 Windows 2008 Server Core;
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x64 Windows 2008 Server SP2 Full,
x64 Windows 2008 Server SP2 Core;
X64 Windows 7;
x64 Windows 7 SP1;
x64 Windows 2008 R2 Server Full;
x64 Windows 2008 R2 Server Core;
x64 Windows 2008 R2 Server SP1 Full;
x64 Windows 2008 R2 Server SP1 Core;
x64 Windows 8;
x64 Windows 8.1;
x64 Windows 10;
x64 Windows 2012 Server Full;
x64 Windows 2012 Server Core;

X64 Windows 2012 R2 Full;
x64 Windows 2012 R2 Core;
x64 Windows 2016 Server Full;
x64 Windows 2016 Server Core;
x64 Windows 2016 Server Nano;
164 Windows 2008 Server;
164 Windows 2008 Server SP2;
164 Windows 2008 R2 Server;
164 Windows 2008 R2 Server SP1;
Microsoft SQL Server 2008 R2 SP3;
Microsoft SQL Server 2008 SP 3;
Microsoft SQL Server 2008 SP 4;
Microsoft SQL Server 2008 R2 SP 2;
Microsoft SQL Server 2012 SP 1;
Microsoft SQL Server 2012 SP 2;
Microsoft SQL Server 2014 RTM;
Microsoft Exchange Server 2007 SP3;
Microsoft Exchange Server 2010 SP3;
Microsoft Exchange Server 2013 CU10;
Microsoft Exchange Server 2013 CU11;
Microsoft Exchange Server 2013 CU12;
Microsoft Exchange Server 2013 CU13;
Microsoft Exchange Server 2013 CU14;
Microsoft Exchange Server 2013 CU8;
Microsoft Exchange Server 2013 CU9;
Microsoft Exchange Server 2013 SP1;
Microsoft Exchange Server 2016;
Microsoft Exchange Server 2016 CU1;
Microsoft Exchange Server 2016 CU2;
Microsoft Exchange Server 2016 CU3;
Microsoft Updates (mis Boimie nepeuncientnoro I10);
Apache HTTP Server (1.3.28-1.3.36,2.0.46-2.0.58, 2.2.0-2.2.2, 2.4.0-2.4.10, 2.4.17-
2.4.20);
Apache Tomcat (6.0.0 - 6.0.45, 7.0.0 - 7.0.70, 8.0.0 - 8.0.6, 8.5.0 - 8.5.3, 9.0.0.M1 -
9.0.0.M7);
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BIND Server (4.0.0-4.9.8, 4.8.1-4.9.8, 8.0.0-8.3.3, 9.0.0-9.10.3-P4);
Dropbear SSH Server (0.1, 0.2, 0.3, 0.40, 0.41, 0.42, 0.43, 0.44, 0.45, 0.46, 0.47);
F-Secure SSH Server (1.2.27);
MariaDB Server (10.0.0 - 10.0.29, 10.1.0 - 10.1.21, 5.5.0 - 5.5.54);
MongoDB (2.4.0 - 2.4.13, 2.6.0 - 2.6.8);

MySQL Server (4.1.0 - 4.1.12, 5.1.0 - 5.1.73, 5.5.0 - 5.5.54, 5.6.0 - 5.6.35, 5.7.0 -
5.7.17);

Open SSH Server (no Bepcuu 7.4);
Open SSL (0.9.0-0.9.6, 0.9.7 - 0.9.71, 0.9.8 - 0.9.8, 1.0.0, 1.0.1, 1.0.2);

PHP (5.0.0RC - 5.2.6, 5.3.0 - 5.3.29, 5.4.0 - 5.4.45, 5.5.0 - 5.5.35, 5.6.0 - 5.6.21, 7.0.0
- 7.0.6);

Postgre SQL (7.3 - 7.4.19, 8.0 - 8.0.15, 8.1 - 8.1.11, 8.2 - 8.2.6, 8.4 - 8.4.21, 9.0 -
9.0.23,9.1-9.1.20,9.2.0 - 9.2.15, 9.3 - 9.3.11, 9.4.0 - 9.4.6, 9.5.0 - 9.5.2);

ProFTPD FTP Server (1.2.0prel - 1.3.0rc5, 1.2.0prel - 1.3.0a, 1.3.0 - 1.3.5rcl)

Redis (2.6.0 - 2.8.21, 3.0.0 - 3.0.2)

Samba (2.0.0 - 2.0.10, 2.2.0-2.2.12, 3.0.0-4.2.14,4.3.0 - 4.3.11, 4.4.0 - 4.4.5),

SendMail SMTP Server (5.79 - 8.14.9);

Serv-U (2.4,25,3.0,3.1-3x,4.0,4.1,4.2,5.0,5.1-5x,6.0,6.1,6.2,6.3, 6.4);

Squid HTTP Proxy Server (2.5.PRE1 - 2.6.STABLE7, 3.0 - 3.5.15, 4.0.0 - 4.0.7);

Wu FTP Server (2.5.x, 2.6.0, 2.6.1, 2.6.2);

nginx (0.6.18-1.8.1, 1.9.0-1.9.10);

Microsoft Windows Media (10.0; 11.0; 12.0);

Microsoft Internet Explorer (6, 7, 8, 9, 10, 11);

Microsoft XML Core Services (3, 6).

Mopsaakosbin N2 M3meHeHus Moanucb OoTBETCTB. NLA [aTa BHeceHUA nsmeHeHuUA
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JIMCT PETUCTPALIMIM U3MEHEHUN

Howmepa mictoB (cTpanmi) Bcero mucToB

(cTpanum) B

sm U3MCHCH- 3aMCHCHHBIX
HBIX

HOBBIX

AHHYJIU- JIOKYM.
[POBAHHBIX

Ne nokym.

Bxopgsamuit Ne | Ilogm. | [ara
COIIPOBOTH-
TEJIBHOTO

JIOKYM. U J1aTa

MopaakoBbIn N2 M3meHeHun

Mognucb oTBETCTB. ANLLA

[aTa BHeceHUA nsmeHeHuUA




