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Cnucok cokpawieHnmn

AD Active Directory

API Application Programming Interface

BIOS Basic Input/Output System

FAT File Allocation Table

GPT GUID Partition Table

HTTPS Hypertext Transfer Protocol Secure

IEEE Institute of Electrical and Electronics Engineers

IMAPI Image Mastering Application Programming Interface

MBR Master Boot Record

MS Microsoft

MSDN Microsoft Developers Network

NTFS New Technology File System

PCMCIA | Personal Computer Memory Card International Association

PKI Public Key Infrastructure

ReFS Resilient File System

SSL Secure Socket Layer

TLS Transport Layer Security

UDF Universal Disk Format

UEFI Unified Extensible Firmware Interface

USB Universal Serial Bus

VPN Virtual Private Network

XML Extensible Markup Language

XPS XML Paper Specification

AC ABTOMaTM3MpoOBaHHasA cucTemMa

B Basza gaHHbIX

3nc 3aMKHyTas nporpaMMHas cpeaa

nc WMHdopmMaumoHHas cnctema

KU KOHTpOnb LenocTHOCTU

ocC OnepaunoHHasa cucrtema

oy OnepaTtuBHOE ynpasneHune

MNAK MporpaMMHO-annapaTHbIii KOMMeKC

no MporpamMmHoe obecneyeHune

PAY Pa3srpaHnueHne goctyna K ycTtponcresam

Cb CepBep 6e30nacHoOCTN

C3u CpeacTBo MM cMcTeMa 3aWmTbl MHGOpMaunm

cyba Cuctema ynpasneHus 6azamm gaHHbIX

®CTIK depepanbHas cnyx6a no TEXHMYECKOMY U 3KCMOPTHOMY KOHTPOSIO
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BBeaeHue

YcnoBHble
0003HavYeHus

o>p

[JaHHOe pyKOBOACTBO MpeAHa3HadeHOo AN aAMMHUCTPATOpoB usgenusa "Cpeacrso
3awnTbl MHbopmauum Secret Net Studio" RU.88338853.501400.001 (pmanee —
Secret Net Studio, cucrema 3awmThl, nsgenme). B HeM cogepxxaTca cBeaeHus, Heob-
XoanMmble aAMUHUCTpaAaTOpaM And  O3HakKoMleHuda C  npuHunnamu pa60Tb| n
BO3MOXHOCTAMU NnpuMeHeHuns Secret Net Studio.

B pykoBoAcTBe A/1s1 BblAeNEHUS HEKOTOPbIX 3JIEMEHTOB TEKCTa MCMNONb3YyeTcs psig
YC/IOBHbIX 0603HaUYeHUN.

BHyTpeHHME CCblsIkM 06bIYHO COAepXaT yKa3aHWe Ha HOMEep CTPaHuLUbl C HYXHbIMU
CBEAEHUSIMU.

BakHast n gononHuTenbHas nHbopMaLlmsa odopMieHa B BUAE npuMedaHuin. CteneHb
BaX>XHOCTW COZIEPXALUNXCA B HUX CBEAEHU I 0TOBPaXatoT MMKTOrpaMMbl Ha MoNsx.

e Tak obo3HauvaeTca AononHUTeNbHas MHboOpMaLnsa, KOTopas MOXEeT coaepXaTb
npuvMepbl, CCbINIKM Ha Apyrue JOKYMEHTbl UK Apyrue 4acTu 3TOro pyKoBOACTBA.

e TaKol NUKTOrpamMMoi BblAENSAETCA BaXkHas MHMOPMaLMS, KOTOpYo HeobxoamMo
NPUHATb BO BHMMaHMe.

e DTa NMKTOrpamMMa ConpoBOXAAeT MHMOPMaLMIO NpeaocTeperatoLLero xapakTepa.

Wcknioyenus. MpumeyaHust MOTYT HE COMPOBOXAATHCS MUKTOrpaMmamu. A Ha Monsix, MOMUMO MUKTO-
rpaMm NpUMeYaHNi, MoryT GbITb NPUBELEHBI U ApYrue rpaduyeckue aNeMeHTbI, HanpuMep, u3obpaxeHus
KHOMOK, IeNCTBUS CKOTOPbIMU YNOMSIHYTbI B TEKCTE PACNONOXEHHOTO psifioM ab3aua.

Opyrue CaiT B MHTepHeTe. Bbl MOXeTe noceTuTb canT komnaHum "Koa BesonacHoctn"

UCTOUYHUKM (https://www.securitycode.ru/) nnn cBA3aTbCA C NPEACTAaBUTENAMU KOMMaHUM Mo

qu)opmauww 3/1eKTPOHHON nouTe (support@securitycode.ru).
Yyeb6Hble Kypcbl. OCBOMTb annapaTHble U NporpaMMHble NpoAyKTbl KoMnaHum "Koa
BesonacHocT1" MOXHO B aBTOPM30BaHHbIX yYebHbIX LEeHTpax. NepeyeHb yyebHbIX
LEHTPOB M  ycnoBusi 0b6yyeHMs npeacTaBfieHbl Ha  CcaillTe  KoMMaHuwm
https://www.securitycode.ru/company/education/training- courses/. CBsizaTbCs C
npeacTaBuTeNIeM KOMMaHWUM MO BOMpPoOCaM oOpraHuM3auuMm O0byyeHUS MOXHO Mo
3/1eKTPOHHOM noyTe (education@securitycode.ru).
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Oowume cBegeHUs

Ha3HauyeHue cucrtembl

Cucrema Secret Net Studio npegHa3sHadeHa gns obecneyeHust 6ezonacHocT MHGOp-
MaLMOHHbIX CUCTEM Ha KOMMNbloTepax, GYHKLUMOHMPYIOWWX NOA ynpaBieHMeM onepa-
LMOHHBbIX cncteM MS Windows 10/8/7 n Windows Server 2016/2012/2008.

[Mpn ncnonb3oBaHMM COOTBETCTBYOLLMX NOACUCTEM n3genue obecneumnBaeT:

3alMTY OT HECAHKLMOHMPOBAHHOrO AOCTYyNa K WMHMOPMAUMOHHLIM pecypcam
KOMMbIOTEPOB;

KOHTPOJb YCTPOWUCTB, NOAKIH0YAEMbIX K KOMMNbOTEpPaM;
obHapy>eHne BTOP)XEHWUI B MHGHOPMaUNOHHYIO CUCTEMY;
AHTUBMPYCHYIO 3aLUNTY;

MeXCeTeBoe 3KpaHMPOBaHMe ceTeBoro Tpaduka;
aBTOPM3aLNIO CETEBbIX COEANHEHU.

YnpaBneHune gyHKUMOHMPOBaHMEM cucTeMbl Secret Net Studio MoxeT ocyuwecrs-
NATbCA LEeHTPanM30BaHHO MW JIOKANbHO.

OcCHoBHbIe PYHKUUK

Cucrema Secret Net Studio peannsyeT cneaytouime OCHOBHbIe PYHKLUN:

KoHTponb BXoaa nonb3oBaTenen B cucremy (MAeHTUGUKaUNA M ayTeHTUDMKaLUS
rnonb3oBartenemn).

OunckpeunoHHoe pasrpaHmMyeHune ocTyna K darioBblM pecypcaMm, yCTponcTeam,
npuHTEpPaM.

MaHaaTHoe (MOMHOMOUHOE) pasrpaHuuyeHue AocTyna K dainoBbiM pecypcaM,
yCTpoOiCTBaM, MpUHTEpPaM, CETEBLIM MHTepdeicaM, BKovas:

®  KOHTPOJb MOTOKOB KOH(MMAEHUNaNnbHON MHdopMaLmn B cMcreme;
e KOHTpOSb BblBOAA NH(MOPMALMN HA CbEMHbIE HOCUTENN.
KOHTpPOJIb COCTOSIHMS YCTPOMCTB KOMMbOTEPA C BO3MOXHOCTAMMN

e 6noOKMpPOBaHMSA KOMMNbIOTEPA NPU U3MEHEHUWN COCTOSHMS 3aaHHbIX
YCTPOWNCTB;

e 6/70KMpPOBaHNS MOAK/IKOYEHUS 3anpeLleHHOro ycrpomcrea (ycTponcresa u3
3anpeLieHHon rpynmnobl).

TeHeBOe KONMUpoBaHue MHd)OpMaLI,VIVI, BbIBOAMMOWN Ha BHELHMWE HOCUTENN M Ha
neyarb.

ABTOMaTMYECKas MapKMpOBKa JOKYMEHTOB, BbIBOAMMbIX Ha Me4yaTb.
KoHTposib LenocTtHocTn daiinoBbix 06bEKTOB 1 peecTtpa.

Co3gaHue 3aMKHYTOM NporpamMMHOW cpedbl ANns nosnb3oBatenienn (KOHTPOSib
3anycka MUCMosiHAeMblX MoAyJSen, 3arpyskm AMHamuyeckux bubnunotek, ncnon-
HeHUWs CKpunToB No TexHonorun Active Scripts).

OumncTKa onepaTMBHOM M BHELIHEN NaMATH NPy ee nepepacnpeaeneHnm.
M30onaumsa npoueccos (BbIMOAHAEMbIX MPOrpamMM) B ONepaTtuBHOM NaMsATH.

3almnTa CoAEPXXMMOro TOKasbHbIX XECTKUX ANCKOB Mpwu HecaHKLI,MOHMpOBaHHOﬁ
3arpyske OﬂepaLl,MOHHOﬁ CNCTEMDI.

AHTMBMpPYCHas 3alinTa KOMMbOTEPOB.
O6Hapy>xeHue BTOPXXEHUN.

MexceTeBoe 3KpaHMpoBaHWe CeTeBoro Tpaduka.
ABTOpM3aLNS CETEBbIX COEANHEHUN.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 7
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e YnpasneHue MNMAK "Cobonb" (ynpasneHune nosb30BaTeNsiMU, KOHTPOIEM LIENOCT-
HOCTU, Noay4veHune cobbiTmnii 6e3onacHocTn).

e OYHKUMOHaNbHbIA KOHTPOSb K/OYEBbIX 3aLLMTHbIX NOACUCTEM.
e Perucrpaumns cobbitnin 6e3onacHocTu.

e LleHTpanu3oBaHHOE 1 fIOKanbHOE ynpaBfeHne napaMeTpamm pa60TbI MEXaHN3MoB
3alnThbl.

e LleHTpanu3oBaHHOE M JlIOKaNbHOE ynpasseHue napaMeTpamum paboTbl MOMb30-
BaTenen.

e  MOHUTOPUHT 1 ONepaTUBHOE yNpaBfieHMe 3alnLLaeMbIMU KOMMbIOTEPAMU.
e LleHTpanusoBaHHbIN c6Op, XpaHEHUE U apXUBUPOBAHWUE XXYPHASIOB.

CocraB yCTaHaBJfinBaeMbiIX KOMNOHEHTOB

Cucrema Secret Net Studio coctonT 13 cneayowmx NporpaMMHbIX MakeToB, yCTaHaB-
NMBaeMbiX Ha KOMMNblOTEpPaXx:

1. "Secret Net Studio" (nanee — kmeHT).

2. "Secret Net Studio — CepBep 6e3onacHocTn" (aanee — cepsep 6e30nacHOCTN NN
Cb).

3. "Secret Net Studio — LleHTp ynpasneHuns" (aanee — nporpamma yrnpasfeHus).

Ha3HayeHue KOMNOHEHTOB

KnueHTt

KnneHT cucrtembl Secret Net Studio npegHasHadeH Ans peannsaumu 3aWUTbl KOM-
NblOTEpa, Ha KOTOPOM YCTaHOBJIEH AAHHbIN KOMMOHEHT. 3allMTa peanan3yeTcs nyTem
MPUMEHEHUS 3alUUTHbIX MEXaHWU3MOB, PacCLIMpPSAOWMX WU AOMNOSHSAKWKMX CpeacTBa
6esonacHoctn OC Windows. 3aliMTHbleé MexXaHW3Mbl — 3TO COBOKYMHOCTb
HacTpanMBaeMblX MpPOrpaMMHbIX CPeACTB, BXOASLWMX B COCTaB KMeHTa un obecneum-
BaloLLMX 6e30nacHoe NCnosib30BaHWE pecypcoB.

KnneHT MoxeT QyHKLUMOHMPOBATb B C/IeAYOLWMX peXnMax:

e aBTOHOMHbIA peEXUM — TrMpeaycMaTpuBaeT TO/IbKO JIOKanbHOE YynpaBlieHune

3alUMTHbIMM MEXAHWU3MaMU;

e CETEBOW pexXuMM — npeaycMaTpuBaEeT JIOKaslbHOE U LEeHTpPaNnM30BaHHOE YrpaB-
JIeHNEe 3alUNTHbIMA MEXaHM3MaMM, a TaKXe LEHTPasiM30BaHHOE MoJlyyeHue
MHdOPMaLMN N U3MEHEHME COCTOSIHUS 3aLLMLLIAEMbIX KOMMbIOTEPOB.

PexxMM hYHKLMOHMPOBaHUS ONpeaenseTcs Npu yCTaHoBKe KMeHTckoro MO n MoxeT
6bITb N3MEHEH B NpoLecce aKcnayaTaunm knmenTa (cM. AokyMeHT [3]).

CepBep 6e3onacHocTM

CepBep 6e30MacHOCTU peanu3yeT BO3MOXHOCTM LIEHTPasM30BaHHOMO YyrnpaBieHus
K/IMEHTAMU B CETEBOM pexume ¢yHKLUOHUPOBaHUSA. [laHHbIN KOMMOHEHT obec-
neynBaert:

® XpaHEHWe AaHHbIX LEHTPAIM30BaAaHHOI 0 ynpaB/ieEHUA,;

e KOOpAMHaUMIK paboTbl APYrMX KOMMAOHEHTOB B MpoLecce LEeHTpaiu30BaHHOro
ynpaBieHUsi CUCTEMON ;

® NOJlyd4eHue OT KJIMEHTOB U 06pa60TKy VIHCbOpMaLI,VIVI O COCTOAHMU 3allnLL.aeEMbIX
KOMNbKOTEPOB,

e ynpaB/iieHNE NonNb30BaTENSAMN N aBTOPU3ALIMEN CETEBbLIX COEAMHEHWIA;
e L|eHTpaNM30BaHHbIN CO0P, XpaHEHME U apXUBUPOBAHME XKYPHAsOoB.

Mporpamma ynpaBneHus

MporpamMma ynpaBneHUs WCNOAb3YeTCAa ANA LEeHTPaIn30BaHHOro ynpasieHus
cepeepamMu 6e30nacHOCTU M KIMEHTaMu B CETEBOM pexnme CI)YHKLI,VIOHMDOBaHVIFI.
JaHHbI KOMNOHEHT obecrneynBaeT:

e yrnpaB/jieHue napaMeTpamm 06bLEKTOB;

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 8
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oTo6paxeHne MHHOPMaLUMMN O COCTOSIHUM 3aLLULLAEMbIX KOMMbIOTEPOB U MPOU30-
Lweawmnx cobbliTUSX TPEBOIU;

3arpysKy XXypHasnoB cobbITUIA;
ornepaTMBHOE yrnpaB/ieHNe KOMMboTEPAMM.

JITnueH3unn Ha ncnonb3oBaHUe NOACUCTEM

MexaHun3Mbl 3awmTbl cncteMbl Secret Net Studio gocTynHbI AN UCNoOJIb30BaHMS Npu
Hann4ynm COOTBETCTBYIOLMNX 3apeEruMcTpMpoBaHHbIX JIMUEH3UN. JIMLEH3MpPYHOTCS
cneayoume MexaHu3msl

MexaHu3Mbl, Bxogswme B 6a30Byto 3awnTy (obs3aTenbHas MMueHsms);
OVCKPELMOHHOE yrnpaBneHne AOCTYMNoM;
KOHTPOJIb YCTPOWCTB;

3aTUpaHue AaHHbIX;

3aMKHYyTas NporpaMMHas cpea;

NOMHOMOYHOE yrpaBfieHne 4OCTYNoM;
KOHTpPO/b NnevaTu;

3alumMTa AMCKOB M W dpPOBaHME AAHHbIX;
MEXCETEBOM 3KpaH;

aBTOpPU3aLMS CETEBbIX COEANHEHNIA;
obHapyxeHune n npefoTepaLleHne BTOPXKEHN;
aHTUBUPYC;

nacnopt M0O.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 9
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[maBa 2

CocTtaBHble YyacTu knueHTta Secret Net Studio

pynnbl GyHKUMOHANBbHLIX KOMNOHEHTOB KIIMEHTa

B coctaB knneHTa cucrtembl Secret Net Studio BxoasaTt cneaytowme dyHKUMOHANbHbIE

KOMMOHEHTDbI .

o OCHOBHblE€ MporpaMMHble Cﬂy>K6bI, MoAy/sin N 3allUTHbIe
3awuTa);

noacucrembl (6asosas

. AOMNOSIHUTENBbHO NOAKMNKYaEMbIE CbYHKLI,VIOHaJ'IbeIe KOMMOHEHTbI, YC/IOBHO

pasfeneHHble Ha cneaytolne rpynnbi:
e JlOKa/ibHas 3alnTa;

e 3alMTa OT BUPYCOB U BpeaoHocHoro MNO;
e ceTeBas 3aluTa.

06061 eHHas CTPYKTYpHas CXeMa K/IMeHTa NpeacTaBfieHa Ha CleayoLLeM pucyHKe.

OcCHOBHble (hYHKLMOHANbHbIE KOMMNOHEHTbI MoakntovaemMble PYHKLMOHANbHBIE KOMMNOHEHTbI

basoBsas 3awuTa . . JloKkanbHasa 3awmTa

3alwuTHbIe 'l

JlokanbHas
6asa
LaHHbIX

>KypHan
Secret Net Studio,

CpeacTea
noKkanbHOro
npaeneHust

I

Moacucrema KoHTpoONA
LieNnoCTHOCTU

annapaTHon
NOALEPXKKOW

o oo

Moacuctema paboTbl CJ

BbasoBas 3awuTta

B 6a30By10 3alMTYy BXOAAT ClieAyoLLMe NPorpaMMHble ClyX6bl

NMOACUCTEMbI :
e aapo;
e areHT;

e CpeacTBa SIoKanbHOrO ynpaBieHus;
* MoacucTeMa slokanbHoN ayTeHTUdUKaumm;

* MOACUCTEMA KOHTPONS LeNIOCTHOCTU;

e noacucrema paboTbl C annapaTHOM NOAAEPXKKOW.
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fAnpo

Cnyxba sapa aBTOMaTM4eCKM 3amnyCKaeTCcs Ha 3aliMliaeMOM KOMMbioTepe npu ero
BKJIIOYEHUN U PYHKLMOHUPYET Ha MPOTSHXKEHMN BCErO BPpeMeHW paboTbl KOMMbloTepa.
OHa ocywecTBnsieT ynpasreHue noagcmcreMamm n obecneymBaeT nx B3amMMmoaencremne.

AP0 BbIMONHAET crieayowme GyHKLUN:

e obecneunBaeT obMeH AaHHbIMW MexAy MoacMcTeMamu KaveHTa M obpaboTky
MOCTynawLmX KOMaHA;

e obecneumBaeT AOCTyn ApPYrMX KOMMOHEHTOB K MHMOPMaLWK, XpaHAaLlencs B
nokanbHou 6ase gaHHbIX Secret Net Studio;

e ob6pabaTtbiBaeT NocTynarouwyo MHdopMaunto o cobbITUsX, CBA3aHHbIX C 6e3onac-
HOCTbIO CUCTEMBI, N PETUCTPUPYET MX B XXypHane Secret Net Studio.

MoacncreMa perncrpaunm SBaseTcs ogHMM U3 31EMEHTOB sapa knaneHTa. OHa npea-
Ha3HauyeHa AN ynpas/ieHUs perncrpaumen cobbiTui, CBA3aHHbIX C paboTon cncTemsbl
3aWwnTbl. Takne cobblTns perncTpupytotcs B XxypHane Secret Net Studio. 3ta nHdgop-
Mauusa nocrynaet oT noacmcteM Secret Net Studio, koTopble cnegaT 3a
npomcxoasawmmm cobbiTnamun. MNMepeyeHb cobbiTnii Secret Net Studio, nognexawmnx
perncrpaunm, ycraHaBnmBaeTcs agMMHUCTpaToOpoM 6e30nacHoCTy.

B nokanbHoi B[] Secret Net Studio xpaHuTca nHdopmMaumsa 0 HaCTponKax CUCTeMbI
3alWunTbl, HeobxoamMmbiXx ans paboTbl 3awuMuaeMoro kKomnbetoTepa. JlokanbHas B
pa3Melaetcs B peectpe OC Windows u cneunanbHbix dannax.

AreHt

AreHTOM $IBASIETCS MPOrpaMMHbI MOAY/b B COCTaBe K/IMEHTa, obecreynBatoLmit
B3aMMOAeNCTBME C cepBepoM 6e30MacHOCTU. AreHT NpMHUMAET KOMaHAbl OT cepBepa
6e30MacHOCTU 1 OTNpPaBAAET eMY AAHHbIE O COCTOSIHUW KOMMblOTepa.

AreHT UCNOosb3YyETCs TONIbKO B CETEBOM pexmnMe PYHKLMOHUPOBAHUS KIMEHTA.

CpepAcTBa NIOKaNbLHOro ynpaBneHus

CpefcTtBa IoKanbHOro ynpasneHusi obecneunBatoT:

e ynpaBneHune ob6bekTamm 3aWnTbl (YCTpOMCTBaMm, pannamm, Katanoramn);
e yrnpaBfieHWe NnapaMeTpamMm Nosib3oBaTesNeln 1 3alMTHbIX MEXaHM3MOB;

e (opmMMpoBaHME 3a4aHMN Ha KOHTPOJSIb LLEIOCTHOCTH;

®  MPOCMOTP JIOKASIbHbIX XXYPHasoB.

MoacucTtema nokanbHoOW ayTeHTUPUKaLMK

MoacMcTeMa UCMosb3YETCA B MEXaHU3Me 3aluThl BXogda B cuctemy. CoBmecTtHo ¢ OC
Windows noacncrema obecneynBaert:

* MPOBEpPKY BO3MOXHOCTM BXOAA NOJSIb30BaTeNs B CUCTEMY;

e OMNOBEllEHMEe OCTallbHbIX MOAY/Ie O Hayane WUaM 3aBeplieHUn paboTbl MOJb30-
BaTens;

e  6/10KMpPOBKY paboThbl MONb30BaTENS;
e  3arpysKy AaHHbIX C MePCOHabHbIX UAEHTUHUKATOPOB NOJSIb30BaTENS ;
* YCUJIEHHYIO ayTeHTUdUKaLMIO NONb30BaTeNs NPy BXOAE B CUCTEMY.

Mpu obpaboTke BXoAa MoSb30BaTeNsi B CUCTEMY OCYyLLECTBAsieTCS (OpMUpPOBaHME
KOHTEKCTa MO/b30BaTens: onpeaeneHue ero npusuiernii, ypoBHa gonycka v ap.
JonoMHUTENbHO BbINOAHAETCS (PYHKUMOHAsbHbIN KOHTPONb paboTtocnocobHocTm cnuc-
TeMmbl Secret Net Studio.

Moacuctema KOHTPONSA LIENOCTHOCTH

MoacncTeMa KOHTPOAS LLeIOCTHOCTU obecrneynBaeT NpoBEPKY HEM3MEHHOCTU pecyp-
COB KOMMblOTEpa: Kartasoros, (ansoB, KAw4Yer M 3HayeHuin peectpa. B cocrase
MexaHW3Ma KOHTpPONs LEeNoCTHOCTU MOoACUCTEMA peannsyeT 3aluTy OT MNOAMEHbI

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 1
MpvHUMNbI NOCTPOEHMUA
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pecypcoB, CpaBHMBasi UX C OMpPeaeneHHbIMA 3TaNlOHHbIMW 3HayeHusMu. [JaHHas
NoACUCTEMA BbIMOMHSIET KOHTponupyowme QyHKUMM He npu obpalleHMn Mosb30-
BaTensl K pecypcaM, a MNpuv HacCTynJeHUW OnpeaenieHHbIX CobbITUA B cucTeme
(3arpyska, BXoA NoJib30BaTesisl, KOHTPOJIb MO PacnumcaHuio).

Moacuctema paboTbl ¢ annapaTHON NoAAE PKKOW

HO,CI,CI/ICTeMa MCNOJIb3yeTCA B ME€XaHU3Me 3allnTbl BXOAa B CUCTEMY AN1A paGOTbI C
yCTponcTBamMm annapaTtHon noagepxkm. OHa obecneuymBaeT B3aMMoOAEenNCTBME CUC-
Tembl Secret Net Studio ¢ onpegeneHHbIM HAaboOpOM YCTPOMCTB M COCTOUT U3 Cneay-
IOLWMX MOAYNen:

e Moaynb, obecrieunBaloWMii  eauHbii  MHTepdenc obpalleHnss KO BCEM
noaaepXX1MBaeMblM YCTPOMCTBAM arninapaTHON NoaaepXKHu;

e Moaynm paboTbl C ycTponcrBamMm (Kaxabii moaynb obecriednBaeT paboTy C KOH-
KPETHbIM YCTPOMCTBOM);

e [palBepbl YCTPOWCTB anmnapaTHOW noaaepXxku (ecnm oHM Heobxoammel ).
nOAKﬂI-O‘-IaeMbIe d)yHKLI,MOHa.ﬂbeIe KOMIMOHEHTbI KITUeHTa

NokanbHas 3alinTa

K rpynne nokanbHON 3alMTbl OTHOCATCA NMOACUCTEMbI, peann3ytolmne npumMmeHeHne
cneyrowmMx MEXaHU3MOB 3aLmThl :

® KOHTPOJIb YCTPOMWCTB;

e KOHTPO/b NeyaTtu;

e 3aMKHYyTas NporpaMMHas cpea;

* MONHOMOYHOE yrpasBfieHne 4OCTYNOM;

* [MCKPELMOHHOE ynpasBneHune JOCTYNOM K pecypcaM paioBon CUCTEMDI;
* 3aTMpaHWue JaHHbIX;

e 3awmTa MHMOPMaLNM Ha NIOKaNbHbIX ANCKaX;

e WKndpoBaHUE AaHHbIX B KPUNTOKOHTENHEPaX;

e nacnopt NO.

CeTteBag 3awmra

K rpynne CeTeBOVI 3allnTbl OTHOCATCA MNOACUCTEMbI, peanvl3y|ou.|,v|e anMeHeHme
caieayrowmnx MEXaHM3MOB 3allnThbl .

e  MEXCETEBOM 3KpaH;

° aBTODVI3aLI,I/IFI ceTeBblX COG,CI,VIHGHVIVI.

3awmra oT BUpPycoB 1 BpeaoHocHoro N0

K rpynne 3awuTbl OT BUPYCOB U BpefoHOCHOro MO OTHOCATCA nOoACUCTEMBI,
peanusyoLme NnpuMeHeHne cneaywmnx MexaH3MoB 3aLmThl:

e obHapyxeHue 1 npeoTBpaLleHne BTOPXKEHNI;

e aHTUBMPYC.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 2
MpvHUMNbI NOCTPOEHMUA
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[maBa 3
MexaHu3Mbl 3alUUTbI, peann3yemMblie KITMeHTOM

3awuTa Bxoga B cUCTEMY

3alwunTa BXxoaa B CUCTEMY obecneunBaet npeagorBpaweHne 4oCctyna noCTOPOHHUX NNy
K KOMMbloTepy. K MEXaHW3MY 3alMTbl BXOAA OTHOCATCA Ceaytoume CpeacTsa:

e cpeacTBa onsd naeHTUdUKaunum n aytTeHTMdurKaLmMmn nonb3oBaTenen;
e cpeacrtBa 6510KMPOBKM KOMMbIOTEPA;
e annapaTHble CpeacTBa 3awmnThl OT 3arpy3km OC CO CbeMHbIX HOCUTENEN.

UpeHTudmkauma v ayteHTudpMKaums nonb3oBatenen

NoeHTndukauma n ayteHTUduUKaumMsa Nonb3oBaTens BbINONHATCA MPU KaKAoM
Bxoge B cucremy. LlUtatHas gna OC Windows npoueaypa Bxoga npepycmaTpuBaeTt
BBOA MMEHM W Mapons Nosb30BaTess WAM WUCNOoNb30BaHWe annapaTHbIX CPeAcTB,
noaaepXXuBaeMblX onepauMoHHON CUCTEMOMN.

B cucreme Secret Net Studio naeHTndKnKauma nonb3oBaTeNEN MOXET BbIMONHATLCS B
CneayLmx pexmmax:

e "[lo uMeHn" — aAnsa BXoda B CUCTEMY MOSIb30BaATE/b MOXET BBECTU CBOWU YUYETHbIE
AaHHble (MMA M naponb) WAM  UCNOMb30BaTb annapatHble CpeacTsa,
noaaepxusaemole OC;

e "CMewaHHbIN" — ons BXoAa B CUCTEMY MOJIb30BaTeNlb MOXET BBECTU CBOM Y4YET-
Hble JaHHble (MMS U Napofb) UKW UCNOb30BaTbh NEPCOHaNbHbI naeHTUdMKaTOP,
noaaepxuBaemblii cncrtemon Secret Net Studio;

e "Tonbko No naeHTUdUKaTopy" — Kaxabl nosib3oBaTeNlb ANs BXOAa B CUCTEMY
aomkeH obsA3aTeslbHO  MCNOAb30BaTb  MEPCOHaNbHbIN  MAEHTUdUKATOP,
noagepxupaemblii cncrtemon Secret Net Studio.

B kauyecTtBe nepcoHanbHbiX naeHTudukatopoB B Secret Net Studio npumeHstoTCs
cpeacTBa uaeHTUUKaUMmM M ayTeHTUdUKaumm Ha 6ase naeHtngukatopos eToken,
Rutoken, JaCarta, ESMART nnu iButton. YT0o6bl ncnonb30BaTb 3TW YCTPOMUCTBA, HEOO-
XOAMMO 3aperncrpmpoBaTh UX B cMCTeMe 3awmTbl (MPUCBOUTL MOb30BaTeNsaM).

AyTeHTUdMKaLMa Nonb3oBaTesie MOXEeT BbINOMHATbCA B YCUIEHHOM pexume C
OOMONHUTENBbHOM NPOBEPKOW napons nosb3osatens cncremon Secret Net Studio. B
pexuMe YCUIEHHOW ayTeHTudukKaunmm naponn nosb3oBaTeniel MNpoBepAOTCA Ha
cooTBeTCTBME TpeboBaHMAM NOANTUKM NApOsen Kak B ONepaunoHHON CUCTEME, TaK U
B Secret Net Studio.

JononHutenbHO Ans 3awuTbl KoMnbloTepoB B Secret Net Studio nmpeaycMmoTpeHsbl
cnenytouime pexumbl:

e paspelleHne MHTEPAKTUBHOrO BXoAa TOMbKO 4/ AOMEHHbIX MOSb30BaTenen — B
3TOM pexume 650KMpyeTcs BXO4 B CUCTEMY JIOKasIbHbIX Mosib3oBartenen (noa
NIOKasIbHbIMW YYETHbIMM 3aNnNCsMU);

e 3anper BTOPUYHOro Bxoda B CUCTEMY — B 3TOM peXume 6}'IOKMpyeTCF| 3anyck
KOMaHZA4 W CeTeBbIX MOAKIYEHUN C BBOAOM YYETHbIX AAHHbIX APYroro nojb30-
BaTena (He BbIMOJIHMBLLEIO MHTepaKTMBHbIﬁ BXOA4 B CVICTEMy).

BnokupoBKka KoMnbloTEpa

CpeacTBa 6/10KMPOBKM KOMMbOTEPA NpeAHasHayeHbl Ans NpeaoTBpalleHns HecaHk-
LMOHMPOBAHHOIO MCMOMb30BaHUS KOMMbioTepa. B 3ToM pexume 6rnokupyroTcs
yCTpoiicTBa BBoAa (KnaBmaTypa v Mblllib) U SKpaH MOHUTOPA.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 3
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BnoKupoBKa Npu HeyAa4YHbIX NONbITKAX BXOAA B CUCTEMY

Ona nonb3oBaTeneh MoryT ObiTb YCTAHOB/IEHbl OrFpaHUYEeHUs Ha KOIMYeCTBO
HeyZauyHbIX MOMNbITOK BXOAA B cucTteMy. B gononHeHne K CTaHAAPTHBIM BO3MOXHOCTSIM
OC Windows (6r0kMpoBKka YYeTHOW 3anmcy Monb30BaTeNs rnocne onpeaesreHHoro
ymcna nonbITOK BBOAA HenpaBUIbHOrO napons) cucrtema Secret Net Studio moxeTt
KOHTPONNPOBaTb HeyAaudHble MOMbITKM BXOAa B CUCTEMY MPWU BK/IIOYEHHOM pexume
ycmneHHon ayteHTudurKaumm no naponto. Ecan nonb3oBartenb onpeaeseHHoe Konm-
YECTBO pa3 BBOAMT NMapoJib, KOTOpbIN He 6blsicoxpaHeH B Bl Secret Net Studio, — cuc-
Tema 6nokupyeTr KoMmnbloTep. Pa3bnokMpoBaHue KOMMblOTEPA OCYyLECTBASETCS
aaMMHUCTPaToOpoM. CUETUMK HeyAauHbIX MONbITOK OBHYNSeTCs npu yaadyHOM BXoae
Nnonb30BaTens uiam nocne pasbiokMpoBaHMa KOMMNbOTepa.

BpemeHHan 6NMOKMpPOBKa KOMNbIOTEpa

Pexxum BDEMEHHOVI 6nokmn POBKW BKJIIOHAETCA B Cnefyrownx cnydaax:
® eCn Nonb30BaTesb BbIMOJHWUI AENCTBUE 418 BKAOYEHNS 6/10KM poBKW;
®  eC/IM UCTeK 3a4aHHbll MHTEPBA/1 HEAQKTUBHOCTU (l'lpOCTOf-l) KOMMNbKOTEPA.

Onsa BknroyeHns 610KMPOBKN NOMb30BaTelb MOXET MPUMEHUTb CTaHAAPTHBLIN CcNocob
6noknpoBkn pabouden CTaHUMM UAN U3BSATb CBOM MAEHTUMUKATOP M3 CYNTbIBaTENS.
Y106kl BbINOAHANACE 6/10KMpPOBKA NPU U3BATUM MAEHTUdMKATOpPa, aAMUHUCTPaTopy
HeobxoANMMO HaCTpOUTb peakuuto Ha 3TO AeNCTBME B MOMTMKAX C NMOMOLLbIO Mpor-
paMMbl ynpasfieHns. BNokMpoBKa Npu U3baTUK naeHTUdUKaTopa BbiMOAHAETCH Npu
YC/TI0BUW, YTO MOJIb30BaTeSb BbIMOAHWI BXOA4 B CUCTEMY C UCMO/Ib30BAHMEM 3TOIO
naeHTudurkartopa.

BnoknpoBka no McTeYeHUn 33aJaHHOr0 MHTEpBana HEaKTUBHOCTU OCYLLECTBSETCS
aBTOMATUYECKUN N PaCnpoCTpPaHAETCA Ha BCEX rnonb3oBaTesneln KoMn blOTEPA.

[Ons cHATUS BpeMeHHOW 6110KMPOBKM HEO6X0AMMO yKasaTb MapoJsib TEKYLEro rnosib30-
BaTeNs UM NpeabsaBUTb ero naeHTudukaTop.

BnoKupoBKa KOMNbIoTepa Npv pa6boTe 3aWUTHBIX NOACUCTEM

BroknMpoBka KOMMblOTEPA MpeaycMOTPEHA W B anroputMax paboTbl 3alUTHbIX
noacucreM. Takow TN 610KMPOBKU UCMONb3YETCA B CEAYHOLWNX CUTYaLUSX:

e Npuv HapyweHun hyHKLUNOHANbHOM LLeNocTHOCTM cucTteMbl Secret Net Studio;
® [PV U3MEHEHMSAX annapaTHoOW KOHdUrypaumm KoMnbloTepa;

e NpuV HapyLleHUn LeNoCTHOCTU KOHTPONMpyeMblX 06bEKTOB.
Pa3bnokupoBaHMe KOMMNbIOTEpa B MEPEUNCIEHHbIX CITyYasix OCyLLeCcTBNSeTCs
aAMWHUNCTPATOPOM.

BnokMpoBKa KOMMNbIOTEpa agMUMHUCTPATOPOM ONepaTUBHOro
ynpaBneHusa

B ceteBOM pexume dYHKUMOHMPOBaHUS 6r0kMpoBKa M pa3bnokmpoBaHue 3aluun-
LLLaeMOro KoMnbloTepa MOryT OCyLeCTBAATLCA yAa/lEHHO MO KOMaHAe nosib3oBartens
nMporpamMmbl ynpassieHus.

AnnapaTHble CpeAcTBa 3aWUThbI

B Secret Net Studio nopaepxuBaetca paboTa C annapaTHbIMKM CpeacTBaMu,
rnepevYncrieHHbIMK B crieaytouwlen Tabnuue.

AnnapaTHblie cpeacTBa OCHOBHbI€ pewiaeMbie 3afaum

CpepnctBa naeHTUduKaumm mn e MaeHTUdUKaumsa n ayTeHTUduKaLms Bo BpeMsi BXxoaa
ayTeHTUdMKaunm Ha 6ase nonb3oBaTens nocne 3arpyskm OC.
naeHTudunkatopos eToken, e MpeHTndukaumsa n ayteHTMdUKaums BO BpeMsi BXoaa
Rutoken, JaCarta 1 ESMART nonb3oBaTens C yaaneHHoro KoMnbloTepa.

e CHsaTMe BpeMeHHOW 610KMPOBKU KOMMblOTEpa.
e XpaHeHue B naeHTudmkaTope napons u
KpunTorpaduryeckoro Knoya

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 4
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AnnapaTHble cpeacTBa OCHOBHbIE peliaeMblie 3afaum

YcTtporicteo Secret Net Card e NpeHTndurkaumsa n ayteHTMduUKaums Bo BpeMsi Bxoaa
nonb3oBartens nocne 3arpysku OC.

e UaeHTndurkaums n ayteHTudmrKaLms Bo Bpems Bxoaa
nonb30BaTesis C yaaseHHoro KoMnbloTepa.

e 3anpert 3arpy3kun OC CO CbeMHbIX HOCUTENEN.

e CHsTMe BpeMeHHOW 6/10KMPOBKU KOMMblOTEPa.

e XpaHeHue B naeHTUdMKaTope napons un
KpunTorpaduryeckoro Knoya

MporpamMMHo- e WaenTndukauma n ayTeHTudrKaLma nonb3osatenei
annapatHbii komnsekc (MAK) Ao 3arpysku OC.
"Cobonb" Bepcuun 3.0 e UaeHTndurkaums n ayteHTudurkaums Bo Bpems Bxoaa

nonb3oBartens nocne 3arpysku OC.

e NpeHTndukaumsa n ayteHTMdunkaums Bo Bpemsi BXoaa
nonb3oBaTens C yaaneHHoro KoMnbekoTepa.

e 3anpet3arpy3ku OC CO CbeMHbIX HOCUTENEN.

e KOHTpPONb LENOCTHOCTM NPOrpamMMHOM Cpeabl
KOMnbloTepa Ao 3arpy3ku OC.

e CHaTWe BpeMeHHOWN 61O0KMPOBKKU KOMMbloTEpa.

e XpaHeHue B naeHTudUKaTope napons u
Kpuntorpagunyeckoro Kirya

Ons naeHTMdUKAUMKM N ayTeHTUdUKALMW NOoNb30BaTeNeli MOryT MpUMEHSTLCS
cneayouime cpeacrea:

e uaeHTudukartopbl iButton (noapnepxuBaemble Tunbl DS1992 — DS1996).
CumTbiBalOWee ycTponcTBo iButton noakniovaetrca k pasbemy nnatel [MAK
"Cobonb" nnm Secret Net Card;

e USB-kntoum eToken PRO, eToken PRO (Java), Rutoken, Rutoken S, Rutoken 3L,
Rutoken Lite, JaCarta PKI, JaCarta PKI Flash, JaCarta 'OCT, JaCarta 'OCT Flash,
JaCarta-2 I'OCT, JaCarta-2 PKI/I'OCT, JaCarta LT, ESMART Token, ESMART Token
D, ESMART Token "OCT;

e cMmapT-kaptbl eToken PRO, eToken PRO (Java), Rutoken 3UM, Rutoken Lite,
JaCarta PKI, JaCarta NOCT, ESMART Token, ESMART Token D, ESMART Token
FOCT c ntobbiMn coBMecTMMbiMM USB-cumnTbiBaTENSMM.

O6wume ceepeHuns o6 nuterpauum Secret Net Studio u komnnekcos
"Cobonb"

MAK "Cobonb" obecneunBaeT AONOMHUTENBHYIO 3aWNTY OT HECAHKLMOHWUPOBAHHOIO
A0CTyna K MH@POPMaLMOHHbBIM pecypcaM KOMMbIoTePa, HA KOTOPOM yCTaHOBNIEHA CUC-
TeMma Secret Net Studio. NMAK "Co6onb" MOXeT PyHKUNOHNPOBATb Kak aBTOHOMHO, TaK
1 coBMecTHoO ¢ Secret Net Studio.

B aBTOHOMHOM pexxume paboTtbl NMAK "Cobonb" peannsyeTr CBOM OCHOBHblE PYyHKLUU
[O CTapTa OnepauMoHHOM cucTeMbl HesaBucuMmo oT Secret Net Studio. J1t06biM
BHELIHMM NporpaMMam npu 3TOM 3anpeLlaeTcs 4OCTYMN K SHEProHe3aBMCMMON NaMsaTm
KOMMaeKkca. YnpaBfieHue MnOosb30BaTeNsAMN, >XYPHasnoM perncrpaumm cobbitui,
HacTpolika obLMX rnapamMeTpoB OCYLLECTBAKOTCA CpeacTBaMu agMUHUCTPUPOBAHUS
Komnnekca 6e3 orpaHnyeHuni.

B pexuMe COBMECTHOro MCMosib30BaHWMA (MHTEerpauuMm) BHELWHMM MporpamMmMam,
BXoaawmm B coctaB Secret Net Studio, paspelaeTcs AOCTyn K 3HEProHe3aBnCcMMomn
namaTu Komnaekca. B aToM ciiyyae 3HaumMTeNbHas YacTb yHKUNIA yrpaBieHns KoMn-
JIEKCOM OCYLLLeCTBNSIETCS C MOMOLL b0 CpeacTB agMMHUCTpUpoBaHns Secret Net Studio.
MNepeyeHb hyHKUWI NpeacTaBneH B ciegytowen tabnmue.
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DyHKLUUA

OnucaHue

YnpaBneHue BX04OM Nosib30oBaTens

Secret Net Studio B komnnekc "Cobonb" €
NoMOLLbIO naeHTUdMKaTopa,
WHULMANN3NPOBAHHOIO U MPUCBOEHHOMO
nonb3oBaTento B cucteme Secret Net Studio

Monb3oBaTesnto NpeAoCTaBAAOTCS NpaBa Ha
aBTOMaTMYECKWIA BXOA, B KOMMJIEKC U Aanee B
CMCTEMY MpW OAHOKPATHOM NMpPeAbsIBNEHWM
naeHTudunkaTopa. Takxe AN BXOAA MOXET
MCMNOMb30BaThCsl Naposb, 3an1caHHbIN B
namsiTb NepPCOHanbHOro MaeHTUbMKaTopa

YnpaeneHune paboToi NoaCUCTEMBI
KOHTpons uenoctHocth MAK "Cobonb"

Ona NAK "Cobonb" 3agaHnsa Ha KOHTPO/b
LLeNIOCTHOCTH (hannoB XECTKOro AncKa m
06beKkToB peecTpa popMMpYOTCA CpeacTBaMm
aaMUHUCcTpupoBaHus Secret Net Studio

ABTOMaTMyecKas nepepada sanucemn
XXypHana perncrtpaummn cobbitnin NAK

Mepeaaya 3anucei n nx npeobpasosaHue
OCYLLUECTBNIAIOTCSA aBTOMATUUECKU Mpu 3arpysKe

"Cobonb" B xypHan Secret Net Studio

Net Studio

noacMcTeMbl annapaTHoi noaaepxku Secret

MoapobHble cBeAeHUS 0 peann3aumm 3TUX GyHKLMIM cogep)xaTcsa B AokyMeHTe [3].

BHumaHue!

B pexume nuterpaumm cuctembl Secret Net Studio n komnnekca "Cobonb" ngeHtudumkatop iButton DS1992
He ucnonbayeTcs. PekomeHayeTcs ucnonb3oBath ngeHTugmukatopsl DS1995, DS1996 unn USB-knioum 1

cmapT-kapTbl, nogaepxusaemble MAK "Cobonb".

Ona obecneyeHns 3aWnTbl AaHHbIX B npouecce UeHTPasIM30BaHHOIro ynpasneHuns

MAK "Cobonb"

B Secret Net Studio peanumzoBaH psg  KpunTorpaduyeckmnx

npeobpasoBaHunin Ha ocHoBe [OCT 28147- 89, INOCTP34.10- 2001. MNepeyeHb
MCNOoMb3yeMblX Kftoden WwndpoBaHUS NpeacTaBieH B cneaytowen Tabnmue.

HanMeHoBaHue kio4a

HasHaueHune

Mecro xpaHeHus

CMMMETPUYUHbBINI KoY
uy

LLndposaHune ayteHTUDMN |<aTopOB1

B XpaHU/INLLE 06 EKTOB
LleHTpanM3oBaHHOro ynpaeneHuns Secret
Net Studio.

PacuyeTr nMmmnToBCTaBKM ANnd CNUCKa
OOCTYMHbIX NO/Ib30BATEN 0 KOMMbIOTEPOB

MepcoHanbHbIN
naeHTudukaTop
aAMUHUCTpaTopa

3akpbiTbi KN4 LY

PacyeT CecCMOHHOrO KJTto4a KoMMbloTepa
Npu BbINO/THEHUW Onepauunii
aAMUHUCTPUPOBaHUS

MepcoHanbHbIN
naeHTudunkarTop
aAMWHUCTpaTopa

OTKpbITbIA KNtou LY

PacueT ceccMoOHHOro kto4a KomnbloTepa
npwu BbIMONHEHUNN onepau,vnﬁ
CUHXPOHM3aUnmn

NokanbHas 6a3a
AaHHbIX
ynpasnsemoro
KOMMbloTEpPa

3aKpbITbI KNOY
KOMMbloTepa

PacueT ceccMoOHHOro kto4a KoMmnbloTepa
npwv BbIMONHEHUN onepau,vnﬁ
CUHXPOHM3aUnmn

NokanbHas 6a3a
AaHHbIX
ynpasnsemMoro
KOMMbloTEpPa

OTKpbITbIA KNIOY
KOMMbloTepa

PacueT ceccMOHHOrO K/1to4a KOMMbloTepa
Npu BbINOTHEHUW ONepaumnii
aAMUHUCTPUPOBaHUS

Cnyx6a kaTanoros

CeCcCUOHHbIN KNy
KOMnNbloTepa

LLindposaHne nugopmaunm,
npeaHasHayeHHoM AN 3awmLLIaeMoro
KOMMbloTEpPa

He xpaHuTcs
(Bbluncnsercsa B
npouecce paboTbl)

Knrou npeo6bpasoBaHus
naponen KOMMJIEKCOB
"Co6onb"

LLindposaHne nHpopmMaunm B 3aKpbITon
namsTy nnatbl komnnekcos "Cobonb".
LLncdposaHme nHbopMaUnm, XxpaHsiwencs
B JIOKaNbHOM 6a3e AaHHbIX 3aMLLaeMoro
KOMMbloTepa

3akpbiTas NaMaTb
naaTbl KOMMJIEKCOB
"Cobonp"

1AyTGHTI/Id)M KaTop — CTPYKTYpa AaHHbIX, XpaHALLaACA B cny>K6e Kararnoros, KOTOpasA COBMECTHO C NaponemM nonb3o-
BaTena ncnonb3yeTcd B Npolenype ero ayTeHTu cukayum.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
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quHKLI,I/IOHan bHbIN KOHTpPONb NnogCcUctTem

GJYHKLLMOHaﬂbeIVI KOHTPOJIb NpeAHa3Ha4YeH Ansa obecneueHuns rapaHTuUn TOro, 4To K
MOMEHTY BXOJa MOJib30BaTEs1A B oC (T. €. K MOMEHTY Ha4ana paGOTbI I'IOﬂb3OBaTerI$|)
BCeE KJllo4yeBbl€ 3alUNTHbIE NOACNCTEMDbI 3arpy>XeHbl U qDYHKLI,MOHVIPYPOT.

B cnyyae ycnewHoro 3aBepwieHmns @yHKUMOHaNbHOro KOHTPOS 3TOT (DaKT perucrpu-
pyeTcs B XXypHane Secret Net Studio.

Mpu HeycrnewHoM 3aBeplueHn PyHKLNOHANbHOro KOHTPOS B XypHane Secret Net
Studio perncrpupyetcsi cobbiTve C yKasaHWeM MpuUMH (3TO BO3MOXHO MPU YCII0BUM
paboTocrnocobHocTn sapa Secret Net Studio). Bxoa B cucTeMy paspeluaeTcs ToNbKo
NoJsib30BaTeNAM, BXOAALLMM B JIOKabHYO rpynny agMUHUCTPaTOPOB KOMMbOTEPa.

OgHoOM M3 BaXHbIX 3agay (PYyHKUMOHANbHOIO KOHTpoONs aBnsetcs obecrnedeHue
3alWnTbl pecypcoB KoMnbtoTepa npu 3anycke OC B 6e3onacHoM pexunme (Safe mode).
Be3onacHbIn peXmnm 3anycka He SBASETCA WTaTHbIM PEXUMOM (PYHKLMOHNPOBAHUS
ans cucremol Secret Net Studio, ogHako npyu Heo6xo0AMMOCTM aaAMUHNCTPATOP MOXET
€ro NcnoJsb30BaTh ANs YCTPaHEeHUs Henonagok. NockonbKy B 6e@30MacHOM pexume He
DENCTBYIOT HEKOTOpble PYHKLMUM CUCTEMbI 3alUTbl, PYHKLMOHANbHBIA KOHTPO/b B
3TMX YCNOBMAX 3aBepliaeTcs C ownbkon. B pesynbTate 6n0kupyeTtca BXoa nobbix
nonb3oBaTeneln, KpoMe agMMHUCTPATOpPOB. MN03TOMYy Npu Hagnexauwem cobnrogeHnm
npasun NonnTMkM 6e3o0nacHOCTU, Korga HUKTO M3 06blYHbIX Mofb30BaTeNen He
obnagaeTt NONHOMOUMAMN aAMUHUCTpATOpa, AOCTYN K pecypcaM KoMnbioTepa B 06xoa
MexXaHW3MOB 3aLMTbl HEBO3MOXEH.

Perucrpaumsa cobbiTun

B npouecce pabotbl cuctembl Secret Net Studio cobbiTus, npoucxogsauime Ha KoM-
nbloTepe M CBsI3aHHble C 6e30MacHOCTbI0 CUCTEMbI, PErUCTPUPYIOTCS B XYypHane
Secret Net Studio. Bce 3anucu xypHana XxpaHaTca B ¢alifie Ha CUCTEMHOM AUCKeE.
dopmMaT faHHbIX MAeHTUYeH dopMaTy XypHana 6esonacHoctn OC Windows.

MNpenocTaBnATCA BOSMOXHOCTM /151 HACTPOMKN NepeyvHs perncTpupyembix cobbiTuii
1 MapaMeTpoB XpaHeHUS XypHana. 3To No3BoMseT o6ecneunTb oNTUMasbHbIA 06beM
COXPaHSIEMbIX CBEAEHWI C YUETOM pasMepa XypHasna U Harpysku Ha CUCTEMY.

KOHTpO.ﬂ b LLeJTIOCTHOCTU

MexaHu3M KOHTPO/S LENIOCTHOCTM OCYLLECTBASIET C/IEXEHWEe 3a HEU3MEHHOCTbIO
KOHTPO/IMPYEMbIX 06beKTOB. KOHTPO/Ib MPOBOAMUTCS B aBTOMaTUUYECKOM peXMME B COOT-
BETCTBUM C 33JaHHbIM pacnuncaHuem.

O6beKkTaMm KOHTPOS MOryT 6bITb baisibl, KaTanoru, 3eMeHTbl CUCTEMHOIO peecTpa
M CEKTOpbl ANCKOB (rnocnegHmne Tonbko Npu ncnonb3oaHum MAK "Cobonb"). Kaxxabii
TUN 06bEKTOB MMEET CBOM Habop KOHTPO/IMPYEMbIX NapaMeTpoB. Hanpumep, daiinbl
MOryT KOHTPOMMPOBaTbCH Ha WX CyWeCcTBOBaHME, LENOCTHOCTb COAEPXMUMOro,
HEMW3MEHHOCTb NpaB A0CTyna, aTpnbyToB.

B cucreme npegycMoTpeHa BO3MOXHOCTb HACTPOMKW MEPUOAMYHOCTM KOHTPONSA Mo
onpegeneHHbIM AHAM U BpEMEHU B TEYEHUE OHA. 3aI'IyCK npouecca KOHTPO/iId MOXET
BbINONHATLCA Npu 3arpy3ke OC, npu BxoAe MNofnb3oBaTens B CUCTEMY WM nocne
BXoAa.

Mpwn NpoBepKe LEeNOCTHOCTM MOTYT MPUMEHSTLCS pas/iMyHble BapMaHTbl peakumnm cuc-
TeMbl Ha BbINOJIHEHME 3a4aHMI KOHTPOS. MOXHO HacTpanBaTh perucTpaumio onpeae-
NIEHHbIX TUMOB CObbLITUI (ycrex unm owunbka NpoBepkn otaenbHoro obvekTta Nmbo
BCEro 3ajaHunsa KOHTPONS) U AENCTBUA B Cllyyae HapyLlEeHUs LeNoCTHOCTU (MrHOopU-
poBaTb OWMBKY, 3a6N0KMPOBaTbL KOMMbIOTEP, MPUHATL HOBOE 3HAUYEHWE KakK 3TasloH ).

Bca nHdopmauuna o6 obbekTax, MeToAax, pacnmMcaHMaX KOHTPONS CcocpefoToveHa B
cneunanbHOWM CTPYKTYpe, KOTOpas HasblBaeTCs MoAesib AAaHHbIX. Moaenb AaHHbIX
XpaHUTCA B NoKanbHOM 6a3e AaHHbIX cucTteMbl Secret Net Studio n npeacraenser
cobon nepapxmyeckmii CNMCOK O6BLEKTOB C OMNMCaHMEM CBSA3EN MexXAay HUMMU.
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Ncnonb3yloTcs creayrolime kateropum o6beKkToB B MOpsiAKE OT HM3LIEro YpOBHS
nepapxum K BbICLLEMY:

e pecypchl;
e Ipynnbl pecypcos;
e 33gauu;

e 33jaHus;

e CcybbekTbl ynpaBneHus (KOMMAbOTepbl, N0/b30BaTeNM, rPynnbl KOMAbIOTEPOB U
rnonb3oBaTenemn).

Mogenb AaHHbIX gBnseTca obwen Ans MexaHU3MOB KOHTPONS LEoCTHOCTU W
3aMKHYTOM NPOrpaMMHON cpeapl.

YnpaBneHue nokanbHbIMNU MOAENSMM AAHHbIX Ha 3alLMLLAEMbIX KOMMNbOTEPAX MOXHO
OCYLWEeCTBNSATb LEeHTpainM30BaHHO (479 KJIMEHTOB B CETEBOM pexume QyHK-
LMOHUPOBaHMA). NS LeHTpann3oBaHHOro ynpasneHuss B rnobanbHOM KaTanore
CO3[al0TCA ABe MoAenu J[aHHbIX — 418 KOMMNbKTEPOB MOoA ynpasfieHueMm 32-
pa3psaHbix Bepcnii OC Windows n ans KomnbtloTepoB € 64- pa3psiaHbiMU BEPCUSIMA
onepaunoHHbIX cucTeM. Takoe paspgeneHne NOo3BOMSEeT Yy4uMTbiBaTb cneunduky
ncnonb3yemoro MO Ha 3aluniLaeMbiX KOMMbOTEPax C pa3nnyHbIiMK naatdopMamu.

Kaxxgas n3 ueHTpanM30BaHHbIX MOAENEN AaHHbIX SBASETCH obwen ana Bcex 3aliun-
LaeMblX KOMMbOTEPOB nog yrnpasneHnem sepcuin OC Windows COOTBETCTBYHOLLEN
paspsgHoctn (32- wnn 64- pa3psagHble Bepcuun). lpyu M3MEHeHWUM napameTpoB
LLeHTpann30BaHHOW MOAENWN BbIMOMHAETCA JIOKaNbHash CUHXPOHM3AUNS 3TUX U3Me-
HEHMN Ha 3awWuLiaeMoM KoMMbioTepe. HoBble napaMeTpbl U3 LeHTpasiM30BaHHOMoO
XpaHWULLA NepeatoTCs Ha KOMMbIOTEpP, MOMELLAIOTCA B JSIOKaNbHYO MOAeNb AAHHbIX
M 3aTEM UCMNOMb3YIOTCA 3aWMUTHBIMU MEXAHU3MaMU.

CMHXPOHM3aLMSA MOXET BbIMONIHATLCS B CIeAy oW Me MOMEHTbI :

e Mpwu 3arpy3kKe KoMMnbloTepa;

* Mpwu BXOAE NOMb30BaTENS B CUCTEMY;

e nocne Bxoaa (B GOHOBOM pexunme BO BpeMs paboTbl nonb3oBaTens);
* MEepUoaMYECKM Yepes ornpeaesieHHble MHTEPBalibl BDEMEHU;

® MNPUHYAMTENBLHO NO KOMaHAe aAMUHUCTPATOPa;

® HENnoCpeACTBEHHO Nocse BHeceHns nameHenmi B LB KLU -3MC.

Pe,D,aKTVIpOBaHI/Ie LEHTPa/IM30BaHHbIX Moneneﬁ AaHHbIX OCyllecTB/deTca Co
cieayrowmnmm 0COBEHHOCTSAMMU : Ana USMEHEHUA A0CTYNHa Ta MoAes1b JaHHbIX, KOTOpada
cootBeTcTByeT paspsaHoctm OC Windows Ha paboueM mecTe aaMMHMUCTpaTopa.
Mogenb AaHHbIX APYroi pa3psiAHOCTN AOCTYMHAa TOIbKO ANS YTEHUS (NPU 3TOM MOXHO
3KCMOPTUPOBATL AAHHbIE N3 3TOW MoAeNU B ApYryto). Takum obpa3om, ecsiv B cCuCTeMe
MMEeIOTCA 3almiaemMble KOMNboTEpPbl € BepeusaMn OC pasnnyHon paspsagHoCcTy, Ans
LEHTPA/IM30BaAaHHOIo ynpasJsieHNAaA MoaenaMun [AaHHbIX aAMUHUCTpATopy cCneayeT
opraHm3oBaTb ABa pabounmx Mecta — Ha KOMMbloTepe C 32-paspsgHoOn Bepcuen
OC Windows 1 Ha koMnbloTepe ¢ 64-pa3spagHoin sepcuen OC.

AnckpeunoHHoe yrnpaBrieHMe JOCTYNOM K pecypcam channoBon
CUCTEMDI

B coctaB cucrtembl Secret Net Studio BXxoaguT MeXaHM3M ANCKPELLMOHHOIO YrpaBneHns
[OCTYMOM K pecypcam anioBoi CUCTEMbI. TOT MexaHM3M obecneymBaerT:

e pasrpaHuyeHue A0CTyna Mnosib3oBaTesnien K Katasoram u gansiam Ha foKanbHbIX
AMCKax Ha OCHOBEe MaTpuubl AoCTyna cybbekToB (nosnib3oBartenen, rpynn) K obbek-
TaMm goctyna;

e KOHTPOJIb AOCTYMNa K o6bekTaM npwu NoKanbHbIX UM CeTEBbIX ObpalleHnsx, BKIO-
yas obpalLeHns OT UMEHW CUCTEMHOM YYETHOM 3anucu;

e HEBO3MOXHOCTb AoCTyna K obbekTaM B 06x0p YCTaHOBMEHHbIX MpaB AocTyna
(ecm ncnonb3yroTca cTaHpapTHble cpeactea OC Man npuknagHblie NporpaMMbl
6e3 cobcTBEHHbIX ApanBepoB ans paboTbl € hannoBon CUCTEMON);
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® HEe3aBMCUMOCTb AENCTBUSA OT BCTPOEHHOrO MexaHu3Mma nsbupaTtesbHOro pasrpa-
Hu4yeHna poctyna OC Windows. To eCTb yCTaHOBMEHHble npaBa AOCTyna K
dannosbiM ob6bekTam B cucteme Secret Net Studio He BAMAIOT Ha aHaNoOrnMyHble
npasa gocryna B OC Windows n Hao6opoT.

AHanormyHo peanusaumm B OC Windows maTpuua goctyna B cucreme Secret Net
Studio npeacraBnsieT coboit cnuckn GannoBbiXx 06bLEKTOB, B KOTOPbIX OMpeAeneHbl
YYETHbIE 3anMnUcu C nNpaBaMu goctyna. lpaBa ycTaHaBNMBalT pa3pelleHuns uam
3anpeTbl Ha BbINO/IHEHWE onepauunii. epeyeHb NpeayCcCMOTPEHHbIX MpaB AoCTyna
npeacTtaBfeH B cneagytowen Tabnuue.

MpaBo aocryna OeicTBMe ana karanora DeiicTtBue ana daina

Yrenue (R) Paspelwaet nnu 3anpewaer Paspewaet nnu 3anpewaet uteHne
NMpPOCMOTP MMeH ainoB 1 DaHHbIX
nozkartanoros

PaspelaeTt nnn 3anpewaet npocMoTp atpmbyTos dainnosoro obbekTa

3anucb (W) Paspelwaet nnu 3anpewaer Paspewaet nnu 3anpewaert
co3faHune NoaKaTanoros u BHECEHWE U3MEHEHUN
dannos

PaspelaeT nnu 3anpelaet cMeHy aTpnbyTos darnosoro obbekTa

BbinonHeHue (X) | Paspewaet nnu 3anpewaer Paspewaet nnu 3anpewaert
nepemeLleHme no CTpyKType BbIMNO/IHEHNE
nogkKartanoros

YpnaneHnune (D) PaspelaeTt nnn 3anpeluaet yaaneHue dannosoro obbekTa

WNaMmeHeHMe npaB | Paspellaer uiu 3anpeLaeTr usMeHeHune npas 40CcTyna K (aifioBoMy
aocryna (P) 06bekTy. Monb30BaTeNb, UMEIOLWMI pa3peLleHne Ha MU3MEHEHME Npas
L0CTyna K pecypcy, YC/0BHO CYMTAETCS aAMUHUCTPATOPOM pecypca

MpaBa poctyna pansa darnoBoro obbekTa MOryT ObiTb 3agaHbl SIBHO WK
HacnegoBaTbCsl OT BbILWWECTOSILLEr0 3/IEMEHTA uepapxun. ABHO 3adaHHble MpaBa
MMeLoT 60J1ee BbICOKMI MPUOPUTET MO CPaBHEHUIO C HaceayeMbiMM NpaBaMu. MpaBa
AOCTyna CYMTAKTCA 3aJaHHbIMM 4BHO, ecin Ansd obbekTa OTKNHOUEH pexum
HacneaoBaHUA nNpas.

[ns ynpaBneHns cnuckamu gocryna K niobeimM dannosbiM ob6bekTam npeaycMoTpeHa
crneunanbHas npusunernsa "ANCKpPeUNMOHHOe ynpaBneHWe AOCTYrnoM: YnpasneHue
npasamn gocryna". [lonb3oBatenu, obnagjawowune 3TOW NpuBUIErven, MOryT
W3MeHATb NpaBa AOCTyNa ANs BCEX KaTanoros v ¢alifioB Ha NoKasbHbIX ANCKax (He3a-
BMCMMO OT YCTaHOBJIEHHbIX NMPpaB A0CTyna K o6bekTam).

Mo yMonuyaHuio NpuBMAernen Ha ynpasneHne npasamMm gocTyna obnagatoT nosb-
30BaTenn, BXoAsliMe B JIOKaNbHYKO Fpynny agMMHUCTPAToOpoB. Mpyn 3TOoM ana Bcex
nonb3oBaTenen AeNCTBYIOT paspellarlime npasa AocTyna K nobbiM pecypcaMm Ha
yTeHue, 3anncb, BbiNonHeHue u yaaneHne (RWXD). 3TM npaBa HacnegylTcs OT
KOPHEBbIX KaTasioroB /0rMyeckmx pasgenos. Bo mnsbexaHwe HenpegHamepeHHOW
6nokmpoBku pabotbl OC, KOTOpass MOXET MPOU30NTU M3-3a HEKOPPEKTHO YCTaHOB-
NeHHbIX NpaB A4OCTyNna K pecypcaM, — OTCYTCTBYEeT BO3MOXHOCTb U3MEHEH WS NnpaBs A0C-
Tyna Anss KOPHEBOro KaTasiora cucrteMHoro aumcka (%SystemDrive%) u Bcero
cncreMHoro katanora (%SystemRoot%).

KonupoBaHue un nepemewieHue chanoBbiX 06bEeKTOB

Mpn KonnposBaHUK cbanosoro obbekTa 4na ero Konuu NMPUHYONTENBbHO BK/KOYAETCA
PEeXUM HacnegoBaHA npaB AO0CTyna, AaXxe ecin OpMFMHaﬂbeIVI obbekT obnagaer
ABHO 3a4aHHbIMW NpaBaMn.

MNepemeleHune daiinosoro obbekTa B npeaenax CBOero I0rMyYeckoro pasaena ocyLiec-
TBJISIETCSA C COXPaHEHMEM SBHO 3aaHHbIX NpaB AocTyna ans s3toro obvekTa. Ecnu ans
obbeKkTa BK/IOYEH peXWM HacnefoBaHUSA — MOCAe MepeMelleHns BCTynakT B Aen-
CTBME MNpaBa TOro Kartasjora, B KOTOpbli nepemMewleH obbekT. lNpu nepemelieHun
obbekTa B ApYroM JsOrM4yeckvin pasgen npuUHYAUTENbHO BKJ/IHOYAETCH pPeEXUM
HacnegoBaHUA npas.
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Ayaut onepauum c channoBbimm o6 bekTamm

Mpu paboTe MexaHM3Ma AMCKPELIMOHHOMO ynpaBfeHnsa AOCTYMNOM B XypHane Secret
Net Studio MoOryT permMcTpuMpoBaTbCs COBbITUA YCMELWHOro AOCTYyNa K O6bekTaM,
3anpeTa AoCTyna MM WM3MeHeHus npas. o yMonyaHuio perncrpaums cobbiTuit
YCMELWHOro A0CTYMNa He OCYLLECTBAETCS, a COBbITUSA 3anpeTa A4oCTyna U U3MEeHEeHUs
npaB perncrpupyloTca Ans Bcex ¢ainoBbix 06bEKTOB. BkoUueHMEe U OTK/oUYeHUE
perncrpaumm yKkasaHHbIX COBbITUIA OCYLLLECTBNSIETCA aAMUHUCTPAaTOPOM 6€30MacHOCTH
npu HacTpolike NapaMeTpPoB FPynnoBbIX MNOAUTUK.

Ons dalinoBblx O6bLEKTOB MOXHO AETaNM3MpoBaTb ayauT MO BbIMNOJHSAEMbIM
onepauusM, KoTopble TpebytoT onpeaeneHHbliX npaB AocTyna. Hanpumep, BKAOUYUTb
ayauT yCrewHoro AoCcTyna npu BbIMOMHEHMW onepauuin 3anucu B ¢daia unm ero
yaaneHus. BkoueHne 1 OTKII0UYEHME ayanTa onepaumin MOXeT BbINMOMHATbL aAMUHU-
CTpaTop pecypca Mpu HACTPoMKe AOMOJIHUTENbHbIX MapaMeTpoB MpaB AOCTyna K
dannoBoMy 06beKTY.

3aTtupaHue yaansemon nHdopmauum

3aTMpaHue ypansemMon WHdopMauuu aenaetT HEBO3MOXHbIM BOCCTaHOB/IEHME U
MOBTOPHOE WCMOJIb30BaHWE AaHHbIX Mocne WX yaaneHus. [apaHTUpOBaHHoOE
YHUUTOXEHME AOCTUIAETCA NMyTeEM 3aMncu CilydaHblX NocnenoBaTeslbHOCTEN Ymcen
Ha MecCTO yaaneHHOoM nHpopMaumm B ocBoboXxaaeMon obnacTn namsaTu.

B Secret Net Studio peann3soBaHbl cnegytowmne BapnaHTbl 3aTMPaHMsa MHMoOpMaunmn:

e aBTOMaTUYECKOe 3aTUpaHue Npu yaaneHWn AaHHbIX C YCTPOWCTB OnpeaeneHHbIX
TUMNOB (/IOKaNbHbIE U CMEHHbIE ANCKM, OMepaTMBHAas NaMsATb) NpU BKOUEHUU
bYHKLMM 3aTUpPaHKS B MPOrpaMMe yrnpasnieHns;

e 3aTupaHue npu yganeHunm darnnosbix 06beKToB, BbiIGpaHHbIX NoNb30BaTENEM, MO
KOMaHAe U3 KOHTEKCTHOr O MeH10;

e 3aTMpaHWe No KOMaHAE U3 KOHTEKCTHOrO MeHo NMKTorpammbl Secret Net Studio B
naHenu 3agad Windows Bcex faHHbIX (BKoYas Tabnuuy pasaenos, normyeckne
ToMa, (painoBble 06bEKTbI U OCTAaTOUYHYIO MH(OPMaLMIO) Ha JIOKaNbHbIX ANCKax
(KpoMe CMCTEMHOro AMCKa) U CMEHHbIX HOCUTENSAX, MOAKMOUYEHHbIX K 3aljMiula-
€MOMy KOMMbloTepy.

Ons 6onbwen HageXHOCTU MOXKET 6blTb BbIMOAHEHO HECKObKO LMKIoB (MpoOXoaoB)
3aTupaHums.

Mpy HacTpolke MexaHW3Ma MOXHO YCTaHOBUTb PasfIMYyHOE KOMIMYECTBO LMK/IOB
3aTMpaHns O NIOKanbHbIX W CMEHHbIX [MCKOB, OMEepaTMBHOW naMaTWU; NS
dainnoBbix 06BLEKTOB, YAANSAEMbIX C MOMOLWbIO CMNeuuanbHON KOMaHAabl;, 1S
HoCcUTENnen MHAPOPMALIMM NMPU YHUUTOXXKEHUN BCEX AAHHbBIX HA HUX.

& BHuMaHue!

3aTupanue (haitna nogkaukum BUPTYyanbHOW NamsTW BbIMOMHAETCA CTaHgapTHbiMu cpeactBamu OC
Windows npu BbikmtoyeHnn komnbtotepa. Ecim B Secret Net Studio BknioueH pexum 3aTupaHus
onepaTUBHOM NaMsATW, PEKOMeHAyeTcs AOMOnHUTenbHo B monutukax Windows BKNIOUATH AeiicTue
CTaHAapTHoro napametpa "3aBeplueHne paboTbl: ouucTka hanna nogkaukyu BUPTYanbHOM namsTy'
(pa3mewaetca B paspgene KoHdurypauws  komnbtoTepa\apametpsl  Windows\[MapameTpel
6e3onacHocTu\lTokaneHble nonuTukm\MapameTpbl 6e3onacHocTm).

He ocywecTtBnseTtca 3atupaHue ¢ainos npy ux nepemeLleHnn B nanky "KopanHa", Tak kak BO Bpems
HaX0oXAeHUs B aTOi nanke annbl He yaansoTes ¢ gucka. 3aTupaHue Takux ainos NpoUCXoauT nocne
04MCTKM cogepxnmoro "KopanHbl".
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KOHTpOﬂb noaoKnrw4YeHnAa " SMeHeHunsA yCTpOVICTB KOMMNbHOTEpPa

MexaHWU3M KOHTPONAA NOAK/YEHUA U U3MEHEHUS YCTpOVICFB KOMMNbKOTEPA obec-
neymnBaeT:

e CBOeBpeMeHHOe ObHapyXeHue W3MeHEeHUI annapaTHOW KOHdUrypauuu KoM-
nbloTepa n pearnpoBaHme Ha 3T U3BMEHEHUS;

¢ noaaepXxXaHme B akTya/lbHOM COCTOAHUUN CNUCKa YCTpOVICFB KOMNbIOTEPA, KOTOprl‘/'1
MCNonb3yeTcda MEXaHU3MOM pa3rpaHnMyYeHna A0CTyna K YCTDOVICTBaM.

N3MeHeHUs annapaTHOM KOHMUIrypaunum OTC/IEXMBAKTCA CMCTEMOWM 3allUTbl A4S
YCTPOWMCTB C BKJIIOYEHHbIM PEXMMOM KOHTPOS "YCTPONCTBO MOCTOSAHHO MOAK/THIOYEHO K
KoMnbloTepy".

HavanbHasg annapaTtHasd KOHq)MpraLI,VIH KOMMNbKOTEPA onpeaensdaeTca Ha aTane ycra-
HOBKW cUCTeMbl. [pn 3TOM 3HAYEeHWUA NapaMeTpoB KOHTPONA 3a4aloTcd No yMon-
YaHWIO. HaCTpOVIKy MNONMMTUKN KOHTPOJIA MOXXHO BbIMOJIHUTbL MHAUWBUAYA/IbHO ANA
Kaxaoro yc’l’pOVlCTBa Unn NpuMEHATb K YCTpOVICTBaM HacneayemMble napaMeTpbl OT
Mon,eneﬁ, KnaccoB U rpynn, K KOTOpPbIM OTHOCATCA YCTpOl‘/'1CTBa.

Ncnonb3ytoTcs cneayowmne MeToabl KOHTPONS KOHGUrypaumm:

e CraTuyeckmin KOHTponb KoHdUrypaunu. Kaxabi pas npu 3arpyske KoMnbloTepa
noacucreMa nosy4daet nHdopmauuio 06 akTyanbHOM annapaTHON KOHMUrypauum
W CpaBHMBAET ee C 3TAJIOHHOM.

e JIMHAMMUECKMII KOHTPONb KOHpUrypauun. Bo Bpema paboTbl KoMmnbioTepa (a
Takxe Mpu BbIXOAe U3 CNAwWero pexuma) gparieep- GUAbTp YCTPOUCTB
oTcnexuBaeT aKkTbl NMOAKIOYEHMUS, OTKIIOYEHUS UM U3MEHEHUS NapaMeTpoB
ycTponcTte. Ecnn npousowno usMeHeHue KoHbwurypauuu, gparieep- GuabTp
BblAaeT onoselieHne 06 3TOM 1 cucTema BblNMONHSET onpeaenieHHble AeNCTBUS.

MNpn obHapy>XeHWn W3MeHeHWl’ annapaTHOMW KOHMdUrypauum cucTema oXxugaet
yTBEPXAEHUS 3TUX W3MEHEeHWN aaMUHuUcCTpaTopoM 6e3onacHoctu. [lpoueaypa
yTBEPXAEHMS annapaTHOMW KOH@Urypauun Heobxoamma Ans CaHKUWMOHMPOBAHMSA
06HapyXXEHHbIX U3MEHEHUN U MPUHATUSA TeKyllelr annapaTHOM KoHdwurypauuu B
Ka4yecTBe 3TasIoOHHON.

PasrpaHuyeHue gocTtyna K ycTporicTBam

PasrpaHnueHue gocTyna nosib3oBaTeNieit K yCTpoCTBaM BblMOJIHSIETCS Ha OCHOBaHUU
CMWUCKOB YCTPOMCTB, KOTOPble (hOPMMUPYIOTCS MEXAHW3MOM KOHTPOS MOAK/TIHOYEHUS U
M3MeHeHuns ycTpoicTs (cM. cTp.21).

Cucrema Secret Net Studio npepocraBnseT cneaytouime BO3MOXHOCTU ANs pasrpa-
HWYeHWs AOCTYyNa Nosb3oBaTesnen K yCTponCcTBaMm:

e yCTaHOBKa CTaHAAPTHbIX pa3peLleHnii U 3anpeToB Ha BbINMOSIHEHWNE OnepaLmni C
yCTPONCTBaMu;

e Ha3Ha4YeHWe YCTPOMCTBaM KaTeropumi KOHPUAEHLUMANbHOCTU WMAWM AONYCTUMbIX
YPOBHEN KOHMDUAEHLNANbHOCTM CECCMI NOoSb3oBaTesnel — YTobbl pa3rpaHUunTb
AOCTYN C MOMOLL b MEXaHM3Ma MNOSIHOMOYHOr O YNpaB/ieHUs AOCTYMOM.

BO3MOXXHOCTM MO pasrpaHM4YeHU0 AOCTyna 3aBUCAT OT TUMOB YCTPOWCTB.
PasrpaHuuyeHMe He OCYLLEeCTBASIETCS MOJSIHOCTbIO MM YAaCTUYHO ANsl YCTPOWCTB,
MMewmnx ocobyr crneunduky MCnonb3oBaHUS WAKM HeobXxoauMbiX Ans (QyHK-
LIMOHMPOBaHMS KOMMNbIoTepa. HanpuMep, He orpaHMYMBaeTCs AOCTYN K MpoL.eccopy v
onepaTMBHON MNaMsiTU, OrpaHWUYeHbl BO3MOXHOCTW pa3rpaHUYeHus AocTyna Ans
nopToB BBOAA/BbIBOAA.

[na yCTpOMCTB C OTK/IIOYEHHbIM PEXMMOM KOHTPOJIS UM 3anpeLLeHHbIX 48 MOAKIIo-
YeHUs He AeNCTBYeT pasrpaHuMyeHue A0CTyrna Mo yCTaHOBMIEHHbIM pa3speLlleHnsam m
3anpeTaM Ha BbIMOSHeHWe onepauuii. MpaBa AoCTyna nofib3oBaTeNniell K TakuM
YCTPOMCTBaM He KOHTPONMPYIOTCS.

Mpn ycraHoBke knneHTckoro MO cuctembl Secret Net Studio BbiCTaBnsAOTCS NpaBa

JocTyna pAans  BCex O06HapyXeHHbIX YCTPOWCTB, MOAAEPXMBAKOWMX Takoe
pasrpaHuuyeHune goctyna. Mo yMonyaHuio NpeaocTaBAsieTCs MOJHbIA AOCTYN TPem
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CTaHAapTHbIM rpynnam nosnb3oBartenen: "Cucrema", "AammHucrpatopsl" n "Bce". To
€CTb BCEM MoJib30BaTeNsM pa3pelleH AocTyn 6e3 orpaHnyYeHnit Ko BCEM YCTPONCTBaM,
obHapyXeHHbIM Ha KoMmnbikoTepe. [anee agmumHucTpatop 6e3omacHoCTu
pasrpaHu4MBaeT AOCTYN Mosib30BaTesie K yCTPOMCTBaM B COOTBETCTBUM C Tpebosa-
HUAMKU NOAUTUKM 6e30onacHOCTU. [N 3TOr0 MOXHO BbIMOMHUTbL HACTPONKY Npas A0C-
Tyna HEenocpeaCTBEHHO AN YCTPOMCTB WM ANS KAACcCOB M FPynn, K KOTOPbIM
OTHOCSATCS YCTPOMCTBA.

HacTpoiika npaB AocTyna Ans KNaccoB W rpynn Mo3BOMASET MOArOTOBUTb CUCTEMY
3alMTbl K BO3SMOXHbIM MOAK/OUYEHUSAM HOBbIX YCTPOUCTB. Mpy NoAKIHOYEHUM HOBOE
YCTPOCTBO BK/IOUYAETC B COOTBETCTBYIOLLYIO Fpynny, KAacc U mMoaesnb (ecin ecrb).
[ocTyn nonb3oBaTenei K 3TOMy YCTPOMCTBY 6yAeT pa3rpaHnMyeH aBTOMaTUUECKU — B
COOTBETCTBUM C NMpaBuUSiaMmn, KOTOPbIE YCTaHOB/EHbI IS FPYMMbl, KNacca UM Moaenu.

PasrpaHnueHne poctyna nonb3oBaTesiel K YCTPOMCTBAM C Ha3HaYeHHbIMU
KaTeropMsMm KoH®OUAEHUNAaNbHOCTU UAU YPOBHAMU KOHMOUAEHLNANBHOCTU CEeCCUM
OCYLLEeCTBNSETCA MEXAHW3MOM NOJIHOMOYHOIO YNpaBieHUs 4OCTYMNOM.

3aMKHyTas nporpamMMHas cpea

MexaHu3m 3aMKHYTOl7I ﬂpOFpaMMHOVI Cpeabl NO3BONAET onpeaennTb And noboro
nonb3oBaTend KoMnbloTeEPa VIHLI,VIBM,ClyaJ'IbeIVI nepeyeHb nNporpaMMHOro obec-
rneyeHuns, paspeleHHoro ana ucnonab3oBaHusa. CucrteMa 3awnTbl KOHTPONUPYET U
obecneumBaet 3an PET NCNOJIb30BaHUA CnefyoWnX peCcypcoB:

e (hannbl 3anycka nporpaMm n 6uMbnnoTek, He BXoAsLME B MepevYeHb pa3peLleHHbIX
ANS 3anycka v He yAOBIETBOPSAIOLME ONpeaeieHHbIM YC/I0BUSM;

. CcueHapuun, He BXogduume B NepedyeHb pa3peleHHbIX And 3anyCka U He
3aperncTtpupoBaHHbl€ B 6a3e faHHbIX.

MpumevaHue.

CueHapuit (HasblBaeMbl Takxe CKpUNT) NpeacrasBnseT cobon NoCneaoBaTeNbHOCTL MCMOHAEMbIX
komaHg u/vnu gencteuit B Tekctosom Buge. Cuctema Secret Net Studio kKoHTponmpyeT BbinonHeHue
CLieHapueB, Co3faHHbIxX N0 TexHonoru Active Scripts.

MonbITKM 3anycka HepaspeLleHHbIX PECYPCOB PErMCTPUPYIOTCS B XYpHase Kak cobbl-
TWUS TPEBOTU.

Ha 3Tane HacTporkn MexaHun3Ma COCTaB/ISeTCs CMMCOK pecypcoB, paspeLleHHblX Ans
3anycka v BbIMoAHeHUs. Cnucok MoxeT 6biTb chopMMpoBaH aBTOMATUUECKM Ha
OCHOBaHWu cBeaeHn 06 yCTaHOBEHHbIX Ha KOMMbIOTEPE NpOrpaMMax Man no 3anu-
caM xypHanoB (kypHan 6esonacHoctn nnam xypHan Secret Net Studio), cogepxatimnx
cBeAeHus 0 3anyckax nporpamM, 6ubnmotek u cLueHapues.

[nsa daiinos, BXOAALLMX B CMUCOK, MOXHO BK/IOUUTL MPOBEPKY LIENOCTHOCTU C MCMOSb-
30BaHMEM MexaHW3Ma KOHTPOSs LLeNocTHoCTH (cM. cTp.17). Mo 3Tol npuunHe Mexa-
HM3M 3aMKHYTOW MpPOrpaMMHOM cCpeflbl M MeXaHW3M KOHTPOAs LIeNOCTHOCTU
NCMOSb3YIOT eAUHYI0 MOAENb AaHHbIX.

MexaHW3M 3aMKHYTOM MpOrpaMMHOM cpeAbl He ocywecTBnseT 6/10KMpoBKy
3anyckaeMblx nporpamMm, 6ubnmoTek n cueHapues B Cneayownx cnydasax:

e MpW HanMuMK y Monb3oBaTens npueunernn "3amMKHyTas nporpaMMHas cpeaa: He
nOevicteyet" (Mo yMONYaHUIO NpUBUIErUs NpeaocTaBieHa aaMUHMCTPaTopaM KoM-
MbloTepa) — KOHTPO/b 3arnycKaeMblX MOfb30BaTe/IeM PEeCcypcoB He ocylilec-
TBNAETCS;

*  pu BKJIKOYEHHOM MSATKOM pexume paboTbl NOACUCTEMbI 3aMKHYTOW NPOrpaMMHOM
cpeabl — B OTOM peXWMe KOHTPOSIMPYIOTCA MOMbITKM 3anycka nporpamm,
6nbnuotek n cueHapveB, HO pa3pelaeTca mcnosb3oBaHue nwboro MO. 3ToT
peXxxuM 06blYHO NCMOJIb3YETCA Ha 3Tarne HaCTPOMKN MeEXaHU3Ma.

N3onsauua npoueccos

B cucreme Secret Net Studio MOXET NpUMEHSATLCA PEXUM N305SLMM NPOLLECCOB ANSst
npeaoTBpaLLEHUS CTOPOHHEr0 AOCTYMa K AaHHbIM OnpeaesieHHbIX UCMONTHAEMbIX MOAY -
nen. MNpu OENCTBYIOWEM peXMMe KOHTPONMPYIOTCS Crneaylouwme onepaumm C aaH-
HbIMW, KOTOPbIMM 06MEHMBAIOTCH Pa3/IMYHbIE NMPOLLECCHI :
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® YTeHue JaHHbIX 13 bydepa obMeHa;

® YTeHwue AaHHbIX B OKHe ApYyroro npolecca;

e  3aMnNCb AAaHHbIX B OKHO ApPYroro npouecca;

® repeTackMBaHue AaHHbIX Mexay npoueccamm metoaom drag-and-drop.

Mpouecc cumTaeTcs U30/IMPOBaAHHBLIM, €Ci B MOAENMN AAHHbIX BKAKOYEHa n3onsaums
A5 pecypca, ABASAOWerocs ncnosHsemblM danaom aToro npouecca. Ana nsonmpo-
BaAHHOro npouecca obMeH AaHHbIMW C APYrMMUK npoueccamMm HeBo3MoXeH. Paspela-
eTcs ucnonb3oBaHume 6ydepa obMeHa TONbKO NpU 3aNmUCK N YTEHUWN AAHHbBIX OAHOrO U
TOro e npouecca. HensonmpoBaHHble npoueccbl 06bMeHuBaKTCA AaHHbIMK 6e3
OrpaHu4YeHunn.

M3onauma npoueccoB peann3yeTcs MNpu  BKIKOYEHHOM MeXaHW3Me 3aMKHYTOM
nporpamMMHoN cpeapl (A4omKeH pyHKLUMOHNPOBATL ApaliBep MeEXaHW3Ma). Pexxunm pabo-
Tbl MexaHu3Ma 3MNC MOXET 6bITb N06bIM. [pK 3TOM AN UCKIOYEHUS BO3MOXHOCTEN
3anycka KOnuii UCNonHseMblX (aiifioB B HEM30/IMPOBAHHOW Cpefe peKoMeHAyeTcs
HacTponTb MexaHn3M 3MC K1 BKAOYMNTb XXECTKUIN pexnm paboTbl MEXaHM3Ma.

NMonHomMmo4HoOe ynpaBiieHne AOCTynom

MexaHW3M NOSIHOMOYHOr 0O ynpasneHnsa A0CTyrnoM obecneumnBaeT:

e pasrpaHWyeHue JoCTyna nosb3oBaTenei K MHdopMaummn, KOTOpoin HasHauveHa
KaTeropus KoH@uaeHuanbHoCcTN (KoOHdUAeHUManbHas nHdopmMauuns);

L4 KOHTPOJZIb NOAKJIYEHUNA U UCNOJSIb30BaHUA yCTpOVICTB C Ha3Ha4eHHbIMU
KaTeropnamm KOHCbVI,D,eHLI,I/IaJ'IbHOCTI/I;

e KOHTPOJIb MOTOKOB KOH(MUAEHLMANbHON MHDOPMALIMK B CUCTEME;

e  KOHTPOSb WCMOJSIb30BaHUS CETEBbIX WHTepdencoB, AN KOTOPbIX YyKasaHbl
[OMYyCTUMble YPOBHU KOH(UAEHLMANbHOCTM CECCUIA MOMb30BaTENEN;

e KOHTPOJIb Ne4yYaTn KOHd)MLI,EH LUMalbHbIX JOKYMEHTOB.

Mo yMonuaHuio B cucTeMe MnpeayCMOTPeHbl Credylolmne KaTteropum KOHPUAEH-
unanbHoctn: "HekoHdumaeHumanbHo" (ans obwepocTtynHom  MHQOpMauun),
"KoHbunaeHumanbHO" 1 "crporo kKoHduaeHumanbHo". Npu HeobxoaAMMOCTU MOXKHO
YBENNUYUTb KOSIMYECTBO MCMOJIb3yEMbIX KaTeropmii n 3aaatb AN HUX Ha3BaHUS B COOT-
BETCTBUM CO CTaHAapTamu, MNPUHATbBIMM B Ballel opraHusauun. MakcumanbHO
BO3MOXHOE KOJIMYeCTBO KaTeropmii — 16.

Kateropuio KOHCI)VIE,EH LMaNIbHOCTU MOXXHO HasHa4ynTb ANd cneayrownXx pecypcoB:

e JloKanbHble du3nyeckme AMckM (KpoMe JAMCKa C CUCTEMHbLIM JIOrMYEeCKUM
pasgenom) n niobbie yCTponcraea, BKAyaemble B rpynnbl ycrporicts USB, PCMCIA,
IEEE1394 nnu Secure Digital;

e Kartanoru un dainbl Ha AMCKax.

JocTtyn nonb3oBaTtens K KOHpuAeHUManbHONn MHMOpMaLmnmn oCyLLecTBSeTcs B COOT-
BETCTBMM C €ro ypoBHEM Aonycka. Ecim ypoBeHb AonycKa nosib30BaTens HUXe, YeMm
KaTteropms KOHpUAeHUManbHOCTU pecypca, — cuctema 6nokupyeT AOCTyn K 3TOMY
pecypcy. Nocne nonydeHus Aoctyna K KOHduAeHUManbHoON MHMOpMaumMmn ypoBeHb
KOH®UAEHUMANbHOCTM NporpaMmbl  (Npouecca) MoBbIWAeTCd A0 KaTeropuu

KOH®UAEHUMANbHOCTM pecypca. 3T0 HeobxoauMo Ans Toro, 4tobbl MCKIYNTb
BO3MOXHOCTb COXPaHEHWUS KOH(PUAEHUMaNbHbIX AaHHbIX B pariniax ¢ MeHblUen KaTe-
ropuemn KoHOUAeHUNanbHOCTH.

MoNHOMOUHOE pa3rpaHuyeHmne A0CTyna Ha YPoBHE YCTPOMCTB OCYLLLECTBASETCS creay-
oMM 06pasoM. Ecnm yCTpoicTBO NMOAKIHOYAETCA BO BpeMs ceaHca paboTbl Mosb30-
BaTeNa C YPOBHEM AOMYyCKa HUXE, UeM KaTeropus yCTpOMCTBa, cucTtema 6/oKupyet
NoAK/toYeHne ycTpoicTea. MNpu NoaKIoueHn Takoro yCTpoicTBa A0 Hadana ceaHca
paboThbl MOMb30BaTENA — 3anpeLLaeTcs BXOo4 Monb30BaTens B cucteMy. B pexume
KOHTPO/A MOTOKOB YPOBEHb KOH(MUAEHUWNANbHOCTM CECCUMM MOSb30BaTENA [O/IKEH
COOTBETCTBOBATbL KaTeropusaM BCeX MOAKUYEHHbIX YCTPOCTB.

OYHKLNOHUPOBAHMWE yCTPOMCTBA pa3peLleHo HeE3aBMCMMO OT YPOBHS A0MYCKa Nosb30-
BaTeNs, ec Ans 3TOr0 yCTPOMCTBa BK/IOYEH pexum "YCTponcTBO AOCTYnHO 6e3
y4yeTa KaTeropmm KoHdunaeHunanbHoCcTn" . [laHHbIN PeXunM BKIIHOYEH MO YMOSTHAHUIO.
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Joctyn K coaepXuMoMy KOHMUAeHUWanbHOro darna npenocTaBaseTcs Mnonb30-
BaTesno, ecnim KaTeropms daisa He NpesblWaeT ypoBeHb A0MYycKa nonb3osartens. Mpu
3TOM KaTeropumsa KOHMMAEHLMaNbHOCTM YCTPOMCTBA, Ha KOTOPOM pacnofaraercs
dann, Takxke aHanusnpyeTca U MMmeeT 6onee BbICOKMA MPUOPUTET MO CPaBHEHUIO C
KaTteropuen KoHpuaeHUManbHocTu aina. Ecnm kateropus danna Huxe Kateropum
KOH®UAEHUMANbHOCTM YCTPOMCTBA — CUCTEMA CUMTaET KaTeropuio garnna paBHOM
KaTeropuu ycrporcrea. lNpun obpaTHOM cuTyauuun, Koraa kateropus darna npesbl-
LWaeT KaTeropuvio KOH(MUAEHUWanbHOCTU YCTPOMCTBa, TaKOe COCTOsHWEe pacLe-
HWBAETCH KaK HEKOPPEKTHOE 1 AOCTYN K dainny 3anpeLlaeTcs.

PeXXuM KOHTPOJIfA NOTOKOB

Mpn MCNOMBL30BaHMN MEXaHM3Ma B PeXUME KOHTPOSIS MOTOKOB KOHMUAEHUMaNbHOM
MHdopMaumm BceM npoueccam 06paboTkn AaHHbIX B CUCTEME NPUCBanBAETCS eanHbIN
YpPOBEHb KOHPUAEHUNANbHOCTU. HYXXHbI ypOBEHb KOH(MUAEHUNANbHOCTU U3 Yyncna
AOCTYMHbIX Mofb3oBaTento BblbMpaeTcs nepep Hadvanom ceccuu paboTbl Ha KOM-
nbtoTepe. 3TOT YPOBEHb HEMb351 UBMEHUTb A0 OKOHYAHMS CEeCCUM.

B pexunme KOHTPONS MOTOKOB COXpaHeHue MHdOopMaunm paspeLleHo TONbKO C KaTe-
ropven, paBHON YPOBHIO KOHMWMAEHLUMANbHOCTU ceccun. MMONHOCTbIO 3anpeLyaeTcs
OOCTYN K JaHHbIM, KaTeropus KOTOPbIX MpeBbIlIaeT YPOBEHb KOHMUAEHLNANbHOCTU
ceccnmn (Jaxe ecnn ypoBeHb [OMycka Mosb30BaTesid MO3BOASET AOCTYN K TakuM
OaHHbIM). TakmMm o06pa3oM, pexuMm KOHTpONs MOTOKOB obecrneyMBaeT CTporoe
cobnofeHme NpUHLMNOB MOIHOMOYHOMO pa3rpaHMYeHns AoCcTyna u npegoTepallaeT
HeCaHKLMOHMPOBAHHOE KONMPOBaHWE UK NepeMeLleHne KOHDUAeHUnanbsHon
WHdopmMaumun.

B pexnMme KOHTPOMS MOTOKOB 3anpeLiaeTcs MCNosib30BaHWE YCTPOMCTB, KOTOPbIM
Ha3HayeHa kaTeropusi KOHMOUAEHUMANBHOCTM, OTAMYAOWAsCs OT BblbpaHHOro
YpOBHS1 ceccun. Ecnm Ha MOMEHT BXOZa MOMb30BaTeNsl K KOMMbIOTEPY MOAK/IOUEHbI
YCTPOMCTBA C pa3fIMyHbIMK KaTeropusMm KOHMUAEHLMANbHOCTU, BXO4 3anpeLlaeTcs
Mo NPUYMHE KOHMDIMKTa NOAK/THOYEHHbIX YCTPOMCTB. Icnonb30oBaHMe YCTPONCTB, KOTO-
pbiM Ha3HayeHa KaTeropusi KOHMUAEHUMaNbHOCTU Bbille, YEM YPOBEHb AOMycKa
Nonb30BaTesisl, OrpaHUYMBAETCS TaK XKe, Kak 1 MpU OTKIFOYEHHOM peXMMeE KOHTPOSS
NMOTOKOB.

PeXnM KOHTpONS MOTOKOB MO3BOMISIET YCTAHOBUTbL OrpPaHUYEHMS Ha UCMOb30BaHMe
ceTeBbIX MHTepdencoB. [1na Kaxaoro ceTeBoro nHTepdenca MoXxXHO BbibpaTb YPOBHM
KOH(MUAEHLNANbHOCTN CECCUIA, B KOTOPbIX 3TOT MHTepdenc byaeT AOCTyneH Nosb30-
BaTeno. Ecnm  oTKpbiTa ceccusi € APYrMM  YPOBHEM  KOH(MAEHLUMANbLHOCTY,
PYHKUNOHMPOBaHME 3TOro nHTepdenca 610KMpyeTca CMCTEMON 3aliMThl. OTO NO3-
BOJNISIET OpraHn3oBaTb paboTy MONb30BaTENS B Pa3/IMUYHbIX CETAX B 3aBUCMMOCTU OT
BbI6paHHOr0 YpoBHS KOH(UAEHLMANbHOCTN CECCUN.

[Onsa ceTeBbIX MHTepdENCOB NPeayCMOTPEH peXuM AOCTYNHOCTM "AganTtep AOCTyneH
Bcerga" (BK/IOYEH MO yMON4YaHuto). B aToM pexnme pyHKLMOHMPOBAHME CETEBOrO
MHTepdelica paspeLlleHo HE3aBMCMMO OT YPOBHS KOH(PMAEHNMANbHOCTN CECCUMN.

BbiBoa KOH(hMaeHunanbHon MHd opmaum

MexaHM3M MOSIHOMOYHOrO YrpaB/ieHNs AOCTYMNOM OCYLLECTBMSIET KOHTPOSb BbiBOAA
KOHMUAEHUManbHON MHMOPMaLMN Ha BHELWWHWE HOCUTENN. BHEWWHUMKN HOCUTENSIMU B
cncreMe Secret Net Studio cumTaroTCs CMEHHbIE AUCKM, A1 KOTOPbIX BKJTIOUYEH PEXUM
pocryna "6e3 yueTta kateropun koHdpumnaeHunansHoctn". MNpu KoNnMpoBaHUN UK Nnepe-
MeLeHNN KOHDUAEHUNANBHOMO pecypca Ha TakoM HOCUTENE MOXET He COXPaHMUTLCA
ncxoaHas Kateropms KoHUAeHUNANbHOCTM pecypca. Mo3ToMy YTOBbl OCYLLECTBASTH
BbIBOA, KOH(MMAEHUMANbHON MHGMOPMaUMM Ha BHELWHME HOCUTENN B PEXMME KOHT-
poJsis MOTOKOB, NOMb30BaTENb AO/MKEH 06/1aAaTb COOTBETCTBYIOLLEN NPUBMIETUENA.

ansa npeagorepawleHnda HeCaHKUMOHNPOBAaHHOIoO BbiBOAa KOHCbVI,CI,eHLWIaJ'IbeIX AOKYy-
MEHTOB Ha JiOKaJlbHblE€ N CETEBbIE MPUHTEPbLI MCMOJIb3YETCA MEXAaHU3M KOHTPOJIA
nedyatn. MexaHusm obecneumBaeT BbIBOZ KOH(bVI,EI,eHLI,VIaJ'IbeIX AOKYMEHTOB Ha
neyaTtb TOJIbKO Npun  Haan4dmnum COOTBeTCI'BYIOLIJ,eI‘/‘I npuBuUnernn. Takxke B
pacne4yaTblBaeMble OOKYMEHTblI MOXET aBTOMaTU4YeECKU no6aBnaTbCca cneumanbHbIn
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Mapkep (rpud), B KOTOPOM YKa3blBaeTCAd KaTeropms KOHMPWAEHLUMaNbHOCTU AOKY-
MeHTa. CobbiTMS NeyaTn perncTpupyroTcs B XXypHane Secret Net Studio.

KoHTponb neyatu

MexaHW3M KOHTPOSIs nevaTu obecrneumBaeT:
e pasrpaHuWyYeHune AOoCTYyrna Nnosib30BaTesiei K NpuHTepamM;

e perucrpaumio cobbiTUil BbiBOAA AOKYMEHTOB Ha MedaTb B XypHane Secret Net
Studio;

e BbiBOA Ha nMeyaTb JAOKYMEHTOB C ONpedeneHHOW KaTeropyen KOoHduAeH-
unanbHOCTn;

e aBTOMaTuMyeckoe pgobaBfeHne rpucda B pacneyaTbiBaeMble [AOKYMEHTbI
(MapkupoBKa AOKYMEHTOB);

e TeHeBOe KOoNnnpoBaHMe pacneYyaTbiBaeMbIX JOKYMEHTOB.

Ona  peanusaumm  dYHKUMIA  MapKMpoOBKWM  W/MAM  TEHEBOrO  KOMWPOBaHMA
pacrneyaTbiBaeMbIX [OKYMEHTOB B CUCTEMY A00aBNsAOTCA ApaiiBepbl "BUPTyalbHbIX
NpuHTEpPOB". BupTyanbHble MPUHTEPbI COOTBETCTBYIOT peasibHbIM MpUHTEPaM,
YCTQHOB/IEHHbIM Ha KoMnbloTepe. CNMCOK BUPTYasbHbIX MPUHTEPOB aBTOMATUUECKM
hopMMpyeTca Npu BKAOUYEHMW KOHTPOSSA NeyaTi U pexnMa TEHEBOro KOMUpPOBaHMS.
MeyuaTb B 3TOM C/lyyae pa3peLlaeTcs TO/IbKO Ha BUPTYasibHble MPUHTEPHI.

Mpn neyatm Ha BUPTyanbHbIN MPUHTEP BbINONHATCA AONOSHUTENbHbIE Mpeob-
pasoBaHus Ansa nonydeHus obpasa pacrnedatbiBaeMoro AoKymeHTa B dopmarte
XML Paper Specification (XPS). Oanee XPS-A0KyYMEHT KOMUWPYETCAa B XpaHuaulie
TEHEBOro KonupoBaHus (ecnun Ans NpuHTepa BkoYeHa GYHKUNS TEHEBOrO KOMMPOo-
BaHMSA), MOAMDULNPYETCA HY>KHbIM 06pa3oM 1M Nocne 3TOro nepeaaeTcs 415 neyaTy B
COOTBETCTBYIOLLLEE NeYaTaloLee yCTponCTBO.

TeHeBoOe KonnpoBaHue BbiBOAUMbIX AaHHbIX

MexaHW3M TEHEBOro KonmpoBaHWs obecrneynBaeT co3faHne B cucTeMe Ay6nMKaTos
[JaHHbIX, BbIBOAMMbIX HA CbeMHble HOCMTENW MHdopMaumu. Aybankatbl (Konuu)
COXPAHSIIOTCS B CreuvanbHOM XpaHwuuviie, AOCTYN K KOTOPOMY MWMET TOJSIbKO
YNO/HOMOYEHHbIE MOMb30BaTeNN. [JeicTBMe MexaHW3Ma pacrpoCTpaHsAeTcs Ha Te
YCTPOWMCTBA, AN KOTOPbIX BK/IOUYEH PEXMM COXPAaHEHMS KOMUIA Mpu 3anmcu uHdop-
Maumm.

Mpy BK/IIOYEHHOM pPEXWMME COXPAHEHMUS KOMWIA BbIBOA [HaHHbIX Ha BHeLWHee
YCTPOMCTBO BO3MOXEH TOJIbKO MPU YCIIOBUM CO3AaHUS KOMUU STUX AAHHbIX B XpaHU-
JIMLLE TEHEBOr0 KOMMpPoBaHUs. Ecnm no KaknM-nnmbo npuunHam cosaaTb AybamkaTt He-
BO3MOXHO, OnepaLms BbiBoAa AaHHbIX 610KMpyeTCs.

TeHeBoe KonupoBaHue Noaaep)X MBaAeTCs A/18 YCTPOWUCTB Cleaytowmx BUIOB:
e MOAK/I0YAEMble CMEHHbIE ANCKMU;

e [IMCKOBOJbl FTM6KNX ANCKOB;

e [IMCKOBOZbl ONTUYECKMX AMCKOB C DyHKLMEN 3amnmncK;

e [PUHTEpLI.

Mpn BbiBOAE AAHHbLIX Ha MOAK/IOYAEMbI CMEHHbIM auck (Hanpumep, USB-dnew-
HaKOMUTEsNb) B XPaHWU/IMLLE TEHEBOIrO KOMMPOBaHUS CO34atoTCs Konuu dannos, 3anm-
CaHHbIX Ha HoOcuUTENb B XoAe onepauumu BbiBoga. Ecim  danin oTKpbIT 4ns
penakTUpoBaHMsS HENOCPEACTBEHHO CO CMEHHOIO HOCUTENS, NMPU COXPaHEHUWN HOBOW
Bepcuu anna B xpaHunuuie 6yaet co3aaH ero otaenbHbIn gyb6nmkar.

Ons ycTpoicTBa 3anmMcu ONTUYECKMX AMCKOB MeXaHW3M TeHEBOro KOoMuMpoBaHWUSA
co3paeT B XpaHunuuwe obpas avcka, ecnvM AN 3anmcu UCnosb3yeTcs uHTepdenc
Image Mastering API (IMAPI), unu konuwn ¢alifioB, ecnm 3anucb OCYLLECTBASETCS B
dopmate darinosoii cncremol Universal Disk Format (UDF).
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& BHumaHue!

HekoTopble nporpamMMHble MakeTsbl, UMEtoLL e GYHKLMIO 3anucy ONTUYECKMX AMCKOB, MCMONbL3YIOT COBCT-
BEeHHble [paiBepbl YnpaBnieHWs ycTpoiicTBamu. Takue [padBepbl MOTYT OCYLLECTBASTb AOCTYN K
YCTPOICTBY B 06X0A MEXaH13Ma TEHEBOrO KonupoBaHus. ins 0becneyeHns rapaHTMPOBAHHOMO KOHTPONS
3anmcb AMCKOB HEOHXOAMMO OCYLLECTBNATBL TOMBKO C MCMOMb3oBaHneM WraTHbix cpeacts OC Windows.

TeHeBOe KOMMpPOBaHME pacreyaTbiBaeMblX AOKYMEHTOB OCYLLECTBASAETCS C MCMOSb-
30BaHMEM MEXaAHU3Ma KOHTPOSIA neyaTtu (cM. cTp.25). B kauecTBe KOnunu BbIBOAMMOM
Ha nevaTtb MHMbOPMALMKN COXpaHSAETCA 06pas neyaTaemMoro AoKyMeHTa B popmaTte XPS

(cokp. ot XML Paper Specification) — oTkpbITbIli rpaduyeckmii dopmaTt
(dUKCMpoBaHHOM pa3sMeTkM Ha H6a3e a3blka XML, pa3paboTaHHbI KOMMaHUeN
Microsoft.

KoHTposb BbiBOAA AaHHbIX C MOMOLLbIO MeXaHW3Ma TEHEBOr0 KOMNMPOBaHUS SBNSETCH
oAHOMW n3 3agad ayauTta. CobbiTva BbiBOAA AAHHLIX PErnCTpUpYOTCA B XypHane
Secret Net Studio. Joctyn Kk gybnukataMm B XpaHuUULLEe TEHEBOro KOMMpoBaHWS
OCYLLEeCTBNSAETCS C MOMOLLLbIO NporpamMmbl ynpasneHus Secret Net Studio B nokansHoM
pexxume paboTbl. MporpamMma npenocTaBnseT CpeacTsa A1 NOMCKa NO COAEPXMMOMY
XpaHunuwa.

AOMUHUCTpaTOp HacTpaMBaeT (PYHKLMOHUPOBAHWE MEXaHW3Ma TEHEBOro KOMupo-
BaHMA B nNporpamMMme ynpaeneHus. lpu HacTpolike oOMpeaenstoTcs MnapameTps
XpaHUNMLL A TEHEBOrO KOMWPOBAHUSA, @ TaKXe BK/IIOUYAETCA WM OTK/IYaeTcs Aei-
CTBME MexaHu3Ma A1 YCTPOMCTB AN MPUHTEPOB.

3awuTa VIH(*)OpMaLI,VIVI Ha NOoKaJibHbIX AUCKaX

MexaHu3M 3awnTbl MHMOPMaUUM Ha OKaNbHbIX AMCKax KOMMbiOTeEpa (MexaHW3M
3alWnTbl ,EI,VICKOB) npeagHasHayeH ang 6}'IOKVIpOBaHVIF| AO0CTyna K XXeCTKUM ANCKaM npu
HeCaHKLMOHMPOBAHHOM 3arpyske KOMMbIOTEPA. 3arpyska cunTaeTcs
CaHKLlMOHMDOBaHHOVI, €C/ZIn OHa BbiNMOJIHEHA CpeacTBaMu OI'IepaLlMOHHOVI CUCTEMDbI C
yCTaHOBNEHHbIM knneHTckmnM MO Secret Net Studio. Bce gpyrue cnocobbl 3arpysku
OC cunTaroTcs HeCaHKLMOHNPOBAHHbIMK (HanpuMep, 3arpyska C BHELLHero HocuTens
nnu 3arpyska apyrov OC, yctaHOBNIEHHOW Ha KOMMbtOTepE).

MexaHu3M obecrieuMBaeT 3alWUTy WHGOpPMaAUMM NpU  MOMbITKAX A0CTyna,
OCYLLECTB/IIEMbIX C MOMOLLbIO LUITATHbIX CPEACTB ONepaLUmnoHHON CUCTEMBI.

[JelictBne mexaHusMa 3alWunTbl AMCKOB OCHOBAHO Ha MoandUKaUWK 3arpy304HbIX
cekTopoB (boot-cekTopoB) nornyecknx pasgenoB Ha XECTKMX AMCKaxX KOMMbhTepa.
CoaepXXnMoe 3arpy304HbIX CEKTOPOB MOANDULIMPYETCA NyTEM KOANPOBAHMUS C UCNOMb-
30BaHWEM CreumanbHOro K4Ya, KOTOPbl aBTOMaTU4YeCKU reHepupyeTcs npu
BK/TOYEHNUN MeXaHWn3Ma. |_|pI/I 3TOM 4acCTb C}'IY)KGGHI:IX AaHHbIX And MexXaHWU3Ma
3alUTbl ANCKOB COXPaHSETCS B CUCTEMHOM peecTpe.

MoauduKaumna Mo3BOMAET CKPbiTb MHMOPMALMI0O O fIOrMYECKMX pasdenax npu
HECaHKLIMOHMPOBaAHHOM 3arpy3ke KOMMbloTepa — pasfesibl ¢ MoANMhULIMPOBAHHbIMU
3arpy304HbIMU ceKkTopamu 6yayT BOCMPUHUMATbLCS cucremoi Kak
HedopMaTUPOBaHHbIE UK NoBpeXaeHHble. [Mpy caHKLMOHMPOBAHHOW 3arpy3ke KOM-
MbloTepa OCYLLECTBMSETCA aBTOMaTMUECKOe packoaMpoBaHWe coaepKuMmoro boot-
CEKTOPOB 3allULLEHHbIX NIOrMYECKNUX Pa3esioB Npy 06paLleHnmn K HUM.

Bbibop nornyeckmx pasgenos, 415 KOTOPbIX YCTaHaBNIMBAETCA PeXuM 3awuTbl (TO
ecTb moanduunpytoTcs boot-cekTopsl), ocylecTrsnseT agMMHNCTPATOP.

MexaHu3M 3anTbl ANCKOB MOXET MCMNO/b30BaTbCS NPU YCI0BUN, €Cnn d)M3M‘-|ECKMl71
JMCK, C KOTOPOro BbiNosiHAeTcs 3arpyska OC, OTHOCUTCSA K O4HOMY U3 cneyowmnx
TUMNOB:

e auck c Tabnmuen pasgenoB Ha naeHTugukatopax GUID (GUID Partition Table —
GPT) Ha komnbtoTepe ¢ uHTepdencom UEFI (Unified Extensible Firmware
Interface). Mpu BKNIOYEHUN MexaHM3Ma Ha OUCK 3aMUCbIBAETCS CneuuanbHbIn
3arpy34dmnk Secret Net Studio B ckpbiToMm cucremHom UEFI-pasgene, nocne yero
3arpy3unk peructpupyetcs B UEFI;
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e JNCK C OCHOBHOW 3arpy3o4Hon 3anucbto (Master Boot Record — MBR). [lpu
BK/IIOYEHMM MEXAHW3Ma Ha 3ToM aucke moauduumpyerca MBR u  yactb
OCTaslbHOro NPOCTPAHCTBA HYNEBOWN AOPOXKM ANCKaA.

BHumanue!

Mpn mcnonb3oBaHWW JuCKa C OCHOBHOW 3arpy30u4HON 3anuckio B Hactporkax BIOS komnbioTepa
pomkHa ObITb OTKMIOYEHA (DYHKLMS NPOBEPKM 3arpy30UHbIX BUPYCOB. [Ns OTKMOUEHUS (OyHKLMN yCTa-
HosuTe 3HaueHwe "Disabled" ons napameTpa "Boot Virus Detection” (Hanuuve gaHHoM dyHKLMM N Ha3-
BaHWe napameTpa 3aBMCUT OT ucnonb3yemoil Bepcuu BIOS).

Mpu pabote MexaHmn3Ma obecrneunBaeTcs 3awmnTa o 128 nornyecknx pasgenos npu
obLem KonmyecTse MU3NYECKUX ANCKOB A0 32. Jlorndeckue pasgenbl, AN KOTOpbIX
yCTaHaBINBAETCS PEXMM 3aLLUMTbI, AOKHbI UMeTb annosyto cucremy FAT, NTFS nnm
ReFS. Paszgenbl MoryT 6biTb Ha GU3MYECKMX ANCKAX C OCHOBHOW 3arpy304HOM
3anuceio (MBR) unu c tabnuuen pasgenos Ha naeHtngukatopax GUID (GPT). Aucku
C Apyrumm Tunamm pasbrveHmns Ha fornyeckme pasgesnbl He nogaepxusarTcs (Hanpu-
Mep, AMHaMn4yecKme UCKun).

Mpn ncnonb3oBaHMM MeEXaHW3Ma 3alUThl AMCKOB Ha KOMMbIOTEpEe A0/MKHA bbITb yCTa-
HOBJIEHa TONbKO OAHa onepauuoHHas cucrema. Ecnm ycraHoBneHo Heckonbko OC,
rnocne BK/IIOYEHNSI MEXaHM3Ma B OAHOM M3 HUX HE rapaHTUPYeTCcs ycTonumBas paboTta
octanbHbix OC.

LLUndcdpoBaHue AaHHbLIX B KPUNTOKOHTEMHepax

Cucrtema Secret Net Studio npegocrasnseT BO3MOXHOCTb LWNGHPOBAHNSA COAEPXMMOIO
o6bekToB hannoBon cucrtembl (pannos 1 nanok). [Ansa onepaumin 3awndpoBaHns m
pacwndpoBaHUS NCMOSb3YIOTCA CheunanbHble XpaHuamiwa — KpunTtorpaduyeckme
KOHTEMHEepPbI NN KPUNTOKOHTENHEPDI.

dn3nMYecKn KpUNTOKOHTENHEp npeactaBnsetr coboi ann, KOTOpblIA  MOXHO
NOAK/YUTL K CUCTEME B KAYECTBE AONONHUTENBbHOr0 ANCKa. KpUnTOKOHTENHEpP SBNSI-
eTcs obpasoM amcka, HO BCe AENCTBMA C HUM BbINOMHSAKOTCA 4Yepe3 apaliBep
MexaHM3Ma WwudpoBaHums. [ipaliBep obecrneumBaeT paboTy C N0S1b30BaTENbCKUMN AaH-
HbIMU B KOHTENHepe B pexuMe "npo3padyHoro wmndpoBaHmns". To eCTb N0Ob30BaTENb,
nocne NoaKIYeHUs KpUNTOKOHTEHEpPa B KayecTBe ANCKa, BbIMOMHSET onepaunm ¢
dalinaMm Ha 3TOM AMCKE TaK Xe, Kak U Ha nboM apyroM HocuTene. JOomnonHu-
TENbHbIX AENCTBUI ANs 3alndpoBaHns UK paclimndpoBaHnsa dalinos He TpebyeTcs.
Bce kpuntorpacdunyeckme onepaunm ¢ hannamm BbiNOAHSAOTCS aBTOMaTUYECKMN.

KpMnNTOKOHTENHEPbI MOXXHO MOAKNI0YATb K CUCTEME C JIOKa/bHbIX AUCKOB, CMEHHbIX
HOCUTENEen UAN C ceTeBblX pecypcoB. JOCTYNHbIN 06beM Ans 3anmMcu AAaHHbIX yKa-
3blBAETCS MPWU CO34aHMN KPUMNTOKOHTENHepa. lMpegenbHoe orpaHnyeHne obvema
onpegensieTcs ncxoas n3 cBobogHOro NpoCcTpaHCTBa Ha pecypce un Tuna dannosomn
cucTeMbl. MMHMManbHbIM pa3Mep KoHTenHepa — 1 MB.

Ona pasrpaHnuyeHns [ocTyna nonb3oBaTenen K KpUNTOKOHTeMHepaM B cucTeme
Secret Net Studio npeaycMoTpeHbl cneaytouime npaea:

L UYTeHne JaHHbIX — NpeaocTtaBgeT TO/IbKO BO3SMOXHOCTU YTEHUA Q)aVIﬂOB B
KPUNTOKOHTENHEpe;

e MOJHbIM AOCTYN K A@HHbIM — NPeaoCTaBseT BOSMOXHOCTM UYTEHUS 1 3anncu daii-
/I0B B KPUMTOKOHTENHEDE;

e yrnpasfieHNe KPUMNTOKOHTEMHEPOM — MpPefoCTaBASET BO3MOXHOCTM YrnpaBieHus
CMUCKOM NOoNb30BaTenen, nMerLwmx AOCTYNn K KPUNTOKOHTEMHepy, a Takxe
YTeHWA 1 3anmMcun arnos.

Co3pnaHue Kpu NTOKOHTEMN HEPOB AOCTYNHO MNosib3oBaTeNnsdaM C COOTBETCTBy}OU.lEVI
anvaermeﬁ. Mo ymonuaHuio aTa NpuBUAerusa npegocraBneHa BCEM YYETHbLIM 3anu-
CAM, KOTOpPblE€ BXOAAT B JIOKaJibHblE rpynnbl aAMUHUCTPATOPOB NN nonb3oBaTenen.

MNMonb3oBaTenb, CO34aBLIMN KPUNTOKOHTENHED, NOMyYaeT NpaBo Ha ynpasieHne UM 1
B JajibHenweM MoXeT genermpoBaTtb (MpeAoCcTaBuUTb) 3TO NpaBoO AOCTyna ApYyromy
nonb3osBartento. MNpu HeobxoaAMMOCTM co3gaTeNlb KPUMNTOKOHTEHepa MOXeT 6biTb
yAaneH u3 cnucka nosb3oBaTenien ¢ npaBamMm AOCTyna C TEM YCII0BUEM, UTO B CNIMCKeE
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6yaneTt npucyTcTBOBaTh XOTS 6bl OAMH NOSIb30BATESb C MPaBaMn Ha ynpasieHue
KPUMTOKOHTENHEPOM.

Ons paboTbl C WNdpPOBaAHHLIMX pecypcaMm MNOoMb30BaTENM AO/MKHbI MMETb KJIOUM
wmndposaHus. MNpouenypbl reHepaumm 1 Bblaauym KOYEN BbIMOJHSATCS agMUHUCTpa-
TopoM 6e3omacHocTU. [Ans nonb3oBaTenein co3aalTCsa KoUYEBble Mapbl, Kaxaas u3
KOTOPbIX COCTOMUT N3 OTKPbITOrO U 3aKpbITOro Ktoden. OTKPbITbIE KIHOUM XpaHSATCSA B
obweM XxpaHunmuie (AN KAKYEN JOKaNbHbIX MOJSb30BaTeNen WCNOb3yeTCs
nokanbHas B[] Secret Net Studio, ansa AOMEHHbLIX — XpaHunuuie rnobanbHOro
KaTanora). 3aKpbiTble€ KJ/IOUYM XPaAHSATCA B KJOUYEBbLIX HOCUTENSX, MPUCBOEHHbIX
nonb3oBaTensiM. HocutenssMm ans XpaHeHus 3aKpbiTbiX Kto4yen (KawuyeBor MHbop-
Mauunmn) MOryT ABASTbCA MAEHTUDMKATOPbI MM CMEHHbIE HOCUTENN, TaKmne Kak el -
KapTbl, Qnew-HakonmuTenu n 1. n.

O6wuMe cBefeHUs O KJTIOUMEeBOMn cXxeme

Peanusaumsa kao4veBor cxembl WKUdpPoOBaHMUSA KPUNTOKOHTENHepoB 6asmpyeTca Ha
anroputMax FOCT P 34.10-2012, TOCT P 34.11-2012 n rOCT 28147-89. Bo Bpems
KpnnTorpacnyeckmx onepaunii reHepupyrTca W BbIYNCISIOTCA onpeaeneHHble
Habopbl K/OYEN 1N AONONHUTENbHbBIX 3HAYEHW, UCNOMb3YeMbIX A1 AOCTYyNa K

KPUNTOKOHTENHepy.

KpUNTOKOHTEMHEP COAEPXUT Creaytowme rpynnbl AaHHbIX:

e ynpaBnswwWwas MWH@POPMaUMA KpPUNTOKOHTENMHepa — npeacTaBnseT cobon
CTPYKTYpPY 3aMdpOBaHHbIX KAOYEN 1 3HAYEHWUI AN A0CTyna K
KPUNTOKOHTENHEpY;

. 3awundpoBaHHblIe OaHHble nosib3oBartenemn — KpunTtorpaduyecku

rnpeobpasoBaHHbIe (haisibl, MOMELLEHHbIE B KPUMTOKOHTENHEP MOJIb30BaTENSMU.

Ynpasnsiowas nHbopMauns KpunToKoHTeHepa (hopMUpPYeTCs Mpu ero cosaaHumu.
M3HayanbHO B 3TOW CTPYKType COBMECTHO C APYrMMU CBEAEHUSMU COXpaHseTcs
OTKPbITbIA K/OY MoJib30BaTesNsl, CO3AaBLIEro KpUnToKoHTeHep. [anee B npouecce
bopMMpoBaHMA CriMcKa NoJib30BaTeNen, MMELWNX A0CTYN K KOHTEeMHepy, OTKpbITbie
KOUYM 3TUX MOMb30BaTENEN TaKXe MOMEeLaloTcs B CTPYKTypy. C Mcnonb3oBaHWeEM
OTKPbITbIX K/IHOYEN WM PYIOTCS COOTBETCTBYIOLLME YAaCTU CTPYKTYPbI.

dannbl, NoMelwaemble Nosb30BaTENSAMN B KPUNTOKOHTENHED, WNHPYOTCA C UCNOMb-
30BaHMEM K/oueln wndpoBaHns, pacCYMTaHHbIX Ha OcHoBe 6a30B0Oro k4a Wwmdgpo-
BaHUsa — obuwero gns BCeX MNOSb30BaTeNnel KpPUNTOKOHTeMHepa. ba3oBbin Koy
WMdpOBaAHMSA reHEPUPYETCS NPU CO34AHUN KPUNTOKOHTENHEepa. BoluncneHme knoya
OCYLLLEeCTBASETCA NpU AOCTYNE K KPUATOKOHTEMHEPY C MOMOLLbHO 3aKpbITOr0 Ko4va
nonb3oBaTesns.

Ons pgononHuTenbHOW 3awnTbl 6a30BOro kaw4a WWUEHPOBAHUSA MOXET WMCNOMb-
30BaTbCs CneumanbHbli "KOpnopaTuUBHbIM Ktoy". JaHHbIA KNOY reHepupyeTcs npu
CO34aHMM  KPUNTOKOHTENHEepa, €ecnM BK/IYEH napameTrp  "Mcnonb3oBaTb
KOpropaTuBHbIA KAo4". K4y coxpaHseTcs B CUCTEMHOM peecTpe KoMMbioTepa W
NpUMeHseTCs AN 3awndpoBaHns 1 pacwmndposaHus 6a3o0Boro kwya.

Mpy ncnonb30BaHMM KOPNOpPaTMBHOMO K/o4a A0CTYN K KPUMTOKOHTENHEPY BO3MOXEH
rnpwv yC/I0BMU, €CIN KJTIKOY XPaHUTCA B CUCTEMHOM peecTpe (B 3alwmndpoBaHHOM BMAE).
MoaToMy Ansa AocTyna K KpUNTOKOHTENHEPY Ha APYrOM KOMMbIOTEPE KOPNOPaTUBHbIN
Kt04 Heo6XoAMMO MMMOPTMPOBATb B pEECTP 3TOro KOMMbloTepa.

CmeHa Knouen

B npouecce akcnnyaTaumMn CUCTeMbl CneayeT PeryfisipHoO BbIMOSHSATb CMEHY KtoYel
rnonb3oBaTtenen n 6a3oBbixX KYEN WNHPOBAHUSA KPUNTOKOHTENHEPOB.

CMeHa K/ito4den nonb3oBaTens BbiNMOAHAETCS CAMUM MoJsib30oBaTenieM Uan agMUHUCTpa-
TOopoM  6e3onacHocTu.  [epnoaMyHOCTL  CMEHbl  KJloYer  mosib3oBaTtenemn
KOHTPONIMPYETCA CUCTEMOM UM MOXET HacTpaumBaTbCad MNYTEM OrpaHU4eHums
MaKCMMaabHOr0 MU MUHWMANbLHONO CPOKOB AENCTBUSA Kouden. Mpu cMeHe Kito4den
nonb3oBaTenss B CUCTEME COXPaHAKTCA [ABE K/4YeBble Mapbl — TeKywasa u
npegpiaywas. MNpegpiaywiasa knovesas napa Heobxoamma ans nepewndpoBaHnS Ha
HOBOM KJ/IlO4E COOTBETCTBYIOLWEN 4YacTu ynpasnswoowen uHdbopmauum B
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KPUNTOKOHTENHEpax nonb3oBaTtens. [lpouecc nepewmndpoBaHns ynpasBnstowen
MHdOpMaLMM 3anycKaeTcs aBTOMaTUYECKM NOC/Ee CMEHbI KIHOYEN.

& BHumaHue!

ABTOMaTHYECKOE NepeLLnppoBaHne ynpaBnsiowen MHHOPMaLMU BO3MOXHO NpU YCNOBUWN AOCTYNHOCTY
KpUNTOKOHTEeWHepa. Hanpumep, ecriv KpUNTOKOHTENHED HEJOCTYNEH NO CETW UM HAXOAUTCS HA CMEHHOM
HOCUTENE, KOTOPbIA He MOAKMOYEH B JaHHbIA MOMEHT, — nepelumMgpoBaHne He npoucxoaut. B atom
crnyyae nocne CMeHbl Krioyen Ans nepewmdpoBaHns ynpasnatoLLen nHpopmaLmuy nons3oBaTento Heob-
XOAMMO BbIMOMHUTL Kakylo- 60 Omepauuio ¢ TakUM KPUNTOKOHTEMHEPOM (HanpuMmep, NOAKMIYATL
KPUNTOKOHTENHEP) A0 CNEAyIoLL el CMEHbI KIto4el. MHaye BO Bpems CneaytoLLei CMeHbl ByneT 3ameHeHa
npeaplaylias Knoyesas napa, U nonb3oBaTerlb He CMOXET NOMYYMTb JOCTYN K KPUNTOKOHTENHEPY 13-3a
HecoBnaaeHus kmioyen. [ins Bo3obHOBNEHNS focTyna noTpebyeTcs yoanuTb NONb30BaTeNs M3 Crmcka
MMEHOLLMX JOCTYN K KPUNTOKOHTENHEPY U 3aTeM CHOBa 106aBMTb B 3TOT CMIMCOK.

CMmeHa 6a3o0Boro ksw4a WUhpPoBaHUSA KPUNTOKOHTENHEPa BbINOJHAETCH MNOJb-
30BaTeNieM C NpaBaMu Ha yrnpasfieHne KPUNTOKOHTeNHepoM. [ns cMeHbl 6a30B0Oro
KtoYa MNonb3oBaTeNb MHUUMMPYET npoueaypy nepewndpoBaHns KPUMNTOKOHTEN-
Hepa, B pe3ynbTaTte yero Bce 3awndpoBaHHble AaHHble KPUNTOKOHTenHepa 6yayT
nepewmndpoBaHbl Ha HOBOM 6a30BOM kio4e. MNpu MCNONbL30BaHUM KOPrOpaTUBHOMO
K/t0Ya ero CMeHa NpoMcxoamT aBToOMaTnyeckn npm cMeHe 6a3oBoro Kioya.

Macnopt NO

MexaHu3mM "Macnopt MO" npegHasHa4vyeH Anst KOHTPOS cocTaBa M uenoctHoctu M0,
yCT@HOBNIEHHOr0 Ha 3awumuiaembix KomnbtoTepax. KoHTpone MO ocyuwecrBnsercs
NOCpeACTBOM CKAHWMPOBaHUS MCMONAHSEeMbIX (GanfoB M pacyeTa MX KOHTPOJSIbHbIX
cyMM. COBOKYMHOCTb KOHTpO/nMpyeMbix ¢ainoB Ha AMcKax KOMMbioTepa npea-
CTaBNseT NporpaMMHyto cpeay Ans cbopa faHHbIX U aHanM3a U3MeHEeHU .

PacnosHaBaHne McnonHsAeMbIX (annoB OCYLWECTBASETCA MO paclUPEHUsSM UMEH.
MepeyeHb pacwWMpeHnii K KaTanorm noucka ¢anioB MOXHO HacTpamBaThb.
CkaHupoBaHue BbIMOHSAETCH Nepuoanyeckn no pacnmcaHuio UaM B NPon3BOJSibHbIE
MOMEHTbl BpEMEH M MO KOMaHAe nosib30BaTens.

Mocne ckaHMpPOoBaHUSA MOMyUYeHHbIE AaHHbIEe O COCTOSAHMW NporpaMMHoi cpeapl (CMC)
3allMLLIAeMOro KOMMblOTEPA 3arpyXxalwTcs Ha cepeep 6e30MacHOCTU M MoJyyaroT
cTaTyC MNpoekTa nacrnopra Afa KOMMbioTepa. DTU AaHHble CPaBHWUBAKOTCA C pe-
3yNnbTaTamMu MNpeaplayLlero CKaHMpoBaHWs, KOTOPble XPaHATCA B BUAE YTBEPXAEH-
HOrO Macnopra. M3aMeHeHWs aHanU3MpyloTcs, M Npu HeoBXOAMMOCTM MPOEKT
rnacrnopra yTBEPXKAAeTcs B KauecTBe TeKyLLero nacnopra 3aLiuiiaeMoro KoMnboTepa.

MexxceTeBoun 3KpaH

Secret Net Studio obecneumBaeT KOHTpPO/Ib CeTeBOro Tpadmka Ha CETEBOM, TpPaHC-
MOPTHOM U MPUKIAAHOM YPOBHAX HA OCHOBE (pOpMMpPYyeMbIX NMpasBua puibTpaumn.

MoAcncTeMa MeXCeTeBOro akpaHupoBaHua Secret Net Studio peanusyert cneaytowme
OCHOBHblE PYHKLUMNK:

e (WUIbTPaLMs Ha CETEBOM YPOBHE C HE3ABMCUMMbIM MPUHATUEM PELUEHUI MO KaX-
[OMy MaKkeTy;

e ((dunbTpaunsa nakeToB cnyxebHbix npotokonos (ICMP, IGMP wu T.4.),
HeobxoanMbIX ANS AMAarHOCTMKW U yrnpaBneHuns paboToi ceTeBblX YCTPONCTB;

e  (GUAbTpauUMs C YY4ETOM BXOAHOIO M BbIXOAHOIO CETEBOr0 MHTepdelica Als npo-
BEPKM MOAJIMHHOCTM CETEBbIX aApPECOB;

e (UAbTPaUMsa Ha TPAHCNOPTHOM YPOBHE 3anpoCoB Ha YCTaHOB/IEHME BUPTYyasbHbIX
coeanHeHnn (TCP-ceccnin);

e (dunbTpauns Ha NpUKIAAHOM YpPOBHE 3arnpoCcOoB K MNpUKIagHbIM CcepBucaM
(pmnbTpauLmMsa No CMMBONBLHOM NOCNeA0BaTEIbHOCTU B NakeTax);

e (DUAbTPaUMA C YH4ETOM NOJIEN CETEBbIX MAKETOB;
e buabTpaums C y4eToM gaTbl/BpeEMEHM CYyTOK.
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OunbTpaumsa ceTeBoro Tpaduka ocylecTsnsercad Ha uHTepderncax Ethernet (IEEE
802.3) n Wi-Fi (IEEE 802.11b/g/n). CobbiTns, cBA3aHHble C paboTon MexceTeBoro
3KpaHa, perncrpmpyrotca B xxypHane Secret Net Studio.

ABTOpM3aUUuA ceTeBbIX COeANHEHUN

Mpu AencTBYOLWEM MEXaHM3ME aBTOPU3aLMN CETEBbLIX COEIMHEHUI OCYLLECTBIAETCS
nobaBneHume cneymanbHom cny>xebHon MHdopMaLnn K CETEBbIM NaKeTaM, C MOMOLL b0
KOTOpOli 06ecneunBaeTcs ayTEHTUUHOCTb U LIENIOCTHOCTb NepefaBaeMblX AaHHbIX U
3aWmTa oT atak Tuna Man in the Middle.

Moacmncrema aBTopu3aumm ceTeBbiX coeanHeHn obecneymBaeT:

e [OJlyYyeHMe C cepBepa aBTOpM3aLMn, BXOASLLErO B COCTaB KOMMoOHeHTa "Secret
Net Studio — Cepsep 6e3onacHocTn", npaBu aBTopM3aUnn coeanHEHN (CNNUCoK
rnapamMeTpoB COeAMHEHNI, B KOTOpble AobaBnsieTca ciyxebHas nHdopmauns);

e [oJlydeHMe C cepBepa aBTOPU3aLMKU CECCUOHHBLIX AaHHbIX Ana fobaBneHus
cnyxebHon nHdopmaunm;

e pnobaBneHune B CETEBOM Tpaduk crneymnanbHom cnyXebHon MHdopMaunum ans nake-
TOB, YAOB/ETBOPSAOLWMX NpaBMiaM aBTop1saumn;

e pasbop cneunanbHou cnyxebHon MHbOpMaLMM BO BXOAALWMX NakeTax u nepe-
Aayy uHdOpMauMM O KOHTEKCTe YyAaNneHHOro nofib3oBaTens B MNOACUCTEMY
MEXCEeTeBOro 3KpaHMPOBaHUS Ana hunbTpaummn no npasBmaaMm.

ABTOpM3aUNs CeTeBblX COeAMHEHWW ocyllecTBnseTcs Ha mHTepdencax Ethernet

(IEEE 802.3) n Wi-Fi (IEEE 802.11b/g/n).

OOGHapyxeHue U npeaoTBpaLLeHne BTOPXKEHUA

Secret Net Studio peanusyet obHapyXeHue n 6/0KMPOBaAHME BHELWHUX U BHYT-
PEHHUX BTOPXXEHMWI, HAanpaB/i€HHbIX Ha 3allULLAaeMbli KOMMbIOTEP.

HacTtpoiika napaMeTpoB MexaHu3Ma OCYLeCTBASETCS aAMUHUCTpaTopoM 6e30-
MacHOCTU C MOMOLbIO FPYMMOBbIX WU JIOKaNbHbIX MOIMTUK B NPOrpamMMme yrnpasieHuns
Secret Net Studio.

Bcs nHdopmMaumsa 06 akTMBHOCTM MexaHu3Ma obHapy>XXeHnsa n npeaoTepalleHuns BTop-
XXEHWUn peructpupyetcs B xxypHarne Secret Net Studio.

DyHKLUUA Onucanue

[eTeKkTopbl ®dunbTpaums BxoasLlero Tpaduka, Mcnonb3yemas 47151 6,10KMpPOBKU
ceTeBbIX aTakK | BHELIHMX aTaK. [leTekTopbl aTak hyHKUUOHMPYIOT Ha NMPUKIaZiHOM YPOBHE
mMogenu OSI. AHanuns BXOAAWMX AaHHbIX MPOU3BOAMTCS C MOMOLLbIO
N3y4eHu s NnoBeaeHmns

CurHaTtypHbIi | KOHTponb BXOASILLEro M CXOASILLEro CeTeBoro Tpadmka Ha Hanmume
aHanus 3/1EMEHTOB, 3aperncTpMpoBaHHbIX B 6a3e pelatowmx npasun (BPM).
ATaKytoLIMe KOMMbIoTepbl MOTYT 6/10KMPOBaTbCS Ha 3a4aHHbIV MPOMEXYTOK
BpEMEHMU

AHTUBMpPYC

Secret Net Studio no3BoNsSIET OCYLIECTBASATb 3BPUCTUYUECKWIA aHaNM3 AaHHbIX U
aBTOMaTUYUECKYI0 MPOBEpPKY Ha HanMuMe BPEeAOHOCHbIX MpPOrpaMM, 3aperncrpu-
poBaHHbIX B 6a3ze curHaTtyp. Mpu nMpoBepke KOMMbIOTEPA OCYLLECTBAAETCA CKaHWU-
pOBaHMWE XECTKNX ANCKOB, CETEBbIX Mamnok, BHEWHMX 3anoMUHaKLWMUX YCTPONCTB U
Ap. DTO No3BONAET 06HAPYXUTb 1 3a6/I0KMPOBaTh BHELIHWE U BHYTPEHHWNE CETEBbIE
aTaku, HanpasfieHHble Ha 3aLLMLLAEMbI I KOMMbIOTEP.

Hacrpolika napamMeTpoB yCTaHOBJIEHHOIO aHTUBMUPYCa OCYLLECTBNSETCA aAMUHUCTpa-
TOpPOM 6e3omnacHoCTK C MOMOLWbIO rpynnoBbIX W NOKaJIbHbIX MOJIMTUK B nporpamMmme
ynpasneHus Secret Net Studio.

Bcs nHdopMaums 06 akTMBHOCTM MexaHu3Ma perucTpupyeTtcs B xxypHane Secret Net
Studio.

[ns obecneyeHnst aHTUBUPYCHOMN 3alUNTbl MPeayCMOTPEHbI crieayolme QyHKUNK.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 30
MpvHUMNbI NOCTPOEHMUA



© KOMMAHMA "KOA BE3OMACHOCTN"

DyHKLUUA OnucaHue
MocrosiHHan MpoBepka (ainoB B pexunme peasnbHOro sBpemeHn. O6HapyxeHune
3awmTa KOMMbIOTEPHbIX BUPYCOB CUTHATYPHbBIMU U 3BPUCTUYECKMMU METOAAMMU

Npu NONbITKaX Mosy4YeHMs 40CTyNa K UCMOMTHSEMbIM (arinam, garinam
AOKYMEHTOB, N306paxxeHnii, apXmBoB, CKPUMTOB U APYrMM TUMNam
NOTEHLUMANbHO ONacHbIX (ainnos

KoHTekcTHOe MpoBepka, 3anyckaemasi NoS1b30BaTe/IEM U3 KOHTEKCTHOIO MEHIO B
CKaHupoBaHue nposoagHuke Windows

BbicTpoe/nonHoe | MpoBepku, 3anyckaeMble aAMUHUCTPATOPOM U3 NPOrpamMMmbl yrpaesieHus
CKaHupoBaHue

CKaHupoBaHue MpoBepka, 3anyckaemas No pacnucaHuto. MapamMeTpbl NPOBEPKU

Mo pacnMCaHUIO | HacTPaMBaATCA aAMUHUCTPATOPOM B NPOrpaMMe yrnpaeneHus.
MponyLeHHoe CKaHWPOBaHWE Mo pacnucaHuio (HanpuMep, KOMMNbITEP
BbIK/THOUYEH) NPUHYAUTENBHO 3aMyCKaeTCsl Moc/1e BOCCTaHOBNEHNS
paboTbl KOMMNbloTepa. ECm NponyLleHo HeCKOMbKO OANHAKOBbIX 3a4ad,
6YAET 3anyLieHa TONbKO O4HA U3 HUX

ABTOoMaTunyeckas | B Secret Net Studio peannsoBaHa BO3MOXHOCTb aBTOMaTUYECKOM

nposepka NpPOBEPKN CbEMHbIX HOCUTENEN NMPU NX NOAKTOYEHUN K KOMMbIOTEPY
CbeMHbIX

HocuTeneun

YpoBeHb B Secret Net Studio Bo3MOXeH BbI60Op YPOBHS @HTUBUPYCHOW 3alUUThbI
aHTUBUPYCHOM npu CKaHMPOBaHWN B peasibHOM BPEMEHM

3aWmnTbl

Mpoeepsiemblie Bo3MoxeH BbI6Op npoBepsieMbIx 06BbEKTOB (NaMsATb, 3arpy304Hble
06beKTbI CeKTOpbl, ANCKKN, KaTanoru, gannbl n CCbinkn Ha darbl)

Cnucok Co3paHue cnmucka 06bekToB ((aiios, kKaTanoros U ANCKOB), KOTOpble He
UCK/TIIOUYEHU N NpoBEPSIOTCSA NPU CKAHNPOBAHNN 06 BEKTOB B PEXMUME peanbHOro

BPEMEHW N NPU CKAHNUPOBaAHMK MO pacnmcaHmto. CNMCOK NCKNOYEHNI
AencTByeT rnobanbHO ANS BCEX BUAOB CKaHUPOBAHUS U HE
HacTpauBaeTCs OTAENbHO 4151 Pa3HbIX PEXMMOB (KPOMe CKaHNpPOBaHUS
no komaHae "lMpoBepuTb Ha BUpPYCbl (MFHOpUpoBaTb 6enbli CNUMcok)"

BbinonHeHue BO3MOXHO BbIMNOSTHEHWE CeAYOLWNX AENCTBUIA C 3apaxXeHHbIMU
AENCTBUMN C obbeKkTaMu: yaaneHue, U3onMpoBaHue (nepeMelleHne B KapaHTuH),
o6Hapy>eHHbIMU | 6/10kMpoBKa A0CTYyNa (TONbKO B pEXUME NOCTOAHHOM 3aLuThl),
BUpYyCaMM neyeHue. Bolbop peakunmn Ha obHapyXXeHHble BpeAOHOCHbIE NPOrpamMmbl
OCYLLEeCTBASIETCS B HACTPOKax NapaMeTpoB aHTUBMUPYCa

O6HoBneHue ABTOMaTMyeckoe 06HoBNeHNe H6asbl C cepBepa O6HOBMEHUN,
AQHTUBUPYCHbIX 3anyckaemoe B hOHOBOM pexunme, Uamn pyyHoe obHoBneHune 6asbl U3
6a3 BbI6paHHOWN AMpeKTopumn
KoHTponb MpoBepka HEM3MeHHOCTM 6a3bl CUrHaTYp NpK 3arpyske cnyx6bl v Npu
LIe/1IOCTHOCTH o6HoBNEeHUK. Npun HECAHKLMOHNPOBAHHOM U3MeHeHMN Ba3bl co3naeTcs
CUrHartyp 3anuce B XypHarne Secret Net Studio
YnpasneHue MpocMOTp NOMELLEHHbIX B KapaHTUH ¢hainnoB, BOCCTAHOB/IEHME U
KapaHTUHOM yaaneHue ¢ainos U3 KkapaHTMHa
OTKNI0OYeHue B Secret Net Studio peann3soBaHa BO3MOXHOCTb OTK/HOHEHNS
aHTUBMpYyCca aHTMBMpYyCa B NporpaMmme yrnpaeneHns

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 31

MpvHUMNbI NOCTPOEHMUA



© KOMMAHMA "KOA BE3OMACHOCTN"

[naBa 4
OpraHunsauma ueHTpariu3aoBaHHOro
yrnpaBrieHnuss CUCTEMON

B3aumopencrTByrowme KOMMNOHEHTbI

CepBep 6e3onacHocTH

OcHoBHble hyHKLMW cepBepa 6e30MacHOCTy

® oJjlyvyeHue nH@opMaLmm OT areHTOB Ha 3alMLLaeMbIX KOMMbIOTEPAX O TEKYLLEM
COCTOSIHMM paboumx CTaHuMI 1 ceccmsax paboTbl Monb3oBaTeENeNn;

e OnepaTtuBHOE NoslydeHne n nepegava cBeAeHu 0 cobbITnax TPEBOIrn, 3aperncrpum-
POBaAHHbIX Ha 3alinlLlaeEMbIX KOMMNbOTEPAX;

e OTNpaBKa KOMaHA ynpaBJIEHUA Ha 3allnlliaeMble KOMMNbKOTEPDI,;

e [oslydyeHue VIHd)OpMaLI,MM O COCTOAHUU 3alUNTHbBIX NOACUCTEM Ha KOMMNbOTEPAxX U
OTnpaBKa KOMaHA Ha UBMEHEHUNE COCTOAHUNA 3alLlUTHbIX NOACUCTEM,

e [ofnyyeHue n nepegaya Ha 3alinLiaeMble KOMMNbIOTEPbl NapaMeTpoB rpynmnoBbIX
NONUTUK, 3a4aHHbIX B Mporpamme ynpasneHus cucrembl Secret Net Studio;

® KOHTPO/Sb AENCTBUTENbHOCTU JIMLEH3UA HA WUCNONb30BaHWE KOMMOHEHTOB CUC-
TeMmbl Secret Net Studio;

o nony4yeHne nokKalibHbIX >XXYPHaJioB C 3allullaeMblX KOMMNbHOTEPOB U nepejaya
COAEepPXXUMOro XypHarsnoB B 6a3y AaHHbIX cepBepa 6e3onacHoCTH;

e 06paboTka 3anpocoB k 6a3e faHHbIX;
o apxXmBmnpoBaHMe N BOCCTaHOBJIEHUNE COAEPXKNMOTI0 XYPHa/oB B 6aze AaHHbIX;
* MpPOTOKONMPOBaHME OBpaLLEHM K CepBEpY.

CepBep 6e30nacHOCTM peann3yeT (PyHKLUMUN KOHTPOAS M yNpaB/eHUs 3alnLLiaeMbl MU
KOMMbIOTEPAMM MNPU YCNOBUM UX NogumHeHus. CepBepy MOryT 6bITb MOAYNMHEHbI KOM-
nbloTePbl C YCTaHOBMIEHHbIM KNneHToM Secret Net Studio, a Takxe KOMNbIOTEPbI NOA4
ynpasneHuem OC cemerictBa Linux ¢ yctaHoBneHHbIM MO Secret Net LSP (ans Takmx
KOMMbIOTEPOB HEKOTOPble MYHKLUNK cepBepa HEAOCTYIMHbI ).

Onsa pyHKUNMOHMPOBaHMSA cepepa 6e30nacHOCTU TpebyeTcs Hanmume CUCTEMbI YN paBs-
neHnsa 6asamu gaHHbIxX (CYB[), peanusyemoin cepsepom CYB MS SQL. Cepsep 6e30-
nacHoctn u cepsep CYB[ MoryT 6biTb YCTaHOBfIEHbl Ha pa3HbIX KOMMblOTEpax
(pekomMeHayeTCs) U Ha O4HOM KOMIMbIOTEpE.

CepBep aBTOpM3auMm

B cocraB N0 cepBepa 6e30MacHOCTV BXOAUT OTAEIbHOE NPUIoXKeHUe — cepBep aBTo-
pusauun. JaHHoe npunoxeHne obecrneunmBaeT paboTy MEXaHW3MOB MEXCETEBOMO
3KpaHa W aBTOpM3auMu ceTeBbiX coeanHeHuii. CepBep aBTOpu3aumu ycTa-
HaBnneaeTca n yaansetcs Bmecte ¢ [0 cepeepa 6e30nacHOCTH.

Mporpamma ynpaBneHus

MporpamMma ynpaBneHus yCTaHaBIMBaeTCa Ha pabounx mMecrax agMUHUCTPATOpPOB U
MCMoNb3yeTcs AN LeHTPasn30BaHHOro ynpasieHus 3alMLLaeMbl MU KOMIMbOTEPAMU.
MporpamMma ocyLlecTBnseT B3aMMOAENCTBME C CepBepoM 6e3onacHocTu, 4epes
KOTOPbIW BbIMNOSHAKTCA HE06X0aNMbIE AENCTBUS.

KnueHT B ceTeBOM pexume hyHKLMOHMPOBAHUSA

[Ons peannsaumn LEHTPanM30BaHHOMO YNpaB/ieHMs Ha BCeX 3alluMLaeMblX KOMMbHO-
Tepax gomkeH bbiTb ycTraHoBneH kaMeHT Secret Net Studio B ceTeBOM pexnme PyHK-
LMOHUPOBAHMSA. 3TN KOMMbOTEPbl HE06X0AMMO NOAYNHUTL cepeepaM 6e30nacHoOCTU.
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JomeHbl 6e3onacHoOCTHU

A\

B cnucreme Secret Net Studio peanvsaunsa LeHTpPannM30BaHHOro ynpaBaeHUs KOMMNbHO-
TepamMu U CUHXPOHM3aLMKN NapaMeTpoB 3aWwmTbl 6a3npyeTcs Ha KOHLEeNUUM AOMEHOB
6e3onacHocTn. [lomeHbl 6e3onacHoCTM PopMUPYIOTCA U3 06BEKTOB, BK/IIOYEHHbIX B
onpeaeneHHble KoHTelHepbl Active Directory — opraHmn3auuoHHble nogpasaeneHuns
(Organizational Unit) nnn secb gomeH AD. No aHanormnu c gomeHamum Active Directory
HeCcKonbKo AoMeHoB 6e3omacHocTn (CoO CcBOMMM cepBepamu 6e30MmacHoCTU) MOryT
06pa3oBbIBaTb N1eC AOMEHOB.

dopMmnpoBaHuMe NepBoro AoMeHa 6eszonacHocTn B gomeHe AD npoucxoauT nNpu ycra-
HOBKe NepBoro cepsepa 6e3onacHocTu.

CepBep 6e3onacHocTM mcnonb3yeT 6a3y AdaHHbIX cnyx6 obneryeHHoro gocryna K
katanoram Active Directory (Active Directory Lightweight Directory Services, AD
LDS). KoHTponb NonyyeHUs U NpMMEHEHWS NapaMeTpoB Ha 3allMLLAeMbIX KOMMbHO-
Tepax OCyLeCcTBSeTCs CaMnUM cepBepoM 6e30rnacHoCTy.

JoMeH 6e30MacHOCTM CO3AAEeTCs Kak YacTb CTPYKTYpbl Sleca AOMEHOB 6€30MacHOCTH.
[Ona neca HasHayaeTcs rpynna Monb3oBaTenein, KoTopbiM 6yayT npeaocTaBiieHbl
rnpaBa Ha CO3J4aHME HOBbIX AOMeHOB 6e30macHOCTM. 3Ta rpynna 6yaeT aABNsSTbCS
rpynnoi agMMHUCTPaTOPOB Nleca AoOMeHOB 6e3onacHocTu. Mpu cozaaHum goMeHa 6e30-
MacHOCTM Ha3HayaeTcs rpynna nofb3oBaTenein, KOTOpbIM 6yayT MNpeaocTaBfieHbl
npaBa aAMMHUCTPUPOBAHUS AOMeHa 6e3o0macHOCTW, — rpynna agMUMHUCTPATOPOB
[oMeHa 6e3onacHoCTH.

BHumaHme!

Urobbl obecneuwTb 6ecnepeboitHoe hyHKUMOHMPOBaHME 3alUMILAeMbIX KOMMLIOTEPOB, CreayeT
npeaycMOTpEeTb HannuMe B JoMeHe 6e30nacHOCTM NOCTOSIHHO paboTaloLLero pe3epBHOro cepeepa 6e3o-
MacHoCTH.

CeTteBas cTpykTypa Secret Net Studio

CeteBas cTpykTypa cucteMbl Secret Net Studio ctponTcs no npyHUMNY NOAYNHEHUS
3al M aeMblX KOMNbOTEPOB CeTU cepBepy 6e3onacHocTu. [Ans nog4MHeHns cepeepy
6e3onacHOCTN KOMMbIOTEP A0/MKEH 6bITb B COCTaBe AoMeHa 6e30nacHOoCTy.

B pamkax neca AOMEHOB MOXHO OpraHm3oBaTb (PYHKLMOHUPOBAHWME HECKONbKMX
cepBepoB 6€30MacHOCTM C NOAYMHEHUEM MO MepapXMyeckoMy npuHuuny. MNpu 3ToM
nepapxms MoAYMHEHUS CepBepoB He obs3aTenbHO AO/MKHa COOTBETCTBOBATb
CTPYKTYpe AOMEHOB B Jiece. Ha pucyHKe npeacraBfieH npuMep Mcnofnb30BaHUsS Hec-
Konbkunx cepsepos Cb1 — CB4.

Kaxxablin cepBep KOHTponMpyeT paboTy CBoen rpymnnbl 3aMLaeMblX KOMNbIOTEPOB U
nMeeT cBoto 6a3y AaHHbIX. [Tpy 3TOM HEKOTOpbIe onepaunmn AOCTYMNHbI U B OTHOLEHWNU
06bEeKTOB, OTHOCALLMXCHA K MOAYNHEHHbIM cepBepaM. Kak BUAHO U3 pUCYHKa, cepBepbl
6e3onacHoctn Cb2 n CB3 aBAs0TCS NOAYMHEHHbIMM NO OTHoweHuto k Cb1, a Cb4 —
NoAYNHEHHbIM MO OTHoWweHuto kK CB2.

CeteByto CTpyKTypy cuctembl Secret Net Studio MoXHO popMMpoBaTb C yyeToM
pasfnyHbIX 0COBeHHOCTEN MOCTPOEHUS CETU W pacnpeaeneHuns NOIHOMOUYMN Mexay
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agMnHucTpatopamMm. O4HUM U3 OCHOBHbIX (DaKTOpPOB, BAUAOWMX Ha dopMMpoBaHue
CeTeBOM CTpyKTypbl cuctembl Secret Net Studio, aBnsetrca BOMpoC HageneHus
NOSIHOMOUYMSAMM aAMUHUCTpaTopoB 6e3onacHocTu. MNpn HeobxoAuMMOCTM pa3fennTb
NOSIHOMOYMS aAMUHUCTPATOPOB cneayeT copMmpoBaTb AOMeHbl 6e30MacHOCTM Ha
6ase opraHuM3auWOHHbLIX NoApa3deneHuin. Takon BapuaHT MO3BOMSET B HYXHOM
obbeMe pasgenuMTb MNOMHOMOYMS aAMMHUCTpaTopoB 6e30MacHOCTM U aAMUHU-
cTpaTopoB aoMeHa Active Directory, NockonbKy B paMKax opraHu3aLnoHHOro noapas-
AeneHns agMmHuctpatopy 6e3onacHocTu MoryT O6bITb NpefocTaBfieHbl  Bce
HeobxoanMble NpaBa Ha aAMUHUCTPUPOBAHMUE.

O6MeH faHHbIMK MeX Ay KIIMeHTaMu 1M CepBEepOM OCYLLECTBASIETCA B peXume CeCCuit.
Mpn nepegaye gaHHbIX ncnonb3lyeTtcs nportokon HTTPS. Ha cepsepe gomkeH 6biTb
yCTaHoBNeH cepTudukaT ans obecnedeHuns 3amMTbl COEAMHEHU C CEPBEPOM.

YnpaeneHue komnbiorepamm ¢ C3U Secret Net LSP

B Secret Net Studio nMeeTCcA BO3MOXHOCTb LLEeHTPaIM30BaHHOr 0 yNpaBAeHUs, MOHUTO-
pyUHra n nony4YeHnsa NoKanbHbIX XYPHAN0B A/ KOMMNbIOTEPOB, (OYHKLUOHUPYOLWNX
noa ynpasneHuem OC cemeicrtBa Linux. a8 3TOro Ha KoMnbloTepax AOMKHO 6biTb
YyCTaHOB/IEHO CPeACTBO 3alwnTbl MHdopMaunm Secret Net LSP (Bepcnun 1.7 n Bbilwe) n
BbINOMIHEHA HaCTpoWKka yAaneHHoro ynpasneHus. OnucaHue nocneaoBaTeNbHOCTH
OeCTBMI ANg HAaCTPONKW yAaNeHHOoro ynpasaeHnsa cM. B JOKyMeHTauMm Ha 3TOT npo-
AyKT. CBeAeHMs O BO3MOXHOCTAX YMpaB/iEHUS KOMMbIOTEPAMW C YCTAHOBJIEHHbIM
Secret Net LSP npuBeaeHbl B fokyMeHTe [4].

Yn paBneHne oOMeHHbIMU NoJib3oBaTeNnAMU

HacTponka napaMeTpoB AOMEHHbIX Nonb3oBaTenen 4na paboTtel B cncreme Secret Net
Studio ocyliecTBnseTcs B MporpaMMe yrnpasneHus nosnb3oBaTenamu. lMporpaMma
BXOOUT B COCTaB CpeAcTB ynpasrneHus Secret Net Studio u gononHuTensHo npeaoc-
TaBNsieT BO3MOXHOCTW CO3A4aHUSA U yAANEHUS YYETHbIX 3anuncen, a Takxxe No3BOonseT
HacTpauBaTb OCHOBHbIE MapaMeTpbl No/ib30BaTenen u rpyn.

LWraTHble cpeactsa OC (OCHACTKM Ans yrnpasreHns nonb30BaTensaMmn) pekoMeHayeTcs
MCNoJb30BaTb TOMbKO A5 HACTPOMKM MapaMeTpoB, OTCYTCTBYIOWMUX B Mporpamme
ynpasneHus nonb3oBatensmu. MNpu co3gaHnM UM yaaneHuUmM y4eTHbIX 3anucen C
MCMNoJ/Ib30BaHMEM LUTATHbIX CPEACTB HEKOTOpble DYHKLUMWN YNpaBneHUs U KOHTPONS
MOryT 6bITb HEeAOCTYMHbl A0 CMHXPOHM3aUMM U3MEeHeHWI B cucteme Secret Net
Studio.

LIeHTpan n3opaHHoe xXxpaHeHune AaHHbIX

KoMnoHeHTbl cucteMbl Secret Net Studio wcnonb3yloT cneaylowme CTPyKTypbl
LLeHTpPaSM30BaHHOIr0 XpaHeHWS AaHHbIX:

e 6asza paHHbIX cepBepa 6e3onacHocTM Ha cepBepe CYB[ — coaepxuT
LeHTpann30BaHHbIE XYPHalbl U ONepaTUBHYO MHMOPMaLUIO AN MOHUTOPUHIa
CUCTEMDI;

e 6asa gaHHbIX cnyx6 AD LDS — coaepxuT napaMeTpbl cncrtembl Secret Net Studio,
OTHOCALLMECS K YYEeTHbIM 3anMuncsMm, CNUCKU cepBepoB 6e30MacHOCTM, CrUCKK
3/IEKTPOHHbIX MAEHTUMHOUKATOPOB N APYruX O6beKTOB ANS LEeHTPasiM30BaHHOro
ynpaBieHnsi CUCTEMOWN 3aLlUNThl.

PazpeneHne xpaHunuw, obycnosneHo crieuudukon obpaleHns K  AaHHbIM.
ObpalweHns OCyLLeCcTBASAKOT TOMbKO Te KOMMOHEHTbl, KOTOPbIM 3TO pa3peLleHo.
KOHTpOsb 1 pa3rpaHnyeHmne JocTyna K XpaHuauiam ocyLLecTBASIOTCA CaMOM cucre-
MOW, MO3TOMY OT agMMHUCTpaTOpa He TpebyeTcs AONONHUTENbHbIX AEWCTBUMN ANS
obecneyeHuns 3awmnTbl obpaLleHunin.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 3 4
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MpunoxeHue

Heo6xoauMble npaBa AN YCTaHOBKX U ynpaBreHus

Cucrema Secret Net Studio obecneumBaeT BO3MOXHOCTU BXOAA W BbIMOSHEHUSA
onepaunin ans nobbix 3aperncTpupoBaHHbIX MoJib30BaTeNen B paMkax NOTHOMOYNNA,
KOTOpbIMM OHM 06nagatoT B OC 1 MexaHM3Max 3aWwnTbl. 19 YCTaHOBKU KOMMOHEHTOB
Secret Net Studio n ynpaBneHuns paboToii cMCTeMbl MoSib30BaTENN AOMOHUTENbLHO
OOMKHbI 06n1agaTh onpeaeneHHbIMM aAMUHUCTPATUBHBLIMKU NosHoMounsMm. CocTtaB
HeobxoAMMbIX MNpaB W MNpUBUNErMin Ans aaAMUHUCTPUPOBAHMS 3aBUCUT  OT
BbIMOJIHAEMbIX Onepaunii.

[Ons aBTOHOMHOro pexuma yHKUMOHMpoBaHusa yctaHoBka MO knveHTa Secret Net
Studio n Bce dyHKUNM ynpaBneHns AOCTYMNHbI NOSib30BaTeNsAM, BXOAAWMM B JIOKaslb-
HYIO Fpynny aAMMHUCTPATOPOB KOMMbioTepa. HekoTopble dyHKUMKM (Hanpumep,
ynpasneHue xypHanom Secret Net Studio) moryt 6bITb NnepeaaHbl ApyruM Mnosab30-
BaTeNnsaM nyTeM NpeaocTaBNeHUs COOTBETCTBYIOWMX NPUBUAETrUIA.

Huxe B AaHHOM pasgene nMpuMBOANTCS CMUCOK OCHOBHbIX onepauuii nNpuv UCnonb-
30BaHuMu cuctembl Secret Net Studio B ceTeBoM pexumme pyHKUMOHMpOBaHUS. [ns
KaXxaoWm onepaummn yKasaHbl yYeTHble 3anncu, Ans KOTOpbIX AOCTYMHO BbIMOAHEHME
AencTBUI. Micnonb3ytoTcs crieaytouime ycnoBHble 0603HauYeHUs yUeTHbIX 3anmcei:

e AAMMHMUCTpaTOpbl Neca AOMeHOB 6e30mMacHOCTM — [0/b30BaTeENM,
BKJIIOYEHHbIE B FPynny aAMMHUCTPaTOpPOB fleca AoMeHoB 6e3omacHocTM Secret
Net Studio (rpynna ykasbiBaeTcs npun yCTaHOBKe cepBepa 6e3onacHoOCTu, ecnu
BbI6paH BapuvaHT CO34aHUsa AOMEHa B HOBOM Jlecy AOMeHOB 6e30nacHOCTU — TO
€CTb yCTaHaBnuBaetcs nepsbi Cb B necy goMmeHoOB 6e30macHoCTL);

e AaMMHUCTpaTOpbl AOMeHa 6e30MacHOCTU — MoJ/b30BaTeNn, BK/OUYEHHbIE B
rpynny agMMHMUCTPaTOpPOB AoMeHa 6e3onacHocTu Secret Net Studio (rpynna yka-
3blBAETCS NPW YCTaHOBKE cepBepa 6e30macHoCTM, ecin BbibpaH BapvaHT co3aa-
HWS HOBOrO AoMeHa 6e30MacHOCTM — TO eCTb yCTaHaBnmMBaeTcs nepsbili Cb B
AoMeHe 6e3omnacHoCTK);

e Administrators — nonb3oBaTenu, BK/OYEHHbIE B CTAHAAPTHYIO JIOKANbHYO
rpynny agMMHuCTpaTopoB koMnbioTepa (Administrators);

e MpuBunernsa <HasBaHue_npuvBuIIE€rumn> — rnonb3oBaTes M, KOTOPbIM Ha3Ha-
YeHa yKa3daHHasd NnpuBunerns.

YcTtaHoBKa U yaaneHuwe KOMNOHEHTOB

OCHOBHble onepaLumn rMpu yCTaHOBKE UM yAaneHUM KOMMOHEHTOB cucTeMbl Secret
Net Studio npeacrasneHsl B cieayoLMx Tabanuax.

Ta6n.1 YcraHoBKa u yaaneHue cepsepa 6e3onacHoOCTH

YyerHble 3anMcu C npaBaMy Ha
Onepauus
BbIMOJIHEHNE
Co3paHue rpynn nonb3oBaTenen ANA aAMUHUCTPaATOpPOB Monb3oBaTenu c npasamun AJ19 CO34aHNA
neca poMeHa 6e30nNacHOCTM U aAMMHUCTPaTOPOB AAOMEHA rpynn B aoMeHe AD 1 ANn§ BKTIOYEHUS
6e3onacHocTHn nosib3oBaTenien B rpynnel
YcraHOBKa C co3jaHUEeM JOMeHa B HOBOM Jiecy JOMEHOB Administrators (4OMeHHbI Nonb-
6e3onacHocTH 3oBaTenb) + AAMUHUCTPATOPbI AOMEHA
6e3onacHocTn
YcraHoBKa C co3gaHMEM HOBOro foMeHa 6e30nacHoOCTu B Administrators + AgMMHUCTpaTopsbl fleca
CyLLeCcTBYIOLWEM necy AoMeHoB 6e30onacHocTH +
AAMUHUCTpaTOpbl AOMeHa 6e30macHoCTH
YcraHoBKa c go6aBseHneM cepBepa B CyLLeCTBYIOLUNA Administrators + AgMuHUCTpaTopsbl fieca
AoMeH 6esonacHoCTHU AomeHoB 6e3onacHoOCTH +
AAMUHUCTpaTOpbl AOMeHa 6e30nacHoCTH
Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 3 5
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Onepauus

YuyeTHble 3anMcu c npaBaMm Ha
BbIMOJIHEHMNE

YaaneHue B LUTaTHOM peXXUMe: C OHOBPEMEHHbIM
yAaneHueM cepsepa U3 CTPYKTypbl OY

Administrators + AaMnHucTpaTopsbl
AoMeHa 6e3onacHocTn

YpaneHue B HEWITAaTHOM peXkuMe: 6e3 KOPPEKTM POBKM
CcTpyKTYypbl OY1

Administrators

1Orlepal.wu;l, B pe3ynbTaTe KOTOPOW Ha KoMnbtoTepe 6yaeT yaaneHo NO cepeepa 6e3o0nacHoOCTH,
HO MHOpMaLMs 0 cepBepe ocTaHeTcs B CTpykType OY. [Ans yaaneHus cepeepa U3 CTPYKTYpbl
MOXHO MCMONb30BaTh MporpaMMy yrnpaeneHus (cM. cTp.37). JaHHbIi BapnaHT BO3MOXEH, ecnu
B CMCTEeMe NpUCYTCTBYeT XoTs 6bl oauMH cepBep 6e30nacHOCTW, AOCTYMHbIA A5 NOAK/IHOYEHUS
nporpamMmbl. [pu HewTaTHOM yAaneHMu MOCNefHero cepBepa seca AOMEHOB AaHHble neca
[oMeHOoB 6e30MacHOCTN YHUYTOXalTCS Npu yaaneHuu MO cepsepa.

Tabn.2 YcraHOBKa M yaaJieHne KJIMeHTa

Onepauusn

YyeTHble 3anMcm C npaBaMm Ha
BbIMNOJIHEHUE

YcTaHOBKa C NOAK/IIOYEHMEM K cepBepy 6e3onacHocTH

Administrators + AaMnHucTpaTopsbl
AoMeHa 6e3onacHoOCTU

YcraHoBKka 6e3 noakloueHus k cepsepy 6esonacHocrml

Administrators

YpaneHuwe c ogqHOBpPEMEHHbIM yAaslIeHUEeM KJIMeHTa U3

Administrators + AaMuHUcTpaTopbl

CTPYKTYpbI OY

noMeHa 6e3onacHoCcTn

YananeHue 6e3

KOPPEKTUPOBKMN CTPYKTYpbl OY?2 Administrators

1Orlepal.wu;l, B pe3y/nbTaTe KOTOPOW Ha KoMnbloTepe 6yaeT yctaHoneHo MO KNMeHTa, HO KNUEeHT
He 6yaerT cBs3aH C cepBepoM 6e3onacHocT B cTpyktype OY. [Ansa pobaeneHus
COMOCTaB/IEHHOr0 K/INMEHTy areHTa B CTPYKTYPY W MNOAYMHEHMS ero cepBepy 6e3onacHocTu
MOXHO MCMOMb30BaTb NporpamMmMy yrnpasneHuns (cMm. ctp.37).

2Onepauvlﬂ, B pe3yfnbTaTte KOTOpoW Ha KomnbloTepe 6yaer yaaneHo MO knneHTa, HO nMHoOp-
Maums 0 KIIMEHTe ocTaHeTcsa B CTpykType OY. [1nga yaaneHus COnoCTaBNeHHOro KIMeHTy areHTa
N3 CTpyKTypbl OY MOXHO MCNOAb30BaTb NporpamMMy ynpasneHus (cMm. ctp.37).

Ta6n.3 YcraHOBKa M yaasieHue nporpamMmbl ynpassieHus

YyeTHble 3anvcu c npaBaMm Ha

Onepauml BbiMOJIHEHUE

YcraHoBKa Administrators

YpaneHnue Administrators
HacTpoika MexaHM3MOB 1 ynpaBneHne napameTpamu 06LeKTOB
OcHOBHblEe onepauuMu Npu HacTpomke MexaHW3MOB 3awuTbl cuctembl Secret Net
Studio M wu3MeHeHMM napameTpoB 06bLEKTOB (NOsb30BaTesnielr, KOMMbIOTEPOB)
npeacTaBfieHbl B cneaytowen tabnmue.
Ta6n.4 HacTpoiika MeXxaHU3MOB U ynpaBJjieHue napaMmeTpamm o6beKToB

YyeTHble 3anucu c npaBamMm Ha
Onepauusn

BbIMNOJIHEHUE

Co3fnaHue M ypaneHuve rpynn nosib3oBarenen

Monb3oBaTenun C NpaBaMu A1 CO34aHUSA
W yaaneHusl y4eTHbIX 3anuncei B JOMeHe
AD + Administrators

Co3paHue u ypaneHue nosib3oBartenem

Monb3oBaTenun C NpaBaMu AN1s1 CO34aHUA
W yAaneHns y4yeTHbIX 3anncer B JOMeHe
AD + AaMUHUCTpaTOpbl AOMEHA
6esonacHocTn + Administrators

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
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Onepauus

YuyeTHble 3anMcu c npaBaMm Ha
BbIMOJIHEHMNE

YnpaBneHue napaMmeTpamMu nosb3oBaTeneii, NpucBoeHne n

HacTpoika naeHTudrKaTopos

AAMMHUCTpaTOpbl AOMeHa 6e30nacHOCTH
+ Administrators

@dopMMpOBaHME CMUCKA KOMMNbIOTEPOB A/ BXoAa B
MAK "Co6onb"

ALMUHUCTPaTOPbl loMEHa 6€30MacHOCTH

Ynpasnenue knouvamum LY NAK "Co6onb"

AAMMHUCTpaTOpbl AOMeHa 6e30nacHOCTH
+ Administrators

JlokanbHoOe ynpaB/jieHMe napaMeTpaMm KOMMNbloTepa:
peAakTUpoBaHue yyeTHOW MHcpopMauum, noakitoveHmne
MAK "Co6onb"

AAMUHUCTpATOpPbI AOMEHa 6e30nacHoOCTH
+ Administrators

YnpaBnenue napamerpamm KL-3MNC

AaMMHUCTpaTOpbl AOMeHa 6e30nacHOCTU
+ Administrators

Pabota ¢ nporpamMmoi ynpaBneHus B LIEHTpanM3oBaHHOM peXxume

OcHOBHbl€ Onepaumm B NporpamMmme yrnpasneHuns cucremol Secret Net Studio npeacras-

NeHbl B criegytoulen Tabnmue.

Ta6bn.5 Ucnonb3oBaHue NporpaMmmbl yripaBjieHUs

Onepauusn

YyeTHble 3anMcum C npaBaMm Ha
BbIMNOJIHEHUE

MopkntoyeHune Kk cepeepy 6e30o0nacHOCTM U NPOCMOTP
nHdbopMmauumn

Mpuennerns "MpocmoTtp nHdbopmaumn" ans
cepBepa NOAKII0YEHNS

KoHdurypuposaHmne areHtoB (ao6aBneHne B CTpyKTypy
OY, yaaneHue, nogquMHEHME N HaACTpolika napaMeTpoB B
pexxmme KoHhbUrypmposaHus)

AaMUHUCTpaTOpbl AOMeHa 6e30onacHoCTH

KoHdurypuposaHmne cepsepoB 6esonacHocTun
(no6aBnenune B cTpykTypy OY, yaaneHuve, nogumHeHne n
HacTpoika napaMeTpoB B pe)xMMe KOHhurypmposaHus)

AAMUHUCTPaTOPbl loMeHa 6e30nacHoCTH

KoppekTnpoBka CTpyKTypbl OY nocne HewTaTHoro
ynaneHus cepsepa 6esonacHOCTU: yaaneHue cepsepa
npu noaxkntouyeHun k Cb B Apyrom foMeHe B TOM e
necy?

AaMuUHUCTpaTopbl AoMeHa 6e3onacHoOCTY (B
AOMeHe cepBepa noakntoYveHns) +
AAMUHUCTpaTOpbl AOMeHa 6e3onacHOCTH (B
[OMeHe ylaneHHoro cepeepa)

Hacrpoiika napamMeTpoB rpynmnoBbiX NOJIMTUK AOMEHOB U
opraHv3auMOHHbIX NnoApasaeneHun

AOMUWHUCTPATOPbI JIOMeHa 6e3onacHoCTH +
MpusBunerns "PepakTnpoBaHue NoamMTMK"
ANsi cepBepa NoAKIoYeHUs

YaaneHHas HacTpoWkKa JIoKaJibHbIX NapamMeTpoB Secret
Net Studio: napameTpbl 10KanbHOW MONUTUKN
6e3onacHocTH, annapaTtHaa KOHdUrypaumsa, coctrosHne
3alWMTHbIX MEXaHU3MOB

Mpueunernn "PepgaktnpoBaHne NonnMTuK" +
"BbINOTHEHME onepaTnBHbIX KOMaHA" Ans
cepBepa NOAKII0YEHNS

BbINoJIHEHME KOMaHA ONepaTUBHOrO yrpaBsieHusl
KOMMblOTepamu: 610kMpoBKa, Nepesarpyska,
o6HOB/IeHNE NONINTUK

Mpuennerns "BoinonHeHWe onepaTMBHbIX
KOMaHA" Ans cepsepa NoAKIYeHNs

3anyck npouecca BHeouepeaHoro c6opa >KypHasnoB C
3aWMLLAaeMbIX KOMNbIOTEPOB

Mpusunernsa "Co60p xypHanoB no komaHae"
ANs cepBepa NoaKIYeHUs

3anyck npouecca BHeOYepeaHOro apxmBUpoBaHMUS
»kypHanos B B[] cepsepa 6e3onacHocTu

lMpuBunerus
"ApX1MBUpOBaHNe/BOCCTaHOBEHNE
XypHanos" Ansa cepsepa noaKIto4eHNs

KButupoBaHue cobbiTuit TpeBoru (NoaTBepXxaeHue
npuemMa nHdpopmaumm)

Mpuennerns "KentnposaHue coobLieHnii o
Tpesorax" Ans cepBepa NoAKIYeHNs

1 Onepaunsa BbinonHsetcs, ecnn MO cepBepa 6e3onacHOCTM 6bI10 yAaneHO B HeWTaTHOM
pexunme 6e3 KoppeKTUpoBKKU CTPYKTYpbl QY (CM. cTp.35) 1 Npu 3TOM ANS NOAKIHOYEHUS NMpor-
pammbl gocTtyneH Cb B ApyroM AOMeHe TOro xe neca. Ecnv MoXHO BbINOMHUTL MOAKIIOYEHNE K
cepBepy B TOM Xe [OMeHe, ANnS yaaneHus obbekta M3 CTPYKTypbl A4OCTAaTOYHO MOSTHOMOYMNA,
TpebyeMbIx Npy KOHPUryprupoBaHum cepeepos 6e3onacHoOCTM (CM. Bbile).

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
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OueHka pa3mepa B[l aona cepBepa 6e3onacHoOCTH

Ons ycTtaHoBKM M (PYHKUMOHMPOBaHMSA cepBepa 6€30MacHOCTU B CUCTEME AOJDKEH
6bITb ycTaHoBneH cepeep CYB[J. YT06bl 06ecneunTb MNPOVM3BOAUTENBHOCTb U
HeobxoanMMoe BpeMsi XpaHEeHWs HaKOMMEHHbIX AAaHHbIX, NpeABapuUTeNbHO cneayer
oueHnTb pasmep 6yayuiel 6a3bl AaHHbIX U HYXHbI 06beM AMCKOBOrO NPOCTpPaHCTBa
Ha KoMmnbloTepe cepeepa CYB[. Ucxoas u3 pe3ynbTaToB OLEHKM MPUHUMAETCH
peweHune o Bbibope peaakumun CYB[ (cBo6oaHO pacnpocTpaHseMble peaakunm UMeroT
orpaHuyeHue Ha pa3mep 6a3bl JaHHbIX) M annapaTHOM KOHMUIypaummn KoMnbloTepa.

OCHOBHbl€ KpUTEPUW A5 OLIEHKMU

MoTok cobbITUIN — KONMYECTBO perncrpupyemblix cobbiTUA B TeyeHue ornpege-
JIEHHOro nepuoga BpeMeHW. ba3oBoe 3HayeHMe — MNOTOK COObITUI B CeKyHAy
(Events Per Second, EPS). CymMunpytoTCcs CObbITUSA, PErMcTpupyemMble B LUTATHbIX
xypHanax OC un B xypHane Secret Net Studio. Hy>XHO yunTbiBaTb, YTO Ha NOTOK
cobbITUI CyLLEeCTBEHHO BAMSAIOT pOSib KOMMbOTEpa B cucTeMe (cepsep, pabouas
CTaHUMA), @ TakXe 3a4aHHble napaMeTpbl PYHKUNOHUPOBAHUS U permcrpaumun B
noacucremax.

Pasmep 3anuceii o cobbiTnax — obbeM coxpaHseMoin nHdopmaumm o cobbITUAX B
3anuncsax XXypHasioB. 3aBUCUT OT 3aNOJIHEHMS MOJIel B 3aNMCAX PasMYHbIMU AaH-
HbIMM: ONMcaHusA cobbITU, cBegeHnsa o6 UCTOYHUKaAX U obbekTax, Apyrme AaH-
Hble. Pa3mep 3anucm o cobbITUM MOXET BapbMpOBaTbCs B LUMPOKUX Mpeaenax,
Nno3TOMy LienecoobpasHo OLueHMBaTb cpefHee 3HayeHme.

CpoK XpaHeHM sl XXypHasioB — OrnpeaesisieT BpeMsi XpaHeHUs X ypHasoB B 6a3e aaH-
HbIX M B apxuBax. XXypHasbl A0MKHbI 6blTb AOCTYMHbI AfS ONepaTUBHOMO
NnosyyeHust cBeAeHUn 06 MHUMAEHTAX U HapyLUEeHUsAX NoAMTMKKU 6e30MmacHocTH,
LN NpoBeAeHMs ayanTa 1 onpeaeneHms noteHumanbHblx yrpo3. Cpok XpaHeHus
XKYPHanNoB A0/KeH 6blTb AOCTATOYHbIM, YTOBbI OCYLLECTBAATL PETPOCNEKTUBHbI
aHasM3 COCTOSIHUS CUCTEMBI.

MpumeyvaHue.
[Onsa obecneyenns pabotocnocobHocTn cepsepa CYB[ M MUHUMM3aLMN M3aepKeK Ha NOAAEepXKY
WHPACTPYKTYpbl HEOBXOAMMO PErynsipHO BbIMOMHATL apXWUBaLMK XypHanoB. Mo ymonuaHuio
apxuBbl coxpaHstoTca B nogkatanore \Archive kaTtanora yctaHoBkn cepsepa GesonacHocTty. Mpu
HeoBX0MMOCTN apXMB MOXHO 3arpy3uTh B 6a3y AaHHBIX ANs aHanuU3a CoAePKMMOro XpaHsILLMXCS B
HeM XypHanoB.

Huxxe paccmaTpmBaeTcs npumep pacyeTa ana tTunosor AC knacca 3awmweHHoctm 1T,
cocrosien n3 ogHoro cepsepa 6esonacHocT 1 100 KIMEHTCKMX KOMMbIOTEPOB. [Ans
cepBepa 6e€30MacHOCTU MUCMob3yeTcs KoMnbloTep nog ynpasneHnem OC Windows
Server 2012, ans knneHtoB — OC Windows 8.

Ta6n.6 Motok cobbiTUI U cCpeaHUIA pa3Mep 3anucen Ha cepBepe

6e3onacHocTun
CpeaHee KOJIMYECTBO CpeaHmMi pasmep 3anucu
2y LEL L] cob6biTuii B cekyHay (EPS) (6auT)
LUTaTHble >xypHanbl OC 3 1000
XypHan Secret Net Studio 0,05 800
Ta6n.7 MoTok cobbiTUiA U cCpeaHU pa3Mep 3anucen Ha KJIMeHTe
CpepgHee KONM4ecTBo CpeaHui pa3Mmep 3anucu
QYRR R cobbiTuin B cekyHay (EPS) (6awuT)
LraTHble >xypHanbl OC 1 1000
XypHan Secret Net Studio 0,05 800
Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 38
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Tabn.8 O6bem >xypHasioB

O6bem O6bem
3anonHeHue bl
Konunuecrso >KypHanos B B[] |>ypHanos B
XypHanbli ” 3a AeHb -
cobbiTUil B A€Hb (MB)1 3a 7 oHen apxuBe 3a 1 roa
(MB)2 (MB)3
Cepsep 6e3onacHocTn, 1 koMnbloTEpP
LirtaTHbie XxypHanbl OC | 259 200 259,2 1814,4 2 365
XypHan Secret Net 4 320 3,5 24,2 31,5
Studio
KnueHt Secret Net Studio, 100 koMmnbrOTEPOB
LTaTHble >xypHanbl OC | 8 640 000 8 640 60 480 78 840
XypHan Secret Net 432 000 345,6 2419,2 3153
Studio
Bcero pna cepsepa 6e30nacHOCTU U KJINEHTOB
9 248,3 64 737,8 84 390

Tykazan pasMep Tabnuu, coaepXkawmx XypHanbl cobbituin. O6wmn pasmep 6asbl AaHHbIX
3aBUCUT TaKXXe OT pa3MepoB XypHana TpaH3aKUui U MPOBOAUMbBIX Oornepaumii no onTMMmM3aunm,
oxartuto 6asbl.

2I'Ipvl ucrnonb3oBaHnm CYBO MS SQL Express 2012 (B paHHOM pepakumu AencTeyeT
orpaHuyeHue Ha pasmep 6a3bl B 10 'b) cnenyer yMeHbLWNTb YMC0 MCTOYHMKOB AaHHbIX. Ons
3TOr0 MOXHO COKPaTUTb KOJTMYECTBO MOAYMHEHHbIX KOMMbloTepoB A0 10 nnb6o B napameTpax
nepefaym noKanbHbIX XYPHaN0B OTK/TI0UNTb CO0p WTaTHbIX XXypHanos OC.

3¢ YUYETOM CXaTnsa apxmea c koadduumeHTom 40:1.

BHumaHue!

Urobbl He yBenmumBancs obwuii obvem 6asbl M COXpaHsnacb NPOM3BOAWTENBHOCTb, PEryNSipHO
BbINOMNHSAATE OnepaLym no apxusupoBaHuio noros CYB[ n onTumnsaumm cTpykTypbl 6a3sbl 4ns yaaneHus
NyCTbIX CTpaHUL M AedhparmeHTaumm 3anucei B 6ase. B cnyysae nepenonHeHus 6asbl (Mpy Mcnons30BaHm
cBobogHo pacnpocTpaHsieMbix CY B[, umetoLmx orpaHuyeHns no pasmepy 6asbl) HE06X0AMMO BbINONHNTL
[ENCTBUS N0 ounCTKe 6a3bl AAHHbIX, ONUCAHHBIE B JOKYMEHTE C KOMMEHTapUSIMU K BbIMYLLEHHO BEpCUM
(Release Notes).
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PekomeHpaumu no HacTpomnke AN COOTBETCTBUA TpeboBaHUAM
0 3awumTe nHopmaumm

B pa3gene npuBeaeHbl 3HadeHns napaMeTpoB 6e3onacHocTu Secret Net Studio, koTo-
pble peKoOMeHAYyeTCs YCTaHOBUTb B LLeNsiX COOTBETCTBUS MH(OPMALMOHHON CUCTEMBI
TpeboBaHMaAM O 3awmnte uHbOPMaunn, npegbaBaseMbiM K MHGOOPMALMOHHbBIM
cMcTeMaM pasIyHbIX TUMOB M K/1AaCCOB/YPOBHEN 3alLNLLEHHOCTH.

HactpouTb napameTpbl 6e30MacHOCTM AO/MKHbIM 06pa3oM MOXHO BPYYHYHO MU C
MCNOMb30BaHWEM CTaHAapTHbIX wabnoHoB napameTrpos 6e3onacHocTV ans MHop-
MaLMOHHbIX CUCTEM pa3NINYHbIX TUMOB M KNACCOB/ypPOBHEN 3alNLEHHOCTM (CM. AOKY-
MeHT [4], pa3gen "HacTtporika napametpos 6e3onacHoctun").

MpumeyaHue.
CraHpgapTHble WwabnoHbl napameTpoB 6e30nacHOCTY He NoaaepkuBatoTcs knneHTamu Secret Net LSP.

ABTOMaTVI3VIpOBaHHbIe CUCTEeMbI

MNpun onpeaeneHHbIX BapnaHTax HacTporikn cuctema Secret Net Studio obecneunBaer
CcoOoTBETCTBME TpeboBaHMSAM ANa Cneayowmnx K1accoB 3alinLLEHHOCTU aBTOMaTU3n-
poBaHHbIX cuctem (AC) cornacHo knaccugukaunm gokymeHTa "PykoBoaswniA AOKY-
MeHT. ABTOMaTM3MpOBaHHbIE CUCTEMbI. 3alimMTa OT HECAHKLMOHUPOBAHHOIro AOCTyna
K nHdopmauunmn. Knaccubmkaums aBTOMaTU3MPOBAHHbIX CMCTEM M TpeboBaHus no
3awmTe nHdopmaumnn':

e ACnepBol rpynnbl:

e 1b;
e 1B;
e 1TI;
e 1..
e ACBTOpOM rpynnbi:
o 2A;
e 2B.
e ACTpeTbewn rpynnsbl:
o 3A;
e 3B.

MUcnonb3oBaHue cpencTB 3alumThbl 3arpy3km

B AC 0omkHbI MPUMEHATLCSA CPEACTBA, MCKIIloYaloLLMe AOCTYN NoMb30BaTeNs K pecyp-
caM KoMNnbloTepa B 06X04 MEXAHW3MOB CUCTEMbI 3aLUThl. ns cucrem noboro Knacca
[0 1B BK/IIOUNTENbHO B KQUeCTBE TaKUX CPeACTB MOryT MCMNOJ/Ib30BaThCA:

e u3pgenue "MporpaMMHo-annapaTHbIi komnnekc "Cobonb";
e u3genue Secret Net Card.

Mpu ncnonb3oBaHun Secret Net Studio Ha BMPTyanbHbIX MaWMHaxX B BUPTyanbHOMN
MHpacTpykType Ha 6a3e npoaykToB VMware Infrastructure nnnm VMware vSphere B
KayecTBe CpeAcTBa AOBEPEHHOM 3arpy3kn BUPTYasbHbIX MAalWMH MOXET MPUMEHSATLCS
nsgenue "Cpeacrso 3awmTbl UHGOpMaumm vGate R2" nnum "Cpeacrso 3awmnTbl MHOOP-
mMaumm vGate-S R2", coBMeCcTMMOe C BEpCUEN UCMOSIb3yeMOro NpoaykKra.

BMecTo BbllLEenepeYncneHHbIX CpeacTB UM COBMECTHO C JIlo6bIM N3 HUX MOXET 6bITb
pa3paboTaH U BHeApeH KOMMJIEKC OpraHu3auMOHHO-TEXHUYECKUX MEpOnpUsTUR,
obecneumBalLWMX HEBO3MOXHOCTb AOCTyrna nosb30oBaTene K WMH@opMauuu Ha
AnckKax KoMnbloTepa B 06xoa mexaHm3aMoB cncrtembl Secret Net Studio.

MapameTpbl nonutuk Secret Net Studio

[ns cooTBeTcTBUSA Knaccam 3awmieHHocTu AC AoMKHbI 6bITb HACTPOEHbI NapaMeTpbl
NONUTUK, MepedncneHHble B cnepytoweln Tabnuue. HacTpoilka BbINOMHAETCS B
nporpamMMe ynpasfneHnsa Ha Bknagke "Hacrponku", pasgen "Monntukmn".

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 40
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YcnoBHble 0603Ha4YeHns:

° "ﬂa" _

BK/IOUWUTb NapameTp;

e "HeT" — oTKIIOUMTL NapameTp;
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e (0653.) — perictBue 0b6s3aTeNbHO A1 BbINOIHEHUS;

e (peKkoM.) — AencTBne peKoMeHayeTCs A1s BbIMOSIHEHUS ;

e "-"—3HauyeHMe MapaMeTpa Ha YyCMOTpeHME aAMUHMCTPaTopa 6e30MacHoCTH.

Ta6n.9 MNa

paMeTpbl NOJINTUK

Mapamertp

Knaccbl 3amymuieHHocTn AC

16, 1B, 1T, 1A

2A, 26

3A, 36

Mpynna "Bxoa B cucremy

MakcuManbHbIW nepuog
HEeaKTUBHOCTU A0
6/10KMPOBKM 3KpaHa

Bce: He 6onee 10
(pekom.)

Bce: He 6onee 10
(pekom.)

Bce: He 6onee 10
(pekom.)

3anper BTOpUUYHOro
BXOAA B CUCTEMY

Bce: [a (pekom.)

Bce: [a (pekom.)

Bce: a (pekom.)

Pe)xxuM naeHtTudpumkaumum
nosib3oBaTtens

Bce: CMeLlaHHbINM
(pekom.)

Bce: CMelaHHbIN
(pekom.)

Bce: CMeLWaHHbIN
(pekom.)

PexuM ayTeHTUdMKaLnm

BCe: YCuneHHas

BCe: YCuneHHas

BCe: YCuneHHas

noJsib3oBaTtens no naponto no naposnto no naposto
(0643.) (0643.) (0643.)

Pe>xum ayteHTudmkaumm | 16,1B,1I: [a (0643.) Bce: [a (0653.) 3A: Ja (0643.)

nonb3oBaTenn: 1a: - 3b6: -

Peruncrpuposatb

HeBepHble

ayTeHTU(PUKaLMOHHbIE
AaHHble

MaponbHas nonuTUkKa

BCe: 3aAaHbl 3HaYeHus
(0643.)

BCe: 3aAaHbl 3HAYeHUs
(0643.)

BCe: 3aAaHbl 3HAYEHUS
(06s3.)

MuHunManbHana gAnMHa
napons

16: He meHee 8 cuMBONOB
(0653.)

1B,1I,14: He meHee 6
cumBonoB (0643.)

Bce: He meHee 6
cumBonoB (0643.)

Bce: He meHee 6
cumBosnos (0653.)

Cpok AencTBuA napons

1B: He 6onee 90 aHen
(0653.)

1B,1l,14: He 6onee 180
nHen (0653.)

Bce: He 6onee 180 aHen
(0653.)

Bce: He 6onee 180 aHen
(0653.)

Fpynna "XXypxnan"

MakcuManbHbIW pa3Mmep
YKypHana 3awmTtbl

1B5,1B: He meHee 4096
(pekom.)
1r,1/4: He meHee 2048
(pekom.)

2A: He meHee 4096
(pekom.)
2b: He meHee 2048
(pekom.)

Bce: He meHee 2048
(pekom.)

Monuntuka nepesanucu
cobbITU

BCce: 3aTtmpartb no
Mepe HeobxoanMoCTH
(pekoM.)

BCe: 3atmpatb no
Mepe HeobxoanMocTn
(pekoM.)

BCce: 3atmpaTtb no
Mepe HeobxoanMocTn
(pekoM.)

YyeTHble 3anucm ¢
npuBuJierMen npocMmorpa
>KypHana

Bce: JlokanbHas rpynna
aAMUHNCTPAaTOPOB
(pekom.)

Bce: JlokanbHas rpynna
aAMMHNCTPaTOPOB
(pekom.)

Bce: JlokanbHas rpynna
aAMMHWUCTPaTOPOB
(pekom.)

YyeTHble 3anucu ¢

Bce: JlokanbHas rpynna

Bce: JlokanbHas rpynna

Bce: JlokanbHas rpynna

npuBuiaerven aAMUHNCTPAToOPOB aAMWHNCTPATOPOB aAMWHNCTPATOPOB
ynpasJ/ieHUA XXypHasioM (pekom.) (pekom.) (pekom.)
Fpynna "Knioum nonb3oBarensn”

MakcuManbHbIN CPOK
AEeACTBUSA KJloYa

Bce: He 6onee 360
(pekom.)

Bce: He 6onee 360
(pekom.)

Bce: He 6onee 360
(pekom.)
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MapameTtp

Knaccbl 3auymuieHHocTn AC

16, 1B, 1T, 1A

2A, 2B

3A, 36

MpeaynpexaeHue o6
UCTEeYEeHUn Cpoka
AEeACTBUSA KJ1loYa

Bce: He meHee 14
(pekoM.)

Bce: He meHee 14
(pekoM.)

Bce: He meHee 14
(pekom.)

Fpynna "OnoBeweHue o Tpesorax"”

JlokanbHOe onoBelleHune
O TpeBorax

1B: BkntoyeHo (0643.)
1B,1I,14: BkntoyeHo
(pekom.)

Bce: BkntoueHo (pekom.)

Bce: BkntoueHo (pekomM.)

Mpynna "QuckpeunoHHOe ynpassieHue gocrynom"

YyeTHble 3anmcu ¢
npuBuiermen
ynpaB/ieHus npaBaMm
aoctyna

16,1B,1I: JlokanbHas
rpynna
aaMUHUCTPaToOpPOB
(0643.)

1A4: NlokanbHada rpynna
aAMUHUCTpPaToOpOB
(pekoM.)

Bce: -

Bce: -

Fpynna "3aTtupaHue gaHHbix"

Konunyecrso umknos
3aTupaHusa Ha
NOKaNbHbIX ANCKaX

15,1B: He meHee 2
(0653.)

1l: He meHee 1 (0643.)
14. -

2A: He meHee 2 (0693.)
2b: -

3A: He mMeHee 2 (0643.)
3b: -

Konunuyecrso umknos
3aTUPaHUA Ha CMEHHbIX
HOCUTenax

15,1B: He meHee 2
(0643.)

1l He meHee 1 (0643.)
4. -

2A: He mMeHee 2 (0643.)
2b: -

3A: He meHee 2 (0643.)
36: -

Konunuecrso umMknos
3aTUpaHuMa onepaTuBHOW
namMaTum

15,1B: He MeHee 2
(0643.)
1I: He meHee 1 (0643.)

4. -

2A: He MeHee 2 (0643.)
2b: -

3A: He MeHee 2 (0653.)
36: -

Fpynna "MonHoMo4Hoe yn

paBneHue pgocrynom"

HasBaHusa ypoBHen 15,1B: HacTtpoeHo 2A: HacTtpoeHo (0653.) BCe: -
KOH(MAEHLUMANbHOCTH (0643.) 2b: -
ir,1a: -
Pexxum pabotbi 1B,1B: KoHTponb 2A: KOHTpOnb NOTOKOB BCe: -
MOTOKOB BKJItOUYEH (0653.) | BkItoYeH (0653.)
ir,1a: - 2b: -
Pexxum paborbi: Ctporuin | 15,1B: Ja (pekom.) 2A: fa (pekoMm.) BCe: -
KOHTPOJ1b TEPMUHaNbHbIX | 1T, 1/]: - 26: -
noaxkJroYeHum
Fpynna "3aMkHyTas nporpaMmMHas cpepa"
YyeTHble 3anmMcu, Ha 1B6,1B: JlokanbHas 2A: NlokanbHas rpynna BCe: -

KOTOpble HE AEUCTBYIOT
npaBuJia 3aMKHYTOW
nporpaMMHON cpefabl

rpynna
aAMMHUCTPAaTOPOB
(pekoM.)

1r,14; -

aAMMHNCTPATOPOB
(pekom.)
2b: -

Fpynna "KoHTponb npuaoxeHnn"

MNepeHanpaBneHnue
6ycdepa o6meHa B RDP-
NoAK/IIOYEHUAX

1B6,1B: 3anpet ang Bcex
TUMOB MNOAK/TIOYEHN I
(pekom.)

ir,14a: -

2A: 3anpert Ans Bcex
TUMOB MOAK/TIOYEHN
(pekom.)

2b: -

3A: 3anpert ans Bcex
TUMOB MOAK/TIOYEHN
(pekom.)

36: -

Fpynna "MexceTreBoi akpaH"

MpoTokonbl

Bce: BktoueH goctyn
TOMbKO AN NpOoTOKONa

IPv4 (0643.)

Bce: BkatoueH goctyn
TONbKO AN NpOTOKONa
IPv4 (0643.)

Bce: BkntoueH goctyn
TONbKO AN NpOTOKONa
IPv4 (0643.)
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MapameTtp

Knaccbl 3auymuieHHocTn AC

16, 1B, 1T, 1A

2A, 2B

3A, 36

Bxnwountb ICMP-3awymTy

1B6,1B: fa (pekom.)
ir,1a: -

2A: [a (pekoMm.)
2b: -

3A: Ja (pekoMm.)
3b6: -

ICMP-coobweHunsa: 3xo-
oTBeT

1B6,1B: lMonyyeHune
(pekom.)
ir,1a: -

2A: Mony4yeHune (pekom.)
2b: -

3A: MNonyyeHune (pexkom.)
36: -

ICMP-coobweHunsn:
Appecat HegocTyneH

1B6,1B: MonyyeHue,
OTnpaBka (pekoM.)
ir,1a: -

2A: Nony4yeHune,
OTnpaBka (pekoM.)
26: -

3A: Nony4yeHwne,
Otnpaska (pekoM.)
3b: -

ICMP-coobweHunsa: 3xo-
3anpoc

1B5,1B: OtnpaBka
(pekom.)
ir,1a: -

2A: Otnpaska (peKkoMm.)
2b: -

3A: Otnpaska (peKkoMm.)
36: -

ICMP-coo6bweHunsn:
XopaTtancreo
MapLwipyTusatopa

16,1B: MNMony4yeHue,
OTtnpaska (pekom.)
ir,1a: -

2A: Mony4yeHne,
OTtnpaska (peKkom.)
2b: -

3A: Mony4yeHne,
OTtnpaska (pekom.)
36: -

ICMP-coobueHus:
MpeBbllueHne
BPEMEHHOro uHTepBana

1B5,1B: Mony4yeHune
(pekoM.)
ir,14a: -

2A: MonyyeHune (pekom.)
2b: -

3A: Mony4yeHune (pekom.)
3b: -

ICMP-coo6weHunsn:
3a6nokupoBartb
OoCTaJibHble TUMNbI

1B,1B: fa (pekom.)
ir,14a: -

2A: fa (pekoMm.)
2b: -

3A: Ja (pekoMm.)
3b6: -

Pe>kxum obyueHus

Bce: BbikitoyeH (pekoMm.)

BCe: BbikitoyeH (pekoMm.)

BCe: BbikntoyeH (pekoMm.)

Fpynna "ABTOpMu3aLuA ceTeBbiX cOeANHEHUN"

3awuTa coegmHeHuin ansa | 16,1B,1T: Ja (pekoMm.) 2A: [a (pekoMm.) BCe: —
rpynnbl everyone 1a: - 2b6: -
O6paborka ceTeBbIX 15,1B,1I: Noanuce, 2A: Moanuce, MNMaket BCe: -

nakertoB: MNapamMeTpbl
06paboTku ceTeBbIX
nakeToB

Maket uennkom (0643.)

14: -

uenukom (0643.)
2b: -

O6paborka ceTeBbIX
nakeros: 3awWMTa OoT
replay-aTak

Bce: [a (pekom.)

Bce: [a (pekom.)

Bce: a (pekom.)

Fpynna "KoHTponb ycrpoi

CTB

MepeHanpaBneHue
ycTpoicre B RDP-
NoAKMOYEeHUAX

16,1B: 3anpet ans Bcex
TUNOB YCTPOWUCTB 1
NOAKOYEHWUI (peKoM. )
1I: 3anpet ans scex
TUNOB YCTPOWUCTB AN
NoAKNOYEH NS
YAaneHHbIX YCTPONCTB K
KOMMNbHOTEPY (PEKOM.)

4. -

2A: 3anpet ansa Bcex
TUNOB YCTPOWUCTB 1
NoAKOYEHUI (pPeKoM. )
2b: -

3A: 3anpet ansa Bcex
TUNOB YCTPOWCTB 1
NoAKIOYEHUI (peKoM. )
36: -

CnUCoK YCTPOMCTB: 15,1B,1T: NapameTpbl 2A: MapameTpbl 3a4aHbl, | BCe: -
MapaMeTpbl KOHTpON S 3aflaHbl, NpY 3TOM ANs npwv 3ToM Ansa rpynn

rpynn "Yctponctea USB", | "YcTponcTtea USB",

"YctponcTtea PCMCIA" 1 | "YcTpoicTtBa PCMCIA" u

"YcTpoicTtea IEEE1394" | "YcTpoicTtBa IEEE1394"

BK/TIOYEH PEXUM BK/THOYEH PEXUM

"MopgkntoyeHne "MogkntoyeHne

YCTpOMCTBa 3anpeLeHo" | yCTpoNCTBa 3anpeLleHo”

(06s3.) (06s3.)

14. - 2b: -
CnUCOK YCTPOMCTB: 15,1B,1I: 3apaHsbl 2A: 3apaHbl (0643.) BCe: -
Pa3spewenus (0653.) 26: -

4. -
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MapameTtp

Knaccbl 3auymuieHHocTn AC

16, 1B, 1T, 1A

2A, 2B

3A, 36

Fpynna "KoHTposb neyatun

MapkupoBka JOKYMEHTOB

16,1B: fa (0653.)

2A: [a (0653.)

3A: [a (0643.)

ir,14a: - 26: - 3b6: -
MNepeHanpaBneHue 1B6,1B: 3anper ang Bcex | 2A: 3anpeTt Ass Bcex 3A: 3anpert ans Bcex
npuHTepos B RDP- TUMNOB MOAK/TIOYEHWN TUMOB MOAK/TIOYEHN TUNOB NOAKIOYEHWN I
NOAKJTIOYEHNAX (pekom.) (pekom.) (pekom.)

1I: 3anpet anga 2b: - 36: -

noAKtoYeHns

yAaneHHbIX MPUHTEPOB K

KoMMbloTEpPY (PeKoM.)

4. -
CrnuncoK NpUHTEpPOB: 15,1B,1I: 3agaHsbl 2A: 3apaHbl (0643.) BCe: -

Paspewienunn

(0643.)
4. -

2b:

Fpynna "AHTuBmMpyc"

MocrosiHHanA 3awmTa

Bce: OnTMManbHas
3awmTa (pekom.)

Bce: OnTMManbHas
3awmTa (pekom.)

Bce: OnTMMasnbHas
3awmTa (pekom.)

CkaHunpoBaHue
noakJsitouYaeMbix
HocuTenen

Bce: [la (pekom.)

Bce: [a (pekom.)

Bce: [la (pekom.)

Mposepka no
pacnucaHuio

Bce: MNpodunb "BeicTpas
nposepka",

pacnucaHue: "ExeHenen-
bHO, cy660oTa B 03:00"
(pekom.)

Bce: MNpodunb "BeicTpas
nposepka",

pacnucaHue: "ExeHenen-
bHO, cy660Ta B 03:00"
(pekom.)

Bce: MNpodunb "BeicTpas
nposepka",

pacnucaHue: "ExeHenen-
bHO, cy660Ta B 03:00"
(pekom.)

Fpynna "O6Hapy>xeHue BT

~n

op>KeHuu

BKNOUYUTb AeTEeKTOoPbI
aTak

Bce: [a (pekom.)

Bce: [a (pekom.)

Bce: [a (pekoMm.)

BnokupoBka aTakyrouiero
XOCTa npu o6Hapy>xeHum
aTak

Bce: [a, Bpems
610kMpoBKM — 15 MUH.
(pekom.)

Bce: [a, Bpemsi
6noknpoBkn — 15 muH.
(pekom.)

Bce: [la, BpemMsi
6noknpoBkn — 15 MuH.
(pekom.)

CkaHuMpoBaHMe NopToB Bce: [a (pekom.) Bce: [a (pekom.) Bce: [a (pekom.)
ARP-spoofing Bce: [a (pekom.) Bce: [a (pekom.) Bce: [a (pekom.)
SYN-FLOOD Bce: [la (pekom.) Bce: [a (pekom.) Bce: [la (pekom.)
AHOMasnbHbINA Tpacdhuk Bce: [a (pekom.) Bce: [a (pekom.) Bce: [a (pekoMm.)
DDoS Bce: [a (pekom.) Bce: [a (pekom.) Bce: [a (pekom.)
DoS Bce: [a (pekom.) Bce: [a (pekom.) Bce: [a (pekom.)
BrkouUnTb CMrHaTypHble | Bce: [la (pekoMm.) Bce: [a (pekom.) Bce: [la (pekom.)
aHanunsaTopbl

AHanusartop HTTP Bce: [a (pekom.) Bce: [a (pekom.) Bce: a (pekom.)
AHanun3sartop HTTP: Bce: [la (pekom.) Bce: [a (pekom.) Bce: [a (pekom.)
KoHTponb Bxoasiuero

Tpadmka

AHanusartop HTTP: Bce: [a (pekom.) Bce: [a (pekom.) Bce: a (pekom.)

KoHTponb ncxopsiuero
Tpadmka

MapameTpbl Nonb3oBaTenen

[ns cooTBeTCTBUS KlaccaM 3awmieHHocTM AC A0MKHbI 6bITb HACTPOEHbI MapaMeTpbl
rnonb3oBaTeNnen, nepedncneHHbie B cneayluwen tabnmue. Hacrtpoika napamMeTpoB
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OCYLLEeCTBNSETCA B MpOorpamMme yrpasfieHns nosib3oBaTtensMm B AMasioroBOM OKHE Hac-
TPOMKWN CBOMCTB NOMb30BaTenNs.

YcnoBHble 0603HaveHns:

e "[a" — BKNKOUMTb NapameTp;

e "Het" — oTk0uNTb NapameTp;

e (0653.) — pelictBue 0b6s13aTENbHO AN BbINOSIHEHUS;

e (pekoM.) — AeiCTBME PEKOMEHAYETCS ANS BbIMOHEHUS;

e "-" — 3HaueHMWe NapaMeTpa Ha yCMOTPeHMeE aAMMHNCTpaTopa 6e30MacHOCTy.

Ta6n.10 MapameTpbl Nnonb3oBaTenemn

Knaccbl 3amgmuieHHoctu AC

Mapamerp
16, 1B, 1I, 14 2A, 2b 3A, 3b
Fpynna napamerpos "fQoctyn" B gananore "Mapamerpbl 6e3onacHocTn”
YpoBeHb Agonycka 1B6,1B: Ha3HaueH 2A: HasHaueH BCe: -
YNOSTHOMOYEHHbIM YNO/THOMOYEHH bIM
nonb3osatenam (0643.) | nonb3oBatensm (0643.)
ir,14: - 26: -
MpuBunerusa: Nevatb 1B6,1B: Ha3HauyeHa 2A: HasHaueHa BCe: -
KOHbMAEHUNaNbHbIX YNOTHOMOYEHHbIM YNO/THOMOYEHH bIM
AOKYMEHTOB nonb3oBaTensaMm (0653.) | nonb3oBatensm (0643.)
ir,14a: - 26: -
MpuBunerusa: YnpasneHue 1B6,1B: Ha3Ha4yeHa 2A: Ha3HaveHa BCe: -
KaTeropmsamMm YNOSTHOMOYEHHbIM YNOTHOMOYEHH bIM
KOH(MAEHLUMaNbHOCTH nonb3oBaTensaM (0653.) | nonb3oBatensm (0643.)
ir,14a: - 26: -
MpuBunerusa: BoiBog 15,1B: Ha3HaueHa 2A: HasHauyeHa BCE: —

koHdMAeHUMANbHON
nHdpopMmayum

YNOTHOMOYEHH bIM
nonb3oBaTensm (0643.)
ir,14: -

YMOMHOMOYEHHbIM
nonb3oBaTtensm (0643.)
2b: -

MapameTpbl mMmexaHuamos KLl n 3IMNC

[nsa cooTBeTCTBMSA KNaccaM 3awmieHHocTn AC A0MKHbI 6bITb HACTPOEHbI NapaMeTpbl
MexaHu3moB KL, n 3INC, nepeuncneHHble B cneaytouwen Tabnmue. Hactporika napa-
MEeTPOB OCYyLLEeCTBNSAETCA B NporpamMmme "KoHTponb NporpaMm 1 AaHHbIX".

YcnoBHble 0603HaveHns:

e "[a" — BKNKOUNTb NapameTp;

e "Her" — oTk/0uUNTb NapameTp;

e (069a3.) — perictBue 0b6s13aTENbHO AN BbINOSIHEHUS;

e (peKkoM.) — AeNCcTBME peKOMEHAYETCS A1 BbIMOJIHEHUS ;

e "-" — 3HaueHuWe NapaMeTpa Ha yCMOTPeHMe aAMMHMCTPpaTopa 6e30MacHOCTy.

Ta6n.11 NMNapameTpbl MexaHusmoB KL u 3IMC

MapameTp

Knaccbl sawynumeHHocrun AC

16, 1B, 1T, 1A

2A, 2B

3A, 3b

Owvanor "Pexxumbl" B AManoroBoM OKHe HaCTpPOiKuU CBOMCTB KOMMbIOTEpa

Pe>xum 3IMC BktOYEH

Bce: [a (pekom.)

Bce: a (pekom.)

Bce: la (pekom.)

MSrkuim pexxmm 1B,1B: Het (pekom.) 2A: Het (pekom.) BCe: -
ir,14a: - 26: -
MpoBepAaTb LENOCTHOCTb 1B6,1B: Ja (0653.) 2A: [Ja (0643.) BCe: -

Moaysei nepen 3anyckom

ir,14: -

2b: -
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Knaccbl 3auymuieHHoctn AC

MapameTtp

16, 1B, 1, 14 2A, 2b 3A, 3b
MpoBepaTb 3aronoBkKun Bce: [a (pekom.) Bce: [a (pekoMm.) Bce: [a (pekoM.)
MopayJ/iel nepep 3anyckom
KoHTponupoBaTtb Bce: [a (pekom.) Bce: [a (pekom.) Bce: [a (pekom.)
MCNOJIHAAEMbIE CKPUNTbI
AnanoroBoe OKHO HAaCTPOWKW NapaMeTpoB 3aaHuUs KOHTpona C3U
Metoa KOHTpoOnA pecypcos Bce: Coaepxxunmoe BCE: - BCE: -

(0643.)
Anroputm 1B: MuTOBCTaBKa BCe: - BCe: -

(pekom.)

1B,1I,14: CRC32

(pekom.)
Perucrpaumsa cobbiTuii: Ycnex| sce: [la (pekom.) Bce: [a (pekom.) Bce: [a (pekom.)
3aBepLieHunnA
Peruncrpauusi cobbiTuin: Bce: a (0693.) Bce: a (0653.) Bce: [la (06s3.)
Ownbka 3aBepLIeHUNA
Perucrpaumsa cobbiTuii: Ycnex| sce: Hert (pekoM.) Bce: Het (pekom.) Bce: HeT (pekom.)
nNnpoBepKun
Peruncrpauusi cobbiTuin: Bce: a (0693.) Bce: a (0653.) Bce: [la (06s3.)

Ownbka npoBepkun

Peakuusa Ha oTka3s: [lencrBusa

Bce: 3abnokmpoBsaTtb
KOMMbtoTEp (PeKoM.)

Bce: 3abnokmpoBsaTb
KOMMbtoTEp (PeKoM.)

BCce: 3abnokmMpoBaTb
KoMnbtoTep (pekoMm.)

Pacnucanune

1B6: Mpwu 3arpy3ke OCwu
no pacnmcaHunio(o0643.)
1B,11,14: MNpwn
3arpy3ske OC nnu vawe
(0643.)

Bce: lNMpwn 3arpy3ske OC
nnn vawe (0643.)

Bce: lNMpwn 3arpy3ske OC
nnu vauwe (06453.)

Ananorosoe OKHO HaCTPOKM NapaMeTpoB 3afaHunii koHTpons OC (daitnbl n peectp)

MeToa KOHTpONA pecypcoB Bce: Coaepxunmoe BCE: - BCE: -

(pekom.)
Anroputm 1B: IMMTOBCTaBKa BCe: - BCe: -

(pexkom.)

1B,1r,14: CRC32 ans

peecTpa 1 BCTPOEHHas

3Un ans dannos

(pekoM.)
Perucrpaumsa cobbiTuii: Ycnex| sce: [la (pekom.) Bce: [a (pekom.) Bce: [a (pekoM.)
3aBeplueHus
Peruncrpauus cobbiTuii: Bce: [la (pekoMm.) Bce: [la (pekoMm.) Bce: [a (pekoM.)
Owunbka 3aBepieHUn
Perucrpaumsa cobbiTuii: Ycnex| sce: Het (pekoM.) Bce: Het (pekom.) Bce: Het (pekom.)
npoBepkKu
Peruncrpauus cobbiTuii: Bce: [la (pekoMm.) Bce: [la (pekoMm.) Bce: [a (pekoM.)

Owmnbka npoBepku

Peakuusa Ha oTkas: [lencrBus

Bce: 3abnokmpoBsaTtb
KOMMblOTEP (PEKOM.)

BCce: 3abnokmpoBaTb
KOMMbloTEp (PEeKoM.)

Bce: 3abnokmpoBaTb
KOMMbloTep (peKoMm.)

Pacnucanue

1B6: Mpwu 3arpy3ke OC un
no pacnucaHuio
(pekom.)

1B,11,14: MNpwn
3arpy3ke OC nnu vawe
(pekom.)

Bce: pwu 3arpy3ske OC
MK yawle (pexkom.)

Bce: Mpwu 3arpy3ke OC
MK Yawle (pekom.)
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FocyaapcTBeHHble MHGOPMaLMOHHbIE CUCTEMbI

Mpu onpegeneHHbIX BapMaHTax HacTpomkun cmctema Secret Net Studio obecneunsaet
cooTBeTCTBME TpeboBaHMAM Ans rOCyAapCTBEHHbIX MHMOpMaLMoHHbIX cuctem (TNC),
M3M10)KEHHbIM B C/leay oW X HOPMaTMBHO-METOANYECKUX JOKYMEHTax:

e Mepbl 3aWnTbl MHDOPMALUN B FOCYAAPCTBEHHbIX MH(OPMALMOHHbIX CUCTEMaX
(nokymeHT yTBepxaeH ®CTIK Poccun 11 dpespans 2014 r.).

e TpeboBaHusa 0 3awmTe MHOOPMaLMK, He COCTaBNSAKOLWEN rOCyAapCTBEHHYIO
TallHy, coAepXallencs B roCyAapCTBEHHbIX WHMOPMaUMOHHbIX CUCTEMax
(yTBepxaeHbl npmkasom OCTIK Poccmm ot 11 deBpansa 2013 r. N2 17).

[nsa knaccos 3awmweHHoctn M’MCK1, K2, K3 n K4 onpeaeneHbl 6a3oBble Habopbl Mep
3aWwnTbl MHdopMaumn. OpraHM3aunMOHHbIE N TEXHUYECKME Mepbl 3aluTbl UHGOP-
MauMKn JO/MKHbI 0becneymBaTh peanm3aumio cneayowmnx OCHOBHbIX TpeboBaHWi

e paeHTMdUKaUMa n ayTeHTudnkaums cybbekToB AocTyna n o6beKToB AOCTYMNa;

* yrnpaBsfieHune AOCTYyNnoM cy6beKToB AOCTyNa K o6bekTaM A0CTyna;

e OrpaHu4yeHume NporpaMMHON cpeabl;

e 3alMTa MaWMHHbIX HOCUTeNnen nHdopmaumn;

e perucrpaumns cobbiTuin 6esonacHoCcTu;

®  LLeIOCTHOCTb MHMOPMALMOHHOM CUCTEMBI U MHGOPMaLMK;

e [OCTYNHOCTb MHdOPMauUum;

* 3alMTa TEXHUYECKUX CPeacTB;

e 3awmTa MHMOOPMaLNOHHOMN QNCTEMDI, €€ CPeACTB, CUCTEM CBA3W U Nepeaayn JaHHbIX.

Ucnonb3oBaHue cpencTse AOBGPEHHOﬁ 3arpyskKkm

BI'MC knaccoB K1 1 K2 gomkHbl NPUMEHSTLCS CpeACcTBa AOBEPEHHOM 3arpy3ku onepa-
LMOHHOW cucteMbl. B KauyecTBe cpeacTBa AOBEPEHHOW 3arpy3kuM MOXET WCNofb-
30BaTbcs n3genme "lMporpaMMHo-annapaTtHbii komnnekc "Cobonb".

O6ecneueHue HenpepbIBHOCTU (PYHKLMOHUPOBAHMUA

Ons obecneueHna HenpepbiBHOCTU (YHKLUMOHUPOBaHMS Secret Net Studio B MMC
BCeX KJ/AacCOB 3alUULLEHHOCTM PEKOMEHAYETCS B KaXAoM JoMeHe 6e30macHOCTU
MCnosb30BaTb He MEHEe BYX cepBepoB He30nacHoCTU.

MapameTpsbl nonutuk Secret Net Studio

[Ons cooTBeTcTBMA Knaccam 3awmueHHoctn TMC pgomkHbl 6bITb HACTpOeHbl Mapa-
MeTpbl MOINTUK, NepeYnciieHHble B cnegytollen Tabnmue. HacTporika BbIMoOSHAETCS B
nporpamMMe ynpasfieHus Ha Bknagke "Hactporkn", pasgen "Monntunkun".

YcnoBHble 0603HaveHns:

e "[a" — BKNKOUMTb NapameTp;

e "Her" — oTktounTb NapameTp;

e (0653.) — penicTBue 06s3aTeNbHO A1 BbINOHEHUS;

e (pekoM.) — oencrBme pekoMeHAyeTCs ANs BbINOSIHEHUS;

e "-" — 3HaueHMWe NapaMeTpa Ha yCMOTPeHMeE aAMMHNCTpaTopa 6e30MacHOCTy.

Ta6n.12 MNapameTpbl NOANTUK

Mapamerp

Knaccbl 3aumuweHHoctn NrMcC

K1 K2 K3 K4

F'pynna "Bxoa B cucremy"”

MakcuManbHbIW He 6onee 5 (0653.) | He 6onee 15 He 6onee 15 -

nepvop

HEaKTUBHOCTU A0
610KNpPOBKM 3KpaHa

(pekom.) (pekoM.)
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Knaccbl 3auumuwieHHocrn rMcC

MapameTtp

K1 K2 K3 K4
3anper BTOpMYHOro | /la (pekom.) [a (pekoM.) [a (pekoMm.) [Ja (pekomM.)
BXoAa B CUCTEMY
KonuuecrBo Or3p04 OTr3 po8 OT13 8010 (0653.) |OT3 8010 (0693.)
HeyAauHbIX NONbITOK| (0653.) (0693.)
ayTeHTudbukaumm
Pexxum Tonbko no Tonbko no CMeLlaHHbIN CMeLlaHHbIN
naeHTuuKayum naeHTudukaTopy naeHTudbukaTopy (pekoMm.) (pekom.)
noJsib3oBarens (0643.) (pekom.)
Pexxum YcuneHHas YcuneHHas YcuneHHas YcuneHHas
ayTeHTudunkaumm no naponto no naponio no naposnto rno naponio
nonb3oBaTtens (06453.) (0653.) (0643.) (0653.)
MaponbHasa [a (0643.) [a (0643.) [a (0643.) Oa (0643.)
noJinTUkKa
MuHuManbHasn He meHee 8 He meHee 6 He meHee 6 He meHee 6

ANVHA naponsa

cumBonoB (0643.)

cumBonoB (0643.)

cumBonos (0643.)

cumBonoB (0643.)

Cpok pencreua
napons

He 6onee 60 aHen
(0653.)

He 6onee 90 aHen
(0693.)

He 6onee 120 aHen
(0653.)

He 6onee 180 gHen
(0653.)

Cno)HocTb napons

[a (0653.)

[a (0653.)

[a (0653.)

[a (0653.)

Mpynna "XypHan"

MakcuMarsbHbIN
pa3Mep >KypHasna
3aWMTbl

He meHee 4096
(pekom.)

He meHee 4096
(pekom.)

He meHee 4096
(pekom.)

He meHee 4096
(pekom.)

Monuntuka
nepesanucum
cobbITUM

3atupaTtb No
Mepe
HeobxoAMMOCTH
(pekoM.)

3atupartb no
Mepe
HeobxoAnMoCTH
(pekoM.)

3atupatb no
Mepe
HeobXxoAMMOCTH
(pekoM.)

3aTupatb No
Mepe
HeobxoaMMOoCTH
(pekoM.)

YyeTHble 3anucm ¢
npuBuierven

NpocMoTpa XypHana

JNokanbHasa rpynna
aAMUHUCTPATOPOB
(pekom.)

NokanbHas rpynna
aAMMHUCTPATOPOB
(pekom.)

NokanbHas rpynna
aAMUHNCTPAaTOPOB
(pekom.)

NokanbHasa rpynna
aAMUHUCTPATOPOB
(pekom.)

YyeTHble 3anucu ¢

JlokanbHas rpynna

JlokanbHas rpynna

JlokaneHasa rpynna

JlokanbHas rpynna

npuBuiaerven aAMUHUCTPATOPOB | 3AMWUHUCTPATOPOB | aAMUHUCTPATOPOB | aAMMHUCTPATOPOB
ynpasneHus (pekom.) (pekom.) (pekom.) (pekom.)
XKypHanoM

Fpynna "Knwoum nonb3oBarensn"”

MakcuManbHbIN He 6onee 360 He 6onee 360 He 6onee 360 He 6onee 360
CpOK AencTBus (pexkom.) (pekom.) (pexkom.) (pexkom.)

K/No4ya

Mpeaynpe>xxaeHne o6

UCTeYEeHUn Cpoka
AEACTBUSA KJ1lo4a

He mMeHee 14
(pekom.)

He meHee 14
(pekom.)

He meHee 14
(pekom.)

He mMeHee 14
(pekom.)

Fpynna "OnoBewweHun

e o TpeBorax"

JNlokanbHoOe
onoBewieHme o
Tpesorax

BkntoyeHo (pekomM.)

BkntoyeHo (pekom.)

BkntoueHo (pekom.)

BkntoyeHo (pekom.)

Fpynna "[AuckpeunMoHHoOe ynpaBsieHue gocrynom"

YuyeTHble 3anucu ¢
npuBuiaerven
ynpaBneHus
npasamMm Agocryna

JlokanbHas rpynna
aAMUHUCTPATOpPOB
(pekom.)

JNokanbHas rpynna
aAMWUHUCTPATOPOB
(pekom.)

NokanbHas rpynna
aAMWHUCTPATOPOB
(pekom.)

JlokanbHas rpynna
aAMWUHUCTPATOPOB
(pekom.)

Fpynna "3aTtupaHue gaHHbIX"
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MapameTtp

Knaccbl 3auumuwieHHocrn rMcC

K1

K2

K3

K4

Konuuecrso uuknos
3aTUpaHunsa Ha
JIOKaJIbHbIX ANCKaX

He meHee 2 (0653.)

He meHee 1 (0643.)

He meHee 1 (0643.)

Konunyecrso umknos
3aTupaHuMsa Ha
CMEHHbIX HOCUTENAX

He meHee 2 (0693.)

He meHee 1 (0643.)

He meHee 1 (0643.)

Konuuecrso unknos
3aTupaHuna
ornepaTtuBHOMN
naMsaTm

He meHee 2 (0643.)

Mpynna "MonHoMoO4YHOE ynpaBsieHue gocrynom"

HasBaHua ypoBHen
KOHduMaeH-
LUMaNbHOCTH

HactpoeHo (06913.)*

Pexxum pa6otbl

KoHTponb MOTOKOB
BK/1tOYeH (0643.)

Pe>xum paboTtbi:
CTpOrmi KOHTponb
TEePMMUHAaNbHbIX
noaxk/ro4YeHum

Na (06913.)*

Fpynna "3aMkHyTas nporpaMMHas cpega

YuyeTHble 3anucu, Ha
KOTOpbIe He
AeACTBYIOT NpaBuia
3aMKHYTOM1
nporpaMMHON cpefabl

JNokanbHasa rpynna
aAMUHUCTPATOPOB
(pekom.)

Fpynna "MexceteBoi 3kpaH"

MpoTokonbi

BruitoueH goctyn

BkntoueH goctyn

BkstoyeH goctyn

BkstoueH goctyn

TONbKO ANS TONbKO ANA TONbKO ANS TONbKO AN
npotokona IPv4 npotokona IPv4 npotokona IPv4 npotokona IPv4
(0643.) (0693.) (0643.) (0643.)

Brknrountb ICMP- Oa (pekom.) [a (pekomM.) - -

3awmTty

ICMP-coobwenus: MonyyeHune MonyyeHue - -

3xo0-oTBeT (pekom.) (pekom.)

ICMP-coo6bweHnuns: MonyyeHwue, [MonyyeHune, - -

AppecaTt HeaocTyneH

OTnpaBka (pekoM.)

Otnpaska (pekoM.)

ICMP-coo6weHunsn:
3xo0-3anpoc

OTtnpaska (pekoMm.)

Otnpaska (pekoMm.)

ICMP-coobweHunsn:

MonyyeHune,

[MonyyeHune,

XopaTtancreo OtnpaBka (pekoM.) | OTnpaBka (peKkoM.)

MapuipyTu3aTtopa

ICMP-coobweHus: MonyyeHune MonyyeHue - -
MpeBbilWweHne (pekom.) (pekom.)

BPEeMEHHOoro

MHTepBana

ICMP-coobweHus: [a (pexkom.) [a (pekom.) - -

3a6nokupoBartb
ocTanbHble TUMbI

Pexxum obyueHuns

BbikntoueH (pekom.)

BbikntoyeH (pekom.)

BbikntoyeH (pekom.)

BbikntoueH (pekom.)

Fpynna "ABTOpM3aLuA ceTeBbIX COEANHEHUN"
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Knaccbl 3auumuwieHHocrn rMcC

MapameTtp
K1 K2 K3 K4
3awmTa coeguHeHui| [la (pekom.) [a (pekoM.) - -
ANSA rpynnsol
everyone
O6pa6borka ceteBbix | [Tognuce, MakeT Moanwuck, Maker - -
nakeToB: uenvkom (0643.) uenukom (0643.)
MapameTpbl
06paboTku ceTeBbIX
nakeros
O6paborka ceteBbix | [la (pekoMm.) [a (pekoM.) [a (pekoMm.) [Ja (pekomM.)

nakeroB: 3awuTa ot
replay-aTak

Fpynna "KoHTponb ycrpoicrs"

MNepeHanpaBnexHune
ycrpoiictB B RDP-
noAaK/IYEeHUAX

3anpeT ans scex
TUMNOB YCTPONCTB U
NoAKNOYEeHN M
(pekom.)

3anpeT ans Bcex
TUMOB YCTPONCTB 1
MOAKTIOYEHUN
(pekom.)

3anperT Ansa Bcex
TUMOB YCTPONCTB U
noAKOYEHN N
(pekom.)

3anpeT ans Bcex
TMMOB YCTPONCTB U
MOAKNOYEHWUI
(pekom.)

CrnK1COK yCTpOICTB:
MapameTpbl
KOHTpONA

MapameTpbl 3aaaHbl,
npwv 3ToM ANa rpynn
"YcTpornictea USB",
"YcTponctea
PCMCIA" n
"YcTpoiicTtBa
IEEE1394"
BKJTIOUEH pexum
"MoakntoyeHne
YCTPOMNCTBA
3anpelleHo" (0643.)

MapameTpbl 3aaaHbl,
npw 3ToM ANg rpynn
"YcTtporictea USB",
"YcTponcTea
PCMCIA" n
"YcTporictea
IEEE1394"
BKJTIOUEH PEXUM
"MoakntoyeHne
yCTponcTea
3anpetlleHo" (0643.)

MapameTpbl 3a4aHbl,
npwv 3ToM AN rpynn
"YcTponcTtea USB",
"YcTponcTtea
PCMCIA" n
"YcTpoicTBa
IEEE1394"
BKJTHOUEH peXuM
"MoakntoyeHne
yCcTpoicTBa
3anpetlleHo" (0643.)

MapameTpbl 3aaaHbl,
npwv 3ToM AN rpynn
"YcTporictea USB",
"YcTponcTea
PCMCIA" n
"YcTpolictBa
IEEE1394" Bknto-
YeH pexum
"MoakntoyeHne
yCTponcTBa
3anpelueHo" (0643.)

Crnu1CcOK yCTPOWCTB:
Paspewenus

3anaHbl (0643.)

3apaHbl (0643.)

3agaHbl (0643.)

3anaHbl (0643.)

Fpynna "KoHTponb neyatn"

CnunCcoK NpUHTEPOB:
Paspewienunn

3anaHbl (0643.)

3apaHbl (0643.)

3apaHbl (0643.)

3apaHbl (0643.)

Fpynna "AHTuBMpyc"

MocrosiHHanA 3awmuTa

OnTumanbHas
3awmTa (pekom.)

OnTuManeHas
3awmTa (pekom.)

OnTumManbHas
3awmTa (pekom.)

OnTnManbHas
3awmTa (pexkom.)

CkaHunpoBaHue
noakJitouaeMbix
HocuTenen

[a (0653.)

[a (0643.)

[a (0653.)

[a (0643.)

Mposepka no
pacnucaHuio

Mpodwunb "BeicTpas
nposepka",
pacnucaHune: "ExeH-
epenbHo, cybboTta B
03:00" (pekom.)

Mpodunb "BoicTpas
nposepka",
pacnucaHue: "ExeH
epenbHo, cybbota B
03:00" (pekom.)

Mpodunb "BeicTpas
nposepka",
pacnucaHue: "ExeH-
enenbHo, cybbora B
03:00" (pekoMm.)

Mpodunb "BeicTpas
nposepka",
pacnucanume: "ExxeH-
epenbHo, cyb6oTta B
03:00" (pekom.)

Fpynna "O6Hapy>xeH

~n

e BTOPXXEHUNn

Bkaountb [a (0643.) [Oa (0653.) [a (pekoMm.) [Oa (pekom.)
AETEeKTOopbl aTak

BnoknpoBka [a, spems [a, spemsa [a, spems [Oa, Bpems 6nokn-
aTaKylLlero xocra 6noknposkn — 15 6nokmpoBkn — 15 6nokmposkn — 15 poBkM — 15 MUH.
npu obHapy>xeHumn MWH. (0693.) MUH. (0653.) MWH. (peKoMm.) (pekom.)

aTak

CkaHupoBaHue [a (0643.) [Oa (0653.) [a (pekoMm.) [Oa (pekom.)
nopToB

ARP-spoofing [a (0643.) [Oa (0653.) [a (pekoMm.) [Ja (pekomM.)
SYN-FLOOD Na (0653.) [a (0653.) [a (pekoM.) [a (pekom.)
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Knaccbl 3amynmieHHocrun rmc
MapameTtp
K1 K2 K3 K4
AHOMaJIbHbIN [a (0643.) [Oa (0653.) [a (pekoMm.) [Ja (pekomM.)
Tpaduk
DDoS [a (0643.) [a (0643.) [a (pekom.) Ja (pekom.)
DoS [a (0643.) [a (0643.) [a (pexkom.) [a (pexkom.)
Bkaountb [a (0643.) [Oa (0653.) [a (pekoMm.) [Ja (pekomM.)
CUrHaTypHble
aHanusaTopbl
AHanusatop HTTP [a (0643.) [a (0643.) [a (pekom.) Oa (pekom.)
AHanun3sartop HTTP: [a (0643.) [a (0653.) [a (pekoMm.) [Ja (pekomM.)
KoHTponb
Bxoaswero Tpacdpuka
AHanusatop HTTP: [a (0643.) [a (0643.) [a (pekom.) Ja (pekom.)
KoHTponb
ncxopsuiero
Tpadmka
*,El,eﬁCTBme aBnsieTcs obasaTenbHbIM, ecnu Ans peanusauum mepbl OLJ1.6 (orpaHnyeHune npas
nonb3oBatenein No BBoAy WMHMOpPMauUUKM B CUCTEMy) OyAeT NMPUMEHSATbCS MEXaHWU3M MOSHO-
MOYHOIO yrnpaeneHus AocTynom cuctemsl Secret Net Studio. Ecnu ansa peanusaumm ykasaHHom
Mepbl 3aLWMTbl MPUMEHSIOTCS APYIMe pelleHns, AeNCTBNE He 06513aTeNbHO A5 BbIMO/THEHUS.
MapameTpbl Nnonb3o0BaTenen
Ons cooTBeTcTBMA Knaccam 3awmueHHoctn TMC pnomkHbl 6bITb HACTpPOeHbl Mapa-
MeTpbl NMOSb30BaTeNnen, nepevyncneHHble B cneaylwen tabnumue. Hacrponka napa-
METPOB OCYLECTB/ISETCA B MporpaMMe ynpassieHUs Mnosib30BaTeNnsaMm B AMaAsIOrOBOM
OKHe HaCTpOMKM CBOMCTB NoNb30BaTeNs.
YcnoBHble 0603HaveHns:
e "[a" — BKIOUMTbL NapamMeTp;

"Het" — oTKNIOUMTb NapamMeTp;

e (0653.) — pericTtBue 06s3aTeNbHO A1 BbINOIHEHUS;
e (pekoM.) — oencreme peKoMeHAyeTCs ANS BbINOSIHEHUS;
e "-"_—3HayeHMe NapaMeTpa Ha yCMOTpPeHMEe agMMHUCTpaTopa 6e3onacHoCTu.
Ta6n.13 MapameTpbl Nnonb3oBaTenemn
Knaccbl 3awmuieHHocrmn Nrc
Mapamertp

K1 K2

K3 K4

Fpynna napamerpoB "UpenTudukarop" B ananore "Mapamerpol 6e3onacHocTn”

DN1IeKTPOHHbIN MpunceoeH lMpuceoeH - -
naeHTudukaTop (0653.) (pekom.)

nonb3oBaTens

UHTerpaumnsa c NAK "Cob6onb" | [Ja (pekom.) [a (pekoMm.) - -

F'pynna napamerpos "[focryn"

B Aavanore "MapameTpbl 6esonacHocTn"

YpoBeHb fonycka HasHaueH - - -
YNO/THOMOYEHHbIM
nonb3oBaTensM
(0643.)
MpuBunerusa: YnpasneHue HasHaueHa - - -
KaTeropmsamMm YNO/THOMOYEHHbIM
KOH(PMAEHLNANIbHOCTHN nonb3oBaTensM
(0643.)

*
[OelicTBne siBnsieTca obs3atenbHbIM, ecnu Ansa peanvsaumn mepbl OLJI1.6 (orpaHuyeHue npas
nonb3oBatenen No BBoAy WMHMOpPMauUUKM B CUCTEMy) OyAeT NMPUMEHSATbCS MEXaHU3M
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NOMHOMOYHOrO ynpasfeHns AOCTYrnoM cucTtembl Secret Net Studio. Ecnn ana peanusaumn
yKasaHHOM Mepbl 3alWMTbl NPUMEHSIOTCS APYrMe peLleHns, AeiicTBne He oba3aTenbHo Ans
BbIMNO/THEH NS,

MapameTpbl MmexaHuamos KLl u 3MNC

Ona cooTBeTcTBMA Knaccam 3awmueHHoctn TMC gomkHbl 6bITb HAcTpoeHbl napa-
MeTpbl MexaHn3moB KL u 3lMC, nepeuncneHHble B cneayowen tabnuuye. Hacrporika
napameTpoB OCyLLeCcTBsSeTCsa B Nporpamme "KOHTposb NporpamMM n AaHHbIX".

YcnoBHble 0603HaYeHU s :

e "[la" — BKNKOUNTL NapaMeTp;

e "HeT" — oTKIIOUMTL NapameTp;

e (0653.) — perictBue 0b6s3aTeNbHO AN BbINMOHEHUS;

e (peKkoM.) — AencTBne peKoMeHayeTCs A1s BbIMOSIHEHUS ;

e "-"—3HauyeHMe NapaMeTpa Ha YyCMOTpeHME aAMUHMCTPaTopa 6e30MacHoCTH.

Ta6n.14 MNapameTpbl MexaHusmos KL u 3MNC

Knaccbl 3auumueHHocru rc

Mapamertp
K1 K2 K3 K4

Aunanor "Pe>xnMbl" B AMaNIoOroBoOM OKHE HAaCTPOMKM CBOMCTB KOMNblOoTEpa

Pe>xum 3MC BkAOUYEH [a (0643.) - - -
MSArkuim pexxmm HeT (0643.) - - -
MpoBepATb LLENTOCTHOCTb [a (0643.) - - -

Moaynei nepen 3anycKkoMm

MpoBepsaTb 3aros1oBKU [a (pekom.) - - -
Mopaysnien nepep 3anyckom

KoHTponupoBaTtb [a (pekom.) - - -
MCMNOJIHSIEMbIE CKPUMTbI

AnanoroBoe OKHO HAaCTPOMKM NapaMeTpoB 3afaHUA KOHTpona C3U

MeTtoa KOHTpONA pecypcos Copepxunmoe Copepxunmoe - -
(0653.) (0653.)

Anroputm CRC32 (pekomM.) | CRC32 (pekoMm.) - -

Peruncrpauus cobbituin: Ycnex | la (pekom.) [a (pekoMm.) - -

3aBepLieHuUnA

Peruncrpaumsa cobbiTuin: [a (0643.) [a (0653.) - -

Owunbka 3aBepLueHUn

Peruncrpauus cobbituin: Na (0643.) [a (0653.) - -
Owunbka npoBepkun

Peakuusa Ha oTka3s: [leiicTBua | 3abnoknpoBate | 3a6710KMpoBaThb - -

KOMMNboTEP KOMMbloTEp
(pekom.) (pekom.)

PacnucaHue Mpwu 3arpy3ke OC | Mpwu 3arpyske OC | - -
1 no n no
pacnucaHuio pacnucaHuio
(0643.) (06s3.)

[AvanoroBoe OKHO HAaCTPOWKWU NMapaMeTpoB 3afaHUA KOHTpons OC (daiinbl U peecrp)

MeTtoa KOHTpONA pecypcos Copepxumoe Coaepxunmoe - -
(pekoM.) (pexkom.)

Anroputm CRC32 (pekom.) | CRC32 (pekoMm.) - -

Perncrpaumsa cobbiTuii: Yecnex | a (pekom.) [a (pekoM.) - -

3aBepLieHunna

Peruncrpauus cobbiTnii: [a (pekoM.) [a (pekoM.) - -

Ownbka 3aBepLIeHUNA
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Knaccbl 3auumuweHHocrn rMcC

MapameTtp

K1 K2 K3 K4
Perucrpauma cobbiTnii: Ycnex | Het (pekoMm.) Het (pekom.) - -
npoBepkun
Perucrpauma co6biTuii: [a (pekom.) [a (pekoMm.) - -

Owunbka npoBepku

Peakuusa Ha oTkas: [leiicTBua | 3abnoknpoBate | 3a6710KMpoBaThb - -

KOMMblOTEp KOMMbloTEp
(pekom.) (pekom.)

Pacnucanue

Mpwu 3arpy3ke OC | Mpwu 3arpyske OC | - -
1 no n no
pacnucaHuio pacnucaHuio
(pekom.) (pekom.)

MH(*)OpMaLIVIOHHbIe CUCTeMbl NepCoHarbHbIX AaHHbIX

Mpn onpeneneHHbIX BapyuaHTax HacTpolkn cucrteMa Secret Net Studio obecneumnBaer
cooTBeTCcTBME TpeboBaHUSaM AN NHPOPMALMOHHBLIX CUCTEM NMEPCOHaNbHbIX AAHHbIX
(MCNAH), n3noxeHHbIM B AokyMeHTe "CocTaB M coaepXXaHue opraHu3aumMoHHbIX U
TexHu4eckmx Mmep no obecneyeHunto 6e30NacHOCTVM NEepPCOHasbHbIX AAHHbIX MPU NX
0bpaboTke B WMHMOPMAUMOHHbIX CUCTEMAxX MepcoHasbHbIX AaHHbIX" (yTBEepXAeH
npukasom ®CTIK Poccum ot 18 dbeBpana 2013 r. N2 21).

Ons ypoBHen 3awmweHHoctn UCTMAH 1, 2, 3 n 4 onpeaeneHbl 6a3oBbie Habopbl Mep
3aWmnTbl MHpopMaumm. OpraHu3aumoHHbIe N TEXHUYECKME Mepbl 3aliunTbl MHGOP-
Mauunm JomKHbI obecneynBaTb peanm3aunio cneayrLwmnx oCHOBHbIX TpeboBaHMI:

e unaeHTMdUKaLMA N ayTeHTUdPMKaunsa cybbekToB 4oCTyna n o6bekToB AOCTYNA;

e yrnpaBsfeHune AoCTyrnoM cybbeKkToB AoCTyna K obbekTam AoCcTyna;

e OrpaHM4yeHuWe NporpamMMHONM cpebl;

e 3aWMTa MaWKWHHbIX HOCUTENen nHdopmaumnn;

e perucrpaumns cobbiTuin 6e3onacHoCcTu;

®  LEeN0CTHOCTb MHMOPMaUNOHHOW CUCTEMBI U MHOPMaLUK;

e [OCTYNHOCTb MHdOpMaunm;

e 3alMTa TEXHUYECKUX CPEACTB;

e 3awmTa MH(OPMaLMOHHOW CUCTEMDI, €€ CPEACTB, CUCTEM CBSA3M U Nepeaayu JaHHbIX.

Ucnonb3oBaHue CpeacTB AOBEPEHHOMN 3arpy3ku

B MCNAH ypoBHer 1 n 2 AO/MKHbI MPUMEHSATLCA CpeAcTBa AOBEPEHHONM 3arpysku
onepaumnoHHOM cucTeMbl. B kavecTBe cpeacTBa JOBEPEHHOM 3arpy3Kn MOXeT UCMOSb-
30BaTbCs n3genue "MporpamMmMHo-annapaTtHblii komnnaekc "Cobonb".

O6ecneueHune HenpepbiBHOCTU PYHKLMOHUPOBAHMUA

[Onsa obecneyeHns HenpepbiBHOCTU PyHKUMOHMpoBaHUA Secret Net Studio B UCMOH
BCEX YPOBHEN 3alMLLEHHOCTUN PEKOMEHAYeTCH B KaXAoM AoMeHe 6e30macHoCTu
NCNonb3oBaTb HE MEHEE ABYX cepBepoB 6e30nacHoCTy.

MapameTpsbl nonutuk Secret Net Studio

[ns cooTBETCTBMSA YPOBHAM 3awimieHHocTy MCMNAH AomkHbl 6biTb HACTpOeHbI napa-
MEeTpbl MONTUK, NEepeYnCcrieHHble B cneayowen Tabnmue. Hacrtpolika napamMeTpos
OCYLLEeCTBNSETCA B MporpaMMe yrnpasseHuns Ha Bkiaake "Hacrtporkun", pasgen
"Monntunkn".

YcnoBHble 0603HaYeHns:

e "[a" — BKIOUMTbL NapamMeTp;

e "Het" — oTkNOUMTb NapameTp;

e (0653.) — pericTtBue 06s3aTeNbHO A1 BbINMOIHEHUS;
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e (peKoM.) — AencTBMe peKoMeHayeTCs AN1S BbIMOSIHEHUS ;

Ta6n.15 MapameTpbl NOANTUK

-" — 3HauyeHue NapaMeTpa Ha YCMOTpeHne agMMHUCTpaTopa 6€30MacHoCTH.

YpoBHM 3awmuieHHoctn UCMNAOH

Mapamertp

1 2 3 4
Fpynna "Bxoa B cucremy"”
MakcuManbHbIN He 6onee 5 (0653.) | He 6onee 15 He 6onee 15 -
nepuvopa (pekom.) (pekom.)
HeaKTUBHOCTU A0
6/10KMPOBKM 3KpaHa
3anpert BTOpM4YHOro | /la (pekom.) [a (pekom.) [a (pekom.) Ja (pekom.)
BXOA4a B CUCTEMY
Konunuecrso Or3p04 OTr3p08 OT3 0010 (0653.) |[OT3 8010 (0643.)
HeyAauHbIX NonbITOK| (0653.) (0b6s3.)
ayTeHTuduMKaymm
Pexxum Tonbko no Tonbko no CMelaHHbIn CMeLwaHHbIn
naeHTudukaumm naeHTndunKaTopy naeHtTudukaTopy (pekom.) (pekom.)
nonb3oBaTens (0643.) (pekoMm.)
Pexxum YcuneHHas YcuneHHas YcuneHHas YcuneHHas
ayTeHTudukaumm rno naponto no naponto no naposto rno naponto
nonb3oBaTens (0643.) (06%3.) (0643.) (0653.)
MaponbHasa [a (0653.) [a (0653.) [a (0653.) [a (0653.)
noJinTUKa
MuHuManbHasn He meHee 8 He meHee 6 He meHee 6 He meHee 6

AJIMHaA napons

cumBosnoB (0643.)

cumBonoB (0643.)

cumBonoB (0643.)

cumBosnoB (0643.)

Cpok peuncreua

He 6onee 60 aHen

He 6onee 90 aHen

He 6onee 120 aHen

He 6onee 180 gHel

napons (0643.) (0653.) (06s3.) (0643.)
CnoxxHocTb napons | [la (0693.) [a (0643.) [a (0643.) Oa (0643.)
Fpynna "XXypHan"

MakcuManbHbI He meHee 4096 He meHee 4096 He meHee 4096 He meHee 4096
pa3Mep >KypHana (pekom.) (pekom.) (pekoMm.) (pekom.)

3almThbl

Monuntuka
nepesanucu
cob6biTU

3atupatb no
Mepe
HeobxoaMMoCTH
(pekom.)

3atupatb no
mepe
HeobxoanMocTn
(pekom.)

3atupatb No
mepe
HeobxoAaMMoCTH
(pekom.)

3atmpatb no
Mepe
HeobxoaMMoCTH
(pekom.)

YyeTHble 3anucu ¢
npuBuiermen

NpocMoTpa >KypHana

NokanbHasa rpynna
aAMUHNCTPaToOpOB
(pekom.)

JNlokanbHasa rpynna
aAMUHUCTpaToOpOB
(pekom.)

JlokanbHaga rpynna
aAMWHNCTPaTopoB
(pekom.)

JNlokanbHas rpynna
aAMUHNCTPaToOpOB
(pekom.)

YyeTHble 3arnucu ¢

JNlokanbHas rpynna

JNokanbHas rpynna

NokanbHas rpynna

JNlokanbHas rpynna

npuBuierven aAMUHUCTPATOPOB | aAMWHUCTPATOPOB | aAMMHUCTPATOPOB | aAMMHUCTPATOPOB
ynpasneHus (pekoM.) (pekoM.) (pekoM.) (pekoM.)
YKYpPHaANOM

Fpynna "Knroum nonb3oBartens"

MakcuManbHbIW He 6onee 360 He 6onee 360 He 6onee 360 He 6onee 360
CpOK fgencreus (pekoM.) (pekoM.) (pekoM.) (pekoM.)

KNnou4a

MpepynpexpaeHune 06| He meHee 14 He meHee 14 He meHee 14 He meHee 14
NCTeYeHUn cpoka (pekom.) (pexom.) (pexkom.) (pekom.)

AencTBUA Kao4a

Mpynna "OnoBeweHue o TpeBorax"

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
MpvHUMNbI NOCTPOEHMUA

54



© KOMMAHMA "KOA BE3OMACHOCTN"

YpoBHM 3awmiieHHoctu UCNAH

MapameTtp
1 2 3 4
JNokanbHoe BkntouyeHo (pekoM.) | BkntoueHo (pekoM.) | BkntoueHo (pekoM.) | BkitoueHo (pekoMm.)
onoselieHue o
TpeBorax

Fpynna "[AuckpeuMoHHOe ynpaBsieHue gocrynom"

YuyeTHble 3anucu ¢ NokanbHaga rpynna | JlokanbHag rpynna | JlokanbHas rpynna | JlokanbHas rpynna
npuBunernen aAMUHUCTPATOPOB | aAMWUHUCTPATOPOB | aAMUHMCTPATOPOB | aAMUHUCTPATOPOB
yrnpassieHus (pekom.) (pekom.) (pekom.) (pekom.)

npasaMu Agocryna

Fpynna "3atupaHue AaHHbIX"

KonuuecrBo unknoB | He meHee 2 (0653.) | He meHee 1 (0653.) | He MeHee 1 (0643.) -
3aTMpaHmsa Ha
JIOKaNbHbIX AUCKaX

KonunuecrBo unknoB | He meHee 2 (0653.) | He meHee 1 (0653.) | He meHee 1 (0643.) -
3aTMpaHus Ha
CMEHHbIX HOCUTENAX

Fpynna "MonHoMo4YHOe ynpaBseHne focrynom"

HasBaHua ypoBHel | HacTtpoeHo (06913.)* - - -

KOHdUAeH-

LUMaNbHOCTH

Pexxum pabotbi KoHTposnb MOTOKOB - - -
BKJtOYeEH (0653.)

Pe>xum pa6orbi: Ja (06913.)* - - -

CTpOrmi KOHTpPONb
TepMMUHaNbHbIX
noakJItoueHnn

Fpynna "Me)xceTeBou 3kpaH"

MpoTokonbi BkntoyeH goctyn BkntoyeH goctyn BkitoueH goctyn BkntoyeH goctyn
TONbKO ANA TOMbKO ANS TONbKO ANSA TONbKO ANs
npotokona IPv4 npotokona IPv4 nportokona IPv4 npotokona IPv4
(0643.) (0693.) (0643.) (0653.)

Brknrountb ICMP- [a (pexkom.) [a (pekom.) - -

3awunTy

ICMP-coobweHunsn: MonyyeHune MonyyeHune - -

9xo0-oTBeT (pekom.) (pekom.)

ICMP-coobweHus: MonyyeHune, lMonyyeHwne, - -

AppecaTt HepoctyneH | Otnpaeka (pekoM.) | OTnpaska (pekoM.)

ICMP-coobweHunsn: OtnpaBka (pekoM.) | OTnpaBka (peKkoM.) - -
3xo-3anpoc

ICMP-coobweHus: MonyyeHune, lMonyyeHwne, - -
XopaTtaicTrBO Otnpaska (pekoM.) | OTnpaska (pekoMm.)

MapLwipyTusartopa

ICMP-coobuenums: MonyyeHune MonyyeHue - -
MpesBbilueHne (pekom.) (pekom.)

BpeMEeHHOoro

MHTepBana

ICMP-coobwenus: [a (pekom.) [Oa (pekom.) - -
3abnokuposaTtb

OCTaJibHble€ TUNbI

Pe>kum obyueHus BbikntoueH (pekoM.) | BoikitoueH (pekoM.) | BeikntoueH (pekoM.) | BbikntoyeH (pekoM.)

Fpynna "ABTopM3auuna ceTeBbiX coeguHeHun"
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YpoBHM 3awmiieHHoctu UCNAH

MapameTtp
1 2 3 4
3awmTa coeguHeHui| [la (pekom.) [a (pekoM.) - -
ANSA rpynnsol
everyone
O6pa6borka ceteBbix | [Tognuce, MakeT Moanwuck, Maker - -
nakeToB: uenvkom (0643.) uenukom (0643.)
MapameTpbl
06paboTku ceTeBbIX
nakeros
O6paborka ceteBbix | [la (pekoMm.) [a (pekoM.) [a (pekoMm.) [Ja (pekomM.)

nakeroB: 3awuTa ot
replay-aTak

Fpynna "KoHTponb ycrpoicrs"

MepeHanpaBneHune 3anpeT ans scex 3anpeT ans Bcex 3anperT Ansa Bcex 3anpeT ans Bcex
ycrpoiicte B RDP- TUNOB YCTPOUCTB U | TUMOB YCTPONCTB U | TUMOB YCTPOMUCTB U | TMMOB YCTPOWCTB U
noAaKAIOYEeHUNAX NoAKNOYEeHN M NOAKIIOYEHN noAKOYEHN N MOAKNOYEHWUI

(pekom.) (pekom.) (pekom.) (pekom.)
CrnK1COK yCTpOICTB: MapameTpbl 3aaaHsbl, | NapameTpbl 3agaHbl, | — -
Mapamerpbl npwv 3TOM ANS FPYNN | NPy 3TOM ANSA rpynn
KOHTpoOns "YcTtponcTtea USB", | "YcTpoincTtea USB",

"YcTponctea "YcTponcTea

PCMCIA" n PCMCIA" n

"YcTpoiicTtBa "YcTporictea

IEEE1394" IEEE1394"

BKJTIOUEH pexum BKJTIOUEH PEXUM

"MoakntoyeHne "MoakntoyeHne

YCTPOMNCTBA yCTponcTea

3anpelleHo" (0643.) | 3anpeweHo"” (0643.)
Crnu1CcOK yCTPOWCTB: 3anaHbl (0643.) 3apaHbl (0643.) - -
Paspewenus
Fpynna "KoHTponb neyatn"
Cnuncok npuHTepoB: | 3aaaHbl (0643.) 3apaHbl (0643.) - -
Paspewienunn
Fpynna "AHTuBMpyc"
MocrosiHHana 3awmTa | OnTnManbHas OnTumManbHas OnTuManbHas OnTumanbHas

3awmTa (pekom.)

3awmTa (pekom.)

3awmTa (pekom.)

3awmTa (pexkom.)

CkaHunpoBaHue
noakJitouaeMbix
HocuTenen

[a (0653.)

[a (0643.)

[a (0653.)

[a (0643.)

Mposepka no
pacnucaHuio

Mpodwunb "BeicTpas
nposepka",
pacnucaHune: "ExeH-
epenbHo, cybboTta B
03:00" (pekom.)

Mpodunb "BoicTpas
nposepka",
pacnucaHue: "ExeH
epenbHo, cybbota B
03:00" (pekom.)

Mpodunb "BeicTpas
nposepka",
pacnucaHue: "ExeH-
enenbHo, cybbora B
03:00" (pekoMm.)

Mpodunb "BeicTpas
nposepka",
pacnucanume: "ExxeH-
epenbHo, cyb6oTta B
03:00" (pekom.)

Fpynna "O6Hapy>xeH

~n

e BTOPXXEHUNn

Bkaountb [a (pekom.) [a (pekoM.) [a (pekoMm.) [Oa (pekom.)
AETEeKTOopbl aTak

BnoknpoBka [a, spems [a, Bpems 6nokn- [a, spems [Oa, Bpems 6nokn-
aTaKylLlero xocra 6noknposkn — 15 poBkM — 15 MuH. 6nokmposkn — 15 poBkM — 15 MUH.
npu obHapy>xeHumn MWH. (peKoM.) (pekom.) MWH. (peKoMm.) (pekom.)

aTak

CkaHupoBaHue [a (pekom.) [a (pekom.) [a (pekoMm.) [Oa (pekom.)
nopToB

ARP-spoofing [a (pekom.) [a (pekoM.) [a (pekoMm.) [Ja (pekomM.)
SYN-FLOOD [a (pekoM.) [a (pekoMm.) [a (pekoM.) [a (pekom.)
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YpoBHM 3awmuieHHoctu UCNAOH
MapameTtp
1 2 3 4
AHOMaJIbHbIN [a (pekom.) [a (pekoM.) [a (pekoMm.) [Ja (pekomM.)
Tpaduk
DDoS [a (pekom.) [a (pekom.) [a (pekom.) Ja (pekom.)
DoS [a (pexkom.) [a (pekom.) [a (pexkom.) [a (pexkom.)
Bkaountb [a (pekom.) [a (pekoM.) [a (pekoMm.) [Ja (pekomM.)
CUrHaTypHble
aHanusaTopbl
AHanusatop HTTP [a (pekom.) [a (pekom.) [a (pekom.) Oa (pekom.)
AHanun3sartop HTTP: [a (pekom.) [a (pekoM.) [a (pekoMm.) [Ja (pekomM.)
KoHTponb
Bxoaswero Tpacdpuka
AHanusatop HTTP: [a (pekom.) [a (pekom.) [a (pekom.) Ja (pekom.)
KoHTponb
ncxopsuiero
Tpadmka
*,El,eﬁCTBme aBnsieTcs obasaTenbHbIM, ecnu Ans peanusauum mepbl OLJ1.6 (orpaHnyeHune npas
nonb3oBatenein No BBoAy WMHMOpPMauUUKM B CUCTEMy) OyAeT NMPUMEHSATbCS MEXaHWU3M MOSHO-
MOYHOIO yrnpaeneHus AocTynom cuctemsl Secret Net Studio. Ecnu ansa peanusaumm ykasaHHom
Mepbl 3aLWMTbl MPUMEHSIOTCS APYIMe pelleHns, AeNCTBNE He 06513aTeNbHO A5 BbIMO/THEHUS.
MapameTpbl Nnonb3o0BaTenen
[ns cooTBETCTBMSA YPOBHAM 3awimieHHocTy MCMNAH AomkHbl 6biTb HAaCTpOeHbI Nnapa-
MeTpbl NMOSb30BaTeNnen, nepevyncneHHble B cneaylwen tabnumue. Hacrponka napa-
METPOB OCYLECTB/ISETCA B MporpaMMe ynpassieHUs Mnosib30BaTeNnsaMm B AMaAsIOrOBOM
OKHe HaCTpOMKM CBOMCTB NoNb30BaTeNs.
YcnoBHble 0603HaveHns:
e "[1a" — BKIKOUMTL MapaMeTp;
e "Het" — oTkNOUMTb NapameTp;
e (0653.) — pericTtBue 06s3aTeNbHO A1 BbINOIHEHUS;
e (pekoM.) — oencreme peKoMeHAyeTCs ANS BbINOSIHEHUS;
e "-"_—3HayeHMe NapaMeTpa Ha yCMOTpPeHMEe agMMHUCTpaTopa 6e3onacHoCTu.
Ta6n.16 MNapameTpbl Nnonb3oBaTenemn
YpoBHM 3awmuieHHoctu UCNAOH
Mapamertp

1 2 3 4

Fpynna napamerpoB "UpenTudukarop" B ananore "Mapamerpol 6e3onacHocTn”

DN1IeKTPOHHbIN MpwnceoeH lMpuceoeH - -
naeHTudukaTop (0653.) (pekom.)

nonb3oBaTens

UHTerpaumnsa c NAK "Cob6onb" | [Ja (pekom.) [a (pekoMm.) - -

Fpynna napamerpos "fQoctyn" B gananore "Mapamerpbl 6e3onacHocTn”

YpoBeHb fonycka HasHaueH - - -
YNO/THOMOYEHHbIM
nonb3oBaTensM
(0643.)
MpuBunerusa: YnpasneHue HasHaueHa - - -
KaTeropmsamMm YNO/THOMOYEHHbIM
KOH(PMAEHLNANIbHOCTHN nonb3oBaTensM
(0643.)

*
[OelicTBne siBnsieTca obs3atenbHbIM, ecnu Ansa peanvsaumn mepbl OLJI1.6 (orpaHuyeHue npas
nonb3oBatenen No BBoAy WMHMOpPMauUUKM B CUCTEMy) OyAeT NMPUMEHSATbCS MEXaHU3M
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NOMHOMOYHOrO ynpasfeHns AOCTYrnoM cucTtembl Secret Net Studio. Ecnn ana peanusaumn

yKa3aHHOI Mepbl 3aLlMTbl MPUMEHSIOTCS APYrue pelleHus, AelcTBrne He 06s3aTenbHo ANs

BbIMNO/HEHUA.

MapameTpbl MmexaHuamos KLl u 3MNC

[ns cooTBETCTBMSA YPOBHAM 3awimieHHocTy MCMNAH aomkHbl 6biTb HACTPOEHbI NMapa-
MeTpbl MexaHn3moB KL u 3lMC, nepeuncneHHble B cneayowen tabnuuye. Hacrporika

napaMeTpoB OCYLLECTBNSETCA B NporpaMMe "KoHTposib MPorpamMm 1 AaHHbIX".

YcnoBHble 0603HaYeHns:

e "[la" — BKNKOUNTL NapaMeTp;

e "HeT" — oTKIIOUMTL NapameTp;

e (0653.) — perictBue 0b6s3aTeNbHO AN BbINMOHEHUS;
e (peKkoM.) — AencTBne peKoMeHayeTCs A1s BbIMOSIHEHUS ;

e "-"—3HauyeHMe NapaMeTpa Ha YyCMOTpeHME aAMUHMCTPaTopa 6e30MacHoCTH.

Ta6n.17 NMNapameTpbl MexaHusmos KL u 3MNC

YpoBHM 3awmwieHHoctn UCMNAOH

Mapamertp
1 2 3
AnanoroBoe OKHO HAaCTPOMKM NapaMeTpoB 3afaHUA KOHTpona C3U
MeTtoa KOHTpONA pecypcosB Conepxunmoe Conepxunmoe -
(0643.) (0643.)
Anroputm CRC32 (pekoM.) | CRC32 (pekoMm.) -
Peruncrpauus cobbiTuii: Ycnex | [la (pekom.) [a (pekoM.) -
3aBepLieHuUn
Perncrpaumsa cobbiTuin: Oa (0693.) [Oa (0643.) -
Ownbka 3aBepLIeHUnA
Peruncrpauus cobbiTuii: Na (0653.) [a (0653.) -
Ownbka npoBepkun
Peakuusa Ha oTka3s: [leiicTBusa | 3abnoknpoBatb | 3abnokupoBaTb -
KOMMbOTEP KOMMblOTEP
(pekoM.) (pexkom.)

Pacnucanue

Mpw 3arpyske OC
M no
pacnucaHuio
(0643.)

Mpwu 3arpyske OC
Mo
pacnucaHuio
(06s3.)

AnanoroBoe OKHO HAaCTPOMKM NapaMeTpoB 3afaHuA koHTpona OC (c¢ainbl n peecrp)

MeTtoa KOHTpONA pecypcos Coaepxunmoe Copepxunmoe -
(pekom.) (pekom.)

Anroputm CRC32 (pekomM.) | CRC32 (pekoMm.) -

Perucrpaumsa cobbiTuii: Ycnex | a (pekom.) [a (pekoM.) -

3aBepLieHunA

Peruncrpaumsa cobbiTuin: [a (pekom.) [a (pekoM.) -

Owunbka 3aBepLueHUn

Perncrpauus cobbitnii: Ycnex
npoBepKu

HeT (pekom.)

Het (pekom.)

Peruncrpaumsa cobbiTuin: [a (pekom.) [a (pekoM.) -
Owmnbka npoBepku
Peakuus Ha oTka3s: [leiictBusa | 3abnoknposatb | 3abn0okupoBaTb -
KOMMblOTEP KOMMbloTEp
(pekom.) (pekom.)

Pacnucanune

Mpwn 3arpy3ske OC
1 no
pacnucaHuio
(pekom.)

Mpwn 3arpy3ske OC
M no
pacnmcaHuio
(pekom.)
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NpuMeHeHMne NnapameTpPOB NOcrie HaCTPOMKU

Mpy M3MEHEHUN NapaMeTPoB 06BLEKTOB M 3alUMTHbLIX MexaHu3MoB Secret Net Studio
He BCe 3Ha4YeHWs MOryT BCTynmaTb B CWJly Cpasy MocCsie COXPaHeHUsl U3MEHEHMW.

HekoTopble napaMeTpbl NMPUMEHSAKOTCA Ha 3a
NNEHHbl€ MOMEHTbLI BPEMEHMU.

wniaeMblX KOMNbKOTEPAX B onpene-

Huxke mepeuyncnieHbl MapaMeTpbl, BCTyMalowmMe B CUy MOC/ie fnepesarpyskyu KOoM-
nbloTepa UAM Npu CreaylolemM Bxofe Nosb3oBaTens B cuctemy. OcTanbHble napa-

METPbl MPUMEHAIOTCA CPa3y Moc/e COXpaHeHMs

M3MEHEHHbIX 3HAUYEHUMN.

Ta6bn.18 MNapameTpbl B NnporpamMMe ynpasJjieHUnA

Mapamertp

MomMmeHT npnMeHeHus

Bxknapgka "CocrossHue" ans KoMnbroTEpa — CpPeACTBa BKJIOYE

HUA N OTKNTIOYEHUNA MeéXaHU3MoB

ANCKpeLunoHHOoe ynpaBsieHme

lMocne nepesarpy3ku

3aTupaHuve AaHHbIX

Mocne nepesarpy3sku

KOHTponb ycTpoiicTs

Mocre nepesarpysku

3aMKHYTas nporpamMmMHas cpeaa

lMocne nepesarpy3ku

NMonHoMo4YHOE ynpaBneHune

lMocne nepesarpy3ku

KoHTponb neuyaTtmn

Mocne nepesarpy3sku

3awuTa AMCKOB M WndpoBaHue

Mocre nepesarpysku

Bknapka "Hacrpoiiku", pasgen "Monutukun" — napamerpsl rpynnol "Bxoa B cucremy"”

MakcMManbHbIi NepMoa HeEaKTUBHOCTU A0 6/10KMPOBKU
3KpaHa

Mpw cnepytoLlem BXxoae B CUCTEMY

3anpeTt BTOPUMYHOro Bxoaa B CUCTEMY

Mocre nepesarpysKku

Peakuusa Ha n3bsATME naeHTudukaTopa

Mpu cneayoLEM BXOAE B CUCTEMY

KonunuecreBo HeyaauyHbIX NMOMNbITOK ayTeHTMCbVIKaLIVIVI

Mpw cnepytoLlem BXxoae B CUCTEMY

Paspewntb MHTepaKTMBHbIﬁ BXOA TOJIbKO AOME@HHbIM
nosJsib3oBartensam

Mpw cnepytollem Bxoae B CUCTEMY

Pexxum MAeHTMdJVI Kauunun nonb3oBatens

Mpu cneayoLEM BXOAE B CUCTEMY

Pexxum ayTeHTudm Kauuuv nonb3oBatens

Mpw cnepytollem Bxoae B CUCTEMY

MaponbHasa nonuTUkKa

Mpw cnepytollem Bxoae B CUCTEMY

Bknagka "Hacrpoikun", pasgen "Monutukn" — napamertpbl rpynnbl "XXypHan"

MakcuMasbHbIi pa3Mep >KypHasia CUCTEMbI 3alUUTbI

Mpwv yBennyeHnn — cpasy. lNpu
YMEHbLUEHMN — MOC/I€ OYUCTKUN XXYypHana

YyeTHble 3anucy € NpMBUIermein NPocMoTpa XKypHana
CUCTeMbl 3alMUTbI

Mpw cnepytollem Bxoae B CUCTEMY

Bknapka "Hacrpoiku", pasgen "Monutukun" — napamerpsl rpynnol "Knwouu nonb3osarens”

Bce HacTpanBaeMble NapaMeTpbl rpynnbl

Mpw cnepytollem BXxoae B CUCTEMY

Bknapka "Hacrpoiiku", pasgen "Moautukn" — napamerpsl rpynnbl "[AMCKpeLMOHHOE yrpaBJjieHue

pocrynom"

YuyeTHble 3anucu C NpUuBUJIEruei ynpaBieHus npaBaMmm
pocryna

Mpu cneayoLEM BXOAE B CUCTEMY

Bknapka "Hacrpoiku", pasagen "Monutuku" — napamerpsl rpynnbi "MosiHOMOYHOE ynpaB/ieHue

pocrynom"

Pe>xnm pa6otbl: KOHTPOJ/Ib NOTOKOB OTKJ1IOYEH

lMocne nepesarpy3ku

Pe)xnm pabotbi: KOHTPO/Ib NOTOKOB BKJIIOYEH

[Mocne nepesarpy3ku

Pe>xuM pa6oTbi: CTPOrmim KOHTPOJ/Ib TEPMUHANBbHbBIX
noakJIlouYeHnn

Mpw cnepytollem Bxoae B CUCTEMY
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Mapamertp MoMeHT npuMeHeHus

Pe>xumM pa6oTbi: ABTOMaTM4YeCKUii BbIGOP MaKCMManbHOro Mpu cnepytoLwem BXoae B CUCTEMY
YPOBHSA ceccum

Bknapka "Hacrpoiku", pasgen "Moautnkn" — napamerpbl rpynnbl "3aMKHyTasi nporpaMmMHas
cpepa"

YuyeTHble 3anu1cu, Ha KOoTopble He AeUCTBYIOT NpaBuna Mpu cnepytoLwem BXoae B CUCTEMY
3aMKHYTOI NporpaMMHON cpeabl

Bknapka "Hacrpoiku", pasgen "Monutuku" — napameTpsl rpynnbi "3awmura gucka m
wundppoBaHue paHHbIX"

YyeTHble 3anu1cu c NpuBUAEruein Ha cosfaHue Mpu cnepytoLwem BXoae B CUCTEMY
KPUMTOKOHTEeHepa

Bknapka "Hacrpoiku", pasgen "Monautukun" — napamerpsbl rpynnbl "KOHTpoOsb npunoxxeHun"

MepeHanpaBneHune 6ydepa o6MeHa B RDP-noakntoueHnax | Mpwn cneaytolem TepMMHaNbHOM BXoae

Bknapka "Hacrpoiiku", pasgen "Moautukun" — napamerpsbl rpynnbl "KoHTposib ycTpoucTB"
NMepeHanpaBneHue ycrpoicts B RDP-nogksitoueHmnax | Mpwn cnepyowem TepMMHaNbHOM Bxoge
Bknapka "Hacrpoiiku", pasgen "Monutuku" — napamerpsl rpynnbl "KoHTponb neyatn"”
MapkupoBKka LOKYMEHTOB lMpwv cnepytowem Bxoae B CUCTEMY
TeHeBoe KonupoBaHue Mpw cnepytollem Bxoae B CUCTEMY
MepeHanpaBneHue npuHTepoB B RDP-noakiouYeHnsax Mpw cnepytoLeM TepMUHaNbHOM BXoLe
Bknagka "Hacrpoikun", pasgen "MapameTtpbl" — napameTtpbl rpynnbl "YnpaBieHue TpaccupoBKoun™
Bce HacTpaMBaeMblie napaMeTpbl rpynnbl Mocne nepesarpy3ku

Ta6n.19 MNapameTpbl B nporpaMmMme "KOHTposib NporpaMM U AaHHbIX"

MapameTtp MOMEHT NnpuMeHeHusn

Cnucok pecypcos B 3agaHumn 3MC Mpwn cneaytowem Bxoae B CVICTeMy*

AnanoroBoe OKHO HAaCTPOMKMU NapamMeTpoB cy6bekTa ynpasneHusa, guanor "Pexumbl"

Pe>xum 3IMC BkarouyeH Mpwn cnepytowwem Bxoae B CI/ICTeMy*

"
U3onsumsa npouecca BKIIOYEHaA Mpw cnepytoLleM BXoae B CUCTEMY

*
Mpu LEeHTpann30BaHHON HACTPOIKe BO3MOXHO MPUHYAUTENBHOE MPUMEHEHNE U3MEHEHWIA MO
S n

KoMaHze "Mepe3arpyska napamMeTpoB paboTbl Nonb3oBaTesnei" B KOHTEKCTHOM MeH0 Cy6beKkToB
yrnpasneHus.

Ta6n.20 MNapameTpbl B NporpamMMe yrnpasBJ/iIeHUSA NoJib30BaTeNnAMMU

MapameTp MoOMeHT npuMeHeHus

Onepauum c yYeTHbIMU 3anNUCAMMU: yaaneHue, 6noknposka, | [pu creayoweM BXOAE B CUCTEMY
cMeHa naponsi

OKHO HaCTpOiiKM CBOWCTB Nnosib3oBartens, guanor "Mapamerpbl 6e3onacHocTU" — napameTpbl
rpynnbl "I neHTudunkarop"

CNUCOK 3/1EKTPOHHbIX MAeHTU(hNKaTOpPOB NnoJsib3oBaTens | Mpwu cnepytowem Bxoae B CUCTEMY

OKHO HaCTpOWKM CBOMCTB noJsb3oBaTtens, ananor "Mapamerpbl 6e3onacHocTu” — napaMeTpbl
rpynnsbl "Qocryn"

Bce napameTpbl NOJIHOMOYHOIO yrnpaB/ieHUs AOCTYNOM | Mpu cnepytoLwem BXoAE B CUCTEMY
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PykoBoAcCTBO Nosib30BaTeNA

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 61
MpvHUMNbI NOCTPOEHMUA
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