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AD Active Directory
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Introduction

Conventions

A
X

This manual is designed for Secret Net Studio administrators (hereinafter "Secret Net
Studio, the System"). It contains information for administrators about the con-
figuration and management of the following protection mechanisms:

e personal firewall;

e network authentication.

Before reading this manual, read the following documents: [1], [3].

In order to highlight certain elements in the text, a series of conventions is used.
Internal links usually indicate the required page number.

Important and additional information in the document is presented as notes. Icons in
the margins indicate the importance of the information they contain.

e This icon highlights additional information that may contain examples, links to
other documents, or other parts of the manual.

e Thisicon highlights important information that must be taken into account.

e Thisicon highlights a warning.

Exceptions. Some notes may not have any icons. Apart from note icons, the margins may also contain other
graphical elements, forexample, buttons that are explained in adjacent paragraphs.

Other If you have Internet access, you can visit SECURITY CODE Ltd. website

information  (https://www.securitycode.ru/) or contact a company's representatives via email
sources (info@securitycode.ru).
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Chapter 1
General information

Firewall

The Secret Net Studio network protection includes the following subsystems:
o firewall;
e network connection authorization mechanism.

The firewall protects servers and workstations in the local area network against un-
authorized access and controls network access.

The protection mechanism filters traffic at network, transport and application layers
according to specified traffic filtration rules.

The firewall performs the following functions:

Function Description

Network Network traffic filtering is based on special rules with extensive settings.
traffic Network connections can be restricted at the following levels:

filtering e users;

e computers;

e user groups;

e connection settings: service and application protocols, ports, network
interfaces, applications, weekdays, time of day

Learning With learning mode enabled, all network traffic is allowed. For each packet
mode the system checks for a filtering rule that is configured in the firewall;
default rules are excluded from the procedure. Several rules of the same
type are grouped and replaced with a single rule

Network connection authorization mechanism

Secret Net Studio. Administrator's manual
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Secret Net Studio has a network protection mechanism implemented for authorized
subscribers. This mechanism operates based on the IPsec framework of open stand-
ards and ensures data exchange security.

Subscriber authorization is based on the Kerberos protocol. This protocol is highly re-
sistant to Man-in-the-middle attacks and password interception attempts. This mech-
anism provides authorization of access subjects as well as secure objects. This
prevents unauthorized imitation of a secure information system, used in certain at-
tacks.

The network connection authorization mechanism performs the following functions.

Function Description

Network Adds service data to network packets that meet rules acquired from the
authorization control and authorization server. Analyzes incoming packet service data
along with the transfer of information to the firewall module to ensure
rule-based filtering

Inalterability Ensures authenticity, integrity and confidentiality of transferred data
control for
transferred
network
packets

Traffic Ensures cryptographic protection of network traffic
encryption
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Chapter 2
Firewall

You can configure the firewall centrally using the Control Center. Configuration is per-
formed at the Computer object level, separately for each protected computer.

Note. Secret Net Studio also contains the Local Control Center component. This component only allows you
to view firewall settings on a protected computer.

To configure the firewall:
1. Open the Control Center.
The main program window appears.

Tip. To view firewall settings directly on a protected computer, open the Local Control Center, select the
Settings tab, and select the Firewall element in the Policies section. Parameters cannot be configured in
the local mode.

2. Open the Computers view on the left side of an open window and; select the com-
puter you need, right-click the selected item, and then click Properties on the
shortcut menu.

An information about the computer status appears on the right side of the win-
dow.

3. Click the Settings tab and select the Firewall element in the Policies section.

Interface of firewall configuration appears in the middle of the window asin the fig-
ure below.

&% Protection of network connections

Firewall
Access rules

Fules for access to petwork services (TCPAP ) of this computer.

Metwork s nse Access type Derection | Remote address Application

®

4. Configure the parameters required and click the Apply button to save changes.

Network packet processing procedure

The Secret Net Studio network packet processing procedure depends on traffic di-
rection.

e Incoming packets are first checked for compliance with network protocol settings;
then, for compliance with system rules and then, if a packet passes the previous
stages, it is checked for compliance with access rules;

e Qutgoing packets are first checked for compliance with access rules; then, for
compliance with system rules and then, if a packet passes the previous stages, it
is checked for compliance with network protocol settings.

By default, object access rules are processed based on the order of their creation and
position in the table of rules. The rules at the top of the table have the highest prior-
ity. (see p. 8).

If network packet properties match its description in a rule, a predefined action is per-
formed. If access is denied, the packet is not checked for compliance with the rest of

Secret Net Studio. Administrator's manual 7
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the rules. If access is granted, the packet compliance check is continued. Network
packets that are not subjects to any of the rules pass through the firewall.

Note. Service rules enabling network traffic necerequired forthe Secret Net Studio to functioning are applied
even when a packet was blocked at the previous stages.

Packet processing procedure for application rules:

e first, packets are processed according to the incoming traffic processing pro-
cedure;

e once the data is converted via operation with folders and named pipes, compli-
ance with application rules is checked;
e once operations with folders and named pipes, as well as further conversion of a

response into outgoing packages is complete, the corresponding processing pro-
cedure (outgoing packet processing) is performed.

If these operations are performed by a protected computer, it is not required to check
for compliance with application rules.

Managing rule priority

By default, object access rules are processed based on the order of their creation and
position in the rules table. The rules at the top of the table have the highest priority.

With the Secret Net Studio you can change rule processing priority.
To change rule priority:

1. From the list, select the rule.
2. Tochange the rule priority, click the Up or Down button.

Configuring access rules

A

Access rules govern access for authenticated and anonymous users to the network
services of a protected computer. These rules have higher priority than the ap-
plication rules (see p. 19).

Attention!
* Bydefault, the access rules govem all computer network interfaces.
* Changesto the rule settings take effect within 4-6 minutes.

To manage the rules:
1. Gotothe Access rules section in the interface of the firewall configuration.

Access rules
Rules fer booess to network sernces [TORIP o) of this computer, z
Mebwork sendce Access type | Direction | Remote address | Application
o everyone Secret Met Studes DS reguuest Allowad Cutgeng
o everyone Secret Net Studss DHCP reply Allewead Incoming
o everyone Secret Met Studio DHCP-request Allgwed Cutgoing
+  everyore Secret Met Studic MetBIOS (Mame Se  Allowed Incoming
o everyore Secret Met Studis NetBIOS [datagrasr  Allewed Incaming

For each rule, the following information is displayed in the table:

Column Value

On Rule operation management:
e unselected — the rule function is temporarily suspended
e selected — theruleis enabled;

Actor Name of the account or account group the rule applies to

Secret Net Studio. Administrator's manual 8
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Network Name of the network service the rule applies to
service
Access Type of access to a protected computer:
type e allowed;
e denied

Direction Network traffic direction the rule applies to

Remote Name or IP address of the computer the rule applies to. An asterisk (*)
address symbol indicates that the rule applies to all remote computers

Application| Path to the application that the rule applies to

2. Perform the required operations:
e createarule (seep.9);
e edit rule properties (see p. 14);
e deletetherule (see p. 15);
e assign rule priority (see p. 8);

Creating an access rule

There is a special wizard for creating rules.

Tip. Use the buttons below to manage the rule creation procedure:

* <Back—to retum to a previous dialog box;
* Next>—to proceed to the next dialog box;
* Cancel—to stop creating arule.

To create an access rule:
1. Click the Add button.
Access rule creation wizard appears.

Access rule creation wizard =

Access type

Specify access type and choose the network service to be used.

Accmss: 0 Mllow

Deny

Metwork senvice Update

caimpty>
All incoming (UDP, TOM
DHOP reply

DHCP-request

D5 reply to the closed port
DNE reguest

DNS server (TCF)

DS smrvar (LIDE)

HTTP serves

HTTPS server

IMAPS cmpyer
Meut = Cancel

2. Specify the parameters and click the Next > button.

Secret Net Studio. Administrator's manual 9
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Section | Value
Access | Click the button:
e Allow — if it is necessary to grant access to a protected object when a
ruleis triggered;
e Prohibit — if it is necessary to deny access to a protected object when a
ruleis triggered
Network | Select the name of a network service the rule applies to rule. Select the
service | <empty> value to define network service parameters manually

Note.The network services list shows the services that are set by default. To display manually created
services (see p. 30), click the Update button.

A dialog box appears as in the figure below.

Access rule creation wizard =

Rule's parameters

Specfy the protocol type, direchion of the channel, remole port, and the
application to which the rule will be applied.

Protocol type: TCR, UDP T
Chirection: L In::-m:ng
Outgoing
Require secure conmection
Destination part: |~ Advanced
Application: -

< Back Net = Cancel

3. Specify the required parameters and click the Next > button.

Section

Value

Protocol type Select a protocol type the rule applies to

Direction

Select traffic direction that is subject to the rule (regarding a
protected object)

Require secure | Select the check box if an outgoing network connection requires a

connection secure data transfer channel
Destination Type the number of the port that is subject to the rule:
port e |eave an asterisk (*) symbol if the rule must govern all computer

ports sender or recipient of IP packets;
e for incoming traffic, specify the port number for the IP packet
receiving computer;
e for outgoing traffic, specify the port number for the IP packet
sending computer.
Click the Advanced button to configure port range for a protected
server or a remote computer

Secret Net Studio. Administrator's manual 1 0
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Section Value
Application Type the path to the executable file of an application subject to the
rule:

e specify the path to an application. You can also use Windows
system variables to specify the path to an application;
e leave an asterisk (*) symbol if the rule must govern all
applications.
A created rule will analyze network traffic for an application that
operates directly on a protected computer

Attention! To ensure the access rule works properly, you must to specify the full path to the application’s
executable file.

Attention!While using the "Require secure connection" parameter, network connections are not be es-
tablished through a not secure channel (if a license to use the network connection authorization mech-
anismis available).

B b

The Access actor dialog box appears.
Access rule creation wizard =

Access actor

Choose an account or group sccess to which will be controlled by the rule being
greated

Access actor | everyone Secret Net Shedio v Select

< Back MNext > Cancel

Click the Select button to select accounts through the standard Windows dialog box. This function is avail-
able if you have a license to use the network connection authorization mechanism.

4. Specify the name of the account or account group to be governed by the rule and
click Next > button.

The Notification settings dialog box appears.

Secret Net Studio. Administrator's manual 1 1
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Access rule creation wizard =

Notification settings

Specify alert mathod when a nle is triggered

In case of event:
+ Enable swdit

Audio abert
Exmeute command

N USET SES5a0n

Run m preabeged mdde

< Back Mext > Cancel

5. Define the rule triggering alert methods and click Next > button (If necessary).

Section Value

Enable audit Select this check box to log the event when a rule is triggered. If
event logging is not required, clear this check box

Audio alert Select this check box if an audio alert is required to notify that a
rule has been triggered on a protected computer. If audio alerts
are not required, clear this check box

Execute command | Select this check box to run an executable file automatically when
aruleis triggered. In the text box, which becomes available
when the check box is selected, type the full path and the
executable file name (with a parameter). For example,
C:\windows\notepad.exe 1.txt

in user session| Thefield becomes available once the "Execute command" check

box is selected. Select the user session where the specified

command should be executed.

e System — execute the command with system permissions;

e Console — execute the command on behalf of a user during
the user's session;

e All user sessions — execute the command during all user

sessions.
Run in pri-| Select to execute the command with full user permissions, even if
veleged mode User Account Control (UAC) is enabled for the user.

The Additional categories dialog box appears.

Secret Net Studio. Administrator's manual 1 2
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Access rule creation wizard B

Additional categories

Specify additional parameters of the ruls, such as the sddresses of nodes and filber
mask.

Filter mask=
Rermate address:

Loscal sddness

Disable the rule

Motify the sender if the packet is repected

< Back Mext > Cancel

6. Specify the additional parameters for the rule and click Next >.

Section Value

Filter mask| Type a value to define the need for processing an IP packet. If the box is
filled in, the rule only concerns those IP packets with contents matching
the filter mask. This box supports the following special characters:

e * — for any number of characters;

e ? — for asingle character.

For example, the value *abcd* will match any packet whose body contains
the sequence abcd

Remote To define a suitable set of remote addresses, type a computer name, IP
address address, IP address range (e.g., 192.168.0.3-192.168.0.9) or a subnet
(e.g., 192.168.1.0/24 or 10.10.0.0/255.255.0.0)

Local Type a computer name, IP address, IP address range or a subnet to define
address a suitable set of local addresses

Disable Rule operation management:

the rule e unselected — theruleis enabled;

e selected — the rule function is temporarily suspended

Notify the | Managing notifications about packet blocking caused by the functioning of

sender if a blocking rule:

the packet | ¢« unselected — the sender does not receive notifications about blocked

is rejected packets;

¢ selected — the sender receives notifications about blocked packets. If
aruleis triggered, RST packets will be generated for a TCP protocol,
while ICMP packets (type: Destination Unreachable) will be generated
for the other protocols (excluding ICMP, AH, ESP)

Tip. Leave an asterisk (*) symbol in the Remote address or Local address boxes for the rule to govem
anyaddresses.

Use a semicolon (;) to separate multiple IP addresses, address ranges or subnets.

Note. The "Notify the senderif the packet is rejected” check box canbe modified for rules with “Prohibit ac-
cess” type access and "Incoming" traffic direction.

Secret Net Studio. Administrator's manual 1 3
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The Rule application schedule dialog box appears.

Access rule creation wizard =

Rule application schedule

Set up hours when the created rule i apphed. Lse CTRL and SHIFT keys for
multiple choice and for selecting multiple areas.

Scheduls

Flule: active inactive

< Back Finish Cancel

7. If necessary, configure the rule application schedule and click Finish:
e select the Schedule check box. A table enabling schedule configuration be-
comes available;

e click to choose weekdays and times for the rule application to be allowed (ac-
tive rule) or blocked (inactive rule).

Note. The time when the rule is applied is defined by the time zone set on the protected computer. |

The rule will be created and displayed in the list of rules.

Managing access rules
Access rule parameters defined during its creation can be changed.

To change rule parameters:
1. In thetable, select an access rule.
2. Click the Edit button.
The Access rule properties dialog box appears.

Secret Net Studio. Administrator's manual 14
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Access rule properties .
GENERAL ADVANCED SCHEDULE

Access: % Allow

Doy
MNetwork service:  DMNS request A Update
Direction: Outgomng Edit
Protocol: TCR, UD#

Local port:

Remate port 53

Apphcation:

Access actor everyons Secret Net Studio v Select

Disable the rule

Notify the sender if the packet is rejected

Rule identifer: ADTAIFO2-TDAB-4ECI-B50F-588EFSACEDCA

Apply Cancel

Rule parameters in this box are the same as those described in the rule creation
procedure.

3. Tomanagearule:

e select the "Disable therule" check box tosuspend the rule. Therule will be dis-
abled;

e clearthe "Disable the rule" check box to restore the rule. The rule will be en-
abled.

4. Specify the required parameter values and click the Apply button.
& Attention! If arule that blocks service protocols (DNS, DHCP, etc.)was created by mistake, connection with
the remote computer agent may be lost. In this case, the rules must be deleted using the Control Center (see

below); then, run the following command on the protected computer as the local administrator:
C:\Program Files\Secret Net Studio\Client\Components\Network Protection\ScAuthModCfg.exe /r

Deleting an access rule

To delete an access rule:
1. Select therule.

Tip. Use the <Ctrl>and <Shift> keys to select multiple rules.

2. Click the Delete button.
The selected rules will be deleted.

Managing system rules

System rules control connections with a computer via TCP/IP protocols. These rules
have a higher priority than network service access rules and application rules.

Secret Net Studio. Administrator's manual 1 5
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To manage system rules:

1. Go to the Access rules section in the interface of the firewall configuration and
click the Show specialized access rules link.

A table containing the list of system rules appears.

System rules controd connechions 1o thes computer over protocols of the TUR/P vd family. Hinve a higher priosity than
Serice B2 cedd ruled and spohcaticn fuled

Un | Profocol Access type | Remole sddress

The following information is displayed for each rule:

Column Value

Oon Rule operation management:
e unselected — the rule function is temporarily suspended
e selected — theruleis enabled;

Protocol Name of protocol subject to the rule

Access Type of access to a protected computer:
type e allowed;
e denied

Remote Name or IP address of the computer the rule applies to, or asterisk (*) if
address the rule governs all remote computers

2. Perform the required actions:
e createarule(seep.16);
e edit rule properties (see p. 18);
o deletetherule (seep. 15);
e assign rule priority (see p. 8);
e configure ICMP protocol protection mode (see p. 29).

Creating a system rule

To create a system rule:
1. Click the Add button.
The System rule dialog box appears.

Secret Net Studio. Administrator's manual 1 6
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Creation of system rule B
System rule

Specify access type and other parameters.

Access: ® Allow Protoos Ary 2

Deny Pratocol number

Filter mask:
Remote address:
Local address:
Rule applies to all adapters
Contnent Yirtwal Ethernet Adapter (MOHS 6.0) Edlit

Irtel(R) B25T4AL Gigabit Netwark Connection

Enable audit

Disable the rule

Apply Cancel

2. Specify the rule parameters and click the Apply button.

Section | Value

Access Click the button:

e Allow — if itis necessary to grant access to a protected object when a
ruleis triggered;

e Prohibit — if itis necessary to deny access to a protected object when a
ruleis triggered

Protocol Select a protocol type subject to a rule:

e Any — if aruleis needed to govern all protocol types;

e Other — if the required protocol type is not in the list. In this case, the
Protocol number box becomes available

Protocol If a protocol type is selected, this text box value is defined automatically
number and cannot be modified.

If the Protocol list box has the value Other, type the number of the protocol
subject to the rule

Filter Type a value to define the need for processing an IP packet. If the box is
mask filled in, the rule only concerns those IP packets with contents matching
the filter mask. This box supports the following special characters:

e * — for any number of characters;

e ? — for asingle character.

For example, the value *abcd* will match any packet whose body contains
the sequence abcd

Remote Type a computer name, IP address, IP address range (for example,
address 192.168.0.3-192.168.0.9) or a subnet (for example, 192.168.1.0/24 or
10.10.0.0/255.255.0.0) to define an allowable set of remote addresses.
Leave an asterisk (*) character if the rule must be applied to all remote
computers

Local Type a computer name, IP address, IP address range or a subnet to define
address a suitable set of local addresses. Leave an asterisk (*) character if the rule
must be applied to all remote computers

Secret Net Studio. Administrator's manual
Setup and operation. Network protection

17




© SECURITY CODE Ltd.

Section

Value

Rule
applied
on all
adapters

For the rule to govern only specific adapters, click the Edit button and
select the adapters

Enable
audit

Manage logging of events when arule is triggered:
e unselected — event logging is disabled;
e selected — event logging is enabled

Disable
the rule

Rule operation management:
e unselected — theruleis enabled;
e selected — the rule function is temporarily suspended

Notify the
sender if
the
packet is
rejectede

Managing notifications about packet blocking caused by the functioning of
a blocking rule

The newly created rule will be displayed in the rules list.

Managing system rules

The system rule parameters defined during its creation can be changed.

To change rule parameters:

1. Inthetable, select a system rule.
2. Click the Edit button.
The System rule dialog box appears.

System rule properties .

System rule

Specify acoess type and other parameters,

Access: ™ Allcaw Protecal: Any -
ey Protocol numben

Filter mashc

Remote address:

Local address:

Rule applies 1o all adapters

Continent Virtual Ethemet Adapter (KDI5 6.0) Edit
Intel{R) B25T4L Gigabit Network Connection
Enable swdst
Desable the rule
Rube identifier: 82909720-608C-4187-9CCH-E4FERE6CCIF9A
Apply Cancel

Rule parameters in the configuration dialog box are the same as those described
in the rule creation procedure.

3. Tomanagearule:

Secret Net Studio. Administrator's manual
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e select the "Disable therule" check box tosuspend the rule. Therule will be dis-
abled;

e clearthe "Disable the rule" check box to restore the rule. The rule will be en-
abled.

4. Change the required parameter values and click the Apply button.

Managing application rules

Application rules govern access for authenticated and anonymous users to shared
folders and named pipes on a specific computer. These rules have the least priority.
To manage the rules:

1. Go to the Access rules section in the interface of the firewall configuration and
click the Show specialized access rules link button.

A table containing the list of application rules displays.

Applcation rales regulate scoess of actors to shared folders and named pipes (TCRIP i) of this computer. They have
manimal pnonty.

AppisCatson senice Aroedd obyect fcoess type | Remole sddress

The following information is displayed for each rule:

Column Value

On Rule operation management:
e unselected — the rule function is temporarily suspended
e selected — theruleis enabled;

Actor Name of the account or account group the rule applies to

Application| Name of application service:
service e Shared folders;
e Named pipes

Access Name of shared folder or channel subject the rule applies to. An *
object (asterisk) character indicates that the rule applies to all objects of this
type
Access Type of access to a protected computer:
type e allowed;
e denied
Remote Name or IP address of the computer the rule applies to. An asterisk (*)
address character indicates that the rule applies to all remote computers

2. Perform the required actions:
e createarule (seep.19);
e edit rule properties (see p. 23);
e deletetherule (seep. 15);
e assign rule priority (see p. 8);

Creating an application rule

There is a special wizard for creating application rules.

To create a rule:
1. Click Add.
The first dialog box of the rule creation wizard appears.

Secret Net Studio. Administrator's manual 1 9
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Application rule creation wizard =

Application service selection

Choose the application service to be regulated by the rule you are creating

Shared folders

This will create a rule regulating access to the shared folder on this
computer.

Named pipes

This will create a rule reg ulats ng access o the named pipe.

Mext > Cancel

2. Select an application service for which you wish to create a rule and click Next >:

e Shared folders — the new rule will govern user access to a specified shared
folder via SMB protocol;

¢ Named pipes — the new rule will govern user access to a specified channel via
Named Pipes protocol.

Note. Application rules enable restricting user access to shared folders and their contents (forexample,
\\serven\share). Granular access control to the subfolders of shared folders (for example,
\\servenshare\folder) is not provided.

A dialog box asking you to configure the rule parameters appears.

Secret Net Studio. Administrator's manual 20
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Application rule creation wizard [=]
Access type

Specify access type and shared folder name

Access: ™ Allow
Dy

Shared folder name:

< Back MNext » Canced

3. Define the parameters and click Next >.

Field Value

Access Select a value:

e Allow — if it is necessary to grant access to a protected object when
aruleis triggered;

e Prohibit — if it is necessary to deny access to a protected object
when aruleis triggered

Shared folder| Specify the name for a folder or a pipe that is to be subject to the rule.
name/Named| Put an * (asterisk) character if the rule is to govern all folders or named
pipe pipes on this computer

* Ashared foldername is specified without the name of the computerwhere it is located. Forinstance,
if the path to the folder on the serveris \\server\share, you only need to specify its name: share.

* The folderor pipe name may contain special characters: ? (question mark)to replace a single char-
acter, and an * (asterisk) to replace several characters, including an empty space.

* Should access to shared folders ofa protected object be restricted forall users (i.e. a blocking rule gov-
ems the <everyone> account where the shared folder name is specified as an * (asterisk)), then,
users who want to browse the list of shared folders on this computer have to create an allow rule for
the IPC$ shared folder.

A dialog box asking you to select accounts governed by the rule appears.

Tip. Use the Select button to select accounts through the standard Windows dialog box.

4. Specify the name of the account or account group to be governed by the rule and
click Next >.

A dialog box prompting you to configure rule triggering notifications appears.
5. If necessary, define the rule triggering alert methods and click Next >.

Field Value
Enable Select this check box to log the event when a rule is triggered. If event
audit logging is not required, clear this check box.
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Field Value
Audio Select this check box if an audio alert is required to notify that a rule is
alert triggered on a protected computer. If audio alerts are not required, clear

this check box

Execute | Select this check box to run an executable file automatically when a rule is
command| triggered. In the text field, which becomes available when the option is
selected, enter the exact path and the executable file name (with a
parameter). For example, C:\windows\notepad.exe 1.txt

in a user | The field becomes available once the "Execute command" option is selected.
session Select the user session where the specified command should be executed.

System — execute the command with system permissions;

Console — execute the command on behalf of a user during the user's
session;

All user sessions — execute the command during all user sessions.

The Additional categories dialog box appears.

Application rule creation wizard B

Additional categories

Specify additional parameters of the rule

Remaote sddress:

Desable the rule

< Back Mext » Cancel

6. Specify the additional parameters for the rule and click Next >.

Field

Value

Remote
address

Type a name or an IP address (subnet mask) for the computer that is
to be governed by the rule when there is an attempt to gain access to
a shared folder or a named pipe on the protected computer. Put an
asterisk (*) character if a rule must govern all computers (IP packet
senders)

Disable the
rule

Select this checkbox to enable the rule later

The Rule application schedule dialog box appears.
7. Configure the rule application schedule, if necessary, and click Next >:

e select the Schedule check box. A table enabling schedule configuration be-
comes available;
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e click table cells to highlight weekdays and periods of time for the rule to apply
(active rule) or not (inactive rule).

The Additional access rule dialog box appears.
Application rule creation wizard =
Additional access rule

At this stage you can set up the requered additional sccess rule.

Hote: In order to establish access to the shared folder, you will also need to create
the rubes regulating access to the server over the SMB pratacol

Crapte n ruls far seeats avar the SME protoeal
Access type: Allovwed

MNetwork senace:  SME server

Aroess sotod everyone Secrat Net Studio
Audit off
Remote address: *
< Back Firiigh Canseel

For application rules to function properly, it is also necessary to configure the IP
package pass-through rules at the transport level via SMB protocol. This also re-
quires creating an access rule that allows packets to pass through via TCP protocol
on port 445 (and/or 139) for an account (group) listed in the application rule.

& Attention! If package pass-through via SMB protocol is blocked, application rules are disabled, be-
cause IP packets are blocked on the transport level.

8. Ifit is necessary to create an allow rule for the SMB protocol, select the "Create a
rule for access over the SMB protocol" check box.

9. Click Finish.
The new rule will be added to the list of application rules.
When creating an additional SMB rule, the access rules list will also show the rule

allowing an account (group) specified in an application rule to use SMB protocol.
Managing application rules
The application rule parameters defined during its creation can be changed.
To change rule parameters:
1. In the table, select an application rule.

2. Click Edit.
The Application rule properties dialog box appears.
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Application rule properties .
GENERAL ADVARCED SCHEDULE

Access: * Allow

Dy

Shared folder name:

Access actor everyone Secret Net Studio ¥ Sedect

Disable the rule

Rule identifher: ADDCT116-85EE-4D6E-BTD2-B52BEE2B5E40

Apply Cancel

Rule parameters in the configuration dialog box are the same as those described
in the rule creation procedure.

3. Tomanagearule:

e select "Disable the rule" check box to suspend the rule. The rule will be dis-
abled;

e clear "Disable the rule" check box to restore the rule. The rule will be enabled.
4. Specify the required parameter values and click Apply.

Managing network traffic filtering rules

Network traffic filtering rules are designed to filter network protocol commands, com-
mand parameters and to control access to resources that contain certain mobile code
types.

Network traffic filtration rules are managed by the command line utility ScAuthSrv-
Config.exe (when Secret Net Studio in network mode) or ScLocalSrvConfig.exe (in
stand-alone mode).

The ScAuthSrvConfig.exe utility can be found on the Security Server, in the setup
folder Secret Net Studio\Server\Authentication Server\.

Note. To enterconfiguration management mode, the ScAuthSrvConfig.exe must be sent the parameters for
connecting to the management server (see below).

The ScAuthSrvConfig.exe utility can be found on the protected computer in the setup
folder Secret Net Studio\Client\Components\Network Protection\.

& Attention! You must have local administrator rights to change local configuration via ScLocalSrvConfig.exe.

Connection to the management server

To enter configuration management mode, the ScAuthSrvConfig.exe must be sent
the parameters for connecting to the management server. Open the command
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prompt and run the following command:

ScAuthSrvConfig [@argfile] [/?|h|help] [/v]|version] <domain>
[/local] [kde] [/plpassword <value>] [/a|admin <value>] [/g
<value>] [/s <value>]

where:

e (@ardfile — read arguments from file;

e /? — display detailed information about the utility;

e /v —display the utility version number;

e domain — Kerberos domain;

e /local — local mode (configuration recovery);

e kdc — the Key Distribution Center location;

e /p <value> — domain administrator password;

e /a <value> — domain administrator name;

e /g <value> — query execution command;

e /s <value> — path to the script file to be executed.

Example.

Connecting to the management server running on a used computer:
ScAuthSrvConfig.exe DOMAINNAME 127.0.0.1 /admin Administrator

where:

¢ DOMAINNAME — security domain;

e 127.0.0.1 — network address of the configuration server;
e Administrator — Secret Net Studio administrator name.

Creating and editing network traffic filtering rules

Toadd a new network traffic filtering rule, open the command prompt and run the fol-
lowing command:

config> add network stream filtration rule(nsfr) <protected
computer> /filter <value> [/flt-case-insensetive | /flt-case-
sensitive] [/at allow|deny] [/order <value>] [/local_addrs
<value>] [/local ports <value>] [/remote_addrs <value>]
[/remote ports <value>] [/direction <value>] [/audit 1|0]
[/enable 1]0]

The following rule parameters are available:

Parameter Description Available values
filter Filter mask e * — for any number of
characters;
e ? —forasingle
character.

flt-case-insensitive | Case insensitive search

flt-case-sensitive Case sensitive search Default value

at (access type) Access rule type e deny — the connection
will be terminated if a
sequence that fits the
filter mask is found.
Default value;

e allow — only audit (if
allowed) will be
performed if a sequence
that fits the filter mask is
found.
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Parameter Description Available values

direction The list of connection (network e in — therulewill be
traffic) directions to which the rule applied to incoming
will apply. ";" is used as a separator. connections, incoming

traffic. Default value;

e in_reply — therule will
be applied to incoming
connections, response
traffic.

e out — therule will be
applied to outgoing
connections, outgoing
traffic.

e out_reply — the rule will
be applied to outgoing
connections, response

traffic.
local__addrs The list of local
addresses/networks/ranges for
which the rule applies. ";" is used as
a separator.
local__ports The list of local ports/ranges for
which the rule applies. ";" is used as
a separator.
remote_addrs The list of remote
addresses/networks/ranges for
which the rule applies. ";" is used as
a separator.
remote_ports The list of remote ports/ranges for
which the rule applies. ";" is used as
a separator.
audit Enable/disable audit when theruleis | e 1 — auditis enabled;
triggered e 0 — auditis disabled;
order Rule application procedure. The
parameter only affects rule
triggering.
enable Current rule status e 1 —theruleis enabled;

e 0 —theruleis disabled;

The following command is used to edit a filtering rule:

config> modify network stream filtration rule(nsfr)
<protected computer> <rule_ id> [/filter <value>] [/at
allow|deny] [/order <value>] [/local addrs <value>] [/local
ports <value>] [/remote addrs <value>] [/remote ports
<value>] [/direction <value>] [/audit 1|0] [/enable 1]|0]

where <rule_id> is the identifier of the rule to be modified.

Examples

Example 1. Single command filtering

Creating a rule to be applied to outgoing network connections through port 23. The
rule is triggered when identified in the outgoing "cmd" command:

add nsfr SP-VM0l /filter "cmdl" /direction out /remote ports
23

Example 2. Filtering a sequence of commands.

Creating a rule to be applied to outgoing network connections through port 23. The
rule is triggered when a sequence of "cmd1", "cmd2" and "cmd3" commands is iden-
tified in outgoing data. Any number of characters can be between these commands.
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add nsfr SP-VMO0l1l /filter "cmdl*cmd2*cmd3" /direction out
/remote ports 23

Example 3. Filtering a command parameter

Creating a rule to be applied to outgoing network connections through port 23. The
rule is triggered when the "cmd" command with the "param" parameter is identified
in outgoing data.

add nsfr SP-VMOl /filter "cmd*param" /direction out /remote
ports 23

Example 4. Filtering access to resources that contain certain mobile code
types

To filter access to resources that contain certain mobile code types, network traffic fil-
tering rules are used. As a filter, these rules contain text sequences that are typical
for a certain type of mobile code. For example, to prohibit a mobile code in the HTTP
protocol, you will need to create rules for outgoing connections, for response traffic
with filtering by "Content-Type" header. Extra filtering can be applied by checking the
"Content-Disposition" heading and its "filename" parameter.

List of "Content-Type" headers for various mobile code types:

Mobile code type

Filtered string

JavaScript

Content-Type:
Content-Type:
Content-Type:
Content-Type:
Content-Type:
Content-Type:
Content-Type:
Content-Type:
Content-Type:

text/javascript
text/jscript
text/x-javascript
text/ecmascript
text/x-ecmascript
application/javascript
application/x-javascript
application/ecmascript
application/x-ecmascript

Adobe Flash

Content-Type:

application/x-shockwave-flash

VBScript

Content-Type:

text/vbscript

Java

Content-Type:
Content-Type:

application/java-archive
application/jar

ActiveX

Content-Type:
Content-Type:

application/ocx
application/x-ms

An example of creating a set of mobile code filtering rules:

add nsfr SP-VM01l /filter "Content-Type: application/ocx"
/flt-case-insensitive /direction out_reply /remote ports 80
add nsfr SP-VM01l /filter "Content-Type: application/x-ms"
/flt-case-insensitive /direction out_reply /remote ports 80
add nsfr SP-VM01l /filter " Content-Disposition*filename*ocx"
/flt-case-insensitive /direction out_reply /remote ports 80

The rules block loading Active-X components via HTTP protocol, port 80.

Viewing network traffic filtering rules

To view the list of network traffic filtering rules, run the following command:
config> show network stream filtration rules(nsfrs)
<protected computer>

where <protected_computer> is the protected computer name.

Example.
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config> show nsfrs SP-VMO1l

id {ca54lade-b955-4cf2-8894-d020aac9d9ac}
order 124000

access deny

content-filter cmdl*cmd2*cmd3

direction out

proto 6

local-addr * (*)

remote-addr * (23)

Use the following command to view detailed information about an individual rule for
filtering network traffic:

config> show network stream filtration rule(nsfr) <protected
computer> <id>

where:

e <protected_computer> is the protected computer name.
e <id> — rule identifier.

Example.

config>show nsfr SP-VMOl {ca54lade-b955-4cf2-8894-
d020aac9d9ac}

server: sp-vmOl

id {cab54lade-b955-4cf2-8894-d020aac9d9ac}
order 124000

access deny

content-filter cmdl*cmd2*cmd3

enabled 1

direction out

proto 6

local-addr * (*)

remote-addr * (23)

audit 1

Deleting network traffic filtering rules

To delete a network traffic filtering rule, run the following command:

config> delete network stream filtration rule(nsfr)
<protected computer> <id>

Managing network protocols

The Secret Net Studio configures access to protected computers via IPv4, IPv6, Nov-
ell IPX network protocols, as well as other protocols with older Ethernet frame format
(LLC, IPX). These protocols, apart from IPv4, are blocked by default. These settings
have a higher priority than network service access rules, application rules and system
rules.

To manage network protocols:
1. Open the Protocols section on the interface of the firewall configuration.

Protocols
N
Imtarmet Protocsd, versson 2(1P) o

Irtermet Protocod wersson S{IPWE)
Mowedl 1P

Pratocols with an old Ethemet frame format

Secret Net Studio. Administrator's manual 28
Setup and operation. Network protection



© SECURITY CODE Ltd.

2. Inthe Access column, clear the check boxes to disable protocols. Select the check
boxes to enable these protocols.

& Attention! By default, access to protected computersis only granted via the IPv4 protocol. Itis not rec-
ommended to enable other protocols, as the traffic will not be monitored by the Secret Net Studio firewall.

3. In the Audit column, select the protocols for which events must be logged for
every packet that passes through. If event logging is not required, clear this
check box.

The audit (event logging) mode for all protocols is disabled by default.

& Attention!When audit mode is enabled, the number of eventslogged by Secret Net Studio will be very
big. This may cause the system to slow down.

Comment.The Audit check box value in the protocol settings is not associated with the Enable audit
value specified in the access rule properties.

4. To save the new parameter values, click the Apply button in the top of the Set-
tings tab.

Tip.Use the By default button to restore the table’s original version.

The Protocols with old Ethemet frame format option makes it possible to block Ethemet frames which contain
aframe value in the heading instead of its type. Through such frames, IPX, SMB over NetBEUI and event [P
traffic can reach the protected server.

Configuring ICMP protocol protection mode

The ICMP protocol protection mode is used to exchange messages via this protocol.
The ICMP protocol packet management mode is disabled by default.

To configure mode parameters:

1. Goto "ICMP protection" section in the interface of the firewall configuration.

ICMP protection

| Enable ICMP protection

Allow the {al:ov..ng fypes of [CMP MEEEIges

Fecerving | Sending Add

Echo reply ] Ay o

Unireachable destination 3 Ay o o

Redirection 5 Ay

Alternative node address & Ay

Echo requiest B By o

Router solicitation 10 Any o o

Time interval is exceeded 11 My W

v Black ather types of ICMP messages

ICMP protocol packet types are shown as a table. The following information is dis-
played for each type:

e packet type description;

e packet type;

e packet code;

e means to manage packet pass-through.
2. Configure the necessary parameters.

Parameter Value

Enable ICMP | Select this check box if it is necessary to enable ICMP protection
protection
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Parameter Value

Receiving Allow or prevent incoming and outgoing packets to pass through. To
and Sending | allow, select the corresponding check box; clear to prevent it
columns

Block other Select this check box to prevent all ICMP packet types passing through,

types of except for the types specified in the table. If you need to allow packets
ICMP to pass through, clear the check box
messages

Tip.Use the buttons on the right to add ICMP message types (Add), delete added rows (Delete) or re-
store the table to its default settings (By default).

3. To save the new parameter values, click the Apply button in the top of the Set-
tings tab.

ICMP protocol packet processing mode will be configured according to the specified
parameter values.

Managing network services
Network services are a list of the most common network protocol templates. The fol-
lowing information is displayed for each service:
e network service name;
¢ traffic direction governed by the network service;
e network service protocol type;
e computer port governed by the network service.

To manage network services:

1. Click the "network services" link in the Access rules section of the firewall con-
figuration interface.

The Network services dialog box appears.
Network services =

Metwork services

Management of network pratocel canfguration templates

List of netwark services: Total objects: 29
Senvice name Direction | Protocol Destination port Addd
Allingoming (UDP, TCP) incoming  TCP,UDP  * ekt
DHCP reply ncoming  LUDP 68 Propertis
DHCPereguest Quigeing  LUDP &7
DNS reply to the closed port ncoming  LUDP
DS reguest Qutgoing  TCP, UDP 53
DIMNS server (TCF) ncoming  TCP 53
DN5 senver (LIDF) ncoming  LUDP 53
HTTP server ncoming TCP 80
HTTPS server ncoming  TCP 443
IMIAPS perver nComing TCR 143
IMAPS server ncoming  TCP 93
Eerberos ncoming  TCRUDP 88
LDAP (Global Cataloa! ncomina  TCP 3268
Apply Cancel

2. Tocreate a network service, click the Add button.
The Network service dialog box appears.
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Metwork service .

MNetwork service

Pratocal type: TCP, DR
Dhrection: ' Irstaemand
Outgaing

Feouir

Destination port

F SECUNE CONNBLTRON

Advanced

Service name: | Inbound TCP, UDP =

Apphy Cancel

3. Specify the required parameters and click the Apply button.

Field

Value

Protocol type

Select the type of protocol governed by the network service

Direction

Click one of the buttons to specify a traffic direction governed
by the network service:

e Incoming;

e QOutgoing

Require secure
connection

If a secure connection is required when the network service is
in use, select this check box (see p. 34)

Destination port

Type the number of the port governed by the network service:
e putan asterisk (*) character if a service governs all
computer ports (IP packet sender or recipient);
e for incoming traffic, specify the port number for the IP
packet receiving computer;
e for outgoing traffic, specify the port number of the IP
packet sending computer;
To specify a destination port range, use the Advanced button
next to the Destination port text box and enter the port range in
the pop-up dialog box

Service name

Enter a name for the network service template to be saved

A network service will be created and displayed in the network service list.

4. Todelete a single or multiple network services, select the service(s) and click De-
lete. The selected network services will be deleted.

5. To modify the parameters of a network service, select the required one from the
list and click the Properties button. In the pop-up window, change the required
service parameters based on the description in step 3 of this procedure.

Configuring learning mode

Thelearning mode is used when launching the protection system stage. This mode al-
lows a base set of access rules to be composed that are required for the protected com-
puter to function. Access rules are composed based on the network activity
information of applications installed on this computer.

To configure mode parameters:

1. Gotothe Learning mode section of the firewall configuration.
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Learning mode

O

& Perrnanent lesreng from | IVISG0L6 1120 AM -

Set lparning interval

o Actvvabe fubes after the end of leaireng
Direction Ires esertaracy Chaggarsg
Maximum number of rules to be genersted 10000 10000
Maximum number of rules that can be generated for the application i} 10
Save information about the process o v

Save information about local host addresses
Swve information about local hiost poats o

Save information about remicte host addresses

2. Ifitis necessary to enable learning mode, click "Permanent learning from" or "Set
learning interval" and specify the start date or an interval for this mode to be ac-
tive.

3. Configure the learning mode parameters.

Field Value

Activate rules after | Select this checkbox if you want all rules composed during the
the end of learning active period of the learning mode to apply upon the its
completion

Direction Specify the traffic direction to apply learning mode to

Maximum number of | Type the maximum number of rules to be generated while the
rules to be generated| learning mode is active

Maximum number of | Type the maximum number of rules to be generated while the

rules that can be learning mode is active for each application

generated for the

application

Save information Select this checkbox for the generated rules to be active for
about the process particular applications whose processes caused network

activity. If the checkbox is left clear, rules will be generated
for all applications

Save information Select the corresponding check boxes to save the necessary
about remote/local information
host ports/addresses

4. To save the new parameter values, click the Apply button in the top of the Set-
tings tab.

Learning mode will be configured based on the defined parameter values.

Tip.Use the By default button to restore the table’s original version.

Managing the firewall on protected computers

The Secret Net Studio Control Center makes it possible manage learning mode on a
single computer.
To manage the firewall:

1. In the object list right-click the computer you need to configure and click Prop-
erties.

An information window with computer status appears.
2. Open Status tab and select the Firewall element.
The firewall control panel appeas.
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] |
| &

Metwork Intrusion detecton
authentcaton

Printer control [izk protection and
data encryption

= Firewall

Enable learning

@

Learning disabled

8

A 0 TN SuDyEtEm SERINgs

License is active, valid until 117172016 L2:00:00 AM through 14 days

G fe the oande mismation

3. Click the Enable learning/Disable learning button to manage the learning mode.
Learning mode allows you to create a basic set of access rules (see p. 31).

Note. Click the "Go to the subsystem settings" link to configure local firewall policies.
Click the "Go to the license information" link to see current license information.
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Network authorization

The network authentication mechanism is configured centrally via the Control
Center. Configuration is performed at the "Computer" object level, separately for
each protected computer.

Note. Secret Net Studio also includes the Local Control Center component. This component allows you only
to view network authentication mechanism settings on a protected computer.

To configure these parameters:

1. Open the Control Center.

The main program window appears.

Tip. To view network authentication mechanism settings directly on a protected computer, open the
Local Control Center, click the "Settings" tab and select the "Network authentication" elementin the "Pol-
icies" section. Parameters cannot be configured in the local mode.

Open the "Computers" view and select the computer you need on the left side of
the window. Right-click the selected computer and click "Properties".

A list of parameters and policies for this computer appears on the right side of the
window.

. Click the "Settings" tab and select the "Network authentication" element in the

"Policies" section.

Interface for authentication mechanism configuration appears on the middle of
the window.

4. Configure the required parameters and click the "Apply" button to save changes.

Configuring connection protection for the <everyone> group

To allow network connection protection in access rules configured for the <every-
one> group, select the "Enable connection protection" check box.

Configuring packet processing parameters

Secret Net Studio has a networking protection mechanism for authorized sub-
scribers. This mechanism based on the IPsec framework open standards and ensures
data exchange security.

The current version uses the following protocols.

Name Description

AH (Authentication Guarantees transferred data authenticity and integrity for

Header) protocol each IP packet. Ensures protection against the Man-in-the-
middle attacks

ESP (Encapsulating Encodes and controls transferred data integrity

Security Payload)

protocol

ISAKMP (Internet Ensures key exchange and connection parameter regulation

Security Association and
Key Management
Protocol)

There are several configuration modes. The Administrator can set an individual pro-
tection mode for each protected computer.

The network authentication default parameters are configured as follows:

the packet signature mode with "Whole packet" signature level is enabled;
anti-replay-attack protection mode is enabled;
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e the SMB connection user defining scenario is run as a user account.
Transferred data protection and integrity is ensured through:

e packet signature mode — AH protocol in transfer mode, hashing algorithm:
HMAC-MD5;

e encryption and integrity control mode — ESP protocol in transfer mode, encoding
algorithm — AES CBC 128, hashing algorithm: HMAC-SHA;

e anti-replay-attack protection mode: ISAKMP.

Note.The current version of the system does not allow simultaneous use of AHand ESP protocols.

To configure these parameters:

1. In the "Network authentication" menu, select the Settings | Network packet proc-
essing section:

Settings

Hetwork packet processing
Metwork paciet processing settings
* Signature Whele paciost &
Encryplion
Integrity Checlk

+| Protection against replay attacks

2. Configure the network packet protection parameters.

& Attention! To establish a secure connection:
* configure access rules fora remote receiving computer required exchanging data with a sending com-
puter(see p. 8);
* enable IP packet signature mode on the sending computer.
If any of these conditions are skipped, a secure connection cannot be established.

Parameter | Description

Signature | Select this option button to enable packet signature mode, then select a
signature level:

¢ Only marking — only the first packet in the series is signed, the rest

are marked to be identified as part of an authenticated series;

e Packet headers — headers of each packet are sighed;

¢ Whole packet — each packet is signed as a whole.

Whether an outgoing packet is signed or not is defined by the security
parameters of the remote computer (IP packet receiver). If the receiving
computer allows data exchange with the sending computer and the
corresponding rules are configured, all packets sent to that computer will
be signed once the packet signature mode is enabled

Encryption| Select this option button to enable data encryption

Integrity | Select this check box to enable integrity control for encoded packets. If
Check integrity control is not required for packets, uncheck the "Integrity
Control" check box

Protection | Select this check box to activate the protection mode that will prevent
against passive data capture and transmission

replay
attacks

Configuring an SMB connection

There are the several scenarios in Secret Net Studio for determination the user of an
SMB connection:

e the computer account is always considered as an SMB connection user;
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e a connection useris the account of a user who initiates it. Note that other users
are either authorized or unauthorized to use an established SMB connection.

All activity of users authorized to use this connection type occurs through the ac-
count of the initiating user. If a connection-initiating user is inactive for more than 30
seconds, the next user or service in line requiring an SMB connection is considered as
the actual connection user.

Priority to be provided with an SMB connection (bottom to top): anonymous users,
services, authorized Secret Net Studio users.

When implementing a scenario where a connection user is a connection-initiating
user, other users are:

e authorized to use the SMB connection — all low priority subscriber activity occurs
through the higher priority subscriber;

e unauthorized to use an SMB connection — upon request of a higher priority sub-
scriber to use a connection, it becomes unavailable to lower priority subscribers.

To select a scenario:

1. Select the Settings | Scenario for SMB connection user definition section.

Settings

Scenario for SMB connection user definition

Process SME traffic
As computer acoount
® A5 user account

Black SME traffic of ather users

Note.If an SMB connection is created before the mechanism component is launched (e.g., a mapped
drive with the selected "reconnect atlogin" check box), the priority of service equals that of the users, and
allfurther connections will occur through the computeraccount.

2. Specify a scenario to define an SMB connection user.

Parameter Description

As computer Select this option button for SMB connections to be established
account under the computer account

As user account Select this option button for SMB connections to be established

under the user account

Block SMB traffic of | Select this check box for SMB connections to be restricted for
other users all, except the connection initiating user

Comment.Allusers will be granted access to an object through a single account (the first that accesses
to the terminal server) under the following condition:

* accessto a protected object is granted through a terminal server;

¢ the SMB connection is established undera useraccount;

* the "Block SMB traffic of other users" check box s unselected.

Ifthe "Block SMB traffic of otherusers" check box is selected, a connection will only be accessible to the
userwho initiated the connection to the terminal server.

If computeraccounts are used, all users of the terminal server will be granted access to a protected object
through the same single account.

3. Tosavethe new parameter values, click the "Apply" button in the top of the "Set-
tings" tab.

Configuring the computer’s IP address acquisition parameters

Secret Net Studio network protection tools allow a computer to be identified by both
its name and its IP address. It can be used when a computer name is not au-
tomatically converted to an IP address.
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To configure these parameters:

1. In the "Network authentication" menu, select the Settings | IP addresses sec-
tion.

Settings

IP addresses I

Specify how remaote computers will obtain IP addresses of the protected abject
* Obtain addresses from contral server (recommended)
Use name semndes 1o resobes addrsssss

Use addresses from the list [svailable for editing when only one computer is chosen):

2. Configure the parameters.

Parameter Description

Obtain By default, the Clients will automatically acquire IP addresses for a
addresses protected computer from the Security Server governing this computer
from control

server

Use name Select this option button for the Clients to refer to the DNS, WINS and
services to | NetBIOS services to acquire addresses

resolve
addresses

Use Select this option button if you want to explicitly specify the addresses.
addresses Type the IP address of a protected computer in the text box and click
from the list| Add. To remove the entered IP address, select it from the list and click
Delete

3. Tosavethe new parameter values, click the "Apply" button in the top of the "Set-
tings" tab.

Managing the network authorization mechanism on protected
computers

The Control Center makes it possible to manage the work of the network au-
thentication mechanism on a single selected computer.
To manage the network authentication mechanism

1. Select the computer from the object list, right-click the selected computer and
click Properties.

An information about the computer status appears.
2. Inthe "Status" tab, select the "Network authentication" element.
A control panel to manage the network authentication mechanism appears.
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Go to the hoenss informaticn

3. To enable network authentication on a protected computer, move the switch to
the "On" position.

Note. Click the "Go to the subsystem settings" link to configure local firewall policies.
Click the "Go to the license information" link to see current license information.
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