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CpeactBo 3awutbl Hpopmauuu Secret Net Studio
CBegeHus 0 COBMECTMMOCTM C APYrMMU NPOrpaMMHbLIMM CpeacTBaMU

[JaHHbI OOKYMEHT coaepXuT ceBeaeHmss o coBMmectumocTn C3U Secret Net Studio Bepcum 8.3.1406.0 c
HEKOTOPbIMW APYTMMU NMPOrpamMMHbIMU CpeACTBaMU NMPU COBMECTHOM (PYHKLMOHUPOBAHUM.
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1. MpoaykTbl komnauum "Kop 6esonacHocTn™

1.1. vGate

1. O6ecneymBaeTcsa coBMecTUMOCTb ¢ MO vGate cneayowmx Bepcuii:
e 4.0 (6e3 Hyper-V) — knueHT Secret Net Studio coBMecTMM c areHToM ayTeHTUdUKaummn vGate;

e 3.0 (Bknwyasa Hyper-V) — knmeHT Secret Net Studio coBmMecTMM C areHTOM ayTeHTUduKauum
vGate, Hyper-V-areHToM, vCenter-areHToMm;

e 2.8 (Bknwuasa Hyper-V);
e 2.7 (Bknwuyas Hyper-V);
o 2.6;
e 2.5,

1.2. "KOHTUHeHT"

2. ObecneynBaeTCcsi COBMECTMMOCTb C KOMIMOHEHTaMu nporpaMm ynpasneHus AMKLL "KoHTUHeHT", pea-
nn30BaHHbIMK Ha nnatdopme Windows.

3. Noacuctema wndposanus Tpaduka (VPN KnMeHT) nogaepxuBaeT paboTy C cepBepoM AOCTyna cep-
TudpunumposaHHon sepcun AMNKLI "KoHTuHeHT" Bepcun 3.7.

4. MNpun coBMeCcTHOM (DYHKLUMOHMPOBaHUKM ¢ CK3U "KoHTuHeHT-AM" Bepcun 3.7.5 B XypHane npuioxeHui
Windows MOryT perncrpmpoBaTbCca cobbiTMs "3anpoweHHas Bepcusa sapa He noggepxusaetcsa”. OTu co-
6bITMS HE OKa3bIBalOT HMKAKOIro BAUSIHMS Ha paboTtocnocobHoCcTb 06onx NpoayKToB. A5 nogaBfieHus mx
perncrtpaummn B kntode cuctemHoro peectpa HKLM\System\CurrentControlSet\Services\SnCCO co3pante
(ecnn oH oTcyTcTByeT) napametp NoReportError (tTun REG_DWORD) 1 npucsoiite eMy 3HauyeHUe, oT/INY-
HOE OT HynS4.

1.3. "Cobonn"

5. ObecneunBaeTcss COBMECTUMOCTb C m3aaenuem "MporpaMMHo-annapaTHbii komnnekc "Cobonb". Bep-
cns 3.0" cneayowmnx penmsos:

e 3.0.9 (Bepcusa 1.0.227 kopa pacwmpeHuns BIOS);
e 3.0.8 (Bepcua 1.0.219 kopa pacwupenus BIOS);
e 3.0.7 (Bepcua 1.0.189 koga pacwupenus BIOS);
e 3.0.6 (Bepcusa 1.0.180 kopa pacwmpeHuns BIOS);
e 3.0.5 (Bepcusa 1.0.153 kopa pacwmpeHuns BIOS);
e 3.0.1 (Bepcusa 1.0.99 kopa pacwmpenus BIOS).
6. PeanunsoBaHa nopaepxka nnatbl MAK "Cobonb" 3.0 Mini PCI Express Half.

7. Ecnu ucnonb3yeTtcsi ceTeBol pexuM dyHKLUMOHMPOBaHUS cucteMbl Secret Net Studio, npu nHuunanm-
3aumm MAK "Cobonb" Ha KoMMblOTEpax AOMEHA yuyuTbiBanuTe cnegypowme TpebosaHuns:

e  UCMOMNb3YyiTE NPU PErncTpaLnmnm aAMMHUCTPAToOpa OAMH M TOT Xe UAeHTUDUKATOP agMUHUCTpaTopa
(vnu ero konuto). MNpun 3TOM Ha NEPBOM KOMMbIOTEPE perucTpaumsa agMMHUCTPaTopa BbIMOIHAETCS
B pexuMe NepBUYHON PermcTpaumnmn, a Ha BCeX OCTallbHbIX — B PEXUME MOBTOPHOMN perncrpauumu;

e ans komnnekcos "Cobonb" ycTaHOBUTE 0AMHAKOBOE 3Ha4yeHue napametpa "Bepcusa kpuntorpadu-
YECKOoM cxeMbl".

8. MNocne o06HOBNEHUS KAMEHTA pacyeT KOHTPOJIbHbIX CYMM B MporpamMMHo-annapaTHoM komnnekce "Co-
60nb" BbINOMIHAETCS NPU BTOPOM Nnepesarpyske KoMMbloTepa.
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9. Mpwn nepBoW nepesarpyske nocne ycrtaHoBku nnatbl 1 MO MAK "Cobonb 3.0" npouecc KOHTpons anna-
paTHOM KOHMUrypaumm He OBHApPYyXWT M3MEHEHMS B annapaTHOW KoHdurypauum kKomnbioTepa. [locne
BTOpPOW Nnepe3arpy3ku yCTpONCTBO 6yaeT obHapy>XeHo.

10. B napameTtpe cucteMHoro peectpa HKLM\software\infosec\secret net 5\HwSystem\SableICExcludes
MOXHO yKa3aTb CMMUCOK KaTasoroB ANs UCKAUYEHUS nx KOHTponsa cpeacteamu MAK "Cobonb". Hanpumep,
PYHKUMS NCKIOYEeHUs MoxeT noTpeboBaTbcsa npu ucnonb3osaHum MAK B Bepcmax ao 1.0.141 koapa pac-
wupeHnsa BIOS nnatbl 1 2.0.82 MO ana OC Windows. B Takmx BepCUSIX B KQYeCTBE UCK/IIOYEHUS crieayeT
3afaTtb KaTtanor %SystemRoot%\WinSXS, nockonbKy MOryT BO3HWKATb OWMWOKW KOHTPOAS MpuU OTCYT-
CTBUM pearnbHbiX U3MeHeHun B dannax. Mpun ncnonbzosaHumn MAK "Cobonb" B ykasaHHbIXx unu 6onee
NO34HNX BEPCUAX UCKIOUeHne KaTanora %SystemRoot%\WinSXS He TpebyeTcs.

11. UeHTpanusoBaHHble 3aganua KU ana MAK "Co6onb" oTo6parkaloTcs B NIOKa/lbHOM pexume nNporpam-
Mbl "KOHTpO/b NporpamMm u AaHHbIX" gaxe B TOM cnydae, ecnu NAK He yCTaHOB/IEH Ha KOMMNbIOTEPE MK
paboTaeT B aBTOHOMHOM peXxunMme.

12. B aBTOHOMHOM pexuMme dyHKUMoHMpoBaHua C3W ecnm agMUHUCTPATOP BbIMNOJIHUT CMEHY Maposs
AOMEHHOro nosib3oBaTesis, 3TOT Nosib3oBaTesib He cMoxeT BonTu B [AK "Cobonb" no HOBOMY naposto.
Monb3osatento notpebyetca ot B NMAK "Cobonb" co cTtapbiM naposieMm, 3arpysntb CUCTEMY U CaMOCTO-
SITE/IbHO CMEHUTb CBOW Maposib.

13. lNpu npeobpasoBaHum xypHana MAK "Cobosnb" B xypHan Secret Net Studio B 3anucsx o cobbITUAX
HapyLeHNs LeNoCTHOCTM B HEKOTOPbLIX C/lydasiX OTCYTCTBYIOT MMEHa pecypcoB.

14. B nporpamMme "KOHTpO/Sb MNpOrpaMM u AaHHbIX" nepes coxXxpaHeHUeM NtobbiX U3MEHEHWUIN B 3afaHUAX
KoHTpons uenoctHoctn ans MNMAK "Cobonb" Heo6Xx0A4MMO BbINOAHUTL NepepacyeT KOHTPOJIbHbIX CYMM.

15. MNocne BKIOYEHUS pexuma COBMecTHOM paboTbl B MAK "Cobonb" BbINOSHSETCS aBTOMaTU4yeckas
OYMCTKA COAEPXKMMOro WabsIOHOB KOHTPONS LLEeOCTHOCTHU.

16. MNpu noaknyeHMM K paboTatolleMy KommbloTepy aAucka SATA B pexume "ropsdero BkO4YeHUs"
(Hot-plug) dopmuposaHmne wabnoHos KL MAK "Cobonb" ana pasgenoB 3TOro AMCKa BO3MOXHO TOJIbKO
nocsie nepesarpy3ku KOMMNbOTEPA.

17. Mpun cnHXpoHU3aUuM HacTpoek cuctembl Secret Net Studio n MAK "Cobonb" HE CUHXPOHU3UPYETCS
npusHak 6nokmpoekun nonb3osatens B OC.

18. B pexume coBMmecTHoi paboTbl ¢ MAK "Cobonb" npu nepsoM Bxoae nonb3oBaTtens B OC nocne 3a-
rPy3KM KOMMbIOTEPA HE BbINOMHAETCA aBTOMaTM4YecKkass KOppeKTMpoBKa napons ans sxoaa B MAK "Co-
6onb" B namMatu naeHtudukaTopa B cneayowmx cayvasx:

e ecnun B nageHtudukatope OTCYTCTBYET Naposib Nofb3oBaTtens (Hanpumep, agMMHUCTPATOP MPUCBOW
Nnosb30BaTeNto AEHTUdUKATOP, 3aTEM BK/IHOUMU PEXUM XPaHEHUs Naposisi, HO He NpeabsBWU UAEH-
Tndukartop);

e ecnu naponb ansa Bxoaa B MNMAK "Cobonb" He coBnagaeT c naposem Ans Bxogaa B cuctemy (Hanpwu-
Mep, He 6bin NpeabaBieH naeHTMdUKaATOp NpyM CMEHE Napons).

Pekomenpaumm: Monb3oBaTenb MOXET OTKOPPEKTMPOBATL Naponb B WAEHTU(MKATOPE B NPOLLECCE MOBTOPHOIO BXOAA B CU-
ctemy 6e3 nepe3sarpyskum OC.

19. KOHTpONb LLeNOCTHOCTM pecypcoB, B MyTW KOTOPbIX MPUCYTCTBYOT creunanbHble CMMBOSbI (Hanpu-
Mep, 3Hak "®"), He BbINOJIHSETCS.

20. Ons agMunHucTpaTopa MAK "Cobonb" He gelicTByeT pexum "lMaponb B naeHTudukaTope".

21. 3apaHHbIn  napameTp "MakcuManbHbIA  CPOK  AeWCTBMS  napons" He CUHXPOHM3MpYyeTcst C
MAK "Cobonb", Tak Kak 3TOT nNapaMeTp He UCMONb3YEeTCH B peXuMe COBMECTHOro mcnosb3oBaHusa MAK un
Secret Net Studio.

22. YT06bI NPUCBOUTL MOSIL30BATENO NAEHTUdMKATOP agMuHUcTpaTopa MAK "Co6onb", naponb nonb3o-
BaTeNnsa AOXKEH coBnaaaTtb C naponaem agmmHucTtpaTtopa MNAK "Cobonb".

23. B ceTeBOM pexume dyHKLNOHUpoBaHMsA C3W ecnn JOMEHHOMY MOJIb30BATESNIO NMPUCBOEH UAEHTUDN-
kaTtop agmuHuctpatopa lMAK "Cobonp" — nonb3oBaTenb UMeeT AOCTYN Ha agMUHUCTpupoBaHue Bcex MAK
"Cobonb" B cucrteme (He3aBMCUMO OT TOrO, Kakue KOMMbIOTEPLI NepeyvyncneHbl B CMcKe AOCTYMHbIX NOMb-
30BaTento). MNpu 3TOM CMeHUTL CBOM NMaposib MOJIb30BaTeNlb MOXET TOJIbKO Ha TeX KOMMblOTEpaX, KOTOpble
nepeyncrieHbl B cnmcke (Npu ycroBMM Hanmn4ums Ha KoMMnbloTepe noakstoveHHoro MAK "Co6onb").

24. MNpu BxoAe C UCMNOJIb30BaHMEM MAEHTUDUKATOpPA, MPUCBOEHHOrO Mosib3oBaTento cpeactsamMm C3U
Secret Net Studio, B MNAK "Cobonb" MoxeT perncrpmpoBaTbcs cobbiTve "Owunbka KC B namMaTn naeHTu-
dukaTopa", ecnn B naeHTMdMKATOP HE 3anmmMcaHbl NapoJsb NMOJb30BaTeNs M 3aKpbiTbi KoY. B aToM cny-
yae owwunbka cBA3aHa C HaAMyMeM MNyCTOM CTPYKTypbl B WAEHTUPMKATOPE W HEe BJUSET Ha
dyHKunoHmpoBaHue MAK "Cobonb" n C3W. Pernctpaumsa cobbiTus npekpaliaeTcs nocne 3annucu B UMAEH-
TUdUKaTOP Naposs UM 3aKpbITOro K/o4ya nofib3oBaTtens.



Secret Net Studio. CoBMeCTMMOCTb € APYrMMU NporpaMMHbLIMU cpeacTBaMm

1.4. Jinn-Client

25. Ons coBMecTHOW paboTbl ¢ CK3W Jinn-Client knueHT Secret Net Studio no/xeH 6bITb YCTAaHOBMEH
6e3 noacuctemsbl wWngposaHus Tpaduka (VPN KInEHT).

2. AHTUBMPYCHbIE CpeACTBa 3alWMThbl

2.1. O6wee

26. MMpwu coBMecTHOM paboTe C aHTUBMPYCHbIM MO pekoMeHAYeTCs B HAacTpoWKax aHTUBMpPYca A06aBNsATb
B UCK/OYeHUs kaTanor yctaHoBkn C3W Secret Net Studio co Bcemn nogkatanoramu. Ecnm HEBO3MOXHO
OTK/IOUYNTL MPOBEPKY BCero katanora (M3-3a NoAUTMKM 6€30MacHOCTU M HannyMs UCNOSIHSAEMbIX MOAY-
nemn) — obssatenbHo ykaxunte nogkatanorn \GroupPolicy, \icheck n \etalons. Kpome Toro, ecnu Bknwouye-
Ha TpaccupoBka paboTbl Secret Net Studio, nobaBbTe B MUCKIOUeHUA AN aHTMBMpyca nanky c:\logs. B
NPOTUBHOM cnlyyae paboTa CMCTeMbl CYLLECTBEHHO 3aMeaInTCs, U MOryT BO3HUKaTb cbou.

2.2. Mpopayktbl koMmnaHum "Jlaboparopusa Kacnepckoro”

27. ObecneunBaeTcss COBMECTUMOCTb CO C/IeAYOWMMN MPUTOXKEHNSMU
e "Kaspersky Endpoint Security gns Windows" Bepcuii 10, 8;
e "AHTMBMPYC Kacnepckoro" Bepcun 12.

28. CoBMecTHas paboTta c npunoxeHuem "Kaspersky Endpoint Security ans Windows" Bepcun 10 BO3-
MOXHa CO CNeAyWnMmM orpaHNYeHns Mun:

e NpunoXxeHwe A0NXHO 6bITb YyCcTaHOBNEHO 6e3 Moaynen WwnudpoBaHUsa AUCKOB 1 (hannos;

e MpuW COBMECTHOI paboTe MpOosABNAIOTCSA 3a4epPXXKU B MpoLeaype BXOAa MoMb30BaTens B CUCTEMY
(Ha 3Tane 3arpysku Npodwuas NonbL30BaTeNs), a TakxXe Npu nepexoaax no KataaoraM Ha CeTeBblX
Anckax;

e oTAesnbHble 3aWmnTHble noacuctemol C3M Secret Net Studio HecoBMecTuMbl ¢ Bepcuen 10.2 (npu-
YUMHOWN HECOBMECTUMOCTU SIBMISIETCS peanu3oBaHHas cxema paboTbl ¢ dainoson cuctemom B MO
YyKazaHHOWM Bepcun).

29. 13-3a 0cobeHHOCTel (YyHKUMOHUPOBaHUS mnpunoxeHus "AHTuBMpyc Kacnepckoro" sBepcum 13.0.1
OrpaHUyeHbl BO3MOXHOCTW COBMeCTHOM paboTbl. MNpuyMHa orpaHUYeHuin — BO3HUKAKLWME KOHMAUKTDI
NOACUCTEM MepexBaTa U KOHTPOSA UCMOSIHEHUS CKPUMTOB.

PexomeHpaumm: O6HosuTe npunoxerue "AHTueupyc Kacnepckoro" Ha Gonee HOBYI0 BEpCHiO.

30. Mpu ycTtaHoBKe ApaliBepa CpeacTBa anmnapaTHol noaaepxku Secret Net Card npunoxeHue "AHTU-
BUpyc Kacnepckoro" MOXeT BblAaTb 3anpoc Ha npoAao/keHwe paboTbl nporpamMmbl € (POPMYNMPOBKON
"mogo3putenbHas yctaHoBKa gparisepa”. [Ina ycTaHOBKM He06X0A4MMO pa3peLwmnTb 3arpy3Ky apamnsepa.

31. B ceTteBOM pexuMe GYHKUMOHMpOBaHMS C3UM ecnn Ha KOMMbITEpe YCTaHOBJIEH KOMMOHEHT
Kaspersky Anti-Hacker, B ero HacTtpolikax Heobxoammo nmbo OTKIKYNTL NpPOBEpPKY Tpaduka SSL, nnbo
BHECTU ncnonHsaembl dann OmsHost.exe B CNMCOK AOBEPEHHbIX MPOrpaMM 1 co3aaTb nNpasmia ansa nop-
TOB 443 1 389.

2.3. Mpoaykrtbl kKoMmnaHum "[okTop Beb"

32. Ob6ecneuymBaeTCcs COBMECTMMOCTb CO C/eAYOWMMUN MPUIOXEHNUSIMU (C yYETOM 06LMX peKoMeHAauuni
AN COBMeCTHOM paboTbl C aHTUBMPYCHbIMW CPeACTBaMM 3allmThl):

e "Dr.Web Enterprise Security Suite" Bepcui 10, 6.0.

33. Mepep ycraHoBkon unu yaaneHmem C3U Secret Net Studio B npunoxenun "Dr.Web Enterprise Secu-
rity Suite" Bepcun 6.0 Heo6x0AMMO OTKAOUMTL pexum "3anpewaTtb MOAUDUKALMIO BaXHbIX 0H6bEKTOB
Windows".

34. Mepen ycrtaHoBkoW wunu ypaneHnem C3U Secret Net Studio B npunoxeHun "Dr.Web AHTMBUpYC"
Bepcuii 8.1, 8.0 Heo6x0AMMO ANA MUHMMANbLHOIO YPOBHS NMPEBEHTUBHON 3alMThbl (3a4aH MO YMOMYaHUIO)
BK/TIOUMTb PEXWUM paspeLlleHns AeUCTBUIA C 3awmiiaemMmbiMm ob6bekTamMn "MapameTpbl 06onoukm Winlogon"
n "ABTo3anyck o6onoukmn Windows".
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35. CosMecTHas pabota c npunoxeHusamu "Dr.Web Enterprise Security Suite", "Dr.Web AHTuMBUMpYC" K
"Dr.Web Security Space" Bo3MOXxHa CO cneayrwmmMmm orpaHMYeHnsaIMn:

e ecnn BKoYeH 6paHamayap, nepes yctaHoBkon C3U Secret Net Studio Heo6xoaMMO MM OTKAO-
unTb 6paHaMayap, unauM cosgaTb NpasBwuia paspelleHns ceTeBblX coeanHeHun ans LDAP-nopTtoB
50000, 50002, 50003. Mocne yctaHoBku C3U posmkHbl 6bITb CO3A4aHbl MpaBuia paspelleHns ce-
TEBbIX coeaAuHeHuIn ansa npoueccoB Snichecksrv (nopt 21327 u ykasaHHble LDAP-nopTbl) u
SnHwSrv (nopT 21326). NMpaBuia MOXHO €CO34aTb Ha OCHOBE 3anucer B CTaTUCTUKE COeAMHEHWUN
6paHamayspa. Takxke, ecnn B CTaTUCTUKE COeAMHEHUI NMPUCYTCTBYIOT 3aMncK O NMOnbITKax coeau-
HEeHUs co CTOpOHbI npouecca Windows Logon User Interface Host (Ha OC Windows 7), Heo6xo-
OUMO co3aaTb MNpaBWIO AN 3TOrO npouecca M COOTBETCTBYyHOLWEro nopta. lpu oTCyTCTBUM
paspeLuarwmnx npasua MOryT BO3HUKaTb OWN6KM 1 cbon paboTbl cMCTEMbI — Hanpumep, oWnbKu
CMHXpOoHM3aumn ¢ b KLU-3MNC nnu 3aBucaHnsa npu pa3bioKMpoOBKE KOMMbIOTEPA UM MPU BbiXoAe
M3 ChsLero pexuma;

e pu nosiBNEeHMM 3anpocoB GpaHaMayspa Ha pa3pelleHne CceTeBbiX BbI30BOB A8 3anyCcKaeMblX
noacuctem Secret Net Studio (npu yctaHoBke C3W wmnm nosxe B npouecce yHKLMOHUPOBA-
HUS) — HeobxoaMMO BbibMpaTb BapuwaHT paspeleHus paboTbl COOTBETCTBYHOLWMM cnyxbaMm no
yMonyaHuto (6e3 noaTBepXAeHUs ).

36. Ecnn B aHTMBMpYCE AENCTBYET PEXMUM KOHTPONA HM3KOYPOBHEBOMO AOCTYyMa K AMCKY, 6/10KUPYOTCA
ornepaunn BKIIOUYEHUS U OTKIIOYEHMS MEXAHM3Ma 3allLuTbl AMCKOB cucTeMbl Secret Net Studio.

PekomeHpauuu: [1ns ynpaslieHNA MEXaHWU3MOM 3aLlTbl AUCKOB OTKNIOYUTE B aHTUBUPYCE KOHTPOJb HU3KOYPOBHEBOIO AOCTY-
na K gucky.

2.4. NMpoayktbl KoMnaHum Sophos

37. PeanunsoBaHO KOPPEKTHOE BbIMOSIHEHWE MpoLeAypbl BXOAa B CUCTEMY MpU COBMeCTHOW paboTe c
npunoxeHunem "Sophos Anti-Virus" Bepcuun 10 ¢ BKIKOYEHHLIMU MEXAHM3MaMM MOJIHOMOYHOIO YNpaB/ieHUs
aoctynom n/vnn 3MC.

2.5. MNMpopyktbl kKOMNaHum Symantec

38. Mpu coBmecTHOM paboTte c MO Symantec AntiVirus Bepcun 10.0 MOryT permcTtpupoBaTbCsi Hapylle-
HUSA LENOCTHOCTU M3-3a TOro, YTO AAHHOE MPUJIOXKEHME B KaXXAOM CeaHCe perucTpupyeTt v yaansieT cob-
CTBEHHYIO Cnyxby B peecTtpe.

PexomeHpaumu: [pu HeobxogumocTh wucnonb3oBaHus Symantec AntiVirus CHUMWTE C  KOHTponmsi BeTBW peecTpa
HKLM\System\CurrentControlSet\Services\EraserUtilDrv10500 1 HKLM\System\CurrentControlSet\Services.

3. OcbmucHbIe NpUnNoXeHus

3.1. Microsoft Office

39. ObecneumBaeTcs COBMECTUMOCTb CO CreayownMmn BepcusiMn naketa Microsoft Office (c yuyeTom oco-
6EeHHOCTEN, U3N0XEHHbIX HUXE):

e 2016;
e 2013;
e 2010;
e Office Starter 2010;
e 2007;
e 2003.

40. Ecin  npoucxomAatT owwubkuM nNpu  3arpyske nnarvHoB  Secret Net Studio B npunoxeHus
Microsoft Office, 3TV NPUNOXKEHUS MOIYT OTK/IHOYMTL aBTOMATMYUECKYIO 3arpy3Ky MaarMHoB. DTO NpuBeaeT
K HEBO3MOXHOCTW KOPPEKTHOWM MepeAayn napaMeTpoB Meyatu AOKYMEHTOB B MOACUCTEMY KOHTPONS ne-
yaTu. B yacTHOCTU, He ByAeT yunTbiBaTbCA 3a4aHHOE KOMIMYECTBO KOMWUIA pacrneyaTbiBaeMblX AOKYMEHTOB
M MOTyT HenpaBW/bHO 06pabaTbiBaTbCsl MapaMeTpbl NeYaTu HECKOMbKUX CTpaHuL, Ha aucte. Kpome Toro,
B XpaHWIULLE TEHEBOrO KOMMPOBAHWUS ByeT COXPaHATbCS He BECb JJOKYMEHT, a TOJIbKO Ta €ro 4acTb, KO-
Topas 6blsla OTNpaBfieHa Ha nevaTb.
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PekomeHaaumm: [ins peleHnsi npoGremMbl BLIMOMHUTE CrieaytoLLme AeCTBUS C NapaMeTpamy CUCTEMHOTO PeecTpa:

e ynanute napametp (napametpbl) HKCU\Software\Microsoft\Office\<Ver>\<App>\Resiliency\Disabledltems, roe <Ver> —
Bepcust MSOffice (10 — XP, 11 -2003, 12 — 2007, 14 - 2010), a <App> — npunoxerne Office (Word, Excel);

e BOCCTaHOBMTE 3HayeHWe 3 ana napametpa LoadBehavior (tun REG_DWORD) B kntove  (knmtouax)
HKLM\Software\Microsoft\Office\<App>\Addins\<Plug-in> (ecnu ycraHoeneHa 32-paspsigHas Bepcus Office B 64-
paspsigHoin OC — kntow HKLM\Software\Wow6432Node\Microsoft\Office\<App>\Addins\<Plug-in>), roe <App>— npurno-
xenne Office (Word, Excel), a <Plug-in>— wumsa nnarvHa, cootsetcTsytowero npunoxenuio Office (SnMsoWord-
Agent.Addin unn SnMsoExcelAgent.Addin).

41. Ecnu nakeT Microsoft Office yctaHoBneH 6e3 noaaepxxkm VBA (Visual Basic for Application), npuno-
»eHus Office PyHKUMOHMPYIOT CO CneaywmMMm 0CoO6eHHOCTAMM:

° npn BKJKOYEHHOM peXMMe KOHTPOJSId nedaTtun ANA OTKpbIBAa€MbIX AOKYMEHTOB MOrYT BbIBOAUTbLCA
npegynpexageHus 06 OTCYTCTBUM NOAAEPXKKU MAaKpPOCOB U 3/1IEMEHTOB yNpaBJIEHUA,

e CO34aHMe n pepakTupoBaHue darna wabnoHa Normal.dot/Normal.dotm Heob6xoaAMMO BbIMNONHSATL
MNPV OTK/TIIOYEHHOM pEeXMMe KOHTPOIA neyaTu.

42. B npunoxeHuax Microsoft Office Bepcun 2010 wn Bbille NMpU BKIHOUYEHHOM pEXMME MapKUPOBKMK C
pacwmpeHHon 06paboTkor UrHOPUPYIOTCA NapaMeTpbl neyaTu ABYX wian 6onee cTpaHUU Ha UCTe, 3a-
AaHHble B NpuaoXeHun (U3-3a ocobeHHOCTen peanusaunm nevyatm B 3TUX MPUTOXKEHUSX).

PekomeHpaumu: I'IpM HeobX0AMMOCTY NeYaTi HECKOMbBKIX CTpaHuy Ha nncre MCI'IOJ'Ib3yl7ITe napameTpbl B guanore HaCTPOVIKM
neyaT anda npuHTepa.

43. Mpu nepexoae c¢ Microsoft Office npeablaywmx Bepcnin Ha Bepcuto Microsoft Office 2013 Bo3MoXxHa
HEeKOppeKTHas perncrpauuns CMcTeMHoro uHtepderica, KoTopbi ncnonblyetca Ans paboTbl NoACUCTEMDI
KOHTpO/S NedaTtn. B pe3ynbTaTe 3TOro, Npu BKAOYEHHOM peXuMe MapKMpPOBKWU C paclumpeHHoln obpaboT-
KOWM, B HeKOTOopbIX npunoxeHuax Microsoft Office 2013 (Hanpumep, Microsoft Excel) moxeT 61okupo-
BaTbCs Me4yaTb AOKYMEHTOB — MOCne OTnpaBKM Ha ne4vaTb MOBTOPHO BbIBOAUTCS AMANor HaACTPOWMKWU, HO
CaM JOKYMEHT He pacrnevaTtbiBaeTcs.

PekomeHpauumu: ﬂ]’lﬂ BOCCTaHOBIIEHNA BO3MOXHOCTW nevaTn OTKpOl7ITe OKHO KOMaHIHOM CTPOKW, BbINONHMB 3anyCK OT UMEHN
aaAMWHUCTPATOopPa, 1 BBEAUTE KOMaHAbI:

o 1na 32-paspsigHon OC:
c:\windows\system32\regsrv32.exe c:\windows\system32\oleacc.dll
o 1515 64-pa3psgHon OC:
c:\windows\syswow64\regsrv32.exe c:\windows\syswow64\oleacc.dl|
c:\windows\system32\regsrv32.exe c:\windows\system32\oleacc.dll

44. B HekoTopblx NpunoxeHuax (Hanpumep, Microsoft PowerPoint 2010) npu BKAOYEHHOM pexume
MapKMpoBku (CTaHpgapTHas MM pacwmpeHHass obpaboTka) mnm pexmMme TEHEBOro KOMMPOBaHUSA AOKY-
MEHTOB MPMW MevyaTh MOXET HE YUYUTbIBATbCA KOJIMYECTBO KOMWM, 3aaHHOE B AManore HacTPOMKK neyatu
B NPUIOXEHUN. B Takmx criyyasx BbINOSIHAETCA NeyaTb O4HOro 3K3eMnasipa AOKYMEHTa.

45. Ecnu B fokyMmeHTe Microsoft Excel Ans nnucToB ykasaHbl pa3niMyHble 3HaueHuUs napameTpa "KauvecTtso
neyatn" (Hanpumep, ana Tabnuubl JlInctl ykasaHo 3HayeHue "600 Touek Ha alonM", a ans Tabnuupl
Nlnct2 — "1200 Touyek Ha AonM"), Npu OoTNpaBKe 3TUX JIMCTOB Ha MeyaTb MOryT CO34aBaTbCs HECKOSIbKO
3ajaHnin neyaTtu. MNoapobHbie cBegeHns o6 atom cM. http://support.microsoft.com/kb/168563. Mpu
BKJTIOYEHHOM peXMMe MapKMpOBKM (CTaHAapTHas WM paclimMpeHHast ob6paboTka) noacucTeMa KOHTPOJIS
neyatn obpabaTbiBaeT NosyyYeHHble 3a4aHNA NeYaTn AOKYMeHTa MO OTAENbHOCTU, B pe3ynbTaTe 4ero 40-
NOMHUTENIBHO MOTYT NPOABASATHCS Creayolwmne 0CobeHHOCTH:

e [auanor ans BBoAa 3HAYEHWIN B HaCcTpaunBaeMble NMOJIA MapKepa BbIBOAUTCA HECKOJIbKO pa3 — no
KOJIn4ecTBYy 3a4aHun neyaTtu;

e pacrneyaTbiBaeTCs HECKOJIbKO CTPaHUL, C MapKMpPOBKOW Ha 06paTHOI CTOpoHe NucTa;
e B XypHane Secret Net Studio perncTpupyeTcs HECKOJIbKO rpynmn cobbiThil nedyaTu.

PexomeHpaumu: Ykaxute 1 QOKYMEHTa OfMHAKOBble 3HayeHUs napameTpa "KayecTBo nevatn" (cBemeHus o cnocobax us-
MeHeHWs 3HaueHui cM. hitp://support.microsoft.com/kb/168563).

46. B npunoxeHun Microsoft Excel npy neyaTtv AOKYMEHTa MOXET HECKOSIbKO pa3 BbIBOAUTLCS AManor
[ANA BBOJA 3HAUYeHWl B HacTpavMBaeMble Nona Mapkepa. [laHHasi 0co6eHHOCTb NposIBASIETCS Npu cneayto-
LMX YCNOBUAX:

e BKJ/IIOYEH PEXWMM MapKMPOBKW CO CTaHAApTHOM o6paboTkoli;
e [eyaTb BbIMOSIHAETCS Ha NPUHTEP C aKTUBHOM (PYHKLMEN ABYCTOPOHHEN nevaTu;
e B NMpuUoXeHun BbibpaH pexunm "HaneuvataTtb BCto kKHury" (Print Entire Workbook).

PekomeHpaumm: YkasblBaiiTe OfWHAKOBbIE 3HAYEHWS B HACTpaMBaeMbIX NOMsSX Mapkepa B MOSIBASHOLMXCS Auanorax wim
BKITIOYNTE PaCLLMPEHHyH 06paboTKy Ans pexuma MapKUpoBKM.
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47. B npunoxeHuun Microsoft Excel Bepcun 2003 unu 2007 npu BKIHOYEHHOM pPEXMME MapPKMPOBKU C
pacwunpeHHol 06paboTKoM HacTpoMKa CBOMCTB MPUHTEPA NpW nevyaTy AOKYMEHTOB BO3MOXHA TOJSIbKO A4S
npuHTEpa, MCNOsb3yeMoro no ymonyanuioo. MNMpu Bbibope Apyroro npuHTepa neyaTb Ha Hero 6yaeT Bbl-
NOMHATLCA KOPPEKTHO, HO C TEKYLLMMU HACTPOMKaMn 3TOro npuHTepa. M3MeHuTb napameTpbl BbIGpaHHOIO
NnpUHTEpPa HENOCPeACTBEHHO B AManore Henb3s — 6yayT BbIBOAMTHCS MapameTpbl NpUHTepa Mo yMmon4a-
HUIO, @ He BbI6paHHOrO yCTpoKMcTBa. [laHHas CUTyauus cBs3aHa C HEKOpPpPeKTHoM obpaboTkoi Bbibopa
NpUHTEpPa B CAMOM MPUIOXKEHUN.

PekomeHgaumm: [Npu HeoBXOOMMOCTH M3MEHEHWSI NapaMeTPOB MPUHTEPa, HE UCMOMb3YHOLErocsi Mo YMOMYaHMIO, BbI30BUTE
[AMarnor HacTPOMKM CBOWCTB MpUHTEpa B 06LIEM Cri CKe MPUHTEPOB [NaHeni yrpaBneHus.

48. lMpu BKIOYEHHOM peXxMMe MapKMPOBKW C pacluMpeHHOl 06paboTkol kaTeropmusi KOHbUAeHUNanbHO-
CTV pacneyaTbiBaeMoro AOKyMeHTa onpeaensiercs cneaytowmm obpasom:

e eC/IN JOKYMEHT 3arpyxeH mn3 ganna B npunoxeHune Microsoft Word nnu Excel n He 6bin moandu-
LMpoBaH nepej nedaTtblo — KaTeropus KOHOUAEHUMaNbHOCTM NMpU NevyaTn onpegensercs no Ka-
Teropuu ganna;

e BO BCeX OCTajlbHbIX Cy4YasaXx KaTeropms KOHPUAEHUManbHOCTM AOKYMEHTa Npu neyaTn onpeaens-
€TCS MO YPOBHIO Mpouecca, M3 KOTOPOro OCYyLeCTBAsSeTCa nedaTb (NpU OTK/OYEHHOM pexunme
KOHTPO/IA MOTOKOB — Mpoueccy nNpuCBaMBAaEeTCs YpoOBeHb KOHMOWAEHUMANbHOCTWU, paBHbIN
HauBbICLWEN KaTeropum KOHMOUAEHUNANbHOCTU OTKPbIBaBLWMXCA (Panfos, Npu BKIOYEHHOM pexu-
Me KOHTPOJisi NOTOKOB — MpoLECcCy NpUCBaANBAETCS YPOBEHb KOH(PUAEHUNANBHOCTU CECCUN).

49. B npunoxeHuax Microsoft Office nsMeHeHMa AOKyMeHTa COXPaHSITCS He B UCXOAHOM caline 3Toro
OOKYMeHTa, a B HOBOM dalifie ¢ TeM Xe nMeHeM. 1o 3Tor npuunHe B yCNOBUSAX ANCKPELMOHHOro u/mnm
NMOTHOMOYHOIO pa3rpaHMYeHnst AOCTyNa peKoOMeHAYeTCs yCTaHaBAMBaTh HYXXHble nMpaBa AOCTyna M KaTe-
ropmn KoHbUAEeHUManbHOCTM HE HENOCpeaACTBEHHO Ha caM dalin, a MCcnosb3oBaTb MEXaHWU3M HacneaoBa-
HMS ANS KaTanoros, B KOTOPbIX coAep)aTtcs AaHHble daiinbl. Ecnn xe aTpmbyTbl 6e30nacHOCTM 3a4aHbl
HenocpeACTBEHHO Ans dalina, BO3MOXHbI Cleaytowmne rnposiBeHns :

e cHpacbiBalOTCA ABHO 3alaHHblE AUCKPELIMOHHbIE NMpaBa A0CTYMNa Npu coxpaHeHumn daina;
e c6pacbiBaeTCa MM U3MEHAETCS KaTeropmsa KoHbUAEHUMANbHOCTA AOKYMEHTa Npu ero COXpaHeHuu;

e 6nokupyetca oTkpbiTMe dainna C 3a4aHHbIMKM KaTeropusMm KoHMOWAEHUMANbHOCTU U3 CETEBOro
pecypca.

50. YT06bI 06ECneunTb KOpPEKTHYIO paboTy npunoxeHus Microsoft Word B pexnMe KOHTPOSSi MOTOKOB,
OCYLLECTB/SIeTCA NepeHanpas/ieHne BbiBOAA AJ151 CTaHAAPTHbIX KaTasoros XpaHeHus wabnoHoB nporpam-
Mbl. CneacTBMEM 3TOMO SABNASIETCA HE3aBUCUMOCTb CAEMAaHHbIX U3MeHeHu wabnoHoB MS Word B ceccmnsax
C pas/IMYHbIMU YPOBHAMU KOHMDUAEHUNANBHOCTN — TaK KaK MCMOJSIb3YIOTCS pa3Hble KaTasorm Ans xpaHe-
HUSa dannos wabnoHos. TupaxupoBaHue n3MeHeHn B WabnoHe MOXHO BbIMOAHUTL CreayowmMm obpa-
30M: OTKJ/IIOUMTE pEXWUM KOHTPOSSi MOTOKOB W B pepaktope Word BbINOJHUTE HYXHble W3MEHEeHUs
wabnoHa. 3aTeM BOMANTE B CUCTEMY C NpaBaMu agMMUHUCTpaAToOpa, KOTOPOMY Ha3HadeH HauBbICLLUNIA YpO-
BEHb AONyCKa K KoHdumaeHumManbHOM nHdopmMaumm 1 npegocrtaBneHa npuBuierns Ha yrnpasJieHuMe KaTte-
ropysMmm  KoHdUAEHUMaNbHOCTU. 3arpysuvte nMporpaMMmy HacTpPOMKWM MNOACUCTEMbI  MOSIHOMOYHOMO
ynpaBieHus JOCTYNOM W 3anycTuTe MpoLecC HACTPOMKM mapaMeTpoB npunoxenms Microsoft Office (ons
3TOro MOXHO BbibpaTb pa3aen "BpyuHyto | Mporpammel | Microsoft Office" n HaxaTb kHonky "HacTpo-
nTb"). N0 OKOHYaHMM NpoLecca HaCTPONKUN BKIIKOUUTE PEXUM KOHTPOAS NMOTOKOB.

51. Ha komnbioTepe noa ynpasneHnem OC Windows 8.1 nnun Windows Server 2012 R2 ¢ BK/HOYEHHbIM
PEXMMOM KOHTPO/S MOTOKOB B npunoxeHun Microsoft Office 2010 mMoxeT BO3HMKaTb owwnbka "Hert po-
CTyna" npu OTKPbITUM AOKYMEHTOB C CeTeBbIX pecypcoB. [Ansd ycTpaHeHus ownbkun nobaBbTe B CNMCOK
nyrten ang nepeHanpasneHuns BbIBOAA dannos nyTb:
\appdata\local\microsoft\windows\inetcache\content.mso.

52. Ecnu npunoxeHus Microsoft Office Bepcumn 2013 6yayT MCNONb30BATbCA B PEXMME KOHTPOJIS MOTO-
KOB, Nepea BK/IIOYEHNEM pexmma PEKOMEHAYETCS BbIMOSHUTb OUYUCTKY K3la paHee 3arpyXeHHbIX AO0KY-
MEHTOB M OTK/IOUYNTbL KIWKNPOBaHMeE (4115 BPEMEHHbIX KONWUI (alifioB YCTAHOBUTb PEXUM yAaneHus nocne
3aKpbITUSA) WX OrpaHUYUTb BpEMS XpaHeHUs GaiioB B Kawe. [na ynpaBneHMs napameTpamMm Kawa Ao-
KYMEHTOB MCMNoNb3yeTcs KoMnoHeHT "LeHTp otnpasku Office 2013". 3anyck AaHHOrO KOMMNOHEHTa Heob-
XOAMMO BbIMOMHUTE KakK MWUHMMYM OAWH pa3 Ans aBTOMaTMYECKOro CO34aHus KaTanora kawa. lNocne
3TOro Moxet 6bITb BbINOSHEHA HACTPOMKa nepeHanpaBfieHus BbiBoAa (aisioB C MOMOLbIO NMpOrpamMmbl
HaCTpPOMKM NOACUCTEMbI MOSIHOMOYHOIO YMpaBieHNsa AOCTYMOM,

3.2. OpenOffice

53. ObecneunBaeTcss COBMECTMMOCTb CO C/EAYOWMMN BepcuamMmu npunoxeHus OpenOffice:
e 4.1.3;
e 4.1.0;
e 3.4.1.
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54. [ins pa6otbl c npunoxeHvem OpenOffice B KOHbMAEHUMANBHBIX CECCUAX PEKOMEHAYeTCs B Mpo-
rpaMMe HaCTPOMKW A1 peXMMa KOHTPOSS MOTOKOB BbIMOJIHUTb HACTPOWKY MapamMeTpoB paboTbl 3TOro
npunoxeHus. Mpouecc HaCTPOMKM MOXHO 3anyCTUTb HENOCPEACTBEHHO ANA npunioxeHusa (pasgen "Bpyu-
Hyto | Mporpammbl | Openoffice.org") nam BKNKOUYUTL PEXUM aBTOMATUYECKOM HACTPOMKU MPUMIOXKEHUS B
pasaene "BpyuyHyto | Mporpammbl" n 3ateM NmMb0 BbIMNOHUTD HACTPOWKY CUCTEMbI C TEKYLWMMM NapaMeT-
pamn (pasgen "AsToMaTuueckun"), nmbo HacTtpouTb Npodunm nonblosatener (pasgen "BpyudHyto | Monb-
3oBaTenun"). Ecnm HacTpolika NpUIOXEHUS HEe BbIMOJHSAMAcb, BO BpeMs paboTbl B KOHMUAEHUMANbHbIX
ceccusiX npu MNOMNbITKE COXPAHEHUS U3MEHEHWM MOryT yAansaTbCsd HeKOHdUAeHUManbHble dannbl, pacno-
NIOXKEHHble B HeKOHMUAeHUManbHbIX KaTanorax.

55. Mpu paboTte c aokyMeHTamMu B npunoxeHnn OpenOffice 3 ¢ BkOUEHHbIM KOMMNOHeHTOM "CpeacTBo
6bICTpOro 3anycka" nposBASIOTCA cneaytowme ocobeHHOCTU: MOoCie 3aKpbiTUS MPUTOXKEHUS, B KOTOPOM
obpabaTtbiBanca kKoHdWAeHUMaNbHbIN AOKYMEHT, CIeAyoLWWi 3anyCcK B 3TOM ceaHce paboTbl nonb3oBaTe-
ns 6yAeT BbIMNOSIHEH C TEM Xe YPOBHEM KOHMMAEHUNANbHOCTU (U Bbille, eCN OTKPbLIBAETCSA AOKYMEHT
c 6onee BbicCOKOM KaTeropuemn). N3-3a 3Toro AOKYMEHTbI C KaTEropnem KOHPUAeHUManbHOCTU HUXE, YeM
MaKCuMMarsibHasi KaTeropus npeabiayLwmx OTKpbITbIX AOKYMEHTOB, 6yayT o6pabaTbiBaTbCs Npu nevaTtn Kak
MMeloLWme KaTeropumio, paBHy YPOBHIO KOHMOUAEHLMANbHOCTU MPUIOXEHUS.

PekomeHpaumm: [Insi KOppPEKTHOW neyaTn JOKYMEHTOB C Pa3fMYHbIMK KaTeropusiMi KOH(PMOEHLUMANbHOCTM yaanuTe KoMno-
HeHT OpenOffice "CpeactBo BbICTpOro 3amycka" unm nocrne Kaxgoro 3akpbITUS MPUIOXKEHNS C NOBbILUEHHLIM YPOBHEM KOHGM-
AEHLManbHOCTI MCronb3yiTe komaHay "Bbixog u3 6biCTporo 3anycka” B MEHIO Sipfiblka NPUNOXKEHUs B CUCTEMHOM obnacTy
MaHenw 3agay.

3.3. LibreOffice

56. ObecneumBaeTcs COBMECTMMOCTb CO CneaywumMmn Bepcusimm naketa LibreOffice:
e 5.3.0;
e 5.0.4;
e 4.3.0.

4. NMpoaykTbl komnaHun Adobe Systems

4.1. Adobe Reader un Adobe Acrobat

57. ObecneunmBaeTcss COBMECTUMOCTb CO C/IEAYIOLWMMU PYCCKMMU U aHINUACKUMW BEPCUSIMU MPUTOXKEHUS
Adobe Reader (c yueToM 0CO6EHHOCTEN, U3NOXEHHDBIX HUXE):

e DC (15.0);
e 11.0.0;

e 10.1.8;

e 10.1.7;

e 10.1.0;

e 10.0.0;

e 9.5

58. Ob6ecneurBaeTcs COBMECTMMOCTb CO CleaylwuMn BepcusiMm naketa Adobe Acrobat Pro (c yuyetom
0COb6eHHOCTEN, N3NOXKEHHbIX HUXE):

o 11;
e 10.

59. Ecnn B npunoxeHun Adobe Reader feiicTByeT 3alumileHHbIn pexunM npu 3anycke (Protected Mode
at startup), nposasnsawTca cnegyrowmne ocobeHHOCTU:

e paboTta c PDF-goKyMeHTaMM MOXeT He MOAAEPXMBATbCS B HEKOTOPbIX BEPCUAX OMNepauMOHHbIX
cUcCTeM;

e HEBO3MOXHO BbIMOJHUTb KONMPOBaHMe nHdopMaumm M3 n3onampoBaHHoro npouecca Adobe Reader
B 3TOT )€ NpoLecc;

e PV OTKPbITUM MOMb30BATENEM KOH(PUAEHUMANBHOrO AOKYMEHTA 3anpoc Ha MOBbIWEHWE YPOBHS
KOHDUAEHLMANBHOCTM NPUIIOXKEHUS BbIBOAUTCA ABaxabl. Mpuyem B Bepcun Adobe Reader 11 o6a
3anpoca BbIBOASATCSA MpU OTKPbITUM AOKYMEHTa, a B Bepcuu 10 MepBblii 3anpoc Npu OTKPbITUK A0-
KyMeHTa, BTOPOl — Mpu 3aKpbITUK;

e [PV BKJIIOYEHHOM peXMME KOHTPOJIS NMOTOKOB MepBbii 3anyck npunoxeHus Adobe Reader Bepcumn
11.0.0 HY>XHO BbINMONHUTL B HEKOHdMAeHUManbHOM ceccuun. MHaye npu pabote B KOHpMAEHLM-
aNbHbIX CECCUSAX MOFYT BO3HMKaTb COOM Npu neyaTn 4OKYMEHTOB;
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e [pWU BK/OYEHHOM peXMMe KOHTPONsS MOTOKOB B npunoxeHun Adobe Reader Bepcum 10.0.0 He
noaAep>XXMBaeTCs rneyatb AOKYMEHTOB, @ TakXXe BO3MOXHbl C60M Npu 3anycke NpUIoXeHus.

PexomeHpaumm: 3alupILEHHBIN PEXYM MOXHO OTKIHYMUTB B JMarioroBOM OKHE HaCTPOKM CBOACTB NpunoxeHus. [ins Bbi3oBa
[VanoroBoro OkHa WCrMonb3yMTe COOTBETCTBYIOLLYIO KOMaHLY MEHI0 B 3aBUCMMOCTM OT BEPCUM M NOKANMU3aLMN NPUOKEHUS
(Hanpumep, "PenaktupoBanue | YcraHosku" unn "Edit | Preferences”). B ananoroBom okHe nepeiigute K pasgeny, B KOTOPOM
npencTaBneH napameTp "BkniounTb 3alUmLieHHbIR pexum npu 3anycke” ("Enable Protected Mode at startup”) u yganute otmer-
Ky 13 3TOrO Monsi. YkasaHHbIi napameTp MOXET ObITb NMPeACTaBeH, B 3aBUCUMOCTY OT BEPCUM 1 NIOKANN3aLMKN NPUIOXEHNS, B
pasgene "3almTa (noBbileHHbIA ypoBeHb)" ("Security (Enhanced)") unm "OctoBHele" ("General”). Mocne oTknoveHns pexuma
nepesanycTuTe NpUIoXKeHue.

60. B npunoxeHun Adobe Reader npu paboTte B KOH(DUAEHLMANBHOW CECCMU HE CrleayeT BHOCUTb U3MEHe-
HUS B OTKPbITbIN HEKOHMUAEHUNANbHbBIA (hann, KOTOpPbIA pacrnosioXXeH B HEKOH(MUAEHUMANILHOM KaTanore.
MHaye npu nonbITKe COXpaHEeHUs M3MeHeHun dann 6yaeT yaaneH B UCXOAHOM pasMeLleHnn 1 nepeMeLleH
BO BPEMEHHbIN KaTanor (Npu 3TOM B XypHane 6yayT coxXxpaHeHbl cBeAeHns 06 3ToM cobbiTum).

61. B npunoxeHun Adobe Reader Bepcun 10.0.0 npu BKIOYEHHOM pEXMME MAPKUPOBKW C paclUMpeEH-
HOM o6paboTkon neyaTb ABYX Mnu 6onee CTpaHuL Ha JINCTE B HEKOTOPbLIX CAy4YasX BbINOSHAETCA HEKOP-
peKTHO — OpMeHTauns CTpaHWL MOXET He COOTBETCTBOBATb 3aAaHHbIM NapaMeTpam.

PexomeHpaumu: YcTaHoBuTe 6onee HOBYHO Bepcyto nporpammbl (Hanpumep, Adobe Reader Bepcim 11).

62. Ha koMmnbloTepe noj ynpasneHneMm 32-paspsaaHoit Bepcun OC B npunoxxeHnsax Adobe Reader n Ac-
robat Pro Bepcuit 10, 11 MoOryT BO3HMKaTb OWWOKM Nepepacxoda namsaTu npu nonbiTke co3gaHus XPS-
¢darnoB c NnoMoLblo cpeacTBa 3anucn (BUpTyanbHOro npuHtepa) Microsoft XPS Document Writer. Owmn6-
KW BO3HMKAKT npu obpabotke 6onblumx aokymeHToB — nopsaka 100 ctpaHuy n 6onee.

4.2. Adobe Photoshop

63. ObecneunBaeTcss COBMECTMMOCTb CO C/eayWwmMMm Bepcuammn naketa Adobe Photoshop:
e (CC2014.0.0;
e CS6;
e CS5.1.

5. Cucrembl BUpTYyanusauum

5.1. Citrix

64. ObecneunBaeTcs COBMECTUMOCTb €O crieaytowmmm Bepcusamm MO Citrix (¢ y4eToM ocobeHHocTel, n3-
JNIOXKEHHbIX HUXe):

e Citrix XenApp 7.12;
e Citrix XenDesktop 7.12.

65. Mpu Hannumm Ha komnbtoTepe MO Citrix (yctaHoBneH areHT VDA n3 coctaBa komnoHeHToB Citrix)
ApaviBep-dunbTp ycTpoincTe cuctembl Secret Net Studio aBToMaTMyeckn NepeBOAUTCA B PEXUM COBMe-
CTMMOCTU AN KOPPEKTHOM accouuaummn pusndecknx u normdeckmx USB-aunckos. [NepBoe BkJOYEHME
3TOro pexmma conpoBoxaaetcs cpabaTbiBaHMEM (DYHKLMOHANbHOrO KOHTpPONs BO BpeMs 3arpy3skm OC c
coobleHneM 0 HapyweHun KoHdurypaumm cpeabl. Ons npogosmkeHns pabotel Heob6xoanMMo nepesarpy-
3uTb KoMnbtoTep. CpabaTbiBaHWe YHKLUMOHANbHOrO KOHTPOAS MPOUCXOAUT OAHOKPATHO, U crneaykowme
3arpy3Ku BbIMOHSAKOTCA WTAaTHO C AENCTBYOLWMM PEXMMOM COBMECTMMOCTU. Takxe B Cry4vyae yaaneHus
ykasaHHoro koMmnoHeHTa MO Citrix oTkIO4aeTcs pexuMm coBmectumoctn B Secret Net Studio, uto aHano-
TMYHO MPUBOANT K OAHOKPATHOMY cpabaTbiBaHUIO DYHKLMOHANAbHOIO KOHTPOAS NpW Cleaylowen 3arpysKe.

66. B MO Citrix ncnonb3oBaHWe yCTPOMCTB Ha KOMMbIOTEPaxX-KIMEHTaX MOXET ObiTb peann3oBaHo B ABYX
BapmaHTax: 1) obuwee nepeHanpaBneHne USB-ycTtpoiictB (generic USB redirection), npuMmeHsemoe B
npoaykte XenDesktop; u 2) nepeHanpaBneHue 4yepes BUPTyasbHble KaHanbl (virtual channels), npume-
Haemoe B npoayktax XenDesktop n XenApp. lpu coBmecTHOl pabote c MO Citrix B cucrteme Se-
cret Net Studio obecneumBaeTcsi MOMHOUEHHbI KOHTPOJb TOJIbKO ANS YCTPOWCTB, MOAK/IKOYEHHbIX K
BUPTyanbHOMy paboyeMy CTONy B MepBOM BapuMaHTe — TaK KakK B 3TOM c/ly4yae yCTPOMCTBO "nepenoakito-
yaeTcsa" K cucteme, AN Hero yCcTaHaB/MBAalOTCSH COOTBETCTBYOLWME ApaliBepbl U Np. [ns yCTpPOWUCTB, ne-
peHanpaBnseMblXx 4epe3 BUPTyasibHble KaHanbl, Heo6XoAUMMO MCNONb30BaTb CpPeACTBa KOHTPONS W
6n10okMpoBKM B nonmtukax 6esonacHoctu Citrix.

Mpumevanue: BapuaHt obuiero neperanpaenerus USB-yctpoicts Citrix He noaaepxmBaeTcs Ans YCTPOMCTB, MOLKITHYEHHbIX
k noptam USB 3.0. Kpome Toro, Ans HEKOTOPbIX KNaccoB YCTPOUCTB TaKoW TN nepeHanpaBneHus OTKMOYEH Mo yMonyaHmio. B
BapuaHTe nepeHanpaBreHnst Yepes BUPTYanbHble KaHarbl HyXHO y4MTbIBaTh, YTO €CAM ANS YCTPOACTBA HE NPeayCMOTPEHO
CNOMNb30BaHWE BUPTYarbHOMO KaHana, CUCTeMa BbINOMHSAET NepeHanpaBneHne 3Toro YCTPONCTBa NePBLIM CNOCO6GOM.
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PekomeHpaaumu: INpy HeobxoaumocTy obecrneumTs KOHTPOMb yeTpoicTs cpencTteamn Secret Net Studio HacTpoiite napameTpbi
nepeHanpasneHns B nonutukax Citrix. CeegeHns o nonutukax cM. hitp://support.citrix.com/proddocs/topic/xenapp-xendesktop-
76/xad-policies-article.html.  CeemeHus 0 KoHdurypupoBaHum — obuiero  nepeHanpasnexuss  USB-yctpoicte  cm.
http://support.citrix.com/article/CTX137939. OcHoBHbIe MapaMeTpbl, ONpeaenstoLe NepeHanpaBneHne YCTPOMCTB:

e ans USB-ycrpoiicTs:

Client USB device redirection

Client USB device redirection rules

Client USB plug and play device redirection
e NS [PYrvX YCTPOWCTB:

Client COM port redirection

Client LPT port redirection

Client Drive redirection

67. Ha komnbloTepe noa ynpasrieHMeM HecepBepHoli Bepcum OC (Windows Vista/7/8/10), koTopbiii uc-
nosb3yeTcs Ana NpeaocTaBneHns BUPTyanbHbIX paboumx ctonos (XenDesktop) mnu npunoxenun (XenApp),
MO Citrix peanusyeT ocobbiii Nopsaok paboTbl C cecCUsiMM NOb30BaTENEN MPU CO34aHUKN MOAKIIOYEHU. U3-
3@ 3TOro BO3MOXHbI CUTYauumM 3aUmMKIMBaHNSA NN 6OKMPOBKU CECCUIN B CEAYIOWNX ClyYvasnX:

e €C/NM BKJIOYEH PEXMM KOHTPONS MOTOKOB KOHMUAEHUNANbHON MH(OpMaLuM C napaMeTpom "CTpo-
A KOHTPOJIb TEPMUHANBbHbBIX MOAKIKYEHNIA" N BXOA BbINOSHSAETCS C KOMMbloTepa, Ha KOTOPOM He
BKJ/IIOYEH PEXWUM KOHTPOAS MOTOKOB;

e €C/IM NTIOKaNbHO BO306HOBASETCS NpepBaHHas Ceccus nosb3oBaTens.
PekomeHgaumm: KoppekTHoe B3auMOZECTBIE C MexaH3MoM 3alumTsl Bxoaa Secret Net Studio obecnednsaetcs, ecnu ans

BUPTYanu3aLum paboumx CTOMOB ¥ NPUIOXEHWI UCMONb3YIOTCH KOMMbIOTEPBI NMOL, ynpaeneHnem cepeepHbix Bepcui OC (Win-
dows Server 2008/2012).

68. 3awuTa cepsepa npunoxeHunii Citrix XenApp obecrneumBaeTcs Co cleayroLwmuMm 0COBEeHHOCTAMMN

e /1N KOppPEKTHOM paboTbl NOACUCTEMbI KOHTPO/S NMedyaTn OTKIK4YMTEe HacTporky "Isolate Applica-
tion" ana ony6nMKoBaHHbIX NPUNIOXKEHNN.

e Peructpauus neyatv JOKYMEHTOB U3 0nyb6/MKOBaHHbIX NPUIOXEHUN OCYLLECTBISIETCA Ha cepBepe
NpUAOXKEHUN (B TOM 4YUCAE W MPU UCNONb30OBAHWW JIOKaNbHOrO MNpUHTEPa Ha KOMMbioTepe-
KJIneHTe).

e [nA koppekTHON paboTbl C KOHMPUAEHUMaNbHbIMKU AOKYMEHTaMW OTK/IOUYMTE BO3MOXHOCTb MC-
NOAb30BAHMSA NOKaNbHbIX AUCKOB KOMMblOTEpa (KAMeHTa) Ansa onybaMKOBaHHbIX NPUNIOXEHWUIA.

e [lpy mncnonb3oBaHMM MexaHU3Ma [MOJSIHOMOYHOIO YrpasfeHUs [OCTYNOM B pPEeXWMe KOHTPoNs
MOTOKOB C BKJIIOYEHHbIM [AOMNOJSIHUTENbHbIM NapaMeTpoM "CTporni KOHTPOSb TEPMUHAsbHbIX
noakntoyeHnn" ana  TepMUHANbHOrO BXoAa B KOHMUAEHUMANbHBIX CECCUSIX He cnepyeTt
MCNOMb30BaTb YYETHYO 3anucb agMmHucTpaTopa Citrix.

e [1ns paboTbl B KOHGOUAEHUMANBHBIX CECCUAX HA TEPMUHANbHbIX KIMEHTax HeEO6X0ANMO HacTpPoOUTb
rnepeHarnpasneHue BbiBOga AN KaTasioroBs: \AppData\local\microsoft\windows\wer\erc,
\AppData\Roaming\Citrix\PNAgent n \AppData\Roaming\ICAClient.

5.2. VMware

69. ObecneunBaeTcs COBMECTUMOCTb CO creaywmmm Bepcuammu MO VMware (c y4eToM 0Cco6eHHOCTeN,
N3NT0XEHHbIX HUXeE):

e VMware Workstation 12, 11 (Bknto4as BapmaHTbl Pro u Player);
e VMware ESXi 6.0, 5.5;
e VMware Horizon 7.

70. Mpu paboTe c BUPTYyanbHbIMK MallMHaMM Ha 6a3e VMware BO3MOXHa CUMTyauus, Korga BupTyanbHoe
YCTPOMCTBO He OTnpaBnsieT yBeaoM/eHMe 06 M3MeHeHWM CBOero coctosHus. M3-3a 3Toro B Aepese
YCTPOWCTB MOXeT oTobpaxaTtbCa ycTapeBwas uwHdbopMaumsa o6 yCcTpouctBe, W B XypHane Se-
cret Net Studio He perncTpmpyeTcs COOTBETCTBYlOLLEee CcobbiTHeE.

PekomeHpauuu: [ns uckrnioueHns nogobHOro noBeaeH!st B KOHUIypaLMOHHbIiA ¢hain BUPTYanbHOM MallnHbl JobaBbTe na-
pameTp usb.EnablePnpMgr = "TRUE".

5.3. Microsoft

71. ObecneunBaeTcs COBMECTUMOCTb CO C/leAyOWMMMU BEPCUAMN CUCTEMbI BUPTYanusaumm Hyper-V:
e Hyper-V Server 2012 R2 (a Takxe kak ponb Hyper-V B OC Windows Server 2012 R2);
e Hyper-V Server 2012 (a Takxe kak posb Hyper-V B OC Windows Server 2012).
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5.4. Oracle

72. He noaaepxvBaeTcsl COBMECTHas paboTa C NporpaMMHbIM npoayktoM Oracle VM VirtualBox. B naHHOM
NpPoAYKTe ANS NPUIOXKEHNA B paMKax BUPTyasrbHOW MalluHbl 610KMPYETCSt BO3MOXHOCTb KOHTPOJIS BbIMOJI-
HAeMbIX onepauuin, YTo NPMBOANT K HEBO3MOXHOCTM obecneynTb HeobxoamMblli ypoBeHb 6e3onacHoOCTy.

6. MpunoxxeHusa ana 3alWMULEeHHOro ceTeBoro obmeHa

6.1. ViPNet Client

73. ObecneumBaeTcs COBMECTUMOCTb cO cneayowmmmn sepcusimm MO ViPNet Client:

. 4.3.2;
e 4.2;
o 3.2.

74. [ns koppekTHoro ¢dyHkunoHuposaHus MO ViPNet Client npu paboTe B KOHMUAEHLMANBHBIX CECCUSAX
HeobXx0ANMO BbINONHUTL Crieayolmne AencTBus:

e Ecnu npunoxeHue kKnMeHTa No4YToBOM cucTeMbl n3 coctasa MO ViPNet Client paHee He ncnonb3o-
BasioCb, BbINOJIHUTE €ro 3anyck B HeKOHdUAeHUManbHOW ceccum M oTnpasbTe nboe NovToBOE
coobuieHme.

e B nporpamme HacCTpoOMKM MOACUCTEMbI MOSIHOMOYHOrO YrpaB/ieHUS AOCTYMOM BbINOJHUTE creay-
owune AencTBmN:

e OTK/IIOUMTE perncrpaunto cobbiTuin obpalierms kK log-garnam MO ViPNet Client. ns atoro B
CnMcok pasgena "Bpyu4Hyto | Obuwume | CobbiTnsa" nobasbTe cnepytowme CTPOKKU:
\infotecs\vipnet client\cryptapi.log
\infotecs\vipnet client\iplircontrol.log
\infotecs\vipnet client\Monitor.log
\infotecs\vipnet client\Monitori.log
\infotecs\vipnet client\rfacnmgr.log
\infotecs\vipnet client\rfmgr.log
\infotecs\vipnet client\rfmgrui.log

e B knwue cucremHoro peectpa HKLM\System\CurrentControlSet\Services\SnFMac\Params co-
3nanTe napameTtp ProcNotUpFile Tvna REG_MULTI_SZ (ecnv Takoi napaMeTp OTCYTCTBYET) U A0-
6aBbTe B CMNCOK 3HAYeHWI 3TOr0 NapaMeTpa creayroume CTpoKu:

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe::\infotecs\vipnet
client\iplir.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe::\infotecs\vipnet
client\iplirmain.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe::\infotecs\vipnet
client\appwhere.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe::\infotecs\vipnet
client\mftp.ini

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe::\infotecs\vipnet
client\sesalrt.hst

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\rfmgrui.exe::\infotecs\vipnet
client\shared.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\rfmgrui.exe::\infotecs\vipnet
client\rf.ini

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\wmail.ini

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\appwhere.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\sesalrt.hst

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\ab.hst

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\shared.cfg

Mpumeyanue: Mpumepsl NyTen npuegeHsl Ans cnyyas, ecnu MO ycTaHOBMEHO B KaTanor nNo yMmonyaHui. HavanbHas vacTtb
nytn \Device\HarddiskVolume?2\ yka3sbiBaeT Ha cuctemHblit guck C:\. MyTb K ucnonHsembiM dainam B faHHOM dopmate npu-
BoauTCS B 3anmcsx xypHana Secret Net Studio — B AONONHUTENbHBLIX OMMCaHUsX cobbiTi kaTeropun "MoHOMOYHOe ynpaB-
neHue goctynom”.
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7. KpunTonpoBanaepsbl

7.1. Kpunrollpo CSP

75. ObecneumBaeTcs COBMECTMMOCTb CO creaytowmnmm sepcnsamm CK3U "Kpuntolpo CSP":
e 4.0;
e 3.9;
e 3.6 R3 (cbopka 3.6.7491).

76. Tlpu coBmecTHoM paboTe ¢ MO "Kpuntolpo" HeobxoauMo ycTaHaBIMBaTb ApalBepbl U NPOrpaMMHoE
obecneueHne ansa paboTbl NepcoHanbHbIX naeHTudukatopos (Hanpumep, eToken unu Rutoken) nocne
yctaHoBku MO "Kpuntollpo". Ecnu cpeactBa NoaAep>XKM MepCcoHanbHbIX UAeHTUMMKATOpoB Obian ycTa-
HOBJIeHbl paHee, nocne yctaHoBku MO "KpunTtollpo" nx Hy>HO nepeycTtaHOBUTb.

77. He noppepxuBaetcs coBMecTHast pabota c¢ CK3UM "Kpuntolpo CSP" Bepcum 3.6 R4 (cbopka
3.6.7777). MNMpuunHoii cboeB ABNSAETCS BHYTPEHHSS 0COBEHHOCTb (YHKLUMOHMpoBaHus CK3WN ykazaHHOM
BEPCUMU.

PexomeHpaumm: Vcnonsayite CK3W "Kpuntollpo CSP" Bepcui 3.6 R3 nnn 3.9 u BbiLe.

7.2. ViPNet CSP

78. Ecnn Ha koMnbloTepe yctaHoBsieHo MO "ViPNet CSP" mn "Kpuntolpo CSP", pexuM cCoOBMECTUMOCTU C
Microsoft CryptoAPI nosmxkeH 6biTb BK/OYEH TONIbKO B OAHOM U3 3TUX NMPOAYyKTOB. MIHaye MoryT nepuvoam-
Yeckn BO3HWKaTb cbou paboTbl cucteMbl. CBEAEHUS O HACTPoOMKe COBMECTHOM paboTbl MPOAYKTOB CM. B
AokyMmeHTaummn Ha IO "ViPNet CSP". lNpwu yctaHoBKke knneHTa Secret Net Studio aBToMaTMyecku npose-
psietcsa Hanuuume MO "ViPNet CSP" n "KpunTtollpo CSP", n B cnyyae obHapyxeHus HecTabunbHOW KOHpU-
rypaumm ycraHOBKa MpepbliBaeTcsd C Bblgayeil cooTBeTcTBytowero coobweHuns. Ecam ykasaHHoe [0
yCTaHaBNMBaeTCA MnocC/e YCTaHOBKM KJIMEHTa, pEeKOMeHAyeTCs CHavana ycTtaHoBuTb npoaykT "ViPNet
CSP", zatem "Kpuntollpo CSP" n nocne 3Toro HaCTpoUTb UX COBMECTHYI0 paboTy.

8. NMporpammsbl wuncpoBaHMA AaHHbIX

8.1. TrueCrypt

79. ObecneumBaeTcs coBMecTUMOCTb ¢ MO wndpoBaHua gaHHbix TrueCrypt Bepcun 7.1.

8.2. CKAL "Curnarypa”

80. Mpu coBmecTHOl paboTe ¢ CK3WN CKAL "CurHaTypa" Ha KoMmnbloTepe noa ynpasaeHuem OC Win-
dows Vista moxeT 6nokmpoBaTbcs 3anyck 6paysepa Internet Explorer.

PexomeHpaumm: O6HoBITE Bpay3ep 40 MakcumanbHO Bo3moxHon Bepcin. B OC Windows Vista nogaepxusaetcs ycTaHoBka
po sepcuu Internet Explorer 9.

9. Bpay3sepbl

9.1. O6wee

81. MexaHusM koHTponsa ckpuntoB C3W Secret Net Studio KOHTpoONMpYyeT BbINOJSIHEHUE CLEHapUeB, CO-
34aHHbIX No TexHonoruu Active Scripts. Ecnn npunoxeHue ncnonb3yeT APYryto TexHonormwo obpaboTku
cueHapues (Hanpumep, 6pay3ep Mozilla Firefox), B 3TOM NpunoxeHun nepexsaT CLEHapuWeB He OcCy-
wecTenseTcs.

82. /13-3a ocobeHHoCTeN (HOPMUPOBAHUST M 3arpy3KuM CLEHapuMeB Ha MHOMMX MOMYASPHbIX UHTEPHET-
pecypcax NMpoOMCXOAUT aBToOMaTuyeckas MoaAuduKauus OAHUX U Tex Xe cueHapueB npu obpalleHusx K
paHee 3arpyXeHHbIM CTpaHuuaM. 3TO NPUBOANT K HEBO3MOXHOCTMU MOSIHOLEHHOr0 KOHTPOSS UCMOSIHEHMS
cueHapueB (ckpunToB) B 6pay3epe — MOCKOJIbKY O6HOBMSIEMble CLEHapuu npu 3arpyske CTpaHuu, BOC-
NPUHUMAOTCS KaK HEM3BECTHbIE, U CUCTEMA PErMCTPUPYET COOTBETCTBYOLMNE COBLITUSA B XYypHane.

PekomeHpauuu: Ecnu bpaysep (Hanpumep, Internet Explorer) ucnons3yetcst ans 3arpyski U npocMoTpa CTpaHuL, U3 MHTEpHe-
Ta, BKIKUMTE 41151 UCTIONMHAEMOro (paitna 3Toro npouecca (YHKLMIO UCKITKYEHUS KOHTPOMS CKpUNTOB. [N aToro oTmMeTbTe fo-
MOSTHUTENbHBIA NapameTp "PaspeLueHo BhINOMHATL Ntobble CKpUNThI" B AUanore HaCTPOMKK napamMeTpoB pecypca.
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9.2. Google Chrome

83. ObecneunBaeTcs coBMeCTUMOCTb ¢ 6pay3epoM Google Chrome Bepcuun 32 u Bbille.

9.3. Internet Explorer

84. Ob6ecneumBaeTcs COBMECTUMOCTb C 6pay3epoM Internet Explorer Bepcun 6 1 BbillE.

9.4. Mozilla Firefox

85. ObecneunBaeTcs coBMecTMMOCTb C bpay3epoM Mozilla Firefox Bepcun 26 1 Bbiwe (C yyeToM o6LmMx
ocobeHHOCTEN ncnosb3oBaHus 6paysepos).

9.5. Opera

86. ObecneunBaeTcs COBMeCTUMOCTb ¢ Hpay3epom Opera Bepcumn 18 1 Bbiwwe.

10. Cucremsl dBTOMAaTU3UPOBAHHOIOo NPpoOoeKTnposaHus

10.1. AutoCAD
87. ObecneunBaeTcss COBMECTUMOCTb CO C/eayoWwmMMmn Bepcuammn naketa AutoCAD:
e 2017;
e 2015;
e 2014;
e 2013;
e 2010.

88. [ns koppekTHOro ¢yHkuMoHMpoBaHus MO AutoCAD 2014/2015 npw paboTe B KOHdDUAEHUMANBHbIX
ceccusax Heob6xoaANMMO BbIMONHUTL Ceayowme 4enCTBUS:

e Ecnun npunoxeHwe HU pasy He 3anycKanocb, BbiNOJHUTE nepBbln 3anyck MO AutoCAD B HEKOH-
duaeHumManbHon ceccuu.

e B nporpaMMe HacTpOMKW MOACUCTEMbI MOSIHOMOYHOIO YMNpaBfieHUs AOCTYMNOM BKJ/IIOUMTE PEXNM
aBTOMaTM4YecKon HacTpoikn ansa anemeHTa AutoCAD 2014 B cnucke npunoxeHui (pasaen "Bpyu-
Hyto | Mporpammbl"). 3aTeM 3anycTMTe aBTOMATUYECKY0 HACTPOMKY CUCTEMbl C TEKYLMMWN 3Ha4e-
HUAMM NapameTpoB (pa3aen "ABToMaTnyeckun").

e B knwue cucremHoro peectpa HKLM\System\CurrentControlSet\Services\SnFMac\Params co-
3nanTe napameTtp ProcNotUpFile Tvna REG_MULTI_SZ (ecnv Takoi napaMeTp OTCYTCTBYET) U A0-
6aBbTe B CMNCOK 3HAYEeHWI 3TOr0 NapaMeTpa creayrowme CTpoKu:

e \Device\HarddiskVolume2\Program Files\Autodesk\AutoCAD <Homep_Bepcuu_l10>\acad.exe
::C:\Users\All Users\FLEXnet\adskflex_<Homep_B_¢arine_nunyeHsnn>.data

e \Device\HarddiskVolume2\Program Files\Autodesk\AutoCAD <Homep_Bepcuu_[l10>\acad.exe
::C:\Users\All Users\FLEXnet\adskflex_<+Homep_B_¢asvine_nnyeH3amn>.data_backup.001

e \Device\HarddiskVolume2\Program Files\Common Files\Autodesk Shared\AdLM\R7\LMU.exe
::C:\Users\All Users\FLEXnet\adskflex_<+Homep_B_gavine_nuyeH3un>.data

e \Device\HarddiskVolume2\Program Files\Common Files\Autodesk Shared\AdLM\R7\LMU.exe
::C:\Users\All Users\FLEXnet\adskflex_<+Homep_B_gasine_nnyeH3amn>.data_backup.001

Mpumeyanue: Mpumepsl NyTen npuegeHsl Ans cnyyas, ecnv MO ycTaHOBMEHO B kaTanor no yMonyaHuio. HavanbHas YacTb
nyt1 \Device\HarddiskVolume2\ ykasbisaeT Ha cuctemHbin guck C:\. MyTb k ncnonHsieMbiM haiinam B gaHHOM dhopmarte npu-
BoauTCA B 3anucsix xypHana Secret Net Studio — B fononHuTENbHLIX onncaHusix cobbiTuin kateropuu "TonHOMOYHoE ynpas-
neHue gocTtynom".

89. [ns koppekTHoro gyHkunoHuposaHus MO AutoCAD 2010 npu paboTe B KOHpUAEHLMANbHbLIX CECCU-
AX He06X0AMMO BbINOMHUTL cneayolne AeNCTBUS:

e B nporpamMme HaCTpOWKM MOACUCTEMbI MOSHOMOYHOIO yrnpaBneHus AOCTyrnoMm pobaBbTe B CMMCOK
nyTen ans nepeHanpasneHus BbiBoga (pasaen "BpyudHyto | Obwune | NepeHanpaBneHne") cneay-
owme nyTn:

e \AppData\Local\Autodesk\AutoCAD 2010
e \AppData\Roaming\Autodesk\AutoCAD 2010
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e  %AllUsersProfile%\Autodesk\AutoCAD 2010

e 3aTeM B nporpaMMme HaACTPOMKM 3anyCcTUTe aBTOMATUYECKYK HACTPOMKY CUCTEMbl C TEKYLLUMMU
3HayeHnaAMKU napameTpos (pa3gen "ABToMaTunyeckun").

e B knwoue cuctemHoro peecrtpa HKLM\System\CurrentControlSet\Services\SnFMac\Params co-
3panTe napameTtp ProcNotUpFile Tuna REG_MULTI_SZ (ecnu Takol napaMeTp OTCYTCTBYET) U
[obaBbTe B CMMCOK 3HAYEHWIA 3TOrM0 NapaMeTpa creayloLime CTpoKu:

e \Device\HarddiskVolume2\Program Files\AutoCAD 2010\acad.exe::C:\ProgramData\FLEXnet\
adskflex_00691b00_tsf.data

e \Device\HarddiskVolume2\Program Files\Common Files\Autodesk Shared\AdLM\R1\LMU.exe::
C:\ProgramData\FLEXnet\adskflex_00691b00_tsf.data

Mpumeyanue: Mpumepsbl NyTen npuegeHsl Ans cnyyas, ecnv MO ycTaHOBMEHO B KaTanor no ymonyaxuio. HavanbHas JacTb
nytn \Device\HarddiskVolume2\ yka3sbiBaeT Ha cuctemHbliit auck C:\. MMyTb k ucnonHsembim chainnam B JaHHOM dopmate npu-
BoauTcs B 3anmcsx xypHana Secret Net Studio — B ononHuTenbHbIX onnucaHusx cobbituin kateropuu "MonHOMOYHOe ynpas-
neHue goctynom”.

11. Cucremsl ynpasneHms 6asamm paHHbIX

11.1. Microsoft Access
90. |_|pl/l BKJTOYEHHOM MeXaHu3Me 3aTUupaHusa AaHHbIX MOXET I'IpOVI3Ol7ITVI YHUUYTOXEHNE COAEPXMMOIo
dannos 6a3 pgaHHbIX Microsoft Access, ecnu B napameTpax AcCCesS BK/IOUYEH pexuMm "CkKuMaTb Npu 3a-

KpbITUM". 3TO NpoucxoauT wm3-3a 0CO6eHHOCTM npoueaypbl Okatus ¢annos B nporpamme Mi-
crosoft Access — npu cxaTuu NporpaMMa yaanseT CywecTBYOWMn dalin n 3aMeHseT ero CxaTtbiM.

12. NMporpamMmmMmbl CKaHUMpPOBaHMUA U pacno3HaBaHMA

12.1. ABBYY FineReader

91. Ob6ecneuymBaeTcs COBMECTMMOCTb CO CleayolWnMm Bepcusammn naketa ABBYY FineReader:
o 14;

o 12;
o 11;
e 10.

13. leomHcpbOpMaALMNOHHBbIE CUCTEMbI

13.1. Maplinfo

92. [nsa KOppeKTHOro cyHKUMoHMpoBaHua MO Maplnfo npu paboTe B KOHMUAEHUMANBHBIX CECCUAX
Heo6X0AMMO BbIMONHUTL ClieAylolmne 4eNCcTBUS

e B nporpamMme HacTporku NOACUCTEMbI MOSTHOMOYHOrO ynpaBneHus AOCTyrnoM AobaBbTe B CMMCOK
nyTen gna nepeHanpasneHus BbiBoda (pasgen "BpyuHyto | Obwme | MNMepeHanpasneHue") nytu
\MapInfo\MapInfo n \MIPRO. 3atem 3anyctute aBTOMaTM4YeCKyt0 HaCTPOMNKY CUCTEMbI C TEKYLUNMU
3HavyeHnsaMn napameTpoBs (pasgen "ABToMaTndeckn").

e B kntoue cuctemHoro peecrpa HKLM\System\CurrentControlSet\Services\SnFMac\Params co-
3pavte napameTp ProcNotUpFile Tvna REG_MULTI_SZ (ecnu Takoi napaMeTp OTCYTCTBYET) U
AobaBbTe B CMMCOK 3HAYEHWIA 3TOrFO NapaMeTpa creaylolme CTPoKu:

e \Device\HarddiskVolume2\Program Files\MapInfo\Professional\MapInfow.exe::C:\ProgramData\
FLEXnet\unisw20_004e4200_tsf.data

e \Device\HarddiskVolume2\Program Files\MapInfo\Professional\MapInfow.exe::C:\ProgramData\
FLEXnet\unisw20_004e4200_tsf.data_backup.001

e \Device\HarddiskVolume2\Program Files\MapInfo\Professional\MapInfow.exe::C:\ProgramData\
FLEXnet\unisw20_004e4200_event.log

e \Device\HarddiskVolume2\Program Files\MapInfo\Professional\MapInfow.exe::C:\WINDOWS\
System32\config\SOFTWARE.LOG1

e \Device\HarddiskVolume2\Program Files\MapInfo\Professional\MapInfow.exe::C:\WINDOWS\
System32\config\SOFTWARE
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Mpumevanue: Mpumepsbl NyTeit NpuBeaeHbl 4ns cnyyas, ecnv MO ycTaHOBMEHO B KaTanor no ymonyaHuio. HavanbHas YacTb
nytn \Device\HarddiskVolume2\ yka3sbiBaeT Ha cuctemHblit auck C:\. IMyTb k ucnonHsieMbim chainnam B aHHOM dopmate npu-
BoauTcs B 3anmcsx xypHana Secret Net Studio — B gononHuTenbHbIX onucaHusx cobbituin kateropuu "MonHOMOYHOe ynpas-
neHve goctynom".

13.2. Panorama

93. Peann3oBaHO KOPPEKTHOE BbIMOSIHEHME Npoueaypbl 3aBeplueHus paboTbl Npu ncnonb3oBaHum USB-
kntoyen Guardant n NO Panorama € BK/IKOYEHHbIM MEXAHM3MOM KOHTPOS YCTPOMCTB.

13.3. PHOTOMOD

94. Peanun3oBaHa BO3MOXHOCTb MCMosib3oBaHMa MO PHOTOMOD npu BK/OYEHHOM MeXaHU3Me MOJIHO-
MOYHOIO yrnpaB/ieHNs AOCTYMOM B peXnMe KOHTPOJISi MOTOKOB.

14. MNMpouee NO

14.1.HP

95. WN3-3a ocobeHHocTel peanunsauuun NO HP Client Security (npeayctaHaBIMBAeTCa Ha HEKOTOPbIX MO-
Aensax KoMmnbloTepoB koMnaHum HP), nocne yctaHoBkn C3U Secret Net Studio HEBO3MOXHO MCMNOMb30BaTb
6bnomMeTpuUecKyo aBTopm3annio C MCNOb30BaHMEM OTNEeYaTKOB NasbLeB B ykazaHHoM [10.

14.2. "Ooka+"

96. lNpu coBMecTHOW paboTe C MeAULIMHCKOM MHbopMauuoHHoW cuctemoit "JOKA+" obecneumBaeTcs
3anyck knneHTta "OOKA+" 6e3 BO3HMKHOBEHUS NMPOMEXYTOYHOM OLLNOKMN.

14.3. PDF24 Creator

97. MNpu ncnonb3oBaHun MO PDF24 Creator Bepcun 7 w Bbille MOTYT BO3HMKATb OWMOKM BO BpeMsi npe-
obpasoBaHusa aokyMmeHToB B popmaTt PDF, cBA3aHHble C HEBO3MOXHOCTbIO ObpalleHnss K BUPTyanbHOMY
MPUHTEPY MPUNOXEHUS.

PexomeHpaumu: IMpn BO3HUKHOBEHWM OLLMBOK ykaxuTe npuHTep PDF24 PDF B kayecTBe NpuHTEpa No yMONYaHuio (Ha Bpems
npeobpa3oBaHWst JOKYMEHTa).

000 "KOA BE3OINACHOCTHU"

MouToBbIN agpec: | 115127, Mockea, a/s1 66
TenedoH: | (495) 982-30-20
E-mail: | info@securitycode.ru
Web: | http://www.securitycode.ru
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