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CpeactBo 3awutbl Hpopmauuu Secret Net Studio

KommeHTapum Kk Bepcum 8.5.5329.0

JaHHbIN JOKYMEHT COAEPXUT ONMcaHue HOBbIX BO3MoxHocTen C3U Secret Net Studio Bepcum 8.5.5329.0
no cpaeBHeHUto € Bepcuamm 8.4.2863.0, 8.3.31406.0, 8.2.1156.0, 8.1.721.0 n 8.0.647.0, a Takxe 0CO-
6EeHHOCTEN M OrpaHNYEHNn, KoTopble HEO6X0ANMMO yunTbIBaTh Npu akcnayatauum C3U Secret Net Studio.
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1. KoMmnnekT nocraBKkm

1.1. Paam

euweHue channos Ha YCTaAaHOBOYHOM AiUCKe

Karanor Copep>xuMmoe

\Setup\Server\ avctpmbyTmebl cepBepa 6e3onacHOCTH

\Setup\Console\ ANCTPpUOBYTMBBI NPOrpaMMbl YnpaBieHus

\Setup\Client\ ANCTPUBYTUBbI KNIMEHTa

\Setup\SnCard\ AVCTpmnbyTMBbI ApaliBepa CpeACTBa annapaTHOW NoAAEPXKM
\Documentation\ KOMMMEKT AOKYMEeHTauuu

\Tools\ BCMoOMOraTesfibHble YTWINUTbI, MporpaMMbl A1 YCTAHOBKM M HacTporiku MO

2. A ameHeHMA U HOBbIe BO3MOXHOCTHU

2.1. Bepcusa 8.5.5329.0

[aHHbI pa3gen coaepXuT onucaHne HoBbIX Bo3MoxHocTen C3U Secret Net Studio Bepcum 8.5.5329.0 no
cpaBHeHuto ¢ Bepcuen 8.4.2863.0.

2.1.1. O6GwecucremMmHsblie

1. O6ecneueHa coBMecTUMOCTb Secret Net Studio ¢ OC Microsoft Windows Server 2019.

2. ObecneveHa coBMectuMocTb Secret Net Studio ¢ OC Microsoft Windows 10 October 2018 Update

(Bepcus 1809).
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3. ObecneueHa coBmectuMocTb Secret Net Studio ¢ OC Microsoft Windows 10 April 2018 Update (Bepcus
1803).

4. PeanusoBaHa nogaepxka ¢yHkumm UEFI Secure Boot ans OC Windows 10.

5. B coctaB Secret Net Studio no6aBneH KoMNoHeHT "[loBepeHHas cpeaa", obecneumBatoWwmMin BHELLHWUI MO
OTHoLeHnto K OC KoHTposib paboTbl OC 1 CUCTEMBI 3aLUUTbI, YCTAaHOBJIEHHbIX HA KOMMbIOTEPE.

6. B coctaB anctpmbyTtmeos Secret Net Studio BkoueHbl Bce 06HOBNEHMS, BbiNyckaBlunecs Ans Secret
Net Studio Bepcuin 8.2, 8.3 n 8.4.

7. JobaBneHa BO3MOXHOCTb LIEHTPaJN30BaHHOM YCTaHOBKN U LEHTPasriM30BaHHOro 06HOBIEHUS KJIMEHTa
Secret Net Studio cpeacTBaMm rpynnosbixX NoAMTUK goMeHa Windows.

8. B nporpamMMy aBTO3anycka C YCTaHOBOYHOro AuCKa AobaBiieH MyHKT A/ YCTaHOBKM cepBepa 06HOB-
NeHni.

2.1.2. BbasoBasa v noKanbHaa 3awmuTa

9. Peann3oBaH MexaHW3M CaMo3aluTbl, 06ecnevymBatomMii 3aLMUTy OT OCTAHOBKN KPUTUYECKUX CyX6 n
npoueccos Secret Net Studio, Bbirpy3ku gpaneepos Secret Net Studio, a Takxe 3awmTy MoAaynenm n Knto-
yell CUCTEMHOro peecTpa OT HECAHKLMOHMPOBaAHHON MoaMdUKauum unm yaaneHus.

10. PeanusoBaHa uHTerpauust c MAK "Cobonb" Bepcun 4.
11. Peanu3oBaHO OMOBELLEHME MOMb30BaTENs O NOC/EAHEM YCMNELIHOM BXOAE B CUCTEMY.

12. Peanu3oBaHO npeaynpexaeHue nosb3oBaTtens B Buae cooblieHmsa npu Bxoae B cuctemy (40 ayTeH-
TMdUKaLMmM) 0 TOM, YTO B MH(POPMALIMOHHO CUCTEME peasiu30BaHbl Mepbl 3aLlUTbl MH(OPMALNKN, a Takxe
0 TOM, 4YTO npu paboTe B CUCTEME MOMb30BaTENEM AO/KHbI 6biTh CO6/MIOAEHbI YCTaHOBMEHHbIE OMepaTo-
pOM MNpaBuia U orpaHUYeHuns Ha paboTy C nHbopMaLmei.

13. B naposibHOW MOAUTUKE peann3oBaHa BO3MOXHOCTb YCTAHOBKW MUHWMaNbHOW AJSIMHbI NMAapons, pas-
HoOl 16 cMMBOaM.

14. [opaboTaHa PpyHKUMS KOHBEPTALUMKN XYpHanoB u3 dopMaTa evt B hopmaT evtx.

15. PeanusoBaHa noaaepxka wuaeHtudukatopos JaCarta PRO, JaCarta-2 PRO/IOCT, JaCarta-2 SE,
JaCarta U2F, JaCarta WebPass n cmapTt-kapt JaCarta PRO, JaCarta-2 PRO/IOCT.

16. Peanv3oBaH MeXaHW3M WCK/OYEHUIN B MOACUCTEME 3aTMpPaHUs AaHHbIX, MO3BOJSIOLNIA UCKIIOYaTb
BblbpaHHble 06bekTbl (pannbl n nanku) ns o6paboTkm NpuM aBTOMATUUYECKOM 3aTUpPaHUKU AAHHbIX Ha J0-
KanbHbIX ANCKAX N CMEHHbIX HOCUTENAX.

17. PeanusoBaH MOHUTOP OTNIOXEHHOIN0 3aTpaHnsa OCTAaTOYHbIX AAHHbIX, 0To6pa>i<a+0u.|,m71 nporpecc Bbl-
MNOJTHEHUA 3aTUPaAHUA U NPOCTPAHCTBO J10KaJIbHbIX ANCKOB U CMEHHbIX HoCUTEenen.

18. O6ecneueHo nosHoe 3aBeplieHne npouecca 3aTnpaHna AaHHbIX 00 BbIKJTIOYEHNA KOMMNbOTEPA.

19. [opaboTaHbl MEXaHW3Mbl 3aTUPaHUsS AaHHbIX MO TPebOBaHMIO U KOHTPOJIS MOTOKOB B YacTu UX COB-
MeCTUMOCTU. Tenepb Npu BKIKYEHHOM KOHTPOJIE MOTOKOB M MPU HaNM4yMM y NoAb30BaTeNns npas Ha yaa-
neHuwe arina n OTCyTCTBMM npaB (B COOTBETCTBMWM C MaHAATHbIM MNPUMHUMMOM) Ha 3anucb B dann
obecneunBaeTcs 6e3B0o3BpaTHOE yaasieHMe Takoro danna.

20. PeanunsoBaHO aBTOMaTMyeckoe O6HOB/IEHME CEPUIHBIX HOMEPOB YCTPOMWCTB B nonuTtuke "KOHTposb
yCTpONCTB" nMpu 06HOBAEHMN COOTBETCTBYHOLLUNX CEPUIAHBIX HOMEPOB B CUCTEME.

21. Peanun3oBaH MeXaHU3M WCK/HOUYEHUIA, MO3BOMSAIOLWMNNA 3a4aHHbIM MPUSTOXKEHMSAM OCYLLECTBNATL MNps-
MOW BbIBOZ Ha nevyaTtb 4yepes 3agaHHble ycTpoicTtea (Hanpumep, COM-nopTbl), MUHYS 3anpeT Ha 3TO Ael-
CTBUWE MpU BKIIOYEHHOM KOHTPOJIE MnevaTu.

22. ToBbllWeHa CKOPOCTb YCTaHOBKM knneHTa Secret Net Studio.
23. Peanun3oBaHo oTobpa)eHue 3TanoB o6HoBNeHUs knneHTa Secret Net Studio Ha nokanbHOM KOMMbIO-
Tepe B MOMEHT ero nepesarpysku.

2.1.3. MexceTeBOM 3KpaH U aBTOpU3aLUA CeTEeBbiX COeAUHEHUN

24. PeanusoBaHa BO3MOXHOCTb HACTPOMKM UCXOASALWMX MpaBua MD Ans nokKanbHbIX MoMb3oBaTenein B
ABTOHOMHOM pexume.

25. PeanusoBaHa MapkupoBka (B pexuMme MapkumpoBku "MOCT") ceTeBoro Tpaduka OT yAaneHHbIX KOM-
MbOTEPOB C YCTAHOBJ/IEHHbLIM UM HE YCTAaHOBNEHHbIM KneHToM Secret Net Studio.

26. [obaBneHa noaaepxkKa HacTPOWMKM npaBui M3 ¢ ycnoBusiMM Ans GuabTpaumm ceTeBoro Tpadmuka B
Bnae curHatyp COB. [aHHble npaBuna MpUMEHSIOTCA TONbKO C YY4ETOM COCTOSiHMSA KoMrnoHeHTa COB,
HE3aBMCMMO OT COCTOSIHUS M3 (BK/HOUEH, BbIK/THOYEH).
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27. PeanusoBaHa koppekTHas o6paboTka cepBepoM ayTeHTUdUKALMM UMEH YUETHbIX 3anuceil KoOMMbio-
TEpOB, COAEpXalLMX TONbKO UUbpPbl U CNELCUMBOSbI.

2.1.4. AHTMBMpPYC M CpeacTBO OOHapy>XXeHusA U NpeaoTBpaLLeHUA BTOPXXEHUM

28. PeanusoBaHO MOAKJIIOYEHME AaHTUBUPYCHbLIX MoAysel (ABMXKOB) Kak MiarnHoB. Tenepb Ans CMeHbI
BapuaHTa aHTMBMUPYCa AOCTAaTOYHO CMEHWUTb JIMLEH3UI0 KOMMNOHEeHTa "AHTUBUpPYC" B Nporpamme yrnpasie-
Hua Secret Net Studio.

29. [o6aBneH BapuaHT aHTUBMpYca — aHTuBUpyc AO "NlabopaTopua Kacnepckoro".

30. PeannsoBaHO BKJIOYEHWE paCLUIMPEHHOW 3BPUCTUKU MpU yCTaHOBKE OTMETKW B none "Yrny6neHHast
aBpucTuka" anst moayna ClamAV B nporpamme ynpasieHus.

31. [JdobasneHa noanepxka nepemeHHbix (HOME_NET, EXTRNAL_NET ...), napameTpoB, onpeaensitoLmx
YHUKanbHOCTb npasuna (id, msg) B nporpamMme ynpasieHuUs, a TakxXe HOMepa peBuU3NN CUrHaTypbl, 6e3
N3MeHeHus id curHaTypbl.

32. [o6aBneH KOHTpOJib Be6-pecypcoB C UCMONb30oBaHMeM 6a3bl onacHbIX Beb-pecypcoB oT AO "/labo-
patopusa Kacnepckoro".

33. [ertanusnpoBaH ayauT cobbiTuii 6e3onacHocT COB. Tenepb B XypHasne cobbiTuii 6€30nacHoCTu pe-
rMCTPUPYIOTCS MaeHTMdUKaTop npasuia u coobuieHue.

2.1.5. LleHTp ynpaBneHus

34. [o6aBneHa BO3MOXHOCTb popMMpoBaTb oTUeThl "Pecypckl APM", "MporpamMmbl U KOMMOHEHTHI", "[do-
nyck nosnb3oBatenen B MAK "Cobonb" 1 "DneKTpoHHble AEHTUDUKATOPLI".

35. PeanusoBaHa BO3MOXHOCTb A06aBNeHMUs YCTPOWUCTB B NOANTUKY "KOHTpoab ycTpoicts" no ux VID u
PID (6e3 npeabsiBNEHUS CaMOro yCTpoOWCTBa).

36. PeanunsoBaHO coxpaHeHue rpynnuMpoBku nacrnopta MO npu nepesanycke NporpaMmbl ynpasneHus.

37. [NopaboTaHa npoueaypa pa3sepTbiBaHusa Secret Net Studio. Tenepb 3arpyska AucTpubyTMBa Ha ue-
JIeBO KOMMbIOTEP BbINOJIHSAETCS A0 3anycKa nepesarpysKku.

38. PeanusoBaHa BO3MOXHOCTb 3a4aBaTb TalM-ayTbl A1 BCEX TUMOB Onepaumin LeHTpasM30BaHHOW Mo-
andurkaumm knneHTckom vyactm Secret Net Studio.

39. [JdopaboTaH MexaHU3M aBTOMATUYECKON YCTAHOBKM NMakeToB O6HOB/IEHUI B MPOLIECCE YCTAHOBKM UK
obHoBNeHus knneHTa Secret Net Studio.

2.1.6. CepsBep 6e3onacHocTM

40. OnTMMM3MPOBAH MOUCK cepBepoB 6e3omacHOCTM npu yctaHoBke Secret Net Studio. Tenepb Bpems
COCTaB/IEHMS CMUCKa AOCTYMHbIX CEpBEPOB 6€30MacHOCTMN COCTaBnseT He 6oniee 1 MUHYTHI.

41. CokpalweH ynpasnswwmii Tpaduk mMexay cepsepamu 6e3omnacHocTU. Mpu M3MEHEeHUU KoHdUrypa-
umn B LDS B pamkax ogHOro aoMeHa 6€30nacHOCTM CepBepbl HE MOCbINAKT YBEAOMIEHNSA POAUTENBCKOMY

cepBepy.

42, PeanusoBaH NpMOPUTET onepaunii Ha cepeepe He3onacHocTh. KoMaHAabl OT NporpaMMbl yrnpaseHus
MMEIOT HaMBbICLUWIA NPUOPUTET.

43. [obaBneHa pyHKUMS cO34aHMNS NPOKCU-MOSb30BaTeNs ANt obecneyeHns BO3MOXHOCTU LIEHTPaNn3o-
BaHHoOro ynpasnenus MNAK "Cobonb" Bepcun 3.0 Ha KOMNblOTEpax, 3awmuieHHbIx Secret Net LSP.

2.1.7. CepBep o6HOBNEHMMN

44. PeanusoBaHa BO3MOXHOCTb O6HOBMEHUs npaBua M3 B Buae curHatyp COB B cocTaBe OCTasbHbIX
CUrHaTyp Yepes cepBep 06HOBMIEHWIA.

45. ObecrneyeHa HEBO3MOXHOCTb OBHOBNEHUS KIIMEHTA Nnpun UCTeEKLWIEM CpoOKe OEeNCcTBMSA NULEeH3nn Hesa-
BUCMMO OT TOro, OTKyaa npomMsBoguUTCA CKaynBaHue 6a3 o6bHOBNEHMNA.

46. PeanusoBaHa aBTOMaTMyeckas yCTaHOBKa KOMMOHEHTOB, HeobxoauMbix Ansi paboTbl cepBepa 06-
HOBMIEHWI, NPU BbIMOJIHEHNN YCTaHOBKM KOMMoOHeHTa "CepBep obHOBNeHnn".

2.1.8. YTunurtsl

47. PaszpaboTaHa yTuUIMTa MUrpauum, nos3Bosisollas NepeHecTu NoauTUKM C KNneHToB Trust Access Ha
cepBep 6e3onacHocTn Secret Net Studio.

48. PazpaboTaHa yTuauTa ANS BbIFPY3KU [ETanM3npOBaHHOW WMHGbOPMaLMM Mo COBbITUSM KOHTPOSS
YCTPOICTB, TEHEBOIO KOMUPOBaHWS, KOHTPOS NeyaT B TEKCTOBOM BUAE.
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2.2. Bepcusa 8.4.2863.0

[aHHbIN paspen coaepXuT onucaHme HOoBbiX Bo3MoxHocTeln C3U Secret Net Studio Bepcumn 8.4.2863.0 no
CcpaBHeHuio ¢ Bepcuen 8.3.1406.0.

2.2.1. O6bwecucremMmHbie

49. Ob6ecneyeHa coBMecTMMocTb Secret Net Studio ¢ OC Microsoft Windows Server 2016.

50. O6ecneyeHa coBMecTMMOCTb Secret Net Studio ¢ OC Microsoft Windows 10 April 2018 Update (Bep-
cna 1803) npwm ycnoBum ycTaHOBKM o6HOBNeHun 8.4.2863.2, 8.4.2863.3, 8.4.2863.4, BKJ/IIOUYEHHbIX B
YCTaHOBOYHbIM koMmnnekT Secret Net Studio. 3T o6HOBNEHUs yCTaHaBAMBAKOTCA aBTOMaTUMYECKU Mpwu
LeHTpanM30BaHHOW M sIOKanbHOM ycTaHoBKe knuneHTa Secret Net Studio. Mocne obHoBNneHMs npu pabote
¢ Secret Net Studio Hy>HO yunTbIBaTb 0COBEHHOCTU, ONMUCAHHbIE B AA@HHOM AOKYMEHTe noj HoMepamu 96
n 316.

51. O6ecneuyeHa coeMecTuMocTb Secret Net Studio ¢ OC Microsoft Windows 10 Fall Creators Update
(Bepcusa 1709).

52. PeanuzoBaHa noanepxka ans OC Windows 10 3arpy3ku npu BktodeHHon B UEFI dyHKuum
SecureBoot.

53. U3 cocTaBa Secret Net Studio uckntoyeH koMnoHeHT "LLUndposaHne Tpaduka (VPN knneHT)".
54. B coctaB auctpnbytneBoB Secret Net Studio BkIo4YeHbl Bce 06HOBMEHUS, BbiNycKaBluMecs Ans Se-
cret Net Studio Bepcuin 8.2 n 8.3.

2.2.2. ba3oBana M NoKanbHaa 3awWMTa

55. MN3MeHeH MexaHU3M 0bHOBeHUs knueHTa Secret Net Studio. Tenepb npouecc 06HOBEHUS BbINO-
HseTcsa nogobHo ycTtaHoBke obHoBneHmMn OC Windows BO BpeMs nepesarpy3ku KomnbtoTepa. Takxke 06-
HOBJIEHUS K/IMEHTA, pa3MeLlleHHble Ha YCTaHOBOYHOM aucke Secret Net Studio, Tenepb yctaHaBnmBatoTCs
aBTOMATMYECKN BO BPEMS YCTAaHOBKW KJIMEHTA, BbIMOJHAEMOM KaK JIOKasbHO, TakK M C NMOMOLLbI CpeacTB
LLeHTPasM30BaHHOIrO pa3BepTbiBaHUS.

56. [ob6aBneHa ¢yHKUNS MOJTHOIO 3aTUPAHUSA BHELIHUX HOCUTENEN U JIOKaIbHbIX AMUCKOB.

57. BbinosiHeHa ﬂ,OpaGOTKa M oNTUMM3aUMa MexaHu3Ma 3aTupaHusa AaHHbIX. [1oBblLEHa CKOPOCTb 3aTu-
paHna AaHHbIX.

58. PeanusoBaHa noaaepxka naeHtudukatopoB U cMmapt-kapT JaCarta LT, JaCarta 2-IOCT, JaCarta 2
PKI/TOCT, ESMART GOST D.

59. PeanusoBaH MexaHW3M CUHXpOHM3auMsa naponen B RDP-ceccuax ana cnydaes, koraa naponun B OC
Windows n B Secret Net Studio He coBnagatoT.

60. B coctaB cpeacTB flokanbHOM 3aWmThl Ao6aBneH MexaHusMm "Macnopt MNO".

61. OnTuMuaMpoBaHa paboTa knmneHTa Secret Net Studio npu 3arpy3ke OC, 4TO MO3BOJINIO MOBbLICUTH
CKOpPOCTb 3arpy3Ku KOMMbloTepa.

62. OnTuMM3MpoBaHa WM MOBbIWEHA CKOPOCTb paboTbl (BbIMOSIHEHWS OMepauuin) MexaHusMa KOHTPOJIS
LLesTIOCTHOCTH.

63. JonosiHeH n paclwnpeH CnMcok 06beKkToB peecTpa, yCTaHaBnMBaeMbIX Ha KOHTPOJIb LENOCTHOCTU MO
YMOJT4aHUIO.

64. ONTUMM3NPOBaHbI U YCKOPEHbI NMPOBEPKWN MepeHanpaBfieHunst Npy BXo4e Nonb30BaTess B KOHPUAEH-
LmanbHoM ceccuu.

65. YckopeHa paboTta npunoxennin Microsoft Office 2013 n Adobe Acrobat Reader DC B cpeane c aew-
CTBYIOLMMWN MEXAHU3MAMW 3aLUMUTHI.

66. PeannsoBaHa COBMECTMMOCTb C TEXHONOrMen nepcoHanbHbIX BUPTyanbHbiX AuMckoB Personal vDisk
Citrix XenDesktop.

2.2.3. AHTMBMpPYC M CpeacTBO OOHapy>XeHUA U NpeaoTBpPaLLEeHUA BTOPXXEHUM

67. PaspaboTaH HOBbIl 06WMI cepBep OB6HOBSIEHWI, MO3BONSAOWMIA BbINOMHATL OOHOBIEHME U AHTUBMU-
pycHbIX 6a3, n 6asbl pewatowmnx npasmn COB.

68. B cocTaB cepBepa 06HOB/IEHUIT BXOAMT NporpaMMa ynpasfieHus ¢ rpadudecknm nHtepdeiicom, nos-
BONsitOLLas ynpaBnsTb 06HOBNEHUSMU,
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2.2.4. LleHTp ynpaBneHusa

69. PaspaboTtaHa HoBas naHenb ynpasneHus "dawbopn". MNaHenb coaepxut ceefeHus 06 obLiem cocTo-
AHUN 3alUMLLLEHHOCTUN CUCTEMbI U MO3BOJIAET ONEPATUBHO OTCNEXUBATL pAd BaXXHbIX NMapaMeETpoOB €€ pa-
60ThI.

70. PaspaboTaH MexaHM3M HacCTpPOWKW MOMMTUK 6€30MacHOCTM C MOMOLLbIO WabfloHOB napaMeTpoB 6e3-
OMacHOCTW, MO3BOJISOWNI 6bICTPO HAaCTPOUTb MEXAHU3Mbl 3aLUMTbI 3@ CYET TUPAXMPOBAHMUSA 3TasIOHHbIX
HabopoB NapamMeTpoB.

71. [JobasneH ¢yHKUMOHaN, NO3BONAIOWMIA LLEHTPANIM30BaHO YNpaBfsiTb KOMMNbOTEPAMU NoA ynpasne-
HueM OC Linux c yctaHoBrnieHHbIM C3U Secret Net LSP Bepcuii 1.7 1 1.8.

72. B nokajlibHOM pexwunme paboTbl NPOrpaMMbl YrpaBieHUs peanin3oBaH MNOUCK MO AaHHbIM XpaHUIULLA
TEHEBOro KonMpoBaHus ¢ ncnonb3osaHneMm Windows Search.

73. Peann3oBaHO HarnsgHoe OMOBELLEHWE MONb30BATENA MPWU pa3pbiBe COEAWMHEHUS LEHTpa ynpasne-
HUS ¢ cepBepoM 6e30MacHOCTH.

74. Peanun3oBaHO HarnsaHoe OMOBELLEHME MOMb30BATENS NPU AAUTENIbHOM OTCYTCTBMM OBHOBEHWIA aH-
TUBMpYCa.

75. B naHenu "PasBepTbiBaHue" gobaBneHa (GpyHKUMS LEHTPasM30BaHHOIo 3arycka npouecca ucnpas-
neHunsa knueHtckoro MO Ha 3almulaeMblX KoMnboTEPax.

76. B naHenu "PasBepTbiBaHMe" A06aBNeHO AeTaNlbHOE OTCNEXUBAHUE COCTOSIHMSA MPOLLECCOB YCTaHOB-
Kn, obHoBNEHUA, UCnpaBneHus u yganeHnsa knanenta Secret Net Studio.

77. B naHenu "KomnbtoTepbl" B pexunme "Tabnmua" nobasneHbl hyHKUNN GUabTpaunmn o6bekToB.

78. B dwnbTpe nonyyeHus TpesBor (Mpu UEHTPasM30BaHHOM yrnpasneHuu) aobaBfieHa BO3MOXHOCTb
oTobpaxkeHns BbIGOPOK COBLITUN.

79. TMoBblleHO yA06CTBO paboThl hUIbTpa 0To6paXKeHusa cobbiTUin ayauTa.

80. B naHenu "KoMmnbloTepbl" gobaBrieHa BO3MOXHOCTb BbIMOJIHATL C KOMMbIOTEPAMU FPynnoBble onepa-
UMW, Takme KaK BK/OYEHME W BbIK/OYEHME MEexXaHM3MOB 3aluThli, OTMpaBKa KOMaHA OnepaTMBHOMO
ynpasneHus, npuHyanTenbHOe BbINOSIHEHNE (PYHKLMOHANBHOIO KOHTPOSS.

81. MMoBblweHo yao6CTBO ynpaB/ieHUsl KapaHTUHOM aHTUMBMpYyCa.
82. lMoBblWweHa CKOPOCTb 3anycka NporpaMMbl yrnpaBfeHus B JTIOKANIbHOM pexuMe paboThbl.

83. MMapameTpbl NONUTUKKN NepeHanpaBneHns n 3awmnTbl RDP-ceaHcoB 06beaMHEHbI B OTAE/ILHOM pasge-
ne nonutuk "KoHTtponb RDP nogkntouveHmn".

84. [obasneHa npoBepka AOMYCTUMOCTM BBOAMMbIX 3HAYEHUI MPU HACTpoiKke NMapaMeTpoB aHTUBUPYCa
N cpeactea o6HapyXeHUs U NpeaoTBPaALLEHUS BTOPXKEHUIA.

85. MMoBbiWweHa yCTOMYMBOCTbL K MEPEMMEHOBAHMNIO 06BEKTOB 3aLUUThI.

2.2.5. YTunurtsl

86. PaspaboTaHa yTuauMTa MUrpaumu, No3sosisiowas nepeHectTn aaHHole 3 C3M Secret Net Bepcun 7.6
n Bbiwe B Secret Net Studio Ana coxpaHeHUs UMEIOLMXCS HACTPOEK FPYMMoBbIX NOANTUK.

87. B cocTtaB auctpmbytmea Secret Net Studio BHOBb BkJitoueHa 06HOBMEHHas M AopaboTaHHas yTUauTa
SnDSTool, npeaHasHayeHHas Ana paboTbl C XpaHUINLWEM 06BEKTOB LIEHTPaSIM30BaHHOIO yNpaBieHus.

2.3. Bepcusa 8.3.1406.0

[aHHbIN paspen cooepXuT onucaHme HOBbiX Bo3MoxHocTeln C3U Secret Net Studio Bepcum 8.3.1406.0 no
cpaBHeHuio ¢ Bepcuelt 8.2.1156.0.

2.3.1. O6wecucremHsblie

88. PeanunsoBaHa BO3MOXHOCTb CO3/laHUs HECKONbKUX AOMEHOB 6€30MacHOCTU B OAHOM KOHTeliHepe Ac-
tive Directory (AD). Tenepb Ha 6a3e ogHoro koHteriHepa AD (aomeHa AD mnu opraHu3aunMoHHOro noapas-
[AeNeHns1) MOXHO YCTaHOBWUTb HECKOJIbKO cepBepoB 6e30MacHOCTM B peXuMe C034aHusi HOBOro AOMeHa
6e3onacHocTw.

89. ObecneumBaeTcs YacTMuHas coBMecTuMocTb Secret Net Studio u Microsoft Windows 10 Fall Creators
Update (Bepcusa 1709). MNMepea npoBeaeHueMm obHoBneHuss Windows 10 go Bepcum 1709 Heobxoammo B
Secret Net Studio oTknOUNTL GYHKUMIO 3alWmUTbl AuCKa. 3Ta pyHkumsa B Windows 10 Bepcumn 1709 He
noaaepXxuBaeTcs.

90. Secret Net Studio BbinyckaeTcs Tenepb Ha pyCCKOM W aHITIMNCKOM A3bIKax.
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2.3.2. bas3oBaa v noKkanbHasa 3awWuTa

91. [JdobaBneHa BO3MOXHOCTb MPUHYAUTENbHOW Mepe3arpy3ky KOMMbHTEPOB MPU LIEHTPASN30BaHHOM
ycTaHoBke knueHTa Secret Net Studio. Tenepb B napameTpax 3ajaHuWs pa3BepTbiBaHUS MOXHO yKasaTb
WHTepBan BPeMeHU, Mo UCTeYeHUN KOToporo byaeT BbiMOSIHEHA aBTOMaTMyeckas nepesarpyska KOMMbio-
TepoB NocC/ne yCTaHOBKW Ha HUX 3agaHHoro 0.

92. PeanusoBaHa uHTerpaums c cuctemol Avanpost SSO.
93. [ob6aBneH dyHKLUMOHas, NO3BOASIOWMNIA MCMOMb30BaTh 3allULLEHHble HOoCUTeNU MHdopMauun Ha b6ase
USB-HocuTenen JaCarta SF/IOCT.

2.3.3. AHTHMBMpYC

94. OnTuMMsMpoBaHa paboTa aHTUMBMPYCa NPW 3arpyske ornepauuoHHOl CUCTEMbl KOMMbloTepa. Tenepb
3arpysKka BbINo/HAEeTCa 6bicTpee.

2.3.4. CepsBep 6e3onacHocTH

95. l3meHeHa npoueaypa o6HOBNEHUSI cepBepa. Tenepb Npu BO3HWKHOBEHWUWU OLWIMOKK B npouecce 06-
HOBfIEHMSA NMPOUCXOAMUT BOCCTaHOBNEHNe cepBepa 6e30MacHOCTN K COCTOSHUIO A0 06HOBNEHuUS.

2.4. Bepcus 8.2.1156.0

[JaHHbIN pasgen coaepXuT onucaHme HOoBbiX Bo3MoXHocTel C3U Secret Net Studio Bepcumn 8.2.1156.0 no
CcpaBHeHuto ¢ Bepcuein 8.1.721.0.

2.4.1. O6bwecucremMmHbie

96. PeanunsoBaHa coBMecTMMocTb C3U Secret Net Studio un Microsoft Windows 10 Creators Update (Bep-
cna 1703).

2.4.2. ba3oBana M nNoKanbHaa 3aWMTa

97. Mpw NonbITKE NMOMb30BATENS! BbIK/IIOYUTL WA Nepe3arpy3uTb KOMMbIOTEP BO BPEMS LEHTPasiM30BaH-
HOM YCTaHOBKM KineHTa (a Takxe npu LeHTpasn3oBaHHOM O6HOBMEHUWN UMW yAaneHun) B onepaumoHHOMN
cMcTeMe BbIBOAMTCA npeaynpexaatoliee cooblieHume.

98. [opaboTaHbl anropuTMbl MNPOBEPKU WU yAANEHUSA MaTyeil Ans KOPPEKTHOro BbIMO/IHEHUS Mpoueayp
06HOBMIEHMSA, UCMPAB/IEHUS U yaaNeHUa KINEHTa.

99. PeanusoBaHa BO3MOXHOCTb YCTAHOBKW K/IMEHTA MpPW Hannuyum yctaHoBneHHoro CK3U "KOHTUHEHT-
A" (Bce Bepcuu o 4.0).

100. PeanvsoBaHa BO3MOXHOCTb yAasIeHUS OTAENbHbIX 3aLMTHbIX MOACUCTEM KIMEHTa, BKtoYas Mnpo-
rpaMMy yrnpasrieHus B siokanbHOM pexume ("JlokanbHbI LEeHTp ynpaBnienmsa").

101. ViaMeHeH crnocob akTMBauMW aAMUHUCTPATUBHOIO peXxuMa BXoAa B CUCTEMY. AKTMBaLUMS pexuma
OCYLLEeCTBASETCA NpM HaxaTun KoMbuHauum knasmw <Ctrl>+<Shift>+<Esc>.

102. PeanusoBaHa noaaepxka naeHtTudbmnkaTopos n cMmapT-kapT eToken PRO.

103. [nsa pexuma naeHtTudumkauum "TobKo Mo naeHTUdMKaTopy" onNTUMU3MPOBAaHbI NMpoueaypbl BXoaa
B CUCTEMY M pa3b/IOKMPOBKU NPU HaNNYMKN NOAKIOYEHHbIX MAEHTUDNKATOPOB.

104. Peanv3oBaHO 3aTMpaHue AaHHbIX ANS Bbi6paHHbIX (ainoBbix 06beKTOB MO KoMaHae "Yaanutb 6e3-
BO3BpaTHO" B nNporpaMme poBOAHUK.

105. Peanv3oBaHo 3aTMpaHMe MMEH yaansieMblx alisioB U KaTasioros.
106. PeanuzoBaHa noaaepxka KOHTPONS nevyaTn Ana npunoxeHuint MarasmHa Windows.

107. B napaMeTpax nepeHanpas/ieHMs STOKasbHbIX YCTPOWCTB M pecypcoB B RDP-noakitoueHusix (coot-
BETCTBYHOLWME NOoNnTMKKM rpynn "KoHTponb npunoxeHunin", "KoHTponb yctponcTts" n "KoHTponb neuyatun")
nobaeneHbl gonosiHUTEeNbHbIe 3HadeHnsa "Onpepensetrcs nonutukamu Windows" ans BO3MOXHOCTW Mpwu-
MEeHeHUs WTaTHbIX NapaMeTpoB rpynnoBbix nonntunk Windows.

108. M3MeHeHbl 3HAYEHMS MO YMOIYaHWUIO AN MapaMeTPoB MOMMTUK rpynnbl "OnoBelweHns o TpeBorax"
(napameTp "®unbtp Tpesor") u rpynnbl "KoHTponb nevatn" (napametpbl "MapkmpoBka AOKYMEHTOB" n
TeHeBoe KonunpoBaHue").

109. JopaboTaHa npoueaypa HaudanbHOM HACTPOWKM MexaHM3Ma 3aMKHYTOW MporpamMMHOl cpefbl Mpu
yCTaHoBKe 1 06HOBNEHUM KMeHTa. B Mogenu aaHHbIX co3paeTcs cneuyunaneHoe 3agaHue 3MC no ymonya-
HUIO CO crnmMckoM pecypcoB C3U. O6HOBMeHWe KNMeHTa Npu BKIOYEHHOM MexaHu3Me 3MC BbINOAHSAETCS
6e3 owmnbok.
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110. PeanusoBaHa BO3MOXHOCTb 3arpysku xypHana Secret Net Studio B KOHbUAEHUMANBHBIX CECCUSIX.

111. B nporpamMMe ynpaBfieHWUs M0Jib30BaTeNsIMU BbIMOJSIHEHbI A0paboTkM Ans 6onee yaobHoro npea-
CTaBfIEHUS [aHHbIX: peannsoBaHbl MYHKLMM COPTUPOBKM, MOMUCKa O6BHEKTOB M COXPaHEHWUs MapaMeTpoB
oTo6paxeHusl B CNeayloLWnx ceaHcax.

112. PeannsoBaHa BO3MOXHOCTb AOCTyMna K AManNoroBoMy okHy "YnpasneHue Secret Net Studio" B MNa-
Henn ynpasneHus U3 ceaHca nonb3osaTtens. [ocTtyn npepocTtasnsetcs, ecin B OC BKAOYEH MexaHU3M
ynpaeneHunsa ydetHbiMn 3anucamm (User Account Control — UAC). Onsa OTKpbITUS AMANOroBoro OKHa
Heo6XxoAnMO yKasaTb y4YeTHble AaHHble aAMUHUCTpaTopa.

113. B nporpamMme HacCTpPOWKM MOACUCTEMbI MOSIHOMOYHOMO YyrpaBfieHUss AOCTYNOM OTpeaakTUpoBaH U
OOMOJIHEH CMNCOK NPUNOXEHUI, nognexawmx HacTponke (pa3saen "BpyuHyto / lNMporpammel").

114. B ytunute akcnopTa xypHana Secret Net Studio (GetEventLog.exe) no6aBneHa BO3MOXHOCTb 3KC-
nopta dannoB U3 XpaHUIuLWa TEHEBOI0 KOMMPOBaHMS.

115. B yTunute akcrnopta U MMnopTa napameTpoB 3hdeKTUBHONW NONUTUKKM koMnbioTepa (SnetPol.exe)
peanv3oBaHbl BO3MOXHOCTM paboTbl C MNapaMeTpamMn AOMOSIHUTESbHbIX MeXaHM3MOB 3awuTbl Se-
cret Net Studio.

2.4.3. MeXxceTeBOoM 3KpaH M aBTOpU3aLUsa CeTeBbiX COeANHEHUN

116. [Job6aBneH HOBbIi TN NpaBun AN obecnevyeHnss BO3MOXHOCTM (DUAbTpauMmn ceTeBoro Tpaduka B
pamkax TCP-coeanHeHuin (ceccuir). [aHHbIi TN NpaBua MO3BOJISET OCYLLECTBSATb MUAbTPALMIO KOMaHA,
napaMeTpoB M NnocnefoBaTelbHOCTEN KOMaHA, a Takxe obecneumBatb 610KMPOBKY MOH6MABHOIO KoAa.

2.4.4. AuTmBMpycC

117. Peann3oBaHO KOHTEKCTHOE CKaHUpOBaHME Bbl6paHHbIX aioBbIX 06BLEKTOB B pPeEXWUME UIHOPUPO-
BaHMA crimMcka mckndeHnn. CneunanbHas KomaHaa "lpoBepuTb Ha BUPYChbl (UrHOpUpoBaTb 6enbin cnu-
CoK)" AoCTynHa B paclMPEHHOM KOHTEKCTHOM MEHK KaTtajnora wnm dakna Ans 4YNeHOB J10KasibHOM
rpynnbl aAMUHUCTPATOPOB. BbI30B pacCWMPEHHOr0 KOHTEKCTHOrO MEHK OCYLLEeCTBASIeTCS B Mporpamme
MpoBoAHMK Npun HaxaTon knasuwe <Shift>.

118. PeanvsoBaHa BO3MOXHOCTb WCMOJIb30BAHMS CaMOpPACMNaKOBbIBAIOWMXCS apXMBOB C O6HOB/IEHUSIMU
ONS aHTUBUPYCHbIX 6a3. ®Palnbl AOCTYMHbI AN CKayMBaHUS Ha cepBepax 06HOBNEHUS aHTUBUPYCOB U Ha
cepBepe 000 "Kopg bezonacHocTtun".

119. PacwupeHbl BbIBOAMMbIE CBEAEHMS 06 ownbBKax Npyv 06HOBIEHUM.
120. OnTMMuM3MpoBaHa paboTa CKaHNMPOBaHMUS B KOH(PUAEHUMANBHbBIX CECCUSIX.

121. Peanun3oBaH NoUCK BUpYCcoB B dalnoBbiX 06beKTax ¢ AaHHbIMK opMaTa reparse point (Bce 06bek-
Tbl, BO3MOXHble B NTFS: symlink, junction point, mount points).

2.4.5. WwudposanHue Tpachuka (VPN knueHT)

122. Peanu3oBaH aBTOMATMYeCKWUI BbIGOP AaTumKa CrydanHbIX Yncen Ans UCMNONb30BaHUS KPUMNTOMpPO-
BanaepoMm. Bbibop ocywecTBnsieTcs nNpu yCTaHOBKE KJIMEHTa — €eC/NiM Ha KoMnbioTepe obHapyxeH MAK
"Cobonb", 6yaet ncnonbsosatbcsa dpusmveckunin ACYH MNMAK "Cobonb". B NnpoTMBHOM ciiydae — 6uonormye-
CKUI. Mpn MHTEPaAKTUBHON YCTAaHOBKE KJIMEHTA MOXHO OTK/OYUTb aBTOBbIGOP M MPUHYAUTENBHO yKa3aTb
HY>XHbIn ACH.

2.4.6. LleHTp ynpaBneHus

123. B nokanbHOM pexume paboTbl NporpaMMbl yrnpasneHus peasnsoBaHa BO3MOXHOCTb CMEHbl pexunMa
(YHKUMOHNPOBaHUSA KANMEHTa — U3 aBTOHOMHOIO peXuMa B CETEBOIN M HAao60poT.

124. MNpu OTKIOYEHUN OTAENbHbIX MEXAHU3MOB 3allMTbl B MNporpaMMe ynpaBfieHUs COOTBETCTBYOLIMNE
NnoACUCTEMbI NEAKTUBUPYIOTCS, HO HE YAANATCS C KOMMbloTepa. KpoMe noacucTeMsl WMMPOBAHUSA Tpa-
brka — mMoaynM 3TOM NOACUCTEMbI YAANSOTCSA NPU OTK/IIOYEHUM MEXaHM3Ma.

125. B naHenu "PasBepTbiBaHMe" fo6aBneHbl cpeactea dunbTpauum 06bEKTOB MO HaNIMUUIO B HA3BaHUU
3aaHHbIX CTPOK CMMBOJIOB.

126. Peann3oBaHa BO3MOXHOCTb NeyaT U 3KCMOpTa CBEAEHMUI O KOMMblOTEpax, oTo6pa)kaeMbix B NaHe-
nn "KomnbtoTepbl" B pexume "Tabnunua".

127. PeanvnsoBaHa KoppekTHas 06paboTka KOHMOIUKTOB Mpu MosiBNeHMn B CTpykType OY "aybnukatos"
(korpa B pasHbiX AoMeHax 6e30MacHOCTM OAHOro fieca NpUCYTCTBYOT 3anmcym 06 04HOM M TOM XKe KOMMb-
toTepe) nnm npu obHapyxXeHunn "noTepsiHHbIX" KOMMNblOTepoB (koraa obbvekT yaaneH m3 AD, HO 3anucb O
HeM ocTanacb B CTpykType OY).
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2.4.7. CepBep 6e3onacHoCTM

128. MNpu ycrtaHoBKke cepBepa 6e3onacHoct B IIS  ¢dopMmupyeTca  cneumanbHbIl  canT
SecretNetStudioSite. Cant no ymonuaHuio (Default Web Site), Heobxoanmbln AN NpeabiAYLWNX BEPCUIA
cepBepa 6e30MacHOCTH, Tenepb He UCMOMb3yeTcs.

2.5. Bepcusa 8.1.721.0

[JaHHbIN pa3gen coaepXuT onucaHme HoBbIX Bo3MOxHocTen C3U Secret Net Studio Bepcum 8.1.721.0 no
cpaBHeHuto ¢ Bepcuen 8.0.647.0.

2.5.1. O6bwecucremMmHbie

129. PeanusoBaHa nogaepxka OC Windows 10.

2.5.2. AHTMBMpPYC

130. PaspaboTaH OTAeNbHbIN KOMMOHEHT aHTUBUpPYCa AN NMPUMEHEHUs B CMCTEMax C 3aluUTOMi rocTtai-
Hbl.

2.5.3. LleHTp ynpaBneHus

131. PeanusoBaHa (PyHKUMOHANIbHOCTb AETEKTMPOBAHUS Yrpo3, MO3BOMAOWANA BbINOJHSATb MOUCK Yrpo3
no cobbiTnaM ns xypHanos Secret Net Studio n wTaTHbIX XypHanos OC.

3. OcobeHHOCTM paboTbl M orpaHnuYeHus
3.1. basoBasa M noKanbHaa 3aWMTa

3.1.1. YcTraHoOBKa KNUeHTa

132. MNepen ycTtaHoBKOM knuneHTa Secret Net Studio Heo6x04MMO YCTaHOBUTbL MaKeTbl OBHOBMEHUI AN
OC, ykasaHHble B TpeboBaHMSAX K annapaTHOMY W nporpaMmmHoMy obecneveHuio (cM. gokyMmeHT "Cpea-
CTBO 3awnTbl nHdopmaumm Secret Net Studio. PykoBoacTBO agMuHUCTpaTopa. YCcTaHoBKa, obHoBneHue,
yaanenue"). [na uUeHTpanuM30BaHHOW YCTaHOBKM KAMEHTa Ha KoMnbloTepax nog ynpasneHnem OC
Windows Vista/2008 gononHUTENbHO HYXHO YCTaHOBUTb ClieAyroLwme pacrnpocTpaHsaemMble nakeTbl KoMna-
HuUK Microsoft:

e Microsoft C/C++ Runtime ansa Visual Studio 2013. [1ns yCTaHOBKM MOXHO MCMONb30BaTb (annbl C
YCTaHOBOYHOIO aucka CUCTEMDBI Secret Net Studio, pacnosioXeHHble B Katanore
\Tools\Microsoft\Prerequisites: vcredist_x86.exe (ans 32- un 64-paspsagHbix Bepcun OC) un
vcredist_x64.exe (ana 64-pa3psaHbIX BEpCUi);

e Microsoft .NET Framework 4.5. [lns yCTaHOBKM MOXHO MCMoab30BaTb (aisbl C yCTAHOBOYHOIO
ancka cuctembl Secret Net Studio, pacnonoxeHHble B kaTtanore \Tools\Microsoft\Prerequisites:
dotNetFx45_Full_x86_x64.exe n dotNetFx45LP_Full_x86_x64ru.exe.

133. ViMsa pomeHa Active Directory, B KOTOpOM 6yAyT YyCTaHOBJ/IEHb! KIIMEHTbl U ApPYyrne KOMMOHEHTbI Se-
cret Net Studio ans ceteBoro pexuma, peKkomMeHAyeTcs 3a4aTb 6€3 Mcnosb30BaHUS CUMBOJIOB KUPUANIU-
ubl. Takxe HexenaTenbHO MWCNonb3oBaTb OykBbl n6bIX Apyrux andasBuTOB, OTAMYaloWMecs OT
NaTUHCKUX CMMBOJIOB. B npoTtmBHOM cnyyae komnoHeHTbl Secret Net Studio MoryT 6bITb Y4acTUYHO MM
MOJIHOCTbIO HEPAaboTOCNOCO6HbI.

134. [ns ycTaHOBKM KOMMOHEHTOB C3M M3 manku Ha NIOKasibHOM WU/ CETEBOM AUCKE HEOB6X0AMMO CKOMU-
poBaTb C YCTAHOBOYHOIO AMCKa COAEPXKMMOE CNeayroLWmMX KaTtasioroB (C COXpaHEHMEM MUX CTPYKTYPHOWN BO-
XXEHHOCTH):

e (palnbl N3 KOPHEBOIO KaTasnora gucka;
e Katanor \Setup;
e KkaTanor \Tools.

135. Mpu nepBoil nepesarpyske MocCne YCTaHOBKWM WAW OBHOBMEHWS BbINOJHAETCS aBTOMaTU4YecKoe
yTBEpXAEHWE annapaTHON KOHdbUrypauum KomnbioTepa. B cBA3W C 3TMM aAMMHMCTpaTop 6€30MacHOCTU
LO/KEH KOHTPOMMPOBAaTb MEPBYH 3arpy3Ky KOMMbOTEPa MOC/Ae YCTAaHOBKM, YTOBbl HE AOMYCTUTbL peru-
CTpauMIo HexenaTeNbHbIX YCTPOMCTB (KOTOpble MOMYT 6biTb MOAK/OYEHBI K KOMMbIOTEPY A0 3arpysku).

136. YcTaHOBKa K/IMEHTa B CETEBOM pexunme (bYHKLl,VIOHVIpOBaHMFI HEBO3MOXHa Mpun HeAOCTYNHOCTUN B
CETN KOHTpOJ1INEpPa AOMEHa.
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137. Mpy 06HOBNEHUN KIMEHTA BO3MOXHa perucTpauvs psga owunbok B XypHase MpunoxeHun. Kak
NpaBW/o, Takne OLMBKM He SIBASIIOTCA KPUTUYECKUMU U HWKAK He BNUSIOT Ha AanbHelwyo paboTy cu-
CTEMBI.

138. Ecnuv npousowen c6oii Ha CTaanM YCTaHOBKW ApaviBepa BUPTYasibHOrO MPUHTEpPA, 3TO MOXET 6bITb
CBSI3@HO C NOBPEXAEHWEM UM OTCYTCTBMEM Ha KOMMblOTepe cucTeMHoro daiina ntprint.inf.

PekomeHpaauuu: Mpu Bo3HMKHOBEHUM 6051 3aBepLLMTe paboTy NporpamMMbl YCTAHOBKM W NpoBepbTE Hanuumne daitna ntprint.inf
B katanore \windows\inf. Ecrnin cbaiin nospexaeH unn oTcyTCTBYET, A06aBbTE HOBLIN (halin, noaxoaswmii ansa gaHHon OC.
Hanpumep, ckonupyiiTe ¢ KOMNbIOTEPA, Ha KOTOPOM YCTaHOBIEHa Ta xe Bepcusi OC COOTBETCTBYIOLLEN paspsigHOCTY.

139. [paiiBep cpeactBa annapaTHoW noanepxxku Secret Net Card yctaHaBnuBaeTtcs oTaenbHo oT O
knueHTta Secret Net Studio.

140. MNpu UeHTpanNM30BaHHOW YCTAaHOBKE KJIMEHTA Ha KOMMbIOTEP C cepBepoM 6e30MacHOCTU yCTaHOBKa
MOXXET 3aBEpPLUMTbCS C OWKnbKaMu. B 4aCcTHOCTM, BO3MOXHbI CUTyauuu, Korga KoMmnbioTep He 6yaeT noa-
UMHeH cepBepy 6e30MacHOCTM.

PekomeHpaumu: yCTaHOBIQ/ KITMEHTa Ha cepBepe 6e30nacHOCTY BbIMOMNHANTE B WHTEPaKTUBHOM PEXUME.

141. lpun UEHTpann30BaHHON YCTAHOBKE UMW yAANEeHUM K/IMEHTa Ha KOMMbloTepax ¢ cepeepHoit OC aB-
ToMaTU4yecKas nepesarpyska KOMMboTepa Mo UCTEUYEHUU 3a[aHHOr0 B 3aaHWMM BPEMEHWN OXWAAHUS MO-
XET B HEKOTOPbIX C/TyYasX HE BbIMOHATLCS.

142. MNpu LEeHTPann30BaHHOW YCTAHOBKE HECKO/IbKMX MaTyel peKoMeHAyeTCsl Co34aBaTb OTAeSNbHble 3a-
[aHus pa3BepTbiBaHWS ANs KaXxaoro natya. Ecnv B 04HOM 3ajaHuuM yKasaHO HeCKOJIbKO MaTyen, 3To MOo-
XKET NPUBECTU K OLLUMBKaM.

143. MNocne 06HOBNEHUS CETEBbIX KIMEHTOB C Npeablaylimx Bepcuii Secret Net Bo3MoXxHa cuTyaumsi, Ko-
raa CrmMcoK pecypcoB LEHTpann3oBaHHOW 3agaun "KoHTponb pecypcoB Secret Net Studio" obHoBnsieTcs He
Ha BCex KoMMbloTepax. B pesynbtaTe cnnckun pecypcos ansa KU vn 3MNC moryT ¢hopMnpoBaTbCs HEKOPPEKTHO.

PekomeHpauuu: Mocne 3aBeplueHnst 0BHOBNEHUS HA BCEX KOMMbOTEPAX, 3anycTuTe Ha pabodyeM MecTe agMUHUCTpaTopa
nporpammy ynpasnennst KL-3MC B LeHTpan130BaHHOM pexiMe W BbINONHUTE NPOLeaypy OTNOKEHHOrO pacyeTa STaroHOB
ans noboro 13 3apgaHni, cogepxalmx 3agavy "KoHtpons pecypcos Secret Net Studio” (¢ nomoLubto komaHab! "OTNOXeHHbIR
pacyeT 3TanoHOB" B KOHTEKCTHOM MEHIO 3afaHus).

144. Ecnv BbinonHsaeTcss o6HoBeHue knmeHTa Secret Net Bepcuin 6.5 n 7.X ¢ HaCTPOEHHbIMU KaTeropu-
MW KOH(UAEHUNANbHOCTU pecypcoB, Npu ycTaHoBKke KnneHTa Secret Net Studio cneayer ycraHoBuTb
noaCMCTEMY MOSTHOMOYHOIO YNpaBneHUs AOCTYNOM. B 3TOM cnyyae gns pecypcoB 6yayT COXpaHeHbl paHee
3aflaHHble KaTeropmn KoHduaeHumanbHoCcTn. Ecnn knmeHT Secret Net Studio 6bin ycTaHoBneH 6e3 noacu-
CTEMbI NMOSIHOMOYHOIO YrpaBfieHUsl, BK/IIOYMTb NOACUCTEMY MOXHO MO3XE B NMPOrpaMMe ynpassieHUs — OA-
HaKO B 3TOM BapMWaHTe MO YMOJIYAHUIO paHee 3aZaHHble KaTeropuu He y4uuTbiBaloTCs. YTo6bl NpUMeHUTb
paHee 3afaHHble KaTeropuu, nepes BKAYEHNEM NOACUCTEMbI HEOBXOAMMO B CUCTEMHOM peecTpe KOMIMbHo-
Tepa co3aatb kntod HKLM\System\CurrentControlSet\Services\SnFMac\Params.

3.1.2. O6wee

145. Echv no kakmM-nnbo npuumHaMm TpebyeTcs yaanuTb C KOMMNbiOTEpa O6HOBMEHMUS, YCTAHOBJIEHHblE
ana obecneveHns cosmectumoctn Secret Net Studio ¢ Windows 10 Bepcun 1803, nepen ynaneHuem o6-
HoBneHus 8.4.2863.4 (HanpuMmep, Npu BbINO/IHEHMW B NMpOrpaMMe ynpasieHWs KOMaHAabl "YaanuTb Bce
naTtumn") OoTKAUYNTE AUCKPELMOHHOE yrnpaBieHue A40CTYyNnoM. YaaneHne AaHHOro 06HOBMEHNS C BK/OYEH-
HbIM AWCKPELMOHHbIM YNpassieHWEM AOCTYNMOM MOXET NPMBECTU K HapylweHnam B paboTe KoMnbioTEpa.

146. Ecnuv pgocTyn K pecypcy 3anpelleH kakon-nnbo 3awmnTHon noacmuctemoint Secret Net Studio, HekoTo-
pble MporpaMMbl MOryT paboTaTb HEKOPPEKTHO (HanpuMep, BCTpOeHHbIn pepgakTop WordPad). B Taknx npu-
JIOXEHUAX He ocylecTBnseTca obpaboTka 3anpeTa A4OCTyna K pecypcam.

147. MNpu UCnonb30BaHMM CPEACTB YCKOpeHMus 3anycka OC MOryT BO3HMKaTb OWMNOKM (DYHKLUMOHANBHOIO
KOHTpONs unu gpyrue cébom BO BpeMs 3arpy3ku KoMmmnbkoTepa. Hanpmmep, npu COBMECTHOM (DYHKLMOHMU-
poBaHuu c MO RapidBoot Shield, koTopoe yCTaHOBNEHO Ha HEKOTOPbIX MOAENSAX KOMMbIOTEPOB Lenovo.

PekomeHpaumu: [nsg ycTpaHeHUs KOHMMKTOB yaanuTe Umu OTKITIOYNTE CPeacTBo yekopeHus 3anycka OC (mononHuTenbHble
ceegeHns o O  RapidBoot ~ Shield  npuBedgeHbl  Ha  caitte  kommaHuM  Lenovo —  owm.
https://support.lenovo.com/ru/ru/documents/ht075364).

148.Mpun ncnonb3oBaHuM yTunuTel Userdump koMmnaHun Microsoft (ans cosgaHus 4amnoB MpoLeccoB) BO3-
MO>HbI C60M MPU BbINOIHEHUU CUCTEMOI KpUnTorpaduueckux onepaumnin. ns HopManbHol paboTbl CUCTEMBI
3alUMTbl HEO6XOAMMO YAaNUTb YTUAUTY Userdump noc/e BbIMOSIHEHMS] BCEX HEOBXOANMBIX OnepaLuid.

149. lMpu perncTpaummn cobbiTUN 3aLUNTHBLIX NOACUCTEM B XypHane Secret Net Studio nonHoe umsa npo-
uecca unun danna Ha 1oKasibHOM AUCKE MOXET 6bITb ykazaHo B Buae DOS-umeHu "C:\..." nnu co ceene-
HMUAMM O NOrnMyeckoM aucke (Tome) B popmaTte nMeHn ycrporictea: "\Device\HarddiskVolume<N>\...".
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150. Ecnu BKAOYEH PEXMM YCUSIEHHOW 3alMTbl AOCTYNa K XpaHUNULWy 06bEeKTOB LIEHTPaSM30BaHHOIO
ynpaBneHus (none "wudpoBaTb ynpaBisioWmiA ceTeBon Tpaduk" B CNMCKE 3alMTHbIX MEXAaHU3MOB OKHa
"YnpasneHue C3U Secret Net Studio") n npu 3TOM B cMcTeMe He HacTpoeHa MHQPACTPYKTypa OTKPbITbIX
Kntoyen, To cpeactea Secret Net Studio npu noakntoveHnn K XxpaHmnuwy 6yayT BblgasaTb owmnbku "Cep-
Bep HepaboTocnocobeH" nnu "KnueHT 3atpeboBan coeanHeHmne SSL, HO cepBep He NOAAEPXKMBAET TakKuxX
coeauHeHuni". B 3TOM cny4dae Hy>XHO NMB0 OTKIIOUNTE PEXUM YCUIEHHOM 3alunTbl 4OCTYNa K XpaHuUauLly,
nnbo opraHm3oBaTb U HAaCTPOUTb NMHMDPACTPYKTYPY OTKPbITbIX KIOUEN.

151. B cuctemMax C MeANIeHHbIMW KaHanaMu CBA3M npu obpalueHnax koMrnoHeHToB Secret Net Studio k
XpaHunnuwy obbektoB LY (Hanpumep, npu 3anycke cuHxpoHmsauum ¢ LB KL-3MNC) moxeT BO3HMKaTb
owwnbka "Cnyxba He OTBETMN@a Ha 3anpoc CBOEBPEeMeHHO". B 3TOM cnyyae ANnd yCTpaHeHus owunbok
HeobxoaAnMo yBeNnMunTb BpeMS OXWAaHUS OTBETOB Ha OTMpaB/ieHHble 3anpockl. Ans HAaCTPOMKN BpPEMEHU
OXWAaHusl B CUCTEMHOM peecTpe KoMnbioTepa B katove HKLM\Software\Infosec\Secret Net 5 co3garite
pasgen LdapHelper n B HeM napameTp SearchTimeout Tvna DWORD. 3apalite 3Ha4eHWe BpPEMEHU B Ce-
KyHAaX (M0 yMOS4aHMIO Npu OTCYTCTBUM MapaMeTpa BpeMs oxuaaHus coctasnseT 60 cekyHa). 3HadeHue 0
OTMEHSIeT OXnaaHume.

152. Ecnun knmneHT Secret Net Studio yctaHoBneH 6e3 NoacUCTEM CETEBOW 3alimTbl (He BK/IHOYEHbI MexceTe-
BOW 3KpaH M aBTopuM3auusa CETEBbIX COEAMHEHMN), NPU U3MEHEHUM NapaMeTpOB Mosib30BaTenen B NporpaMMe
yrnpasfieHuns nonb3oBaTensiMu (HanpuMep, CMeHa YpOBHSA AOMyCKa WM CMeHa napons aAMWUHUCTPATOpOM) Mo-
ABASIETCA 3aNpocC ANS BBOAA YHYETHbIX AaHHbIX aAMMHUCTpaTopa AoMeHa 6e30MacHOCTU.

153. B Tekylwei Bepcuu HekoTopble noacucteMbl Secret Net Studio (avckpeuMoHHOE M MOSIHOMOYHOE
ynpaBneHne AOCTYMNOM, 3aTMpaHMe AaHHbIX) HECOBMECTMMbI C TEXHOMOMMEN Aeayniankaumm aaHHbix (data
deduplication), ncnonssyemont B8 OC Windows Server 2012. Npu paboTte noacncrem AocTyn K npeobpaso-
BaHHbIM dannam moxeT 6nokmposaTbcsd. COBMECTMMOCTb ByaeT peanm3oBaHa B cneayowmnx sepcmsax C3U.

3.1.3. JlokanbHoOe U LeHTpanu3oBaHHOe ynpaBneHue

154. lpu 3anpete UCNoONb30BaHUA CeTeBOro WHTepdeica cpeactsamm Secret Net Studio, B cnucke
YCTPOWCTB JIOKasIbHOM MONIMTUKKM 6e30MacHOCTM MHTepdelnc oTobpaxaeTcs C 3a4epKHYTbIM Ha3BaHMEM.
Ecnu npn 3TOM yCTpONCTBO, COOTBETCTBYOLWEE MHTepdency, octaeTcs MrUsnveckm NOAKIYEHHbIM, HENb-
35 yAanaTb ero u3 Crnmcka YCTPOWCTB — MHade 6yaeT HeBO3MOXHO AasjibHelllee MCNosib30BaHue 3TOoro
nHTepdenca B TekyLwen KoHdurypaumm. 1na BocCTaHOBMEHUS paboTbl ceTeBOro nHTepdenca notpebyert-
CSl YAanuTb U 3aHOBO YCTAaHOBWUTb ApaliBep YCTPOMCTBaA.

Pekomenpauuu: Ecnv B cncke yCTpOI;ICTB CeTeBou I/IHTepd)eVIC 0T06pa>|<aeT0ﬂ C 3a4epPKHYTbIM Ha3BaHUEM, nepen yaarneHnem
€ro 13 cnucka y6e,ElV|Ter, 4710 yCTpOlZCTBO OTKITHOYEHO.

155. HekoTopble NnapaMeTpbl NOSb30BaTeNs NOC/E N3MEHEHMS BCTYNAKT B CUJY TOJIbKO MpU CleayoLem
BXOA4e Mosib30BaTens B cMcTeMy. K TakuM napamMeTpaM OTHOCATCS:

e MpvBMNErUU;
e MapaMeTpbl NOSIHOMOYHOrO YrpaBieHUs AOCTYMNOM;
e CMWCOK NMporpaMM, paspeLleHHbIX Ans 3anycka.

156. MNocne cosfaHMs AOMEHHOrO MOJIb30BaTENS WITAaTHbIMK cpeacTBaMu yrpasnenns Windows TpebyeT-
CSl HEKOTOpPOE BpeMs AN CMHXPOHM3auMu caenaHHbix B AD nsMeHeHuh ¢ cepBepoMm 6esonacHocTu. 3a-
MYCK CMHXPOHM3aLUUM BbINOSIHAETCS CEpBEPOM aBTOMaTUYECKW Yepes KaXAbl 4Yac, a Takxe npu crapTte
cepsepa. Mpun BXoAe Nonb3oBaTesns B CUCTEMY A0 3aBEPLUEHUS CUHXPOHM3auUUM BO3MOXHA HEKOpPPEKTHas
obpaboTka cobbiTui Bxoaa, ecnn B C3U BKIOYEH pEXUM YCUNEHHOW ayTeHTUdMKauumM unn AencTBYIOT
MeXaHM3Mbl Fpynmnbl CETEBOM 3alUnUThI.

Pekomengaumu: [ins cosnaHisi Nonb3oBaTeneil pekoMEHAYETCS MCMONb30BaTh NPOrpamMmMy YnpaBreHust Nofb3oBaTensamin Se-
cret Net Studio.

157. Ecnn ans xypHana Secret Net Studio ycTaHOBNEH peXxuM OUMCTKU BPYUHYK UM aKTUBMpPOBaHa Cu-
cTeMHasl HacTporka "lMpekpawaTb paboTy nNpu nepenosiHeHUKU XypHana 6e3onacHocTu" — B c/yyae nepe-
NOSIHEHUS >KypHana 3anucsaMu Ha KomnbikoTepe 6yaeT MHWUMMPOBAH CUCTEMHbIN cbon (BSOD). [Ans
BO306HOBNEHUSA HOpMasnbHOM paboTbl HEO6X0AMMO BOMTU B CUCTEMY C MpaBaMun aiMUHUCTpPATOPa, OYUCTUTb
XXYPHan U nepeyCcraHoBUTb HACcTpolky "MpekpawaTtb paboTy Npu nepenosiHeHMn XypHana 6e3onacHocTun".

PekomeHpaumu: [ina xypHana Secret Net Studio ucnonb3yite pexum "3atupatb cobbitis no Mepe Heobxogumoctu'" (ycra-
HOBJIEH MO YMOIYaHUIo).

158. Ecnu pasmep xypHana Secret Net Studio n3MeHeH B CTOPOHY YMEHbLUEHUS, U3MEHEHUSA BCTYNAT B
CUNY TONBbKO MOC/IE OUNCTKK XypHana.

159. Pa3Mep XypHana CMCTEMbl 3alUTbl MEHSAETCS C WaroM 64 K6. MoaToMy B cny4dae, eciv MakcuMalsb-
HbI/ pa3Mep yCTaHoBJIeH B 64 nnn 128 K6, cuctema 6yaet HEBEpPHO onpeaensTb ero 3anosiHeHue Ha 80%.

PekomeHpaaumm: YcTaHaBnmBaiTe 3Ha4eH1e MakcMarbHOro pa3mepa XypHana He meHee 512 K6 (anist Bcex xypHarnos).
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160. MNpu 3arpyske 3anucen xypHana Secret Net Studio u3 daiina *.evtx unu *.evt B ocHactky "Mpo-
cmoTp cobbituin" ("Event Viewer") OC Windows KoppekTHOe oTobpaxeHue 3anmcer BO3MOXHO Mpu ycro-
BWW, YTO NMOJSIb30BaTe/lb BXOAUT B JIOKAIbHYIO Irpynny aAMMHUCTPATOPOB.

161. B ceTeBOM pexume yHKUMOHMPOBaHMA C3W nokanbHbl agMUHUCTpATOp (/I0KafbHbIM Nosb30Ba-
TeNb, BXOAAWMI B rpynny foKasbHbIX aAMUHUCTPATOPOB KOMMbIOTEPA) MOXET MPUCBOUTL JIOKASIbHOMY
NnoJib30BaTesNto MAeHTUdUKATOP, MPUCBOEHHbIN L0 3TOr0 AOMEHHOMY MOJIb30BaTENt0. DTO NpUBEAET K He-
BO3MOXHOCTM UCMOMIb30BaHNS MAEHTUDUKATOPa AOMEHHbIM MOJIb30BaTENEM Ha AaHHOM KOMMbIOTEPE.

ﬂpumeanue: anICBOGHI/Ie NoKaneHOMY Nonb3oBaTento VIﬂeHTVI(bVIKaTOpa AOMEHHOro nonb3oBatens LoMnyCKaeTca M3-3a He-
BO3MOXHOCTM NPOBEPKM NPUHAANEXHOCTU VIﬂeHTVI(bVIKaTopa B JOMEHE NoA NoKanbHOM yquH0|7| 3amnuncbto.

PekomeHpaumu: YnpasneHve napameTpamu nons3osatenen Heobxoaumo ocyLLECTBNATL C NpaBami aAMUHICTPaTOpa JOMEHa.

162. B ceTeBOM pexuMe hyHKLUMOHMpoBaHnsa C3U npun HeAOCTYNHOCTU KOHTpOsI/iepa AOMEHA HEBO3MOX-
Ha KOPPEKTHas NpoBepkKa NpUHAANEXHOCTU MaeHTUdUKaTopa Nonb30BaTeNto.

PexomeHaaumu: OnepaLun ynpaBneHnst UaeHTUdUKaTopami BoINOMHSIATE TOMbKO MU AOCTYNHOM KOHTPOIepe AOMeEHa.

163. B ceTteBoM pexuMme dyHKUMOHMPOBaHUA C3M He noaaep)XMBAOTCS [AOBEPUTESbHblE OTHOLLEHUS
Mexay AOMeHaMu, ec/im 3TWU AOMEeHbl He BXOAST B oAWH nec (T. e. y AOMeHOB HeT obuwero rnobasbHoOro
KaTasnora).

164. B ceteBoM pexuMe dyHKUMOHMpoBaHUA C3M nocne yaaneHns naeHTudmMkKatopa AOMEHHOMO Mofib-
30BaTeNs BbIMOMHATL NpoLeaypy NPUCBOEHUS 3TOrO UAeHTUhMKATOpa APYroMy MoJib30BaTeNio peKOMEH-
LlyeTcsa 4yepe3 HekoTopoe BpeMs. aysa HeobxoauMMa [AnA NPOBEAEHUS pennukKauuu, KoTopas, Kak
npaeuno, 3aHMMaeT (B paMKax /oKanbHoOM ceTn) okono 30 cekyHa.

165. B aBTOHOMHOM pexunMe PyHKUUOHNPOoBaHUSA C3M foKanbHbIi aAMUHUCTPATOP KOMMbOTEPA HE MMeeT
BO3MOXHOCTM paboTaTb CO CMUCKOM AOMEHHbIX MOJSib30BaTeNe B MporpamMMe yrnpas/ieHus Nofb30BaTeNAMM.

Pekomenpaumu: [ns ynpaeneHus JOMEHHbIMU NOMb30BATENSAMW BbIMOMHUTE BXOA B CUCTEMY [OMEHHbIM MOMb30BATENEM,
BXOZSILLMM B rpynny fokanbHbIX aaMUHUCTPATOPOB KOMMbOTEpA.

166. B aBTOHOMHOM pexume dyHKLMOHMPOBaHUsS C3U npu nonbiTke 406aBUTb JOMEHHOIO MOJIb30BATENS
MOXeT BO3HWKHYTb owmnbka "Object picker cannot open because no locations from which to choose ob-
jects could be found" ("HeBo3moxHO oTKpbITb Object Picker, nockonbKy OTCyTCTBYeT TO MeCTO, rae ero
MOXHO 6bl10 6bl HaNTM"). B 60AbLINHCTBE CllyYyaeB Takasi olwnbkKa BO3HMKAET M3-3@ HEAOCTYMNHOCTM KOH-
Tponsiepa AOMEHa UM HEKOPPEKTHOW HacTponKkn napameTpoB. Hanpumep:

e HeBepHO HacTpoeH DNS-cepsep;
e Ha KOMMNblOTEpe OTCYTCTBYOT aAMUHUCTPATMBHbIE 0bLLme pecypchl;
e Ha KOHTpoOJiepe AOMeHa He 3anyuweHa cnyxba "Remote Registry".

167. [na koppekTHOI paboTbl C NnapaMeTpamu nosib3oBaTtenein B rpynne "Pre-Windows 2000 Compatible
Access" pomkHa 6biTb nnbo rpynna "Everyone" ("Bce"), nnbo rpynna "Authenticated Users" ("Mpowen-
wue nposepky").

PexomeHpaumu: Ecnv ykasaHHble rpynnbl He BknoueHbl B rpynny "Pre-Windows 2000 Compatible Access", nobasbte B Hee
rpynny "Authenticated Users" ("[poLuesiume nposepky").

168. Ecnhn B OC BKJIIOYEH MEXaHM3M yrnpaBrieHus ydyeTHbiMM 3anncsmm (User Account Control — UAC),
cMcTeMa npu onpeaesieHHbIX AeWCTBUSX aAMUMHUCTPaTopa Bbl4aeT 3amnpochbl O NPeaoCcTaBieHUM aAMUHU-
CTPATMBHbIX MO/THOMOYMIA. B 3TOM pexuMe BO3MOXHO MpOsIBIEHME CrefyrolWmnx ocobeHHocTen paboTbl C
XypHanamu:

. €C/In NMpun 3anyckKe nporpaMmbl ynpasJieHUA B JIOKAJIbHOM pexXume agMUHUCTPaTUBHbIE MOJTHOMO-
Una HE NpeanocCTtaBsiEHbl, 3aNyCK NMpoOrpaMmbl BbIMOJTHAETCA, HO XypHan 6e3onacHocTn 6y,qu He-
AOCTYNEH ANA 3arpy3ku,

e ecnu npuBwWAErMs MpPOCMOTPa >XypHana CUCTEMbl 3aliuTbl MNPefOCTaB/ieHa TOJNbKO J1I0KasibHOW
rpynne aAMMHUCTPATOPOB (COCTOSIHME MO YMOJTYaHWIO), B MpOrpaMMe yrnpaBfiEHUs! B JIOKAJbHOM
pexuMe MoryT 6J10KMpoBaTbCs BO3MOXHOCTU AOCTyna K galinam B XpaHuUuLLe TEHEBOrO KOMUpPO-
BaHWUS Ana BCex nofib3oBaTteniei. B aTom cnyvae aAns obecnevyeHms AOCTyNa K XpaHWUULLY MOXHO
Unn oTKMUYMTb MexaHusMm UAC, unu aob6aBuTb HyXHbIX NMOMb30BaTeNel B CNUCOK yYETHbIX 3anu-
cell c npuBuNervelr NpocMoTpa XypHana CUCTEMbI 3aLUUThI.

169. lMpu paboTe C Nankoi xpaHWUnu1LLa TEHEBOIO KOMMPOBAHWUS, OTKPLITOW U3 MporpaMMbl ynpasneHus B
JIOKaNbHOM peXMMe, Mosb30BaTeNt0 MOXET ObiTb 0TKa3aHo B OTKPbITUM XPS-cdalinos (Konuu, nosyveH-
Hble MpY nevaT¥ AOKYMEHTOB). B 3TOM cflyyae Ans NpoCMOTpa CoAepXnMoro ¢aiinoB MOXHO KOMMpoBaTb
MX M OTKPbIBaTb U3 APYroi nanku uam SBHO A06ABUTb HYXHbIX NMOMb30BaTeNei B CMIUCOK YYETHbIX 3amnu-
cei C NnpuBUIErneit MpocMoTpa XypHana CUCTEMbI 3aLUTbI.

170. Ecn B noJsib30BaTeNlbCKOM MepeMeHHOl oKpyxeHuss TEMP 3afjaH nyTb, coaepaluit AfMHHbIE
MMeHa ¢ npobenamu, TO NMpu 3amnycke NporpamMMbl PeAaKTUPOBaHWS MapKkepoB 6yAeT BO3HMKATb OLIMOKaA
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3arpy3kun XML-cdanna. Ana ycTpaHeHns ownbKn 3apante B NEpPEMEHHON okpyxeHns TEMP nyTb ¢ nMeHeM
KaTanora 6e3 npobenos.

Mprmeyanue: Mo ymonyaHMo MyTb B NEPEMEHHON OKpyxXeHWs 3aaH B dhopMate 8.3 (kopoTkie MMeHa 6e3 Npobernos).

3.1.4. Bxop B cucremy

171. lNpu 3aKpbITUM CECCMM Ha TEPMUHANILHOM CEpBEpPEe B XYypHane MPUIOXKEHUA MOXET perncrpupo-
BaTbCsa owmnbka WinLogon "HeBepHas dyHkumua".

172. B pexume yCUIEHHON ayTeHTUdUKaALMM MO Naposito B XypHasie MPWUIOXKEHU MOryT perMcTpupo-
BaTbCsl rpynnbl OWME0K ANA Cneayrowmx clyYyaeB 3anpeTa BXo4a B CUCTEMY:

e ec/n BBeAEeHO HenpaBu/ibHOE MMS Monb3oBaTens (Nofb3oBaTe/Nlb C YKa3aHHbIM MMEHEM He 3ape-
rMCTPUPOBaH B CUCTEME) — pEerucTpupytoTcs owmnbkn "MiMeHaM nosib3oBaTeNel He COMNoCTaBEHbI
KOAbl 3alUUTbl AaHHbIX";

e eC/ln B aBTOHOMHOM pexume (pyHKUMOHUpoBaHus C3UM BBeAEHO MMS AOMEHHOrO MoJSb30oBaTens,
He nobaBfieHHOro B sioKanbHylo 6a3y AaHHbIX Secret Net Studio — perncrtpupytotca owmnbkm "[o-
MEHHbIN NOSb30BaTeNb He 3aperMcTpnupoBaH Ha KoMnbloTepe B 6a3e gaHHbIX Secret Net Studio”.

173. B pexuMme YyCWUIEHHOW ayTeHTUdMKaUMM MO MNaposo ecnv Mnaposib MoNb30BaTens Ans Bxoda B
OC Windows He CMHXPOHM3MpPOBaH C naposieM B 6ase aaHHbIX Secret Net Studio, npn cMeHe naponsa cammm
nonb30oBaTesIEM HOBbIM Naposib He byaeT coxpaHeH B B[] Secret Net Studio. [Jns coxpaHeHus HOBOro napo-
N Heob6XoAMMO BbIMONHUTL CUHXPOHU3ALMIO MO 3anpoCcy CUCTEMbI MpU Cneaytowem Bxoae nosb3oBaTtens.

174. MNocne yctaHoBku C3U Secret Net Studio B napameTpax 6e30MacHOCTM NIOKasbHOW MOMAUTUKK MpU-
HYAUTENIbHO BKJ1OYAETCs AeNCTBME CTaHAapTHOro napametpa "MHTEpakTUBHbLIA BXO4 B CUCTEMY: He Tpe-
6oBaTb HaxaTusa Ctrl+Alt+Del".

175. MNocne yctaHoBkn C3U Secret Net Studio Ha komnbloTep ¢ OC Windows 8 6n10kMpyeTcs BO3MOX-
HOCTb MCMOJIb30BaHWUA rpaduuecknx naponen.

176. B Secret Net Studio Tekylwein Bepcun He NOAAEPKMBAETCS BXOL B CUCTEMY AJIl YUYETHbIX 3anucel
MankpocodT (Microsoft Live ID account). T[locne ycTaHOBKM K/AMEHTAa Ha komnbloTep ¢ OC
Windows 8/2012 B napameTpax 6e30MacHOCTU /I0KaAbHOW MOAUTUKWN MPUHYAWTENbHO BKJIHOYAETCHA AeM-
CTBME CTaHAApPTHOM MNOANTUKM "YueTHble 3anucu: 610KMpoBaTb Y4UeTHble 3anucu MalikpocodT"
(Accounts: Block Microsoft accounts) B pexume "lonb3oBaTenn He MOryTt Ao6aBnsATb y4YeTHbIE 3anucu
MawnkpocodT n ncnonb3losatb ux ana exopa" (Users can’t add or log on with Microsoft accounts). Ecnn
BPYYHYIO OTK/IIOUNTb AEACTBUE YKA3aHHON MOANTUMKM, HEOH6XOAMMO YyUMTbIBaTb, YTO BO3MOXHOCTb Bbl6opa
y4yeTHOM 3anucu MankpocodT ansa Bxoga B cucrtemy byaet 3abnokmpoBaHa m3s-3a 0CobeHHOCTEN peanu-
3auMm cucTembl 3awmTbl. ECnn Ha KoMnbloTepe, He BXOASLEM B AOMEH, BCe y4YeTHble 3anucu nosib3oBa-
Tenen npeobpasoBaHbl B y4yeTHble 3anucu MarkpocodT, BXOA B CUCTEMY Ha 3TOM KOMMbioTepe byaer
HEBO3MOXEH.

177. NpeaycMoTpeHa BO3MOXHOCTb CYUTbIBAHUS CUCTEMOW AaHHbIX U3 MAEeHTUdUKaTOpa, NOAKIIOYEHHO-
ro K CYMTbIBATENO0 HA MOMEHT MEpPBOro SI0KasbHOr0 BXOA4A MOMb30BaTENS WAM NPU TEPMUHANbHbLIX BXO-
Aax. OyHKUMSA He AEeNCTBYET, eCnin K KOMMbITepy MoAK/YeHbl ABa unn 6onee maeHtudukatopa. Ons
aKTUBUPOBaHUS PYHKUMN HEOHXOANMMO B CUCTEMHOM peecTpe KoMnbioTepa (TEpMUMHANBHOIO cepBepa) Co-
3patb kaod HKLM\SOFTWARE\Infosec\Secret Net 5\SnLogon (ecnu oH OTCYTCTBYeT), B KOTOpbIi Aoba-
BUTb napameTtp AutoID TMna REG_DWORD ¢ HeHyneBbIM 3HaYeHNEM.

178. Ha komnbloTepe nog ynpaeneHmem OC Windows 8 n Bcex nocnenywlumnx BEpCuin skpaH 6/10KMpoB-
KW He OTK/toYaeTcsi aBTOMaTUYecku nMpu BxXOAe MoNb30oBaTens No uMaeHTUduKaTopy, B KOTOPOM OTCYT-
CTBYET Naposb. M3-3a 3TOro npurnaweHue ans BeoAa Naposs 3aKpbiTO 3KpaHoM. YTobbl BBECTU Naponb
Nonb30BaTesnsl, HYXXHO BPYYHYIO BbINOSIHUTb AENCTBUS AN OTK/IIOUYEHUS 3KpaHa 6/10KMPOBKM — Hanpu-
Mep, HaXxaTb KHOMKY MbILWW.

PexomeHpaumm: Pexum 1cronb3oBaHus akpaHa OIIOKMPOBKM MOXHO OTKIKOUMTL B ONEpaLMoHHOi cucTeme. [ns aToro B cu-
ctemMHom peectpe cosgaiTe kntod HKLM\SOFTWARE\Policies\Microsoft\Windows\Personalization (ecnu oH oTcyTcTByeT) v fo-
6aBbTe napameTp NoLockScreen tuna REG_DWORD co 3HaueHueMm 1.

179. MNpu BXoAe B cUCTEMY MO cepTUdMKaTy Ha HEKOTOPbIX Bepcusix OC HEBO3MOXHO CMEHUTb MPOCPO-
YeHHbI naponb nonb3osatens B OC. [JaHHasa ocobeHHOCTb He cBA3aHa c paboTon Secret Net Studio.

PekomeHpauum: [1ns cMeHbl NPOCPOYEHHOr0 NaponA BbINONHUTE BXOA B CUCTEMY CTaHOAPTHbIM cnocobom ¢ BBOAOM Y4E€THbIX
JaHHbIX NONb30BaTenNs.

180. MNpu BxoAe B cUCTeMy MO cepTUdMKaTy AOMOJSHUTENbHO 3anpaliMBaeTCs Maposib Mosib3oBaTesns,
ecnu B Secret Net Studio BKOYEH pPEXUM YCUSTIEHHOW ayTeHTUdUKALNM MO Naposito UM BKIIOYEHbI NOA-
CUCTEMbI IpynMMbl CETEBOM 3aWuMThl. Bo BTOpOM BapuaHTe npu Heo6XoAMMOCTU MOXHO OTKAOYUTbL 3anpoc
naponsa. Ons 3Toro B CUCTEMHOM peecTpe co3panTte knody HKLM\SOFTWARE\Infosec\Secret Net 5\
SnLogon\CPOptions (ecnn oH oTcyTcTBYET) M aobaBbTe nNapameTp DisableTrustAccess Tvna REG_DWORD
CO 3HayeHunem 1.
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181. B pexuMe ycuseHHoOM ayTeHTUdUKaLUKM Mo Naposto napaMeTpbl NaposibHOM nonutukm Secret Net
Studio gencTByOT HE3ABUCMMO OT NAapaMeTpoB nonuTukm naponen Windows. Mo3aToMy BO3MOXHa cuTya-
LuMs, Korga cuctemMa 3awmTbl 0653bIBa€T NoOSb30BaTENs CMEHUTL Naposb, a nonmtuka Windows 3anpelua-
€T 3Ty onepauuto. B aToM cny4yae CMeHyY naposid nosib3oBaTtens BbINOMHAET aAMUHUCTPATOP.

182. MNpu HEBO3MOXHOCTU BXOAA MOJSIb30BaTeNsl U3-3a pacCMHXpoHM3aLmK naponeit B OC n C3U (Hanpu-
Mep, ecnu naponb 6bi1 M3MEHEeH Ha KoMMbikoTepe 6e3 CUCTeMbl 3allMTbl) peKOMeHAYeTCs B nporpamme
ynpasneHus nonb3osatensamu Secret Net Studio cMeHUTb Naponb Nofb30BaTeNS U 3aTEM BKIOYUTb CTaH-
[apTHbI napameTp "TpeboBaTb CMeHbl Mapons Npu cneaylowem BXoae B cuctemy”.

3.1.5. Nopacucrema KOHTPONA LLEeNOCTHOCTH

183. OrpaHuyeH Habop MCMOMb3yeMbIX MEPEMEHHBIX OKPYXEHWUs MpU ONUCaHUM pecypcoB. He noaaep-
XXMBAITCS MPOU3BOJIbHbIE MEPEMEHHbIE OKPYXEHMUS.

184. MNpu 3anycke nporpamMmbl "KOHTposb MporpaMM M AaHHbIX" B MOMEHT BbIMOSIHEHUSA 3afaHus Ha
KOHTPOJIb LIeJIOCTHOCTM UM B MOMEHT BbINOSIHEHUS CUHXPOHM3aUMM CUCTEMA BblaaeT coobuieHune: "B pe-
3ynbTaTe 3arpy3kyv MoAenn AaHHbIX npousowsa owubka. NaetT obpaboTka 6as3bl AaHHbIX KOHTpONsS Le-
JIOCTHOCTM". B 3TOM ciyyae AOXAWTECb 3aBEPLUEHMS BbIMOSIHEHMSA NpoOLecca, Nnocsie 4yero noBTopuTe
MOMbITKY 3amycka NporpaMMmbl UM HAXMUTE Knasuwy <F5>.

185. YpesmepHo 60sblIOE KONMMYECTBO 06bEeKTOB 6a3bl AaHHbIX KOHTPOJS LEeNOCTHOCTU (OT HECKOSIbKMUX
OECATKOB ThbiCAY) MPUBOAUT K ANUTENbHOM 06paboTke 6a3bl AaHHbIX MPU Kaaoh 3arpyske cucrtembl. B
3TUX YCNIOBUSIX 3anyck nNporpaMmbl "KOHTPOMb NporpaMMm M AaHHbIX" cneayeT BbINOSHSATb Yepe3 HEeCKOb-
KO MUHYT Moc/e 3arpysku CUCTEMBbI.

186. Ecnun 6asa AaHHbIX KOHTPOS LIeIOCTHOCTU MMEET 3HauuTesbHbI 06beM, npoBepka B[l Bo Bpems
3arpy3Kku KoMMbloTepa M BXo4a MNOJib30BaTesNsi B CUCTEMY MOXET 3aHUMaTb AfIMTeNbHOEe BpeMs.

PexomeHpaumu: [1ns yckopeHus 3arpyski 1 BXofa B CUCTEMY MOXHO yMeHbLMTb 06bem BJ1 KL| (Hanpumep, cokpatuTb konu-
4eCTBO PeCypCOB, NPOBEPSIEMbIX METOAOM KOHTPONS COAEPXMMOr0 Mo anroputMy "nonHoe coBnageHue") unn n3MeHnTb ans
KOMMboTepa MOMeHTbI 3anycka cuHxpormuaaumu LIB[ v J1B[ KL-3MC (oTkntounTb YCTaHOBNEHHbIE N0 YMONYaHUIO napameTpbl
cuHxpoHrusaumm "Mpu sarpyske OC", "Mpu Bxoge" 1 BkouMTL NapameTp "Mocne Bxoga").

187. MNpu KOHTpOsE LUENOCTHOCTU C BOCCTAHOBJIEHUMEM HE MOAAEPXKMBAETCA BOCCTAaHOBMEHME aTpubyTa
OC "lWWndposaTtb aTpmbyT AN 3alnTbl AaHHbIX", a Takxe atpmbyToB aoctyna (Bkitoyas atpmbyT "Bpems
rnocneaHero goctyna") u KaTeropuin KoOHUAEHUManbHOCTH.

188. He noaaepxxmnBaeTcs pacyeT 3TasIOHHbIX 3Ha4YeHUN aAnsa dainoB Ha CETEBOM AUCKE C ASIMHON UMEHMU
6onee 255 cumBOnOB.

189. MMpu BbIKIOYEHUM NOACUCTEMbI WNDpPOBaHUA TpadurKa, a TakKe Npu ee BKIOUYEHUN, eCNTN KITUEHT
6b151 ycTaHOBNEH 6e3 3TOM noAacucTeMbl, — B XypHane Secret Net Studio MoryT permctpupoBaTbcsi cobbl-
™A HapylweHus LIe/TOCTHOCTH ob6beKkToB CUCTEMHOTIO peecTtpa B Knoue
HKLM\SYSTEM\CurrentControlSet\Services\WinSock2\Parameters\Protocol_Catalog9\Catalog_Entries.

PekomeHaauumu: lNocne BKIOYEHNS v BbIKIOYEHWS nogcucTemsl "LUndposaHne Tpaduka" BbINONHUTE NpoLeaypy pacyeTa
9TanoHOB 3afaHus Ans koHTpons peectpa Windows.

3.1.6. Nopacucrema 3aMKHYTOM NPOrpamMMHOM cpefabl

190. [nsa 3anycka DOS-nporpaMMbl C MOMOLLbI sip/ibika BbI30Ba, MOJIb30BaTeNt0 He06XoAMMO Mpeao-
CTaBWTb paspelleHne Ha 3amnyck, Kak camoii MporpaMMbl, Tak U spbika.

191. MNpu BBOAE CETEBOrO NMyTU C MCMNoJsib30BaHneM IP-agpeca nporpamMma "KOHTpoOsb MporpaMMm U faH-
HbiX" aBTOMaTMyecku npeobpasyeT BBeAeHHbIN IP-agpec B ceTeBoe uMmsa KomnbioTepa. Beog IP-agpecos
He noaAepXuBaeTcs, NO3TOMY A5 Mosib30BaTesiell OTCYTCTBYET BO3MOXHOCTb 3amnycka nporpamMm c ceTte-
BbIX pecypcoB C yka3saHuneM IP-agpeca cepBepa.

Pekomenpaumu: B cucteme CneayeT KOPPEeKTHO HacTPOUTb MEXaHU3M paspelleHns UMEeH KOMNbIOTEPOB B IP-a,qpeca.

192. Mo yMonyaHWio NoacMcTEMa 3aMKHYTOW NMporpaMMHol cpefbl obpabaTbiBaeT AOCTYN KO BCeM ali-
flaM — HEe3aBUCMMO OT TOro, SABASIOTCA OHW UCMONHAEMbIMK (paliiaMm UK HeT.

PekomeHpaaumu: Ytobbl nogecnctemMa oTnmyana UCTomnHsieMble dhannbl OT Apyrux (Hampumep, *.txt, *xml u np.), Heobxogumo
BKITHOUMTb PEXMM KOHTPOIS 3ar0fIOBKOB UCTIONHSIEMbIX (haliros.

193. B ceTeBOM pexume ¢GyHKUMOHMpoBaHUA C3UN npu Heo6XoAMMOCTU BK/IOYEHUS 3aMKHYTOW Mpo-
rpaMMHOI cpeabl Ha KOMMNbIOTEPE C YCTAaHOBJIEHHbIM CepBepoM 6e30MmacHOCTH, cneayeT OTKAKYNTL Ael-
ctBne MexaHmsma 3MC agns ydetHon 3anmcm IWAM_ComputerName. [na 3Toro cpeacrBamu
ynpasfieHns rpynnoBbiX NOANTUK NpefoCTaBbTe YYETHOM 3anucu npueuiernio "3amkHyTas nporpamm-
Hasa cpepa: He aericTeyeT”.
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194. [Mpn NocTpoeHun cnucka pecypcoB MO 3aBUCUMbIM MOAYNAM B CMUCOK MOryT 6bITb BK/IOYEHbI HE
AL

BCEe MoAynu. PekoMeHayeTca nocC/e MOCTPOEHUS CNUCKa BKUNTL "MAMKMI" pexmnMm n CKOppeKTMpoBaTb
CMMCOK pa3peLleHHbIX NporpaMM no xypHany Secret Net Studio.

195. lMpu MCNoNb30BaHMM CETEBOrO pecypca B CLeHapuax Ana nocTtpoeHus 3agaum 3MNC HeobxoanMo
npeaocTaBUTb AOCTYN K J@aHHOMY pecypcy He TOJIbKO MOJib30BaTesNisiM, HO U ydyeTHoi 3anuncu Network. B
NMPOTMBHOM CJ/lydae CLeHapwuii Afs TaKoro CETEBOro pecypca He 6yaeT npeobpasoBaH B CMMCOK UCMOMHSA-
eMbIX (halifoB B MpoLECCEe CUHXPOHMU3ALUMN.

196. MexaHW3M KOHTPOJS CKPUMNTOB KOHTPOSIMPYET BbINOJIHEHUE CLleHapueB, CO3AaHHbIX MO TEXHOOMUN
Active Scripts. Ecnn npunoxeHue Mcnonb3yeT ApPYrylo TexHosnoruiwo obpaboTku cueHapueB (Hanpumep,
6pay3ep Mozilla Firefox), B 9TOM NpunoXxeHun nepexsaT CLeHapreB He OCYLLeCTBASETCS.

197. N3-3a ocobeHHOCTElN POPMUPOBAHUSA U 3arpy3KU CLLEHAPUEB Ha MHOMUX NMONYNSPHbIX UHTEPHET-
pecypcax npoucxoauT aBToMaTMyeckas MoAndUKauns O4HUX U Tex e CueHapueB npu obpalleHnsx
K paHee 3arpy>XeHHbIM CTpaHuLUaM. 3TO NPMBOANUT K HEBO3MOXHOCTU MOSIHOLEHHOIO KOHTPOASA UCMOJI-
HeHua cueHapueB (ckpunToB) B 6pay3epe — MOCKONbKY OGHOB/SiEMble CLEHapuMuM Npu 3arpyske
CTpaHWL BOCMPMHMMAIOTCS KaK HEM3BECTHbIE, N CUCTEMA PErnCTPUPYeT COOTBETCTBYIOWME COBLITUSA B
XypHane.

PexomeHpaumm: Ecnn Bpaysep (Hanpumep, Internet Explorer) ncnonbayetcs ans 3arpyski M npocMOTpa CTPaHuL, U3 HTEPHe-
Ta, BKITOYMTE N5 UCTIONHAEMOro dhaitna 3Toro npouecca yHKLMIO UCKITIOYEHNS KOHTPONS CKPUNTOB. [ins 3TOro oTMeTbTe Ao-
MOMNHWUTENbHBIN NapaMeTp "PaspeLueHo BbINOMHATL NMtobble CKpUNThI" B AUanore HaCTPOMKK napamMeTpoB pecypcea.

198. He pekoMeHAyeTcs Bpy4yHylo A06aBNATb B MoAefb AaHHbIX MCMNOJIHSEMbIA cueHapuii (CKpUnT) u3
wsf-haiina. B darne Moryt 6bITb NpeacTaBAeHbl AOMOJHUTENbHbIE CBEAEHUS (ApYrue CKpUnTbl, CCbIIKK U
np.), KOTopble He 3a4eNCTBYIOTCS NMPU UCNONHEHUU cueHapus. MNMo3ToMy UCNoNHeHWe cueHapust u3 wsf-
dalina MoxeT BCce paBHO 6/10KMPOBATbLCA CUCTEMONM 3alMTbl MO NPUYMHE HECOOTBETCTBUS XPaHALWMMCS
cBefeHusiM B 6ase AaHHbIX. [ TakuX cLeHapueB c/iegyeT UCnosib3oBaTb npoueaypy AobasneHus pe-
CypCOB 13 XypHana (c npeaBapuTenbHON HAaCTPOMKOM CUCTEMbI AJ19 HAaKOMNIEHUS CBEAEHUN).

199. M3-3a 0cobeHHOCTM peanusaumm ctaHzapTHoro lNpoBoaHuKa, 3anyck daiinos *.Ink He peructpu-
pyetcs. Npn HeobxoamMMoCTn peructpaummn 3anycka Ink-dalinoB oTpeaakTMpyinTe B K/HOYE CUCTEMHOMO
peectpa HKLM\System\CurrentControlSet\Services\SnExeQuota\Parameters 3HadeHne napamMeTpa
Extensions (N0 yMOnM4YaHWIO YCTaHOB/IEHO 3Ha4veHme ".com;.bat;.cmd;.pif").

200. 3anyck CoO CMEHHOrO HOCUTENS HEKOTOPbIX MPUNOXEHUI (HanpuMep, NporpamMM yCTaHOBKM) MOXET
BbINOJIHATLCA C OCOBEHHOCTSIMU: MUCMOJNHSAEMbIN (haill CO CMEHHOro AUCKa KOMUPYETCS BO BPEMEHHYIO
nanky %USERPROFILE%\....\AppData\Local\Temp\... 1 3anyckaeTcs HeNnoCpeACTBEHHO N3 3TOW NManku.

201. lNpu 3anycke NPUIOXEHUSA C CETEBOro pecypca B XypHane Secret Net Studio mMoryT peructpupo-
BaTbCA ABa UAEHTUUYHbIX COBbITUSA, OTHOCALLMECH K 3aMyCKy MPUNOXEHUS.

202. B nporpaMme [poBOAHUK MpU HaBeAeHMM Kypcopa Ha dain nporpammbl B XypHane 6yaer peru-
CTPUpPOBATbCA COBbLITUE 3amnmycka WM 3anpeTa 3anycka NMpuioXeHus (B 3aBUMCMMOCTU OT TOro, yKasaHo
WAW HET AAHHOE NPUIIOXEHWUE B CMIUCKE paspeLleHHbIX A8 3anycka).

3.1.7. LUenTtpanu3osaHHoe ynpasneHue KL-3IMNC

203. LleHTpanu3oBaHHOE yrnpaBfieHWe OCYLLEeCTBSETCS B paMkax O4HOro goMeHa 6esonacHocTtu Secret
Net Studio.

204. LleHTpanunsoBaHHOe YynpasneHue pexumamn 3MC OCyLecTBASIETCS Ha YPOBHE KOMMbIOTEPOB W
rpynn KoMmnbloTepos. [103TOMY nNpu HEO6X0AMMOCTM MO-pasHOMYy HacTpouTb 3MNC AN HECKOSbKUX MOMb-
30BaTenen o4HOro KoOMMbloTepa, cnegyet HacTtpamsaTb 3MNC nokanbHO.

205. Pecypcbl, BHO onucaHHble B LIB/], npu ycTaHOBKe Ha KOHTPO/b ocTatoTcs B JIB[l U KOHTPONMpPYOT-
CA gaxe B TOM Cfyyae, ec/iM Ha KoMmmnbloTepe He obHapy>XeHbl COOTBETCTBYHOLME pecypcCbl — MPU KOH-
Tpone 6yaer pernctpupoBaTbCs owunbka OTCYTCTBUS pecypca. HanpoTwme, pecypcbl, OnMCaHHblie yepes
cueHapuu, He yCTaHaB/IMBAKOTCA Ha KOHTPOJb, €C/IN MPU BbIMOSIHEHUN CLLEHAPUA OHU Ha KOMMblOTEPE HEe
obHapyxeHbl (COOTBETCTBEHHO, 3TW PeCypcCbl He coxpaHsatoTcs B J1IB[).

206. Ecnu B 3apgaye co cueHapueM 6blIM BHECEHbI U3MEHEHMUS, MOC/Ie CUHXPOHM3aUUM pPerucTpmupyoTcs
cobbITnsa yaaneHus 3agaum n gobasneHus 3agaum B xypHane Secret Net Studio.

207. Ecnu ana Tupaxupyemoro 3agaHusi B LIBJ M3MEeHUTb MeTo KOHTPOsA M nepepacymTaTb 3TasloHbl, TO
Ha paboumx CTaHUMAX HOBblE 3TaSlOHHblE 3HAYEHUS CUHXPOHM3UPYIOTCS KOPPEKTHO, HO MPpW 3TOM CTapble
3HauyeHus (paccuMTaHHble MO NpeablayLWEeMY METOAY KOHTPONS) He 6yayT yaaneHbl U3 flokanbHoin BA.

PekomeHpaumu: I'IpM HeobxoaumocTu yOaneHna CTapblX 3TasloHOB BbINOMHUTE CriedytoLlme [encTBus:
1. Ypanute cBA3b 3agaHus ¢ Cy6'beKTOM N 0OXANTECH 3aBEPLUEHNA CUHXPOHU3ALNA.
2. BoccraHoBWTe CBA3b 3adaHNs C Cy6'beKTOM.
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208. 4YT06bI Mcnonb3oBaTb DNS-ncesaoHMM (alias) BMECTO HacTOsILLEro MMEHU KOMMboTEpa B CLEHapu-
ax ana dopmmpoBaHmsa 3agaHun 3MC, HeobxoAMMO BbIMOJHUTL PErucTpaumio ncesgoHmma B Ac-
tive Directory. Peructpauus BbINOSHSAETCS OAHOKPATHO MoOJSib30BaTeneM C nNpaBaMu agMUHUCTpaATopa
AoMeHa. [Ing peructpaunu BBeAMTE KOMaHAY COMOCTaBNEHUS MMEHW ydacTHUKa Cnyxb6bl (Service Princi-
pal Name) B dopmaTte: setspn -A HOST/<nceBAOHMM>.<nMS_AOMEHa>.ru <uMs_KOMrboTEPa>. Hanpu-
Mep, Npu ucnonb3oBaHunM B AoMeHe testdomain ncesgoHuma thl0 ana komnbioTepa ¢ MMeHeM testws
cnepyet BBeCcTu koMmaHay: setspn -A HOST/th10.testdomain.ru testws. O6bpaboTka rnceBaoHMMA Ha KOM-
nbtoTepax 6yaeT BbINOMHATLCS Nocne 06HOBMEHUA FPYNNOBbIX NOSUTUK.

209. Ecnn Mozenb AaHHbIX comepXuUT 6onee 250000 06bLEKTOB, MPW €€ COXPaHeHUM B MnporpamMme
ynpaBneHus BblaaeTcs npeaynpexaatowee coobuweHne. He pekoMeHAYeTCS XpaHUTb B MOAENN Kounye-
CTBO 06BEKTOB, NMpeBbllakLee yKa3aHHOe orpaHnuyeHme.

Pekomenpauuu: [Ins LIEHTPann3oBaHHOro ynpasnexHua uenecooGpaaHo ncnonb3osaTb CLUEHapuUn — 3TO YyMEHbLUaeT o6mee
KOnM4YeCcTBO 06LEKTOB MOAENM AAHHBIX M NOBbILLIAET y,EI,OGCTBO ynpaenexHua CUCTEMOMA.

210. Eciv B TMpaXXMpyeMoM 3aA4aHnmn KOHTPOJIS LIENIOCTHOCTM MCMOSb3yeTcsl MeTo KoHTpons "Coaepxu-
mMoe" C anroputMoM "monHoe coenageHue", He peKOMeHAyeTCs BKA4YaTb B 3agaHue dannbl 6onbworo
pa3mepa. MHaye BO BpeMsi CMHXPOHM3AUMM BO3MOXHbl 3aA4EPXKW M3-3a HEeOo6XOAMMOCTM nepedaydn Ha
KOMMNbIOTEPbI KOMWA 3TUX aligioB B KadecTBe 3Ta/IOHOB.

211. Ecnv B LEHTpann30BaHHY0 MoaeNb AaHHbIX TpebyeTcs 4o6aBuUTb rpynny pecypcoB Mo XypHany, B
danne xypHana Secret Net Studio fonkHbI OTCYTCTBOBaTb 3anmMcu O COBbLITUAX, MCTOYHMKOM KOTOPbIX
asnaetca SnNetworkProtection. MHaue npousonget owmnbka npm AeKOANPOBAHUM XypHana.

PekomeHpaauuu: Mpu co3gaHum daiina xypHana Secret Net Studio BbINOnHsATe akcnopT 3anuceit 6e3 cobbITi OT UCTOYHMKA
SnNetworkProtection. Insi aToro, Hanpumep, MOXHO BbINOMHUTL PUMbTPaLUM0 OToBpaXaemblx 3anuceit B mporpamMMe npo-
cmotpa. Kpome Toro, fobaBneHne 06BbEKTOB B LIEHTPANU30BaHHYK MOAENb AaHHbIX MOXHO BbINOMHSATL CPEACTBAaMM 3KCMopTa
1 umnopTa (B NoKanbHyl0 MOAENb AaHHbIX 40OaBUTbL HYXHbIE PECYPChl HEMOCPEACTBEHHO U3 NMOKANbHOMO XypHana, SKkCrnopTy-
poBaThb WX B (paiin v 3aTeM BbINOMHUTL MMNOPT M3 (Pailna B LEHTPaN130BaHHYK MOAENb).

3.1.8. [AucKpeunoHHoOe ynpasrieHue AoCTynom

212. lMpwu ycTaHOBKe MpaB AOCTyMna Ha KaTasor, K KOTOpOMY npeaocTaBfeH o6wuii goctyn (Henocpen-
CTBEHHO K 3TOMYy KaTanory), Heob6xoaAnMo obecneynTb BO3MOXHOCTb MPOCMOTPA COAEPXUMOro ANns Cu-
CTEMHOWM Yy4eTHOM 3anucu. [ns 3Toro paspeleHue Ha BbIMOJIHEHME AOIKHO ObiTb yCTaHOBNEHO AN
yyeTHon 3anucu "Cuctema" wnam gna rpynn, B KOTOPYH BKJIKOYEHA AaHHas yyeTHas 3anucb (Hanpumep,
rpynna "Bce"). MIHaye MexaHM3M AUCKPELMOHHOro ynpaB/ieHus A0CTynoM 6yaet 6/10KMpoBaTb CETEBOM
AOCTYyN K 3TOMY KaTanory Ans BCEX NOJib30BaTeneun.

213. Ecnn B OC BKIOYEH MeXaHU3M ynpaBneHus ydyeTHbiMK 3anucamm (UAC), cuctema npu onpeaenex-
HbIX AENCTBUSX MOJSIb30BaTeNs MOXET BblAaBaTb 3anpoChbl Ha BBOA YYETHbIX AAHHbIX nonb3oBartens. Mpu
BbINOJSIHEHMW B Nporpamme lMpoBoagHuK dhalrioBon onepaunm C pecypcom nosib3oBaTesieM, Y KOTOPOro He-
[OCTAaTOYHO MpaB AOCTyna Ha BbINOJIHEHME AAHHOM Onepaumu, MOXeT MOSBUTbCHA 3arnpocC CUCTEMbI Ha
BBOZ YYETHbIX AAHHbIX APYroro nonb3oBaTtens, obnagatowero Hy>XHbIMW NpaBaMu. B 3TOM cny4yae npwu
BBOAE COOTBETCTBYHOLUMX YUYETHbIX AaHHbIX OMepauusi BbIMOJHAETCS, HO OT UMEHM MNo/b30BaTesnsl, YbW
y4yeTHble faHHble 6bn BBeAEHDI.

3.1.9. MNMonHoMoOuYHOE ynpaBneHue foCTYrNnom

214. Pervctpauus npeaynpexaeHuii, BblAaBaeMblX MOMb30BaTENO NPU AOCTYNe K KOHdUAEHUMaNbHbIM
dannam, NoBbllWEHUN KaTeropun KoHduaeHUuManbHOCTM dalrnoe n npu BbiBoge MHMOPMaLMN Ha BHeL-
HMWE HOCUTENMU, OCYLLECTBNSETCS B CUCTEMHOM XypHane (WwTaTHbIn XypHan OC Windows).

215. Ecnn B OC BKJIIOUYEH MEXAHM3M YyrnpaBieHus ydyeTHbiMu 3anucamm (UAC), cucteMa npu onpenenex-
HbIX AENCTBMSAX MOMb30BAaTENS MOXET BblAaBaTb 3amnpocCbl Ha BBOA YYeTHbIX AAHHbIX Mofnb3oBaTens, 06-
napatouiero HeobxoanmbiMn npasamu. Npun BbINOHEHMN B Nporpamme MNpoBOAHMK (anoBoi onepaummn
KOHdMAEHUMANbHbIM PeCypCoM NoJib30BaTesieM, Y KOTOPOro HeAOCTaTOYHO MpaB Ha BbIMOJIHEHME AAHHOWM
onepaumn (no npasunam paboTbl C KOHPUAEHUMANBHBIMU pECYpCcaMmn), MOXET MOSBUTbLCS 3anpoc cucTe-
Mbl Ha BBOA Y4YeTHbIX AAHHbIX APYroro nosb3oBaTens, obnagatowero HeobxoamMbiMn npasamMu. B 3Tom
c/ly4yae npu BBOAE COOTBETCTBYIOLMX YUETHbIX AAaHHbIX ONepauns BbINOSIHAETCH, HO OT UMEHW MOJib30Ba-
Tens, YbW yyeTHble AaHHble 6bln BBEAEHDI.

216. Ecnn B cucteMe mucrnonb3ayetcs 6osiee Tpex KaTeropuii KOHGUAEHUMaNnbHOCTU, PEKOMEHAYETCS Ha
BCEX KOMMblOTEpax AOMeHa 6e30macHOCTM yCTaHOBUTb KnmeHTa Secret Net Studio Tekywen Bepcuun —
ANna KoppekTHoM paboTtbl moacucteM. Mpu HanMuMM KOMNbIOTEPOB CO CTapbiM KAMeHTckuM MO, raoe He
NoAAEPXMBAKOTCA AOMOSIHUTE bHbIE KAaTeropum, Ha 3TUX KOMMbiOTEpax MPOSBASAIOTCS CAeaylolime 0co-
6eHHOCTHN:

e [puM BXOAe MNOSb30BaTeENA C YPOBHEM Aonycka Bbliwe, yeM "CTtporo koHdbumaeHumanbHo", — cobbl-
Tne "Bxoa nonb3oBaTenss B CUCTEMY" HE pPeErncTpuMpyeTcsl COBCEM WM COAEPXWUT HEKOPPEKTHbIE
[aHHble B onucaHmu (yKasbliBaeTCsl YpPOBEHb AOMYyCKa nonb3oBaTens "HekoHduaeHumanbHo");
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e paboTaTb C NPOrpamMMoi HaCTPOMKM NOACUCTEMbI MOSIHOMOYHOIO yNpaBaeHUs AOCTYNOM pa3peLla-
€TCS TONIbKO MOJIb30BaTENSsIM C YPOBHEM gonycka "CTporo KoHduaeHumMansHo".

217. Mpwn OTKIOYEHHOM pEXUME KOHTPOSIS MOTOKOB, €CIN B NMPUIOXEHUN Bbl OTKPbLIT KOH(UAEHLMaNb-
HbIl AOKYMEHT, neyaTb BCEX Mocneaywmx AOKYMEHTOB B TEKYLIEM ceaHce paboTbl NpUIOXKEHUS pac-
CMaTpuBaeTCas KakK neyaTb KoHduAeHUManbHOW WHGOpMaumn (Jaxe ecnu noToM 6blIM  OTKPbIThI
HeKOHdUAEHUNaNbHbIE JOKYMEHThI).

PekomeHpauuu: [Ina nevatu HeKOH(bM,EleHLWIaJ'IbHOI'O OOKYMEHTa 3aKp017|Te npunoxexHue u OTKpOVITe 3aHOBO, HE 3arpyxasd
KOHq)VI,EleHLWIaJ'IbeIX [OKYMEHTOB.

218. B HeEKOTOPbIX CiydasiX Npu OTKPbITUN KOHUAEHUMANbHOrO danna MoxeT 6biTb BblAaH 3anpoc Ha
NoBbILEHNE YPOBHS KOH(PMAEHUNANBHOCTU MPUIOXEHNS, U NPX 3TOM B 3anpoce byaeT ykasaHo UMs Apy-
roro ¢arina. 3To CBS3aHO C 0COH6EHHOCTAMM paboTbl MPUIOXKEHUIA — MOTYT 3anpawunBatbca dannbl n3
CnncKa nocnegHnx OTKpbiBaBLWMXCSA (annos. MNpu cornacMm Ha MNOBbIWEHWE YPOBHS KOHPUAEHUMANbHO-
CTM B XYypHane byaeT 3amMKCMpPOBaHO COOTBETCTBYOWEee obpalleHume.

219. [ns paboTbl Npy BKIOYEHHOM pEXWME KOHTPOJIS MOTOKOB TpebyeTcs AOMOSHUTENbHAas HacTponka
napameTpoB, KOTOpash OCYLLEeCTB/ISIeTCS JIOKaJbHO C MOMOLLbIO MPOrpaMMbl HAaCTPOMKU MOACUCTEMbI MOJI-
HOMOYHOIO YMpaBfeHusi AOCTYNOM. [lOMOMHUTENbHYI0 HaCTpOWKy PpeKOMeHAYyeTCs BbIMOJHUTbL Mepes
BK/IIOYEHMEM peXuMa KOHTPOSis MOTOKOB. [anee B Mpouecce 3KCrsyaTtauuMM CUCTEMbl MporpaMmmy
HaCTPOWMKM cnefyeT UCNONb30BaTb B C/IEAYIOWMX Clydasix:

] npun yBean4eHnm Konm4yecTtesa NCNob3yeMbIX KaTerOpVIVI KOHd)VID,EHLI,VIaJ'II:HOCTVI;
] npu nAobaBneHun HOBOro NONb30BaTENS MU nepemmMmeHoBaHn CyLEeCTBYOLLEro,

e [pW YCTAHOBKE Mporpamm, Tpebyrowmx A0MNOHUTENBHOW HACTPOMKKN A5l COBMECTUMOCTU C pexun-
MOM KOHTPOJISi MOTOKOB;

° npn yCtTaHOBKe HOBOIo npuHTepa,

e Mpv HEOBXOAMMOCTM OTK/IOUYEHMS BbiBOAA MNpeaynpexaarowmx CoobLeHUn CUCTeMbl WU perun-
CcTpauumn cobbiTuin obpalleHmns K gannam.

220. Mpw BKJIIOYEHHOM pEXMME KOHTPOJISi MOTOKOB Ansi obecnevyeHusi HEO6XOAMMOro YpPOBHS 3alUWThbl
6noKkupyeTCcs 3anyck KOMaHA4 MU CeTEBbIX NMOAKIIOYEHUIM C BBOAOM YYETHbIX AAHHbIX NOMb30BaTesns, KOTO-
pbli HE BbIMOAHWUA MHTEPAKTUBHbIN BX0A4 B cuCcTeMy. OyHKUMSA 6NOKMPOBKN AENCTBYET HE3aBUCUMO OT CO-
CTOSIHWUA napameTpa rpynnoBoin nonmtuku "Bxoa B cuctemy: 3anpeT BTOPUYHOIO BXo4a B cucremy".

221. Mpu paboTe NpPUIOXEHUI B KOHbUAEHUMANBHBIX Ceccusix B XypHane Secret Net Studio moryT peru-
CTpupoBaTbCcsa cobbITUA "3anpeT n3MeHeHns NnapamMeTpoB KOHMUAEHUMANbHOCTU pecypca” ¢ npuymnHon "Ka-
Teropus dalina npesblllaeT KaTeropuio katanora". 3TO BbI3BaHO OCOBEHHOCTAMW MOBEAEHUS HEKOTOPbIX
NPUNOXEHWNN, KOTOPbIE MbITAOTCS 3anucbiBaTb MHMDOPMaUMIO B HEKOHMMAEHLNANbHbIE KaTanoru.

222. Tpu BKIHOYEHHOM PEXMME KOHTPOS MOTOKOB HE PEKOMEHAYETCS B KOH(pMAEHLUMANIbHON CECCUM Bbl-
NOMHATb Ntobble aAMUHUCTPaTMBHbIE AENCTBUA MO HAacTporKe, ynpaBneHuo, KOHOUrypnpoBaHMIO CUCTEMbI
(He cBsi3aHHble HanpsaMyto ¢ 06paboTkon KOHMUAEHUMANbHON NHMOPMaUNK), Aa)Xe eCc/i CUCTEMa NO3BOSISA-
€T 370 caenatb. Creaytowme eNCTBUS CrieayeT BbIMOHATbL TO/IbKO B HEKOHpUAEHUMANBHOM Ceccumn:

e BXOA B CUCTEMY aAMMHUCTpaATopa AN YNpaBfieHWA W HACTPOMKM CUCTEMbl (KPOME YCTaHOBKM
YPOBHEN KOHMMAEHUNANbHOCTN pecypcoB). MNpun HacTponkax cucteMbl B KOHDUAEHUMANBLHOW cec-
CUWN HaCTPOMKM MOTyT IN6O He COXPaHUTbCS, NMB0 He BbINONHUTLCS BOBCE;

e nepBblli BXO4 B CUCTEMY HOBOMO MOJSib30BaTeNsl WAM MOC/e NeperMMeHOBaHWUS YUYEeTHOW 3anucu
(naHHOE orpaHuyeHue oTC/exXMBaAeTCs CUCTEMOWN aBToMatTuyecku). MNMpu NepBoOM BXOAE BbIMNOJHS-
eTCs UHMUManm3saums npoduns nosib3oBaTeNs U KOHMUryprMpoBaHUe ero NnapaMeTpoB;

e KOHOUrypMpOBaHME M HACTpoMKa obblIX MpUIOXeHW nosb3oBateneM. Npu KOHMUrypmposaHuu B
KOH(UAEHUMANBHOM CECCUM MHOMME onepaLmm MoryT 6biTb 3anpeLleHbl No NOSIHOMOYHbLIM NpaBunaM;

e MepBblii 3aNycK Kakoro-imM6o MpuIoXeHus, C KOTOpPbIM MNOMb30BaTesNb A0 3TOr0 He paboTan Ha Te-
Kywei paboueit ctaHumn. O6ycnaBanBaeTCs TEM, UYTO, KakK MpaBu/o, Npu NepBoM 3anycke npu-
JIOXXEHUS NPOUCXOAUT €ro nepBoHayaibHas HacTpoiKa NoA KOHKPETHOrO MoJib30BaTeNs;

] nepeoHa4asnbHOE MNMOAKMNKOYEHNE CETEBOIro AMCKa MNOJib30BAaTENEM. Heobxoanmo gns aBToMatuye-
CKOro noAakJilo4eHnda 3TOoro AMCKa Npu KaXaAoM nocnegyrouleM Bxoge noJsib3oBaTtesid B CUCTEMY.
Ecnn nonb3oBaTenb BbIMOMAHUT npoueaypy noAKOUYEHUS CETEBOro AUCKa B KOH(bM,D,eHLI,Ma}'IbHOﬁ
ceccuun, To B cneayrumnx ceccmax aToT AUCK He 6y,ueT noAKNOYEH aBTOMAaTU4YECKN.

223. B pexvMe paboTbl C KOHTPOJIEM MOTOKOB MEPBbI BXOA4 MONb30BaTENS B CUCTEMY MPUHYAUTENBHO
BbIMOJIHSIETCA B HeKOHbMAeHUManbHOMU ceccuu. Mpu 3TOM MOMb30BaTENO BbIBOAUTCA COO6LIEHWE BMAA
"TekylmMit BXOA ABNAETCS KOHMDUIYpPaLMOHHbBIM, BO3MOXHOCTb CMEHbI YPOBHSI KOHMUAEHUMANbLHOCTM 6yaeT
npefocTaBfieHa Npu cneayloweM Bxoae". AHaNorMyHoe NoOBEAEHUE CUCTEMbI MOXET MPOSIBUTLCA U MO3XKEe —
Hanpumep, B C/lyyae CMeHbl NoJib30BaTeNIEM CBOErO Naposisi BO BPEMS BX0Aa B CUCTEMY. B HEKOTOpPLIX Ciy-
yasix Ans BXoda B KOHbMAEHUMANBbHOW Ceccun nocne nosyyeHms Takoro coobLleHnst MoxeT noTpe6oBaTbhbCs
nepesarpyska KoMnbloTepa.
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224. B pexuMe paboTbl C KOHTPONEM MOTOKOB BXOZA MOSIb30BaTENSA, UMEIOLWEro NepemMeLLaemMblit Npodunb
B OC Windows, 6yaeT npnHyauTEeNbHO BbIMNOSIHATLCSA B HEKOHPUAEHUMANbHOMW ceccun (KOH(UrypaumoH-
HbIi BXoA4). B TOM Xe cnyyae, KOrga 4yacTb Takoro npoduast BCe Xe XPaHUTCA SI0KanbHO, MoJib30BaTeb
CMOXET BbINOSHUTbL BX0A4 B KOH(MAEHUWANBHOW CECCMU, HO MPU 3TOM KOPPEKTHOCTb paboTbl dyHKUUMK
nepeHanpaBieHUsi He rapaHTUpyeTcs.

225. Ecnv ansi ycTpolcTBa 3anmMCU OMTUYECKMX AMCKOB BKJTIOYEH PEXMM TEHEBOro KOMWPOBaHWS, B
KOHdMAEHUMaNbHbIX ceccmsax 61OKMpyeTcs BO3MOXHOCTb 3anuMcu AUCKOB C UCNOSib30BaHWEM uHTepdelica
Image Mastering API (IMAPI) — Bo3HuKaeT owmnbka npu 3anmcu obpasa gMcka B XpaHunuLe.

PekomeHpaumu: [Ins 3anmcu ONTUYECKOrO McKa BOMANTE B CUCTEMY B HEKOH(DMOEHLMANBHON CECCUMM MM OCYLLECTBASANTE
3anuch B hopmarte ainosoir cuctemsl Universal Disk Format (UDF).

226. lMpu paboTe Nonb3oBaTens B KOHMUAEHUMANBHOW CECCUMN 3ampeLleHo yaaneHue nwboi nHdopma-
uMn ¢ nomelleHmem B KopsaunHy (B TOM yncne HekoHdUAEeHUMaNbHbIX peCypCcoB M MyCTbIX KaTanoros).

227. Co3gaHune KaTasioroB nepeHarnpabBfieHns BbiBoAa (haiisioB HEBO3MOXHO A1 KaTasloroB, B KOTOPbIX
NPUCYTCTBYIOT annoBble 06beKTbl C AaHHbIMKM 0Cco60oro opmarta reparse point n nNpm 3ToM 06BLEKTHLI HE
OTHOCATCA K TuMnam "cumBonudeckasa ccbinika" (symbolic link) wnn "coeamHenme" (junction). Ba3soBble
CBeeHUss O TnNpUMEHEeHMW TaKuMX [aHHbIX nNpuBeAeHbl Ha cauTe KomnaHuu Microsoft — cm.
https://msdn.microsoft.com/en-us/library/aa365503(VS.85).aspx. Ecnn B npouecce co3gaHus KaTano-
roB nepeHanpasneHnss obHapyxeHbl dannosble 06bEKTbI HENOAAEPXKMBAEMbIX TUMOB, BO3HMKAET OWN6-
Ka: "B AMpeKTOopuu ecTb reparse point".

228. Ha komnbloTepe nog ynpasneHneM OC Windows 7 Mo yMosyaHUIO AeiCTBYeT DYHKUMA NepeHa-
npasBfeHns BbiBoAa o6WKNX cnyXebHbiX annos npu co3gaHnM 3annucok Ha Pabouem ctone (B nporpam-
max StikyNot nnu SideBar). M3-3a aToro nmerTcsa creaytowme ocobeHHoCTM paboTbl C 3aNMCKaMu:

e 3aMNWCKM CO3[AKTCH M COXPAHAKTCA OTAENbHO AN KaXAOoro YpPOBHSA Ceccum nosb3oBaTtens.
Hanpumep, 3anucku, co3gaHHble B CTPOro KoOHdUAeHUManbHOM ceccmn, He ByayT AOCTYMHbI Mpwu
BXOZ€E 3TOr0 Xe nosib3oBaTtens B KOHPUAeHUnanbHON ceccumn, n HaoboporT;

e €C/M Mpu 3aBEpLUEHMN ceaHca paboTaeT npunoxeHue "3anmnckn" (Ha akpaHe oTobpa)kaeTcs XoTs
6bl 0aHa 3anucka), npunoxeHue byaer pabotaTtb M B CneaylLlleM ceaHce 3TOro nosb3oBaTens
HE3aBUCMMO OT YPOBHS KOHMDUAEHUMANBHOCTU ceccuun. Mpu 3ToM 6yayT 3arpyXXeHbl Te 3arnucky,
KoTopble 6blN Co34aHbl B CECCUM C TEM XKE YPOBHEM KOH(PUAEHLUMANBHOCTU.

229. Ecnv Ha koMmnbtoTepe nog ynpasneHnem OC Windows 8/10/2012 6yayT UCnonb30BaTbCsl NpUIoxXe-
HMa MarasuHa Windows, Tpebytowme BBOAa AaHHbIX YYETHOM 3anmncm MankpocodT, nepes BKIIKOYEHMEM
peXuMa KOHTPOJISl MOTOKOB BbIMOJIHUTE 3aMyCK 3TUX MPUSIOXKEHMN ANA COXPaHEHUS YYeTHbIX AaHHbIX.

230. [ins pexuMa KOHTPOJIS MOTOKOB MPeayCMOTPEH MEXaHU3M UCKITIUYEHWUI, NO3BONSAWNI obecneuntb
HOpManbHoe (QYHKLMOHUPOBAHNE MPUIIOXKEHUA, KOTOPbIM TpebyeTcs A0CTyn K ciyXebHbiM dainam 6e3
WU3MEHEHUS UX KaTeropuim KoHduaeHunanobHocTn (Hanpmumep, MO MaplInfo). CNMCOK UCKIIOYEHNN XPaHUT-
CA B CUCTEMHOM peecTpe KOMMbiOTEpa B BuAe Cnvcka 3HadeHwurt napameTtpa ProcNotUpFile (tvn
REG_MULTI_SZ) B kntode HKLM\System\CurrentControlSet\Services\SnFMac\Params. Kaxgoe wucknio-
YeHue 3a[aEeTCs OTAENbHOM CTPOKOW opmaTa <myTb_K_rpoueccy>::<nyTb_K_charay>, roe nyTb K npo-
ueccy yKa3blBaeTcs B BUae "\Device\Harddisk...\<ums_npoyecca>" (HanpumMep:
\Device\HarddiskVolumel\Program Files\MapInfo\Professional\MapInfow.exe), a nyTb Kk danny coaep-
XUT NONHbIM NyTb B dannosoi cucreme (Hanpumep: C:\WINDOWS\system32\config\software.LOG) nnu
OTHOCUTE/bHbIN NYTb C YKaszaHueM umeHn darina (Hanpumep: \system32\config\software.LOG).

Mpumevanune: CobbiTus kateropum "TIONHOMOYHOE YnpaBneHue JocTynom", peructpupyemble B xypHane Secret Net Studio
Mpy NOMbITKax JocTyna k o6beKkTam, coaepxar CBeAEHMUs O MyTsX K npoueccam 1 haitnam. Mpu (hopMMpoBaHM CriMcka UCKIto-
YEHWIA MOXXHO KOMMPOBATb HYXHbIE MyTW U3 3anucei XypHana.

PekomeHpaumm: MexaHuam MCKNIOYEHWI CreayeT UConb3oBaTh TOMBKO B KPaltHEM Cyuae, Koraa YCTaHOBMEHO, YTO ApYyTiMU
cnocobamn HeBO3MOXHO 0BecneunTb paboTocnocobHOCTL MPOrpaMMbl B Pa3nUYHbIX CECCUSX KOH(MAeHLMansHOCTM. Ecnu
nporpaMma [IomKHa 1Cnonb30BaThCsl TONMBKO B CECCUSIX OHOTO YPOBHSI KOH(MIEHLMANbHOCTH, YKasbiBaTb UCKIOYEHUS He
TpebyeTcs. B 3TOM cryyae BbINOSHUTE HACTPONKY NMPOrPaMMbl B CECCUM C HYXXHbIM YPOBHEM U He 3amyckaiiTe nporpamMmy BO
Bpemsi paboTbl B CECCUSIX APYTUX YPOBHENA.

231. Mpw BK/IOYEHHOWN TpaccMpoBKe BO BpeMsi paboTbl B KOH(MPUAEHLMANBHOW CECCUN MOXET PErncTpu-
poBaTbCs 60/bLIOE KOMNMYECTBO COObITUIA TPEBOMN M3-3a MOCTOSHHOIO obpalleHns cMcTeMbl K Kataaory C
noramu. Bbicokas 4yacToTa BO3HMKHOBEHUS COBbITUI NPUBOAUT K TOMY, YTO OMOBELLeHNe 0 cobbITUAX Tpe-
BOrM He npekpawaetcsa (nuktorpamma Secret Net Studio okpaleHa KpacCHbIM LIBETOM, MeEpLAEeT, a KO-
MaHAa MeHto "COpocuTb COCTOsSIHME TpeBOorn" HeAOCTyMHa).

PekomeHpauumu: [Ins katarnora ¢ noramu Co3ganTe katanoru nepeHanpasneHns.
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3.1.10. KoHTpOonb nevyarm

232. Cnucok BUpPTYanbHbIX NPUHTEPOB aBTOMATMUYECKM (GOPMUPYETCS MPU BKJIIOUYEHUU pexXuMa MapKu-
poBKM (CTaHgapTHash wanM pacwmpeHHas obpaboTka) MM pexmma TEHEBOrO KOMMPOBAHWUSA AOKYMEHTOB.
BupTyanbHble NpUHTEPbI NCMONbL3YOTCSA AJ1S9 KOHTPO/SA nevyatM U COOTBETCTBYIOT peasibHbIM yCTaHOBEH-
HbIM MPUHTEpPaM. YaaneHue BUpTyanbHbIX MPUHTEPOB MPOMCXOANT NMPU OTKIIOYEHUU PEXMMOB, MNpU OT-
K/IIOYEHUM MEeXaHM3Ma KOHTPONs nedatyu unm npu yaaneHmmn knmeHtckoro MO C3U Secret Net Studio.
Ecnu Ha MOMeHT yaaneHus BUpTyasibHbIX NPUHTEPOB MMEKTCA HEe3aBeplUeHHble 3aaHus B odyepeaun ne-
YyaTu BMPTyasbHOro NpuUHTEpa, 3TOT BUPTYyasbHbIM NPpUHTEP He byaeT yaaneH M3 cucremsl. [lo cneaytouwe-
ro opMMpoBaHMsA CNMCKa BUPTYasibHbIX MPUHTEPOB MevyaTb Ha TakoW NpuHTep 6yAeT HeBO3MOXHa.
YT10bbl MevyaTaTb AOKYMEHTbl Ha MpuWHTepe, AN KOTOPOro OocCTasicsa ApanBep BMPTyanbHOro NpuHTEpa,
cnepyeT BPYYHYIO yAanauTb 3TOT ApanBep, BbINOJHWB NpoLeaypy YAaseHus BUPTyasibHOrO npuHTepa.

PexomeH.qauwu: ﬂO)K,El,I/ITer yaanexHna Bcex 3a,anm7| B o4epeaax nevatu BUpTyarnbHbIX NPUHTEPOB nepe BbINONTHEHUEM JH0-
6oro 13 cnegyoLLmx LENCTBUN:

e OTKIIOYEHME PEXVNMOB MAPKMPOBKM 1 TEHEBOTO KOMMPOBAHMS JOKYMEHTOB;
e OTKIIOYEHME MEXaHW3Ma KOHTPONS neyaTy;
o ynaneHue knnentckoro MO C3M Secret Net Studio.

233. Ecnv BKJIIOYEH PeXMM MapKMpoBKM (CTaHAapTHas MM paclumpeHHas o6paboTka) UM pPexuMm TeHe-
BOro0 KOMMPOBaHMSA AOKYMEHTOB, NeYyaTb OCYLECTB/SETCS TO/IbKO Ha BUPTYyaslbHble NpuHTEpPbI (peanbHbie
NPUHTEPbLI B CMNCKE OTCYTCTBYIOT). lNpn neyatm AOKyMeHTa perncTpupytotcs 4 cobbiTvs: Hayano neyaTu
OOKYMeHTa, Hayaso neyaTu sK3eMnaspa AOKyMeHTa, yCrewHoe 3aBeplieHne neyatu ak3emnisipa AOKy-
MEHTa, yCnewHoe 3aBepLlieHme nevaT AoKyMeHTa. Ecnm pexnmbl MapKUpOBKM U TEHEBOTO KOMMPOBAHUS
OOKYMEHTOB OTKJ/IIOUEeHbl, Ne4vyaTb OCYLLEeCTBASETCA Ha peasibHbi NMpuHTEp (BMPTyasbHbIX MPUHTEPOB Npu
3TOM HET) C permcrpaumen 0gHoOro cobbiTnsa (paspeLlleHnsa nnm 3anpeTa).

234. MapkupoBka (gobasneHune rpudos) Nnpu nevyat AOKYMEHTOB BbINOJIHSAETCS 6e3 yyeTa dopmaTmpo-
BaHMSA CaMUX AOKYMeHTOB. [Mo3ToMy npu (pOopMMpOBaHWM AOKYMEHTa Ans neyaTtu ¢ rpudom HeobxoanmMo
yunTbiBaTh 06nactu ctpaHuy, rae 6yayT pasmewaTtscs dparMeHTsl rpuda. Ecnm cogepxxmMoe JOKyMeHTa
(HanpumMep, KONOHTUTYN) 3aHnUMaeT obnacTb BCTaBku rpuda, npyv neyaty NpousonaeT HanoxeHue rpuda
Ha 3Ty 4YacTb AOKYMeHTa.

235. MeuaTb AOKYMeHTa ¢ rpudomM, npeaycmaTpmBarolumM gobaBrneHne cBeaeHuli i Ha 060pOTHOM CTOpPOHE
nocnefHero INCTa, BbIMOJIHSAETCA CO CNeAYHOWNMU 0COBEHHOCTSAMU:

e PV BK/IOYEHHOM pexuMme ABYCTOPOHHeN nedatn (A4Ns NPUHTEPOB C TakKOW BO3MOXHOCTbIO) BCE
CTpaHuubl AOKYMEeHTa nevyaTalTcs Ha OAHOW CTOpOHe N1CTa, a CTpaHuua rpuda co CBeAeHUsMn
onsa o6bopoTHOM CTOpoHbl — Ha obopoTe nNocneaHero Mcra C MCNoJsIb30BaHUEM aBTOMAaTUYECKOM
WY PYYHOM nojauum;

e €C/IM BKJIIOYEH pPEXMM nevatn ABYyX uiam bonee CcTpaHuu Ha NMcTe, CTpaHuua rpuda co ceeaeHus -
MU Ans 060pPOTHON CTOPOHbI MaclTabupyeTcs M neyaTaeTcsi BMecTe C OCTalibHbIMUM CTpaHMLaMm
[OKyMeHTa (He Ha obopoTe nocnegHero nucra).

236. MNpu BKIOUYEHHOM PEXUME MapKUPOBKM C pacliMpeHHon 06paboTKoi KaTeropus KoHduaeHUnanb-
HOCTM pacnevyaTbiBaeMoro 4OKyMeHTa onpeaensiercs cieayowmnM o6pasom:

e eCc/n AOKYMEHT 3arpyxeH un3 darna B npunoxeHme MS Word nnu Excel n He 6b1n Mmoanduumpo-
BaH nepej nevyatblo — KaTeropus KOHOUAEHUMaNbHOCTU NpW NedyaTu onpeaensieTcs no KaTtero-
puun darina;

e BO BCEX OCTasIbHbIX C/ly4YasiX KaTeropus KoHdUAEeHUMaNbHOCTM AOKYMEHTa Npu neyaTu onpeaens-
€TCs MO YPOBHIO MpoOLlecca, M3 KOTOPOro OCYLUECTBASIETCS nedyaTb (Mpy OTK/OYEHHOM pexuMme
KOHTpPOJIA MOTOKOB — MpoOLEeccy MNpuUCBaMBAETCs YpPOBEHb KOHMOUAEHUMANbHOCTU, paBHbIl
HauBbICLIEN KAaTeropun KOHMOUAEHLNANBHOCTU OTKPbIBaBLUMXCA (ainos, Npu BKIOYEHHOM PEXU-
Me KOHTPOJIA MOTOKOB — MPOLECCY NPUCBAMBAETCS YPOBEHb KOH(MUAEHLNANBHOCTN CECCUM).

237. Ecnv BK/IIOYEH PeXUM MapKUpOBKM C pacluMpeHHon 06paboTkol, He NMoALEPXMBAOTCS BO3MOXHO-
CTW YacCTUYHOM Me4vaTu AOKYMeHTOB (ne4yaTb BblaeneHHoro dparmMeHTa, obsactm neyaTtn, TeKywen cTpa-
HMUbl W Np.) 3@ MWCKAIOYEHMEM nevyaTM YKa3aHHOro Crnucka CTpaHuy AOKyMeHTa. B crtaHaapTHbIX
cpeAcTBax HaCTPOMKW NMapaMeTpoB NevaTtn HenoAAep>XuBaeMble napameTpbl 6/10KMPYOTCS. B HEKOTOPbIX
NPUNOXEHUSAX HenoaAepXWBaeMble napaMeTpbl neyatm MoryT 6biTb AOCTYMHblI AN HACTPOMKM, OAHAKO
npy Ne4yaTn AOKYMeHTa Takme napameTpbl UTHOPUPYIOTCS.

238. B HekoTOpbIX NpuNoxeHusx (Hanpumep, Microsoft PowerPoint 2010) npu BKIOYEHHOM pexunMe
MapKMpoBKM (CTaHAapTHas WnauM pacwmpeHHas obpaboTka) WM pexuMme TEHEBOro KOMMPOBAHWUSA AOKY-
MEHTOB MPU MeYaTn MOXET He YUYUTbIBATbCS KOMIMYECTBO KOMWMK, 3a4aHHOE B AMarnore HacTpoMKM nevatu
B MPUIOXEHUN. B TaknMx cryyasx BbINOJIHAETCA neyaTb O4HOro 3K3eMnisipa AOKYMEHTA.

239. lMpn neuatun rpm¢)a 3aaHHble 3HAYEeHUS MOoJsien BbIBOAATCSA B 06'bEMe, HE npeBbiWarleM oTBeaEH-
HOe MPOCTPaHCTBO A9 KaXAoro nongd. NepeHoc CTpoK B ASIMHHbLIX 3HAYEHUAX nosnen He OCyLleCTBNAETCA.
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Ecnun gns nonsa ykasaHo CAMLWIKOM AJIMHHOE 3HadeHue (KOTOpoe He yMeLaeTCsi MOSIHOCTbO B OTBEAEHHOM
MpPOCTPAHCTBE), €ro rnpasas 4YacTtb obpe3saeTcs.

240. KoppekTHoe (YHKLMOHUPOBAHME MexXaHM3Ma KOHTpOAs nedyaTu obecrneuymBaeTcs MNpu yC/IOBUM
Hannuus HeobxoAuMbIX MpaB AOCTyMNa Ha KaTanor BpeMeHHbIX (anfioB Nosib30BaTeNs, 3a4aHHbl nepe-
MEHHbIMWN OKpYXeHus %temp% n %tmp%%, a Takxe Ha NpUHTEP, NCNOJIb3YeMbI ANS BbiBOAA Ha NeyaTb.
Ecnn napameTpbl 6e30MacHOCTM OO6BEKTOB OT/IMYAKOTCS OT 3aAaHHbIX MO YMOAYAHMIO, AOMXKHbI 6blTb
npenocTaB/ieHbl cneayowmne MMHUMabHbIE NpaBa:

e Ha kaTanor %temp% (%tmp%) — AN CUCTEMHOM YYETHOW 3anucu, a TakXke YYETHOM 3anucu Te-
Kylwero nonb3osBartesns (rpynnbl, B KOTOPYK OH Bk/OYeH): "lMonHbii goctyn". YTo6bl NpoBepuTh
npeAocTaB/ieHHble NpaBa, BbI30BMTE AMASIOrOBOE OKHO HacCTPOMKM CBOWCTB KaTasnora M OTKpouTe
Bknaaky "besonacHocTb". AHanormyHbiM 06pasoM cnenyeT NpoBepuTb NMpaBa Ha KaTanor, 3ajaH-
HbI NepeMeHHON %tmp%, ecnm OH OTNMYaeTCa OT NpeablayLero KaTanora;

e Ha NpUHTEp — 4S8 TeKyLlero nonb3osartens (Fpynnbl, B KOTOPYK OH BkIOUeH): "Mevatb". YTOObI
NpoOBEPUTb NMpeaoCTaB/ieHHble NMpaBa, B okHe "YcTponctBa v npuHTepbl" ("MpuHTEpbl M dakcbl")
BbI30BMTE AMANIONOBOE OKHO HAaCTPOMKM CBOWCTB NpUHTEpPa M OTKponTe BKAaaKy "be3onacHocTb".

241. MexaHU3M KOHTpPOJS NeyaTu HeECOBMECTUM C NpMHTEpaMu Xerox ceMeictea Phaser 4510. HecoBMe-
CTUMOCTb CBfI3@aHa C BHYTPEHHMMW OCOBEHHOCTAMU (DYHKLUMOHMPOBAHUS ApPaliBEpPOB MPUHTEPOB YyKa3aH-
HOW cepumn.

3.1.11. KoHTpOsb YCTPOUCTB

242. Ecnu koMmnbloTep 6bl1 3ab6/I0KMPOBAH M3-3a MOAK/IIOYEHUS HEepa3peLeHHOoro yCcTponcTBa, nocne
OTKNKYEeHUsA yCTpOVICTBa KOMMNbKOTEP OCTaHETCA 3a6J'IOKVIpOBaHHbIM A0 aAMUHUCTPATUBHOINO CHATUA
6/10KMpPOBKMN.

243. [InckoBoj rMBKMX MarHUTHbIX AMCKOB ONpeaensaeTcs no Hactpoike B BIOS koMnbloTepa — He3aBu-
CMMO OT (PM3MYECKOro HaNMumnsa AMCKOBOAA.

244. He oTcnexwuBaloTCs YCTPOICTBA, MOAKIIOYEHHbIE K MOC/IeA0oBaTe/lbHbIM U MapasniefibHbiM nopTam
KoMnbtoTepa. KOHTponmpytoTcs obpalleHus nonb3oBaTesiell K caMuM nopTaM. B yacTHocTu, npu noako-
YeHun K napannenbHoMy nopTty ZIP-gnckoBoaa, nocne yCTaHOBKM ApaliBepoB BCe gasibHenwune obpatle-
HMS Yepe3 NOPT BbIMOSHATCSA U3 KOHTEKCTa CUCTEMBI.

PekomeHgaumm: [Ins UCKNIOYEHNs! BO3MOXHOCT UCMONb30BaHMUS TakiX YCTPOMCTB YCTAHOBUTE 3anpeT paboThbl ¢ NOPTOM Anst
BCEX YYETHBIX 3an1Ceil U CUCTEMBI.

245. [ins onpepenieHns napaMeTpoB CETEBbIX KapT UCMOMb3YHTCA UX ApanBepbl. M03TOMY Npu BbIK/ItO-
YeHWN CeTeBOro NOAK/YeHUs1 byaeT PUKCMPOBaATLCS yaasieHne ceTeBOM KapTbl U Ha060poT.

246. Ecnun ansa ceTeBoro uHTepdeiica B NoaMTMKE KOHTpons ycTpoicte C3U Secret Net Studio BkntoueH
pexuMm koHTponsa "lMoaknoyeHne yCTpONCTBa pa3peLlleHo”, Tako nHtepdgenc 6yaet aBToMaTMyecku noa-
Kno4vaTbcs (aKTMBU3NPOBATLCS) NMPW MOCTYM/EHMN 3anpoCOB CO CTOPOHbI CUCTeMbl (HanpuMep, NMpu u3s-
MEHEHMW MapaMeTpoB ApPYroro ceteBoro MHTepderca, Npu 3arpyske KomnbtkoTepa v Ap.). NoakntoyeHve
6yaneT NpoMcxoauTb Aa)ke B TOM Clydae, ecsiv agMUHUCTPATOP OTK/OUN CeTEBOW MHTepdenc ctaHgapT-
HbiMK cpeacteamum OC.

PekomeHpauuum: [Ins pasrpaHuyeHns JOCTyna K CeTeBbIM MHTEpdercam ucnonb3yite cpeactea ynpasnenuns C3U Secret Net
Studio. Ecrv HeoBX0aMMO OTKIIOUUTL CETEBOW MHTEPCDEIC — BKIIOYNTE AMNS HEro pexum koHTpons "TogkrioyeHune yeTpoi-
CTBa 3anpeLLeHo" B nonuTuke koHTpons ycrpoiicte C3M Secret Net Studio.

247. B cnucke yCTPONCTB MOMUTUKN KOHTPOJS YCTPOMCTB HEKOTOPble CeTeBble KapTbl MOTyT OblTb BKJItO-
YeHbl B KJlacc, He COOTBETCTBYIOLWMMA Tuny ceteBoro uHtepdeica. Hanpumep, ecnn gnsa agantepa CNET
Pro200 PCI Fast Ethernet yctraHoBneH cTtaHaapTHblIli apaneep Microsoft, aToT ceTeBon MHTepdenc byaet
BKJItOUEeH B knacc "becnposogHoe coeauHeHue (WiFi)" (npaBunbHbii knacc — "CoeagmHenune Ethernet").
[na ncnpaBneHus cuTyauuu cnegyeTt YCTaHOBUTb aKTyallbHbIM ApaiBep aganTtepa OT NpousBoauTens.

248. Mpw perncTpauMm AOCTyna K AMCKaM KOMMbIOTEPA B 3aMMUCSX O TakUX COBbITUSIX MOTyT (DUKCUPO-
BaTbca nytu Buaa: K:\SnCP.log\:Docf_ Epgykx0Ovlecku24wlvbvh5k2Nh:$DATA. 3To CBA3aHO C TEM, YTO
nporpamMma lMpoBOAHMK AenaeT NOonbITKM OTKPbIBATb B dalinax anbTepHaTUBHbIE NOTOKWM Aa@HHbIX, YTO pe-
rMCTpUpyeT NoACUCTEMA pas3rpaHnYeHns 4OCTyna K YCTPOMCTBaM.

249. Ecnv gns ycTponcTBa AeicTeyeT pexunM "MoakiyeHne yCTpoicTBa paspelleHo”, npu nogknwoye-
HUW/OTKIIOYEHNN YCTPOMCTBA KPOME COOTBETCTBYIOLMX COObITUIA MOXET perMcTpmpoBaTbcs cobbitne "Us-
MeHeHbl NapamMeTpbl AeNCTBYOWEN NOMUTUKN: NONUTMKA AOCTyNa K yCTponcTeam".

250. Mpu NoAKNOYEHNN HOBOrO YCTPOMCTBA BbIMOJIHAETCSA MOMUCK MEPBbIX YCTAHOB/EHHbIX NapaMeTpoB
BBEpPX MO MEpPAPXUWN CMNCKA YCTPOMCTB. 3aflaHHble napaMeTpbl AN Kiacca WUan rpynnbl KONUpyoTca ans
HOBOrO YCTpOMCTBa (NpW 3TOM SIBHO 3aflaHHble NapaMeTpbl UMEIKT NPUOPUTET Mepea HacleayeMbIMU Na-
paMeTpaMu CTapluMX 3/IEMEHTOB Mepapxuu). DTO MO3BOJISIET HA 3Tane HACTPOWKM CHayana BbIMOMHUTb

20



Secret Net Studio. KommeHTapumu k Bepcum 8.5.5329.0

NnoAK/IloYEeHMEe BCEX HEOBXOAMMbIX YCTPOMCTB M paspeLllnTb UX UCMONb30BaHWe, Nocse Yero A1 COOTBET-
CTBYIOLLMX SNIEMEHTOB MEPAPXMM MOXKHO YCTAHOBMUTL 3anpeT Ha Ao6aBfieHMe HOBbIX YCTPOWCTB.

251. [ins HekoTopblX ycTpoiicte PCMCIA He oTobpaxkaeTcs MHdopMaums 06 yctponcTee. Kak npasuno
3TO MNPOUCXOAMT, KOrAa CamMo YCTPOMCTBO He COAEPXKUT HEO6X0AMMOIN MHDOPMaLMK.

252. YT06bl 06€CNeUYnTb KOHTPOb YCTPOACTB AN WnHbl PCMCIA, B CUCTEMHOM peecTpe A0NXeH 6biTb
pobaBneH A0ONONHUTENbHbIN NapaMeTp:
HKLM\SYSTEM\CurrentControlSet\Services\Pcmcia\Parameters\IoctlInterface : REG_DWORD : 1.
[aHHbI NnapaMeTp aBTOMaTM4YeCcKM co3aaeTcs npu yctaHoske C3U Secret Net Studio.

253.7pn M3MeHeHNN KOHGUrypaunmn KomnbtoTepa (a Takke NporpamMMHONM cpeabl - HanpuMmep, nNpu ycra-
HoBKe, obHoBneHmn MO Secret Net Studio nnn npn obHoBNEHNM ApaliBEpPOB) Mpwu NMepBOV 3arpy3Ke KOMIb-
loTepa MOXET BO3HWKHYTb OWMOKa (QYHKUMOHANbLHOMO KOHTPOJIS Ha 3Tane KOHTPOss arnnapaTHOW
KOHbUrypaumm. Takas ownbka BO3HMKAET OAHOKPATHO M MPU ClIeAyLWNX 3arpy3kax NposBnsTbCcs He byaeT.

254. HekoTopble YCTPOMCTBa MpW MNOAKIOUYEHUN MOryT OMNpPeAensTbCs CUCTEMOM KakK HEeCKOJIbKO
YCTPOWCTB (Aanee — coCTaBHble YCTPOMCTBA). DTO CBSAI3aHO C 0COH6EHHOCTAMU peannsaunm KOHTPOIEPOB
Ha AaHHbIX KOMMblOTEpPAxX MAW ApaviBEpOB YCTPOMCTB. Hanpumep, Ha HEKOTOPbIX MOAENAX KOMMbITEPOB
noAakatYaeMble KapTbl NamMsaTh MMC/SD onpefensitoTcs ele n Kak CMEHHbIE AUCKU U MOSBASIIOTCS B ABYX
MecTax Crmcka yCTpOWCTB: B knacce "CMeHHble auckn" rpynnbl "JlokanbHble ycTpoKcTBa" m B rpynne
"YcTporictBa Secure Digital”.

PexomeHpaumm: [1ns KOPPEKTHOIN HACTPOIKM COCTABHOMO YCTPONCTBA HEODXOAWUMO BbINOMHNTL OAHOTUMHYIO HACTPONKY napa-
METPOB [1151 BCEX BApUAHTOB €ro NPeACTaBINEHNS B CTIMCKe YCTPOMCTB. MNogpobHble cBefeHns 0 paboTe ¢ COCTaBHLIMM YCTPOA-
CTBaM COAEPXaTCs B JOKyMEHTE “PyKOBOACTBO agMUHMCTpaTOpa. HacTponka u akcnnyatauus. JlokanbHas sawura”.

255. lpu nMnopTe B rpynmnoByk NOJIMTUKY AOMEHA WM OpraHM3auMOoHHOro noapasaeneHuns napamMmeTpoB
NONUTUK, COoAEpPXaLlMX CMUCOK YCTPOWCTB, ANS BCEX MMMNOPTMPOBAHHbLIX TPYMM, KAaccoB, MoAenen wu
YCTPOWCTB MPUHYAUTENBHO BK/KOYAETCS pexmMm "3aaaTb HACTPOMKKM KOHTpons" (paxke ecnu oH 6bin oT-
K/OYEH AN 3/1EMEHTOB CMMCKa YCTPOMUCTB B 3KCMOPTUPYEMON NONUTUKE).

256. Ecnv B rpynnoByto NONIUTUKY AOMEHa WAW OpraHn3aunoHHOro noapasaeseHnst UMAoOpTUPYeTCsl MO-
Aenb YCTPOWCTB M MpW 3TOM B CMUCKE YXe eCTb YCTPOWCTBA, OTHOCSLWMECH K TakoW Moaenu, To 3Tu
YCTPOIMCTBa OCTaHYTCS NMpUHaANexalwmMmMm Knaccy, a He mogenu. Mpun 3ToM Nocne NpMMEHEHUS rpynnoBow
NOMNTUKM Ha paboyein CTaHuMK, B TOKANbHOW NONIMTUKE Takne yCcTponucTea 6yayT BKAOUEHbI B MOAESb.

Pekomenpaummn: Ecnu tpebyetcs nmnopTMpoBaTh napameTpbl MOAENM B TPYMNOBYID NOMUTUKY, KOTOPas YXe COLEepXuT
YCTPOIACTBA 3TOI MOZENM, Nepes UMNOPTOM 106aBbTE MOLEMb AMs YCTPOWCTBA C MOMOLLBI0 KOMAHb! KOHTEKCTHOMO MEH!O.

257. HekoTopble BuAabl ycTpoicTB (Hanpumep, cMapTdoH HTC S710) npeaoctaBnsiioT BO3MOXHOCTb Xpa-
HWUTb U NEPEHOCUTb AaHHble, HO B OC He BbICTYNalT B KayecTBe ANCKA MW MEPEHOCHOro HocuTens — T. e.
YCTPOWCTBO UAN ero KOMMAOHEHT He BK/YaeTcsa B knacc "XpaHeHue aaHHbIX". MNpu 3ToM B nporpamme po-
BOAHMK MOSIB/SIETCA BO3MOXHOCTb 3anucatb ¢aifibl Ha Takoe YCTPOMCTBO. Tekylwas peanusaums noacu-
CTeMbl pa3rpaHn4eHns AOCTyna No3BOJISET TONIbKO pa3peLunTb/3anpeTuTb NOAKIIYEHNE TakNX YCTPOUCTB.

PexomeHpaumu: TMpy HeoOXOAMMOCTI MCKIKOYMTD MOAKITHOYEHWE BHELLHWX YCTPOWCTB, MO3BONSHOLMX HECAHKLMOHMPOBAHHO
COXPaHsATb 1 NEPEHOCUTb [aHHbIE, 3anpeTuTe NoAKIIoYEHUE YCTPOCTB (KpoMe paspeLlieHHbIX) Ans knacca "USB | Mpouve”.

258. [ins paboTtbl ¢ rpynnoii yctponctB IEEE1394 Heob6xoaMMO ycCTaHOBUTb o6HoBrieHne Windows6.0-
KB953403-x86.msu. ®ann c 06HOBNEHMEM COAEPXKNTCA HA ANCTpMbyTMBHOM ancke Secret Net Studio.

259. Mpu NOAKIYEHUN YCTPOMCTBA CO CMeHHbIM HocuTenem (CD/DVD) k IEEE 1394 npw nosHOM 3a-
npete no npasaM MOACUCTEMbI pasrpaHMYeHus AOCTyna Ans BCeX, HO pa3pelleHHOM MNOAK/IHYEHUN, B
nporpamMme MNMpoBOAHMK MOXET NoABUTbCS HykBa Ancka. [JOCTyn K HOCUTEsO NpX 3TOM NOAYYUTb HENb34.

260. Bo3MoXXHa HEKOpPpEKTHas accoumaumst YCTPOCTB Ha WKHe SD ¢ nokasibHbIMK AMCKaMKU. ITO CBS3a-
HO C pa3/InymMsaMM B BEPCUSIX ApPaliBEPOB ANs KoHTponanepa SD. AOMUHUCTpATOp MMEET BO3MOXHOCTb Inbo
3anpeTuTb, TM60 pa3peLlmnTb NCNONb30BaHNE WKHbI SD LenMKoM.

261. VirHopupyeTcs nosiBrieHMe/ucyesHoBeHne ycTponctB RAS Async adapter, WAN Miniport (PPPOE),
WAN Miniport (PPTP) n apyrnx nogo6Hbix. OTn yCTPOWCTBa SABASIOTCA NPOrpaMMHbIM U HE HECYT yrpo3y
6e3onacHocTw.

262. MNpwu 3anycke NporpaMmmbl Co CMeHHOro HocuTens OC KonupyeT (ain BO BPEMEHHbIN KaTasor MoJjb-
30BaTena M OTTyAa Npou3BOAMT 3anyck dalina. MoacucTeMa pasrpaHUMYeHuUs AO0CTyna B 3TOM Cllyyae He
pPErncTpuMpyeT AOCTYM Ha UCMOSIHEHME K dalily CO CMEHHOIO HOCUTENS.

263. Mpw ycTaHOBMIEHHOM 3anpeTe A0CTyNa Ha UCMOJSIHEHWE AN MOAK/TOYAEMbIX AUCKOB (MOACUCTEMONM
pasrpaHunyeHus goctyna) gencreme "Open(0)" B nporpamMme MpoBoaHMK 6yaeT Bbi3biBaTb owunbKy "HeT
poctyna". MpuynHa 3akno4yaeTcs B TOM, YTO MpU BbIMOJIHEHMN AAHHOMO AEACTBUA nporpaMma MpoBoaHMK
OCYLLECTBNSAET MOMbITKY OTKPbITb Ha mMcnosiHeHue dann autorun.inf. Odenictemsa "Open" u "Explore" Bbli-
MOJTHAOTCSA KOPPEKTHO.

264. lNoacucTeMa KOHTPOJIS YCTPOMCTB He 06HapYyXMBAeET BCTPOEHHbIN PCI-MoaeM.
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265. [luckn, noaknovaeMble No TexHonormm iSCSI, oTkAoUYaoTCs NpU BbIK/IIOYEHUM KOMNbOTEPA U No4-
K/II0YaloTCs CHOBa Mpu ero Bk/4YeHUW. MNoacucTeMa KOHTPONS YCTPOWCTB OTC/EXMBAET AaHHble COobbi-
Tns. Ecnm Takoe yCTpOWCTBO YCTaHOBJIEHO Ha KOHTPOJb, MpU nepesarpy3ke MUKCUPYETCs U3MEeHeHue
annapaTHoW KOHMUrypauum, YTO MOXET NpMBECTM K BJI0KMpOBKE KOMMbloTeEpa (€eC/n BKAKOYEH NapameTp
"BnokmMpoBaTb KOMMNbIOTEP NPU M3MEHEHUN yCTpoicTBa").

PekomeHpauuu: He yCTaHaBJ'IVIBaVITe Ha KOHTPOIb ANCKK, B3a/MOAENCTBYE C KOTOPbIMW OCYLLECTBITIAETCA MO TEXHOIIOMUN iSCSI.

266. lMpu ncnonbzoBaHumM RAID-MaccuBa AUCKOB MOACUCTEMA KOHTPONS YCTPOWMCTB KOHTPOSIMPYET Mac-
CUB KaK OAMH pum3nyecknin guck. Bcneacrteme aToro HeKOTOpble BHYTPEHHME onepaumn ¢ AMckamn B Mac-
cuBe (HanpuMmep, 3aMeHa O4HOro M3 ANUCKOB) MOMYT HE KOHTPO/IMPOBaTbCA NOACUCTEMOMN.

Mpumeyanue: [ns GonblunHetea RAID-KOHTPONNEPOB NPeSOCTaBNSETCA BO3MOXHOCTb HACTPOMKM C MOMOLLBO COBCTBEHHBIX
MporpamMMHbIX CPEACTB YNpaBneHus. B 4acTHOCTM, Takumn NporpaMMHbIMI CPEACTBAMM MOXHO OTKITHOUMTL aBTOMAaTUYECKOe BOC-
CTaHOBIIEHWE MaccyBa MpW CMEHE aucka (4N 3awmTbl OT nogMeHbl). Kpome Toro, ans obecneyeHns 3alumTbl AaHHbIX crieayeT
peanu3oBatb COOTBETCTBYHLLME MEpPbI KOHTPOMS (hM3INIeCcKoro JocTyna K komnbtotepy ¢ RAID-maccusom.

267. V3-3a 0cobeHHOCTel paboThl ApanBepoB annapaTHoro obecrneyeHnss B OC Windows BO3MOXHbI CUTY-
aumn, Korga paspelleHHble A1 MCNOoSb30BaHUsA NOAKAIYEHHbIE YCTPONCTBA MOryT He NOSBASATHCS B CUCTe-
Me nocne nepesarpysku. Takoe rnoBegeHMe XapaKTepHO A4S YCTPOMWCTB, MOAK/HOYEHHbLIX K LUMHE WAW Ha
HEKOTOpPbIX KOHTposiepax WuHbl SecureDigital (Hanpumep, Texas Instruments). YTobbl ycTpoiicTBO NOSABM-
JI0Cb B CMCTeMe Moc/e nepesarpy3ku, Kak npaBuo, AOCTaTOYHO ero OTK/IUYNTb U NOAKIKYNTL 3aHOBO.

268. lNocne NoaKIYEHUS XKECTKOMO AMCKa BO3MOXHO cpabaTbiBaHME KOHTPOJS annapaTHOW KOoHdUry-
pauMyM Ha U3MEHeHue NnaMsATM KOMMbloTepa. Takoe MOXET MPOU3OWUTU MPU WUCMOSb30BAHUU HEKOTOPbIX
KoHTponnepos (Hanpumep, IDE Controller Marvell), koTopble pe3epBupytoT Ana cBoen paboTbl HE3HAUN-
TenbHoe konm4yectso Namatu (8 Kb).

269. pwu BbIKIOYEHMM NoACUCTEMBI WM pPOoBaHUS TpadumKa, a TakxXKe Npu ee BKIIOYEHUUN, €CNIN KIUEHT
6b1n ycTaHoBneH 6e3 3ToN NoACUCTEMbI, — MOCAe nepe3arpy3km MOXeT PUKCUMPOBaTbCA M3MEHeHue an-
napaTtHoOW KOHdUrypaumu.

270. B HeKOTOpbIX C/yyasix B XypHasie MOXET 3aperncTpmpoBaTtbcsl 60Mbllee KOMYecTBO cobbiTUiA noa-
KIIOYEHNSA OANHAKOBLIX YCTPOWCTB, YEM KOSIMYECTBO YCTPOMCTB, OTOOPaXKEHHbIX B AMasiOore yTBEPXAEHUS
annapaTHOM KOHdUrypaumu.

271. [ns yCTpPOWCTB, NoAk/to4aemMbix K wuHe IEEE1394 Bo BpeMs paboTbl KOMMblOTEPa (AMHAMUYECKUIA
KOHTPOJb), haKTOM MOAKIIOYEHUST YCTPOMCTBA CYMTAeTCsa KOMaHAa onepaunoHHOM CUCTEMbl, aKTUBUPY-
owas ycTponcrso. Moatomy, ecnu agpanBep He YCTaHOBMIEH A1 KOHKPETHOro YCTPOMCTBA, TO TaKOWM KO-
MaHAbl He nocneayeT, U NOACUCTEMA KOHTPONS YCTPOMCTB He 3aduMKCupyeT noakstoueHne. Kpome Toro,
npu 3anpeTte NOAK/OYEHUs B AMCreTyepe yCTpOMUCTB byaeT oTobpa)kaTbCs NOAK/IOYEHHOE YCTPOWMCTBO C
oWwnbKOM — T. K. YCTPOMNCTBO HEpPaboTOCNOCO6HO.

272. [ins ceTeBbIX NfaT U YCTPOWCTB annapaTHoi noaaepxkun Secret Net Studio Bo Bpems cnsiwiero pe-
XMMa He PUKCUMpYyeTCcs M3MEHeHWe annapaTHoOW KoHdurypauuun. Bo Bpems paboTbl gonycKaeTcs OTK/KO-
YeHMe UM MOAK/YEHWE paHee yTBeEpXAEHHOro agantepa 6e3 perncrpaumm CobbITUN OTKIOYEHUS W
NOAKIOYEHUS.

273. Ecnv Ans ceTeBOro aganTepa BKIKOUYEH PEXWM KOHTPOssS "YCTPOWCTBO MOCTOSIHHO MOAK/THOYEHO K
KOMNblOTEpY" € napameTpoM "B/oOKMpoBaTb KOMMbIOTEP MPU U3MEHEHUM YCTPOMCTBA", TO NpW BbIXo4e U3
CMSLWEero pexwuMa KOMMblTep MOXeT 6biTb 3absokMpoBaH. DTO CBSA3aHO C M3MEHEHWEM KOHdUrypauum
ceTeBbIX MHTepdencoB HeNOCPeACTBEHHO MPW BbIXOAE U3 CMSLWEro pexuMma, Tak Kak onepaunoHHas cu-
CTEMa B HEKOTOPbIX C/y4asX MPOAO/KAET MPOLLECC OTK/IOYEHMS WMHTepdencoB, MOCne 4ero CHOBa WX
noakntoyaeT. OTCneauTb BKIIIOYEHME M OTK/IIOYEHME CMSLWEro peXuMa MOXHO MO PerncTpupyembiM cobbi-
Tnam B xypHane Secret Net Studio.

PexomeHpaumm: YTobbl OTKNKOYEHWE CETEBOTO afanTtepa, CBA3AHHOE C BbIXOLOM KOMMLIOTEPA M3 CMALLETO PeXuma, He BOC-
MPUHUMANOCh CUCTEMOW KaK MU3MEHEHWE annapaTHON KOHAUrypaLum, BKIKYMTE 4nS 3TOr0 ajantepa pexum koHTpons "lMog-
KMKOYEHWe YCTPOMCTBA paspeLLeHo”.

274. 113-3a 0CO6EeHHOCTEN NMPUMEHEHWNS MapaMeTPOB KOHTPOA ANt CETEBbIX afanTepoB (@CMHXPOHHOCTb
BKJTIOYEHUS N OTKJIIOYEHMS NPU NPUMEHEHMN NOJNTUKN) BO3MOXHbI CUTYyaLMW, KOraa nocne nepesoja ce-
TeBOro nHTepdenca us pexunma KoHTpons "MoaknoyeHne yCTponcTea 3anpeLeHo” B pexum "YCcTponcTeo
MOCTOSIHHO MOAKJIIOYEHO K KOMMbloTepy" € napamMeTpoM "B/OKMpoBaTb KOMMbIOTEP MPU U3MEHEHUM
ycTponcTea" — npounsongéT 671o0kMpoBka KoMnbloTepa.

Pekomenpauumu: Ytobbl He npowusoLuna 6J'|OKI/1pOBKa B TaKoW cutyauuu, npu Nepexknio4eHmnn pexmMoB CHa4ana oTKIK41Te na-
pameTp "EJ'IOKVIpOBaTb KOMMbOTEP NP U3MEHEHN yCTpOVICTBa", NPUMEHUTE NONUTUKY U 3aTEM BKIKOUNTE JencTaue napametpa.

275. Ecnn B OC BK/IIOUYEH MEXaHW3M yrnpaBiieHus ydyeTHbiMK 3anucsamu (User Account Control — UAC),
He AeNCTBYIOT nMpaBa AOCTyNna K YCTPOWCTBaM, 3afaHHble ANS rpynnbl I0KaAbHbIX agMUHUCTpaTopoBs. Ec-
NN JOCTYN K YCTPOWCTBY paspelleH TONbKO ANA rpynnbl IOKasbHbIX aAMUHUCTPATOpoOB — AocTtyn 6yaeT
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610KMpOBaTLCA AN BCEX MOJib30BaTefiei, BKAKOYAs U afMUHUCTPATOPOB. Takoe fnoBedeHue ABSeTCS
cnefcTeMeM paboTbl MEXaHW3Ma yNpaBieHns yyeTHbiMM 3anucsamu UAC.

PekomeHgaumm: [1ns npegocTaBneHnst npas 4OCTYra K YCTPOACTBAM UCTIONb3yiATe Nobble Apyrvie yYeTHble 3amnncu.

3.1.12. Moacucrema annapaTHOM NoaAepPXXKU

276. USB-kntounM U cMmapT-kapTbl JaCarta PRO u Jacarta-2 PRO/FOCT oTobpaxatTcs B nporpamMme
ynpasneHus nosnb3oBaTtensMm kak eToken Pro. 3To CBSI3aHO C OAMHAKOBOW 3/1eMEHTHON 6a30M Yy AaHHbIX
yCTponcTB. B nporpamme ynpaBneHus (B LEHTPanM30BaHHOM W JIOKANbHOM pexumax paboTbl) Ha3BaHWS
3TUX YCTPOMCTB O0TOBpaxkatoTcsi NpaBubHO.

277. Ons paboTtbl ¢ naeHTudukatopamm eToken PRO Heob6xoauMo ucnonb3oBaTb MO EAUHBIA KINEHT
JaCarta Bepcum 2.9.x. B coctaB ycTtaHOBO4YHOro komnnekta Secret Net Studio po6asneH auctpnbyTtmns MO
EanHbin knneHT JaCarta Bepcum 2.9.0.1531.

278. B Secret Net Studio oTcyTCTBYIOT cneumanbHble pyHKUMKN cMeHbl PIN-koga B USB-kntoyax M cMapT-
KapTax.

PexomeHpaumm: Utobbl cmenuts PIN-kog (naponb) B USB-kntode unm cmapT-kapTe, nenonbayiite cooteeTctaytoee MO.

279. lMpwu yctaHoBKke N cMeHe PIN-koaa B MO M3roToBUTENSA YCTPOUCTB ANs cneayowwmx USB-kniouein u
CMapT-KapT HeobxoAMMO UCMOb30BaTb YKa3aHHble NPorpaMMHble Moaynu (annnetbl):

e JaCarta PKI/I'OCT, Jacarta-2 PRO/I'OCT, Jacarta-2 PRO/ITOCT SC — annnet PKI;
e JaCarta-2 PKI/T'OCT, JaCarta SF/TOCT — annnet 'OCT.

280. Ecnm B NamMaTK 3/1eKTPOHHOMO MAEHTMdMKATOpa COAEPXasiCsl Maposib, MpeBbilalowmini 16 CUMBOSIOB,
Mpu ero 3amMeHe NaposieM MeHblUen ANUHbI, B NaMaTU MAeHTUdMKATopa OCTaHEeTCs CTPYKTypa, Heobxoaumas
[Ns1 XpaHeHWs Naposns NpexHen ANUHbl. ITO MOXET NPUBECTM K AeUUUTY NaMATU naeHTudbmKaTopa.

PexomeHpaumu: B cnyyae gecmumTta namatv ugeHTUdmkaTopa no ykasaHHOM Bbille NpUdMHe, HeOBXOAMMO BbINOMHUTDL MHI-
LiMann3aLuio naeHTudurkaTopa 1im 3aHOBO BbINOMHUTL NMPOLEAYPY NPUCBOEHNS MAEHTU(NKATOPa NONL30BATENH).

281. Ecnn ona CMEHHOrO HOCUTENS HW pa3y He BbINOMHANACh Mpouedypa MpUCBOEHUSA, B Auanore
npeabsBleHUs naeHTUdUKaTopa 3ToT HocuMTenb 6yaeT oTobpaxaTbcs 6e3 HoMepa.

282. PaboTty c USB-kntouamum (Rutoken, JaCarta unu eToken) obecneunBaeT cucteMHasa cnyxba "CmapT-
kapTbl" (ScardSvr.exe). Ecnu 3Ta cnyx6a He 3anyuweHa, ncnosb3oBaHne USB-kntouyein HEBO3MOXHO.

283. Ecnn nHuumanusaumna naeHtudukatopa eToken BbinonHaeTcs cpeactBamMm Secret Net Studio, us
naeHTuduKaTopa yaanaTcs Tobko gaHHble Secret Net Studio u MAK "Cob6onb". MonHaa ouncrtka nams-
™ naeHTuduKaTopa He ocywecTensercs. Ansa dopMaTtnpoBaHUa C OYUCTKOM MamMatn maeHTudukatopa
Heo6x0ANMO BbIMNOMHUTL MpoLeaypy ero nHuuranumsaumm ¢ nomoubto MO eToken PKI Client.

284. Mpwn HecTabuabHOM (OYHKUMOHUPOBaHUM naeHTUdMKaTopoB Rutoken pekoMeHayeTcsi 06HOBUTL MX
ApanBepbl Ha  BepcuM,  pas3MelleHHble Ha  AMCKe  KOMMJeKTa NOoCTaBkum B KaTanore
\Tools\Tokens\RuToken\.

285. VpeHTudukaTopsl (Hanpumep, USB-kntoun), NoaKIOYEHHbIE NIOKANbHO K TEPMUHANIBHOMY CepBepy
C yCTaHOBJIEHHbIM KnneHToM Secret Net Studio, 6yayT HeAOCTYNHbI B TEPMUHANIBHOW CECCUWN MPU TEPMU-
Ha/IbHOM MOAK/OYEHUN C yAANIEHHOro KOMMblOTEpa, Ha KOTOPOM TaKXe YyCTaHOBJfeH KNneHT Secret Net
Studio. B aToM cnydae, HanpuMmep, € Takoro naeHTU@MKaTopa HeNb3s 3arpy3uTb 3aKpbiTble KUK ANA
AOCTyna K KpUNTOKOHTENHepam.

286. Ha koMnbloTEpax C YCTAHOBMIEHHbLIM KMeHTOM Secret Net Studio ans ncnonb3oBaHus USB-kntouei
WM CMapT-KapT Npu yAaneHHOM MOAKIOYEHUN peKOMeHAYyeTCs OTKA4YaTh pexum "CMmapTt-kapTbl" B na-
pamMeTpax noakntoyeHus (B pasgene Bbibopa NokKanbHbIX YCTPONCTB M pecypcoB). MHaye B TepMuHanb-
HbIX CeCCUMsX BO3MOXHbl C60M BbIMOAHEHUS onepauuii pas3bioOKMPOBKM KOMMbOTEPA WAW yrpaBieHus
naeHTUdnKaTopamm.

287. Mpw ncnonb3oBaHUKU A/l TEPMUHANIBHOTO BXoAda uaeHTudukatopa ESMART BO3MOXHa ANUTebHas
3agepxka 06paboTku naeHTnudurkaTopa, npmsoasLas Kk cbor npouecca Bxoaa.

PexomeHpaumm: YTobbl 06ecneymnTb KOPPEKTHBIA BXOA B CUCTEMY, MOXHO YBENUYUTL BPEMS OXUAAHWS 3aBEPLUEHUS Onepa-
LW Npn TepMUHANEHOM Bxoge. [Ans atoro B kitove cuctemHoro peectpa HKLM\SYSTEM\CurrentControlSet\Control\Terminal
Server\WinStations\RDP-Tcp cosgaitre napameTtp LogonTimeout Tuna REG_DWORD co 3HaueHrem 120 (cooTBeTCTBYET ABYM
MuHyTam). [aHHbii napameTp MOXET He [eWCTBOBaTb B HEKOTOPbIX KOHurypauusx — Hanpumep, B OC Win-
dows Server 2008 R2 npn onpegeneHHbIx ycnoBusix TpebyeTcs cneuuansHoe ucnpasneHne ot komnaHuu  Microsoft
(cm. http://support.microsoft.com/kb/2617878/en-us).
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3.1.13. 3atTupaHMe paHHbIX

288. He rapaHTupyeTcsa ycnewHas paboTa MexaHW3M 3aTUpPaHUA AaHHbIX C o6bekTamMu dainnoBoi cu-
ctembl UDF (Universal Disk Format). N3-3a ocobeHHocTeln peanusaumn dannosor cuctembl UDF mexa-
HM3M 3aTUPaHUA AaHHbIX MOJSy4YaeT SIOXKHYI WMHGOPMaLMID O KONMMYECTBE XECTKUX CCbIIOK dainoBoro
06bekTa, ecnu TOoT UMEeT anbTePHATUBHbIE MOTOKU AaHHbIX. B pe3ynbTate onepaums YHUUTOXEHUS AaH-
HbIX HE BbIMOJIHSETCS.

289. Ecnn BKIOYEH MEXaHM3M 3aTUPaHUS AaHHbIX, MOryT BO3HWKaTb 3a4epXXKW Mpu onpeneneHnmn
Brepsble nogkntoyaembix USB-ycTponcte (Hanpumep, USB Flash-HakonuTenb). OnpeaeneHne yCcTponcTBa
MOXET 3aBepLUNTbLCS Yepe3 HECKOJIbKO MUHYT Mocne ero nogksnatoueHus. Mpu 3ToM Bce creaytowmne noa-
KJIIOYEHUNSA TOro Xe ycTpoicTBa 6yayT BbiNONHATECSA 6e3 NuMWwHMX 3aTpaT BpeMeHun. MNpuunHa 3agepxek —
0CO6EHHOCTU MpPOTOKOSIMPOBAHUA YCTaHOBKM ycTpoicTB Plug and Play B onepaumoHHol cucteme. lMpu
yCTaHoBKe ApanBepa yctponctBa OC MHOrokpaTHO BbIMOSIHAET KelwnpoBaHMe 1 nepesannucb CUCTEMHOMO
darina nornpoBaHums (A0 TbiCAYM UMKIOB U 6onee), UTO yBenMunMBaeT CyMMapHoe BpeMs obpaboTkm one-
paunii MEXaHM3MOM 3aTUpaHusl.

PexomeHpaumu: [1ns COKpaLLEeHUs BPEMEHWN MOXHO U3MEHUTb YPOBEHb NornpoBanms onepaumii OC, BKIHOYMB peXxim 3anmncy
TONbKO OLIMBOK W NpeaynpexaeHuin. [ing aToro B cUCTEMHOM peecTpe co3aaitte napameTp Loglevel Tuna REG_DWORD (ec-
nm oH otcyteteyeT) B kntove HKLM\Software\Microsoft\Windows\CurrentVersion\Setup u 3apaitte atomy napameTtpy LeCTHa-
puatnpuuHoe 3HaveHne 0x00002020. [logpobHble cCBedeHUs O  HA3HAYeHWW W MCMOMb30BaHWM MapameTpa  CM.
http://msdn.microsoft.com/en-us/library/windows/hardware/ff550845(v=vs.85).aspx.

290. MexaHW3M 3aTMpaHus AaHHbIX MO YMOMYaHUIO He AelcTByeT Ans (ainoB Ha ancke ¢ dalinoBon cucre-
Mol ReFS (pocrynHa c Bepcum Windows Server 2012), ecnmn ana gucka, nankm unm camoro danna BKIKOYEH
OOMNOHUTENbHBIN NapameTp nposepku uenoctHocth (Integrity streams). 3To cBa3aHoO ¢ ocobeHHOCTAMK Me-
TOOMKM 3anucy Takux danioB — AaHHble BCEraa 3anucbiBaloTCS Ha HOBOE MeCTO AMCKOBOrO MpOCTPaHCTBa.
YT106bl BKAOUUTL AENCTBME MexaHM3Ma 3aTUpaHusl He3aBMCMMO OT MnapaMeTpa MNpPOBEPKM LEesI0CTHOCTU, B
kntoye cuctemHoro peectpa HKLM\SYSTEM\CurrentControlSet\services\SnEraser\Parameters cosgante na-
pameTp DisableReFsIntegrityStream tna REG_DWORD c nto6biM 3Ha4eHMEM U Nepe3arpysnte KOMMbHTEp.
MNMocne sToro AparviBep MexaHu3Ma 3aTupaHus npu obpaweHnn K darnam 6yaet cbpacbiBaTb UX aTpmbyThl
NpOBEPKWU LLeNIOCTHOCTU, YTO6bl 06ecneunTb 3aTMpaHme n NpeaoTBpaTUTb NOSIB/IEHNE OCTATOUHbIX AAHHbIX.

291. o yMONYaHUIO NpKn 3aTUPaHUKN OMNepaTUBHOMN MaMSATU NPOMYCKATCA 3aPUKCUPOBAHHbIE CTPaHULbI
(locked pages). 2710 nosBonsieT obecneunTb OYHKLUMOHMPOBAHME MNPUIOXEHUA U ApaliBepoB, KOTOpble
NpoAO0MXKAT MCMONb30BaTh 3aUKCMPOBAHHbIE CTPaHMLbl NaMATM Ha MOMEHT 3aBeplleHus npouecca —
Hanpumep, MO Citrix, DebugView. lNMpn He06x0AMMOCTM MOXHO BKJ/IIOYUTb 3aTUpPaHME 3aPUKCUPOBAHHbIX
CTpaHuy, namsTu. Onsa 3TOro B Kno4e CUCTEMHOIO peecTpa
HKLM\SYSTEM\CurrentControlSet\Services\SnWiper co3pgante napametp WipelLockedPages Tuna
REG_DWORD co 3Ha4yeHuem 1.

3.1.14. NopcmcTemMma 3aWUThbl NOKANbHbIX AUMCKOB

292. Mpw co3naHUKN 3arpy304HOro AMCKa aBapuMMHOIO BOCCTaHOBNeHUst Ha USB-Flash-HakonuTtene o6b-
eMoM b6onee 4 6 BuaMMbIN 06beM aucka nocne dgopMmaTupoBaHus 6yaeTt orpaHuyeH 4 6. B panbHen-
LIeM, eC/iM HOCUTeNb He byaeT HyXeH B KayecTBe AMCKA aBapUMHOro BOCCTAHOBMIEHUA (Hanpumep, Npwu
OTK/IIOYEHMN MEeXaHM3Ma 3alinTbl ANCKOB), MOXXHO BEPHYTb €ro UCXOAHbIN 06beM nyTeM nepedopMaTupo-
BaHWS cTaHAapTHbIMK cpeacTtBamm OC.

293. lMpn 1cnofib30BaHMM AMCKa aBapUMHONO BOCCTAHOB/IEHMS Ha CUCTEMe, 3arpyxatowencs c¢ GPT-
ONCKa, He MPOUCXOANT yaaneHune n oTkayeHne 3arpy3unka Secret Net Studio. Ecnm aToT 3arpy3umk 6y-
AeT 6nokMpoBaTh 3arpy3Ky, ero MoXxHo oTkatounTb B UEFI Setup, Bbi6paB B kKayecTBe OCHOBHOIO 3arpys-
umk Windows.

294. MexaHM3M 3aWMTbl AUCKOB He noaaepxuBaet 32-paspsigHble UEFI-cuctembl ¢ 3arpyskoii ¢ GPT-
Ancka.

295. Mpu ncnonb3oBaHUM MexaHU3Ma 3aluMTbl AUCKOB A7 BUPTyasbHOW MallMHbl pEKOMEHAYeTCs Co-
34aBaTb 3arpy304Hblli AUCK aBapUIMHOINO BOCCTAHOBMEHUS Ha KOMMNAKT-AUCKE WM B Buae obpasa KoM-
nakT-gucka. Bo3moxHocTb 3arpy3ku ¢ USB-Flash-Hakonutena mMoxeT He noaAepXuBaTbCs BUPTYasibHOM
MaLlMHOW.

3.1.15. TeHeBOe KONUPOBaHue

296. Ecnv onsi CMEHHOro AMCKa BKJIIOYEH PEXUM TEHEBOMO KOMWPOBAHWUS, peakuums NoACUCTEMbI Ha Mo-
NbITKY 3anucu ¢anna 6onblero pasmMepa, 4eM cBo60AHOE MPOCTPAHCTBO Ha AMCKE, 3aBUCUT OT BEpCUMU
OC n ncnonb3yemMoin nporpammbl. [lna Takoro cobbitus B XypHane Secret Net Studio moxeT He peru-
CTpupoBaTbCs owmnbka 3anucu. [lybnukat He nomecTtuslerocs danna 6yaet nmbo oTCcyTCTBOBaTh B Xpa-
HUAULLE TEHEBOro KonumpoBaHus, NMbo npeactaeneH B Buae daina ypesaHHoro obvema (Ckonbko 6b110
3anMcaHo NporpaMMont Ha AUCK A0 MOMEHTa NepenosiHeHMS ).
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297. Ecnn ana CMEHHOro AWCKa BK/OYEH PEXMM TEHEBOrO KOMUPOBAHMS, B XpaHWWULLE MOryT cosja-
BaTbCS KOMMKU (paliNoB He TOJIbKO MPW 3anmcu Ha CMEHHbIN ANCK, HO U MPU KONMPOBaHUM (ansioB C 3TOro
AucKa B nporpamme MNpoBOoAHUK. DTO CBSA3aHO C ocobeHHocTsaMM 06paboTku darinos B gaHHOM Bepcum OC
- nporpamMma lNMpoBOAHWK NPU KOMUPOBAHUM OTKPbIBAeT UCXOAHbIN dalin c NnpaBoOM Ha 3amnuch.

298. B HeKOTOPbIX C/yvasiX MpU BKAOUYEHHOM peXMME TEHEBOrO KOMUPOBaHUS ANs YCTPOMCTBA 3anucu
ONTUYECKMX AMCKOB MOXET 6J10KkMpoBaThCs onepaums GopMaTMpoBaHMs YMCTOrO0 KOMMakT-aAncka B gop-
MaTe ¢arnoson cuctembl LFS (Live File System, peanusaumsa ¢dopmata Universal Disk Format). Ecnum
¢dopMaTupoBaHue 6J10KMPYETCSH NPU OTKIHOYEHHOM peXMMe TEHEBOrO KOMWMpPOBaHUS, NpPoBeEpbTE Hannyue
npenocTaB/ieHHbIX NpaB (pa3pewweHnin) 3anmcu Ansa ycTponcTea.

299. Cucrema Secret Net Studio koHTponupyeT 3anucb MHMOPMaLUM Ha ONTUYECKME AMCKU MpPU yCro-
BUM WCMOMb30BaHUSA LITATHbIX CPeACTB OMepauuMoHHOW CUCTeMbl. HekoTopble Mporpammbl, MMeloLWwme
(PYHKLUMIO 3anMncm onNTUYECKMX AUCKOB, UCMOJb3YOT CO6CTBEHHbIE ApaliBepbl yNpaBaeHUst YCTPONCTBaMu.
Hanpumep: Daemon Tools, Power Archiver Pro, Alcohol 120%. C nomMowblo Takmx nNporpamm nosb3oBa-
Tenn MOryT OCYLLECTBASATb 3anMCb ONTUYECKUX AUCKOB B 06X04 MexaHM3Ma TEHEBOro KONMupoBaHusa. Ons
obecneyeHnst rapaHTMPOBAHHOIO KOHTPOJIS HE yCTaHaB/AMBaWTe Ha KoMnbioTepbl MO CTOPOHHUX MPOU3-
BOAUTENEN, NO3BOMISIOWEE 3anuCbiBaTb ONTUYeckme anckun (yctaHoBka MO paspelsaeTcs TOMbKO Mosib30-
BaTensam, obnagarowmm npasamMu agMUHUCTpaTopa).

3.1.16. KOHTpOJSIb NPUNOXKEHUN

300. B pexume "ayanT Nonb30BaTENbCKUX MPUMOXEHUIA" (BKIOYEH MO YMOMYaHUID) MexaHu3aMa "KoH-
TPONb MPUMIOXEHUN" ANA HEKOTOPbIX MPOLECCOB B XXYpHasie MOryT perncrpupoBaTbCs TOMIbKO cObbITUSA
"3aBeplieHme npouecca" 6e3 npeaBapuUTenbHON perncrpauum cobbiTui 3anycka. Hanpumep, cobbiTne
3anycka MOXeT He perncTpupoBaTbCs 4S9 CMCTEMHOro npouecca rundll32.exe, XoTa 3aBeplleHne 3TOro
npouecca ukcupyeTcs B XypHane. [JaHHas 0CO6eHHOCTb CBsi3aHa C TEM, YTO 3amnyCK TakuMx MpoLeccoB
BbINOJIHAETCA OT MMEHW CUCTEMbl, @ 3aBepLUeHMe NMPONUCXOANT B KOHTEKCTe nosib3oBaTtens. Mpu Heobxo-
ANUMOCTU perncrpaumm 3anycka nogobHbIX MpoLECcCOB BK/IOUUTE pexuM "ayanT Mosib30BaTeNIbCKUX U CU-
CTEMHbIX MpUNoXeHnin". TIpu 3TOM HYXHO y4YuUTbIBaTb, YTO YKa3aHHbIA PEXWUM yBESIMUMBAET HarpyskKy Ha
aapo Secret Net Studio n MOXeT NpUBOAUTL K MEPENOSIHEHMIO XKXypHana 3anmcaMu o Takmx cobbITuaX.

301. Ha koMmnbloTepe noa ynpaBneHneMm 64-paspsaHoi Bepcum OC npw 3anycke nonb3oBaTtesieM 32-
pa3psAHbIX MNPOLECCOB, A7 KOTOPbIX YKa3aHO "3anyckaTb TO/bKO MNo4 aAMUHUCTPaATOpoM", B XypHane
Secret Net Studio MoxeT peructpumpoBaTtbcs npeaynpexaeHne. Ha pabotocnocobHoctn C3M m OC 3To0
npeaynpexaeHne HMKaK He CKa3blBAeTCs M CBA3aHO C OCOBEHHOCTbIO peanusaunm onepaumMoHHON cucTe-
MOW NOBbIWEHMS Npas A40CTyNa AN Taknx NpoLeccos.

3.1.17. 3anpeT BTOPUYHOro BXoaa B cMctemy

302. Mpwu BKIOYEHUN peXMMa 3anpeTa BTOPUYHOIO BXOAA Ha KOMMbIOTEPE MOryT 6/10KMPOBATbCS HEKO-
TOpble aAMUHUCTPATMBHbIE DYHKLUMWU. B 4aCcTHOCTM, AaHHbIN peXuM MpensTcTBYEeT BBOAY KOMMbIOTEpPa B
[IOMeH, MOCKO/bKY A/151 3TOro Heo6Xx0AUMO BBECTU YYETHble AaHHble afMUHMUCTpaTopa AOMeHa.

303. VmMetoTca cneaytolme 0co6eHHOCTM NPUMEHEHUS NapaMeTpa rpynnoBbIX NoauTuK "Bxon B cucre-
My: 3anpeT BTOPUYHOro BXoAa B cucTeMy":

e €Cnn NpuMEeHEHNE NOJTNTUKN NMPOUCXoanT nNpun pa60Te KOMNbOTEPA — HOBOE 3HAYE€HUE NapaMeTpa
Ha4yHeT AeNCTBOBaTb CO cne.qyrou.l,eﬁ 3arpy3ku KoMnbrTEPAQa,

e B CETEBOM pexume (pyHKUMOHMpoBaHus C3U ecnu B rpynnoBoi NOAUTUKE napameTp 6bin nsme-
HEH MpW BbIK/IIOYEHHOM KOMMbIOTEPE — HOBOE 3Ha4yeHMe napaMmeTpa HayHeT AeACTBOBaTb CO BTO-
pori (nocne u3MeHeHUs HacTPOMKKN) 3arpysku KoMnboTepa.

304. [1ns 610KMPOBaHUSA BO3MOXHOCTM 3amnycka NMpUIOXKEHUN 0T MMEHU aAMUHUCTPaTopa NPUHYAUTENb-
HO M3MEHSIeTCS 3HayeHwe cTaHaapTHoro napametpa 6e3onacHoctn OC Windows "KOHTpONb y4YeTHbIX 3a-
nucen: noBeAeHWe 3amnpoca Ha MoBbiWeHWe npaB Ans o06blyHbIX Nonb3oBaTenein”. [JaHHOMy napameTpy
npucBamBaeTcs 3HadyeHne "ABTOMaTMYeCKn OTKOHSATb 3anpockl HA MNOBbIWEHWE npas".

PekomeHpaumu: He nameHsinTe 3HaveHme YKa3aHHOro napameTpa (VI He 3a4aBaiiTe AaHHbIN napameTp B rpynnosbIX NOAUTK-
KaX), 4TOObI UCKIIOYNTL BO3MOXHOCTb BbINOMHEHUS! AEACTBUN C BBOAOM YYEeTHbIX AaHHbIX NOnb3oBaTens, KOTOprI7I He BbINoI-
HUn I/IHTepaKTI/IBHbIVI BXOA B CUCTEMY.

305. lMpu BKIOUYEHHOM pexunMe 3arnpeTta BTOPUYHOIO Bxoda B XypHane Secret Net Studio peructpupy-
t0TCA CobbITUA "3anpeT CeTeBOro NOAK/YEHUSA MoA APYTMM UMeHeM", KOTOpble ABATCA pe3y/ibTaToM
NoMbITOK OTKPbLITUS CETEBLIX PECYPCOB OT UMEHU MONb30BaTENS, HE BbIMNOJHUBLUIEr0O MHTEPAKTUBHbLIN BXOZ4
B cuctemy. CobbiTua oTkasa 3anycka MO oT MMeHM ApPYroro noJib30BaTeNia He PEerucTpupyroTcs B XypHa-
ne Secret Net Studio.
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3.2. [NoBepeHHan cpepa

306. Bo BpeMs WITATHOIO 3aBEPLUEHMS CECCUMN MOJSIb30BATENS, Nepe3arpy3kn Uan BbIKIIOYEHUS KOMIbIO-
Tepa BbINOJHAETCSA NMPUHYAUTENbHAs OCTaHOBKA npoueccoB co ctopoHbl OC Windows, KOTOpPYHO AOBEpEH-
Hasa cpeaa (OC) He MOXeM OTINYUTL OT NMPUHYAUTENbHOW OCTAHOBKM MPOLLECCOB 3M10yMbllweHHnkoM. OC
npefoTBpallaeT 3aBeplleHne npoueccos, B XypHane AC peructpupyetcss cobbiTMe NOnbITKU 3aBeplue-
HMS, HO npu 3ToM OC Windows KOpPpPEKTHO 3aBepLUaeT CeCCUIo Nosb3oBaTens uan paboTy KoMnbloTepa.

307. OnucaHue apyrux ocobeHHocTel paboThbl, OrpaHUYEHUIA U PEKOMEHAALNIA COAEPXUTCS B NpUsoxe-
HUM JoKyMeHTa "PyKOBOACTBO aAMWHWUCTpaTopa. HacTpoika w 3akcnnyaTauusa. JoBepeHHasi cpefa" u3
KoMmnsiekTa noctaBku Secret Net Studio.

3.3. MeXxceTeBOoM 3KpaH U aBTOpU3aLMsA CeTEeBbiX COeAMHEHUMN

3.3.1. YcTtaHOBKa noAaCUCTEM CETEeBOM 3aLiUTbl

308. Ecnv B AoMeHe BkJOYeH 3anpeT ncnonb3oBaHunsa NetBIOS nmeH, ycTtaHoBka noacucTeM ceTeBoii
3alWnTbl HEBO3MOXXHaA Ha KOMMNbOTEPaxX C UMEHaAMUN ANNHHEE 15 cumBonoB..

309. Ecnn B AoMeHe He dyHKUMOHUPYeT cnyxba paspeweHuss uMeH DNS, ycTaHoBKa MoACUCTEM ceTe-
BOM 3alWuMTbl MOXET ObITb NMpepBaHa C Bblgayen coobuieHmns o6 owmnbke "2147024638 Bpems oxuaaHus
onepaumn mncrekno" npu nonbiTke obHoBNEHUA MHPOpMaumMm 06 areHTe Ha cepBepe ayTeHTUdUKauuu.
OvarHoctupoBaTb HepaboTocnocobHOCTL cnyx6bl DNS MOXHO C MOMOLWbIO Cleaylowmnx CTaHAapTHbIX KO-
MaHg OC:

e ping <nosnHoe_FQDN-umsi_komnbroTepa_cepBepa_besonacHoctn> — ecnn cnyxba He HanaeHa,
KOoMaHAa BbINoNHSAETCA ¢ 6onbloi 3agepxkon (nopsaka 10 cekyHa);

e nslookup <nosHoe FQDN-umsi_komrbroTepa_cepBepa_besonacHoctu> — ecnmn  cnyxba He
HaligeHa, BO3BpallaeTcs owmnbKa n3-3a NpeBbILEHNS BPEMEHN 0XuaaHus oTBeTa DNS-cepsepa.

310. Bo BpeMsl yCTaHOBKW/OBHOB/IEHUS MOACUCTEM CETEBOI 3alUNTbl MOryT MpPepbIBATbCS CYLLECTBYO-
LMe ceTeBble NOAKIIOYEHUS.

311. Ecnv B onepaumoHHOM CUCTEME HE HACTpPOeHa NMoAajAepXKa PyCCKOro sidbika (B TOM 4Yucie afsli npu-
JIOXEHUI, He noaaepxuBalowmnx KOHMKOA), NOACUCTEMbI CETEBOIN 3alLMTbl MOrYT HEKOPPEKTHO o6pabaThbl-
BaTb 06bEKTbI C CUMBOMIAMM KUPUAANLbLI (MMEHa KOMMbIOTEPOB, MyTb YCTAHOBKMU U Ap.).

312. B cnyyae yCTaHOBKM Ha KOHTPOMSEp AOMEHa, NpW nepesarpyske KOMMblOTEpPa BO3MOXHO MosiBNe-
HMe coobLeHnn NoACUCTEMBbI ayanuTa O HenoanucaHHbix naketax. CoobweHus NoaBASTCA Npu 3awmTe
cnepyowmx nopTtoB KoHTposnepa gomeHa: 135 TCP, 139 TCP, 445 TCP, 389 UDP, 88 UDP, NTDS.

3.3.2. O6wee

313. He nogaepxunBaetcsa paboTa KOMMNOHEHTOB CETEBOW 3aLLUNTbI HA KlacTepax.

314. He noanepxwusaetcs paboTa KOMMNOHEHTOB CETEBOW 3allMTbl HA KOMMbIOTEpPAX, B MMEHaX KOTOPbIX
NCNOMb3YTCS TONMbKO uMdpbl 1 cneucumeonbl (Hanpumep, 2016-1 nnm 20167).

315. [Ins KoppeKkTHON paboTbl KOMMOHEHTOB CETEBOW 3alUMTbl Ha KOMMbIOTEPAxX C aKTUBHOW PpOMbiO
Hyper-V MoxeT noTpe6oBaTbCs AOMOJIHUTE/IbHAA HACTPOMKa NMapaMeTpoB CETEBbIX aaanTepoB. PekoMeH-
Jalnun Mo HacTpoMKe NpefoCcTaBASOTCA Mpu o6palleHun B Cnyx6y TEXHUYECKON MOAAEPXKKN KOMMNaHWUM-
nocTasLiuKa.

316. He pekomeHayeTCs COBMECTHOE MCMOSib30BaHME MexaHM3MOB ceTeBOl 3awnTbl Secret Net Studio ¢
MeXCEeTeBbIMM 3KpaHaMn CTOPOHHUX npoussoauTenein. Jns KoOppekTHOro MyHKUMOHMPOBAHMUS MOXET Mo-
TpeboBaTbCa AONOMHUTEIbHAs HAaCTpoOMKa napaMeTpoB.

Mpumeyanue: Mpu vcnons3osanmn MS Windows Firewall fononHuTensbHas HacTpoiika napaMeTpoB He TpebyeTcs.

317. MexaHu3M aBTOpPU3aLUUN CETEBbLIX COEAMHEHWUN He NoAAEepXMBAeT KOHGUrypaumo ceTu, npu KoTo-
poli coeAMHeHue KAMeHTa C 3allMliaeMblM KOMMbITEPOM ocyuwecTtenseTtcs nocpeactsom NAT, VPN wnam
IPSEC.

318. MexceTeBoi 3kpaH He obecneuynmBaeT paboTOCNOCO6HOCTb C ABYMS UNKN 6onee ceTeBbIMU UHTEP-
dericamm, coegnHeHHbiMM MocToM (bridge), a Takxke C ceTeBbIMM MHTepdencamMmmn, CrpynnmMpoBaHHbIMK B
Nic Teaming.

319. CobbiTMA, 3aperncTpupoBaHHble MexaHM3MaMu CETEBOM 3aluuUTbl, MOryT oTO6paxaTbCs B XypHasne
He B XPOHOJIOFMYECKOM MopsaKe.

320. Mocne nsmeHeHns NetBIOS-MMeHM KOMMblOTEPA HEOG6XOAMMO BbIMOMHUTL NPOLEAYPY UCNpaBeHuUs
paboToCcnoco6HOCTN MEXaHM3MOB CETEBOI 3alUMTbI C MOMOLLbIO NPOrpaMMbl YNpaB/ieHUs.
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3.3.3. AyteHTuchbukauua

321. lpu obpalleHnn K 3almaemMoMy KOMMNbOTeEPY Mo npoTokosy FTP ¢ KoMnbloTepa, Ha KOTOPOM 3a-
nyweH 6paHamayap Windows, ans ayTeHTMdUKaLUM UCNOSb3YeTCs yUYeTHas 3anmcb pabodein cTaHUUK.

322. lMonb3oBaTento, ayTeHTUPUUNMPOBAHHOMY B CUCTEME, pa3peLllaeTcs AOCTYN K 3alMWaeMbiM KOMMb-
loTEpaM B TEUEHNE HEKOTOPOro BPEMEHW MOCSIE OTK/OUYEHUS MU YAANEHUS ero YYEeTHOM 3anucu.

323. lNpu cMeHe Napons ydeTHOW 3anncy 3aluwaeMoro cepeepa (Hanpumep, nocne nepeycraHosku MO
areHTa MexceTeBoro aKkpaHa Man BOCCTaHOB/IEHUNA CUCTEMbI Nocne C60ﬂ) aboHeHTbl B TeyeHue HEKOTOpPO-
ro BpEMEHW He CMOryT yCTaHaB/IMBaTb C 3TUM CEPBEPOM 3alUULLEHHbIE COEANHEHUS.

324. Mpn ncnonb3oBaHUn SMB-coeaMHEHUS BO3MOXHO MOsiBfieHWe coobueHnin ayauta o6 aHOHUMHOM
AOCTyne no npoTtokosay SMB B crnegyowmnx cny4vasax:

. nocne BbiXxoAa KOMMNbHOTEPA aboHeHTa 13 cnawero pexwmnma,

e Mpu O4HOBpPEMeHHOW paboTe HECKOJSIbKMX Mosib3oBaTesien no npotokony SMB (T. K. nNpu 3TOM
BNnageHne SMB-kaHanoM nepexoauT OT OAHOro NoJsib30BaTeNs K Apyromy).

325. CeteBoii TpauK OT NPUIOXKEHMS, 3anyLleHHoro B ceccun 0 Mo yyeTHoi 3anucblo LocalSystem,
onpeaensaeTcs Kak CUCTEMHBbIN.

3.3.4. 3awmuiaemMbii cepBep

326. MNpu ogHOBpeMeHHOM cpabaTbiBaHMM MOSIUTUK U MpPaBW/, OrpaHUUMBAOLLMX AOCTYN K 3allUMLIaEMO-
MYy KOMMblOTEPY, BO3MOXHbI AY6AMpPYIOLINE COOBLLEHNS MOACMCTEMbI ayanTa.

327. MNpu cMeHe rpynnbl U3MEHEHUA AN YUYETHOM 3anMcK KOMMboTepa BCTyNalT B AeNCTBUE Yepes He-
CKOMbKO YacoB. [ns nonb3oBaTens U3MeHeHWs BCTYMNAT B AEWCTBME BO BpeMsa Cleaylollero Bxoaa B Cu-
cTeMy, NMBO TakXe yepe3 HEeCKO/IbKO 4acoB, €C/iN MO/Ib30BaTeslb HE BbIMOJIHAM BbIXOA4 M HOBbI BXOA B
cucTemy.

328. MMpwu BbIXxoAE U3 aBapUIAHOrO pexmnMa MOryT 3aBepLUNTLCS COeAMHEHUs, YCTAHOBIEHHble aboHeHTa-
MW C 3aluMLL@eMbIMU CEpBEpPaMU.

329. lMpwu 6onblioN Harpyske Ha KoOMMbioTepe aboHEeHTa MOXET npepBaTbCs cyuiecTByowas ISAKMP-
accoumauma Mexay aboHEHTOM M 3alUMLLAEMbIM CEPBEPOM, B pe3ysibTaTe Yero 4acTb NaKeTOB MOXET OT-
NpaBnATbLCS HEMOAMMUCAHHBIMU 0 YCTAHOBJIEHNS HOBOW accoumaLunm.

330. Ecnm Ha 3awumuiaeMoM cepBepe BKJOUeHa npoBepka MNoAsMHHOCTM SMB-Tpaduka cpeactsamu
Windows (06bl4HO Ha KOHTpolepax AOMeHa), TO Npy O4HOBPeMeHHOW paboTe HeCKOsbKMX Mosb3oBaTe-
e Ha OAHOM yAafieHHOM KOoMMbikoTepe ¢ o6WuMKM nankamMm Ha 3TOM cepBepe MOryT npepbiBaTbcd SMB-
NOAKIIOYEHMUS.

331. B HeKkOTOpbIX Cly4asiX, BO3HMKAKLWMX B CUy 0COBEHHOCTEN MaplipyTu3auuu 1 TOMOJIOrUKu CeTH,
BO3MOXHO nosiBfieHne coobuweHuii ayamta 06 obHapyxxeHun AybnnkaToB ceTeBbIX NAKETOB.

3.3.5. MNMpoume ocobeHHOCTH

332. Ecnv HeayTeHTU(UUMPOBAHHbLIM MOSb30BaTENAM pa3pelleH A0CTYN Nno npoTokony SMB Ha 445-1 1
139-1 nopTbl, TO NPU NPUMEHEHUN MPUKIAAHbBIX NPaBUN He ByAeT yunTbiBaTbCA MMS NOMb30BaTENS, AaXe
€C/IM Ha yAasleHHOM KOMMbIOTEPE OCYLECTB/IEH BXOA OT €ro MMEeHMU.

333. lMpaBuno goctyna He AeWCTBYET A/ 3a[4aHHOro McrnosiHaeMoro daina npouecca, ecnm cam daiin
HaxoAWUTCA Ha MPUCOEAWHEHHOM CeTeBOM aucke. B aToMm cnydae Heobxoammo ykasbiBaTte UNC nyTb B
dopmaTte "\\<ums_cepsepa>\<ums_ceTeBoro_karasaora>\<uMms_gavina_npoyecca>.exe".

334. lMpw noakNOYEHUN K CUCTEMaM XpaHeHust AaHHbix no npoTtokonaM NFS (Network File System) u
ISCSI HeobxoaMMO NpeAoCTaBnsaATb AOCTYN Kak AfS YHYETHOM 3anncu KOMMblOTEpa, Tak U ANa YYETHOM 3a-
nMcK nosib3oBaTens.

335. lMpu cMeHe UMeHU KOMMbIoTepPa, Ha KOTOPOM YCTaHOB/EH KaueHT Secret Net Studio ¢ noacucrema-
MW CeTeBOWM 3aluTbl, MOC/e nepesanycka B NporpaMmme yrnpasieHUs AJ1S MEXCEeTEeBOro 3kpaHa oTobpa-
XaeTcsa cratyc "nogcuctema He pabotaeT B nonHoM obbeme". Kpome TOro, mpekpaiiaerca obHoBNeHue
KOH(Wrypaummn ceTeBol 3aluTbl, U B MporpaMmMe yrnpaBieHust MoOXeT 0TobpaxaTbCs CTapoe MMS KOMMblo-
Tepa. Takxe BO3MOXHbl cb6on B paboTe cpeacTBa 06HapyKeHNS BTOPXEHWNA.

PekomeHpaumu: B criyyae nepenMeHoBaHUs KOMNboTEpa Anst BO306HOBNEHWS HOPManbHOM paboThbl BbINOMHUTE CReaytoLLme
[efCTBMS.

Ecru knneHT YCTaHOBINEH B CETEBOM peXume beHKLlI/IOHMpOBaHMFII

1. Ha paboyem mMecTe agMMHICTPaTOPa B NporpamMMe ynpasnenus yaanute 06beKT U3 CTPYKTYpPbI W 3aTeM CHoBa AobaBbTe
C NoaYmMHeHreM Tomy xe cepeepy 6esonacHocTu (CB).
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2. Ha sawmiiaeMom KOMMbIOTEPE B KOMaHAHOW CTPOKE BBEAWTE KOMAHAY:
C:\Program Files\Secret Net Studio\Client\Components\Network Protection\ScAuthChangeRealm.exe" /KDC <umsi_Cb>

Ecrv knmneHT YCTaHOBI1EH B aBTOHOMHOM peXume (byHKU,VIOHVIpOBaHVIFIZ

1. Ha 3awmiiaemom KoMnbHOTEPE B KOMaHAHO CTPOKE NOCNeaoBaTeNbHO BBEAUTE KOMAHABI:
C:\Program Files\Secret Net Studio\Client\Components\Network Protection\ScLocalCfg.exe NETPROTECTION Reset local
C:\Program Files\Secret Net Studio\Client\Components\Network Protection\ScLocalCfg.exe NETPROTECTION Reset main

336. lMpu BKAKOYEHHOM pexnmMe 0bydeHUs MEXCETEBOr0 3KpaHa U akTUBHOM COeAMHEHUN abOHEHTCKOro
nyHkTa KOHTMHEHT C CepBepoM A0CTyrna He NMpUMEHSOTCA 6noKMpylolne npasuia, KoTopble 3anpeLarT
BeCb Tpaduk KpoMe TyHHenss aboOHEHTCKOro MyHkTa (Tak Kak B pexuMe obyyeHus OTKIYaTCcs 0bbly-

Hbl€ NMpaBu/lia MeXCEeTEBOro 3KpaHa).

337. Mpwn aBapuiiHOM 3aBepLUeHUn paboTbl MOAYNsS abOHEHTCKOro NyHkTa KOHTUHEHT ("VPN knueHT") He
BbIFPYXatoTCA CO3A4aHHble ANS Hero npasuaa AOCTyna U3 CnNucKa MNpaBuil MexceTeBOro skpaHa. M3-3a
3TOro, €Ccnv Ans nonb3oBaTens aboHEHTCKOro MyHKTa AeNCTBYeT KOHdUrypauus, 3anpeljarowias BecCb
Tpadunk KpoMe TyHHens aboOHEHTCKOro MyHKTa — MeXCeTeBOM 3KpaH MoxXeT 3abnokuMpoBaTb BCe CEeTEBbIE

coeanHeHun4d.

PexomeHpaumm: B cnyyae 6roKMpOBKW COEAMHEHUA MOXHO BbINOMHUTL OMEpaLmio KpaTkoBPeMEHHOro copoca (yoaneHus)
KOHCMrypaLmn MEXCETEeBOro dkpaHa B ApamnBepax. [leCTBWE BbIMOMHSETCA C MOMOLBIO YTUIUTBI KOMAHOHOM CTPOKM
ScAuthModCfg.exe, pacnonoxerHon B nogxatanore \Network Protection kaTanora yctaHoBku knveHTa. [Ansi cbpoca koHury-
pauum BeeauTe komangy: ScAuthModCfg.exe /r. Mocne aToro 40 aBTOMAaTMYECKOrO BOCCTAHOBNEHMS KoHdMrypawm (oT 1 go 6
MUHYT) MOXHO BBECTW komaHay ipconfig /renew (ans DHCP) n nogkntoumntses k cepeepy goctyna AMKLL "KoHTuHeHT" gns ve-
npaeneHuns Habopa npasu.

Mpumeyanue: Ecriv npumensiotca auHamnyeckue IP-agpeca (DHCP), anst ncnonb3oBaHus 3alyLieHHOro coeamHenns abo-

HEHTCKOro NyHKTa HeobxoauMo co3aath paspeLuatoliee npasuno ans DHCP.

338. Ha komMnbloTepe cepBepa 6e3onacHoCcTN Npu 3arpy3ke OC MOXET BO3HUKHYTb olinbka 2147218383
BO BpeMs 3anycka cnyxbbl Secret Net Studio Network Protection Management. M3-3a 3Toro B nporpamme
ynpasneHuns npu NoAKMNOHYEHUU K areHTy BbIBOAUTCA cTaTyc "Hegonyctumasa onepauus. Owmnbka CMHXpO-

HuM3auuun. NoeTopuTe 3anpoc”, n Ans NoACUCTEM CETEBOW 3allMTbl OTOOpaXaeTcs aBapUNHbIA peXnM.

PexomeHpaumu: 3anyctute BpyyHyto cnyxBy Secret Net Studio Network Protection Management. Ins perynspHoro sanycka

crnyx6bl MOXHO co3aaTb 3aaady B MnanupoBLuvke 3aaanuil Windows. B napameTpax 3agayn 3agaiite criegyloLLme napameTpbl:

1. Ha Bknagke "Obwwe" (General) B pasgene "MapameTpbl GesonacHocTn" (Security options) ykaxute UCNONb3yemyto yyeT-

Hyto 3anuch "Cuctema” (System) 1 BkrtounTe pexum "BbinonHuTs ¢ HavBbicluMuy npasamm” (Run with highest privileges).

2. Ha sknagke "Tpurrepbl" (Triggers) co3nainTe HOBbIA TpUrrep 3anycka ¢ napameTpamu "Havatb 3agady" (Begin the task),

3HaueHue "Mpu 3anycke" (“At startup”) n "OTnoxutb 3agady Ha..." (Delay task for), 3HaueHne 3 MUHYTBI.

3. Ha sknagke "Oeictaus" (Actions) cospaitte anemeHT ¢ napameTpamu "[erictane” (Action), 3HaueHue "3anyck nporpammbl”
(“Start a program”); "Mporpamma wnn cueHapui” (Program/script), 3HadeHune ‘net.exe” u "[obautb aprymenthl..." (Add

arguments....), 3HaueHue “start ScConfigServer”.

4. Ha sknagke "Ycnosus" (Conditions) yaanute oTmeTky 13 nons "3anyckaTb TOMbKO NpW MuTaHuW oT anektpoceTu” (Start the

task only if the computer is on AC power).
3.4. AHTMBMpPYC

3.4.1. YctraHOBKa nogcucTeMbl

339. [ins paboTbl aHTUBMpYCca TpebyeTcss He MeHee 900 MB poctynHoli ans OC onepaTuUBHOM NaMaTw.

340. Ha HekoTopbIX KOHbUrypauusix ans paboTbl aHTUBMpPYCa MUHUMaNbHO Heobxoaumo 2 B onepa-

TMBHOW NaMsATM U UCMOJib30BaHue dalna nogkauku B OC*.

341. Cso60oaHOE NPOCTPAHCTBO AMCKa A/ YCTaHOBKM aHTMBMpPYCa AOMXKHO 6biTb He MeHee 500 MB. Ta-

KoM 06beM HeobxoaMM ANa pa3BepTbiBaHUA aHTUBUPYCHbIX 6a3 06HOBNEHNIA.

342. Ecnn B cucteMHOM KkaTtanore %TEMP% u3-3a HegocTaTka CBO60AHOMO MecTa HEBO3MOXHO pa3Me-
CTUTb BpeMeHHble dainnbl (HanpuMep, ANs pacnakoBKWM apXWMBOB), MOXET NpPoM30KTH cHOM Npu CKaHUpo-

BaHUW.

PekomeHpauuu: MNepes ycraHoBKON aHTMBMPYCa Heobxoanmo ybeauTbes, uto katanor % TEMP% pacrionoxeH Ha aucke ¢ go-

CTaTO4HO BOMbLLMM CBOOOAHBLIM MPOCTPAHCTBOM.

" OCOBEHHOCTb HE OTHOCUTCS K aHTUBUPYCY C TexHomnormen ESET.
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3.4.2. O6wee

343. lNpwn coBmecTHON paboTe aHTMBUpYca Secret Net Studio ¢ ApyrMmMn aHTMBMpPyCaMu, B YaCTHOCTMU C
koMnoHeHTOM OC "3awwuTtHuk Windows" (Windows Defender), cyLecTBEHHO CHUXXAETCSH NMpPOU3BOAUTENb-
HOCTb KOMMbloTEpa. DTO MOXET NPMBECTU K HEBO3MOXHOCTM paboTbl nonb3oBaTtenei. No3ToMy BO BpeMs
yCTaHoBKW aHTuBupyca Secret Net Studio Ha komnbloTepe nog ynpasneHnem OC Windows 7 "3awnTHUK
Windows" Bbikntodaetcs, a Ha OC Windows 8/10 B 3TOM KOMMNOHEHTE OTKJ/TIOYAETCS PEXWUM 3alUuuThbl B pe-
anbHOM BpeMeHu (OTK/YEHUE MNPOUCXOANT NOcCNe nepesarpyskn komnbrTepa). OpgHako B OC
Windows 8/10 "3awmnTtHuk Windows" MOXeT CHOBa BKJILOYUTLCHA M3-3@ MNPUMEHEHMUS CTAaHAAPTHO HacTpo-
€HHbIX rpynnoBbiX noantuk Windows mnu nocne ycraHoBku obHoBneHun OC, 3aTparmparowmx paboTy
BCTPOEHHOM aHTUBMPYCHOM 3awmnTbl Windows — Hanpumep, obHoBneHne KB4015217.

Pexomenpaumu: [lo ycraHoBku aHTuBmMpyca Secret Net Studio B pegaktope rpynnoBbiX NONMTIK HACTPOMTE COOTBETCTBYHOLLME
napameTpbl OTKIIOYEHUS KOMMOHEHTa B pa3aene "3awuTHuk Windows" (Ha3BaHue MOXeT BbITb pyroe B 3aBUCUMOCTU OT BEp-
cvm 1 a3bika OC: Windows Defender unu Endpoint Protection). Pasgen npencrtaeneH B rpynne NOANTMK KOHGUrypaLmum KoMb-
toTepa B BeTke "AgMUHUCTPaTUBHbIE WabnoHsl / KomnoHeHTsl Windows" (Administrative Templates / Windows Components).
Heobxogmmo Kak MUHUMYM BKIHOYMTL AeiicTBue napameTpa "OTkmoumTb 3awmtHik Windows" (HasBaHue MOXeT ObiTb Apyroe
B 3aBMcMMOCTH 0T Bepcun 1 si3bika OC: Turn off Windows Defender, "Bbikntounts Endpoint Protection” u 1. n.). JononHutensHo
B COOTBETCTBYIOLLMX NapameTpax 3TOro pasfena pekoMeHLyeTCs OTKMIYNUTL BCe PaspeLueHHble JeNCTBUS 1S KOMMOHEHTa.
[MapameTpbl SOMKHBI MPUMEHUTLCS Ha KOMMbIOTEPaX A0 YCTaHoBKK kneHTa Secret Net Studio ¢ aHTvBMpYyCcOM.

Ecnn npu ycraHoeneHHom aHTuBMpyce Secret Net Studio B OC 6binn ycTaHoBNeHbl 06HOBMEHNS, 3aTparvBatolume paboTy
BCTPOEHHOI aHTVBMPYCHOMN 3awwmTbl Windows, — ybeauTech, YTo napameTpbl OTKIIOUYEHMST KOMMOHeHTa "3awwmTHuK Windows"
OCTanuCh aKTUBHbI, 1 Nepesarpy3nTe KOMMbIOTEP MOBTOPHO.

Mpumeyanue: OTkntoueHne komnoHeHTa "3awmtHuk Windows" Takke MOXET BhINOMHSATLCS W Yepes CUCTEMHbIN peecTp. KoH-
durypaums napameTpos ans otknoueHns B OC Windows 10:

ko4 HKLM\SOFTWARE\Policies\MicrosoftWindows Defender, napameTp DisableAntiSpyware tuna REG_DWORD co 3Ha4eHvem 1;
knoy HKLM\SOFTWARE\Policies\Microsoft\Windows Defender\Real-Time Protection, napametpei DisableBehaviorMonitoring,
DisableOnAccessProtection u DisableScanOnRealtimeEnable Tuna REG_DWORD co 3Ha4eHusimu 1.

344. Cnucok uckntouyeHnin Heobxoammo opMUpPOBaTh C YUETOM CNeayrLnx 0CO6eHHOCTEN:
e €C/NN AWUCKY Ha3HaAYeHO HEeCKOobKo 6YKB, B CMUCKE UCKJ/TIOUYEHUI HEO6X0AMMO yKa3aTb BCE;

e €CnM AOCTYN K CETEBOMY pecypcy ocyllecTsnserca no IP-aapecy u No MMeHM KOMMbOTEPa, B
CMUCKE UCKIOYEeHNI HeobxoamnMo ykasaTb 06a BapuaHTa;

e [ANS PEecypcoB Ha NOAKNOYEHHOM CETEBOM AMCKe HeoH6XoAMMO yKasbiBaTb ABa BapuaHTa nytm —
nyTb C MMeHeM ancka u nyTb B dopmate Multiple UNC Provider: \Device\Mup\<...> (kak oH npea-
CTaBNEH B CBeAEHUAX B Nporpamme ynpasneHus);

e UCKIOYEHWe He feNcTByeT ANns 6yKBbl BUPTYanbHOrO ANCKa, CO34aHHOro koMmaHaon SUBST.

345. lMpu npoBepke CMEHHbIX HOCUTESIE MOTYT HEe AEeWCTBOBATb UCK/HOUYEHMUS A5 06beKToB, AobaBNeH-
HbIX B CMMCOK M3 KapaHTWUHA. ICKNOUYeHMe He YUUTbIBAETCS, eC/in NpU NOAKIHOYEHNUM CMEHHOIO HOCUTENS
€ro BHyTPEHHEE MMS B CUCTEME HE COBMAAAET C YKa3aHHbIM B CMUCKE UCKJIIOYEHUI — MOCKOJbKY MpU HO-
BOM MOAKJ/TIOYEHUN U3MEHWIOCH MMS TOMa 4SS CMEHHOIO HocuTens. Hanpumep, korga B NyTy AN UCKO-
yeHus 3agaH ToMm HarddiskVolumel0, a cMeHHbIh HocuTenb noakntodeH kak HarddiskVolumell.

346. daiinbl, pacnonoXeHHble Ha ToMe, KOTopbii noaknoveH B OC kak nanka Ha NTFS-cucrteme,
YCMNELWHO KOHTPONMPYIOTCS Ha Haauume BMPYCOB B pexXuMe peasibHOro BpemMeHu (nNpodunb "MocTtosHHas
3awumTta"), Ho Npu 3TOM Npu paboTe C TaKNMM TOMaMU €CTb Cneaylowme OrpaHNYeHns :

e MOWCK BUPYCOB B COAEPXMUMOM MOAK/IOYEHHOO TOMa He BbIMOIHAETCS NpU CKaHUPOBAHUM KOpHe-
BOW nanky 6a30BOro ToMa Wiv ecivm 06beKTaMy CKaHMPOBAHUA SABASOTCS AUCKM (HanpuMmep, npu
NOJSIHOM CKaHMpPOBaHUK);

e NPV KOHTEKCTHOM CKaHMpOBaHWUM O6HapyXeHHbIE BUPYCbl HE MOMELLAOTCS B KapaHTUH;
e PV KOHTEKCTHOM CKaHMPOBAHMM HE MPUMEHSIETCS CMMCOK UCKITOUYEHWA.

3.4.3. KapaHTuH

347. MNpu obHoBNeHMM KnneHTa Secret Net Studio ¢ npeablaylwmx Bepcuii Ha Bepcuio 8.5 Bcs HdopMa-
ums o cdalinax, paHee NoMeLLeHHbIX B KapaHTWH, 6yaeT noTtepsiHa. MNocne o6HOBNEHUS BOCCTaHOBUTL Ta-
kue ainbl cpeacTBaMu NporpaMMel ynpasneHus 6yaeT HEBO3MOXHO.

PekomeHpauuu: MNepes BbinonHeHMemM 06HOBNEHUS NPOBEPLTE COLEPXKMMOE KapaHTUHA Ha 3aLLMLLaeMbIX KOMMbIOTepaX, BOC-
CTaHOBUTE HyXHble haiinbl 1 yaanuTe ocTanbHble. Ecrin 0BHOBMEHME yxe BbIMOMHEHO, BOCCTAHOBUTL (halirbl MOXHO C MOMO-
Wb YTUMUTLI SNS.av_cli.exe C ykasaHMeM MONHOro My K (paiiny (onmcaHne paboTbl C YTUIKUTON COLEPXUTCS LOKYMEHTE
"PykoBOACTBO agMUHMCTpaTopa. HacTpoiika v akcnyaTauus. AHTUBMPYC 1 CPELCTBO OOHAPYXKEHUs BTOPXKEHNI").
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348. B KOHdDUMAEHUMANbHBIX CECCUAX HE MoAAep)XMBaETCs paboTa C KapaHTUHOM (MPOCMOTP U ynpasne-
HMEe) cpeacTBaMM NOKasIbHOM MporpamMmbl ynpasneHus. PaboTtaiTe ¢ KapaHTUHOM TOJIbKO B HEKOH(UAEH-
LManbHbIX Ceccusx.

349. B nporpamMe yrnpaBiieHUsi 3/1IeMeHTbl ClncKa KapaHTuHa oTobpaxatotcs B dopmate NT namespace
C yKasaHueM cBeAeHuMn O normyeckom aucke (tome) B Buae: "\Device\HarddiskVolume<N>\...". 3T0
obecneumBaeT yHuduKaumo nmeH dannos Ha TepMMHaNbHbIX CepBepax, Korga nyTn Kk dawnnam B Buae
DOS-1MeHu MOryT coaepxaTb U3MEHSEMbIE YAacTU — HarnpuMep, 3aBuUCsLLMe OT UMEHUW Nofb3oBaTens.

350. V3 kapaHTMHa aBTOMaTUUECKN yaansaTca dainbl, XpaHawmecs 6onee 30 gHei. Mepnoa XpaHeHUs
MOXXHO M3MEHWTb C MOMOLLbIO YTUANTLI KOMAHAHOW CTPOKM sns.av_cli.exe.

351. BoccTaHoBUTbL (haitl Ha CMEHHOM HOCUTESNE, KOTOPbIA 6blf MOMELLEH B KApPaHTUH, MOXHO Ha no6oM
KOMMbIOTEPE C YCTAHOB/MIEHHbIM KOMMOHEHTOM aHTMBMpyca Secret Net Studio. BoccTaHoBneHue ocy-
LLLEeCTB/ISETCSA C MOMOLLbIO YTUANTbI KOMaHAHOW CTPOKM sns.av_cli.exe.

Mpumevanue: Hanpumep, ans BocctaHoBnerust dpaitna Z:\ForVMs.share\WinAUTORUNVITW#184_\ITW#184.vxe.quarantine
BBeAuTe koMaHgy: sns.av_cli.exe -crestore_file -p:Z:\ForVMs.share\inAUTORUN\MITW#184_\ITW#184.vxe.quarantine

3.4.4. 3awmTa B pexxmme peanbHOro BpeMeHmu

352. Ans npoduns "MocTosiHHasA 3aWuTa" He pekoMeHayeTcsa 6e3 Heo6X0AMMOCTM BK/IOYATbh MNPOBEPKY
B MaKCMMasibHO NOJIHOM ob6beMe: "YrnybneHHass 3Bpuctuka" — BKJO4YeHO, "llponyckaTb apxuBbl" ©
"Mponyckatb ¢dannbl 6onee ... M6" — oTkNoUeHo. B 3Tnux ycnosumsax nposBepka ¢danioB MOXET ANUTbCS
3HauuTesIbHOEe BpeMsi U BOCMPUHUMATBLCS NONb30BaTeNeM KaK "3aBucaHue" CUcTemsl.

353. [ins dalinoB Ha CETEBbIX pecypcax He peKoMeHAyeTCs BKo4YaTb AEUCTBMSA "YAansaTb 3apa)KeHHble
dannbl" nnn "Yganasemble dannbl NOMECTUTb B KapaHTUH", Tak KakK mnocreaylowun nouck "nponaswwmnx”
dannos (yAaneHHbIX UK MOMELLEHHbIX B KapaHTUH) 6yaeT BO3MOXEH TO/IbKO MO XypHanam.

PekomeHpaummn: Ha komnbloTepax, KOTOpble MPefoCTaBNSKT CETEBLIE PECYPChI, YCTAHOBUTE KOMMOHEHT aHTMBMpYca Se-
cret Net Studio 1 HacTpoiTe perynsipHyto NpoBEPKy NOKarbHbIX HOCUTENEN.

354. MNpun nepeMelleHnn dannoBbix 06bEKTOB BHYTPU OAHOMO pasaesa NpoBepKa Ha BUPYCbl HE OCy-
wectensetcs. B aToM cnyyae B pansioBoit CUCTEME NMPOUCXOANUT TONIbKO M3MEHEHME 3anuceit 06 obbekTax
6e3 pum3nyeckoro nepemMeLeHns coaep>XXmMmMoro gannos n/mnu nanok.

355. Mpwu npocMoTpe dannos B dannoBoM MeHemxepe (Hanpumep, B nporpamMe MpoBoAHWK) daisbl
NpOBEPSAIOTCSH aHTUBUPYCOM TaK Xe, KaK U NpU UX HEMNOCPEACTBEHHOM OTKPbITUW.

356. Ecnn B cucTeMe noakstoueH obpas AMcka, KOTOpbI COAEPXMUT 3apaXkeHHble daibl, Npu obpalle-
HUW K 3TOMY AUCKY B dalioBoM MeHeaxepe (Hanpumep, B nporpamme lNMpoBOAHMK) BO3MOXHbI ANUTENb-
Hble 3a4EPXKW OTKpPbITUS alinos.

357. MNpu BKIOUYEHHOIN TPAacCUpPOBKE pPeKoMeHayeTcs A06aBUTb B CMUCOK WCK/HOUEHMIM KaTanor c sora-
MU. MHaue BO3MOXHbI AUTEbHbIE 3a[€PXKM MPU 3arpy3Ke KOMMbloTepa C perncrtpaumneit owmbok dyHK-
LIMOHANBHOro KOHTPONS.

3.4.5. CxkaHuMpoBaHMue Nno pacnucaHuvio unm no tpebosaHuro

358. Mo ymonuaHuio B cucTeMe npefcTaBfieHa OTAeNbHash NOCTOsiHHAas 3aZiada no pacrnucaHuio, npume-
HaeMaa Ans npoBepku onepatueHoM namatv (RAM) M OCHOBHOM 3arpy3o4HOn 3anucy Gpu3nyeckoro anc-
ka (MBR) yepe3 10 MMHYT nocne cTtapTa cepBuca.

359. Ha koMnbloTepe C HU3KOI CKOPOCTbIO BbIMOSIHEHUSI AMCKOBbLIX OMNEepaunii CKaHMpoBaHWe No pacnu-
caHuto B pexume "Mocne 3anycka" MOXET CyLLeCTBEHHO YBENNYUTL BpeMs 3arpy3sku OC.

PekomeHpaumm: Ha Takux KoMnbtoTepax pekoMeHyeTcs HacTpanBaTh CKaHUPOBaHWE MO PacnNCaHUIO B ONPEeNieHHoe Bpemsl,
360. Mpu KOHTEKCTHOM ckaHupoBaHun CD/DVD-AMCKOB BO3MOXHO HEMpaBWibHOE onpeaesieHne nyTen K

darinam (ocobeHHoCTb paboTbl MpoBoaHMKaA). [N KOPPEKTHOrO CKaHMPOBAHUS He creayeT O4HOBPEMEH-
HO BblbMpaTbh uMerwmecs Ha ancke danabl 1 dannbl, NOArOTOBNEHHbIE AN 3aMUCU Ha AUCK.

361. MNapaMeTpbl CKAHNPOBaHWUS METOAOM Yrny6/eHHON 3BPUCTUKU COBNAAAloT C MapaMeTpamMm 3BpUCTU-
KM B 06bIYHOM pexume™.

3.4.6. Perucrtpauua cobbitum

362. lMocne o6HoBneHns Secret Net Studio ¢ npeabiAyLWUX BepCcuii Ha Bepcuto 8.5 y paHee 3aperucTpu-
poBaHHbIX B XypHasne Secret Net Studio cobbiTuin ¢ ncTtodHmMkoM "Antimalware" cTaHOBUTCA HepOCTyMNHa
noapobHas nHdopmaumsa o cobbiTnm, cogepxawascs B none "OnucaHue".

" OCOBEHHOCTb HE OTHOCUTCS K aHTUBMPYCY C TexHomormen ESET.
30



Secret Net Studio. KommeHTapumu k Bepcum 8.5.5329.0

PekomeHpaumm: Ecriv TpeGyeTcs, n3yuuTe NHPOPMALMIO 0 aHHbIX COBbITUSIX Neper; BbINONHEHEM 0GHOBIEHMS.

363. Mpu Hanuuum B UMeHU daina cCMMBOMIOB NMpoLeHTa U undpbl (HanpuMmep, %1) BO3MOXHa HeKop-
peKkTHas perncrtpauus AaHHbIX O arnne B 3anncu XxypHana.

364. B pernctpupyeMbix cobbiTUAX CBeAeHUss 06 owmnbkax O6HOBEHUS, CBS3aHHbIX C CETEBbIM AOCTY-
nom (https), NnpMBoasaTCA Ha aHMUMNCKOM SA3bIKe.

3.4.7. O6HOBNEeHue aHTUBUPYCHbIX 6a3

365. PexuMbl aBTOMaTUUYeCKOro onpeaeneHus npokcu-cepeepa (direct_connection n system_proxy) Mo-
ryT MCNONb30BaTbCA MPU YCNOBUN NPeAoCTaB/ieHNs Heo6XoAUMbIX NapaMeTpoB COEANHEHUS CO CTOPOHbI
cepepos DHCP mnnu DNS. B ocTanbHbIX cnydasx cnefyeT WUCMNosb30BaTb PEXWUM HACTPOMKKM BPYUHYHO
(custom_settings) ¢ SBHO yKa3aHHbIMM NapaMeTpaMmu coeanHeHus.

3.5. O6Hapy>xeHue 1 npeaoTBpalleHue BTOPXXeHUN

366. lMpu npoBeneHnn B cetn atak ARP-spoofing aetektop Secret Net Studio ux ycnewHo obHapyxusa-
eT. Ho B HeKoTOopbIX CUTyauusax ms-3a cneundukm obpabotkm B OC ARP-Tpadumka BO3MOXHA NoAMEHa
peanbHoro MAC-agpeca GUKTMBHbIM. Hanpumep, NpyM NpoBeAeHNM aTaky C NOMOLLbIO CheumManm3npoBaH-
Horo MO Cain & Abel (v4.9.56). lnsg KOMNAEKCHOM 3alinTbl OT TaKMX aTak peKoMeHAyeTCs AOMOHUTENb-
HO MCMOJ/Ib30BaTb COOTBETCTBYOLLME CPeACTBa 3alUunTbl, UMELWMNecs Ha ceTeBoM o6opyaoBaHmu.

367. Ecnn B HacTpoikax HTTP aHanusatopa COB ykasaTb MopTbl, MO KOTOpbIM nepenaetcs He HTTP
Tpaduk, aHanusaTop MoxeT paboTaTb HEKOPPEKTHO, YTO MOXeT nNpmBecTu K HepaboTocnocobHoCTU ceTe-
BbIX COAMHEHWUI N0 3TUM NOopTaM.

3.6. LUeHTp ynpaBneHus

3.6.1. O6wee

368. Ecnn Ha paboueMm MecTe agMuHUCTpaTopa mcnonb3dyetcss OC Windows ¢ 6a30BbiM S13bIKOM, OTINY-
HbIM OT PYCCKOro, U YCTaHOBSIEH PYCCKOA3bIYHbIMA BapuaHT KoMnoHeHTa "Secret Net Studio — LleHTp
ynpaeneHumsa", To ANA KOPPEKTHOro oTobpaxeHus uHTepdenca nporpamMMbl yrnpasneHuss Heobxoammo
YCTaHOBUTb PyCcCKMn a3blk Ans napametpa OC Windows, onpegensiowero S3blk NporpamMM, He noagep-
xuparowmx Unicode.

3.6.2. 3anyck nporpamMmmbl ynpaeneHus

369. Ecnv B napaMeTpax nNporpaMMbl Katanor Ans BpeMeHHbIX (aifioB yKasaH C UCMofib30BaHUeM ne-
pEMEHHOI OKpyXeHusa (HanpuMmep, %Temp%), UMt NepeMeHHON AOSKHO HauMHaTbCA C CUMBOSA B BEPX-
HeM perucTpe. MiIHaue BO3MOXHO BO3HMKHOBEHME OLIMBKM MpuY 3amnycKe nporpaMmmbl.

370. MopkntoyeHne K cepBepy NpoOrpaMmbl yrpaBiieHUs Ha 3TOM XXe KOMMbITepe MoXeT 6/10KMpoBaThCs
C OWNBKOIM n3-3a HEAOCTATOUYHbIX NPUBUIIEMUIA NOSIb30BaTENS NPU CNIEAYIOLWMX YCIO0BUSX:

e B OMEpauMoOHHOM CUCTEME BKJ/IHOYEH MexaHM3M yrpasfieHus ydeTHbiMu 3anucamm (User Account
Control — UAC);

e PYNMoM aAMMHUCTPATOPOB AOMeHa 6e30MacHOCTU SABNASIETCS CTaHAapTHas AOMEHHas rpynna aj-
MuHucTpatopoB (Domain Admins);

e 3anyCcTMBLUMWA NporpamMmy nosnb3oBaTenb 6bi1 go6aBneH B rpynny aAMMHUCTPATOPOB (HE ABNSAETCS
NepBMYHOM YYETHOW 3anncbio agMuHUCTpaTopa goMeHa Windows).

Mpumeyanme: OrpaHnyeHe afMUHUCTPATUBHbIX NPaB NONb30BaTeNs ABRseTCs cnencTanem pabotsl MexaHnama UAC.

3.6.3. BbiBOA AAHHBbIX

371. B HeKOTOpbIX Ciy4YasiXx CUCTEMA HE MOXET YCTaHOBUTb TUM MOJSIb30BaTENbCKOW CECCUM Ha 3aluumiia-
€MOM KOMMboTepe, 1 B Nporpamme ynpasseHus otobpaxaeTcs 3HaveHue "He onpegeneH”.

3.6.4. HacTtpomka napameTpoB

372. lMpwu HacTpoiike NapaMeTpoB PacChblIKM MOYTOBLIX YBEAOMIEHUI B nosie "OT KOro" MOXHO yKasbl-
BaTb TOJIbKO JTAaTUHCKME CUMBOJIbI, 3HAaKN NMYHKTyauun mn crneucumBonbl #$|*?1%&+=_-/{7}.
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3.6.5. Pabora c xypHanamm

373. O6HoBNeHUs, obecneuymBatowme coBMecTuMocTb Secret Net Studio ¢ Windows 10 Bepcun 1803, He
NMOJTHOCTLIO BOCCTaHaBAMBaKT paboTy ¢ xypHanammu Secret Net Studio. MmetoTca cnepyrowme orpaHmye-
HUA:

e B nporpamme ynpaBneHus B JIOKaJlbHOM M LieHTpaJn30BaHHOM pexume paboTbl AaTbl cObbITMIA B
3arpy>eHHbIX BHELWHMX XypHanax Secret Net Studio (paHee coxpaHeHHbIX B popmaT evtx) 6yayr
oTobpaxaTtbcs kak 1970 roa, Takxe He 6yayT oTobpaxaTbCs Ha3BaHMS KaTeropuii M onucaHus
cobbITuii. AN ycTpaHeHus 3TOro OrpaHU4YeHns peKoOMeHAyeTCs COXpaHsAaTb XypHanbl Secret Net
Studio B dopmaTe snlog (popmaT komnanmm "Kog besonacHoctn");

e Tak Xe He 6yayT npaBuibHO OTobpaxaTbCsl XypHanbl Secret Net Studio, coxpaHeHHble C NoMo-
wbto yTmnutbl GetEventLog n3 coctaea Secret Net Studio.

Mpumeyanue: [JaHHble orpaHnyeHns CBs3aHbl ¢ ownbKoii B nakeTe obHoeneHns Windows 10 Bepcum 1803.

374. B 3anucsax XypHasoB MMeHa KOMMbIOTEPOB MOTyT oTo6pa)aTbcsl co 3HakoM "$". Hanuume mnm ot-
CyTCTBME 3Haka obycnaBnmMBaeTcs TUMNOM YYEeTHOWM 3anuMCu KOMMblOTepa: AOMEHHAs MW NIoKanbHas y4veT-
Has 3anuce.

375. OnuvcaHust cobbITUiA B 3anUCsX XYPHanoB MOryT 6biTb Kak Ha PYCCKOM, Tak U Ha aHMMACKOM
A3blKe — B 3aBUCUMMOCTM OT JSI0KasM3aumm onepaunuoHHON CUCTEMbl KOMMbIOTEPA, Ha KOTOPOM MpPOU30-
wno cobbiTne.

376. MNpu BoccTaHOBAEHUN B 6a3e AaHHbIX 3anuceit 04HOM0 M TOrO Xe apxuMBa NpoucxoauT Aybnnposa-
HKWe 3anucei (CTONIbKO pas, CKOJSIbKO BbIMOHANOCL BOCCTAHOBMIEHME).

377. Ecnv n3MeHunochk MMsl areHTa (M3-3a NepeMMeHOBaHUs KOMMblOTepa), TO MpW 3anpoce XypHasnos
ANSA 3TOro areHta, He 6yAyT AOCTYMHbI 3aNncK, 3aperncTpMpoBaHHble A0 nepeMMeHoBaHus. YTobbl oTo6-
pa3uTb BCe 3anucm, MoxHo B none "KomnbioTep" BBECTM CTapoOe M HOBOE WMMS areHTa yepes 3ansaTylo.
KpoMe Toro, MOXHO MOfy4YuUTb BCE 3arnncu, OTKIOYMB NpUMeHeHne duabTpa Nno MMEHU KoMMbioTepa.

378. [ins 3arpysku XypHanoB M3 60/blUMX apXMBOB MporpaMMe YynpaBiieHUss MOXeT noTpeboBaTbCs
3HaUUTENbHbIN 06beM OMnepaTUBHON NMaMsaATU. Mpu HeaocTaTKe onepaTUBHOW NaMATU ANS NOJlyYeHUus 3a-
nucei 13 apxvMBOB PEKOMEHAYETCS BOCMOMb30BaTbCsA (DYHKUMEN MOMCKa Mo apxuBaM. ®uabTp noucka
Nno3BoNAeT yKa3aTb MMsl KOMMbOTEPA, TUMbI XXYPHaNOB U COBbITMIA, BPEMS U Apyrye napaMeTpbl, C NOMo-
b0 KOTOPbIX MOXHO MOJTYYUTb OTHOCUTESIbHO HEeBOMbLIYIO BbIGOPKY 3anucel Ans NpocMOoTpa Ha KOMMb-
loTepax Cc orpaHNYeHHbIM 06bEMOM OMEepaTMBHON NaMsATu.

379. B nokanbHOM peXxuMe NporpaMmbl YrpaBneHUs npu Nnoucke yrpos He NpUMEHSOTCS NMpaBunia, B Ko-
TOpbIX ANS MOUcCKa yKa3aHbl NMapaMeTpbl B onncaHusax cobbituin "MapameTp: uMsa nonb3oBatens” mn "Ma-
paMeTp: Koa Bo3BpaTa". B 4acTHOCTU, HE NMPMMEHSIeETCS YCTaHOBMIEHHOE MO YMOJIYaHMIO NPaBU/IO Noucka
"Moab6op naponsa".

3.7. Cepsep 6esonacHocTM

3.7.1. YcraHOBKa, oO6HOBNeHue, BOCCTaHOBIIeHue cepBepa 6esonacHocTM

380. YcraHoBKa cepBepa HEBO3MOXHa, €C/iN B ONepauMoHHOM CUCTEME BKJIIOYEH MEXAHU3M yrnpaBfieHus
yyeTHbIMM 3anmucamm (User Account Control — UAC).

Mosichenme: Ecnn UAC BkmioYeH, NporpaMma YCTaHOBKM MPEANOXAT OTKIOUMTb 3TOT MexaHuam. Mocre ycraHosky 10 mexa-
HM3M MOXHO CHOBA UCMONb30BaTb.

381. Mpwn ycTtaHoBKe cepBepa 6e30MacHOCTM B KayecTBe rpynnbl aAMMHUCTPATOPOB AOMeHa 6e3onacHo-
CTW UCMONb3ylTE rpynny, KoTopasl He ABMSIETCS CTaHAAPTHOW AOMEHHOW rpynnoi agMMHUCTpaTopoB. Pe-
KOMeHAYeTCA MCNoJ1b30BaTb CrneunasbHO CO34aHHY rpynny rnosb30BaTeNeMN.

382. 3anpeuaeTcs BbINOMHATL BOCCTAHOBNEHME cepBepa 6€30MacHOCTN U3 0BbIX CHUMKOB COCTOSIHUS
cuctembl (HanpuMmep, UCNoab3ys ANCK BoccTaHoBneHns OC Windows mnm coxpaHeHHbI 06pa3 BupTyanb-
HOM MalwWHbl). B 3TOM cnyyae npoucxoauT OTKaT BHyTpeHHero cyetymka (USN) ueHTpannsoBaHHOro
XpaHWIuwa, 4To MOXeT NMPUBOANTbL K HapyleHusMm B paboTe cepeepa 6e3onacHoCTWU. [laHHas cuTyauus
n3BecTHa kak "USN Rollback" v nogpobHo paccmaTpuBaeTtcsa B cTtatbe: https://support.microsoft.com/ru-
ru/help/875495/how-to-detect-and-recover-from-a-usn-rollback-in-windows-server-2003-w.

383. OcobeHHOCTb 06HOBNEHUA NpeabliayLWmx Bepcuin. Ecnv B loMeHe 6e30NacHOCTU UMEETCA HECKOJlb-
KO cepBepoB, rnpoueaypy O6HOBMIEHWSA HYXHO HayaTb C cepBepa, KOTOPOMY MpUCBOEHa poJfib MacTepa
cxeMbl LDS gomeHa 6e3onacHocTn. O6bIYHO pofib MacTepa CXeMbl MPUCBOEHA NEPBOMY YCTAHOBIEHHOMY
cepBepy.

384. lNpu yctaHoBKe B AOoMeHe 6e30MacHOCTN cepBepa 6e3onacHOCTM 6onee HOBOW BepCcUM, YeM Bepcus
CEPBEPOB, Y€ UMEILINXCA B AAaHHOM AOMEHE, NMPOMCX0ANT 06HOBMIEHNE cXeMbl LDS (LeHTpannsoBaHHoE
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XpaHunuuie). lNocne 3Toro He peKoMeHAYEeTCA yCTaHaB/MBaTb B AaHHbIK AOMEH 6€30MacHOCTM HOBbIE
cepBepa 6e3onacHocTM 6onee CTapbiX BEPCUil, YeM BEPCUSt YCTaHOB/IEHHOIO CepBepa.

385. lMpu o6HOBNEHMN cepBepa 6€30MacHOCTU NMpeablayllen Bepcum NpoLecc 06HOBIEHUA Hesb3sa npe-
pbiBaTb M HY)XXHO AOBECTW A0 3aBeplueHusi. Ecnu npu 3aMeHe moaynein u moaudukauumn cTpyktyp 6a3
OaHHbIX BO3HUKHYT OWMO6KM (HanpuMep, no npuYymMHaM HeAOCTaTOUYHbIX NpaB A4OCTYMNna UM HeAOCTYMNHOCTMU
CEPBUCOB), BO3BPAT K MpeablAyLleMY COCTOSIHUIO cepBepa (40 06HOBMeHWs1) 6yAeT HEBO3MOXeH. B aToMm
cnyvyae noTtpebyeTtcs NMbo BPY4YHYH BOCCTAaHOBUTb CEpBeEp Npeablayliei Bepcun U3 pe3epBHON Komnuu,
160 3aHOBO YCTaHOBUTL CcepBep TekyLlen Bepcum 6e3 obHoBNeHMsA. MMHMMaNbHO Heo6xoaMMble YCII0BUS
ANSl yCMNELWHOoro 06HOBMEHMS

e paboTocnocobHoe cocTosiHMe cepBepa 6e30MacHOCTU NpeablayLLein BEpcun;

° Haan4ymne npaB agMMHUCTpaTOpa j1eCa AOMEHOB 6e3onacHoCcTn — npu nepsoMm obHoBNEHMN B necy
AOMEHOB,

. Hanan4yme npas agMUHNCTpATOpa AOMEHAa 6e3onacHocTH.

386. Ecnn yctaHoBka cepBepa 6e30MacHOCTU BLIMOJIHSAETCS Ha KOHTpossiepe AomeHa AD, nporpamma
yCTaHOBKM CO3A4aeT AOMEHHOro nonb3oBatens SecretNetLDS$ wnu SecretNetLDS (B 3aBUCMMOCTM OT Bep-
cumn OC). [laHHasg ydeTHas 3anucb SBaseTcs cnyxebHol 1 ncnonb3yeTtcsa Ang 3anycka cnyx6 AD LDS.

Brumanue! [Insi noBbILEHNS 3aLUMLIEHHOCTI AAHHON YYETHON 3anMcu Nocrne 3aBepLUeHMst YCTaHOBKM cepaepa Ge3onacHoCTy
Ha KoHTponnepe gomeHa AD 3anycTute Ha BbinonHeHne 6es napameTpoB yTunuTy Ids_dc_patch.exe. YTunuta pasmellaetcs
Ha ycTaHoBOYHOM aucke cuctembl Secret Net Studio B katanore Tools\SecurityCode\LdsPasswordChange\.

387. Mpwn yctaHoBKe cepBepa 6€30MacHOCTM U3MEHSAITCA HEKoTopble napaMeTpbl IIS (nepeyeHb CM. B
AokyMeHTe "CpeacTtBo 3awmTbl MHPopMauun Secret Net Studio. PykoBoacTBO agMmMHMUCTpaTopa. YCTaHOB-
Ka, obHoBNeHue, yaaneHue"). BocctaHoBneHne NCXOA4HbIX 3HAYEHUIM AaHHbIX NapaMeTpoB 3anpeLjaeTcs.

388. Ecnu yctaHoBka MO BbINOMHSINACh C CETEBOrO AMCKA, TO MpuW 3anycke npoueaypbl BOCCTAHOBIEHMS
WTaTHLIM cnocoboM (B okHe "YcTaHoBKa W yaaneHue nporpamm" wunam "MporpaMMbl U KOMNOHEHTLI") Mpo-
rpamMme ycTaHOBKW noTpebyeTcs AOCTyn K pecypcy. [lpy HeaoCTYnHOCTU CETEeBOr0 pecypca Ha 3KpaHe
NOSIBUTCA 3anpoc NyTW K Katanory ¢ gannamm auctpmbytunea.

389. lpu yctaHoBKe cepBepa 6€30MacHOCTU C UCMOSIb30BAHNEM CyLLECTBYIOLWEN 6a3bl AaHHbIX (OCTaB-
LWeNncs OT paHee yAaneHHOro cepsepa) Heo6XoAMMO KOPPEKTHO yKa3aTb YYeTHble AaHHble AN MOAKI0-
yeHus cepsepa Kk b[l. Ecnn nonb3oBaTenb ykasaH HenpaBuibHO (YYETHOWM 3anmcu C yKasaHHbIM MUMEHeEM B
CYB/[l He cywecTByeT), Nocse yCTaHOBKM MOAKJOYeHne cepBepa K 6a3e pgaHHbix 6yaeTr HeBO3MOXHO. B
3TOM Ccnlyyae HeobXx0AMMO COXpPaHUTb KOPPEKTHbIE YUYeTHble AaHHble B KOHdUrypaunoHHoM daline cepse-
pa c nomowbto nporpammel OmsDBPasswordChange.exe. OnucaHve npoueaypbl U3MEHEHUS Y4YeTHbIX
AaHHbIX Ansa nogknodenns Cb k cepeepy CYB[ cM. B gokyMeHTe "CpeAcTBO 3awWuTbl MHpOpMaumm Se-
cret Net Studio. PykoBoacTBO aAMUHUCTpaTopa. YCTaHOBKA, 06HOBNEHME, yaaneHune".

3.7.2. BzammopeucTBue C ApyrmMmmv KOMNoHeHTamMmm

390. CeveBoe coeanHeHWe c cepBepoM 6e30MacHOCTU OCYLLEeCTBASETCS Yepe3 nopT 443 (cTaHAapTHbIN
nopT SSL). Ha cTopoHe KAuWeHTa NopT BblBMpaeTcs AMHaMMYeckn. Ha cTopoHe cepBepa BO3MOXHbI Clie-
aywouune KOH(bJ'II/IKTbI MCNoJib30BaHNA NMOPTOB:

e ecnn PyHKUMOHUPYIOT cnyx6bl o6HOBNeHu cepeepa SQL, MO Apache, Skype, koTopble ncnosnb-
3YIOT TOT Xe nopT. CBeaeHMs 0 NpmuBsi3Ke MOPTOB K MpoLeccaM MOXHO MOAYyYUTb C MOMOLLbIO KO-
MaHAbl "netstat —aon";

e ecnn cepep 6e3onacHoCTM YHKUMOHMPYET Ha KoMmnbioTepe noj ynpasneHuem OC Windows
Server 2012 R2 c Bknto4eHHbIM koMnoHeHToM Work Folders ans ponu File and Storage Services.
B sTomM cnydae ansa obecrnevyeHus cOeAMHEHUS C CEPBEPOM WAM OCTaHOoBUTE paboTy cnyx6bl
SyncShareSvc nnm cMeHuTe nopT, UCNOMb3YeMbld N0 yMoN4YaHuto koMmnoHeHToM Work Folders (cm.
https://blogs.technet.com/b/filecab/archive/2013/10/15/windows-server-2012-r2-resolving-
port-conflict-with-iis-websites-and-work-folders.aspx).

391. MMpu BbINOSIHEHUN 3aMNPOCOB K CepBepy 6e30MacHOCTN BO3MOXHO BO3HWKHOBEHME CeAyHLUMX OLMBOK:
1) 0x80070490 "SnemeHT He HangeH" ("Element not found"). 2) 0x00003E3 "Onepauns BBoAa/BbIBOAA
6bl1a NpepBaHa M3-3a 3aBepLUEHUs MOTOKa KoMaHA wnu no 3anpocy npunoxenusa" ("The I/O operation
has been aborted because of either a thread exit or an application request"). Yka3saHHble owmnbkn Moryt
NpouUCXOANTb M3-3a NOTEPU CETEBOro coeanHeHus (pu3nyecknini paspbiB, HU3KAsA NPOMyckHas cnocob-
HOCTb) WM MO MPUYUHE BbICOKOW 3arpy>KE€HHOCTW KOMMbIOTEPOB, Ha KOTOPbIX YCTaHOBJIEHbI U OAHOBpe-
MEHHO MCNONb3YITCHA pa3nMyHbie KOMMOHEHTbl cucTteMbl Secret Net Studio.

PekomeHpaumu: [1ns Hanaxwearus GecniepeboitHoi paboTbl pekoMeHLyeTcs:

1. He ncnonb3oBaTb KOHTPONNEp AOMeHa B Ka4ecTBe cepaepa 6e3onacHoCTY.

2. Pacnpeperuts IIS 1 cepeep CYB[] no pasnnyHbiM KOMMbOTEPAM.

3. He 3anyckaTb Ha KOMMbIOTEPE C CEPBEPOM 6E30MACHOCTI NPOrPaMMY YMPaBMEHNS.
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4. B nporpamMme ynpaBreHns yBENUUMTb 3HAYEHUS CIEOYIOLLMX NapameTpoB Ans cepBepa Be30macHOCT, areHToB M Camoi
nporpamMmbl: "Bpems oxuaaHns paspellennst umeH DNS", "Bpemsi oxugaHus coeinHeHus ¢ cepeepoM”, "Bpems oxugaHus oT-
npaBku 3anpoca Ha cepaep”, "Bpems oxuaaHus Hayana nepegayn cneaytowlero broka", "Bpems oxuganus cobbitus ans pabo-
el cTaHuumn" 1 "Bpems oxugaHus cepBepoM OTBETA Ha KOHTPOIbHbIN 3anpoc”.

392. lMpn BO3HUKHOBEHUM OWIMBOK TUNa "Knacc He 3apeructpupoBaH" ("class not registered") Bo Bpems
nonyyeHUs  XypHana wmauM  oTtyeta, nAmMbo  owmnboK  NpUMEHEeHUS rpynnoBbIX  MOAUTUK
"AsyncCallbackApplyPoliciesCommand() Owwnbka:Unknown error O0XEQ6D7363..." 3T0 MOXeT 6bITb CBS-
3aHO C OTCYTCTBMEM KOMMoHeHTa MS XML Parser Hy>xHOW Bepcuu. [Ansg yCcTpaHeHus owunboK yCcTaHOBUTE
YKa3aHHbI KOMMOHEHT Bepcun 6.0 unu Bbilwe. YCTaHOBKY KOMMOHEHTA MOXHO BbIMO/HUTL C YCTAaHOBOY-
Horo aucka cuctembl Secret Net Studio n3 katanora \Tools\Microsoft\Prerequisites\.

393. CeptudumkaTt cepsepa 6e30MacHOCTM B XpaHunuwe O6bEKTOB LEHTPASIM30BaHHOIO YrpaBlieHus
OOJKEeH coBnaaaTb C cepTuduKaToM, yctaHoBneHHbIM B IIS. MNpu 3ameHe cepTudmkaTta B IIS ero Heobxo-
AOVMO CMHXPOHM3MpOBaTb U B XpaHunuwe obbekToB LY. MNMpoueaypa BbINOMHSAETCA B Nporpamme reHepa-
umMn ceptudunkaTos, Bxogswen B coctaB MO cepBepa 6e3onacHOCTH.

394. [ns paboTbl cepBepa 6e3onacHOCTM Ha cepBepe IIS Henb3s UCMOMb30BaTb HECKOJIbKO paboumx
nMpoLeccoB Ans nyna npunoxeHun (onpegensercs B ocHacTke ynpasneHus IIS) — nHadve npu coeanHe-
HUM C cepBepoM 6e3onacHocTn byaeT Bo3HMKaTb owmbka 0x000005B4. Mpu BO3HMKHOBEHWM AAHHOWM
owmnbkM NpoBepbTe 3HayeHMe napametpa "Maximum number of worker processes" B AManoroBOM OKHe
HacTponkun DefaultAppPool, Bknaaka Performance, n npyu Heo6X0AMMOCTM YKaXXute 3HaueHue 1.

395. lpwu 3HauMTeNbHOM Harpy3ke Ha cepBep 6e3onacHocTu (nopsiaka 3000 NoAKOUEHHbIX areHToB U
60nee) BO3MOXHbI OTKa3bl B 06C1yXMBaHUM CO CTOpPOHbI cepBepa IIS, ecnn 3agaHoO HegoCTaTOYHOE 3Ha-
yeHue ans napameTtpa appConcurrentRequestLimit. [laHHbIA NapaMeTp onpeaenser MakCMManbHOe Konun-
4eCcTBO O4HOBPEMEHHbIX 3anpocos K IIS.

PekomeHaaumu: Ecnv npu nonbiTkax COeAMHEHNS C cepBepoM 6e30MacHOCTM Ha KNeHTax BO3HMKaeT owmnbka HTTP 503.2
"Concurrent request limit exceeded", yBenuubTe 3HauyeHne napametpa appConcurrentRequestLimit Ha cepsepe IIS. Hanpu-
mep, ykaxute 3HadeHue 100 000 (no ymonuanuto 5 000). [ns 3T0r0 B pexume KOMaHQHOW CTPOKM BBEAWUTE KOMaHAy:
%windir%\System32\inetsrv\appcmd.exe set config /section:serverRuntime /appConcurrentRequestLimit: 100000

396. lMocne ynaneHus cepeepa 6€30MacHOCTU BCE MOAYMHEHHbIE €MY areHTbl CTaHOBATCSA "cBo60oAHbIMU"
TONbKO NPW HAaNN4MM B 3TOM XXe AoMeHe 6e30nacHOCTM Apyroro cepeepa. Ecnun yaanaeTtca nocneaHuii cepeep
B AOMeHe 6e30nacHOCTU, AaHHbIE O MOAYMHEHHbIX €My KOMMblOTepax yAANsATCS BMECTe C XpaHWIULLEM, U
3TV KOMMbIOTEpbl He ByayT oTobpaxaTbCs B CTPYKTYpe B Kayectse cBO6OAHbIX.

397. Ons noaknwyeHus K cepBepy 6€30MacHOCTM KOMMOHEHTOB YyrMpaBieHus (MporpamMM ynpaBfieHus,
areHToB, AoYepHUX cepBepoB) TpebyeTtca gocTynHbii DNS-cepBep.

PexomeHpaumu: Criegute, 4tobbl B ceTh Bcerga bbin goctyneH cepeep DNS.

398. B HeKOTOpbIX Ciyyasix Mpu repesarpyske WauM BbIKIIOUEHMM KOMMbIOTEPA OMOBELLIEHME CepBepa
6e30MacHOCTM 06 3TOM He BbIMOJIHAETCA. DTO MPUBOAUT K HEBO3MOXHOCTU MOAK/IOUEHUS KOMMbOTEPA K
cepBepy 6€30MacHOCTM B TeYeHne 2-3 MUHYT Noc/e NpeablayLero npekpalleHms paboTsl.

3.7.3. O6paboTka paHHbIX

399. lMpoueaypa apxXMBMPOBAHUS XYPHAIOB 3aBMCUT OT 06beMa AAHHbIX M MOXET MPOAO/IKATLCA 40 He-
CKOJIbKMX 4acoB. [pM MHTEHCMBHOM HamMoOSHEHWW XXYPHA/IOB PEKOMEHAYETCS AOCTAaTOYHO 4acTo BbIMOJI-
HSATb 3anycK npoueaypbl apXMBMpoBaHUsl (OANH pas3 B HEAENO U Yalle).

400. 3anpewaeTca yaanaTb NpaBa Ha 3anucb B KaTanor A/ XpaHeHWst BpeMeHHbIX haisioB cepBepa
6e3onacHocTM (KkaTasor ykasbiBaeTcs MpU YCTAHOBKE cepBepa), NpeaoCTaB/IEHHbIE YUYETHOW 3amnucu
"Network Service".

401. VHdopmaums o cobbiTusix TpeBora OTNpaBfsieTCss nojlyyaTesnto NMoYTOBOM paccbiiku 6nokamu. B
610Kk nonagatoT cobbiTMsa TpeBora, npovsolwelne NpuMepHoO B O4HO M TOXe BpeMs Ha pabouen cTaH-
ummn. Ecnn xots 66l 04HO M3 COBbITUIN NOAXOAUT NOA YCOBME OTNpPaBKM NOYTOBOrO YBEAOMIEHUS, TO MNO-
nydyaTtenio oTnpasnsieTca Becb 610k Tpesora.

402. Cepsep 6e30nMacHOCTU UCMONb3yeT nNapameTpbl hopMaTta AaTbl U BPEMEHW, 3afaHHble ANSl CUCTEM-
HOWM yuyeTHOW 3anucu. Ecnn napameTpbl U3MEHEHbI ANs YYETHOW 3anucu nosb3oBaTensi, Ytobbl Ux npume-
HUTb Ha cepBepe 6e30MacHOCTM Heo6XO0AMMO BbIMOJHUTL OMepauuto KOMUpoBaHWUS MapaMeTpoB B
CUCTEMHYIO YYeTHYI0 3anucb. [na KONMpoBaHUS NMapaMeTpoB TEKYLLEro nofib3oBaTens OTKPOWTe auano-
roBoe€ OKHO HACTPOMKW C MOMOLLbIO sipsibika "PerMoHanbHblie cTaHAapTbl" B [aHenu ynpasfieHus, nepemn-
anTte Kk auanory "[JOononHuUTENbHO", HaxmuTe KHOMKy "KonupoBaTb napameTpbl" M B MNOSBUBLUEMCSH
Avnarnore yCTaHOBUTe OTMETKY B nosie "DKpaH NpPUBETCTBUS U CUCTEMHbIE yYeTHble 3anucu”.
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