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Secret Net Studio. Hauano pa6oTbli

[JaHHOe pyKOBOACTBO MpeAHa3HadeHOo AN aAMMHUCTPATOpoB usgenusa "Cpeacrso
3awnTbl MHbopmauum Secret Net Studio" RU.88338853.501400.001 (pmanee —
Secret Net Studio). B HeM cogepxxaTcs cBeAeHMSs, NO3BOSOWME aAMMHUCTpaTopam
6bICTPO YCTaHOBUTbL, 03HAKOMUTBLCSA M NPUCTYNNUTb K paboTe ¢ Secret Net Studio.

B pykoBoacTBe A5 BblAeNeHWS HEKOTOPbIX 3/IEMEHTOB TeKCTa MCMonb3yeTcs psj
YC/IOBHbIX 0603HaUYeHUN.

BHyTpeHHME CCblsIkM 06bIYHO COAepXaT yKa3aHWe Ha HOMEep CTPaHuLUbl C HYXHbIMU
CBEAEHUSIMU.

BakHast n gononHuTenbHas nHbopMaLlmsa odopMieHa B BUAE npuMedaHuin. CteneHb
BaX>XHOCTW COZIEPXALUNXCA B HUX CBEAEHUIA 0TOBPaxatoT MMKTOrpaMMbl Ha MonsX.

e Tak obo3HauvaeTca AononHUTENbHas MHboOpMaLMsa, KOTopas MOXeT coaepXaTb
npuUMepbl, CCbINIKM Ha Apyrue JOKYMEHTbl UK Apyrue 4acTu 3TOro pyKoOBOACTBA.

e TaKol NUKTOrpamMMoi BblAENSAETCA BaXkHas MHMOPMaLMS, KOTOpYo HeobxoamMo
NPUHATb BO BHMMaHMe.

e DTa NMKTOrpamMMa ConpoBOXAAeT MHMOPMaLMIO NpeaocTeperatoLLero xapakTepa.

Wcknioyenus. MpumeyaHust MOTYT HE COMPOBOXAATHCS MUKTOrpaMmamu. A Ha Monsix, MOMUMO MUKTO-
rpaMm NpUMeYaHNi, MoryT GbITb NPUBELEHBI U ApYrue rpaduyeckue aNeMeHTbI, HanpuMep, u3obpaxeHus
KHOMOK, IeNCTBUS CKOTOPbIMU YNOMSIHYTbI B TEKCTE PACNONOXEHHOTO psifioM ab3aua.

CalT B MHTepHeTe. Bbl MOXeTe NoceTUTb caliT kKoMnaHum "Kog BesonacHoctn"
(https://www.securitycode.ru/) nnam cBsi3aTbCa C NPeACTaBUTENAMM KOMMAAHUKU MO
3/1EeKTPOHHON nouyTe (support@securitycode.ru).

YuebHble Kypcbl. OCBOUTb arnnapaTHbI€ U NporpaMMHble NpoayKTbl KoMnaHuu "Koa
Be3onacHOCTM" MOXHO B aBTOPU30BaHHbIX YUYebHbIX LieHTpax. NepeyeHb y4yebHbIX
LEHTPOB W  ycnoBust 06y4yeHUss NpeAcTaBfieHbl Ha  caiTe  KOMMaHuu

https://www.securitycode.ru/company/education/training- courses/. CBsizaTbCs C
NpeAcTaBUTENIEM KOMMAHWM MO BOMpPOCaM oOpraHusauuMu obyyeHUs MOXHO To
3/1eKTPOHHOM noyTe (education@securitycode.ru).



https://www.securitycode.ru/
mailto:support@securitycode.ru
https://www.securitycode.ru/company/education/training-courses/
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[[maBa 1
YcTaHoOBKa

B kauvectBe 6a3oBoro cueHapus pasBepTbiBaHua Secret Net Studio ans 6beicTtporo
O3HaKOMMIeHUS Bbl6paH BapnaHT YCTaHOBKM B paMKkax ogHOro goMeHa Active Directory
C oAHMM cepBepoM 6e30nmacHOCTW, OAHWM pabounmM MecToM agMUHUCTpaTopa U
HECKO/IbKMMM 3aLMLLaeMbIMU KOMIMbIOTEPAMU.

YcTraHoBKa BbIMOJIHAETCS B CleAyoLweM nopsiake:
1. loaroToBka K ycTaHoBKe (CM. HMXe).
2. YcraHoBKa cepBepa 6e3onacHocTtu (cM. cTp.8).

3. YcraHoBKa nporpammbl ynpasneHus (cMm. ctp.10) Ha paboyeM MecTe aaMUHU-
cTpaTtopa.

4. YcraHoBKka knueHToB Secret Net Studio (cm. cTp.11) Ha Bcex 3allMLLAEMbIX
KOMMblOTEPaX LLeHTPann30BaHHO C MOMOLLbIO MPOrpamMMbl yrpaBieHus.

MpumevaHue.

B Secret Net Studio Takxe nogaepxmsaetcs paboTta ¢ annapaTHbIMM CpeACTBAMM 3aLMTbI (HANPUMEP, C
ycrpoicteom Secret Net Card, MAK "Cobonb"). OgHako B AaHHOM CLieHapuu pa3BepTbiBaHWs UX YCTaHOBKa
He paccmaTpuBaeTcs. MoapobHble cBeaeH!s 06 3TOM cofepkaTcs B JOKyMeHTe [2].

NMoaroTtoBKa K ycTaHOBKe

Mpexae 4eM NpUCTYNUTb K yCTaHOBKe KoMNoHeHToB Secret Net Studio, Heo6xoanMMo
BbIMONHUTL PAA MOArOTOBUTENbHbIX AEACTBUIA.

Bb160p koMnblOTEPOB

B pamkax ogHoro gomeHa Active Directory nnn opraHnsalMoHHOro rnoapasaeneHuns
BbibepuTe KOMNbIOTEPbI ANA pa3MelleHnsa cepeepa 6e3onacHoOcTU, paboyero mecra
aaMMHUCTPATOpa M HecKonbknx kimeHToB Secret Net Studio. Mpwu BbIGOpe pykoBoa-
CTBYMTECH C/IeAyoLWNMMN peKoMeHayeMbIMN TpeboBaHMSMU K KOHMUIYypaL MM KOMMbIo-
Tepos.

Coser.
MoppoGHble cBeAeHNs 0 TpeBOBaHMSIX K KOHGUTypaLmmu KOMMNBIOTEPOB COAEPKaTCs B A0OKyMeHTe [2].

Cepeep 6ezonacHocTu

TpeboBaHMs K annapaTtHOM KOHMWrypauMmM KOMMbIOTEPA, Ha KOTOPbIM YycCTa-
HaBfMBaeTca cepsep 6€30MacHOCTK

neMeHT Tpebyercs

Mpoueccop Intel Core i5/Xeon E3 v Bblwe

OnepaTtuBHas namsTb 16 b

XecTtknin anck (ceobogHoe 150 I'b. PekomeHAayeTCst NCMOMb30BaTh BbICOKOCKOPOCTHOM

NpOCTPaHCTBO) XKECTKUI ANCK

OnepaunoHHas cucrtema Windows Server 2019/2016/2012/2012 R2 Rollup Update
KB2919355/2008 R2 SP1

JononHUTENBbHO K KOMMNbIOTEPY NPeabABAAIOTCA ceayowmne TDE6OBaH na:

e Ha KoMnbloTEPE A0MKHbI 6bITb cBO60AHBI M OTKPbITEI TCP-nopThl 50000-50003.
Ecnm ykasaHHble nopTbl 3aHATbl APYrMMU NPUSIOKEHUSAMU, NpU YCTaHOBKe cep-
Bepa 6e3onacHocTn byaeT NpeanoXeHO Ha3HauuTb Apyrne noptbl 419 UCMOSb-
30BaHunsa cnyxbamn katanoros. Kpome Toro, A0/MKHbI 6bITb OTKpbITHI BCe TCP,
UDP-nopTbl, Heobxoammble ans pyHKUMOHMpPpoBaHMSA koMnoHeHToB OC Windows B
nomeHe AD;
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e B KayecTBe #3blka MporpamMMm, He MNOAAEPXUBAKWMUX CTaHAapT KOAMPOBaHWSA
IOHWKoA, fomKeH 6bITb YKasaH pyCcCKUn A3bIK;

e [AN5 KOMMblOTEpa Ao/MKHA bbIiTb BKJIlOUEHa posb Beb-cepsepa (I1S).

KnueHTbl M nporpammMma ynpasneHus

TpeboBaHMs K annapaTHOW KOHMWrypauMuM KOMMNbIOTEPOB, NpeAHa3HauYeHHbIX ANS
pabouero MecTa afAMMHUCTpaTopa 1 kKNMeHToB Secret Net Studio:

SneMeHT Tpebyercsa
lMpoueccop B cootBeTcTBUM C TpeboBaHusaMu OC 1
OnepaTtuBHas namsTb 2Tb
XecTtknin anck (ceobogHoe 4Tb
NMpOCTPaHCTBO)
OnepaunoHHas cncrema Windows 10/8.1 Rollup Update KB2919355/7 SP1
n apyroe MO Windows Server 2019/2016/2012/2012 R2 Rollup
Update KB2919355/2008 R2 SP1
Internet Explorer Bepcuun 8 nnu Bbiwwe

1 Mpu ncnonb3oBaHMKn KOMNoHeHTa "AHTUBUPYC" HEO6XOANM NpPOLLECCOP C ABYMS PU3NYECKUMU
nnu normyeckmmmn (TexHonorms hyper-threading) sapamm.

B naHHOM cueHapumn yCTaHOBKa KJIMEHTa BbIMOJIHAETCS LLleHTpaIn30BaHHO NoA ynpas-
neHueM cepsepa 6e30MacHOCTM, NO3TOMYy B 6paHAMayape, ecsiv OH BK/IOYEH, Heob-
XOAMMO pa3peLllnTb UCMOSb30BaHMe NOPTOB Ana AocTyna K obwmm pecypcam: UDP -
137, 138; TCP - 139, 445. lJaHHble MOpTbl MO YMONYAHUIO 3aKpbITbl 6paHAMay3poM
npu OTCYTCTBMM Ha KOMMNblOTepe ceTeBbiX Nanok obuero gocryna. Kpome Toro, non-
XHbl 6bITb OTKpbITbI BCe TCP, UDP-nopTtbl, HeobxoanMbie ans yHKLMOHWUPOBAHUS
koMnoHeHToB OC Windows B goMeHe AD.

Co3zfaHue rpynn nonb3oBaTtenen

B pamkax BbibpaHHOro gomeHa Active Directory cozpanTte ctTaHAapTHbIMU CpeacTBaMm
agMmHuctpmpoaHusa OC Windows ase rnobanbHble rpynnbl NOMb30BaTesNein:

e rpynny aAMMHUCTPATOPOB AOMeHa 6€30MacHoCTy;

. rpynny agMMHWUCTpaTopoB J1eCa AOMEHOB 6e3onacHocTH (ﬂOﬂbBOBaTenM OaHHOM
rpynnbl nonyyaTt npaBa Ha Co34aHUWeE HOBbIX AOMEHOB 6e30nacHOCTN B 3TOM necy).

HyxHble npaea 6yayT npeaocTtasiieHbl AAHHbIM Fpyrnnam B Xo4e YCTaHOBKWU cepeepa
6e3onacHocTu.

BkiounTte B 3TWM rpynnbl AOMEHHOro Mosb30BaTesis, noj MMeHeMm KoToporo byaer
BbINOJIHATLCS YCTaHOBKa KOMMOHEHTOB U paboTa c Secret Net Studio.

BkntounTe 06e 3TK rpynnbl B IOKaNbHYH Fpynny aAMMHUCTPATOPOB Ha KOMMbIOTEPE,
Ha koTtopoMm 6yneTr ycraHoBneH cepBep 6e3omacHocTu. pynny aaMMHUCTPATOPOB
AoMeHa 6e30nMacHOCTM TakXe BKJIUYMTE B JIOKANIbHYO rpynny aAMUHUCTPATOPOB Ha
BCEX KOMMbOTEpPax, BblIbpaHHbIX AN YCTaHOBKKN knneHTa Secret Net Studio.

YctaHoBka SQL-cepBepa

Ons dpyHKUuMOHMpoBaHMs cepepa 6e3onacHocTn Tpebyetca CYBA MS SQL. B npaHHOM
cueHapuu pa3BepTbiBaHus cepBep 6e3onacHocTn n SQL-cepBep yCTaHaBNMBAOTCS Ha
OAHOM KOoMMNblOTEPE.

Ha ycraHoBO4YHOM AucKe M3 KOMMJiekTa noctaBku B nanke \Tools\Microsoft\SQL
Server 2012 SP1 Express HaxognTca auctpubyTus 6ecnnaTtHO pacrnpoCcTpaHseMomn
Bepcnun MS SQL Server 2012 SP1 Express. YCTaHOBUTE 3TOT NPOAYKT Ha KOMMbIOTEPe,
BbI6paHHOM Ans pa3melleHns cepeepa 6e30nacHoCTy.

Coser.
Ecnu B opraHu3aumy yxe ectb ycTaHoBMeHHbIH SQL-cepBep, ero Takxe MOXHO UCNoMb3oBaTh. CBeAeHUs
06 3TOM CM. B lOKyMeHTe [2].

Secret Net Studio. Hauano pa6oTbli 6
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MNepen ycraHoBkon SQL-cepBepa Heobxoammo BkIOUMTb B OC Windows KOMMOHEHT
.NET Framework 3.5. Ha komnbtoTepe ¢ OC Windows Server 2008 R2 Takxe HY>XHO
yctaHoButb .NET Framework 4.5 c a3blkoBbIM nakeToM (darnbl AN ycraHOBKMU
dotNetFx45_Full_x86_x64.exe n dotNetFx45LP_Full_x86_x64ru.exe HaxoaaTcs B
katanore \Tools\Microsoft\Prerequisites Ha ycTaHOBOYHOM ancke).

YcraHoBKy SQL-cepBepa cneayeT BbINOMHATE C NapamMeTpamm, 3agaHHbIMU MO yMOJI-
YaHWIO, 3@ MWCKJ/IIOYEeHMEM 3HauyeHUn cnedylowunx napameTpoB, obecneuymBaroLmMx
KOPpPEeKTHOe B3anmogencrene cepsepa b6esonacHoctn n SQL-cepsepa.

e B pa3gene "Server Configuration" Ha Bknagke "Collation" ykaxxute B napameTpax
COpTMpOBKM Ans koMnoHeHTa Database Engine 3HaveHue Cyrillic_General_CI_AS,
YTO6bl BKIIOUNTE PEXMM MOAAEPNKKN COPTUPOBKU KUPUIIULBI 415 SK3eMnspa
6a3bl AaHHbIX.

E Sa server 2012 Setp L= Lo

Server Configuration

Spetily the sehvce sroounts snd collsben conhguration.

Sesup Suppen Rules Sarvice Accoets | Collaton

License Terms

Feature Selection e

Inatallation Rules Cyrillc_General CI_AS [ar——
Instance Configuiation Latn - Cerveral Case-insenditieg, SCTERT-bENSitive. kanatype-insensitive. width-

Dizk Space Reguiremaents ingerdites o Unscnsde Dats, S0L Senver Sont Osder 32 on Code Fage 1252 for non

Srrwer Confiqurstion pEEtalE

Dutabuse Engrve Cenfagu sten

Emor Reposting

Installation Condfigurstion Rules
Initallation Pregress
Comphee

< Back Pent > Cancel Help

e B paspene "Database Engine Configuration" Ha Bknaake "Server Configuration"
BKOUMTE Ana SQL-cepeepa cMellaHHbI pexnm ayTeHTudukaumm (Mixed mode),
obecneumnBawLWwmnin NpoBepKy nogmMHHoOcTM n SQL Server, n Windows.

- SQL Server 2012 Setup [= o =
Database Engine Configuration

Specity Database Engine suthentication security mode. administratons snd data directones

Setup Support Rules Server Configuration | Data Directosies | User Instamces | FILESTREAM

Licenis Teemd

Feabure Selection Specify the authentication made and adminittraton for the Databate Engine
Installstion Rules Authenbcation Mode
Instance Condfiguration
Dirk Space Reguaremaents
Server Configuistinn
Diatabase Ergane Configuration Specify the password for the 501 Server system adminatrator (s} sccount

Wincows suthentic stion mode

%) Mlizord Maode (SO Server suthentication and Windows suthenticstion]

[Erroer Reparting Eriber passwed [

Indtallsticn Configurstion Fule:

; "
Installstion Pregeess Confirm paspaoret | #wasaies

Conmplete Specity SO Server sdmerestraters
| TWINFO Adenewteabor (Admanestraton) | .ﬂ Scn:rlum-nlslrﬂ-un.
harew areestricted sccent
i the Datsbaie Engine.
Adld Cument Lier [ Add [ Remove
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Coser.
Bonee noapobHble cBeaeHus 06 ycraHoBke u HacTpoilke CYB MS SQL coaepxatcs B JokymeHTe [2].

YcraHoBKa cepBepa 6e3onacHoOCTH

Ha koMnbloTepe, KOTOpbI 6yAeT MCNONb30BaTLCS B KaYecTBe cepBepa 6e30nacHoCTy,
BOMAMTE B CUCTEMY MOA MMEHEM AOMEHHOMO MOJb30BaTEIs, BXOASALLErO B JIOKA/IbHYO
rpynny adMMHWCTPaTOPOB KOMMbIOTEPA.

AnAa yctTaHOBKMU cepBepa:

1.

4.

5.

BctaBbTe B NpnBOA YCTaHOBOYHbIM aAnck Secret Net Studio. Mpu nosiBneHnst okHa
nporpamMMbl aBTO3anycka HaXXMuTe B HeM kKHorKy "Cepeep 6e3onacHocTn".

MpumevaHue.
Ecnu okHO nporpamMMbl aBTo3anycka He NosiBUNOCk, 3aMycK YCTAHOBKM HY)XHO BbIMOMHUTL BPYYHYHO.
[ns aToro 3anyctuTte ¢ yctaHoBouHOro ancka pann \Setup\Server\x64\setup.ru-RU.exe.

Mocne 3anycka NporpaMMbl YCTaHOBKM BbIMOMHSETCS aHaNN3 CUCTEMbI Ha COOTBET-
CTBME MPOrpaMMHbLIM M annapaTHbIM TpeboBaHUSM AN YCTaHOBKW KOMMOHEHTA.
Mpu 3TOM NpoBepaeTCs TEKYLLEE COCTOsIHNE BCTPoeHHoro B OC MexaHM3Ma ynpas-
neHuns yyetHbiMm 3anmcsamm (User Account Control — UAC).

BHumaHue!

Ecnm mexaHnam UAC BKnoYeH — Ha 3kpaHe NOSIBUTCS 3anpoc Ha ero BPEMEHHOE OTKIoYeH e, B aTom
cryyae HaxmuTe KHoMKy "[a" Ans OTKNIOYeHMs MexaHu3Ma, nepesarpysute KOMMbITEp W TOMbKO
nocre 3Toro CHoBa 3arycTuTe NPoLeAypY YCTaHOBKM cepBepa Ge3onacHoCTy.

[MporpamMMa yCTaHOBKW HauyHET BbIMNOJIHEHUE MOArOTOBUTENbHbIX LI,EVICTBMVI, no
OKOH4YaHUMW KOTOPbIX Ha 3KpaH 6YLI,ET BbIBEAEH AManOr NpUBETCTBUA.

[Ona npoAomkeHns yCTaHOBKU HAaXXMUTE KHonKy "Oanee".
Ha skpaHe nosaBuTcsa ananor NpuHATUS IMLLEH3MOHHOIO COralleHuns.

O3HakoMbTeChb C CoAepXXaHWEM NIMLEH3MOHHOMO CornalleHuns, OTMeTbTE MYHKT O
€ro NPUHATUM N HaXXMUTe KHonKy "danee".

Ha akpaHe nossuTca ananor "BknioyeHune cepBepa B AoMeH 6e3onacHocTn" .

“]El ¥etanoeka Secret Met Studio - Cepeep GesonacHoctn — >
BrueHne cepeepa B qoMeH besonacHocTn -
BriSepMUTE BAPMEHT BKMKOYEHKA CEPBEPa B AOMEH BE30NacHOCTH ol

(®)Zo30aTh HOBLIA AOMEH B HOBOM NECY AOMEHOB BESONacHOCTH:

O CO303Th HOBLIA AOMEH B CYWECTBYHILLEM NECY AOMEHOEB BesonacHoCTH

() nofiaenTe cepeep B cywecTeyou Aomen fesonacHocTi

Haszan Nanee OTMeHa

YcTaHOBUTE OTMETKY B nosne "co3aaTb HOBbI OMEH B HOBOM Jfiecy AOMeHOB 6e30-
nacHocTn" u HaxmuTe KHonky "[danee".

Ha akpaHe nosBuTcsa gnanor "®anna c HacTponkamm cepBepa ayTeHTudunkaumm".
He MeHANTe 3Ha4YeHns NnapaMeTpoB 1 HaXXMUTe KHonky "Janee".
Ha akpaHe nosasuTca ananor "Hacrtporika gfomeHa 6e3zonacHoctun".

Secret Net Studio. Hauano pa6oTbli 8
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6. BbibepuTe B packpblBaloLEMCH ClMUCKe KOHTenHep ans ¢opMMpoBaHUS HOBOMO
nomeHa 6e3onacHoctn. Mcnonb3ynTe oOpraHuM3auMoOHHOEe noAapasfaeneHue, B
KOTOpOEe BXOAAT KOMMbIOTEPbLI, BbiI6paHHbIE BaMW paHee Ans YCTaHOBKW KOMMO-
HEHTOB CMCTeMbl, UM noboe BblilecTosWee opraHM3aulmMoHHOe nogpasaeneHme
(Bknwoyas secb AoMeH AD). lNocne Bbibopa KOHTelHepa npu HeobxoaMMocCTu
oTpeAaKkTUpymnTe NMs co3gaBaeMoro goMeHa 6e3onacHoCTy.

7. HaxmuTe kHonky "[danee".
Ha skpaHe noasuTca gnanor "pynnbl agMmHUcTpaTopoB 6e3onacHocTn".

8. YKkaxuTe co3gaHHble BaMU paHee Ha 3Tane NoAroToBKM rpynmbl NOsb30BaTeNelN,
KOTOpbIM 6yAyT npenocTaBfeHbl MnpaBa agMUHUCTPUPOBaHUS AoMeHa 6e30-
MacHOCTU 1 Jleca AOMEHOB 6e3onacHocTu. HaxxmuTte kHonky "danee".

Coger.

B kauecTBe rpynnbl agMUHMCTPATOPOB JOMeHa 6e30MacHOCTW He PeKOMEHAYeTCs WCronb3oBaTh
CTaHAapTHYI JOMeHHyt rpynny agmuHuctpatopos (Domain Admins). MHave npu nogknioyeHuu K
CepBepy NMporpamMMbl yNpaBrieHusi, YCTAHOBMNEHHOW Ha 3TOM XE& KOMMbIOTEPE, MOXET BO3HMKATb
oLwmbka 13-3a HeAOCTATOYHBIX PUBUNENHA NONb30BaTENS.

Ha sakpaHe nossuTca ananor "Hacrtpolika kaTanoros".

9. OcTaBbTe 3a4aHHbIe M0 YMOSYaHMIO KaTasorn ycTaHoBKU cepsepa 6e3onacHocTyn
M pasMeLeHuns cny>xebHbiX annoB n HaXxxMmTe KHonky "danee".

Ha sakpaHe nosiButcsa amanor "Hactponku CYB". MNpuMmep coaep>XnMoro auasnora
npeacTaBfieH Ha C/ieaytoLeM pUCyHKke.

“_[El ¥eranoska Secret Net Studio - Cepeep GesonacHocTn - Ed
HacTpoiikn CYB[] ._
3Ta uHdopMaLWA HeobxoamnMa ans paboTel c CYE[ =
MmaBl:  |computer-2\SQLEXPRESS 7

WMna cxemst BA:  |SN7_SERVER_SCHEMA

Y4yeTHaA 3anuck agMuHucTpaTopa B

Wma: |sa

MNaponk: || TTIT I

YYETHAA 3aNKck, MONONL3YEMaA CEPESPOM ANA AocTyna Kk B

Wma  |administrator

Maponk: || sennnnee |

Hazan lanee OTmeHa

10.BbinonHuTE cnegyowme oeNCreuns:

e YKaxuTe napaMmeTpbl COeAMHEHUs C TeM 3K3emnispom B[], koTopbin npea-
HasHadeH Ans paboTbl C ycTaHaBIMBaeMbIM cepeepoM 6€30MacHOCTU:

e B none "Mms BA" ykaxuTe CTPOKy coeaMHeEHUs C 3k3emnnsipom BA:
<unMs gaHHoro komnbtotepa>\SQLEXPRESS

MosicHeHue.

B Hawem cueHapun pa3sepTbiBaHus SQL-cepBep ycTaHaBNMBaeTCs € NapameTpamm no
yMOM4aHUio Ha KOMMbIOTEPe ¢ cepaepom BesonacHocTu. MogpobHo hopmaTt CcTpoku coeau-
HeHUs paccMaTpuUBaeTCs B JOKYMeHTe [2].

e B none "MMa cxembl BA" ykaxuTe HauMeHoBaHue cxembl B/;

e B rpynnenosen "YyeTHas 3anucb agMmHuUcTpaTopa B" ykaxuTte yu4ert-
Hbl€ AaHHble agMUHUCTpaTopa 6a3bl AaHHbIX Ha SQL-cepBepe, 3ajaHHble
paHee nNpu ero yCTaHOBKe;
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e B rpynnenonen "YyetHas 3anmcb, NCNOAb3yeMas CepBepoM A1 AoCTyna
K BA" ykaxuTe ydeTHble AaHHble, C KOTOpbIMM cepBep 6e3onacHOCTH
6yaeT BbINOAHATL NogktoveHne K 6ase gaHHbIX (byaeT co3gaHa yvyeTHas
3anucb AN NOAKIOYEHNSA).

e HaxmuTe kHonky "[danee".
Ha sakpaHe nosisuTCcsa gnanor "HassaHue opraHmsaunm”.

11.YkaxnTe HasBaHMs opraHM3aummn 1 noapasaeneHmns, kotopoe 6yaet obCcny>XnBaTtb
yCTaHaB/IMBAEMbIN CEPBEP, U HAXXMUTE KHoNKy "[anee".

Ha sakpaHe nosiBuTCA Ananor, coobLaLwmin 0 roTOBHOCTU K YCTaHOBKE.
12.HaxMunTe KHonkKy "YcTtaHoBUTL".

HauyHeTcsa konupoBaHue dhanios Ha XEeCTKUN ANCK N perucrpaums KOMAOHEHTOB
B cucteMHoM peectpe OC Windows. Xoa nNpoueccoB KOMMPOBaHUSA M HAaCTPOMKK
oTobpaxkaeTtcs B MHMOpPMaLMOHHOM OKHE B BMAE NOOChI Nporpecca.

Mocne ycrnewHoW YCTAHOBKM M HACTPOMKM Ha 3KpaHe MOSABUTCSA COObLLEHUE,
coaepialllee nepeyeHb BbIMOHEHHbIX OMepaLmii yCTaHOBKN U NpeaynpexaeHue
0 HEO6X0AMMOCTHM NepesarpysKn KoMMbloTepa.

13.HaxmuTte kHonKy "lMepe3arpy3nTb".

Coser.

MoppoGHble CBEAEHMS O pasnMyHbIX BapUaHTax yCTaHOBKM cepBepa 6e30macHOCTM CM. B JOKYMeHTe [2].
Ecnn paHHbIi cepBep 6e30macHOCTH npeanonaraeTcs WCnonb30BaTh He TOMbKO B O3HAKOMUTEMbHbIX
Luendax, Ho 1 Ana nocTpoeHua CUCTeMbl 3aluTbl, peKOMEHOYeTCA B qaaneVlmeM B CO30aHHOM JOMeHe
6esonacHocty Secret Net Studio ycraHoBUTH BTOpOI (pE3EPBHBIN) cepBep 6e30nacHoCTH.

YcTaHoBKa nporpamMmmbl ynpaBsrneHusA

MepengmMTe Ha KOMMNbIOTEP, BbiIBpPaHHbIM 4518 OpraHM3auunn paboyero Mmecrta agMmMHU-
cTtpatopa 6e3onacHOCTM, U BOMAUTE B CUCTEMY MNOA4 MMEHEM AOMEHHOro Mnosb30-
BaTeNs, BK/IKOYEHHOro B rpynny agMMHUCTPATOpPOB AOMeHa 6e3omacHoCcTu npu
BbIMOJIHEHUW MOArOTOBUTENbHbIX AENCTBUNA.

Ana ycTaHOBKW NporpaMMbl yripaB/ieHUs:

1. BcraBbTe B NpuBOA yCTaHOBOYHbIM Anck Secret Net Studio. MNpu nosiBneHnu okHa
NporpamMMbl aBTO3aMnycka HaXXMUTE B HEM KHONKY "LleHTp ynpasneHusa".

Coser.

Ecnu okHO nporpamMmmbl aBTo3anycka He NoABUIOCH, 3anyCK YCTaHOBKW HYXHO BbIMOJIHUTL BPYYHYIO.

[ns atoro:

* Ha komnbloTepe ¢ 64-paspsgHon Bepcuert Windows — 3anycTiTe € yCTaHOBOYHOMO Aucka aitn
\Setup\Console\x64\setup.ru-RU.exe;

* Ha komnbloTepe ¢ 32-paspsgHon Bepcuert Windows — 3anycTuTe € yCTaHOBOYHOMO Aucka aitn
\Setup\Console\Win32\setup.ru-RU.exe.

ﬂporpaMMa YCTaHOBKW BbIMOJIHUAT NMOArOTOBUTESNIbHbIE ,CI,GVICTBVIFI, MO OKOH4YaHUU
KOTOPbIX Ha 3KpaHe NOoABUTCA Ananor NpuBETCTBUA.

2. [ns npoao/HKeHus yCTaHOBKM HaXxMnTe KHonky "danee".
Ha sakpaHe nosiBuTCS AnManor NpUHSTUS IMUEH3MOHHOMO cornatleHms.

3. O3HaKoMbTeCb C CoAepXXaHWEM JIMLEH3MOHHOIO CorflalleHmnsl, OTMETbTE COOTBET-
CTBYIOLMIA NPUHSATUIO COrlalleHms NyHKT U HaXXMUTe KHonky "[anee".

Ha sakpaHe nossuTcsa guanor "KoHeuHas nanka".

4. OcTaBbTe 334aHHYH N0 YMOMYaAHMIO NMankKy ycTaHoBkM MO nMnu ykaxuTte apyryto
rnanky HasHadeHuns n HaxMmTe KHonky "Nanee".

Ha sakpaHe nosiBuTCS Ananor, coobLlaLmin 0 roTOBHOCTU K YCTaHOBKe.
5. HaxmuTte kHonky "YcTaHOBUTL".

HauyHeTcs npouecc yCTaHOBKK, X044 KOTOpOro otobpa)aetcsi B UHPOpPMaLMOHHOM
OKHe B BMAe Nosockbl nporpecca. ocne ycnewHon yCTaHOBKM Ha 3KpaHe nos-
BUTCS Ananor "YcTraHoBKa 3aBepLueHa”.
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6. HaxmuTte kHonKy "[0TOBO", a 3aTEM HaXMuTE KHOMKY "3akpbiTb" B elie 0gHOM
MosIBUBLLEMCH Ha SKpaHe ananore.

Tenepb MOXHO NPUCTYMNUTb K YCTaHOBKE KJ/IMEHTOB Ha pa6oqme CTaHuunun.

LleHTpan n3oBaHHas yCTaHOBKA KIIMeHTa

A

LleHTpanu3oBaHHas ycraHoBka MO KnMeHTa BbINOMHSAETCA MoA yrnpaBiieHMeM cepeepa
6e3onacHocTu. 114 3Toro B nporpamMme ynpasneHuns dopMUpyeTcst CMMCOK YCTaHaBIn-
BaeMoro MO 1 co3aatoTca 3a4aHns pa3BepTbiBaHUS.

BHumaHwue!
[ns ycnewHoro BbINOMHEHUS BCEX OMUCAHHBIX HWXE AEWCTBUMIA paboTalowmii Ha KOMMblOTEpe NOMb-
30BaTeNb AOKEH BXOANUTb B FPYNNy adMUHUCTPATOPOB AOMeHa 6e30MacHOCTM.

3anyck nporpammbl ynpaBneHus

Ansa 3anycka nporpamMMbi:

1. B meHwo "Myck" OC Windows B rpynne "Koa 6e3onacHoctn" BblbepuTe aneMeHT
"LleHTp ynpaBneHuns".

Ha sakpaHe nosiBUTCS CTapTOBbIN Ananor NporpaMMel.

. o
&1 | SECRET NET STUDIO
=l /' LEHTP I

Bribepute cepBep GesonacHOCTH:

computer-2.TWinfo.local - G

Bes noAknioHenits k cepaepy 6e30nacHoCTH oTkphiTs ¢ Aucka KypHan wnn ApXie xypHanos

2. B none "BbibepuTe cepBep 6€30macHOCTU" yKaXXmnte MMs yCTaHOBJIEHHOIO paHee
cepBepa b6esonacHocTu. [ns 06HOBNEHMS CMMCKA CEPBEPOB HAXMWUTE KHOMKY
cnpasa OT nossi.

3. Haxxmute kHonky "lMoaxnoountbca".
Mocne 3Toro Ha 3KpaHe NOoSABUTCS OCHOBHOE OKHO MporpamMmbl.

(DOpMVIpOBaHVIe CNUcKa yCTaHaB1MBaeMoro no

Mo ymMON4aHMIO CNUCOK LLeHTpann3oBaHHO ycraHasamBaemoro MO nycr. Heobxoanmo
006aBUTb B HEr0 KOMMJIEKT YCTaHOBOYHbIX hanioB.

Mpwn NepBoM 3anycKe NporpamMMbl yrpaB/ieHUs B F/TaBHOM OKHE NOSIBUTCS COobLLeHMe,
npeanaratoliee Hadatb paboTy C CMCTEMON N NEPENTU K yCTaHOBKE K/IMEHTOB Secret
Net Studio Ha KoMnbOTEPHI.

Ana po6aBneHusi KOMMJIeKTa YCTaHOBOYHbIX (haiinos.:

1. HaxmuTe kHonkKy "lMNepeliTn Ha Pa3BepTbiBaHue".

B rnaBHOM OKHe NMporpaMmbl ynpaBfieHUs NossBUTCA naHenb "Pa3BepTbiBaHme" m
coobuweHune, npegnarawuiee gobasmTb anctpnbytme Secret Net Studio.

2. Haxmwute kHonky "[dobaBntb".
Ha akpaHe nossuTca gnanor "[obaBuTb AncTpmbyTmBbl".

3. BcraBbTe B nMpuBOA4 YCTaHOBOYHbIN auck Secret Net Studio, HaxkmMuMTe KHOMKy
"NobaBuTb", B MosiBUBLLEMCA Ananore BbibepuTe KOPHEBOW KaTasnor yCTaHo-
BOYHOI0 ANCKa U HaXMUTe KHOMKy "Bbibop nankn".

Secret Net Studio. Hauano pa6oTbli 1 1



© KOMMAHMA "KOA BE3OMACHOCTN"

[Mocne cunMTbiBaHMA COAEPXXMMOro ykKasaHHOro kartasora B auanore "[JobaButb
anctpnbyTtmebl" NoaBUTCA MHGMOPMaLMs 0 BbiIGpaHHOM YCTaHOBOYHOM KOMMJIEKTE.

4. Haxmute kHonky "lMpumeHnTh".

Ha skpaHe nosBuTCcA avanor, otobpaxatrowwni npouecc gobasneHns ¢annos.
JoxanTecb OKOHYaHUA 3TOro rnpouecca.

5. HaxmuTte kHonky "3akpbiTh".

B cnucke Ha Bknagke "Peno3vtopuin" NOSBUTCHA HOBbIW 3NEMEHT, CoAepXallni
CBeAeHM1S 0 3arpy>eHHOM KOMMJEKTe YCTaHOBOYHbIX (hanios.

dopmupoBaHKe 3agaHus pa3BepThbiBaHUA

Mocne hopMMpoBaHMsA CIUCKA LIeHTPann3oBaHHoO ycTaHasamasaemoro MO HeobxoanMo
[06aBNTb 3adaHne passepTbiBaHWA. 3adaHne onpeaensieT CNMcoK KOMMbIOTEPOB, Ha
KOTOpPbIX B aBTOMATUYECKOM pexXmnMe 6yayT BbiMOHATLCA HYXHble AENCTBUA.

& BHumaHue!

[nsi ueHTpanu3oBaHHoM ycTaHoBkM MO Ha KOMMBLIOTEPbI NONB30BATENb, 0T UMEHM KOTOPOTO BbINOMHAETCS
ycTaHoBKa (cM. 1.6 mpoLeaypb!), AomkeH o6riaaaTh NpaBamu NIOKabHOT0 afgMUHUCTPATOPA 3TUX KOMIbIo-
TepoB. [peanonaraeTcs, YTO NPy BbINONHEHWUM NOAFOTOBUTENBHBIX AEHCTBUIA rpynna agMUHUCTPaTOPOB
foMeHa 6e30nacHOCTM Bbina BKIOYeHa B IOKaNbHbIE FPYNNbl aAMUHUCTPATOPOB Ha BCEX HYKHBIX KOMMbHO-
TEpax, ¥ AOMEHHbIV NONb30BaTENb, BKIOYEHHbIN B 3Ty rpynmy, yxe obriaaaeTt BCEeMI Hy)XHbIMY paBamy.

Ana po6aBneHusi 3agjaHusA pa3BepTbiBaHUA:
1. B naHenu "Pa3BepTbiBaHUe" nepenanTe Ha BKaaky "Pa3sepTbiBaHume".

PA3BEPTHIBAHWE 3AAAHWA JNINUEH3MPOBAHME PEMC3UTOPHIA

O0ece [ sNs Mg BesShS Komanae ~ C O6HoBue Q B 3xcnopr.

a Komnerotepsn Moapasgenenne Jomen bezonacHocmm YpoeeHs 3amTsl
computer-1.TWinfo.local twinfo.local ]

b v & TWinfolocal

] computer-2TWinfoocal twinfo.local TWINFO.LOCAL ]

COMPUTER-3.TWinfo.local twinfo.local ]
COMPUTER-4.TWinfolocal twinfo.local ]
COMPUTER-5.TWinfo.local twinfo.local ]

2. CneBa B Cnuncke OTMeTbTe KOHTenHepbl AD C HY>XXHbIMWU KOMMbIOTEPaMM, @ Cripasa
B Cncke BblbepnTe KOMNbIOTEPbI, HA KOTOPbIE HY>XHO YCTaHOBUTb O KnneHTa.

Coger.
BbiBop HECKOMBbKMX KOMMBIOTEPOB BbIMOMHSAETCS, ECIM HaxaTa knasuLa <Ctri> unm <Shift>.

3. Bbl30BMTE KOHTEKCTHOE MEHI0 AN1s1 OAHOr0 M3 BbiGpaHHbIX KOMMbIOTEPOB U Bblbe-
puTe KomaHay "YcraHosuTb MNO".

B npaBon 4acCTh OKHa NosaBUTCA NaHEsb HaCTpOﬁKM napaMeTpoB 3aaHnA.
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YcTaHoBka auctpubyTtmnsa

Hassanne 25 ¥eranoska MO
3agaHna
Ancrpubyms 854514.0 -
Moaunnenune computer-2.TWinfo.local
cepeepy
Manka gna ® YCTaHOEUTs E MaNKy No YyMOAUYaHWH
YCTAaHOBKW

YCTaHOBMTE B YKa3aHHYH Nanky:
Bpemsa OMMaaHUE HE OTPAHUYEHD
oMMAaHNA
nepesarpyswn ® 3anate spemMa (MuR.):
KOoMnoHoTepa
nocne ycraHoBKn 10

MapameTpu

3aumTHbIE

AoBasnTe AKLEH3UK WS dalina BrifpaTh...
noACHCTEMbBI

bazcean sawurta 1000 skz. (oct. 999), go 01.11.2020, SC -

4. B rpynne nonen "BpeMsa OXuaaHus nepesarpysku..." Ans BKIAOYEHUS pexuma
aBTOMATMYECKOW Mnepesarpy3sku BbibepuTe BapuaHT "3agaTb BpeMs" n B none
BBOJA YKaXuTe, Yepe3 CKOMbKO MUHYT Moc/e 3aBeplieHns YCTaHOBKW crneayeTt
BbIMO/IHUTb aBTOMAaTMYECKYIO nepe3arpy3Ky KOMMnboTepa.

5. B rpynne noner "3awmTHble noacucTtembl" fobaBbTe SNIMLEH3MM Ha WMCMNOSb-
30BaHWe npoaykTa. [1nsg 3Toro HaxmuTe KHomnky "BbibpaTh" 1 BbibepuTe B nos-
BMBLLUEMCS agnanore dalin C IMLEH3MSMU, NPEeAOCTaBEHHbI MOCTABLLNKOM.

Mocne 3arpysku AaHHbIX B rpynne nosiei nosBATcs CBEAEHUS O IMLEH3USX.

6. B nonax "Mma" n "Maponb" BBeanTe yyeTHble AaHHbIe MoJsb30BaTenNs, MMeLWero
npasa /I0KaJbHOro aAMMHUCTPaTopa Ha BCeX BblBpaHHbIX KOMMbOTEPaX.

Coser.
McnonbayiiTe y4eTHbIE AaHHbIE JOMEHHOTO NONL30BATENS, BKMOYEHHOrO B rpynny aAMUHUCTPATOPOB
[oMeHa 6e30MacHOCTY NPy BbINOMHEHUN NOATOTOBUTEMbHbIX ASACTBUIA.

7. HaxmuTte KHOMKy "YCTaHOBUTL" B HMXXHEN YacTu NaHeNu.

8. lNepenanTte Ha BKIaaKky "3agaHna" ans HabnoaeHMS 3a XOA0M BbINMOIHEHUS CO3-
AaHHOro 3agaHuns.

PA3BEPTHIBAHWE 3ANAHMA JNALEH3NPOBAHWE PENO3WTOPMIA

@ Oruenurs
KomnstoTepst Hauano Koneny Cratye
25 YcraHoska MO BunonHenme
) computer-2TWinfo.local 12.10.2018 10:53:12 A Yeranosxa.

Bpems sanycka: 12.10.2018 10:50:42

noapofree v

Ha 3Toi Bknagke Ans 3agaHuUin M KOMNbOTEPOB OTOHpaXkatoTcs cBeAeHUs O Bpe-
MEeHU N CTaTycCe BbINOJIHEHNA NpoLecCa YCTaHOBKMU.

Coger.

Yrobbl yBMAETH SONONHUTENbBHBIE CBEEHUS O 3aAaHum, HaxmuTe KHonky "MogpobHee” B HUXKHEN
4acTv nHopmaLmoHHoro 6roka. [1ns npocMoTpa NoAPOBHLIX CBEAEHNIA 0 KaXKOAOM KOMMLIOTEPE HaX-
MWUTE KHOMKY CO CTPENKOM, KOTOpas pacnorioeHa B NPaBOM HUXHEM YrIly CriMcka KOMMbIOTEPOB.

Ha 3awmnuaemMbix KoMNbloTepax ycTaHoBka MO BbINOMAHAETCS aBTOMAaTUUYeCKM B POHO-
BOM pexuMe. Monb3oBaTe b OMOBELLAETCSA 0 HaYyasle M 3aBepLUEHNM YCTAaHOBKM.

Mocne ycnewHon yctaHoBkK knmneHTa Secret Net Studio n nepesarpysku Kommblo-
TEepoB OHW Yepe3 HEKOTOpOoe BpeMsl MOsIBATCA B CTPYKTYype ynpaBiieHUs B KayecTsBe
noaYnMHEHHbIX 06beKTOB cepBepa 6e30nacHoCTH.
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[naBa 2
YnpaBneHue pabotomn Secret Net Studio

Mporpamma ynpasneHns Secret Net Studio ucnonb3yetca ons LeHTPaIM30BaHHOIO
yrnpaB/ieHNs 3aliMLLaeMbiMM KOMAbIOTEPaMN (CBEAEHWUS O 3aMyCKe NporpaMMbl CM. Ha
cTp.11). OHa NO3BONSET BbINOMHATL CieAytoLme OCHOBHbIE AENCTBUS

® HACTpoMKa napaMeTpoB 3aliuTbl U yNpaBieHWe KOMMNbIoTEPaMK ;
®  MOHUTOPUHI COCTOSIHUSI CUCTEMBI

e KOHMUrypupoBaHue ceTeBol CTpyKTypbl Secret Net Studio;

e paboTa C LeHTpasiM30BaHHbIMUN XYPHanamu.

MpumeyaHue.

B cocrase knueHTa Secret Net Studio ycraHaBnnBaeTcs BapuaHT nporpammbl ynpasneHus ans paboTbi B
NOKamnbHOM pexume. Pexum npegHasHayeH Ans fokanbHOW HACTPOMKM NapameTpoB 3allWTbl, ynpas-
NEHUs MexaH13Mamm 1 NPOCMOTPA NOKabHbIX XypPHarNoB AaHHOTO KoMNbloTepa. BO3MOXHOCTY LigHTpanu-
30BaHHOrO yNpaBreHNs B 3TOM PEXMME HEAOCTYMHbI.

WHTepdeiic nporpaMmmbl ynpaBneHus

MpuMep BHELHEro B1Aa OCHOBHOIMO OKHA MporpaMMbl MpeacTaBfeH Ha ceayiowem
pUCyHKe.

() computer-2. TWinfo.local : Secret Met Studic - LlenTp ynpasneqmna - [m] X

— (E <- | f::.':‘ Hauano * | L] a

B IS xHer @00~ <

Active Directory | Cepeepbl 6e3onacHocT | [pynnbl KOMNbHOTEPOR

. ‘éj computer- 1 1
% TWinfo.local [ 2 (=] 3
g 0O £ = > £ 2
- P
1 2 i E 1] 5

Manens
HABMIaLMK Mo
byHKLMAM
nporpaMHb

NaHens "CobeiTka
crcTemel”

"KomnbtoTepsl” B
pexmMe
"OwarpaMma”

e /| Onncanne
& 23.04.201818:12:27 KoHdurypauua sarpyseHa,
H¥ 23.04.201819:12:26  Omipbmue ceccwn. Cepeep computer-2. TWinfo.local
9§ 23.04.201819:12:12  Omrpemue cecomn, Cepeep computer-2.TWinfo.local

Ceccus oTkpeITa.

3anpoc oTNpasneH Ha cepeep.

SF 23.04.2018 18:54:07 3akpeimue ceccnm. Cepeep computer-2.TWinfo.local Ceccun 3aKpbiTa.
HF 23.04.2018 18:54:07 3akpeimve ceccum. Cepeep computer-2.TWinfo.local 3anpoc 0TNPaBNEH Ha CEPEBED.
8 23.04.201818:52:46 3anpoc koHpurypavmm. KoHdurypauma sarpyseHa.

23.04.2018 18:48:05 3anpoc kondurypaunn.

KoHdurypauna sarpyxeqa

Okro cobbmai o | @@ B

MNopcnrouen: computer-2.TWinfolocal »

OCHOBHOE OKHO NMpOrpaMMbl COCTOUT U3 CIeAYy LW NX YacTen:

e MaHesb HaBUraumm — oTobpaxkaeTcs B /IEBOW YacTM OCHOBHOIO OKHa M COAEPXKUT
AP/blKX Bbl30Ba NaHenein ynpasneHuns nporpaMmbl;

* [MaHenu ynpaBieHus — npegHasHavyeHbl 4na oTobpakeHus cBeaeHWM U BbIMos-
HEeHUs AeNCTBUIN C 0BbEKTaMM.
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B nporpamMme nMetoTcs creayowme naHenm ynpasneHus:

MNMaHenb ynpasneHus | OnucaHue

Coaep>XxuT BUAXETbl. BUaXeToM ABNAeTCS BU3yasbHbI 31EMEHT
CraTucruka MHTepderica NporpamMmbl, HarlsA4HO XapakTepu3yoLWnNn 0OauH
CUCTEMHbIV NapameTp

CoaepXXuUT CpeacTea yrnpasneHus KOMMboTepaMu.
MpeacTaenser co60i CXEMY 3/1EMEHTOB, COOTBETCTBYHOLMX
[OMeHaM, OpraHM3aLUnoHHbIM NoApasAesieHnsAM, cepeepam
6€30MacHOCTM 1 3alMLLAEMbIM KOMMbIOTEPAM

KomMmnbroTepbl

Conep>UT nHGOpMaLMIO 0 COBLITUAX TPEBOTM, MPOM3OLLEALLNX HA
XXypHanbl TpeBor 3alWmLIaeMbIX KOMMbloTepax. ®oOpMUPYETCa U3 YBEAOMIIEHWI O
CO6bITUSAX TPEBOMM, HaNpaeaseMbIx cepBepy 6e30MnacHoOCTU

ConepxuT nHGopMaLuio 0 CoEbITUAX, 3aperMCTPUPOBaHHbIX B

XXypHanbl cTaHUMM
JTOKanbHbIX XypHanax 3alumLaeMbIX KOMMbOTEPOB

Coaep>xuT nHdopMaLmio 0 CeCCUsAX AO0CTyna K cepeepy
XXypHanb! cepsepa 6e30MacHOCTN, OTKPbIBAEMbIX KOMMOHEHTaMN M MporpaMMamMm
Secret Net Studio, Bk/to4as BHyTpEHHWE CECCUUN CaMOro cepeepa

ApXuBbI Conep>XUT cpeacTsa paboTbl C apXMBaMM XKypHasoB

OTueTbl Coaep>xXuT cpeacTtaa ANns paboTbl C oTYeTaMm

CopepXXuT cpeacTBa HAaCTPOMKM aBTOMATUYECKOW YCTaHOBKM U

Pa3BepTbiBaHue
pT o6HoBneHns MO Ha KoMnbloTepax

Macnopt MO CoaepXXuT cpeacTBa HaCTPOMKKN MexaHM3Ma 3awwmTel "MacnopT MO"
Co6bITNA cucrembl ConepXxuT cBefeHnst 06 M3MEHEHWU COCTOSAHWUSI 06 bEKTOB CUCTEMBI
Coser.

Moapo6Hble cBeaeHNs 0 paboTe ¢ naHensiMy ynpaBneHns coaepxatcs B AokymeHTe [4].

MOHVITOpVIHF n oneparnBHoe ynpaBsrieHne

CeegeHuns 06 obuem coCTOSIHMKM 3alMLLEHHOCTU CUCTEMbl coaepXaTcs B MHbOopMa-
LMOHHOM NnaHenun "Cratncrnka", npumep KOTOpPOKM NoKasaH Ha C/leayoweM pucyHke.
Ona npocMoTpa 3TUX CBeAeHUM HaxMmuTe KHonKky "Cratuctuka" BBepxy naHenm
HaBuraumm (cneesa B OCHOBHOM OKHe).

(8 computer-2.TWinfo.local : Secret Net Studio - LienTp ynpasneria - m] X

® - ,

CTaTMCTHKA 53 24uaca 7aeeli 30 gneit 3 OBHosnmerca pas & 7w, Mocnegree obHosnerue: 14:15 ~+ fobasms suaxer (5

Tpesori BLICOKOrO yposHs TPeBOTY NOBLILIEHHOTD YPOBHA

0

3anpocs Ha
yroepxaeH... 3

1]

: -

e 0
2611 1418 2711218 27118 2611 8 211218 21138

Owmbin o
ninLiersii ]
computer-2TWinfolocal 7 computer-2TWinfolocal 165

OBHapyseHHEIX BUPYCOB KoMNsioTepll € HADYLIEHVIEM LLenoCTHO...

0 0

0

Broxwpomn o
komnbioTepos (2

Moagniouen: computer-2TWinfoocal o cosumat @) |G B8 [
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NHdopmaumoHHas naHens "Cratncrmka" coctouT U3 BUIKETOB. BuaxeTom asnsetcs
BU3YyasibHbIN 3/71eMeHT nHTepdenca NporpamMMbl, HarnaAHO XapakTepusyowmnii oanH
CUCTEMHbIN MapaMeTp. MaHenb Mo YMOMYaHUIO COAEPXUT (DUKCMPOBaHHbIN Habop
BUDKETOB C HAaCTPOEHHbIMWN NapaMeTpamMm 0TOBpaXKeHns.

Ha6op MOKa3aHHbIX Ha NaHeNM BUAXETOB, MapaMeTpbl UX OTO6pa)KEHVIF| n unx
pacnosioXdKeHne Ha NaHeN MOXHO MEHATDb.

Coser.
MozpoGHble cBefeHus 0 paboTe ¢ naHenbio "CraTucTuka" cM. B fokymeHTe [4].

CBeaeHMst 0 COCTOSIHUM KOMMbIOTEPOB MOXHO MOCMOTPETb B naHenu "KomnbtoTepbl"
Ha Bkiaake "CocrtosiHne", nmetowlen sma, nogobHbli NpeacTaBlieHHOMY Ha PUCYHKE.

= & Crpycaypa 0¥ P> Crpyxrypa AD e ® Onnetp ne sagan |l Mayza fo B0 @ Kewrwposars ~

COCTOAHKE HACTPOIKM WHOOPMALIMA. AWLIEH3NKA
OcHoBHble cBeaeHua o6 obbexkTe

- BB
=] computer-2.TWinfo.local . v joMeHe besonacHocTH, K
& comp Q computer-2.TWinfo.local - v
2 snispvinfolocal

KOTOpOMY OH OTHOCHMTCSH
2 computer-2.TWinfo Jocal i
3
P i‘
[ ———1 Bnoknposka Tpesorm
KowTpaE
[NoctynHble cpeacTea

[] + +
%
AnaynpaeneHva

Luckpeuuontos 3aTMpanMe AaHHBIX obbexTom

3% DYHKLUMOHA/BHBIN KOHTPOJIb
OBILUEE NWLLEH3WA

() Bunoaswts OK

OyHKUVOHaNLHEIF KORTPONS MPOfiASH yenewro

ynpagneHue

YT106b! BKNIOUYNTD MW OTKIKOUYUTb MNaHENb CBONCTB, BbI30BUTE KOHTEKCTHOE MEHIO A5
obbekTa Ha gnarpamme naHenu "KomnbioTepbl" 1 Bblbepute komaHay "Ceoncrea"”.

OnepaTMBHOE ynpaB/fieHMe 3allMLLIAEMbIMA KOMMbIOTEPAMMU MOXHO OCYLLECTBAATb
KOMaHAaMM KOHTEKCTHOro MeHk obbekTa Ha mnaHenn "KomnbtoTepbl" (MoAgMeHo
"KomaHabl"). KoMaHabl onepaTMBHOMO ynpaBneHUs MOryT MPUMEHSATLCA TONMbKO K
BKJTOYEHHbIM KOMMbIOTEPaM.

CoBer.
Moapo6Hble CBEASHNS O MOHUTOPUHTE 1 ONepaTUBHOM yNpaBneHun cM. B IokymeHTe [4].

Hactpowuka napameTpoB 6e30nacHOCTU

YnpaBneHue napameTpamm 6€30nacHOCTM ocylecTensieTcs B naHenn "Komnbotepbl”
Ha BKNagke "HacTporikn", KoTopas COAEPXXUTCSA B MaHEeNn CBOMCTB 06beKkToB. YTobbI
BKJTOUNTb MW OTKIKOUNTL OTOBpaXxeHne naHenm CBOMCTB, BbI30BUTE KOHTEKCTHOE Me-
HI0 ANns obbekTa Ha AnarpamMme 1 BblbepuTe koMaHay "CBouncrea".

Ons ynpaBneHus napameTpamm 6e3onacHOCTM BbibpaHHOro obbekTa HeobxoanMo
3arpysuTb NapaMeTpbl C cepBepa 6e3onacHocTM. [ns 3Toro nepenanTte Ha BKNaaKy
"HacTporkn" n HaxmMmTe KHOMKy "3arpy3nTtb HacTponkn". Habop AOCTYmnHbIX Napa-
METPOB 3aBUCUT OT TUMa BblbpaHHOro obbekTa. MNocne 3arpy3kn napaMeTpoB Anst UX
0bHOBNEHUS UCMONb3YNTe KHOMKY "OBHOBUTL" B BEPXHEWN YAaCTU BKIAAKM.

MpuMmep cogepXMMoro Bkaaku "HacTponku" npeacTtaBneH Ha cneayoweM pucyHke.

Secret Net Studio. Hauano pa6oTbli 1 6
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COCTQAHWE HACTPOIKM WH@OPMALIMA JULEH3MIA

BB computer-2TWinfolocal "
& comp I;I computer-2.TWinfo.local

@ snlsp.twinfolocal

O Computer 2TWinfolocal | ¢ Wabnora ~ Dannsie nonyuers: 20:08:48 OfHosuTs

O6nacts oTobpaxeHns
napameTpoB

= NONMTAKA i‘%\: BaBOBaH 3allunTa

Basosan saumra

Bxoa B cuctemy Bxop B cuctemy

Kypran
Obnacts yP

ornaeneHms Teresoe konuposarine MaKcumansHsifi NepUoR HEBKTABHOCTH 30 . -
Kntouu nonssosatens BroKVpOBKM 3KpaHa 4
Onossuishie o Tpesorsx
Kermpons ROP nogntaueniii

3anper ETOpULHOr ExOAA B CUCTEMT Brnroumts
Jaumra noKanLHLX pecypcon

[luckpeuyoHros yrpaseHues BOcTynoN
SaTMpanie AaHHbX Peskilin Ha nssATIE WASHTUGMKATODS He BrokuposaTs

MoanomasHoE yipasaeHite AocTynom

O6nactu oTobpaXkeHMs pasfeneHbl Mexay coboi nepenBuMraeMbiMmn rpaHuLamMu. Mpu
HeobX0AMMOCTM MOXHO CKPbIThb KaKyo-nn6o 061acTb, NepeaBUHYB ee rpaHuLy.

CoenaHHble U3MeHEeHMs BCTYNatT B CUJTy NOC/e coXpaHeHus. s coxpaHeHus name-
HEHWN NCNONb3yNnTe KHOMKY "MpUMeHnTh" BHU3Y BKIAAKW.

CoBer.
MoapobHble CBeaeHMs 0 HAacTpolike NapameTpoB 6e30MacHOCTM cofepxaTcs B AOKYMeHTE [4].

Pa6oTa c ueHTpanu3oBaHHbLIMU XXypHanamm

B 6a3e gaHHbIX cepBepa 6€30MacHOCTU HaKanMBaloTCs Crieayowme XypHanbl :

® KypHan cobbITMiN TpeBoru;

e XXYypHan cobbiTnii;

e XypHan cepBepa 6€30MacHOCTH.

K npuMepy, NnaHenb XypHana cobbiTUii TPEBOrn MMeET BUA, NOA0BHbIN MOKa3aHHOMY
Ha cneayoLwWweM pucyHke.

COBbITHA ¥TPO3bI

I N S = TN

23.042018..  Hapywesue uenocinocra..  Kortponb u..  LocalProtec..  computer-2TWinfolocal

ﬁ Hosii . Orkprte

&

CTAHJAPTHBIE 2ANPOCHI

E 3a Bce Epema

23.04.2018..  Hapywesue uenocthocta..  Kowtpoms u..  LocalProtec..  computer-2TWinfolocal NT =)
 ZERES 2304.2018..  Hapywenwe uenoctioctn..  KoWwtpomb .. LocalProtec..  computer-2.TWinfo.local NT =
E g 23042018..  Muorofiagran ownbkan.. Cepewc obn.. UpdateClient  computer-2TWinfolocal NT E
B 327 ok 23042018, Mworospar| ognaces orobpaerms caamenmi ) computer-2.TWinfolacal NT

£ 8ce sucororo yposHa C‘ncas B yTeHTUGMKaLIMA. Aytertudn..  AuthServer computer-2.TWinfo.local /

B bce wiscoro yposun < 17.042018..  Orkas b ayrermuducaunn.  Ayrermagin..  AuthSery ceeaeHnit

E sce nosmiwenroro yposHR 17.04.2078... Orkas B ayTeHTUdMKALMM. Aytentugu..  AuthServ " \/
I MNaHenks HACTPoiiKK BEIBOAS

B Nocrearuie 1000 cosumni 17.042018..  Oreas 6 ayresmuducaupan.  Ayrermadin..  AuthServer  computer-2TWinfolocal

3ANPOCHI
AETANBHO OBLLEE MAPAMETPhI KBMTWUPOBAHWE 1/29 (~

BHELWHHWE XYPHAEI
Onucanme

Hapylexie UenoCTHOCT pecypca. 06nacTe onMcaHnsa cobbimai
Tun pecypca: 3HaugHne peectpa

MmA pecypea: HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\services\SNPAVdnATag

D mowan: Dn st nnn eAlne e nam msan Camrad Rat Ohlin

MpocMOTP U ynpaBfeHWe 3anucaMu XYpHanoB, xpaHawmxca B B[ cepeepa 6e3o-
NMacHOCTU, OCYLLLECTB/IAOTCA TOMbKO B NporpamMMe yrnpasneHus. [ns 3arpysku 3anu-
cell B NaHeNM Co3AaeTcs BKAaKa, Ha3biBaeMas 3anpocoM.

3arpy>xeHHas nHdopmauns o cobbITUaX BbIBOANTCS B obnactn otobpaxeHuns ceege-
HWI COOTBETCTBYOLWEN NaHenu (CM. pUCyHOK BbiLwe). [1ns aHanm3a CoAep>XXMMOro Xyp-
HanoB NpeayCMOTPEHbl pa3NnyHble peXnMbl 0OTOBpaxxeHnsa cBeaeHunn.

B pexxnmMe "CobbiTna" BbIBOAMTCS CMNUCOK 3arpy>KEHHbIX 3anncemn XypHanos B Tabnmu-
HOl (pbopMe. DTO OCHOBHOM PEXWM AJ1si MTPOCMOTPa U yrpaBiieHUs 3anmncsiMu.

B pexxume "Yrposbl" BbIBOANTCS CNMCOK COBbITUI Yrpo3, MONyYEHHbIX B pe3ynbTaTe
aHanm3a 3arpy>eHHbix 3anucenn. CobbiTna yrpos npeacrasnsaoT cobon okatble uam

Secret Net Studio. Hauano pa6oTbli 1 7
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pasbsCHSIOWME CBEAEHUS O 3apernCTPUPOBaHHbIX COBbITUAX. PEXUM npeaHasHa4veH
ANs NpeacTaBfieHnst aAMUHUCTPAToOPY WU ayauTopy Hambornee BaXHOW ANl HUX

MHOpMaL KM U3 XKYPHaNOB.

Coser.
MoppoGHble cBeAeHNSs 0 paboTe C LeHTpanu3oBaHHbIMY XypHaramm1 CoaepxaTcs B JOKymeHTe [4].

Secret Net Studio. Hauano pa6oTbli
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JokymeHTauus
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1.

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoAcTBO aAMMHUCTpaTOpa.
MprHUMNBI NOCTPOEHMSA

RU.88338853.

501400.001911

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoAcCTBO aAMMHKUCTpaATOpa.
YcraHoBka, 06HOBNEHME, yaaneHne

RU.88338853.

501400.00191 2

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoAcTBO aAMMHUCTpaTOpa.
Hacrpolika n akcnnyataums

RU.88338853.

501400.00191 3

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoAcCTBO aAMMHUCTpaTOpa.

LleHTpann3oBaHHOe yrnpaBieHne, MOHUTOPUHT U ayauT

RU.88338853.

501400.00191 4

CpenctBo 3awmThl MHPopmauun Secret Net Studio.
PykoBoAcCTBO aAMMHUCTpaTOpa.

Hacrporika n akcnnyartaums.

NokanbHaga 3awunTa

RU.88338853.

501400.001915

CpenctBo 3awmThl MHPopmauun Secret Net Studio.
PykoBoAcCTBO aAMMHUCTpaTOpa.

Hacrporika n akcnnyartaums.

CeTeBas 3awmTa

RU.88338853.

501400.001916

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoAcCTBO aAMMHUCTpaTOpa.

Hacrporika n akcnnyataums.

AHTUBUPYC 1 CPeACTBO OBHapY>XeHUS BTOPXEHUN

RU.88338853.

501400.001917

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoAcTBO aAMMHUCTpaATOpa.

Hacrporika n akcnnyataums.

[loBepeHHasa cpena

RU.88338853.

501400.001918

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoAcCTBO aAMMHKUCTpaTOpa.

CepBep 06bHOBNEHUN.

YcTaHOBKa M HaCcTpoiKa

10.CpeactBo 3awmThl MHPopmauun Secret Net Studio.

PykoBoAcCTBO Nosib30BaTeNA

RU.88338853.

501400.001 92

Secret Net Studio. Hauano pa6oTbli
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