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Cnucok cokpawieHnmn

AD Active Directory

API Application Programming Interface

BIOS Basic Input/Output System

FAT File Allocation Table

GPT GUID Partition Table

HTTPS Hypertext Transfer Protocol Secure

IEEE Institute of Electrical and Electronics Engineers

IMAPI Image Mastering Application Programming Interface

MBR Master Boot Record

MS Microsoft

MSDN Microsoft Developers Network

NTFS New Technology File System

PCMCIA | Personal Computer Memory Card International Association

PKI Public Key Infrastructure

ReFS Resilient File System

SSL Secure Socket Layer

TLS Transport Layer Security

UDF Universal Disk Format

UEFI Unified Extensible Firmware Interface

USB Universal Serial Bus

VPN Virtual Private Network

XML Extensible Markup Language

XPS XML Paper Specification

AC ABTOMaTM3MpoOBaHHasA cucTemMa

B Basza gaHHbIX

ac [loBepeHHas cpeaa

3nc 3aMKHyTasi MporpaMMHas cpega

nc NHdopmaumoHHas cuctema

KU KOHTpOsb LLenocTHOCTH

ocC OnepaunoHHas cucTema

oy OnepaTtuBHOE ynpaBneHne

NAK MporpamMMHoO-annapaTHbIi KOMMIeKC

no MporpamMmMHoe obecneyeHune

POy PazrpaHunyeHune gocTyna K yCTponcTBam

Cb CepBep 6e3onacHoCTH

C3un CpencTtBo unm cucTema 3awwmTbl MHdopMaumm

cyeA CucTema ynpasneHuns 6asamm gaHHbIX

®CTIK depnepanbHas cryxba no TeXHNYECKOMY U 3KCMOPTHOMY KOHTPOJIO
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BBeaeHue

YcnoBHble
0003HavYeHus

o>p

[JaHHOe pyKOBOACTBO MpeAHa3HadeHOo AN aAMMHUCTPATOpoB usgenusa "Cpeacrso
3awnTbl MHbopmauum Secret Net Studio" RU.88338853.501400.001 (pmanee —
Secret Net Studio, cucrema 3awmThl, nsgenme). B HeM cogepxxaTca cBeaeHus, Heob-
XoanMmble aAMUHUCTpaAaTOpaM And  O3HakKoMleHuda C  npuHunnamu pa60Tb| n
BO3MOXHOCTAMU NnpuMeHeHuns Secret Net Studio.

B pykoBoAcTBe A/1s1 BblAeNEHUS HEKOTOPbIX 3JIEMEHTOB TEKCTa MCMNONb3YyeTcs psig
YC/IOBHbIX 0603HaUYeHUN.

BHyTpeHHME CCblsIkM 06bIYHO COAepXaT yKa3aHWe Ha HOMEep CTPaHuLUbl C HYXHbIMU
CBEAEHUSIMU.

BakHast n gononHuTenbHas nHbopMaLlmsa odopMieHa B BUAE npuMedaHuin. CteneHb
BaX>XHOCTW COZIEPXALUNXCA B HUX CBEAEHU I 0TOBPaXatoT MMKTOrpaMMbl Ha MoNsx.

e Tak obo3HauvaeTca AononHUTeNbHas MHboOpMaLnsa, KOTopas MOXEeT coaepXaTb
npuvMepbl, CCbINIKM Ha Apyrue JOKYMEHTbl UK Apyrue 4acTu 3TOro pyKoBOACTBA.

e TaKol NUKTOrpamMMoi BblAENSAETCA BaXkHas MHMOPMaLMS, KOTOpYo HeobxoamMo
NPUHATb BO BHMMaHMe.

e DTa NMKTOrpamMMa ConpoBOXAAeT MHMOPMaLMIO NpeaocTeperatoLLero xapakTepa.

Wcknioyenus. MpumeyaHust MOTYT HE COMPOBOXAATHCS MUKTOrpaMmamu. A Ha Monsix, MOMUMO MUKTO-
rpaMm NpUMeYaHNi, MoryT GbITb NPUBELEHBI U ApYrue rpaduyeckue aNeMeHTbI, HanpuMep, u3obpaxeHus
KHOMOK, IeNCTBUS CKOTOPbIMU YNOMSIHYTbI B TEKCTE PACNONOXEHHOTO psifioM ab3aua.

Opyrue CaiT B MHTepHeTe. Bbl MOXeTe noceTuTb canT komnaHum "Koa BesonacHoctn"

UCTOUYHUKM (https://www.securitycode.ru/) nnn cBA3aTbCA C NPEACTAaBUTENAMU KOMMaHUM Mo

qu)opmauww 3/1eKTPOHHON nouTe (support@securitycode.ru).
Yyeb6Hble Kypcbl. OCBOMTb annapaTHble U NporpaMMHble NpoAyKTbl KoMnaHum "Koa
BesonacHocT1" MOXHO B aBTOPM30BaHHbIX yYebHbIX LEeHTpax. NepeyeHb yyebHbIX
LEHTPOB M  ycnoBusi 0b6yyeHMs npeacTaBfieHbl Ha  CcaillTe  KoMMaHuwm
https://www.securitycode.ru/company/education/training- courses/. CBsizaTbCs C
npeacTaBuTeNIeM KOMMaHWUM MO BOMpPoOCaM oOpraHuM3auuMm O0byyeHUS MOXHO Mo
3/1eKTPOHHOM noyTe (education@securitycode.ru).
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Oowume cBegeHUs

Ha3HauyeHue cucrtembl

Cucrema Secret Net Studio npegHa3sHadeHa gns obecneyeHust 6ezonacHocT MHGOp-
MaLMOHHbIX CUCTEM Ha KOMMNbloTepax, GYHKLUMOHMPYIOWWX NOA ynpaBieHMeM onepa-
LMOHHBbIX cncteM MS Windows 10/8/7 n Windows Server 2019/2016/2012/2008.

[Mpn ncnonb3oBaHMM COOTBETCTBYOLLMX NOACUCTEM n3genue obecneumnBaeT:

3alMTY OT HECAHKLMOHMPOBAHHOrO AOCTYyNa K WMHMOPMAUMOHHLIM pecypcam
KOMMbIOTEPOB;

KOHTPOJb YCTPOWUCTB, NOAKIH0YAEMbIX K KOMMNbOTEpPaM;
obHapy>eHne BTOP)XEHWUI B MHGHOPMaUNOHHYIO CUCTEMY;
AHTUBMPYCHYIO 3aLUNTY;

MeXCeTeBoe 3KpaHMPOBaHMe ceTeBoro Tpaduka;
aBTOPM3aLNIO CETEBbIX COEANHEHU.

YnpaBneHune gyHKUMOHMPOBaHMEM cucTeMbl Secret Net Studio MoxeT ocyuwecrs-
NATbCA LEeHTPanM30BaHHO MW JIOKANbHO.

OcCHoBHbIe PYHKUUK

Cucrema Secret Net Studio peannsyeT cneaytouime OCHOBHbIe PYHKLUN:

KoHTponb BXxoaa nonb3oBaTenen B cucreMy (MAEHTUdUKaLMS U ayTeHTUDMKaLNA
rnonb3oBartenemn).

OnckpeunoHHoe pasrpaHnyeHmne gocryna K annoBbiM pecypcaM, yCTponCTBaM,
npuHTEpPaM.

MaHaaTHoe (MOMHOMOUHOE) pasrpaHuuyeHue AocTyna K dainoBbiM pecypcaM,
yCTpoOiCTBaM, MpUHTEpPaM, CETEBLIM MHTepdeicaM, BKovas:

®  KOHTPOJb MOTOKOB KOH(MMAEHUNaNnbHON MHdopMaLmn B cMcreme;
e KOHTpOSb BblBOAA NH(MOPMALMN HA CbEMHbIE HOCUTENN.
KOHTpPOJIb COCTOSIHMS YCTPOMCTB KOMMbOTEPA C BO3MOXHOCTAMMN

e B/IOKMPOBaHMS KOMMbIOTEPA NPU U3MEHEHMWN COCTOSIHUS 3aaHHbIX
YCTPOWNCTB;

e 6/70KMpPOBaHNS MOAK/IKOYEHUS 3anpeLleHHOro ycrpomcrea (ycTponcresa u3
3anpeLieHHon rpynmnobl).

TeHeBOe KOMMpoBaHUe VIH(bOpMaLI,VIVI, BbIBOAMMOW Ha BHELLHMWE HOCUTENN U Ha
neyarb.

ABTOMaTMYECKas MapKMpOBKa JOKYMEHTOB, BbIBOAMMbIX Ha Me4yaTb.
KoHTposib LenocTtHocTn daiinoBbix 06bEKTOB 1 peecTtpa.

Co3gaHue 3aMKHYTOM NporpamMMHOW cpedbl ANns nosnb3oBatenienn (KOHTPOSib
3anycka MUCMosiHAeMblX MoAyJSen, 3arpyskm AMHamuyeckux bubnunotek, ncnon-
HeHUWs CKpunToB No TexHonorun Active Scripts).

OumncTKa onepaTMBHOM M BHELIHEN NaMATH NPy ee nepepacnpeaeneHnm.
M30onaumsa npoueccos (BbIMOAHAEMbIX MPOrpamMM) B ONepaTtuBHOM NaMsATH.

3almnTa CoAEPXXMMOro TOKasbHbIX XECTKUX ANCKOB Mpwu HecaHKLI,MOHMpOBaHHOﬁ
3arpyske OﬂepaLl,MOHHOﬁ CNCTEMDI.

Co3pgaHune goBepeHHOM cpeapl (BHEWHUN Mo oTHoweHMto K OC KOHTpOoNb paboThl
OC v cucTeMbl 3alWmnThl, YCTAHOBIEHHbIX HA KOMMblOTEPE).

AHTUBMPYCHas 3allMTa KOMMbIOTEPOB.
Ob6Hapy>xeHne BTOPXXEHUN.
MexceTeBoe 3KpaHMpoBaHWe ceTeBoro Tpaduka.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 7
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e ABTOpU3aLMS CETEBbIX COEAUHEHUN.

e YnpasneHue MAK "Cobonb" (ynpaBneHne nosb30BaTENsIMU, KOHTPOJIEM LIENOCT-
HOCTU, Nosly4yeHme cobbliTnii 6e3onacHocTu).

L4 (DYH KLUWOHaNbHbIN KOHTPOJ1b K/HOYEBbLIX 3alllMTHbIX MOACUCTEM.

e CamMo3zawmnTa oT HeCaHKLUMOHNPOBAHHbIX BO3JENCTBUI Ha KNtoYeBble 3aliUTHbIe
noACUCTEMDI.

e Perucrpaumns cobbitnin 6eonacHocTu.

e LleHTpanu3oBaHHOE 1 NIOKasbHOE ynpaBfieHe napaMeTpamm pa60TbI MEXaHN3MoB
3alnThbl.

e LleHTpanu3oBaHHOE M JlOKaNbHOE ynpasseHue napaMeTpamum paboTbl MOMb30-
BaTenen.

e  MOHUTOPUHT 1 ONepaTUBHOE yNpaBfieHMe 3alnLLaeMbIMU KOMMbIOTEPAMU.
e LleHTpanusoBaHHbIN c6Op, XpaHEHWUE U apXUBUPOBAHWUE XXYPHAJSIOB.

CocraB yCTaHaBJinBaeMbiIX KOMMNOHEHTOB

Cucrema Secret Net Studio coctonT 13 cneayowmx NporpaMMHbIX MakeToB, yCTaHaB-
NMBaeMbiX Ha KOMMNblOTEpaXx:

1. "Secret Net Studio" (nanee — kmeHT).

2. "Secret Net Studio — Cepsep 6e3onacHocTn" (nanee — cepsep 6e30nacHOCTN Un
Cb).

3. "Secret Net Studio — LleHTp ynpasneHuns" (aanee — nporpamma yrnpasfeHuns).

Ha3HayeHue KOMNOHEHTOB

KnueHTt

KnneHT cucrtembl Secret Net Studio npegHasHadeH Ans peannsaumu 3alWUTbl KOM-
NblOTEpa, Ha KOTOPOM YCTaHOBJIEH AAHHbIN KOMMOHEHT. 3allMTa peaan3yeTcs nyTem
NMPUMEHEHUS 3alUUTHbIX MEXaHWU3MOB, PacCLIMPSAOWMX U AOMNOSHSAKWKMX CpeacTBa
6e3onacHoctn OC Windows. 3allMTHble MeXaHW3Mbl — 3TO COBOKYMHOCTb HacTpa-
MBaeMbIX MPOrpaMMHbIX CPEACTB, BXOAALWMX B COCTaB K/IMEHTa M obecneunBarowmx
6e3o0nacHoe NCcnosib30BaHME pecypcoB.

KnneHT MoxeT QYHKLUNOHMPOBAaTh B CIIeAYOLWMNX PEXMMAX:

e aBTOHOMHbIN pPeXnM — npegycMaTpmuBaEeT TOJIbKO JIOKaJIbHOE ynpaBieHNeE 3allnT-
HbIMW MEXaHWNU3MaMW,;

e CETEBOW pexXuMM — npeaycMaTpuBaEeT JIOKallbHOE U LEeHTpannM30BaHHOE YrpaB-
JIeHNEe 3alUUTHbIMA MEXaHM3MaMM, a TaKXe LEHTPasiM30BaHHOE MoJlyyeHue
MHdOPMaLMN N U3MEHEHME COCTOSIHUS 3aLLMLLIAEMbIX KOMMbIOTEPOB.

PexxMM hYHKLMOHMPOBaHUS ONpeaenseTcs Npu yCTaHoBKe KMeHTckoro MO n MoxeT
6bITb N3MEHEH B NpoLecce aKcnayaTaunm knmenTa (cM. AokyMeHT [3]).

CepBep 6e3onacHocTM

CepBep 6e30MacHOCTU peanu3yeT BO3MOXHOCTM LIEHTPasM30BaHHOMO YyrnpaBieHus
K/IMEHTAMU B CETEBOM pexume ¢yHKLUOHUPOBaHUSA. [laHHbIN KOMMOHEHT obec-
neynBaert:

® XpaHEHWe AaHHbIX LEHTPAIM30BaAaHHOI 0 ynpaB/ieEHUA,;

e KOOpAMHaUMIK paboTbl APYrMX KOMMAOHEHTOB B MpoLecce LEeHTpaiu30BaHHOro
ynpaBieHUsi CUCTEMON ;

e MoflyyeHue oT KIMEHTOB M 06paboTKy MHGOPMALIMM O COCTOSIHUWN 3alUMLLAEMbIX
KOMMbIOTEPOB;

e ynpaB/ieHNe NonNb30BaTENSAMN N aBTOPU3aALIMEN CETEBbLIX COEAMHEHWIA;
e L|eHTpaNM30BaHHbIN CO0P, XpaHEHME U apXUBUPOBAHME XKYPHAsOoB.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 8
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Mporpamma ynpaBneHus

MporpaMma ynpasfieHus UCNoNb3yeTcs ANs LLeHTPanM30BaHHOMO YrpaBieHus cepse-
pamMu 6€30MacHOCTM U KIIMEHTaMM B CETEBOM pexuMMe PYHKUMOHUPOBAHUSA. JaHHbIN
KOMMOHEHT obecneymBaert:

ynpasneHue napaMeTpaMmm 06bLEKTOB;

oTobpaxkeHne MHbopMaLmMm 0 COCTOSHUM 3aliMLLAeMblX KOMMbIOTEPOB N MPOU30-
weawmnx cobblTUSX TPEBOIU;

3arpysKy XypHasoB CobbITUiA;
onepaTMBHOE yrnpaB/ieHMe KOMMNbIOTEPAMN.

NTnueH3unn Ha ncnonb3oBaHue NOACUCTEM

MexaHu3Mbl 3aWwmTbl cncteMbl Secret Net Studio AOCTYNHbI AN NCNONb30BaHUS NpuU
HaAMuMM COOTBETCTBYIOWMNX 3aperucTrpupoBaHHbIX NUUEH3UN. JIMUEeH3UpYLoTCH
cneayrouime MeEXaHU3Msl

MexaHWu3Mbl, Bxoaswme B 6a3oByto 3awnTy (obsa3aTenbHas MMueHsms);
ONCKPeLMOHHOEe yrnpaBnieHne 4OCTynom;
KOHTPOJb YCTPOWCTB;

3aTupaHue AaHHbIX;

3aMKHYyTas NporpaMMHas cpesa;

MOSIHOMOYHOE ynpaBfeHne 4OCTYMNOM;
KOHTpO/b NnevaTu;

3almTa AMCKOB U WndpoBaHne faHHbIX;
MeXXCceTeBOM 3KpaH;

aBTOpM3auUMs CETEBbIX COEANHEHWUN;
obHapyeHue 1 NpeaoTBpaLLEHME BTOPXKEHNN;
aHTMBUPYC;

nacnopt MNO;

AoBepeHHas cpeja.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 9
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CocTtaBHble YyacTu knueHTta Secret Net Studio

pynnbl GyHKUMOHANBbHLIX KOMNOHEHTOB KIIMEHTa

B coctaB knneHTa cucrtembl Secret Net Studio BxoasaTt cneaytowme dyHKUMOHANbHbIE
KOMIMOHEHTbI

OCHOBHbl€ MporpaMMHble Cny>X6bl, MOAYNM U 3awWuTHble noacucreMbl (6a3oBas
3awuTa);

OOMNONHUTENBHO NoaktoyaemMble QYHKLMOHANbHbIE KOMMIOHEHTbI, YC/IOBHO pa3ae-
JNleHHble Ha crieaytolme rpynnbl:

e JIOKaJibHagd 3aliunTa,

e [0BepeHHas cpeaa;
[ ]

3almTa OT BUPYCOB U BpefiloHocHoro MNO;

ceTeBasd 3aluTa.

0606w eHHas CTpyKTypHas cxeMa K/iMeHTa npeacrTaBiieHa Ha cnefytolem pucyHke.

OcHoBHble d)yHKLl,VIOHaJ'IbeIe KOMMOHEHTbI Moaknioyaemble q)yHKU,I/IOHaJ'IbeIe KOMMOHEHTbI

JlokanbHaA 3awmTa

3alwuTHble ll

noAcucTembl

JlokanbHas
6asa
BaHHbIX

[osepeHHas cpena

3awutHas
nogcvcrema

Cnyx6a sapa
XKypHan
Secret Net Studio,

CeTeBas 3awmTa

3aluTHblE ll

~

Moacuctema nokanbHon
ayTeHTudunKaumm
J

~
Moacuctema kKoHTpoNs

L

Cpeacrtea LieNoCTHOCTH ) : : NOACUCTEMbI
nokanbHOro N
npaBneHns Moacuctema paboTsl c) -
annapaTHoii : I T R .
NoAAEPKKON ) o : 3alwuTa oT BMpPYyCOB 1 BpeaoHocHoro MO |
N
Moacuctema . .

camozawmnTbl

3alwuTHble ll
NOACUCTEMBI

BbasoBas 3awuTta

B 6a30By10 3alLUTYy BXOAAT Cleaytoline NporpaMMHble Clyx6bl, MOAYAN U 3aLLMTHbIE
NOACUCTEMbI:

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
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AA4po;

areHT;

CpeAacTBa JIoKasbHOro yrnpaB/eHus;
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NOACUCTEMA KOHTPOSS LLeNIOCTHOCTU;
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fAnpo

Cnyxba sapa aBTOMaTM4eCKM 3amnyCKaeTCcs Ha 3aliMliaeMOM KOMMbioTepe npu ero
BKJIIOYEHUN U PYHKLMOHUPYET Ha MPOTSHXKEHMN BCErO BPpeMeHW paboTbl KOMMbloTepa.
OHa ocywecTBnsieT ynpasreHue noagcmcreMamm n obecneymBaeT nx B3amMMmoaencremne.

AP0 BbIMONHAET crieayowme GyHKLUN:

e obecneynBaeT 06MeH AaHHbIMK MexXAy NoACucTeMaMm KameHTa n obpaboTky noc-
TynawLwmnx KOMaHa;

e obecneumBaeT AOCTyn ApPYrMX KOMMOHEHTOB K MHMOPMaLWK, XpaHAaLlencs B
nokanbHou 6ase gaHHbIX Secret Net Studio;

e ob6pabaTtbiBaeT NocTynarouwyo MHdopMaunto o cobbITUsX, CBA3aHHbIX C 6e3onac-
HOCTbIO CUCTEMBI, N PETUCTPUPYET MX B XXypHane Secret Net Studio.

Moacmcrema permcrpaumn SBASETCA OAHUM U3 3N1EMEHTOB sapa kaveHTa. OHa npea-
Ha3HayeHa Ans ynpasieHUs permcrpaumen cobbiTUii, CBA3aHHbIX C paboTon cncTeMbl
3aWwmnThl. Takme cobbITUSA perucTpmpytoTcsa B XypHane Secret Net Studio. 3ta nHdop-
Maumsa nocrynaet oT noacmcrem Secret Net Studio, koTopble cnegat 3a npowucxo-
aswmmm  cobbiTusamu. [MepeyeHb cobbiTMin Secret Net Studio, nognexawmx
pervcrpaumm, yctaHaBIMBaeTCcs aAMMHNCTPaToOpPoM 6e30nacHoCTy.

B nokanbHoi B[] Secret Net Studio xpaHuTca nHdopmMaumsa 0 HaCTponKax CUCTeMbI
3alWunTbl, HeobxoamMmbiXx ans paboTbl 3awuMuaeMoro kKomnbetoTepa. JlokanbHas B
pa3Melaetcs B peectpe OC Windows u cneunanbHbix dannax.

AreHt

AreHTOM $IBASIETCS MPOrpaMMHbI MOAY/b B COCTaBe K/IMEHTa, obecreynBatoLmit
B3aMMOAeNCTBME C cepBepoM 6e30MacHOCTU. AreHT NpMHUMAET KOMaHAbl OT cepBepa
6e30MacHOCTU 1 OTNpPaBAAET eMY AAHHbIE O COCTOSIHUW KOMMblOTepa.

AreHT UCNOosb3YyETCs TONIbKO B CETEBOM pexmnMe PYHKLMOHUPOBAHUS KIMEHTA.

CpepAcTBa NIOKaNbLHOro ynpaBneHus

CpefcTtBa IoKanbHOro ynpasneHusi obecneunBatoT:

e ynpaBneHune ob6bekTamm 3aWnTbl (YCTpOMCTBaMm, pannamm, Katanoramn);
e yrnpaBfieHWe NnapaMeTpamMm Nosib3oBaTesNeln 1 3alMTHbIX MEXaHM3MOB;

e (opmMMpoBaHME 3a4aHMN Ha KOHTPOJSIb LLEIOCTHOCTH;

®  MPOCMOTP JIOKASIbHbIX XXYPHasoB.

MoacucTtema nokanbHoOW ayTeHTUPUKaLMK

MoacMcTeMa UCMosb3YETCA B MEXaHU3Me 3aluThl BXogda B cuctemy. CoBmecTtHo ¢ OC
Windows noacncrema obecneynBaert:

* MPOBEpPKY BO3MOXHOCTM BXOAA NOJSIb30BaTeNs B CUCTEMY;

e OrMOBeLLlEHNE MOMb30BaTENS O PEAIM30BaHHbIX B CUCTEME Mepax 3alnTbl MHMOP-
MauKnKM 1 0 NocNieHeM BXoAe B CUCTEMY;

e oOnoBeuweHne ocCrtasbHbIX MOLl,y}'IEﬁ O Ha4yane nan 3aBepeHnn pa6OTbI nonb30-
BaTend;

e 6n0oknpoeKy paboTbl NoAb30BaTENS;
® 3arpysky AaHHbIX C NePCOHabHbIX NAEHTMHOUKATOPOB NONb30BATENS;
®  YCUJIEHHYI0 ayTeHTUdUKaLMIO Nob30BaTeNs NpU BXOAE B CUCTEMY.

Mpu obpaboTke BXoAa MoJSb30BaTeNs B CUCTEMY OCYLLECTBNSAETCS (opMUpoOBaHUE
KOHTEKCTa MOoJb30BaTeNs: ONnpeaeneHne ero npuBUAernii, ypoBHa Aonycka u ap.
OonofIHUTENbHO BbINONHSAETCA MYHKLUNOHANbHbIN KOHTPOJIb paboToCrnocobHOCTN cuc-
TeMbl Secret Net Studio.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 1
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Moacuctema KOHTPONSA LIENOCTHOCTH

MoacncTeMa KOHTPOS LLeIOCTHOCTU obecrneynBaeT NpoBEPKY HEM3MEHHOCTU pecyp-
COB KOMMblOTEPA: KaTanoros, panios, KKYEN N 3Ha4eHn peectpa. B coctaBe mexa-
HW3Ma KOHTPO/IS LLENOCTHOCTM NOACUCTEMA peann3yeT 3almTy OT NOAMEHbI pecypcos,
CpaBHMBad Ux C onpeaesieHHbIMMU 3TaJIOHHbIMU 3HA4YeHUAMU. ﬂaHHaﬂ noacncrema
BbIMOJIHAET KOHTpoAupyowmne dyHKUnMmM He npu obpaleHnn nonb3oBaTens K pecyp-
caM, a Npu HaCTYMNJIEHNW ONpeaesieHHbIX CObbITUI B cUCTEME (3arpy3Ka, BXoz nosb30-
BaTesns, KOHTPOb MO pacnmMcaHuio).

Moacuctema paboThbl C annapaTHOW NOAAE PKKON

MoacncreMa MCNONb3yeTCs B MeXaHW3Me 3aluTbl BXOAa B cucTeMy ans pabotbl C
yCTpOMCTBaMmM annapaTHon noagepxku. OHa obecneuymBaeT B3aMMOAENCTBUE CUC-
Tembl Secret Net Studio c onpegeneHHbIM HaboOpoOM YCTPOMCTB M COCTOUT U3 Cnepy-
OLWKWX Moaynen:

e MOAyib, obecneumBalOWmMin eanHbli HTepdelc obpalleHns Ko BCeM NoaAepXu-
BaeMbIM yCTPOMCTBAM annapaTHOM NOAAEPXKKU;

e Moaynm paboTbl C ycTpoiicTtBaMm (Kaxabii Moaynb obecrieunBaeT paboTy C KOH-
KPETHbIM YCTPONCTBOM);

e [paliBepbl YCTPOWCTB annapaTtHoOW noaaepxku (ecnm oHn Heobxoanmel ).

Moacucrtema camosawmThbl

OaHHas noacucrema obecneunBaeT GyHKUMOHUMPOBAHME MeXaHW3Ma CaMo3allUTbl
(c™. cTp.18).

Moakno4vyaemblie q)yHKLI,VIOHaHbeIe KOMMNOHEeHTbI KITneHTa

NokanbHas 3awuTa

K rpynne fokanbHOM 3alinTbl OTHOCSTCA MOACUCTEMbI, peanusytowmne npMMmeHeHmne
cnenyowmx MexaHM3mMoB 3aLUThbl

® KOHTPOJIb YCTPOWCTB;

e KOHTPO/b NeyaTw;

e 3aMKHYyTas NporpaMMHas cpea;

® [OJSIHOMOYHOE yrpaBsieHne AOCTYNOM;

® [MCKPEeLMOHHOe ynpaBieHune JOCTYNOM K pecypcam aiyioBo CUCTEMBI;
e 3aTMpaHue JaHHbIX;

e 3awmTa MHMOPMaLNM Ha TIOKaNbHbIX ANCKAX;

e WN@pOBaHME AaHHbIX B KPUNTOKOHTENHEpPAX;

e nacnopt MNO.

[loBepeHHas cpeaa

Moacuctema "[oBepeHHas cpeda" peannsyeT MPUMEHEHWE OJHOMMEHHOro Mexa-
HM3Ma 3aLUThI.

CeTeBas 3awura

K rpynne ceTeBon 3allnTbl OTHOCATCA MNOACUCTEMbI, pean3dyrlumne npmMeHeHune
cneayrumnx MeXxaHM3MoB 3allnThl .

e  MEXCETEBOM 3KpaH;

L] aBTOpn3auund CETEBbLIX COG,DMHGHVIVI.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 2
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3awmra oT BUpPycoB 1 BpeaoHocHoro N0

K rpynne 3awmuTbl OT BUPYCOB U BpeAoHOCHOro MO oTHOCATCA MOACUCTEMBI, peanu-
3ylolmMe NnpMMeHeHne cneayroLlmx MeXaHM3MoB 3aLmThl:

e obHapyxeHue 1 npefoTBpalleHne BTOPXKEHNN;

e aHTUBMpYC.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 3
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[maBa 3
MexaHu3Mbl 3alUUTbI, peann3yemMblie KITMeHTOM

3awuTa Bxoga B cUCTEMY

3alwunTa BXxoaa B CUCTEMY obecneunBaet npeagorBpaweHne 4oCctyna noCTOPOHHUX NNy
K KOMMbloTepy. K MEXaHW3MY 3alMTbl BXOAA OTHOCATCA Ceaytoume CpeacTsa:

e cpeacTBa onsd naeHTUdUKaunum n aytTeHTMdurKaLmMmn nonb3oBaTenen;
e cpeacrtBa 6510KMPOBKM KOMMbIOTEPA;
e annapaTHble CpeacTBa 3awmnThl OT 3arpy3km OC CO CbeMHbIX HOCUTENEN.

UpeHTudmkauma v ayteHTudpMKaums nonb3oBatenen

NoeHTndukauma n ayteHTUduUKaumMsa Nonb3oBaTens BbINONHATCA MPU KaKAoM
Bxoge B cucremy. LlUtatHas gna OC Windows npoueaypa Bxoga npepycmaTpuBaeTt
BBOA MMEHM W Mapons Nosb30BaTess WAM WUCNOoNb30BaHWe annapaTHbIX CPeAcTB,
noaaepXXuBaeMblX onepauMoHHON CUCTEMOMN.

B cucreme Secret Net Studio naeHTndKnKauma nonb3oBaTeNEN MOXET BbIMONHATLCS B
CneayLmx pexmmax:

e "[lo uMeHn" — aAnsa BXoda B CUCTEMY MOSIb30BaATE/b MOXET BBECTU CBOWU YUYETHbIE
AaHHble (MMS M Naposb) MW MCNONb30BaTb annapaTHble CpeacTBa, NoaaepXu-
BaeMmble OC;

e "CMewaHHbIN" — ons BXoAa B CUCTEMY MOJIb30BaTeNlb MOXET BBECTU CBOM Y4YET-
Hble JaHHble (MMS U Napofb) UKW UCNOb30BaTbh NEPCOHaNbHbI naeHTUdMKaTOP,
noaaepxuBaemblii cncrtemon Secret Net Studio;

e "Tonbko No naeHTUdUKaTopy" — Kaxabl nosib3oBaTeNlb ANs BXOAa B CUCTEMY
[omkeH obs13aTeslbHO MCNOJIb30BaTh NEPCOHaNbHbI NAEHTUMUKATOP, NOAAEPXKMN -
BaeMbI cncrtemon Secret Net Studio.

B kauyecTtBe nepcoHanbHbiX naeHTudukatopoB B Secret Net Studio npumeHstoTCs
cpeacTBa uaeHTUUKaUMmM M ayTeHTUdUKaumm Ha 6ase naeHtngukatopos eToken,
Rutoken, JaCarta, ESMART nnu iButton. YT0o6bl ncnonb30BaTb 3TW YCTPOMUCTBA, HEOO-
XOAMMO 3aperncrpmpoBaTh UX B cMCTeMe 3awmTbl (MPUCBOUTL MOb30BaTeNsaM).

AyTeHTUdMKaLMa Nonb3oBaTesie MOXEeT BbINOMHATbCA B YCUIEHHOM pexume C
OOMONHUTENBbHOM NPOBEPKOW napons nosb3osatens cncremon Secret Net Studio. B
pexuMe YCUIEHHOW ayTeHTudukKaunmm naponn nosb3oBaTeniel MNpoBepAOTCA Ha
cooTBeTCTBME TpeboBaHMAM NOANTUKM NApOsen Kak B ONepaunoHHON CUCTEME, TaK U
B Secret Net Studio.

JononHutenbHO Ans 3awuTbl KoMnbloTepoB B Secret Net Studio nmpeaycMmoTpeHsbl
cnenytouime pexumbl:

e paspelleHne MHTEPAKTUBHOrO BXoAa TOMbKO 4/ AOMEHHbIX MOSb30BaTenen — B
3TOM pexume 650KMpyeTcs BXO4 B CUCTEMY JIOKasIbHbIX Mosib3oBartenen (noa
NIOKasIbHbIMW YYETHbIMM 3aNnNCsMU);

e 3anper BTOPUYHOro Bxoda B CUCTEMY — B 3TOM peXume 6}'IOKMpyeTCF| 3anyck
KOMaHZA4 W CeTeBbIX MOAKIYEHUN C BBOAOM YYETHbIX AAHHbIX APYroro nojb30-
BaTena (He BbIMOJIHMBLLEIO MHTepaKTMBHbIﬁ BXOA4 B CVICTEMy).

BnokupoBKka KoMnbloTEpa

Cpep,cha 6ﬂOKMpOBKM KOMMNbKOTEPA NpeaHasHa4dYeHbl A4 npeaorBpallleHna HECaHK-
LMOHMPOBAHHOIO UCMOb30BaHUA KOMNbIOTEPA. B3TOM pexume 6nokmn PYyrOTCA YCTPOVI-
CTBa BBOAaA (KnasmaTypa n MbIIJJb) M 3KpaH MOHUTOpPaA.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 4
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BnoKupoBKa Npu HeyAa4YHbIX NONbITKAX BXOAA B CUCTEMY

Ona nonb3oBaTeneh MoryT ObiTb YCTAHOB/IEHbl OrFpaHUYEeHUs Ha KOIMYeCTBO
HeyZauyHbIX MOMNbITOK BXOAA B cucTteMy. B gononHeHne K CTaHAAPTHBIM BO3MOXHOCTSIM
OC Windows (6r0kMpoBKka YYeTHOW 3anmcy Monb30BaTeNs rnocne onpeaesreHHoro
ymcna nonbITOK BBOAA HenpaBUIbHOrO napons) cucrtema Secret Net Studio moxeTt
KOHTPONNPOBaTb HeyAaudHble MOMbITKM BXOAa B CUCTEMY MPWU BK/IIOYEHHOM pexume
ycmneHHon ayteHTudurKaumm no naponto. Ecan nonb3oBartenb onpeaeseHHoe Konm-
YECTBO pa3 BBOAMT NMapoJib, KOTOpbIN He 6blsicoxpaHeH B Bl Secret Net Studio, — cuc-
Tema 6nokupyeTr KoMmnbloTep. Pa3bnokMpoBaHue KOMMblOTEPA OCYyLECTBASETCS
aaMMHUCTPaToOpoM. CUETUMK HeyAauHbIX MONbITOK OBHYNSeTCs npu yaadyHOM BXoae
Nnonb30BaTens uiam nocne pasbiokMpoBaHMa KOMMNbOTepa.

BpemeHHan 6NMOKMpPOBKa KOMNbIOTEpa

Pexxum BDEMEHHOVI 6nokmn POBKW BKJIIOHAETCA B Cnefyrownx cnydaax:
® eCn Nonb30BaTesb BbIMOJHWUI AENCTBUE 418 BKAOYEHNS 6/10KM poBKW;
®  eC/IM UCTeK 3a4aHHbll MHTEPBA/1 HEAQKTUBHOCTU (l'lpOCTOf-l) KOMMNbKOTEPA.

Onsa BknroyeHns 610KMPOBKN NOMb30BaTelb MOXET MPUMEHUTb CTaHAAPTHBLIN CcNocob
6noknpoBkn pabouden CTaHUMM UAN U3BSATb CBOM MAEHTUMUKATOP M3 CYNTbIBaTENS.
Y106kl BbINOAHANACE 6/10KMpPOBKA NPU U3BATUM MAEHTUdMKATOpPa, aAMUHUCTPaTopy
HeobxoANMMO HaCTpOUTb peakuuto Ha 3TO AeNCTBME B MOMTMKAX C NMOMOLLbIO Mpor-
paMMbl ynpasfieHns. BNokMpoBKa Npu U3baTUK naeHTUdUKaTopa BbiMOAHAETCH Npu
YC/IOBUW, YTO MOJib30BaTeslb BbIMOMHWUA BXOA4 B CUCTEMY C MCMNOMb30BaHWEM 3TOro
naeHTudurkartopa.

BnoknpoBka no McTeYeHUn 33aJaHHOr0 MHTEpBana HEaKTUBHOCTU OCYLLECTBSETCS
aBTOMATUYECKUN N PaCnpoCTpPaHAETCA Ha BCEX rnonb3oBaTesneln KoMn blOTEPA.

[Ons cHATUS BpeMeHHOW 6110KMPOBKM HEO6X0AMMO yKasaTb MapoJsib TEKYLEro rnosib30-
BaTeNs UM NpeabsaBUTb ero naeHTudukaTop.

BnoKupoBKa KOMNbIoTepa Npv pa6boTe 3aWUTHBIX NOACUCTEM

BroknMpoBka KOMMbloTEPa NPeAyCMOTPeHa M B anropuMTtMax paboThl 3alMTHbLIX MoA-
cucreM. Takow TN 6/10KMPOBKU UCMOMb3YETCA B CEAYIOLNX CUTYaLUSX:

e Npuv HapyweHun hyHKLUNOHANbHOM LLeNocTHOCTM cucTteMbl Secret Net Studio;

® [PV U3MEHEHMSAX annapaTHoOW KOHdUrypaumm KoMnbloTepa;

e NpuV HapyLleHUn LeNoCTHOCTU KOHTPONMpyeMblX 06bEKTOB.

Pa3bnokupoBaHMe KOMMNbIOTEpa B 3TUX CITy4Yasix OCyLLECTBASETCS aAMUHUCTPATOPOM.

BnokMpoBKa KOMMNbIOTEpa agMUMHUCTPATOPOM ONepaTUBHOro
ynpaBneHusa

B ceteBOM pexume dYHKUMOHMPOBaHUS 6r0kMpoBKa M pa3bnokmpoBaHue 3aluun-
LLLaeMOro KoMnbloTepa MOryT OCyLLEeCTBAATLCA yAa/lEHHO MO KOMaHAe noJsib3oBartens
nMporpamMmbl ynpassieHus.

AnnapaTHble CpeAcTBa 3aWUThbI

B Secret Net Studio nognepxuBaetca paboTta C anmapaTHbIMKM CpeacTBaMu, rnepe-
YMCNEHHbIMKU B cneaytowen Tabnuue.

AnnapaTHble cpeacTBa OcCHOBHbIE pelnaeMbie 3afa4um

CpeacTtsa naeHtTudukaummn un e WaeHTndurkaums n ayteHTudurKaLms Bo Bpemsa BXoaa
ayTeHTUdMKauunm Ha 6ase nonb3oBatens nocne 3arpysku OC.
naeHTudunkartopos eToken, e UpeHTndurkaums n ayteHTuduUKaLms Bo Bpems Bxoaa
Rutoken, JaCarta 1 ESMART nonb3oBaTens C yaaneHHoro KoMnboTepa.

e CHsaTMe BpeMeHHOW 610KMPOBKU KOMMblOTEpa.
e XpaHeHue B naeHTudmkaTope napons u
KpunTorpaduryeckoro Knoya

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 5
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AnnapaTHble cpeacTBa OCHOBHbIE peliaeMblie 3afaum

YcTtporicteo Secret Net Card e NpeHTndurkaumsa n ayteHTMduUKaums Bo BpeMsi Bxoaa
nonb3oBartens nocne 3arpysku OC.

e UaeHTndurkaums n ayteHTudmrKaLms Bo Bpems Bxoaa
nonb30BaTesis C yaaseHHoro KoMnbloTepa.

e 3anpert 3arpy3kun OC CO CbeMHbIX HOCUTENEN.

e CHsTMe BpeMeHHOW 6/10KMPOBKU KOMMblOTEPa.

e XpaHeHue B naeHTUdMKaTope napons un
KpunTorpaduryeckoro Knoya

MporpamMMHo- o MNaeHTuduKaumna n ayTeHTUdUKaLMa Nosb3osaTesei
annapatHbii komnsekc (MAK) Ao 3arpysku OC.
"Cobonb" e MaeHTndMKauMA M ayTeHTUdMKALMA BO BpEMS BXOAA

nonb3oBartens nocne 3arpysku OC.

e NpeHTndukaumsa n ayteHTMdunkaums Bo Bpemsi BXoaa
nonb3oBaTens C yaaneHHoro KoMnbekoTepa.

e 3anpet3arpy3ku OC CO CbeMHbIX HOCUTENEN.

e KOHTpPONb LENOCTHOCTM NPOrpamMMHOM Cpeabl
KOMnbloTepa Ao 3arpy3ku OC.

e CHaTWe BpeMeHHOWN 61O0KMPOBKKU KOMMbloTEpa.

e XpaHeHue B naeHTudUKaTope napons u
Kpuntorpagunyeckoro Kirya

Ons naeHTMdUKAUMKM N ayTeHTUdUKALMW NOoNb30BaTeNeli MOryT MpUMEHSTLCS
cneayouime cpeacrea:

e uaeHTudukartopbl iButton (noapnepxuBaemble Tunbl DS1992 — DS1996).
CumTbiBalOWee ycTponcTBo iButton noakniovaetrca k pasbemy nnatel [MAK
"Cobonb" nnm Secret Net Card;

e USB-kntoun eToken PRO, eToken PRO (Java), Rutoken S, Rutoken 3L, Rutoken
Lite, JaCarta PKI, JaCarta PKI Flash, JaCarta N'OCT, JaCarta N'OCT Flash, JaCarta-2
[OCT, JaCarta-2 PKI/TOCT, JaCarta-2 SE, JaCarta LT, JaCarta PRO, JaCarta
PRO/IOCT, JaCarta U2F, JaCarta WebPass, ESMART Token, ESMART Token D,
ESMART Token 'OCT;

e cMmapT-kapTbl eToken PRO, eToken PRO (Java), Rutoken 3UIM, Rutoken Lite,
JaCarta PKI, JaCarta 'OCT, JaCarta PRO, JaCarta-2 PRO/I'OCT, ESMART Token,
ESMART Token D, ESMART Token FOCT c ntobbiMu coBMecTMMbiMM USB-
CUMTbIBATENSAMMN.

O6wume ceepeHuns o6 nuterpauum Secret Net Studio u komnnekcos
"Cobonb"

Secret Net Studio MoxeT pyHKLUMOHMPOBaTL coBMecTHO ¢ MAK "Cobonb". Mpu 3TOM
MAK "Cobonb" obecneunBaeT AOMNOSHUTENBHYIO 3aWNTY OT HECAHKLMOHWUPOBAHHOIO
A0CTyna K MH@POPMaLMOHHbBIM pecypcaM KOMMbIoTEPa, HA KOTOPOM yCTaHOBNIEHA CUC-
TeMma Secret Net Studio.

MpumeyaHue.

B Secret Net Studio Bepcuii 8.4 v Huxe peanuaoBaHa nHterpaums ¢ IMAK"Cobonb" Bepcnit 3.x.

B Secret Net Studio Bepcun 8.5 u Bbiwe peanusosaHa uHTerpauns ¢ MAK "Cobonb" Bepcun 4. MAK
"Cobonb" Bepcum 4 aBNSeTCA HOBbIM NoKoneHuem npoaykTosoit nuHeitku MNAK "Cobonb", apxutekTtypa u
WHTepdeinc KoToporo 3HaunTensHo otnmyatotes ot MNAK "Cobonb" Bepeuit 3.x. OcobeHHOCTY COBMECTHOM
pabotbl Secret Net Studio ¢ MAK "Cobonb" Bepcumn 4 ByayT ykazaHbl 0TAEMbHO NGO B NpUMeYaHum K
MMEIOLLMMCS B PYKOBOACTBAX CBEAEHNSAM.

B MAK "Cobonb" ons nHterpaummn c Secret Net Studio peannsoBaH peXxuM COBMeCT-
HOro mcrnonb3oBaHus. Takxe MAK "Cobonb" MoxeT (YHKLMOHMPOBATb CaMOCTOSI-
TENbHO B aBTOHOMHOM peXxume.

B aBTOHOMHOM pexume paboTtbl MAK "Cobonb" peannsyeT cBoM OCHOBHblE YHKLNMU
[0 CTapTa onepauuMoHHOM cucTteMbl He3aBucuMMo oT Secret Net Studio. YnpasneHnune
Monb30BaTeNsiMnN, XXyYpPHanoM perncrpaumm cobbiTuil, HacTporka obWwmnx napaMeTpoB
OCYLLEeCTBNSAOTCA CpeACcTBaMu agMMHNCTPMPOBaHUS KoMnekca 6e3 orpaHnyeHui.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 6
MpvHUMNbI NOCTPOEHMUA



© KOMMAHMA "KOA BE3OMACHOCTN"

B pexnme COBMECTHOrO MCMOJb30BaHWA (MHTErpaunmn) 3HaunTeNbHas 4yacTb (PyHK-
UM ynpaBfieHUs KOMMJIEKCOM OCYLUECTB/ISIETCA CPeAcTBaMM agMUHUCTPUPOBaHUSA
Secret Net Studio. NMepeyeHb PyHKUMIN NpeacTaBneH B cnepyowen tabnmue.

DyHKLUUA

OnucaHue

YnpaBneHne BX0AO0M Mosib30BaTess

Secret Net Studio B komnnekc "Cobonb" ¢
NOMOLLbIO nAeHTUdMKaTopa,
WHULUMaNU3MpoOBaHHOIrO M MPUCBOEHHOIO
nonb3oBaTtento B cucteme Secret Net Studio

Monb3oBaTento NpeaoCcTaBnaloOTCA Npasa Ha
aBTOMaTUYECKUI1 BXOZ B KOMMJIEKC U Aarnee B
CUCTEMY NMpY OAHOKPATHOM NpeabsBieHnn
naeHTUdKUKaTopa. Takxe ANs BXoAa MOXET
MCMOJIb30BaTbCS Maposb, 3anuCaHHbIi B
namsTb NepCoHanbHOro naeHTUdUKaTopa

YnpaeneHue paboToin NoaCUCTEMDI
KOHTpons uenoctHocT MAK "Cobonb"

Ons NAK "Cobonb" 3apaHns Ha KOHTPOSb
LLeNoCTHOCTK (hanoB XXECTKOro Ancka m
06BbeKToB peecTpa GOpMMPYHOTCS CpeacTBaMm
aaMMHUCTpMpoBaHua Secret Net Studio

ABTOMaTMUecKas nepesaya sanucemn
XXypHana permctpaunm cobbimuii NAK
"Cobonb" B xxypHan Secret Net Studio

Mepepnava 3anuceri n nx npeobpasoBaHue
OCYLLECTBASAOTCA aBTOMaTUYECKN MPU 3arpyske
noACUCTEMbI annapaTHOM NoaaepxKkn Secret
Net Studio

MNoapobHble cBeaeHUs 0 peanm3aunm 3TUX QyHKUNI cogepxxaTcs B AOKyMeHTe [3].

BHumaHue!

* B pexume uHterpauum cuctemsl Secret Net Studio u komnnekca "Cobonb" naeHtudmkatop iButton
DS1992 He ucnonbayetcs. PekomeHayeTcs ucnonb3oBath uaeHTudmkatopbl DS1995, DS1996 nnm
USB-kntoun n cMapT-kapThl, noaaepxueaemble MAK "Cobonb".

* [ina ucnonssosannsa Secret Net Studio coBmecTHo ¢ komnnekcom "Cobonb" He0bX0AMMO YCTaHOBUTb
BcromoratensHoe 10 komnnekca (CM. JOKYMEHTaLMI0 Ha u3genue).

Ons obecneveHnsa 3awmTbl AaHHbIX B MpoLecce LeHTPasn30BaHHOrO yrnpasfeHuns
MAK "Cobonb" B Secret Net Studio peannsosaH psa kpuntorpadumyecknx npeobpaso-
BaHMM Ha ocHose MOCT 28147-89, TOCT P 34.10-2001. MNepeyeHb NCNONb3yeMbIX
Knoyen WwudpoBaHUs NpeacTasneH B cneytowen Tabnmue.

HanmeHoBaHue
KJ1lo4a

Ha3HauyeHue

Mecto xpaHeHus

CMMMETPpUYHbIN

LLndposaHne ayTeHTUdHMKaTOpOB

1 MepcoHanbHbIN

Kknouy Ly B XpaHuauLie 06bEKTOB naeHTudukaTop
LeHTpann30BaHHOro yrnpasneHuns Secret aAMMHKCTpaTopa
Net Studio.
PacuyeT UMUTOBCTaBKM ANS CMCKa
LOCTYMHbIX MOSb30BATENO KOMMbIOTEPOB
3aKpbITbIN KU | PacyeT CeCCMOHHOrO KJTloua KOMMboTepa MepcoHanbHbIN
uy Mpu BbINONHEHWUM OnepaLnii naeHTubuKaTop
aAMUHUCTPMPOBaHUA aAMMHKUCTpaTopa

OTKPpbITbIN KJ1IOY
uy

CUHXPOHU3aUnn

PacueT ceccMOHHOrO KJ1t04a KOMMNbloTepa
Npw BbINOSTHEHMW onepaumni

NokanbHas 6a3a AaHHbIX
yrnpaBnsieMoro
KOMMbloTepa

3aKpbITblii KJ1IOY
KOMMNblOTEpa
CUHXPOHM3aLMKn

PacueT ceccMOHHOrO KJlto4a KOMMbloTepa
npu BbINOTHEHUM Onepauni

JNlokanbHasa 6a3a AaHHbIX
yrnpaBnsieMoro
KOMMblOTEPa

OTKPpbITbIN K04
KOMMbloTEpa
aAMUHUCTPUPOBaHUS

PacueT cecCMOHHOro K/ltoYa KoMMbloTepa
Npu BbINOTHEHUM OMnepaunit

Cnyx6a kaTanoros

CeCCUMOHHbIN
KJ1loY
KOMMNbloTepa

KoMMbloTepa

LLUndposaHmne nudopmaumnmn,
npeaHasHayeHHOW AN 3aMLLAEMOro

He xpaHutcs
(BbluMCNAETCA B
npouecce paboTbl)

1AyTGHTI/Id)M KaTop — CTPYKTYpa AaHHbIX, XpaHALLaACA B cny>K6e Kararnoros, KOTOpasA COBMECTHO C NaponemM nonb3o-
BaTena ncnonb3yeTcd B Npolenype ero ayTeHTu cukayum.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
MpvHUMNbI NOCTPOEHMUA

17



© KOMMAHMA "KOA BE3OMACHOCTN"

HaunMeHoBaHue
Ha3HavyeHue Mecro xpaHeHus
KJiloYa
Knrou B MAK "Cob6onb" Bepcuit 3.x — B MAK "Cobonb" Bepcuit
npeo6pasoBaHMa | wWndpoBaHne MHHOPMaLMN B 3aKPbITON 3.X — 3aKpbITas NnamsATb
naponen namsaTu nnatbl komMnnekca "Cobonb". naatbl KOMMJeKkca
KOMMJIEKCoB B MAK "Cobonb" Bepcuit 3.xn 4 — "Cobonb".
"Co6onp" WwnposaHne nHdopMaumm, xpaHaweinca B | B NMAK "Cobonb" Bepcum
nokanbHon 6a3e faHHbIX 3aLMLLIAEMOro 4 — nokanbHas 6asa
KOMMblOTEPA AaHHbIX YNpaBisieMoro
KOMMbloTEPa
YHUKaNbHbIN PacwmngposaHune nHdopmaunmn ns otTkpblTor | JlokanbHas 6asa aaHHbIX
HOMep nnarbl namsTv nnatbl komnnekca "Cobonb". ynpaBsnsemMoro
Moannch BHELWHNX 3anpocoB KOMMbloTEPA

q)yH KUMOHANbHbLIN KOHTpOINb noacuctem

QOYHKUMOHAbHbIM KOHTPO/b NpeAHa3HavyeH Ans obecneyeHmns rapaHTUm TOro, 4To K
MOMeHTY BXxoga nonb3osatens B OC (T. e. K MOMeHTYy Hayana paboTbl Nonb3oBaTens)
BCe K/0YEBbIE 3alMTHbIE MNOACUCTEMBI 3arpyXeHbl U PYHKUMUOHUPYIOT.

B cnyyae ycnewHoro 3aeepwieHns PyHKLUMOHaIbHOMO KOHTPONS 3TOT aKT perncrpu-
pyeTcs B XypHane Secret Net Studio.

Mpu HeycnewHOM 3aBepleHn PyHKLMOHANAbHOr0 KOHTpoNs B XypHane Secret Net
Studio perucrpupyetcsa cobbiTve C yKasaHMeM NpuymH (3TO BO3MOXHO Npu YC/I0BUU
pabotocrnocobHocTn sapa Secret Net Studio). Bxoa B cucreMy paspellaeTcs ToSIbKO
nonb3oBaTendaMm, BXoaAaw M B JIOKalbHYO rpynny aaMMHUCTPaTOpOB KOMMbOTEPA.

OfHOM M3 BaXHbIX 3afady (PYHKLMOHaNbHOMO KOHTPONS SIBAsSieTCs obecrneyeHue
3alUMTbl pecypcoB KoMnbioTepa npu 3anycke OC B 6e3onacHoM pexume (Safe mode).
Be3onacHbIli peXxunM 3anycka He SIBASETCS WTaTHbIM PEXUMOM (hYyHKLMOHMPOBAHMS
onsa cucrembl Secret Net Studio, ogHako Npu HEO6XO0AMMOCTU aAMUHUCTPATOP MOXET
€ro UcnoJsib3oBaTb A1 yCTpaHeHMs Henonaaok. MockosibKy B 6€30MacHOM pexume He
OENCTBYIOT HEKOTOpblE DYHKLUMM CUCTEMDbI 3alinTbl, DYHKUMOHANBbHbBIN KOHTPOSb B
3TMX YCNOBUSIX 3aBepluaeTcs C oWwmnbkoin. B pesynbTaTe 610KMPYyeTCS BXOA NHO6bIX
nonb3oBaTesiei, KpoMe aAMUHUCTPaTopoB. MoO3TOMY Mpu HaanexaiieMm cobnoaeHum
npaBuma NOANTUKM 6€30MacHOCTM, Korda HWKTO M3 0OblYHbIX MOSb30BaTeneir He
obfagaeT NoSHOMOYMSIMM aAMUHUCTPATOpPa, AOCTYN K pecypcaM KoMnbloTepa B 06xos
MeXaHM3MOB 3aLLNTbl HEBO3MOXEH.

Camo3sawumra

MexaHM3M caMo3allMThl NpeAoTBpaLlaeT HeCaHKLMOHUPOBaHHbLIE OCTAHOBKY KpUTU-
yeckux cny>6 n npoueccos 1 BbIrpy3Ky ApariBepos Secret Net Studio, obecneunsaer
3alMTy NPOrpaMMHbIX MOAYNEN U KIKOYEeNn CMCTEMHOrO peecrtpa, HeobxoauMmblxX A4S
pabotbl Secret Net Studio, oT HeECAHKLNMOHUPOBAHHOM MOANDUKALNU NN YOANEHUS.

CobbiTnS, cBA3aHHble C PYHKLUMOHMPOBAHMEM MeXaHM3Ma CaMo3allnTbl, perncrpu-
pytoTcs B xypHane Secret Net Studio.

YnpaBreHne MeEXaHM3MOM CaMO3aLLMTbl MOXKET BbIMOJIHATHCS LLIEHTPAIM30BaHO B Mpor-
paMMe ynpaBfieHUsl UM HEMOCPEACTBEHHO Ha 3allMLLIAaEMOM KOMMbIOTEpPE B Mpor-
paMMe ynpaBfeHusi, paboTalolleli B IOKaJbHOM pexuMe. YNpas/isiTb MeEXaHWU3MOM
MOryT TOJIbKO NOJib30BaTenu, obnajatoLme Heo6XoANMbIMU NPUBUIIETNAMM.

[Nns 3KCTPEeHHbIX Cly4YaeB NpefycMOTpeHa BO3MOXHOCTb Mepek/lo4YeHnst MexaHn3ma

CaMOo3allUTbl B CEPBUCHbI PEXUM, KOTOPOE BbIMOSHAETCSA C MOMOLLbIO YTUUTBI KO-
MaHAHOM CTPOKW B 3alLMLLEHHOM UM 06bIYHOM pexnme pabotbl OC Windows.

2 Tonbko ansuterpauuu ¢ MNAK "Cobonb" Bepcun 4.
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Perucrpaumsa cobbiTuUn

B npouecce paboTbl cuctembl Secret Net Studio cobbiTusl, npoucxogsiime Ha KOM-
nbloTEpPe M CBsA3aHHble C 6e30MacHOCTbI0 CUCTEMbI, PErnCTPUPYIOTCS B XYypHane
Secret Net Studio. Bce 3anucu xypHana xpaHaTca B ¢alifie Ha CUCTEMHOM AUCKeE.
dopmMaT AaHHbIX MAeHTUYeH dopMaTy XypHana 6esonacHoctn OC Windows.

MpenocTaBnanTCAa BO3MOXHOCTU ANt HACTPOMKM MepeyHs perncrpupyemMblix cobbiTni
M MapaMeTpoB XpaHEeHUS XypHarsa. 3To Nno3BonseT obecneunTb ONTUMasbHbIN 06beM
COXpaHsAeMbIX CBEAEHMUI C yHYETOM pa3Mepa XXypHana U Harpy3ku Ha CUCTEMY.

KoHTpOsb LenocTHOCTH

MexaHu3M KOHTPO/s LEeNIOCTHOCTM OCYLLECTBASIET C/IeXEeHWe 3a HEU3MEHHOCTbIO
KOHTPO/IMpPYeMbIX 06beKTOB. KOHTPO/Ib NPOBOAUTCS B aBTOMaTUUYECKOM peXnMe B COOT-
BETCTBUM C 33iJaHHbIM pacrnuncaHuem.

O6beKkTaMm KOHTPOSS MOryT 6bITb (baisibl, KaTanoru, 3eMeHTbl CUCTEMHOrO peecTpa
M CEKTOpbI ANCKOB (rnocneaHmne Tonbko npu ncnonb3oBaHum MAK "Cobonb"). Kaxabii
TUN 06bEKTOB MMEET CBOM Habop KOHTPO/IMPYEMbIX NapaMeTpoB. Hanpumep, dalinbl
MOryT KOHTPO/IMPOBATLCSH Ha UX CYLLECTBOBaHWE, LLeNIOCTHOCTb COAEPXXMMOro, Hems-
MEHHOCTb NpaB A0CTYyna, aTpubyToB.

B cucreme npesycMoTpeHa BO3MOXHOCTb HaCTPOMKW MEpPUOAMYHOCTU KOHTPOJIS Mo
onpefeneHHbIM AHSIM U BpEMEHW B TeYeHUe AHS. 3anyck npoLecca KOHTPOoss MOXeT
BbIMNONHATLCA Npu 3arpyske OC, npu BxoAe Mofb30BaTeNs B CUCTEMY WAW Moce
BXO0Ja.

Mpwn NnpoBepke LEeNOCTHOCTM MOrYT MPUMEHSTLCS pas/iMyHble BapMaHTbl peakunm cuc-
TeMbl Ha BbINOJIHEHME 3aaHM I KOHTPOS. MOXXHO HacTpanBaTh perucrpaumio onpeae-
JNIEHHbIX TUMOB CO6bLITUI (ycrex unm owunbka NMpoBepkn otaenbHoro obvekTta NMmbo
BCEro 3aaHunsa KOHTPONS) U AENCTBUSA B Cllyyae HapyLlEeHUs LenoCTHOCTU (MrHOopU-
poBaTb OWMBKY, 3a6NO0KMPOBaTbL KOMMbIOTEP, MPUHATL HOBOE 3HAUYEHWE KakK 3TasIoH ).

Bcs nHdopmaumns 06 obbekTax, MeToAax, pacnmMcaHMaX KOHTPONS COCpefoTodYeHa B
crneunanbHOM CTPYKType, KOTOpas HasblBaeTCcs MoAenb AaHHbIX. Moaenb AaHHbIX
XpaHUTCS B NlokanbHOW 6a3e gaHHbIX cuctembl Secret Net Studio n npeacrasnser
Ccob60i nepapxmyecknin CNMcok o6bEKTOB C ONMMCaHMEM CBS3el Mexay HUMKU. Mcnonb-
3YIOTCA Cneayoline Kateropum o6bekToB B NopsAKe OT HU3LIErO YPOBHSA MepapXum K
BbICLLUEMY

e pecypchbl;

e  Ipynnbl pecypcos;
e 33gauu;

e 33jaHus;

e CcybbekTbl ynpaBieHus (KOMMAbOTEPbI, NOJb30BaTeNM, IPynnbl KOMMbIOTEPOB U
rnonb3oBartenen).

Mogenb pAaHHbIX sBNseTca oblwen AN MexXaHW3MOB KOHTPONS LENOCTHOCTU WU
3aMKHYTOM NporpaMMHoON cpeapl.

YnpasneHue nokaabHbIMNU MOAENSAMM AAHHbIX Ha 3alLlMLLAeMbIX KOMMbOTEPAX MOXHO
OCYLWEeCTBNSATb LUEHTpan30BaHHO (478 K/IMEHTOB B CETEBOM pexume QyHK-
LMOHUPOBaHMA). NS LeHTpann3oBaHHOro ynpasneHus B rnobanbHOM KaTanore
CO3[al0TCA ABE MoAenu JAaHHbIX — 418 KOMMObITEPOB MoA ynpasfieHuem 32-
pa3psaHbix Bepcnii OC Windows n ans KomnbloTepoB C 64- pa3psiaHbiMU BEPCUSIMA
onepaunoHHbIX cucTeM. Takoe pasgeneHne MNO3BONSEeT Yy4uMTbiBaTb cneunduky
ncnonb3dyemoro MO Ha 3awuniaeMbiX KOMMNbOTEPax C pa3nnyHbIiMK nnatdopmamu.

Kaxkaas n3 LueHTpann30BaHHbIX MoZenen AaHHbIX SABNseTcs oblien ana Bcex 3aliu-
LaeMbIX KOMMbOTEPOB noA ynpasneHneMm Bepcuii OC Windows cOOTBETCTBYOLLEN
paspsgHoctn (32- wunn 64- pa3psagHble Bepcuun). pu M3MEHEeHWUM napameTpoB
LeHTPaNn30BaHHOM MOAENN BbIMOMHSAETCA NOKaNbHas CUMHXPOHM3aUMSA 3TUX U3Me-
HEHWI Ha 3awMulaeMOM KOMMNblOTepe. HoBble napameTpbl M3 LEeHTpanM30BaHHOMO
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XpaHunnula nepegatTcda Ha KOMMNbOTEP, MOMELLAaOTCA B JIOKAJIbHYO MOAesIb AaHHbIX
1 3aTeM NCNosb3yrTCA 3allUTHbIMW MEéXaHU3MaMu.

CMHXPOHM3aLMSA MOXET BbIMOMIHATLCS B CieAy oW Me MOMEHTbI :

e Mpwu 3arpysKe KoMnbloTepa;

* Npwu BXOAE NOMb30BaTENS B CUCTEMY;

e nocne Bxoaa (B GOHOBOM pexunme BO BpeMs paboTbl nonb3oBaTens);
* MEepuoaMYECKM Yepes ornpeaesieHHble MHTEPBalibl BDEMEHU;

® MNPUHYAMTENBbHO NO KOMaHAe aAMUHUCTPATOPa;

® HENnoCpeACTBEHHO nocse BHeceHns nameHenmi B LB KLU -3MC.

PeAaKTMpOBaHI/Ie LEHTPa/IM30BaHHbIX Mop,eneﬁ AaHHbIX OCyllecTBdeTca Co
caieayrowmmm 0COB6eHHOCTSAMU Ana USMEHEHUA A0CTYNHa Ta MoAes1b AaHHbIX, KOTOpada
cootBeTcTByeT paspsaHoctm OC Windows Ha paboueM mecTe aaMMHMUCTpaTopa.
Mogenb AaHHbIX ApYrOon pas3psaHOCTU AOCTYMHA TONbKO AN YTeHus (Mpyv 3TOM MOXHO
3KCMOpPTUPOBATL AAHHbIE N3 3TOW MoAeNn B Apyryto). Takum obpa3om, ecsim B cucCTeMe
MMEIOTCA 3almiaemMble KOMNboTepPbl € BepcusaMn OC pasnnyHon paspsagHoCcTy, Ans
LEHTPAa/IM30BaHHOIo ynpasJsieHNA MoaenaMun AaHHbIX aAMUHUCTpATopy cCneayeT
opraHm3oBaTb ABa pabounmx Mecta — Ha KOMMbloTepe ¢ 32-paspsgHon Bepcuen
OC Windows n Ha koMnbtoTepe ¢ 64-pa3psaHon sepcmen OC.

AnckpeunoHHoe yrnpaBrieHMe JOCTYNOM K pecypcam channoBon

Cuncrtembl

B coctaB cucrtembl Secret Net Studio BXxoaguT MeEXaHM3M ANCKPELLIMOHHOIO YrpaBneHns
[OCTYMOM K pecypcam anioBoi CUCTEMbI. ITOT MexaHM3M obecneymBaerT:

e pasrpaHuyeHue A0CTyna Nosb30BaTesniel K Katasoram u gansiam Ha foKanbHbIX
AMCKax Ha OCHOBEe MaTpuubl AoCTyna cybbekToB (nosnib3oBartenen, rpynn) K obbek-
TaMm goctyna;

e KOHTPOJIb AOCTYMNa K 06bekTaM npwu NoKabHbIX UM CeTeBbIX ObpalleHnsx, BKIO-
yas obpalLleHns OT UMEHU CUCTEMHOM YYETHOM 3anucu;

e HEBO3MOXHOCTb A0oCTyna K obbekTaM B 06x0A YCTaHOBMEHHbIX MpaB AocTyna
(ecnm ncnonb3yroTca cTaHaapTHble cpeactea OC mau npuknagHbie NporpaMMbl
6e3 cobcTBEHHbIX ApanBepoB ans paboTbl € hannoBon CUCTEMON);

e HEe3aBMCUMMOCTb AENCTBMS OT BCTPOEHHOr0 MexaHu3Mma nsbupartesibHOro pasrpa-
HuyeHmna poctyna OC Windows. To ecTb yCTaHOBMIEHHble MpaBa AOCTyna K
dannosbiM 0bbekTaM B cucrteme Secret Net Studio He BIMAOT Ha aHanoru4yHble
npaea gocryna B OC Windows 1 Hao6opoT.

AHanornyHo peanusaumm B OC Windows maTpuua pgocryna B cucreme Secret Net
Studio npeacrasnset cobor cnuckn annoBbiX 06bEKTOB, B KOTOPbIX ONpeaeneHbl
yyeTHble 3anmcu C npasamu pgoctyna. [lpaBa ycCTaHaBAMBAKT paspelleHus uam
3anpeTbl Ha BblINO/IHEHME onepauuin. MNepedyeHb NpenycMOTPEHHbIX MpasB AOCTyna
npeacrasfneH B cnegytoulen Tabnuue.

MpaBo aocryna [OeicTBne gna kartanora OeicrBue ana danna

Yrenue (R) Pa3peliaeTt nnu 3anpewaet Paspeluaet nnu 3anpeLuaer yteHne
NpOCMOTP MMeH dalifoB un LaHHbIX
noakKartasnoros

Pazpeluaet nnu 3anpeLlaet npocMoTp atpmbyToB harinoBoro o6 bekTa

3anucb (W) Paspewaet nnu 3anpewaet PaspelwaeT nnu 3anpewaer
CO3JaHue noaKaTanoros u BHECEHWNE N3MEHEHUN
dannos

Paspeluaet nnu 3anpellaet cMeHy aTpnbyToB ainioBoro o6bekTa

BbinonHeHue (X) | Paspewaet nnu 3anpelaer Pazpewaet nnu 3anpellaet
nepemeLleHune rno CTpykType BbINOSIHEHWE
noakartanoros

Yaanenune (D) Paspeluaet nnu 3anpellaet yaaneHme dannosoro obbekra
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MpaBo aocryna OeicTBMe ana karanora DeiicTtBue ana daina

WNaMmeHeHMe npaB | Paspellaer uiu 3anpeLaeTr u3MeHeHune npas 4ocTyna K (aitfioBoMy
aocryna (P) 06bekTy. Monb30BaTeNb, UMEIOLWMI pa3peLleHNE Ha MU3MEHEHME NpaB
L0CTyna K pecypcy, YC0BHO CYMTAETCS aAMUHUCTPATOPOM pecypca

MpaBa goctyna ans darnoBoro obbekta MOryT 6biTb 3afaHbl SBHO WM Hacnepo-
BaTbCS OT BbILUECTOSILLLErO 3/IEMEHTA Uepapxnn. ABHO 3aaaHHbIe NpaBa MMeLoT 6onee
BbICOKMM MpPUOPUTET MO CPaBHEHWIO C HacneayeMbiMn Npaeamu. Npasa AoCTyna cyn-
TaloTCA 3aAaHHbIMUN ABHO, eCnn ANns obbekTa OTKHOYUEH pexnm HacnegoBaHu4 npas.

[ns ynpaBneHns cnuckamu gocryna K niobeimM dannosbiM ob6bekTam npeaycMoTpeHa
cneunanbHas npusunernsa "ANCKpPeUMOHHOEe ynpaBneHWe AOCTYNnoM: YnpasneHue
npasamun gocryna". lNonb3oBaTenu, obnagatowime 3ToN NpuBUAErnen, MoryT usme-
HSATb NMpaBa AOCTyna AN BCeX KaTanoros M ¢anfioB Ha NoKanbHbIX AMCKax (He3a-
BMCMMO OT YCTaHOBJIEHHbIX NMPaB A0CTyna K o6bekTam).

Mo yMonyaHuio NpuBUAErner Ha ynpasfieHne npaBamMy A0CTyna obnagatoT Mnosb-
30BaTeNn, BXoAsLME B JIOKANbHYO Fpynny agMMHUCTPaTOpOoB. Mpy 3TOM Anst BCeX
nonb3oBaTenen AeNCTBYIOT paspellarliMe npasa AocTyna K nobbiM pecypcaMm Ha
yTeHue, 3anncb, BbiNonHeHue u yaaneHne (RWXD). 3TM npaBa HacnegylTcs OT
KOPHEBbIX KaTa/ioroB JIOrMyeckux pasgesnoB. Bo umsbexaHue HenpeaHaMepeHHOWN
6noknposkn pabotbl OC, KOTOpas MOXET MPOU30MTU M3-3a HEKOPPEKTHO YCTaHOB-
JIEHHbIX NpaB AOCTYNa K pecypcaM, — OTCYTCTBYET BO3MOXXHOCTb MU3MEHEH WS NMpaB A0C-
Tyna Ansi KOPHEBOro KaTasiora cucrteMHoro aumcka (%SystemDrive%) u Bcero
cucreMHoro katanora (%SystemRoot%).

KonupoBaHue un nepemewieHue channoBbiX 06bEeKTOB

Mpn KonnposBaHUK cbanosoro obbekTa Ana ero Konum NMPUHYONTENBbHO BK/IKOYAETCA
PeXUM HacnegoBaHA npaB AO0CTyna, AaXxe ecin OpMFMHaﬂbeIVI obbekT obnagaer
ABHO 3a4aHHbIMW NpaBaMn.

MNepemeleHune daiinosoro obbekTa B npeaenax CBOEro I0rMyYeckoro pasaena ocyliec-
TBJISIETCSA C COXPaHEHMEM SBHO 3aaHHbIX NpaB AocTyna ans 3toro obvekTa. Ecnv ans
obbeKkTa BK/IOYEH peXWM HacnefoBaHUSA — MOCiAe MepeMelleHns BCTynakT B Aen-
CTBME MNpaBa TOro Kartasjora, B KOTOpblin nepemMewleH obbekT. MNpu nepemelieHun
obbekTa B ApYron JIOrMYecKUin pasgen NnpuHyamnTeNbHO BKJIHOYAETCS peXuM Hacne-
AOoBaHW4 npas.

Ayput onepauum c channossimm o6 bekTamm

Mpun paboTe MexaHM3Ma ANCKPELIMOHHOMO YNnpaBaeHnsa AOCTYNOM B XypHane Secret
Net Studio MoryT perucrpupoBaTbCs COBbITUS yCNewHoro gocryna K obbekTtam,
3anpeta gocTyna uaM usMeHeHus npas. 1o ymonuaHuio perucrpaumst cobbiTui
yCnewHoro AoCTyrna He OCyLecTBAsSeTCcs, a cobbiTMa 3anpeTa AoCTyna U U3MEHEeHUs
npas perncrTpmpyroTcs ansa Bcex anoBbiX 06beKTOB. BknoueHne u OTKI4YeHue
perucrpaumm ykasaHHbIX cobbITUI OCYLLEeCTBASETCS aAMUHUCTPaTOpPOM 6e30nacHoCTu
npu HacTponKe NapaMmeTpoB FPynnoBbIX NOIUTUK.

Ons daiinoBbiX 06bEKTOB MOXHO AETann3npoBaTb ayauT MO BbIMOSHAEMbIM onepa-
LMsIM, KOTOpble TPebyloT onpeaeneHHbIX NpaB AocTyna. Hanpumep, BKIOUNTE ayauT
YCMNeLwHoro ocTyna npu BbINOMHEHWM onepauunii 3anucK B daiin nnm ero yaaneHums.
BknoueHne n OTKIIOYEHWE ayauTa onepaumii MOXET BbIMNONHATb aAMWHUCTPATOp
pecypca npuv HacTpoike AOMONHUTENbHbLIX MapaMeTpoB Npas A0CTyna K dainosomy
obbekTy.

3aTtupaHue yaansemon uHdopmauum

3aTuMpaHue yaansemon nHdopMaummn aenaer HEBO3MOXHbIM BOCCTAaHOB/IEHME M MOB-
TOPHOE WMCMNONb30BaHWE AaHHbIX MOCNEe WX yaaneHus. FapaHTUPOBaAHHOE YHMWUYTO-
XEeHUMe AOCTUraeTcsa NyTeM 3anmncu CilydanHblX NOCNeA0BaTENbHOCTEN UMCen Ha MECTO
yAaneHHou nHgopMaumm B oceoboxgaemort 061actm namMsTu.

B Secret Net Studio peannsoBaHbl cregytowme BapnaHTbl 3aTUPaHMsa MHMOPMaUnmn:
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e aBTOMaTWYecKoe 3aTMpaHue NMpuU yaaneHUM AaHHbIX C YCTPOMCTB onpeaesneHHbIX
TUNOB (/IOKaNIbHbIE U CMEHHbIE AMCKMW, ONMepaTUBHas NaMsiTb) MpU BKIKOYEHUU
(byHKUMYM 3aTUPaHUS B MPOrpamMMe yrnpaBfieHus;

MpumeyaHue. B Secret Net Studio peanusoBaHa BO3MOXHOCTb UCKITHOUEHMS BbIBPaHHbLIX 06BEKTOB
(pannos 1 nanok) u3 06paboTKM NpK aBTOMATUYECKOM 3aTMPAHWMW JaHHbIX HA NOKambHbIX AUCKAX W
CMEHHbIX HOCUTENSIX NOCPEeCTBOM CO3[aHMs CNCKa UCKMIOYEHNN.

e 3aTMpaHue npwu yaaneHunun ¢annosbix 06bEKTOB, BblIOpaHHbIX MoOb30BaTeNeM, N0
KOMaHAe U3 KOHTEKCTHOIO MEHHO;

e 3aTMpaHME MO KOMaHAE U3 KOHTEKCTHOrO MeHto NMKTorpammel Secret Net Studio B
naHenun 3agay Windows Bcex gaHHbIX (Bkntoyas Tabnunuy pasgenos, ormyeckme
TOoMa, ainoBble 06bEKTbI U OCTAaTOUYHYI MHGOPMaLMIO) Ha JIOKaNbHbIX ANCKax
(KpoMe CMCTEMHOro AMCKA) U CMEHHbIX HOCUTENAX, MOAK/IYEHHbIX K 3awumua-
€MOMY KOMMbloTepy.

Ons 6onbluell HaAEXHOCTU MOXET BbiTb BbIMOHEHO HECKONbKO LIMKIIOB (MpOX040B)
3aTUpaHus.

Mpu HacTporike MexaHWU3Ma MOXXHO YCTaHOBUTb pa3IMYHOE KOJIMYECTBO LIMK/IOB 3aTU-
paHus ons foKanbHbIX U CMEHHbIX AMCKOB, ONEpaTUBHOW NamsTu; Ans daiifoBbix
06beKTOB, yaansiemMbix C MOMOLWbIO CNeLnanbHON KOMaHAabl; Anst HocuTenen nHaop-
MaLMKn NMpuY YHUUTOXKEHUM BCEX AAHHbIX Ha HUX.

& BHuMaHue!

3aTtupaHue (haitna nogkaukum BUPTYanbHOW NamsTW BbIMOMHAETCA CTaHgapTHbiMu cpeactBamu OC
Windows npu BbikmtoueHun komnbtoTepa. Ecrm B Secret Net Studio BknoueH pexum 3atumpaHus
OnepaTMBHOM NamsATH, PeKOMeHAyeTCA AONOfHMTENsHO B nonutukax Windows BKMOWMTb AencTBue
CTaHAapTHOro napametpa "3aBeplieHne paboTbl: ouncTka (haitia NoAKaukM BUPTYanbHOM namsTh'
(pasmewyaeTcsi B pasgene KoHdurypauns komnbtotepa\apameTpbl Windows\[NapameTpbl 6e3onacHoCTy
\lokanbHble nonuTukmn\NapameTpbl 6e30nacHocTh).

He ocywecTtBnsetcs 3atupaHue ¢ainos npy ux nepemelleHnn B nanky "KopanHa", Tak kak BO Bpems
HaXOXOeHWs B 3TON nanke hainbl He yoansoTes ¢ gucka. 3aTupaHue Takux (ainioB NpomMcxoauT nocne
04MCTKM cogepxnmoro "KopauHbl".

[Ns CHKEHUA HarpysKkyM Ha KOMMbIOTEP Npu yaaneHnu 60blioro o6bemMa AaHHbIX C
JIOKanbHbIX AMCKOB U CMEHHbIX HocuTenel B Secret Net Studio peanmsoBaH MeEXaHM3M
OT/IOXKEHHOr0 3aTnpaHns. OcTaTouHble AaHHbIE, NoAsexallme 3aTupaHunio, 4o6asns-
I0TCa B ouvepedb Ha 06paboTKy. 3aTvpaHue BbIMONHAETCA B MOpsAKe odyepeau, C
BPEMEHHOI 3aepPXXKOI, N 3aBepLLIAaeTCca [0 BblK/IOYEH WS KOMMbloTepa.

KOHTpO.ﬂb noaKnrw4YeHnNA " SMeHeHns yCTpOVICTB KOMnNbiOTEpPa

MexaHn3M KOHTPOS MOAK/KYEHUS U U3MEHEHUs YCTPOMCTB KoMmnbioTepa obec-
rne4ymMBaeT:

e CBOEBpPEMEHHOe OBHapyXeHWe W3MEHEHMWI annapaTHON KOHMMUIypauuu KoM-
nbloTepa 1 pearnpoBaHne Ha 3TU U3MEHEHUS;

e roAanepXxaHue B aKTyaslbHOM COCTOSIHUM CMUCKa YCTPOMCTB KOMMbIOTEPA, KOTOPbI
NCMOob3yeTCs MEXaHM3MOM pa3rpaHMYeHns A0CTyNa K yCTPOMNCTBaM.

N3MeHeHUs annapaTHOM KOHMMUrypauMm OTCNEXMBAKTCS CUCTEMOWM 3aluTbl AN
YCTPOWCTB C BK/IKOYEHHbIM PEXXMMOM KOHTPOSS "YCTPOMCTBO MOCTOSAHHO MOAKJIIOYEHO K
KoMnbloTepy".

HavanbHasa annapaTHas KOHMUrypauus KoMnbloTEpPa ONpeaenaeTcs Ha 3Tane ycra-
HOBKW cucTembl. [pyM 3TOM 3Ha4YeHMs MapaMeTpoB KOHTPOSA 3a4atoTcs Mo yMOos-
YaHU. HacTporKy MOMMTUKM KOHTPOAS MOXHO BbIMNOHUTL WHAMBUAYANbHO AN
KaXKAoro yCTporcrBa UM NMPUMEHSATb K YCTPOMCTBaM Hacieayemble napamMeTpbl OT
Mozenen, KnaccoB M rpynmn, K KOTOPbIM OTHOCATCS YCTPOMCTBaA.

Mcnonb3yloTca cneaytolme MeToabl KOHTPOSIS KOHDUrypaLmm:

e CraTMyeckuin KOHTPOJb KOHdUrypaumn. Kaxaplii pa3 npu 3arpy3ke KoMnbloTepa
noacvcrema nosny4daet nHgopmaumio 06 akTyanbHOM annapaTHOW KOHdUrypaumm
W CPaBHMBAET ee C 3Ta/IOHHOMN.
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e [IMHaMMyecKnit KOHTPOJSib KOHdUrypauun. Bo BpeMmss paboTbl KoMmnbioTepa (a
TakXXe Npu BbIXOAE W3 CRsWeEro pexuma) agpaveep- dGUnbTp YCTPOMUCTB OTChe-
XXUBaeT @aKTbl MNOAK/IOYEHUS, OTK/IOYEHUS WAN U3MEHEHUS MapaMeTpoB
ycTponcTts. Ecnn npousowno usMeHeHue KoHbdurypauuu, gpanisep- punbTp
BblAaeT onoselleHne 06 3TOM 1 cucTeMa BblNONHSAET onpeaefieHHble AeNCTBUS.

Mpu OBHapy>XeHWN W3MEHEHWI annapaTHOMW KOHMUIypauun cucTeMa OXWUAAET
YTBEPXKAEHUS 3TUX MW3MEHEHWI aaMMHUCTpaTopoM 6e3onacHocTu. [lpoueaypa
YTBEPXAEHMS annapaTHOMW KOHdUrypaumn HeobxoamMma Afsi CaHKUMOHWPOBaHUS
0bHapy>XEeHHbIX U3MEHEHUN WU MPUHATUS TEKYLWLEA anmnapaTHOW KOHdWUrypauum B
KayecTBe 3TasSIOHHON.

Pa3rpaHquHMe AOoCTyna K yCTPOﬁCTBaM

PasrpaHunyeHune gocryna rnonb3oBaTenen K yCTponCcTBaM BbIMOSHAETCS Ha OCHOBAHMM
CMMCKOB YCTPOWNCTB, KOTOpble (POPMUPYHOTCS MEXAHWU3MOM KOHTPOJIS MOAK/IIOUYEHUS U
M3MEHEHMUS YCTPONCTB (CM. CTp.22).

Cucrema Secret Net Studio npepocraBnsieT cneaytouime BO3MOXHOCTU ANs pasrpa-
HUYEHNS AOCTYMa NoMb30BaTeNEN K YCTPOMCTBaM:

e yYCTAHOBKA CTaHAAPTHbIX pa3pelleHuit U 3anpeToB Ha BbINMOJIHEHME onepaunii
yCTponcreamu;

e Ha3HauyeHMWe YCTPOMCTBaM KaTeropuvit KoHGUAEHUMaNbHOCTM WUAW AONYCTUMbIX
YPOBHE KOHPUAEHUMANbHOCTU CECCUIA NONb30BaTeNEN — UTOObl pasrpaHN4YnTb
AOCTYN C NOMOLL b0 MEXaHW3Ma NOMHOMOYHOI 0 YN paBAEHUS AOCTYMOM.

BO3MOXXHOCTM MO pa3rpaHMYeHunto A0CTyna 3aBUCAT OT TUMNOB YCTPOMUCTB. PasrpaHu-
YEeHWe He OCyL,eCcTBAsSeTCsa MOJHOCTbI WMAM YaCTUYHO A1 YCTPOWCTB, MMEKLWMNX
ocobyto crneundurKy MCNoab30BaHMA MAM HeobxoamMbix Ansa paboTbl KOMMbHOTEpa.
Hanpumep, He orpaHn4YMBaETCs AOCTYM K NPOLLECCOpY M onepaTuBHOM NaMaTu, orpa-
HWYEeHbl BO3MOXXHOCTW pa3rpaHMyeHns ocTyna Ans nopToB BBOAA/BbIBOAA.

[Ins yCTPONCTB C OTK/IHOUEHHbIM PEXMMOM KOHTPOSIA UM 3anpeLleHHbIX A8 NOAK/I0-
YeHMA He AeWCTBYET pasrpaHUuYeHue [OCTyna Mo YCTaHOBMIEHHbIM pa3peLleHmam K
3anpetaM Ha BbIMONHEHWe onepauuii. MpaBa A0CTyna Monb3oBaTtene K TakuM
YCTpOCTBAM HE KOHTPONIMPYHOTCS.

Mpu ycraHoeke knmeHTckoro MO cuctembl Secret Net Studio BbicTaBnsATCA npasa
AocTyna ans Bcex obHapy>XeHHbIX YCTPOMCTB, MOAAEPXMBAKOWMX Takoe pasrpaHu-
yeHue gocryna. 1o yMonyaHuio NpeaocTaBAsSeTCa NOMHbIA AOCTYN TPEM CTaHAAPTHbIM
rpynnam nonb3osaTenen: "Cucrema", "AgmuHucrpatopbl" n "Bce". To eCcTb BCeEM
nosnib3oBaTensiM paspeweH A4octyn 6e3 orpaHUYeHnin KO BCEM yCTpoKcTBaM, obHapy-
XXeHHbIM Ha KoMNbloTepe. Janee agMMHUCTpaTop 6e30nacHoCTU pasrpaHunynBaeT 4OC-
Tyn nofb30BaTeneM K YCTpPOMCTBaAM B COOTBETCTBUWM C TpeboBaHUSAMWU MOAUTUKMK
6e3onacHocTn. [Ans 3TOr0 MOXHO BbINOMHWTbL HAaCTPONKY MpaB AOCTyna Henoc-
peacTBEHHO A/15 YCTPOMUCTB MK AN KNACcCOoB U Py, K KOTOPbIM OHW OTHOCSATCS.

Hacrpoiika npas AocTyna [Ans KNaccoB W rpynn MoO3BOMSAET MOArOTOBUTbL CUCTEMY
3alMTbl K BO3MOXHbIM MOAK/OUYEHUSAM HOBbIX YCTPOUCTB. Mpy NoAKIIOYEHUM HOBOE
YCTPOCTBO BK/IOUYAETC B COOTBETCTBYIOLLYIO Fpynny, KAacc U Moaesnb (ecin ecrb).
[ocTyn nonb3oBaTenei K 3TOMy YCTPOMCTBY 6yaeT pasrpaHnMyeH aBTOMaTUUECKU — B
COOTBETCTBUM C NpaBuiaMmn, KOTOPbIE YCTaHOB/EHbI U1K FPYMMbl, Knacca UM Moaenu.

PasrpaHnyeHne gocryna nonb3oBaTener K yCTPOMCTBAM C Ha3HAYEHHbIMU KaTero-
pPUSIMN KOHMDUAEHUNANBHOCTU NN YPOBHSAMM KOHMUAEHLMANbHOCTU CECCUI OCyLLLeC-
TBNSIETCA MEXaHM3MOM MOSIHOMOYHOI O YNpaB/ieHus AOCTYMOM.

3aMKHyTas nporpaMMHas cpea

MexaHu3M 3aMKHYTOVI I'IpOFpaMMHOVI Cpedbl NO3BONAET onpeaennTb And noboro
nonb3oBaTend KoMnbikoTeEpPa VIHLI,MBM,CI,yaJ'IbeIVI nepeyeHb nporpaMmMHOro obec-
nevyeHuns, paspeweHHoOro anda ncnonb3oBaHUA. Cucrema 3awmThl KOHTPOJIMPYET U
obecneumBaet 3an PET NCNOJIb30BaHUA CnefyoWwnX peCcypcoB:

e (baitnibl 3anycka nNporpamm u 6BUBINOTEK, HE BXOASLLINE B NEPeUYeHb paspeLleHHbIX
O 3anycKa W He yA0BeTBOPSOLWME ONpeaeseHHbIM YCIIOBUSM;
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e CUeHapuu, He BXOoAsLIME B MepeyeHb paspelleHHbIX A8 3anycka U He 3ape-
rMCTpUpOBaHHble B 6a3e AaHHbIX.

Mpumevanue.
CueHapuii (Ha3bIBaEMbIV TaKxe CKPUNT) NpeacTaBnseT cobor NocneaoBaTeNnsHOCTb UCTONHAEMbIX
komaHg u/unu gencteuii B Tekctosom Buge. Cuctema Secret Net Studio koHTponupyeT BbinonHeHue
CLieHapueB, Co3aaHHbIX No TexHonorum Active Scripts.

MonbITKM 3anycka HepaspeLleHHbIX PECYPCOB PErMCTPUPYHOTCS B XXYypHase Kak cobbl-
TS TPEBOT .

Ha aTane HacTpoikyn MexaHn3Ma COCTaBMSETCSA CMUCOK PECYpPCOB, PaspelleHHbIX A
3anycka M BbinonHeHnss. CrnMcok MoXeT 6biTb copMMpOBaH aBTOMATMUECKW Ha
OCHOBaHMWU CBEAEHWNIN 06 YCTAaHOB/IEHHbIX Ha KOMMbIOTEPE NMporpaMMax Uav no 3anun-
CsM XypHanoB (kypHan 6e3onacHocTn unm xypHan Secret Net Studio), coaepxalumnx
CBeeHUs 0 3anyckax nporpamm, 6UbANOTEK U CLieHapueB.

Onsa dannos, BXOAALWMX B CMIMCOK, MOXHO BK/IHOUMTb MPOBEPKY LLeSIOCTHOCTU C UCMOSb-
30BaHWEM MexaHW3Ma KOHTPOAs LenocTHOCTM (CM. cTp.19). Mo aTon npuunHe mexa-
HU3M 3aMKHYTOMW MpOrpaMMHOM cpedbl W MEeXaHW3M KOHTPOAS LefloCTHOCTU
MCNONb3YIOT €4AMHYI0 MOAesb AaHHbIX.

MexaHM3M 3aMKHYTOW MpPOrpaMMHON Cpeflbl HEe OCYLIECTBASET 6I0KMPOBKY
3anycKaeMblX MNporpamMm, 6UBINOTEK U CLIeHapUEB B CIEAYOLWNX CyYasX:

* pU HalM4uMK y Nonb3oBaTens npueuaernun "3amMKHyTas nporpaMmHas cpega: He
AencreyeTt" (MO yMOMYaHUIO NpUBUIErus npeaoctasneHa agMMHUCTpaTopaM KoM-
NblOTEpPa) — KOHTPOSIb 3amnycKaemblX MO0JSb30BaTeNIeM pecypcoB He ocyllec-
TBNsETCH;

e MNpW BKIIOYEHHOM MAMKOM pexuMe paboTbl MOACMCTEMbI 3aMKHYTOM NPOrpaMMHOi
cpeabl — B 3TOM pEXWUME KOHTPOSIMPYIOTCA MOMbITKM 3anycka Mporpamm,
6UBNNOTEK N CLEeHapueB, HO pa3pellaeTcs Mchnonb3oBaHue fboro MO. 3ToT
PeXuM 06bIYHO NCMONb3YETCA Ha 3Tarne HacTPOMKN MexaHu3Ma.

U3onsauusa npoueccos

B cucteme Secret Net Studio MOXET MPUMEHSATHCS PEXMM U30SLMM NPOLLECCOB ANS
npeaoTBpaLLeHNs CTOPOHHEro A40CTYNa K AaHHbIM OnpeaeneHHbIX UCMOMHAEMbIX MOAY-
neri. Npy OeicTBYIOWEM pexuMe KOHTPONMPYIOTCS Cheaylowune onepaumm C AaH-
HbIMW, KOTOPbIMX 06MEHUBAOTCA PA3IMYHbIE MPOLLECChI:

® YTeHue JaHHbIX n3 bydepa obMeHa;

® UTeHWe AaHHbIX B OKHe ApYyroro npowuecca;

e  3aMnCb AaHHbIX B OKHO ApYroro npouecca;

* repeTackMBaHue JaHHbIX Mexay npoleccamm metoaom drag-and-drop.

HDOLI.GCC CYMNTaEeTCa U30JIMPOBAHHBLIM, €C/iM B MOAENN JaHHbIX BK/HOYEHA U3014UNA
ONa pecypca, SIBASOWEerocs UCnonHseMbiM daiiom 3Toro npouecca. ns nsonupo-
BaAHHOro npouecca obMeH AaHHbIMW C APYrMMK npoueccamMm HeBO3MOXeH. Paspewa-
€TCs ucrnonb3oBaHme 6ydepa obMeHa TONbKO NpU 3aNMCK N YTEHUWN AAHHbBIX OAHOr0O U

TOro e rnpouecca. HemsonnpoBaHHble npoueccbl 0bMeHMBalTCsa AaHHbiMK 6e3
OrpaHuU4YeHunn.

M3onauma npoueccoB peanusyeTrcd Mpu BKIAKOYEHHOM MeXaHW3Me 3aMKHYTOM
nporpamMMHoOM cpeapl (4o/mKeH PyHKUNOHMPOBaTb ApalriBep MexaHu3Ma). Pexxum pabo-
Tbl MexaHu3Ma 3MNC MoxeT 6bITb N06bIM. [py 3TOM AN UCKIOYEHUS BO3MOXHOCTEN
3anycka KOMui UCNonHSeMblX (arisioB B HEU30/MPOBAHHOW Cpeae peKoMeHAyeTcs
HacTponTb MexaHn3M 3IC 1 BKIOUYNTb XXECTKUIN pexnm paboTbl MEXaHM3MA.

NMonHoMo4HOe ynpaBneHue JOCTYNOM

MexaH13M MOIHOMOYHOr 0 YnpaBieHnsa 4oCcTynomM obecrneumBaeT:

e pasrpaHuuyeHue JoCTyna rnosnb3oBaTenen K MHgopMaummn, KOTOpoN HasHaudeHa
KaTeropus KoHdunaeHumanbHoOCcTn (KoHduaeHUnanbHas nHgpopmaums);

¢ KOHTPO/Ab MOAKOYEHUS U UCMO/b30BaHWUS YCTPONCTB C Ha3Ha4YeHHbIMWU KaTero-
prAMK KOHPUAEHLMANBbHOCTU;
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e KOHTPOJIb MOTOKOB KOHpMAEHLUMaNbHON MHhOPMaL M B CUCTEME;

e KOHTPOJIb NCNOJIb30BaHUA CETEBbIX VIHTepd)eVICOB, ANa KOTOPbIX YKa3aHbl gonyc-
TUMbIE€ YPOBHU KOHd)MLI,eH LManbHOCTM Ceccui ﬂOJ'Ib3OBaTe}'IEI71;

e KOHTpPOJIb NeYyYaTn KOHCbVI,EI,eH UnalibHbIX JOKYMEHTOB.

Mo yMmonuaHuio B CUCTEMe MNpesyCcMOTpPeHbl KaTeropum KoHdUAeHUNanbHOCTH:
"HekoHduMaeHUManbHo" (ansa obwenoctynHol MHdopMaunn), "KoHpuaeHuanbHo"
n "crporo KoHduaeHumnanbHo". Mpn HEO6XOAMMOCTM MOXHO YBEMUYNTL KOIMYECTBO
MCNOMb3yeMblX KaTeropum W 3agaTb 418 HWUX Ha3BaHWSA B COOTBETCTBMM CO
CTaHAapTamu, NpUHSATBIMX B Balwlel opraHusaumu. MakcMmanbHO BO3MOXHOE KOJu-
yecTBo KaTteropuin — 16.

KaTeroputo KOHGUAEHLNANbHOCTM MOXHO Ha3HaunTb A71sl CeAyoLLUnX pecypcoB:

e JloKanbHble dusnyeckme aAMCkM (KpoMe JAMCKa C CUCTEMHbIM JIOTMYECKUM
pa3saenom) n niobbie yCTponcTBa, BKAYaeMble B rpynnbl ycrporcts USB, PCMCIA,
IEEE1394 nnn Secure Digital;

e KaTanoru u ainbl Ha AMcKax.

JocTtyn nonb3oBaTtenst K KOHpuaeHUMaNnbHON MHMOPMaLMKN OCYLLECTBISIETCA B COOT-
BETCTBUM C €r0 YPOBHEM Aonycka. Ecim ypoBeHb Aonycka nosib30BaTeNss HUXE, YEM
KaTeropus KoHGUAeHLUManbHOCTU pecypca, — cucTema 6/1I0KMpYeT A0CTYN K 3TOMY
pecypcy. MNocne nonydeHus AocTyna K KOHduAeHUManbHoi nHdopMaummn ypoBeHb
KOHUAEHUMANbHOCTM NporpaMmbl (nNpouecca) nMoBbllWAETCs [0 KaTeropuu

KOHUAEHUMaNbHOCTM pecypca. ITo0 HeobxoAuMMO [N TOro, 4YTobbl MCKIOUYNTb
BO3MOXHOCTb COXpaHEHWUSI KOHdMAEHUMANbHbIX AaHHbIX B (palinax c MeHblleln KaTe-
ropuen KoHpunaeHUnanbHOCTH.

MonHOMO4YHOe pasrpaHuyeHne AOCTyna Ha YpPoBHE YCTPOMCTB OCYLLLEeCTBASETCS creny-
rowmm obpasoMm. Ecnn yCTporMCcTBO NOAKIOYAETCS BO BpeMsi ceaHca paboTbl Nonb30-
BaTeNs C ypoBHEM A0MyCKa HUXe, YeM KaTeropusl yCTpoMcCTBa, cucrema 6rnokmpyer
NOAKJIIOYEHME YCTPOMCTBaA. [py NoAKIIOYEHNN TaKoro yCTPOMCTBA A0 Hayana ceaHca
paboTbl Nonb3oBaTeNns — 3arnpelaeTcs BXOA NOsb30BaTesns B cucTeMy. B pexunme
KOHTPOJ/1A NMOTOKOB YPOBEHb KOHCbVI,EI,eHLI,I/IaJ'IbHOCTI/I Cceccnun nonb3oBaTtena Ao0/NKeEH
COOTBETCTBOBAaTb KaTeropmsaM BCeX NOAKIHOYEHHbIX YCTPOUCTB.

®YHKLUNOHMPOBaHME YCTPOMNCTBA pa3peLlEHO HE3aBMCMMO OT YPOBHS AOMYCKa Nosb30-
BaTeNs, eC ANst 3TOro YCTPOMCTBA BK/IOUEH pexuMm "YCTpolcTBO AOCTYnHO 6e3
yyeTa KaTeropum KoHbunaeHumansHocT" . [laHHbIA peXUM BKOYEH MO YMOTYAHMUIO.

Joctyn K coaepxuMoMy KOHMUAeHUWanbHOro darna npesocTaBaseTcs Mnonb30-
BaTeso, ecnim kaTeropms daina He NpeBblaeT YpoBeHb A0MYycKa nonb3osatens. Mpu
3TOM KaTeropmsa KOHMMAEHLMaNbHOCTM YCTPOMCTBA, Ha KOTOPOM pacnofaraercs
dann, Takxke aHanusnpyeTca U nMMmeeT 6onee BbICOKMA MPUOPUTET MO CPaBHEHUIO C
KaTteropuen KoHpuaeHUmManbHocTu aiina. Ecnm kateropus danna Huxe Kateropum
KOH®UAEHUMANbHOCTM YCTPOMCTBA — CUCTEMA CUMTaET KaTeropuio garnina paBHOM
KaTeropuun ycrponcrea. lNpn obpaTHOM cMTyauuun, Korga kateropus darna npesbl-
LWaeT KaTeropuvi KOHMUAEHUWanbHOCTU YCTPOMCTBa, TaKOe COCTOsHWEe pacLle-
HWBAETCH KaK HEKOPPEKTHOE 1 AOCTYyN K dainny 3anpeLlaeTcs.

PeXuM KOHTpPOJIfA NOTOKOB

Mpn MCNOMBL30BaHMN MEXaHM3Ma B PeXUME KOHTPOSIS MOTOKOB KOHMUAEHUMANbHOM
MHdopMaumm BceM npoueccam 06paboTkn AaHHbIX B CUCTEME NPUCBanBaETCS eanHbI
YpPOBEHb KOH(PUAEHUNANbHOCTU. HYXXHbI ypOBEHb KOH(MUAEHUWNANbHOCTU U3 Yyucna
AOCTYMHbIX Mofb3oBaTento BblbMpaeTcs nepep Hadvanom ceccuu paboTbl Ha KOM-
nbtoTepe. 3TOT YPOBEHb HEMb351 UBMEHUTb A0 OKOHYAHMS CEeCCUM.

B pexunme KOHTPONS MOTOKOB COXpaHeHue MHdopMaunm paspeLleHo TONbKO C KaTe-
ropven, paBHON YPOBHIO KOHMWMAEHLUMANbHOCTU ceccun. MMONHOCTbIO 3anpelyaeTcs
OOCTYN K JaHHbIM, KaTeropus KOTOPbIX MpeBbllIaeT YPOBEHb KOHMUAEHLNANBHOCTU
ceccnmn (Jaxe ecnn ypoBeHb [OMycka Mosb30BaTesid MO3BOASET AOCTYN K TakuM
OaHHbIM). TaknMm 06pa3oM, pexnM KOHTPOsS NOTOKOB obecrneuymBaeT CcTporoe cobsto-
OEeHWe MPUHLUMMNOB MOMIHOMOYHOrO pasrpaHUyYeHuns Joctyna W npegoTepallaeT
HECaHKLMOHMPOBAHHOE KOMWpPOBaHWE WAM nepeMeleHne KoHdUAeHUNanbLHON
WHdopmMaumun.
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B pexuMme KOHTPO/s MOTOKOB 3arnpeLlaeTcss MCNosb30BaHWE YCTPOWCTB, KOTOPbIM
Ha3HayeHa KaTeropusi KOHMWAEHUMANbHOCTM, OT/MYatowasics OT BblGpaHHOMO
YPOBHS ceccuun. Eciv Ha MOMEHT BXoZa Mo0JIb30BaTesNsl K KOMMbOTEPY MOAK/IYEHbI
YCTPOMCTBA C pa3nMyHbIMM KaTeropusiMm KoHMbUAEHLMaNbHOCTU, BXOA, 3anpeLLaercs
No NpUYMHE KOHMIMKTA MNOAKITFOUYEHHbIX YCTPOUCTB. icnonb3oBaHMe yCTPOMNCTB, KOTO-
pblM HasHayeHa KaTeropusi KOHMbWAEHUMANIbHOCTU Bbille, YEM YPOBEHb [AOMYycKa
Nosib30BaTesst, OrpaHNUNBAETCS TaK XKe, Kak U Npu OTKIHOYEHHOM pPeXUME KOHTPONs
NMOTOKOB.

PeX1MM KOHTpPOSSi MOTOKOB MO3BOJISIET YCTAHOBUTL OrpaHUUYEHMS Ha UCMOSb30BaHMeE
CeTeBbIX MHTEpdencoB. [1/19 Ka)xaoro ceTeBoro nHTepdenca MoXxxHo BbibpaTb YpOBHU
KOHMMAEHUNANbHOCTN CECCUM, B KOTOPbIX 3TOT MHTepdenc 6yaet 4OCTyNneH Nob30-
Batesmo. EcnM oTKpbiTa ceccus C  APYrMM  YPOBHEM KOHMWUAEHLMANbHOCTK,
(YHKUMOHMPOBaAHME 3TOr0 MHTepdelica 6/10KMPYeTcs CUMCTEMOM 3aWnUTbl. DTO NO3-
BOJIIET OpraHn3oBaTb paboTy MOSb30BaTENS B Pas/IMYHbIX CETSAX B 3aBUCMMOCTU OT
BbI6paHHOr0 YPOBHS KOH(MAEHLMaNbHOCTN CECCUN.

[Onsa ceTeBbIX MHTEPHENCOB NPefyCMOTPEH peXuM AOCTYNHOCTU "ApganTtep AOCTyneH
Bcerga" (BK/IKOYEH MO yMon4aHuio). B 3ToM pexume dpyHKLMOHUPOBAHME CETEBOMO
MHTepdelica pa3peLleHo HeE3aBUCMMO OT YPOBHSA KOH(PUAEHUNANTbHOCTN CECCUN.

BbiBoa KOH(hMaeHunanbHoOn MH opmauvm

MexaHn3M MoJIHOMOYHOr o ynpaBleHUs OOCTYNOM OCYLWEeCTBJIAET KOHTPOJIb BbIBOAA
KOHdJVI,Cl,eHLWIaJ'IbHOVI VIHCbOpMaLI,I/II/I Ha BHELHMEe HocuTenn. BHewHnMM HocnTensaMmn B
cucteme Secret Net Studio cunTaroTca cMeHHbIe AMCKN, 4151 KOTOPbIX BKIOUYEH PexXum
pocryna "6e3 yyerta kateropuun KoHpuaeHumnansHoctn". MNpy KONMpoBaHUN UK Nnepe-
MeweHnn KOHCbVI,D,eHLI,I/IaJ'IbHOFO pecypCa Ha TaKOM HOCUTEJIE MOXKET He COXPaHUTbCA
ncxoaHas Kateropus KoHbUAeHUNANbHOCTM pecypca. Mo3ToMy YTObbl OCYLLECTBASTH
BbIBO/, KOHCI)I/I,EI,eHLl,VIaﬂbHOVI I/IHCbOpMaLl,VIVI Ha BHELWHWE HOCUTENIN B pEXUNME KOHT-
posisi NOTOKOB, MONb30BaTeNb A0/MKEH 06/1a4aTb COOTBETCTBYOLWEN NPUBUIETUEN.

[ns npepoTBpalleHns HECaHKLMOHWMPOBAHHOIO BbiBOAA KOHMUAEHLUNANbHbBIX AOKY-
MEHTOB Ha JIOKas/lbHble N CeTeBble MPUHTEPbI UCMOJb3YETCH MEXaHW3M KOHTPOSIS
neyatn. MexaHu3m obecneumBaeT BbiBOA KOHMWMAEHUWMANbHbIX OOKYMEHTOB Ha
neyatb TOMbKO TMPW HaAM4MKW  COOTBETCTBYIOWEN nNpuBMAerMn. Takxe B
pacrnevyaTbiBaeMble JOKYMEHTbl MOXET aBTOMaTu4yeckun [06aBnATbCA cneuuanbHbIn
Mapkep (rpud), B KOTOPOM YyKa3sblBaeTCs KaTeropus KOHMOUAEHUWanbHOCTW AOKY-
MeHTa. CobbITUS NeyaTu perncTpmpyroTcsa B xxypHane Secret Net Studio.

KoHTponb neyatu

MexaHW3M KOHTPOJIsl nevaTu obecrneumBaeT:
e pasrpaHuWyYeHune AOoCTyna Nnosib30BaTeNiei K NpuHTepamM;

e perncrpaumto cobblTMi BbiBOAa AOKYMEHTOB Ha nedaTb B XYypHane Secret Net
Studio;

e BbIBOA Ha MeyaTb [JAOKYMEHTOB C OMNpeaeneHHoOW KaTeropven KoHduaeH-
LManbHOCTK;

e aBTOMaTM4eckoe aobaBneHue rpuda B pacrneyaTbiBaeMble AOKYMEHTbl (MapKu-
pOBKa [IOKYMEHTOB);

¢ TeHeBOE KonnpoBaHMe pacneyaTbiBaeMbIX JOKYMEHTOB.

Ons peanuzaumn byHKUUA MapKUPOBKM W/UNN TEHEBOIO KOMMPOBAHMWS pacneyathbl-
BaEMbIX JOKYMEHTOB B cMcTeMy A06aBnstoTcs ApaiBepbl "BUPTYabHbIX MPUHTEPOB".
BupTyanbHble NpUHTEPbLI COOTBETCTBYIOT peasibHbIM MPUHTEPaM, YCTaHOBIEHHbIM Ha
KoMnbloTepe. CMMCOK BMPTYasnbHbIX MPUHTEPOB aBTOMaTM4yeckn GopMmpyeTcs npwm
BKJTIOYEHMWN KOHTPOJIA MeyaTM M pexmma TeHEeBOro KonuposaHus. MeyaTb B 3TOM
Clyyae paspeLLaeTcsl TOJIbKO Ha BUPTYyasibHble MPUHTEPSI.

MNpn neyaty Ha BUPTyasbHbI MPUHTEP BbIMNOMHATCS AOMOJHUTENbHbIE MNpeob-
pasoBaHus Ans nonyydeHus obpasa pacnedaTbiBAaeMoro AOKyMeHTa B dopmaTte
XML Paper Specification (XPS). danee XPS-A0OKYMEHT KOMWPYETCA B XpaHuauLie
TEHEBOro KonuMpoBaHus (ecnun Ans NpuHTepa BrIoYeHa MYHKUNSA TEHEBOrO KOMMPO-
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BaHMSA), MOAUDULNPYETCA HY>KHbIM 06pa3oM 1 Nocne 3Toro nepeaaeTcs A1s neyaTy B
COOTBETCTBYIOLLLEE NeYaTaloLee yCTponCTBo.

TeHeBoOe KonnpoBaHue BbiBOAUMbIX AaHHbIX

MexaHM3M TEHEBOro KOMMpoBaHUs obecrneunBaeT cosdaHne B cucteme AybnmMKkaTos
JaHHbIX, BbIBOAMMbIX Ha CbeMHble HOCMTENM WHdopMauuu. Oybnukatbl (Konuu)
COXPaHSIOTCA B CreLmanbHOM XpaHunuile, 40CTyn K KOTOPOMY MMEIOT TOJIbKO YMosHO-
MOYEHHble Nosfib3oBaTenu. [leiMcTBMe MexaHuM3Ma pacrnpoCcTpaHseTca Ha Te YCTpou-
CTBa, A1 KOTOPbIX BK/IOUEH PEXUM COXPaHEHUS KOMMUIA Npu 3anncu nHbopMaumu.

Mpy BK/IOYEHHOM pEXWME COXPAaHEHUS KOMWIA BbIBOA [HAHHbIX Ha BHeLWHee
YCTPOMCTBO BO3MOXEH TOJIbKO MPU YCIIOBUM CO3AaHUS KOMUU STUX AAHHbIX B XpaHU-
JIMLLE TEHEBOro KONMpoBaHus. Ecnm no kaknMM-nnmbo npuunHam cosaatb AybamkaTt He-
BO3MOXHO, OnepaLms BbiBoAa AaHHbIX 610KMpyeTCs.

TeHeBoe KonnpoBaHue Noaaep)X MBaeTCs AN18 YCTPOWUCTB Cleayowmx BUAOB:
e  MOAK/IOYAEMbIE€ CMEHHbIE ANCKU;

e  [IMCKOBOZbI FTMEKNX ANCKOB;

e [IMCKOBO[bl ONTUYECKMX AMCKOB C yHKLMEN 3amnmncK;

® [PUHTEpDI.

Mpn BbIBOAE AAHHbLIX Ha MOAKIOYAEMblA CMeHHbIM auck (Hanpumep, USB-dnew-
HaKoOMMUTEesb) B XPaHWU/IMLLE TEHEBOIrO KOMMPOBaHMUS CO34atoTCsa Konuu dannos, 3anm-
CaHHbIX Ha HOCUTeNb B XoAde onepauuun BbiBoAda. Ecnn daiin oTKpbIT Ana peaaktu-
poBaHWsA HENOCPeACTBEHHO CO CMEHHOI0 HOCUTENS, NMPU COXPaHEHUU HOBOW BEpCUM
¢anna B xpaHunuuwe byaeT co3aaH ero oTaenbHbI Aybnukar.

Ons ycTpolicTBa 3anmMcu ONTUYECKMX AMCKOB MeXaHW3M TEHEBOro KomupoBaHWUS
Co34aeT B XpaHunuuwie obpas AMcKa, ecnvM Ans 3anmcu MCrnosib3yeTcs UHTepdeiic
Image Mastering API (IMAPI), nnm konuu daiinos, ecin 3annucb OCyLLECTBASIETCS B
dopmaTe dannosoi cucrembl Universal Disk Format (UDF).

& BHumaHue!

HekoTopble NporpamMMHble NakeThbl, UMetoLL e GYHKLMIO 3anucK ONTUYECKMX AMCKOB, MCMONbL3YIOT COBCT-
BeHHble [panBepbl ynpaBnieHWs ycTpoiicTBamu. Takue [palBepbl MOTYT OCYLLECTBASTb AOCTYN K
YCTPOICTBY B 06X0Z MeXaH13Ma TEHEBOrO KonupoBaHus. ins obecneyeHns rapaHTMPOBAHHOM KOHTPONS
3anmcb AMCKOB HE0HX0AMMO OCYLLECTBAATBL TOMBKO C MCNOMb3oBaHneM WraTHbIx cpeacts OC Windows.

TeHeBOe KOMMpOBaHME pacrneyaTbiBaeMblX AOKYMEHTOB OCYLLECTB/SIETCA C MCMOJb-
30BaHMEM MexaHM3Ma KOHTpPoA nedyaTtu (cM. cTp.26 ). B kayecTBe Konuu BbIBOAMMONA
Ha ne4yaTtb MHOPMaLMM COXpaHaeTCs 0bpa3 neyaTaeMoro AoKyMeHTa B ¢opMaTe XPS
(cokp. ot XML Paper Specification) — oOTKpbITbIN Fpaduyeckuin dopmaT puUKcmMpo-
BaHHOW pa3MeTKK Ha 6a3e a3bika XML, paspaboTaHHbIn KoMnaHuen Microsoft.

KOoHTpOsib BbIBOAA AaHHbIX C MOMOLLbIO MeXaHW3Ma TEHEBOr0 KOMMPOBaHUS SBMSETCH
OAHOM n3 3agad ayauTta. CobbiTva BbiBOAA AAHHbLIX PErnCTpUpYIOTCA B XypHane
Secret Net Studio. Joctyn Kk gybnukatam B XpaHuULWLe TEHEBOro KOMMpoBaHWS
OCYLLECTBNSIETCS C MOMOLLbIO NporpamMmbl ynpasneHus Secret Net Studio B nokansHOM
pexumMe paboTbl. NMporpamMma npenocTaBnseT CpeacTBa A1 NoOMcKa No COAEPXMMOMY
XpaHunuwia.

AIMUHUCTpPATOp HacTpaMBaeT (YHKLMUOHUPOBAHME MeXaHW3Ma TEHEBOro KOmMupo-
BaHMA B NporpaMmMe ynpasneHus. MNpu HacTpoike onpeaenatoTcs napaMeTpbl XpaHu-
NMLLA TEHEBOrO KOMMPOBaHMA, @ TakKXe BKJIOUYAETCS MM OTK/OYaeTca AeicTeue
MexaHWn3Ma Ans YCTPOMCTB U MPUHTEPOB.

3awumra MHdJOpMaLWIVI Ha NoKaJNibHbIX AUCKaX

MexaHun3Mm 3alWnTbl VIHCbOpMaLl,VIVI Ha JIOKaJbHbIX ANCKax KOMMbHKTEpPa (MexaHI/I3M
3alWnTbl ,EI,VICKOB) npegHa3HayeH ansg 6J'IOKl/IpOBaHVI$I AO0CTyna K XXeCTKUM ANCKaM Mpu
HecaHKLlMOHMDOBaHHOVI 3arpy3ke KoMnbroTepa. 3arpy3|<a CUNTaeTCd CaAHKUWMOHU-
pPOBaHHOW, €CNiM OHa BbIMOJSIHEHA CPeACTBaMM OMepaunoOHHON CUCTEMbl C YCTAHOB-
neHHbIM knmneHTckmm MO Secret Net Studio. Bce ppyrue cnocobel 3arpyskm OC
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CYMTATCA HECAHKLUMOHUPOBAHHbIMU (HaanMep, 3arpy3ka C BHeLWHEero Hocntend
nnu 3arpy3ska apyron OC, ycTaHOBNIEHHOW Ha KOMMbtOTepE).

MexaHM3M obecneunBaeT 3alunTy MHbOPMaL MU NpU NoMNbITKax AOCTYMa, OCYLLEecTB-
NIIEMbIX C MOMOLLbIO LUTATHbIX CPEACTB OnepauUnoHHON CUCTEMBI.

JenicrBne mMexaHusMa 3alunTbl AMCKOB OCHOBAHO Ha MoaudUKaUWW 3arpy304HbIX
cekTopoB (boot-cekTopoB) nornyecknx pasaenoB Ha XECTKMX AMCKaxX KOMMblTepa.
CoaepXXnMoe 3arpy304HbIX CEKTOPOB MOANDULIMPYETCA NyTEM KOANPOBAHMUS C UCNOMb-
30BaHWEM CreumanbHOro KK4Ya, KOTOPbl aBTOMaTU4YeCKU reHepupyeTcs npu
BK/IOYEHMUN MeXaHWn3Ma. |_|pl/l 3TOM 4acCTb CJ'Iy>K€6HbIX AaHHbIX And MexXaHW3Ma
3aLlUTbl ANCKOB COXPaAHSETCS B CUCTEMHOM peecTpe.

MoanduKaumna Mo3BOMAET CKPbiTb MHMOPMALMIO O fIOFMYECKMX pasdenax npu
HECaHKLMOHNPOBaAHHOM 3arpy3ke KoMMbloTepa — pasaesibl ¢ MoandULIMPOBAHHbIMK
3arpy304HbIMM CEKTOpaMu OyayT BOCMPUHMMATbCA CUCTEMOW Kak HedopMaTtu-
poOBaHHble MM MoBpexaeHHble. Mpu CaHKUMOHWPOBAHHOW 3arpy3ke KOMMbloTepa
OCYLLECTBNISIETCA aBTOMaTMUECKOE pacKoAMpoBaHWeE CoAepXuMoro boot- cekTopos
3alUMLEHHbIX IOFMYECKUX Pa3aesnoB Npu 06paLleHnn K HAM.

Bbibop normyecknx pasgenos, 415 KOTOPbIX YCTaHaBMBAETCA PeXWM 3awuTbl (TO
ecTb MoandunumnpyoTcs boot-cekTopsl), OCyLeCcTBASET agMUHNCTPaToP.

MexaHu3M 3anTbl ANCKOB MOXET MCMNO/b30BaTbCS NPU YCIOBUN, €CNn CbVI3M‘-IeCKVIl7I
OMCK, C KOTOpOro BbinonHsaeTca 3arpy3ka OC, OTHOCUTCA K OAHOMY W3 cneayowmx
TUMNOB!

e auck c Tabnmuen pasgenos Ha naeHTugukatopax GUID (GUID Partition Table —
GPT) Ha komnbioTepe ¢ uHTepdencom UEFI (Unified Extensible Firmware
Interface). MNpn BKIOYEHMN MexXaHM3Ma Ha AMCK 3anUCbIBAETCs CneumanbHbIN
3arpy3unk Secret Net Studio B ckpbiTom cuctremHom UEFI-pasgene, nocne yero
3arpy3unk peructpupyetcsa B UEFI;

e JNCK C OCHOBHOW 3arpy3o4Hon 3anucbto (Master Boot Record — MBR). [Npu
BK/IIOYEHMWN MexaHM3Ma Ha 3ToM ancke Moamduumpyercs MBR um  yacTb
OCTasIbHOr 0 NPOCTPaHCTBA HY/IEBOW AOPOXKWN ANCKA.

BHumaHue!

lMpn ncnonb3oBaHMM aucka C OCHOBHOM 3arpy304HOW 3anmuchlo B HacTponkax BIOS komnbtoTepa
[OITKHa BbITh OTKMHOUEHA (DYHKLIMS MPOBEPKM 3arpy304HbIX BUPYCOB. [iNs OTKMHOUEHNs (hyHKLMK yCTa-
HoBwuTe 3HayeHue "Disabled" ans napameTpa "Boot Virus Detection" (Hannume gaHHON PyHKLMM 1 Ha3-
BaHWe napameTpa 3aB1CUT OT Ucnonb3yemoi Bepcum BIOS).

Mpu pabote MexaHM3Ma obecrneunBaeTcs 3awmnTa Ao 128 nornuyecknx pasgenos npu
obuwem konmyectee GM3NYECKUX ANCKOB A0 32. Jlormdeckme pasgesbl, Ans KOTOpbIX
yCTaHaB/IMBAETCS PEXMM 3aLLUUTbI, A0KHbI UMeTb annoByto cucremy FAT, NTFS nnm
ReFS. Pasgenbl MoryT 6biTb Ha GU3MYECKMX ANCKAX C OCHOBHOW 3arpy304HOM
3anucbkto (MBR) nnm c Tabnmuen pasgenos Ha naeHtndunkartopax GUID (GPT). Aucku
C ApyrmmMn Tunamm pasbrmeHmnsa Ha lormyeckme pasgaesnbl He nogaepxusatoTcs (Hanpu-
Mep, AMHaMu4yeckme gucKm).

Mpn ncnonb3oBaHMM MEXaHW3Ma 3aLlnThl AMCKOB Ha KOMMbIOTEpe A0/MKHA ObITh yCTa-
HOBfIEHa TONbKO OAHa onepauuoHHasa cucrema. Ecnm ycraHoBneHo Heckonbko OC,
rnocne BKAYEHNS MEXaHM3Ma B OAHOM M3 HUX He rapaHTupyeTcs yctonumeas paborta
octanbHbix OC.

LndpoBaHme AaHHbIX B KPUNTOKOHTENHEpPaX

Cucrema Secret Net Studio npeaocrtaBnsieT BO3MOXHOCTb WM (POBaHMSA COAEPKMMOrO
obbekToB darinoBon cucrtembl (pannioB 1 nanok). Ana onepauyni 3awndpoBaHus U
pacwundpoBaHUS NCMOJb3YIOTCSA cneunanbHble XpaHuamia — KpunTtorpaduyeckme
KOHTEMHEepPbl NN KPUNTOKOHTENHEPbI.

dun3smyeckn KpMNTOKOHTENHep npeacraBnseT cobon daiin, KOTopbli MOXHO MNOAKII0-
UNTb K CMCTEME B KauyecTBe AOMOJIHUTENIbHOro Ancka. KpunTOKOHTEMHEp ABNSETCS
obpa3oM aucka, HO BCe AeNCTBMSA C HUM BbIMOJIHAKOTCA Yyepe3 ApaliBep MexaHu3Mma
wudposaHus. [parieep obecneumBaer paboTy C Mosb30BaTeNbCKUMU AAHHbIMU B
KOHTENHepe B pexuMe "npo3padHoro wugposaHma". To eCTb nosb3oBaTesb, nocie
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NOAK/I0YEHNA KPUNTOKOHTENHEPa B KayecTBe AMCKA, BbIMOMHSAET onepaunn ¢ dan-
NlaMn Ha 3TOM AMCKE TaK Xe, Kak U Ha noboM apyroM HocuTene. JonofHUTENbHbIX
OeNCTBUA ansa 3awmndpoBaHna unm pacwndposaHus dannos He Tpebyetcs. Bce
KpunTorpaduyeckme onepaunm ¢ daniamMmm BbiNOIHAKTCA aBTOMAaTUYECKU.

KpMnNTOKOHTENHEPbl MOXHO MOAKOYATh K CUCTEME C JIoKalbHbIX AUCKOB, CMEHHbIX
HOCUTENen UM C CceTeBblX pecypcoB. JOCTYMHbIN 06beM Ana 3anmMcu AaHHbIX yKa-
3blBAeTCs MpWU CO34aHMN KPUMNTOKOHTelHepa. peaenbHoe orpaHuyveHne obvema
onpegensieTcs ncxoas n3 cBobogHOro NMpocTpaHCTBa Ha pecypce un Tuna dannoson
cncreMbl. MMHMManbHbIN pa3mep KoHTeHepa — 1 Mb.

Ona pasrpaHnuyeHns [OoCTyna Mnonb3oBaTenen K KpUNTOKOHTEMHepaM B cucTeme
Secret Net Studio npeaycmoTpeHbl cnegytouime npaea:

e YTeHWe AaHHbIX — NpPeaoCTaB/IsET TOMbKO BO3MOXHOCTU UTEHUSA (Dalifos B
KPUNTOKOHTENHEpE;

e MOJIHbIM AOCTYN K AaHHbIM — NPeaoCcTaBaseT BO3MOXHOCTU YTEHUSA 1 3anncn dan-
JI0B B KPUNTOKOHTENHEpE;

e yrpaBfeHue KPUMNTOKOHTEMHEPOM — MPefoCTaBASIET BO3MOXHOCTU yrpaB/ieHns
CMMCKOM MoJib30BaTesNel, UMELWNX AOCTYN K KPUMTOKOHTEMHEpY, a TaKkxe
YTEHMS N 3annucu gannos.

Co3gaHne KpUMNTOKOHTEMHEPOB AOCTYMHO MO/b30BATENAM C COOTBETCTBYHOLLUEN
npusunerveii. Mo ymMonyaHuio 3ta NnpuBMUIErnsa NpeaocTaB/ieHa BCEM YUETHbLIM 3anu-
CIM, KOTOpPbl€ BXOAAT B SIOKa/bHbl€ FPyMnbl aAMUHUCTPAaTOPOB NN MOJb30BaTeNeN.

Monb3oBaTenb, CO34ABLLMN KPUMTOKOHTENHEDP, NOMYYaET NPaBo Ha yrnpasfieHne UM u
B AanbHeilleM MOXET AenermpoBaTh (MpeaocTaBuTb) 3TO MpaBo AOCTyna Apyromy
nonb3osaTtento. MNpyM Heob6XO0AMMOCTM CO3AaTeSlb KPUMTOKOHTEMHEepa MOXET 6biTb
yOaneH U3 cnucka nosb3oBaTenei C npaBaMun 4oCTyrna C TEM YC/IOBUMEM, UTO B CMCKe
6yAeT NpUCyTCTBOBaTb XOTA Bbl OAMH MO/b30BaTeNb C MPaBaMu Ha ynpaBeHue
KPUNTOKOHTENHEPOM.

Ona paboTbl C WN@POBaAHHLIMKU pecypcaMn Mosib30BaTeNn AO/MKHbl UMETb KJIOUM
wudposaHus. Npoueaypbl reHepaumu 1 BblAauu KNoYen BbIMOAHAIOTCA aAMUHUCTpa-
TopoM 6e3onacHocT. [N nonb3oBaTenen co34aloTcsa KA4YeBble napbl, Kaxaas u3
KOTOPbIX COCTOUT M3 OTKPbITOr0O U 3aKpbITOro kntoyen. OTKpbITbie KNHUYM XPaHATCS B
obwem XxpaHunuwe (ANA  KAKYeW NoKasbHbIX MNOSb30BaTeNen WUCNONb3yeTcs
nokanoHas B[] Secret Net Studio, gna AOMEHHbIX — XxpaHunuwie rnobanbHOro
KaTanora). 3aKkpbiTble KAUYW XPaHATCA B KJ/IKOYEBbIX HOCUTENSAX, MPUCBOEHHbIX
nonb3oBaTensaMm. HocutenamMm Ans XpaHeHWs 3aKpblTbiX Ko4yen (KnoyeBon MHbop-
MaumMKn) MOryT ABASATLCA MAEHTUPUKATOPbI UM CMEHHbIE HOCUTENU, Takme Kak el -
KapTbl, Mnew-HakonnuTenm n T. n.

O6wmMe cBegeHMs O KITIOYEeBoOMn cxeme

Peannsauusa kao4veBon cxembl WKUdpPOBaHUSA KPUNTOKOHTENHepoB 6asmpyeTca Ha
anroputmax OCT P 34.10-2012, TOCT P 34.11-2012 n F'OCT 28147-89. Bo Bpems
KpunTorpadunyeckmx onepaunmii reHepupyrTCca W BbIYUCISIOTCA oOnpedeneHHble
Habopbl KNOYen U AONOMHUTENbHbIX 3HAYeHWW, MCNOMb3yeMblX AN A0CTyna K
KPUNTOKOHTENHEDPY.

KpUNTOKOHTENHEP COAEPXKUT CieaytoLwme rpynmnbl 4aHHbIX:

e ynpasnswowas MHbopMaLna KpUNTOKOHTEHepa — npeacrasnseTr cobon CcTpyk-
TYpY 3awndpoBaHHbIX KNOYEN U 3HaYEHUN 415 A0CTyNa K KpUNTOKOHTENHepY;

e 3awudpoBaHHble JaHHble Monb3oBaTeneir — KpunTorpaduyeckn npeobpaso-
BaHHble (paiiibl, MOMELLEHHbIE B KPUMTOKOHTENHEP MOSb30BaTENSAMM.

Ynpasnswowas nHpopMauma KpUnToKoHTenHepa (hOpPMUPYETCS NMpU €ro Co3AaHuu.
MN3HayanbHO B 3TOW CTPYKType COBMECTHO C APYrMMW CBeAEHUSMU COXpaHSeTCs
OTKPbITbIA KJIIOY MOJSIb30BaTENS, CO3A4ABLIEro KpUMNTOKOHTEMHep. [anee B npouecce
dhopMmnpoBaHMS CNMCKa NOSb30BaTeNEN, UMEKLWMNX AOCTYN K KOHTENHEPY, OTKpbITbie
KJIIOYM 3TUX MNOJIb30BaTesNe TakXe MoMeLlarTcsa B CTpyKTypy. C ncnosb30BaHUEM
OTKPbITbIX K/IHOYEN WK QPYOTCA COOTBETCTBYHOLLME YACTU CTPYKTYPbI.

q)aﬁﬂbl, NnoMeLllaemMble NOSIb30BaTENAMU B KpVII'ITOKOHTEVIHEp, LLIVI(i)pYPOTCFI C ncnonb-
30BaHUEM KJito4en IJJMq)pOBaHVIFl, pPacCC4nNTaHHbIX Ha OCHOBE 6a30B0Oro ka4a
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wudppoBaHMa — oblero Ansa Bcex Mnofib3oBaTenien KpUnTOKOHTenHepa. ba3osbin
K04 WM QPOBAHMNSA FrEHEepUpPYyeTCs Npu CO3A4aHUM KPUNTOKOHTENHepa. Boluncnenmne
K/t0Ya OCYLLECTBSAETCA NpU AOCTYNe K KPUNTOKOHTEMHEPY C MOMOLWbIO 3aKpbITOrO
K/toYa rnosib3oBaTens.

Ons aononHUTeNnbHOW 3awmTbl 6a30BOro KA4a WKUhPOBaHUS MOXET WCMOb-
30BaTbCs cneunanbHbili "KopnopaTUBHbIN Ktou". [JaHHbIA K/lOY FEHEpUpPYETCS Npu
CO34aHMM KPUMNTOKOHTEHEpa, eCcnn BK/KYEH napaMeTp "MCnonb3oBaTb Kopriopa-
TUBHbIA KoY". KoY coxpaHseTcs B CUCTEMHOM peecTpe KoMMnbtkoTepa M mnpuMe-
HSIeTCS AN 3aWwndpoBaHns 1 paclndpoBaHns 6a3oBoro KaYa.

Mpn MCNOb30BaHMN KOPNOPATUBHOMO K/0Ya AOCTYN K KPUNTOKOHTENHEPY BO3MOXEH
npw yCOBUK, €CNN K/IOY XPaHUTCA B CUCTEMHOM peecTpe (B 3awndpoBaHHOM BUAE).
MoaToMy ANns AOCTYNa K KPpUNTOKOHTEMHEPY Ha APYroM KOMMbiOTEPe KOPNoOpaTUBHbIM
KoY Heo6Xx0AMMO MMMOPTMPOBATL B PEeCTp 3TOF0 KOMMbIoTEpa.

CmeHa knwouen

B npouecce akcnayataumm CUCTeEMbl CeAyEeT PerynsipHO BbIMOMHATb CMEHY KIHOYEN
nonb3oBaTtenei n 6a3oBbIX KOYEN WNEHPOBAHNA KPUNTOKOHTENHEPOB.

CMeHa KJitouelt Nosb30BaTenNs BbliMOHAETCS CAMUMM MOIb30BaTeNeM UaN aagMUHUCTPa-
TopoM 6e3onacHocTu. [epuoanYHOCTE CMEHbI KJOYEN MOoNb30BaTesieil KOHTPO-
JIMPYETCA CUCTEMOM M MOXET HaCTpamBaTbCs MyTEM OrpaHUUYEHUS MaKCMMAsbHOMO U
MUHMMaNbHOrO CPOKOB [AEWCTBMSA Koyei. pu cMeHe Kikodel Mosib3oBaTtens B
CUCTEME COXPAHSIOTCA ABEe K/oYeBble Mapbl — Tekyllas W npeabiaywas. Mpeabl-
Ayulias KnoyeBas napa HeobxoanMMa A nepewmdpoBaHns Ha HOBOM KJTHOYE COOTBET-
CTBYIOLLEI YaCTW ynpaBnstowen MHdopMaLmm B KpUNTOKOHTEMHEepax Nosib3oBaTens.
Mpouecc nepewncdpoBaHnsa ynpaeasiowein WHbOPMaLMKM  3amnyckaeTcs aBTo-
MaTUYECKM Nocsie CMEHbI KITHOYEN.

& BHumaHue!

ABTOMaTMYECKOE NEPELIMPPOBaHME YNPABNAIOLLEH MHDOPMALMIA BOMOXHO NPK YCNIOBIUM AOCTYNHOCTM
KPUNTOKOHTeHepa. Hanpumep, €Cnu KpUNTOKOHTENHEP HeAOCTYNEH NO CETM UMK HAXOANUTCS HA CMEHHOM
HocUTeNe, KOTOpPbIi He MOMKMIOYEH B AaHHbIA MOMEHT, — nepelmngpoBaHine He npoucxoaut. B atom
Cnyyae nocrne CMeHbl KIoyeit 4ns nepeLumgpoBaHns ynpasnatLei MHGOopMaLMM NonL3oBaTento Heob-
X0AMMO BbIMOMHUTL KaKyio- IMGO Onepaumio ¢ TakUM KPUNTOKOHTEAHEpPOM (Hanpumep, MOAKMOYATh
KPUNTOKOHTEHEP) A0 CMeyIoLLe CMEHbI KIoyeii. ViHade BO BpeMms crieaytoLier cMeHbl BGyaeT 3ameHeHa
npeablaylias Knoyesas napa, 1 nonb3osaTerb He CMOXET NONY4MTb AOCTYN K KPUMTOKOHTEMHEpY 13-3a
HecoBNafieHust Knoveit. [ing BO30GHOBNEHUS JOCTyna NoTpebyeTcs yaanuTb Nonb3oBaTens 13 cnucka
UMEHOLLMX AOCTYN K KPUNTOKOHTEMHEPY M 3aTeM CHOBA [106aBUTL B 3TOT CMIUCOK.

CMeHa 6a30BOro k/toya LWNOPOBAHUA KPUMNTOKOHTEWHEPA BbIMOMHSAETCA MOMb-
30BaTesIeM C NpaBaMy Ha ynpaBfieHWe KPUMTOKOHTEHepoM. [N cMeHbl 6a30BOro
K/loYa nosib3oBaTeslb MHULMWUPYET npoueaypy nepewmndpoBaHUs KPUNTOKOHTEN-
Hepa, B pe3y/ibTaTe yero Bce 3aWwndpoBaHHble AaHHbIE KPUMTOKOHTelHepa 6yayT
nepewmndpoBaHbl Ha HOBOM 6a30BOM KJitoue. Mpu MCMob30BaHMM KOPrOpaTUBHOIO
K/l0Ya ero CMeHa NpovcxoanT aBTOMaTUUECKM Npu cMeHe 6a30BOro KioYa.

Macnopt NO

MexaHu3m "Macnopt MO" npegHasHayvyeH Anst KOHTPOSS cocTaBa M uenoctHoctu MO,
YCTaHOBMIEHHOr0 Ha 3aliMiuiaeMbiX kKoMmnbtoTepax. KoHTponb MO ocyuiecTBnsercs
MOCpeACTBOM CKaHWpPOBAHUS UCMONHSEMbIX (ainoB M pacyeTa UX KOHTPOSIbHbIX
cyMM. COBOKYMHOCTb KOHTPONMpyeMbix aifioB Ha AMcKax KoMMbtoTepa npea-
CTaBNSIET NPOrpaMMHYIo cpeay Ans cbopa AaHHbIX U aHanM3a U3MEHEHU.

PacnosHaBaHue MCNoONHSEMbIX (alifoB OCYLLECTBASETCS MO PacliMpPEHUsSIM UMEH.
MepeyeHb paclwMpeHWiA M KaTanorm noucka ¢alknoB MOXHO HacTpauBaThb.
CkaHuMpoBaHMe BbINOSHSIETCH NepUoAMYECcKM Mo pacrmcaHuio UAN B NPOU3BOJIbHbIE
MOMEHTbI BPEMEHMW MO KOMaHAE NoJib30BaTesNs.

Mocne ckaHMpoOBaHMS NONYYEHHbIE AAHHbIE O COCTOSSHUW nporpamMMHol cpeabl (CMNC)
3alMLaemMoro KoMnbloTepa 3arpyxatTca Ha cepeep 6e3omacHOCTM v nosy4yarT
CTaTyC npoekTa nacnopta Ans KOMMblTepa. 3TW AaHHble CPaBHWBAKOTCS C pe-
3ynbTaTamMu npeablayLero CKaHMpoBaHUS, KOTOpble XPaHSATCS B BUAe
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YTBEPXKAEHHOr0 nacrnopra. M3MeHeHus aHanusaupyloTcs, U npu Heo6Xo4MMOCTU
MpoeKT NacrnopTa YTBEPXKAAETCA B KaYeCTBe TEKYLLEro nacnopra 3alimniLaeMoro KoMm-
nbtoTepa.

HNoBepeHHas cpena

[oBepeHHas cpepga Secret Net Studio siBnsieTcd MexaHM3MOM 3alWluThbl, obecneuun-
BalOLLMM BHELWHWUA MO OTHOWweHMo K OC kKoHTponb paboTtbl OC U cucTeMbl 3almThl,
YCT@HOBNEHHbIX Ha KOMMbtoTepe. KOHTPOb AOCTUIAeTCa BbIMOSIHEHUEM ClIeay oL X
dyHKUMIA 6e3onacHOCTn:

e KOHTpO/Sb uenoctHoctn moaynen Secret Net Studio (gpariBepoB, cnyx6, npuio-
XKEHUN);

e KOHTpO/Sb 3anycka u yHkUMOHMpoBaHMs Moaynen Secret Net Studio (apainBe-
poB, CNyX6, NpUNOXeHNH);

e  KOHTPO/b NOAJMHHOCTN CUCTEMHOIO ANCKA;

e  6/I0KMpPOBKA OT 3aNMCU CTPaHMUL, NaMsTK, B KOTOPbIX pa3sMeLlatoTcs Moaym Secret
Net Studio;

e obHapyXeHMe KOMNbIOTEPHbIX aTak, UX NpeaoTBpalLeHne Uan aBapuitHoe 3aBep-
WweHue pabotbl OC KOMMbOTEPA MPU HEBO3MOXHOCTU NPeaoTBpaLLeHNs aTaku;

e perncrpaumsi cobbITU B XXypHane.

Mpu dpyHKumoHupyowen AC 3arpyska OC KOMNbioTEPa OCYLLECTBASETCH C UCMOoSb-

30BaHMEM 3arpy304HOro HoOCUTeNsi, NMoAroTOB/EHHOr0 3apaHee cpeacTBaMu Secret

Net Studio.

Mpumeyanue. [C goctynHa B Secret Net Studio Bepcun 8.5 v BbiLue.

MexceTeBoW aKpaH

Secret Net Studio obecneumBaeT KOHTpPOSIb CeTeBOro Tpadmka Ha CETEBOM, TPaHC-
MOPTHOM U MPUKIAAHOM YPOBHAX HA OCHOBE (pOpPMMUpPYyeMbIX Npasua puibTpaumn.

Moacncrema MexceTeBoro akpaHmpoBaHus Secret Net Studio peanusyet cneagytowme
OCHOBHble DYHKLMN:

e UAbTpauMs Ha CETEBOM YPOBHE C HE3ABMCMMbIM MPUHATUEM PELUEHUI MO KaX-
[OMy MakeTy;

e duUnbTpauns NakeToB ciyXxebHbix npotokosoB (ICMP, IGMP u T1.4.), Heobxo-
AVMbIX ANS AMarHoCTUKK U ynpaBieHns paboTon CeTEBbLIX YCTPONCTB;

e  (GuUAbTpauMs C y4eTOM BXOAHOIO U BbIXOAHOIO CETEBOr0O MHTepdelica Ans npo-
BEPKM MOAJIMHHOCTU CETEBbIX aApPECOB;

e (DUAbTPaUKNS Ha TPAHCNMOPTHOM YPOBHE 3aMnpoCoB Ha YCTaHOB/IEHME BUPTYasbHbIX
coeanHeHunin (TCP-ceccnin);

e (dunbTpaunsa Ha NpUKNIAAHOM YpPOBHE 3arnpocoB K MNpUKIadHbIM cepBucaM
(punbTpaLmMsa No CMMBONLHOM NOCNeA0BaTENlbHOCTU B NakeTax);

e (DUAbTPaAUMA C YH4ETOM NOJIEN CeTEBbIX MAKETOB;
e buabTpaums C y4eToMm gaTbl/BpeEMEHU CYyTOK.

dunbTpauns ceTeBoro Tpaduka ocyllecTBnseTcs Ha nHtepgencax Ethernet (IEEE
802.3) n Wi-Fi (IEEE 802.11b/g/n). CobbiTus, cBfA3aHHble C paboTon MexceTeBoro
3KpaHa, permcrpmpyrotcs B xxypHane Secret Net Studio.

ABTOpM3aLWI$I ceTeBbIX COeANHEHUN

Mpwn fencTByOWEM MEXAHM3ME aBTOPM3aLMM CETEBbIX COEANHEHMUIN OCYLLECTBASIETCS
aobasneHue cneumanbHOM CiyxebHon nHdopMaLmn K CETEBbIM NakeTaM, C MOMOLLbIO
KOTOpoW obecrieunBaeTcsd ayTEHTUYHOCTb M LIE/IOCTHOCTb NepeAaBaeMblX AAHHbIX U
3alwuTa oT aTak Tuna Man in the Middle.

lMoacucremMa aBTOpU3aLIMU CETEBbLIX COean HeHU obecneunBaeT:
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* MOJyYeHue C cepeepa aBTOpU3aLMKn, BXOASALWEro B COCTaB KOMMoOHeHTa "Secret
Net Studio — Cepsep 6e3onacHocTn", npasua aBTopM3aunmn coeamHeHnm (CNnMcok
napameTpoB COeAMHEHUN, B KOTOpble gobasnseTca cnyxebHas nHdopmaums);

e [oJlyyeHMe C cepBepa aBTOPU3aLMKW CECCUOHHbLIX AaHHbIX Ans fobaBneHus
cnyxebHon nHdopmauum;

e pobasneHue B ceTeBon TpadukK cneunanbHon cnyxxebHon nHbopMaunm ana nake-
TOB, YAOBNETBOPSIOLLNX NPaBuIaM aBTopm3aumu;

e pasbop crneumanbHom ciyxebHon MHGOPMaLMM BO BXOAALWMX MaKeTax U nepe-
Aayy WHdopMaLMM O KOHTEKCTE YyAaNneHHOro nosib30oBaTenss B MOACUCTEMY
MEXXCETEBOIr0 3KpaHMPOBaHMS ANna hunbTpaLmMmn no npasmaam.

ABTOpM3auUNs CeTeBblX COEAMHEHWW ocyllecTBnseTca Ha umHTepdencax Ethernet
(IEEE 802.3) n Wi-Fi (IEEE 802.11b/g/n).

OGHapyxeHue 1 NpenoTBpaLLeHne BTOPXKEHUN

Secret Net Studio peannsyet obHapy)XeHWe M 6MOKMPOBAHWE BHELWHUX U BHYT-
pPEHHMX BTOPXXEHMWI, HanpaB/ieHHbIX Ha 3alLMLLaeMbli KOMMbIOTEp.

Hactpoiika napaMeTpoB MexaHM3Ma OCYLUECTB/SETCA aAMUHUCTpAToOpoM 6e3o-
MaCHOCTU C NMOMOLWbIO FpynnoOBbIX U NNOKaJIbHbIX MOJIMTUK B NporpaMMme ynpaBJieHUA
Secret Net Studio.

Bcs nHdopmMaumsa 06 akTMBHOCTM MexaHM3Ma obHapy>XXeHns n NpeaoTepaLleHuns BTop-
XEHUWN perucTpupyeTtcs B XypHane Secret Net Studio.

DYyHKUMA OnucaHue

AeTekTopbl dunbTpaunsa BxoasLlero Tpaduka, ncnonblyemas 415 6710KMpPOBKU
ceTeBbIX aTak | BHELWHMX aTakK. [leTekTopbl atak GYHKUMOHUPYIOT Ha NPUKIaAHOM YPOBHE
Mogenu OSI. AHann3 BXOASALWMX AaHHbIX MPOU3BOAUTCS C MOMOLLbLO
M3y4yeHUs rnoBeaeHuns

CUrHaTypHbiii | KOHTPOb BXOASLLEro M MCXOASILLEro CETEBOro Tpaduka Ha Hanmume
aHanus 3/1EMEHTOB, 3aperncTpMpoBaHHbIX B 6a3e pewatowmx npasua (BPM) n 6asax
onacHbIX BEG-pecypcoB. ATaKyoLmMe KOMMbIOTEPLI MOryT 6/10KMPOBATLCA Ha
3aflaHHbIli MPOMEXYTOK BPEMEH U

AHTUBMpPYC

AHTUBMPYC Secret Net Studio no3BonseT ocywWecTBASTL 3BPUCTUYECKMA aHANN3 AaH-
HbIX N @BTOMaTUYECKYO MPOBEPKY Ha HanM4umMe BPeAOHOCHbIX MPOrpaMM, 3apermcrpu-
poBaHHbIX B 6asze curHaTyp. [lpy npoBepke KOMMbiOTEPa OCYLLECTBASETCS
CKaHMpOBaHUE XECTKMX [AUCKOB, CETEBbIX MamnoK, BHELHMUX 3anOMUHAKLWNX
YCTPOWCTB M Ap. 3TO Nno3BonseT obHapyXuTb U 3abf0KMpoBaTb BHELWHWE U BHYT-
peHHMe ceTeBble aTaku, HanpaB/eHHble Ha 3allMLLLaeMbl i KOMMNbIOTEP.

[na aHTUBMPYCHOW 3aliMTbl BO3MOXHO WCMOSb30BaHWE OAHOrO W3 CleAyHLnX
BapvaHTOB aHTUBMpYCa:

e AHTMBMUDPYC;

e AHTMBMPYC (TexHonornsa ESET);

e AHTUBMPYC (TexHonornsa Kaspersky).

Ncnonb3yeMbln BapnaHT aHTMBMPYCa onpeaensercs nuueHsnen Secret Net Studio
(cMm. cTp.1).

Hactpolika napamMeTpoB yCTaHOB/IEHHOIO aHTUBMPYCa OCYLLECTBNSETCA aAMUHUCTpa-

TOpPOM 6e3onacHocTu C MOMOLWbIKO rpynnoBbIX W NOKaJibHbIX MOJIMTUK B nporpamMmme
ynpasneHus Secret Net Studio.

Bcsa nHdopMaLmnsa 06 akTUBHOCTU MEXaHU3Ma PErnCTpUpYeTCs B XypHane Secret Net
Studio.

[ns obecneyeHnst aHTUBUPYCHOM 3alUNTbI NPeayCMOTPEHbI crieayolmne QyHKUNK.
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DyHKLUUA OnucaHue

MocrosiHHan MpoBepka (ainoB B pexunme peasnbHOro sBpemeHn. O6HapyxeHune

3awmTa KOMMbIOTEPHbIX BUPYCOB CUTHATYPHbBIMU U 3BPUCTUYECKMMU METOAAMMU
Npw NOMbITKaxX NoMyyYeHs AOCTyNa K UCNonHsemMblM dannam, darnam
AOKYMEHTOB, N306paxxeHnii, apXmBoB, CKPUMTOB U APYrMM TUMNam
NOTEHLUMANbHO ONacHbIX (ainnos

KoHTekcTHOE Mposepka, 3anyckaemasl Nob30BaTE/IEM U3 KOHTEKCTHOIO MEHIO B

CKaHupoBaHue nposoagHuke Windows

BbicTpoe/nonHoe
CKaHupoBaHue

MpoBepku, 3anyckaeMble aAMUHUCTPATOPOM M3 NMpPOrpamMMbl yrpasrieHus

CKkaHupoBaHue
no pacnmcaHuio

MpoBepka, 3anyckaemasi Mo pacnvcaHuto. MapamMeTpbl NpoBEPKM
HacTpauBaloTCa aAMUHUCTPATOPOM B MPOrpaMMe yrnpaBieHus.
MponyLeHHoe CKaHWPOBaHWE Mo pacnucaHuio (HanpuMep, KOMMNbITEP
BbIK/IFOUYEH) MPUHYAUTENBHO 3aMyCKaeTCsl MOC/Ie BOCCTaHOB/IEHUS
paboTbl KoMnbloTepa. Ecv NponyLleHo HECKONTbKO 04 MHaKO0BbIX 3a4au,
6yLeT 3anyLleHa ToNbKO 0AHa U3 HUX

ABTOMaTMyeckas
nposepka
CbEeMHBbIX
HocuTenen

B Secret Net Studio peann3sosaHa BO3MOXHOCTb aBTOMaTM4eCKON
NpPOBEPKN CbEMHbIX HOCUTENEN NMPU NX NOAKTOYEHUN K KOMMbIOTEPY

Bbi60op ypoBHA
QHTUBUPYCHOMN
3almTbl

B Secret Net Studio Bo3MOXeH BbI60Op YPOBHS @HTUBUPYCHOW 3alUUThbI
npu CKaHMPOBaHWN B peasibHOM BPEMEHM

Bbi6op 06bekTOB
ans

Bo3MoxeH BbI6Op npoBepsieMbIx 06BbEKTOB (NaMsATb, 3arpy304Hble
CeKTOpbl, ANCKWN, Nankn, ¢ansbl N CCbIKX Ha dannbl)

CKaHUpoOBaHUSA
Hacrpoiika CospaHue cnucka o6bekToB (haisioB, NanoK 1 AUCKOB), KOTOpbIE HE
cnucka NpOBEPSIOTCA NPU CKaHMPOBaHMSX. CMUCOK UCKITIOUYEH NI felicTBYeT
UCKNIOYEHN N rnobanbHO ANs BCEX BUAOB CKaHMPOBAHMS U HE HAacTpanMBaeTCs

OTAENbHO AN pa3HbIX PEXMMOB (KpOMe CKaHMPOBaHUSA Mo KoMaHAe
"MpoBepuTb Ha BUpYCbl (MrHOpMpoOBaTb 6enbii cnmMcok)"

BbinonHeHune
AEeACTBUN C
o6Hapy>XeHHbIMU

BO3MOXHO BbIMNOSTHEHWE CeAYOLWNX AENCTBUIA C 3apaxXeHHbIMU
obbeKkTaMu: yaaneHue, U3onMpoBaHue (nepeMelleHne B KapaHTuH),
6/10KMpOBKa A0CTyna (TONbKO B peXMMe MOCTOSSHHOM 3aLUnThl),

BUpycaMu neyeHwue. Bbibop peakumm Ha o6Hapy>XeHHble BpeLoHOCHbIE MPOorpaMMbl
OCYLLEeCTBASIETCS B HACTPOKax NapaMeTpoB aHTUBMUPYCa
O6HoBneHue ABTOMaTMyeckoe 06HoBNeHNe H6asbl C cepBepa O6HOBMEHUN,

QHTUBUPYCHbIX
6a3

3anyckaemoe B HOHOBOM pexunme, nnm obHosneHne 6asbl BpyUHyo 13
BbI6paHHOW nanku

KoHTponb MpoBepka HeM3MeHHOCTU 6a3bl CMrHaTYyp Npu 3arpy3ke ciyx6bl v npu
LLeJIOCTHOCTH o6HoBNEeHUK. Npun HECAHKLMOHNPOBAHHOM U3MeHeHMN Ba3bl co3naeTcs
CUrHartyp 3anuce B XypHarne Secret Net Studio

YnpasneHue MpocMOTp NOMELLEHHbIX B KapaHTUH ¢hainnoB, BOCCTAHOB/IEHME U
KapaHTUHOM yaaneHue hannos U3 KapaHTUHa

OTKNI0OYeHue B Secret Net Studio peann3soBaHa BO3MOXHOCTb OTK/HOHEHNS
aHTUBMpYyCca aHTMBMpYyCa B NporpaMmme yrnpaeneHns

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
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[naBa 4
OpraHunsauma ueHTpariu3aoBaHHOro
yrnpaBrieHnuss CUCTEMON

B3aumopencrTByrowme KOMMNOHEHTbI

CepBep 6e3onacHocTH

OcHoBHble hyHKLMW cepBepa 6e30MacHOCTy

® oJjlyvyeHue nH@opMaLmm OT areHTOB Ha 3alMLLaeMbIX KOMMbIOTEPAX O TEKYLLEM
COCTOSIHMM paboumx CTaHuMI 1 ceccmsax paboTbl Monb3oBaTeENeNn;

e OnepaTtuBHOE NoslydeHne n nepegava cBeAeHu 0 cobbITnax TPEBOIrn, 3aperncrpum-
POBaAHHbIX Ha 3alinlLlaeEMbIX KOMMNbOTEPAX;

e OTNpaBKa KOMaHA ynpaBJIEHUA Ha 3allnlliaeMble KOMMNbKOTEPDI,;

e [oslydyeHue VIHd)OpMaLI,MM O COCTOAHUU 3alUNTHbBIX NOACUCTEM Ha KOMMNbOTEPAxX U
OTnpaBKa KOMaHA Ha UBMEHEHUNE COCTOAHUNA 3alLlUTHbIX NOACUCTEM,

e [ofnyyeHue n nepegaya Ha 3alinLiaeMble KOMMNbIOTEPbl NapaMeTpoB rpynmnoBbIX
NONUTUK, 3a4aHHbIX B Mporpamme ynpasneHus cucrembl Secret Net Studio;

® KOHTPO/Sb AENCTBUTENbHOCTU JIMLEH3UA HA WUCNONb30BaHWE KOMMOHEHTOB CUC-
TeMmbl Secret Net Studio;

o nony4yeHne nokKalibHbIX >XXYPHaJioB C 3allullaeMblX KOMMNbHOTEPOB U nepejaya
COAEepPXXUMOro XypHarsnoB B 6a3y AaHHbIX cepBepa 6e3onacHoCTH;

e 06paboTka 3anpocoB k 6a3e faHHbIX;
o apxXmBmnpoBaHMe N BOCCTaHOBJIEHUNE COAEPXKNMOTI0 XYPHa/oB B 6aze AaHHbIX;
* MpPOTOKONMPOBaHME OBpaLLEHM K CepBEpY.

CepBep 6e30nacHOCTM peann3yeT (PyHKLUMUN KOHTPOAS M yNpaB/eHUs 3alnLLiaeMbl MU
KOMMbIOTEPAMM MNPU YCNOBUM UX NogumHeHus. CepBepy MOryT 6bITb MOAYNMHEHbI KOM-
nbloTePbl C YCTaHOBMIEHHbIM KNneHToM Secret Net Studio, a Takxe KOMNbIOTEPbI NOA4
ynpasneHuem OC cemerictBa Linux ¢ yctaHoBneHHbIM MO Secret Net LSP (ans Takmx
KOMMbIOTEPOB HEKOTOPble MYHKLUNK cepBepa HEAOCTYIMHbI ).

Onsa pyHKUNMOHMPOBaHMSA cepepa 6e30nacHOCTU TpebyeTcs Hanmume CUCTEMbI YN paBs-
neHnsa 6asamu gaHHbIxX (CYB[), peanusyemoin cepsepom CYB MS SQL. Cepsep 6e30-
nacHoctn u cepsep CYB[ MoryT 6biTb YCTaHOBfIEHbl Ha pa3HbIX KOMMblOTEpax
(pekomMeHayeTCs) U Ha O4HOM KOMIMbIOTEpE.

CepBep aBTOpM3auMm

B cocraB N0 cepBepa 6e30MacHOCTV BXOAUT OTAEIbHOE NPUIoXKeHUe — cepBep aBTo-
pusauun. JaHHoe npunoxeHne obecrneunmBaeT paboTy MEXaHW3MOB MEXCETEBOMO
3KpaHa W aBTOpM3auMu ceTeBbiX coeanHeHuii. CepBep aBTOpu3aumu ycTa-
HaBnneaeTca n yaansetcs Bmecte ¢ [0 cepeepa 6e30nacHOCTH.

Mporpamma ynpaBneHus

MporpamMma ynpaBneHus yCTaHaBIMBaeTCa Ha pabounx mMecrax agMUHUCTPATOpPOB U
MCMoNb3yeTcs AN LeHTPasn30BaHHOro ynpasieHus 3alMLLaeMbl MU KOMIMbOTEPAMU.
MporpamMma ocyLlecTBnseT B3aMMOAENCTBME C CepBepoM 6e3onacHocTu, 4epes
KOTOPbIW BbIMNOSHAKTCA HE06X0aNMbIE AENCTBUS.

KnueHT B ceTeBOM pexume hyHKLMOHMPOBAHUSA

[Ons peannsaumn LEHTPanM30BaHHOMO YNpaB/ieHMs Ha BCeX 3alluMLaeMblX KOMMbHO-
Tepax gomkeH bbiTb ycTraHoBneH kaMeHT Secret Net Studio B ceTeBOM pexnme PyHK-
LMOHUPOBAHMSA. 3TN KOMMbOTEPbl HE06X0AMMO NOAYNHUTL cepeepaM 6e30nacHoOCTU.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 3 4
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JomeHbl 6e3onacHoOCTHU

A

B cnucreme Secret Net Studio peanvsaunsa LeHTpPannM30BaHHOro ynpaBaeHUs KOMMNbHO-
TepamMu U CUHXPOHM3aLMKN NapaMeTpoB 3aWwmTbl 6a3npyeTcs Ha KOHLEeNUUM AOMEHOB
6e3onacHocTn. [lomeHbl 6e3onacHoCTM PopMUPYIOTCA U3 06BEKTOB, BK/IIOYEHHbIX B
onpeaeneHHble KoHTelHepbl Active Directory — opraHmn3auuoHHble nogpasaeneHuns
(Organizational Unit) nnn secb gomeH AD. No aHanormnu c gomeHamum Active Directory
HeCcKonbKo AoMeHoB 6e3omacHocTn (CoO CcBOMMM cepBepamu 6e30MmacHoCTU) MOryT
06pa3oBbIBaTb N1eC AOMEHOB.

dopMmnpoBaHuMe NepBoro AoMeHa 6eszonacHocTn B gomeHe AD npoucxoauT nNpu ycra-
HOBKe NepBoro cepsepa 6e3onacHocTu.

CepBep 6e3onacHocTM mcnonb3yeT 6a3y AdaHHbIX cnyx6 obneryeHHoro gocryna K
katanoram Active Directory (Active Directory Lightweight Directory Services, AD
LDS). KoHTponb NonyyeHUs U NpMMEHEHWS NapaMeTpoB Ha 3allMLLAeMbIX KOMMbHO-
Tepax OCyLeCcTBSeTCs CaMnUM cepBepoM 6e30rnacHoCTy.

JoMeH 6e30MacHOCTM CO3AAEeTCs Kak YacTb CTPYKTYpbl Sleca AOMEHOB 6€30MacHOCTH.
[Ona neca HasHayaeTcs rpynna Monb3oBaTenein, KoTopbiM 6yayT npeaocTaBiieHbl
rnpaBa Ha CO3J4aHME HOBbIX AOMeHOB 6e30macHOCTM. 3Ta rpynna 6yaeT aABNsSTbCS
rpynnoi agMMHUCTPaTOPOB Nleca AoOMeHOB 6e3onacHocTu. Mpu cozaaHum goMeHa 6e30-
MacHOCTM Ha3HayaeTcs rpynna nofb3oBaTenein, KOTOpbIM 6yayT MNpeaocTaBfieHbl
npaBa aAMMHUCTPUPOBAHUS AOMeHa 6e3o0macHOCTW, — rpynna agMUMHUCTPATOPOB
[oMeHa 6e3onacHoCTH.

BHumaHme!

Urobbl obecneuwTb 6ecnepeboitHoe hyHKUMOHMPOBaHME 3alUMILAeMbIX KOMMLIOTEPOB, CreayeT
npeaycMOTpEeTb HannuMe B JoMeHe 6e30nacHOCTM NOCTOSIHHO paboTaloLLero pe3epBHOro cepeepa 6e3o-
MacHoCTH.

CeTteBas cTpykTypa Secret Net Studio

CeteBas cTpykTypa cucteMbl Secret Net Studio ctponTcs no npyHUMNY NOAYNHEHUS
3al M aeMblX KOMNbOTEPOB CeTU cepBepy 6e3onacHocTu. [Ans nog4MHeHns cepeepy
6e3onacHOCTN KOMMbIOTEP A0/MKEH 6bITb B COCTaBe AoMeHa 6e30nacHOoCTy.

B pamkax neca AOMEHOB MOXHO OpraHm3oBaTb (PYHKLMOHUPOBAHWME HECKONbKMX
cepBepoB 6€30MacHOCTM C NMOAYMHEHMEM MO MepapxXnM4yeckoMy NpuHuuMny. Mpu 3ToM
nepapxus NnogYMHeHUs cepBepoB He obs3aTeNlbHO A0/HKHA COOTBETCTBOBATb CTPYK-
Type AOMEHOB B niece. Ha pucyHKe npeacrasieH npuMep UCrosib30BaHMS HECKObKNX
cepsepos Cb1 — CBh4.

Kaxxablin cepBep KOHTponMpyeT paboTy CBoen rpymnnbl 3aMLaeMblX KOMNbIOTEPOB U
nMeeT cBoto 6a3y AaHHbIX. [Tpy 3TOM HEKOTOpbIe onepaunmn AOCTYMNHbI U B OTHOLEHWNU
06bEeKTOB, OTHOCALLMXCHA K MOAYNHEHHbIM cepBepaM. Kak BUAHO U3 pUCYHKa, cepBepbl
6e3onacHoctn Cb2 n CB3 aBAs0TCS NOAYMHEHHbIMM NO OTHoweHuto k Cb1, a Cb4 —
NoAYNHEHHbIM MO OTHoWweHuto kK CB2.

CeteByto CTpyKTypy cuctembl Secret Net Studio MoXHO popMMpoBaTb C yyeToM
pasfnyHbIX 0COBeHHOCTEN MOCTPOEHUS CETU W pacnpeaeneHuns NOIHOMOUYMN Mexay

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 3 5
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agMnHucTpatopamMm. O4HUM U3 OCHOBHbIX (DaKTOpPOB, BAUAOWMX Ha dopMMpoBaHue
CeTeBOM CTpyKTypbl cuctembl Secret Net Studio, aBnsetrca BOMpoC HageneHus
NOSIHOMOUYMSAMM aAMUHUCTpaTopoB 6e3onacHocTu. MNpn HeobxoAuMMOCTM pa3fennTb
NOSIHOMOYMS aAMUHUCTPATOPOB cneayeT copMmpoBaTb AOMeHbl 6e30MacHOCTM Ha
6ase opraHuM3auWOHHbLIX NoApa3deneHuin. Takon BapuaHT MO3BOMSET B HYXHOM
obbeMe pasgenuMTb MNOMHOMOYMS aAMMHUCTpaTopoB 6e30MacHOCTM U aAMUHU-
cTpaTopoB aoMeHa Active Directory, NockonbKy B paMKax opraHu3aLnoHHOro noapas-
AeneHns agMmHuctpatopy 6e3onacHocTu MoryT O6bITb NpefocTaBfieHbl  Bce
HeobxoanMble NpaBa Ha aAMUHUCTPUPOBAHMUE.

O6MeH faHHbIMK MeX Ay KIIMeHTaMu 1M CepBEepOM OCYLLECTBASIETCA B peXume CeCCuit.
Mpn nepegaye gaHHbIX ncnonb3lyeTtcs nportokon HTTPS. Ha cepsepe gomkeH 6biTb
yCTaHoBNeH cepTudukaT ans obecnedeHuns 3amMTbl COEAMHEHU C CEPBEPOM.

YnpaeneHue komnbiorepamm ¢ C3U Secret Net LSP

B Secret Net Studio nMeeTCcA BO3MOXHOCTb LLEeHTPaIM30BaHHOr 0 yNpaBAeHUs, MOHUTO-
pyUHra n nony4YeHnsa NoKanbHbIX XYPHAN0B A/ KOMMNbIOTEPOB, (OYHKLUOHUPYOLWNX
noa ynpasneHuem OC cemeicrtBa Linux. a8 3TOro Ha KoMnbloTepax AOMKHO 6biTb
YyCTaHOB/IEHO CPeACTBO 3alwnTbl MHdopMaunm Secret Net LSP (Bepcnun 1.7 n Bbilwe) n
BbINOMIHEHA HaCTpoWKka yAaneHHoro ynpasneHus. OnucaHue nocneaoBaTeNbHOCTH
OeCTBMI ANg HAaCTPONKW yAaNeHHOoro ynpasaeHnsa cM. B JOKyMeHTauMm Ha 3TOT npo-
AyKT. CBeAeHMs O BO3MOXHOCTAX YMpaB/iEHUS KOMMbIOTEPAMW C YCTAHOBJIEHHbIM
Secret Net LSP npuBeaeHbl B fokyMeHTe [4].

Yn paBneHne oOMeHHbIMU NoJib3oBaTeNnAMU

HacTponka napaMeTpoB AOMEHHbIX Nonb3oBaTenen 4na paboTtel B cncreme Secret Net
Studio ocyliecTBnseTcs B MporpaMMe yrnpasneHus nosnb3oBaTenamu. lMporpaMma
BXOOUT B COCTaB CpeAcTB ynpasrneHus Secret Net Studio u gononHuTensHo npeaoc-
TaBNsieT BO3MOXHOCTW CO3A4aHUSA U yAANEHUS YYETHbIX 3anuncen, a Takxxe No3BOonseT
HacTpauBaTb OCHOBHbIE MapaMeTpbl No/ib30BaTenen u rpyn.

LWraTHble cpeactsa OC (OCHACTKM Ans yrnpasreHns nonb30BaTensaMmn) pekoMeHayeTcs
MCNoJb30BaTb TOMbKO A5 HACTPOMKM MapaMeTpoB, OTCYTCTBYIOWMUX B Mporpamme
ynpasneHus nonb3oBatensmu. MNpu co3gaHnM UM yaaneHuUmM y4eTHbIX 3anucen C
MCMNoJ/Ib30BaHMEM LUTATHbIX CPEACTB HEKOTOpble DYHKLUMWN YNpaBneHUs U KOHTPONS
MOryT 6bITb HEeAOCTYMHbl A0 CMHXPOHM3aUMM U3MEeHeHWI B cucteme Secret Net
Studio.

LIeHTpan n3opaHHoe xXxpaHeHune AaHHbIX

KoMnoHeHTbl cucteMbl Secret Net Studio wcnonb3yloT cneaylowme CTPyKTypbl
LLeHTpPaSM30BaHHOIr0 XpaHeHWS AaHHbIX:

e 6asa paHHbIX cepBepa 6e3onacHocTM Ha cepBepe CYB[ — comoepXwuT LeHTpa-
JIN30BaHHbIE XYpHajbl WU ONepaTUBHYKO MHMOPMaUUO A1 MOHUTOPUHra CUC-
TeMbl;

e 6asa gaHHbIX cnyx6 AD LDS — coaepxuT napaMeTpbl cncrtembl Secret Net Studio,
OTHOCALLMECS K YYEeTHbIM 3anMuncsMm, CNUCKU cepBepoB 6e30MacHOCTM, CrUCKK
3/IEKTPOHHbIX MAEHTUMHOUKATOPOB N APYruX O6beKTOB ANS LEeHTPasiM30BaHHOro
ynpaBieHnsi CUCTEMOWN 3aLlUNThl.

PazpeneHne xpaHunuw, obycnoeneHo crneumndukon obpalleHuns K gaHHbIM. Obpa-
LLeHNS OCYLLECTB/IAIOT TO/IbKO T€ KOMMOHEHTbI, KOTOPbIM 3TO pa3pelweHo. KOHTposb n
pasrpaHuyeHue AoCTyna K XpaHWU/mLLaM OCyLLECTBSAIOTCA CaMON CMCTEMOM, MO3TOMY
OT aAMMHUCTpaTopa He TpebyeTca AONOMHUTENbHbIX AEWCTBUMIM Ana obecneyeHus
3awmTbl obpalleHuni.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 36
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MpunoxeHue

Heo6xoauMble npaBa AN YCTaHOBKX U ynpaBreHus

Cucrema Secret Net Studio obecneumBaeT BO3MOXHOCTU BXOAA W BbIMOSHEHUSA
onepaunin ans nobbix 3aperncTpupoBaHHbIX MoJib30BaTeNen B paMkax NOTHOMOYNNA,
KOTOpbIMM OHM 06nagatoT B OC 1 MexaHM3Max 3aWwnTbl. 19 YCTaHOBKU KOMMOHEHTOB
Secret Net Studio n ynpaBneHuns paboToii cMCTeMbl MoSib30BaTENN AOMOHUTENbLHO
OOMKHbI 06n1agaTh onpeaeneHHbIMM aAMUHUCTPATUBHBLIMKU NosHoMounsMm. CocTtaB
HeobXxoAMMbIX MpaB WU MNpUBUNErMN ANt aAMUHUCTPUPOBAHMS 3aBUCUT OT BbIMNOJI-
HSIeEMbIX Onepaumnii.

[Ons aBTOHOMHOro pexuma yHKUMOHMpoBaHusa yctaHoBka MO knveHTa Secret Net
Studio n Bce dyHKUNM ynpaBneHns AOCTYMNHbI NOSib30BaTeNsAM, BXOAAWMM B JIOKaslb-
HYIO Fpynny aAMMHUCTPATOPOB KOMMbioTepa. HekoTopble dyHKUMKM (Hanpumep,
ynpasneHue xypHanom Secret Net Studio) moryt 6bITb NnepeaaHbl ApyruM Mnosab30-
BaTeNnsaM nyTeM NpeaocTaBNeHUs COOTBETCTBYIOWMX NPUBUAETrUIA.

Huxe B AaHHOM pasgene nMpuMBOANTCS CMUCOK OCHOBHbIX onepauuii nNpuv UCnonb-
30BaHuMu cuctembl Secret Net Studio B ceTeBoM pexumme pyHKUMOHMpOBaHUS. [ns
KaXxaoWm onepaummn yKasaHbl yYeTHble 3anncu, Ans KOTOpbIX AOCTYMHO BbIMOAHEHME
AencTBUI. Micnonb3ytoTcs crieaytouime ycnoBHble 0603HauYeHUs yUeTHbIX 3anmcei:

e AAMMHMUCTPATOPbI Jieca AOMeHOB 6e30nacHOCTU — MNO/b30BaTeNnn, BKJIIO-
UEHHble B rpynny agMUHUCTPATOpPOB neca AoMeHoB 6He3omacHoctu Secret Net
Studio (rpynna yka3sbiBaeTcsl Npu ycTaHoBKe cepsepa 6e3onacHoOCTn, ecnu Bblb-
paH BapuaHT CO34aHMsa AOMEeHa B HOBOM Jlecy IOMEHOB 6e30MmacHOCTM — TO eCTb
ycTtaHaBnmeaeTcs nepsbiii Cb B necy AoMeHOB 6e30nacHoCTu);

e AaMMHUCTpaTOpbl AOMeHa 6e30MacHOCTU — MoJ/b30BaTeNn, BK/OUYEHHbIE B
rpynny agMMHMUCTPaTOpPOB AoMeHa 6e3onacHocTu Secret Net Studio (rpynna yka-
3blBAETCS NPW YCTaHOBKE cepBepa 6e30macHoCTM, ecin BbibpaH BapvaHT co3aa-
HWS HOBOrO AoMeHa 6e30MacHOCTM — TO eCTb yCTaHaBnmMBaeTcs nepsbili Cb B
AoMeHe 6e3omnacHoCTK);

e Administrators — nonb3oBaTenu, BK/OYEHHbIE B CTAHAAPTHYIO JIOKANbHYO
rpynny agMMHuCTpaTopoB koMnbioTepa (Administrators);

e MpuBunernsa <HasBaHue_npuvBuIIE€rumn> — rnonb3oBaTes M, KOTOPbIM Ha3Ha-
YeHa yKa3daHHasd NnpuBunerns.

YcTtaHoBKa U yaaneHuwe KOMNOHEHTOB

OCHOBHble onepaLumn rMpu yCTaHOBKE UM yAaneHUM KOMMOHEHTOB cucTeMbl Secret
Net Studio npeacrasneHsl B cieayoLMx Tabanuax.

Ta6n.1 YcraHoBKa u yaaneHue cepsepa 6e3onacHoOCTH

YyerHble 3anMcu C npaBaMy Ha
Onepauus
BbIMOJIHEHNE
Co3paHue rpynn nonb3oBaTenen ANA aAMUHUCTPaATOpPOB Monb3oBaTenu c npasamun AJ19 CO34aHNA
neca poMeHa 6e30nNacHOCTM U aAMMHUCTPaTOPOB AAOMEHA rpynn B aoMeHe AD 1 ANn§ BKTIOYEHUS
6e3onacHocTHn nosib3oBaTenien B rpynnel
YcraHOBKa C co3jaHUEeM JOMeHa B HOBOM Jiecy JOMEHOB Administrators (4OMeHHbI Nonb-
6e3onacHocTH 3oBaTenb) + AAMUHUCTPATOPbI AOMEHA
6e3onacHocTn
YcraHoBKa C co3gaHMEM HOBOro foMeHa 6e30nacHoOCTu B Administrators + AgMMHUCTpaTopsbl fleca
CyLLeCcTBYIOLWEM necy AoMeHoB 6e30onacHocTH +
AAMUHUCTpaTOpbl AOMeHa 6e30macHoCTH
YcraHoBKa c go6aBseHneM cepBepa B CyLLeCTBYIOLUNA Administrators + AgMuHUCTpaTopsbl fieca
AoMeH 6esonacHoCTHU AomeHoB 6e3onacHoOCTH +
AAMUHUCTpaTOpbl AOMeHa 6e30nacHoCTH
Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 37
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Onepauus

YuyeTHble 3anMcu c npaBaMm Ha
BbIMOJIHEHMNE

YaaneHue B LUTaTHOM peXXUMe: C OHOBPEMEHHbIM
yAaneHueM cepsepa U3 CTPYKTypbl OY

Administrators + AaMnHucTpaTopsbl
AoMeHa 6e3onacHocTn

YpaneHue B HEWITAaTHOM peXkuMe: 6e3 KOPPEKTM POBKM
CcTpyKTYypbl OY1

Administrators

1Orlepal.wu;l, B pe3ynbTaTe KOTOPOW Ha KoMnbtoTepe 6yaeT yaaneHo NO cepeepa 6e3o0nacHoOCTH,
HO MHOpMaLMs 0 cepBepe ocTaHeTcs B CTpykType OY. [Ans yaaneHus cepeepa U3 CTPYKTYpbl
MOXHO MCMONb30BaTh MporpaMMy yrnpaeneHus (cM. cTp.39). [aHHbli BapnaHT BO3MOXEH, ecnu
B CMCTEeMe NpUCYTCTBYeT XoTs 6bl oauMH cepBep 6e30nacHOCTW, AOCTYMHbIA A5 NOAK/IHOYEHUS
nporpamMmbl. [pu HewTaTHOM yAaneHMu MOCNefHero cepBepa seca AOMEHOB AaHHble neca
[oMeHOoB 6e30MacHOCTN YHUYTOXalTCS Npu yaaneHuu MO cepsepa.

Tabn.2 YcraHOBKa M yaaJieHne KJIMeHTa

Onepauusn

YyeTHble 3anMcm C npaBaMm Ha
BbIMNOJIHEHUE

YcTaHOBKa C NOAK/IIOYEHMEM K cepBepy 6e3onacHocTH

Administrators + AaMnHucTpaTopsbl
AoMeHa 6e3onacHoOCTU

YcraHoBKka 6e3 noakloueHus k cepsepy 6esonacHocrml

Administrators

YpaneHuwe c ogqHOBpPEMEHHbIM yAaslIeHUEeM KJIMeHTa U3

Administrators + AaMuHUcTpaTopbl

CTPYKTYpbI OY

noMeHa 6e3onacHoCcTn

YananeHue 6e3

KOPPEKTUPOBKMN CTPYKTYpbl OY?2 Administrators

1Orlepal.wu;l, B pe3y/nbTaTe KOTOPOW Ha KoMnbloTepe 6yaeT yctaHoneHo MO KNMeHTa, HO KNUEeHT
He 6yaerT cBs3aH C cepBepoM 6e3onacHocT B cTpyktype OY. [Ansa pobaeneHus
COMOCTaB/IEHHOr0 K/INMEHTy areHTa B CTPYKTYPY W MNOAYMHEHMS ero cepBepy 6e3onacHocTu
MOXHO MCMOMb30BaTb NporpamMMy yrnpasneHuns (cMm. cTp.39).

2Onepauvlﬂ, B pe3yfnbTaTte KOTOpoW Ha KomnbloTepe 6yaer yaaneHo MO knneHTa, HO nMHoOp-
Maums 0 KIIMEHTe ocTaHeTcsa B CTpykType OY. [1nga yaaneHus COnoCTaBNeHHOro KIMeHTy areHTa
N3 CTpyKTypbl OY MOXHO MCNOAb30BaTb NporpamMMy ynpasneHus (cMm. cTp.39).

Ta6n.3 YcraHOBKa M yaasieHue nporpamMmbl ynpassieHus

YyeTHble 3anvcu c npaBaMm Ha

Onepauml BbiMOJIHEHUE

YcraHoBKa Administrators

YpaneHnue Administrators
HacTpoika MexaHM3MOB 1 ynpaBneHne napameTpamu 06LeKTOB
OcHOBHblEe onepauuMu Npu HacTpomke MexaHW3MOB 3awuTbl cuctembl Secret Net
Studio M wu3MeHeHMM napameTpoB 06bLEKTOB (NOsb30BaTesnielr, KOMMbIOTEPOB)
npeacTaBfieHbl B cneaytowen tabnmue.
Ta6n.4 HacTpoiika MeXxaHU3MOB U ynpaBJjieHue napaMmeTpamm o6beKToB

YyeTHble 3anucu c npaBamMm Ha
Onepauusn

BbIMNOJIHEHUE

Co3fnaHue M ypaneHuve rpynn nosib3oBarenen

Monb3oBaTenun C NpaBaMu A1 CO34aHUSA
W yaaneHusl y4eTHbIX 3anuncei B JOMeHe
AD + Administrators

Co3paHue u ypaneHue nosib3oBartenem

Monb3oBaTenun C NpaBaMu AN1s1 CO34aHUA
W yAaneHns y4yeTHbIX 3anncer B JOMeHe
AD + AaMUHUCTpaTOpbl AOMEHA
6esonacHocTn + Administrators
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MpvHUMNbI NOCTPOEHMUA

38



© KOMMAHMA "KOA BE3OMACHOCTN"

Onepauus

YuyeTHble 3anMcu c npaBaMm Ha
BbIMOJIHEHMNE

YnpaBneHue napaMmeTpamMu nosb3oBaTeneii, NpucBoeHne n

HacTpoika naeHTudrKaTopos

AAMMHUCTpaTOpbl AOMeHa 6e30nacHOCTH
+ Administrators

@dopMMpOBaHME CMUCKA KOMMNbIOTEPOB A/ BXoAa B
MAK "Co6onb"

ALMUHUCTPaTOPbl loMEHa 6€30MacHOCTH

Ynpasnenue knouvamum LY NAK "Co6onb"

AAMMHUCTpaTOpbl AOMeHa 6e30nacHOCTH
+ Administrators

JlokanbHoOe ynpaB/jieHMe napaMeTpaMm KOMMNbloTepa:
peAakTUpoBaHue yyeTHOW MHcpopMauum, noakitoveHmne
MAK "Co6onb"

AAMUHUCTpATOpPbI AOMEHa 6e30nacHoOCTH
+ Administrators

YnpaBnenue napamerpamm KL-3MNC

AaMMHUCTpaTOpbl AOMeHa 6e30nacHOCTU
+ Administrators

Pabota ¢ nporpamMmoi ynpaBneHus B LIEHTpanM3oBaHHOM peXxume

OcHOBHbl€ Onepaumm B NporpamMmme yrnpasneHuns cucremol Secret Net Studio npeacras-

NeHbl B criegytoulen Tabnmue.

Ta6bn.5 Ucnonb3oBaHue NporpaMmmbl yripaBjieHUs

Onepauusn

YyeTHble 3anMcum C npaBaMm Ha
BbIMNOJIHEHUE

MopkntoyeHune Kk cepeepy 6e30o0nacHOCTM U NPOCMOTP
nHdbopMmauumn

Mpuennerns "MpocmoTtp nHdbopmaumn" ans
cepBepa NOAKII0YEHNS

KoHdurypuposaHmne areHtoB (ao6aBneHne B CTpyKTypy
OY, yaaneHue, nogquMHEHME N HaACTpolika napaMeTpoB B
pexxmme KoHhbUrypmposaHus)

AaMUHUCTpaTOpbl AOMeHa 6e30onacHoCTH

KoHdurypuposaHmne cepsepoB 6esonacHocTun
(no6aBnenune B cTpykTypy OY, yaaneHuve, nogumHeHne n
HacTpoika napaMeTpoB B pe)xMMe KOHhurypmposaHus)

AAMUHUCTPaTOPbl loMeHa 6e30nacHoCTH

KoppekTnpoBka CTpyKTypbl OY nocne HewTaTHoro
ynaneHus cepsepa 6esonacHOCTU: yaaneHue cepsepa
npu noaxkntouyeHun k Cb B Apyrom foMeHe B TOM e
necy?

AaMuUHUCTpaTopbl AoMeHa 6e3onacHoOCTY (B
AOMeHe cepBepa noakntoYveHns) +
AAMUHUCTpaTOpbl AOMeHa 6e3onacHOCTH (B
[OMeHe ylaneHHoro cepeepa)

Hacrpoiika napamMeTpoB rpynmnoBbiX NOJIMTUK AOMEHOB U
opraHv3auMOHHbIX NnoApasaeneHun

AOMUWHUCTPATOPbI JIOMeHa 6e3onacHoCTH +
MpusBunerns "PepakTnpoBaHue NoamMTMK"
ANsi cepBepa NoAKIoYeHUs

YaaneHHas HacTpoWkKa JIoKaJibHbIX NapamMeTpoB Secret
Net Studio: napameTpbl 10KanbHOW MONUTUKN
6e3onacHocTH, annapaTtHaa KOHdUrypaumsa, coctrosHne
3alWMTHbIX MEXaHU3MOB

Mpueunernn "PepgaktnpoBaHne NonnMTuK" +
"BbINOTHEHME onepaTnBHbIX KOMaHA" Ans
cepBepa NOAKII0YEHNS

BbINoJIHEHME KOMaHA ONepaTUBHOrO yrpaBsieHusl
KOMMblOTepamu: 610kMpoBKa, Nepesarpyska,
o6HOB/IeHNE NONINTUK

Mpuennerns "BoinonHeHWe onepaTMBHbIX
KOMaHA" Ans cepsepa NoAKIYeHNs

3anyck npouecca BHeouepeaHoro c6opa >KypHasnoB C
3aWMLLAaeMbIX KOMNbIOTEPOB

Mpusunernsa "Co60p xypHanoB no komaHae"
ANs cepBepa NoaKIYeHUs

3anyck npouecca BHeOYepeaHOro apxmBUpoBaHMUS
»kypHanos B B[] cepsepa 6e3onacHocTu

lMpuBunerus
"ApX1MBUpOBaHNe/BOCCTaHOBEHNE
XypHanos" Ansa cepsepa noaKIto4eHNs

KButupoBaHue cobbiTuit TpeBoru (NoaTBepXxaeHue
npuemMa nHdpopmaumm)

Mpuennerns "KentnposaHue coobLieHnii o
Tpesorax" Ans cepBepa NoAKIYeHNs

1 Onepaunsa BbinonHsetcs, ecnn MO cepBepa 6e3onacHOCTM 6bI10 yAaneHO B HeWTaTHOM
pexunme 6e3 KoppeKTUpoBKKN CTPYKTYpbl OY (CM. cTp.37) 1 Npu 3TOM ANS NOAKIHOYEHUS Npor-
pammbl gocTtyneH Cb B ApyroM AOMeHe TOro xe neca. Ecnv MoXHO BbINOMHUTL MOAKIIOYEHNE K
cepBepy B TOM Xe [OMeHe, ANnS yaaneHus obbekta M3 CTPYKTypbl A4OCTAaTOYHO MOSTHOMOYMNA,
TpebyeMbIx Npy KOHPUryprupoBaHum cepeepos 6e3onacHoOCTM (CM. Bbile).
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OueHka pa3mepa B[l aona cepBepa 6e3onacHoOCTH

Ons ycTtaHoBKM M (PYHKUMOHMPOBaHMSA cepBepa 6€30MacHOCTU B CUCTEME AOJDKEH
6bITb ycTaHoBneH cepeep CYB[J. YT06bl 06ecneunTb MNPOVM3BOAUTENBHOCTb U
HeobxoanMMoe BpeMsi XpaHEeHWs HaKOMMEHHbIX AAaHHbIX, NpeABapuUTeNbHO cneayer
oueHnTb pasmep 6yayuiel 6a3bl AaHHbIX U HYXHbI 06beM AMCKOBOrO NPOCTpPaHCTBa
Ha KoMmnbloTepe cepeepa CYB[. Ucxoas u3 pe3ynbTaToB OLEHKM MPUHUMAETCH
peweHune o Bbibope peaakumun CYB[ (cBo6oaHO pacnpocTpaHseMble peaakunm UMeroT
orpaHuyeHue Ha pa3mep 6a3bl JaHHbIX) M annapaTHOM KOHMUIypaummn KoMnbloTepa.

OCHOBHbl€ KpUTEPUW A5 OLIEHKMU

MoTok cobbITUIN — KONMYECTBO perncrpupyemblix cobbiTUA B TeyeHue ornpege-
JIEHHOro nepuoga BpeMeHW. ba3oBoe 3HayeHMe — MNOTOK COObITUI B CeKyHAy
(Events Per Second, EPS). CymMunpytoTCcs CObbITUSA, PErMcTpupyemMble B LUTATHbIX
xypHanax OC un B xypHane Secret Net Studio. Hy>XHO yunTbiBaTb, YTO Ha NOTOK
cobbITUI CyLLEeCTBEHHO BAMSAIOT pOSib KOMMbOTEpa B cucTeMe (cepsep, pabouas
CTaHUMA), @ TakXe 3a4aHHble napaMeTpbl PYHKUNOHUPOBAHUS U permcrpaumun B
noacucremax.

Pasmep 3anuceii o cobbiTnax — obbeM coxpaHseMoin nHdopmaumm o cobbITUAX B
3anuncsax XXypHasioB. 3aBUCUT OT 3aNOJIHEHMS MOJIel B 3aNMCAX PasMYHbIMU AaH-
HbIMM: ONMcaHusA cobbITU, cBegeHnsa o6 UCTOYHUKaAX U obbekTax, Apyrme AaH-
Hble. Pa3mep 3anucm o cobbITUM MOXET BapbMpOBaTbCs B LUMPOKUX Mpeaenax,
Nno3TOMy LienecoobpasHo OLueHMBaTb cpefHee 3HayeHme.

CpoK XpaHeHM sl XXypHasioB — OrnpeaesisieT BpeMsi XpaHeHUs X ypHasoB B 6a3e aaH-
HbIX M B apxuBax. XXypHasbl A0MKHbI 6blTb AOCTYMHbI AfS ONepaTUBHOMO
NnosyyeHust cBeAeHUn 06 MHUMAEHTAX U HapyLUEeHUsAX NoAMTMKKU 6e30MmacHocTH,
LN NpoBeAeHMs ayanTa 1 onpeaeneHms noteHumanbHblx yrpo3. Cpok XpaHeHus
XKYPHanNoB A0/KeH 6blTb AOCTATOYHbIM, YTOBbI OCYLLECTBAATL PETPOCNEKTUBHbI
aHasM3 COCTOSIHUS CUCTEMBI.

MpumeyvaHue.
[Onsa obecneyenns pabotocnocobHocTn cepsepa CYB[ M MUHUMM3aLMN M3aepKeK Ha NOAAEepXKY
WHPACTPYKTYpbl HEOBXOAMMO PErynsipHO BbIMOMHATL apXWUBaLMK XypHanoB. Mo ymonuaHuio
apxuBbl coxpaHstoTca B nogkatanore \Archive kaTtanora yctaHoBkn cepsepa GesonacHocTty. Mpu
HeoBX0MMOCTN apXMB MOXHO 3arpy3uTh B 6a3y AaHHBIX ANs aHanuU3a CoAePKMMOro XpaHsILLMXCS B
HeM XypHanoB.

Huxxe paccmaTpmBaeTcs npumep pacyeTa ana tTunosor AC knacca 3awmweHHoctm 1T,
cocrosien n3 ogHoro cepsepa 6esonacHocT 1 100 KIMEHTCKMX KOMMbIOTEPOB. [Ans
cepBepa 6e€30MacHOCTU MUCMob3yeTcs KoMnbloTep nog ynpasneHnem OC Windows
Server 2012, ans knneHtoB — OC Windows 8.

Ta6n.6 Motok cobbiTUI U cCpeaHUIA pa3Mep 3anucen Ha cepBepe

6e3onacHocTun
CpeaHee KOJIMYECTBO CpeaHmMi pasmep 3anucu
2y LEL L] cob6biTuii B cekyHay (EPS) (6auT)
LUTaTHble >xypHanbl OC 3 1000
XypHan Secret Net Studio 0,05 800
Ta6n.7 MoTok cobbiTUiA U cCpeaHU pa3Mep 3anucen Ha KJIMeHTe
CpepgHee KONM4ecTBo CpeaHui pa3Mmep 3anucu
QYRR R cobbiTuin B cekyHay (EPS) (6awuT)
LraTHble >xypHanbl OC 1 1000
XypHan Secret Net Studio 0,05 800
Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 40
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Tabn.8 O6bem >xypHasioB

O6bem O6bem
3anonHeHue bl
Konunuecrso >KypHanos B B[] |>ypHanos B
XypHanbli ” 3a AeHb -
cobbiTUil B A€Hb (MB)1 3a 7 oHen apxuBe 3a 1 roa
(MB)2 (MB)3
Cepsep 6e3onacHocTn, 1 koMnbloTEpP
LirtaTHbie XxypHanbl OC | 259 200 259,2 1814,4 2 365
XypHan Secret Net 4 320 3,5 24,2 31,5
Studio
KnueHt Secret Net Studio, 100 koMmnbrOTEPOB
LTaTHble >xypHanbl OC | 8 640 000 8 640 60 480 78 840
XypHan Secret Net 432 000 345,6 2419,2 3153
Studio
Bcero pna cepsepa 6e30nacHOCTU U KJINEHTOB
9 248,3 64 737,8 84 390

Tykazan pasMep Tabnuu, coaepXkawmx XypHanbl cobbituin. O6wmn pasmep 6asbl AaHHbIX
3aBUCUT TaKXXe OT pa3MepoB XypHana TpaH3aKUui U MPOBOAUMbBIX Oornepaumii no onTMMmM3aunm,
oxartuto 6asbl.

2I'Ipvl ucrnonb3oBaHnm CYBO MS SQL Express 2012 (B paHHOM pepakumu AencTeyeT
orpaHuyeHue Ha pasmep 6a3bl B 10 'b) cnenyer yMeHbLWNTb YMC0 MCTOYHMKOB AaHHbIX. Ons
3TOr0 MOXHO COKPaTUTb KOJTMYECTBO MOAYMHEHHbIX KOMMbloTepoB A0 10 nnb6o B napameTpax
nepefaym noKanbHbIX XYPHaN0B OTK/TI0UNTb CO0p WTaTHbIX XXypHanos OC.

3¢ YUYETOM CXaTnsa apxmea c koadduumeHTom 40:1.

BHumaHue!

Urobbl He yBenmumBancs obwuii obvem 6asbl M COXpaHsnacb NPOM3BOAWTENBHOCTb, PEryNSipHO
BbINOMNHSAATE OnepaLym no apxusupoBaHuio noros CYB[ n onTumnsaumm cTpykTypbl 6a3sbl 4ns yaaneHus
NyCTbIX CTpaHUL M AedhparmeHTaumm 3anucei B 6ase. B cnyysae nepenonHeHus 6asbl (Mpy Mcnons30BaHm
cBobogHo pacnpocTpaHsieMbix CY B[, umetoLmx orpaHuyeHns no pasmepy 6asbl) HE06X0AMMO BbINONHNTL
[ENCTBUS N0 ounCTKe 6a3bl AAHHbIX, ONUCAHHBIE B JOKYMEHTE C KOMMEHTapUSIMU K BbIMYLLEHHO BEpCUM
(Release Notes).
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PekomeHpaumu no HacTpomnke AN COOTBETCTBUA TpeboBaHUAM
0 3awumTe nHopmaumm

B pa3gene npuBeaeHbl 3HadeHns napaMeTpoB 6e3onacHocTu Secret Net Studio, koTo-
pble peKoOMeHAYyeTCs YCTaHOBUTb B LLeNsiX COOTBETCTBUS MH(OPMALMOHHON CUCTEMBI
TpeboBaHMaAM O 3awmnte uHbOPMaunn, npegbaBaseMbiM K MHGOOPMALMOHHbBIM

cMcTeMaM pasIyHbIX TUMOB M K/1AaCCOB/YPOBHEN 3alLNLLEHHOCTH.

HactpouTb napameTpbl 6e30MacHOCTM AO/MKHbIM 06pa3oM MOXHO BPYYHYHO MU C
MCNOMb30BaHWEM CTaHAapTHbIX wabnoHoB napameTrpos 6e3onacHocTV ans MHop-
MaLMOHHbIX CUCTEM pa3NINYHbIX TUMOB M KNACCOB/ypPOBHEN 3alNLEHHOCTM (CM. AOKY-
MeHT [4], pa3gen "HacTtporika napametpos 6e3onacHoctun").

MpumeyaHue.
CraHpgapTHble WwabnoHbl napameTpoB 6e30nacHOCTY He NoaaepkuBatoTcs knneHTamu Secret Net LSP.

ABTOMaTVI3VIpOBaHHbIe CUCTEeMbI

MNpun onpeaeneHHbIX BapnaHTax HacTporikn cuctema Secret Net Studio obecneunBaer
CcoOoTBETCTBME TpeboBaHMSAM ANa Cneayowmnx K1accoB 3alinLLEHHOCTU aBTOMaTU3n-
poBaHHbIX cuctem (AC) cornacHo knaccugukaunm gokymeHTa "PykoBoaswniA AOKY-
MeHT. ABTOMaTM3MpOBaHHbIE CUCTEMbI. 3alimMTa OT HECAHKLMOHUPOBAHHOIro AOCTyna
K nHdopmauunmn. Knaccubmkaums aBTOMaTU3MPOBAHHbIX CMCTEM M TpeboBaHus no
3awmTe nHdopmaumnn':

e ACnepBol rpynnbl:

e 1b;
e 1B;
e 1TI;
e 1..
e ACBTOpOM rpynnbi:
o 2A;
e 2B.
e ACTpeTbewn rpynnsbl:
o 3A;
e 3B.

MUcnonb3oBaHue cpencTB 3alumThbl 3arpy3km

B AC 0omkHbI MPUMEHATLCSA CPEACTBA, MCKIIloYaloLLMe AOCTYN NoMb30BaTeNs K pecyp-
caM KoMNnbloTepa B 06X04 MEXAHW3MOB CUCTEMbI 3aLUThl. ns cucrem noboro Knacca
[0 1B BK/IIOUNTENbHO B KQUeCTBE TaKUX CPeACTB MOryT MCMNOJ/Ib30BaThCA:

e u3pgenue "MporpaMMHo-annapaTHbIi komnnekc "Cobonb";
e u3genue Secret Net Card.

Mpu ncnonb3oBaHun Secret Net Studio Ha BMPTyanbHbIX MaWMHaxX B BUPTyanbHOMN
MHpacTpykType Ha 6a3e npoaykToB VMware Infrastructure nnnm VMware vSphere B
KayecTBe CpeAcTBa AOBEPEHHOM 3arpy3kn BUPTYasbHbIX MAalWMH MOXET MPUMEHSATLCS
nsgenue "Cpeacrso 3awmTbl UHGOpMaumm vGate R2" nnum "Cpeacrso 3awmnTbl MHOOP-
mMaumm vGate-S R2", coBMeCcTMMOe C BEpCUEN UCMOSIb3yeMOro NpoaykKra.

BMecTo BbllLEenepeYncneHHbIX CpeacTB UM COBMECTHO C JIlo6bIM N3 HUX MOXET 6bITb
pa3paboTaH U BHeApeH KOMMJIEKC OpraHu3auMOHHO-TEXHUYECKUX MEpOnpUsTUR,
obecneumBalLWMX HEBO3MOXHOCTb AOCTyrna nosb30oBaTene K WMH@opMauuu Ha
AnckKax KoMnbloTepa B 06xoa mexaHm3aMoB cncrtembl Secret Net Studio.

MapameTpbl nonutuk Secret Net Studio

[ns cooTBeTcTBUSA Knaccam 3awmieHHocTu AC AoMKHbI 6bITb HACTPOEHbI NapaMeTpbl
NONUTUK, NepeYncrieHHble B cneaytowein Tabnuue. Hactporika BbIMOAHSAETCA B Npor-
pamMe yrnpasneHus Ha Bkaake "Hacrpoinkun", pasgen "Monntukm".
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YcnoBHble 0603Ha4YeHns:

° "ﬂa" _

BK/IOUWUTb NapameTp;

e "HeT" — oTKIIOUMTL NapameTp;
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e (0653.) — perictBue 0b6s3aTeNbHO A1 BbINOIHEHUS;

e (peKkoM.) — AencTBne peKoMeHayeTCs A1s BbIMOSIHEHUS ;

e "-"—3HauyeHMe MapaMeTpa Ha YyCMOTpeHME aAMUHMCTPaTopa 6e30MacHoCTH.

Ta6n.9 MNa

paMeTpbl NOJINTUK

Mapamertp

Knaccbl 3amymuieHHocTn AC

16, 1B, 1T, 1A

2A, 26

3A, 36

Mpynna "Bxoa B cucremy

MakcuManbHbIW nepuog
HEeaKTUBHOCTU A0
6/10KMPOBKM 3KpaHa

Bce: He 6onee 10
(pekom.)

Bce: He 6onee 10
(pekom.)

Bce: He 6onee 10
(pekom.)

3anper BTOpUUYHOro
BXOAA B CUCTEMY

Bce: [a (pekom.)

Bce: [a (pekom.)

Bce: a (pekom.)

Pe)xxuM naeHtTudpumkaumum
nosib3oBaTtens

Bce: CMeLlaHHbINM
(pekom.)

Bce: CMelaHHbIN
(pekom.)

Bce: CMeLWaHHbIN
(pekom.)

PexuM ayTeHTUdMKaLnm

BCe: YCuneHHas

BCe: YCuneHHas

BCe: YCuneHHas

noJsib3oBaTtens no naponto no naposnto no naposto
(0643.) (0643.) (0643.)

Pe>xum ayteHTudmkaumm | 16,1B,1I: [a (0643.) Bce: [a (0653.) 3A: Ja (0643.)

nonb3oBaTenn: 1a: - 3b6: -

Peruncrpuposatb

HeBepHble

ayTeHTU(PUKaLMOHHbIE
AaHHble

MaponbHas nonuTUkKa

BCe: 3aAaHbl 3HaYeHus
(0643.)

BCe: 3aAaHbl 3HAYeHUs
(0643.)

BCe: 3aAaHbl 3HAYEHUS
(06s3.)

MuHunManbHana gAnMHa
napons

16: He meHee 8 cuMBONOB
(0653.)

1B,1I,14: He meHee 6
cumBonoB (0643.)

Bce: He meHee 6
cumBonoB (0643.)

Bce: He meHee 6
cumBosnos (0653.)

Cpok AencTBuA napons

1B: He 6onee 90 aHen
(0653.)

1B,1l,14: He 6onee 180
nHen (0653.)

Bce: He 6onee 180 aHen
(0653.)

Bce: He 6onee 180 aHen
(0653.)

Fpynna "XXypxnan"

MakcuManbHbIW pa3Mmep
YKypHana 3awmTtbl

1B5,1B: He meHee 4096
(pekom.)
1r,1/4: He meHee 2048
(pekom.)

2A: He meHee 4096
(pekom.)
2b: He meHee 2048
(pekom.)

Bce: He meHee 2048
(pekom.)

Monuntuka nepesanucu
cobbITU

BCce: 3aTtmpartb no
Mepe HeobxoanMoCTH
(pekoM.)

BCe: 3atmpatb no
Mepe HeobxoanMocTn
(pekoM.)

BCce: 3atmpaTtb no
Mepe HeobxoanMocTn
(pekoM.)

YyeTHble 3anucm ¢
npuBuJierMen npocMmorpa
>KypHana

Bce: JlokanbHas rpynna
aAMUHNCTPAaTOPOB
(pekom.)

Bce: JlokanbHas rpynna
aAMMHNCTPaTOPOB
(pekom.)

Bce: JlokanbHas rpynna
aAMMHWUCTPaTOPOB
(pekom.)

YyeTHble 3anucu ¢

Bce: JlokanbHas rpynna

Bce: JlokanbHas rpynna

Bce: JlokanbHas rpynna

npuBuiaerven aAMUHNCTPAToOPOB aAMWHNCTPATOPOB aAMWHNCTPATOPOB
ynpasJ/ieHUA XXypHasioM (pekom.) (pekom.) (pekom.)
Fpynna "Knioum nonb3oBarensn”

MakcuManbHbIN CPOK
AEeACTBUSA KJloYa

Bce: He 6onee 360
(pekom.)

Bce: He 6onee 360
(pekom.)

Bce: He 6onee 360
(pekom.)
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MapameTtp

Knaccbl 3auymuieHHocTn AC

16, 1B, 1T, 1A

2A, 2B

3A, 36

MpeaynpexaeHue o6
UCTEeYEeHUn Cpoka
AEeACTBUSA KJ1loYa

Bce: He meHee 14
(pekoM.)

Bce: He meHee 14
(pekoM.)

Bce: He meHee 14
(pekom.)

Fpynna "OnoBeweHue o Tpesorax"”

JlokanbHOe onoBelleHune
O TpeBorax

1B: BkntoyeHo (0643.)
1B,1I,14: BkntoyeHo
(pekom.)

Bce: BkntoueHo (pekom.)

Bce: BkntoueHo (pekomM.)

Mpynna "QuckpeunoHHOe ynpassieHue gocrynom"

YyeTHble 3anmcu ¢
npuBuiermen
ynpaB/ieHus npaBaMm
aoctyna

16,1B,1I: JlokanbHas
rpynna
aaMUHUCTPaToOpPOB
(0643.)

1A4: NlokanbHada rpynna
aAMUHUCTpPaToOpOB
(pekoM.)

Bce: -

Bce: -

Fpynna "3aTtupaHue gaHHbix"

Konunyecrso umknos
3aTupaHusa Ha
NOKaNbHbIX ANCKaX

15,1B: He meHee 2
(0653.)

1l: He meHee 1 (0643.)
14. -

2A: He meHee 2 (0693.)
2b: -

3A: He mMeHee 2 (0643.)
3b: -

Konunuyecrso umknos
3aTUPaHUA Ha CMEHHbIX
HOCUTenax

15,1B: He meHee 2
(0643.)

1l He meHee 1 (0643.)
4. -

2A: He mMeHee 2 (0643.)
2b: -

3A: He meHee 2 (0643.)
36: -

Konunuecrso umMknos
3aTUpaHuMa onepaTuBHOW
namMaTum

15,1B: He MeHee 2
(0643.)
1I: He meHee 1 (0643.)

4. -

2A: He MeHee 2 (0643.)
2b: -

3A: He MeHee 2 (0653.)
36: -

Fpynna "MonHoMo4Hoe yn

paBneHue pgocrynom"

HasBaHusa ypoBHen 15,1B: HacTtpoeHo 2A: HacTtpoeHo (0653.) BCe: -
KOH(MAEHLUMANbHOCTH (0643.) 2b: -
ir,1a: -
Pexxum pabotbi 1B,1B: KoHTponb 2A: KOHTpOnb NOTOKOB BCe: -
MOTOKOB BKJItOUYEH (0653.) | BkItoYeH (0653.)
ir,1a: - 2b: -
Pexxum paborbi: Ctporuin | 15,1B: Ja (pekom.) 2A: fa (pekoMm.) BCe: -
KOHTPOJ1b TEPMUHaNbHbIX | 1T, 1/]: - 26: -
noaxkJroYeHum
Fpynna "3aMkHyTas nporpaMmMHas cpepa"
YyeTHble 3anmMcu, Ha 1B6,1B: JlokanbHas 2A: NlokanbHas rpynna BCe: -

KOTOpble HE AEUCTBYIOT
npaBuJia 3aMKHYTOW
nporpaMMHON cpefabl

rpynna
aAMMHUCTPAaTOPOB
(pekoM.)

1r,14; -

aAMMHNCTPATOPOB
(pekom.)
2b: -

Fpynna "KoHTponb npuaoxeHnn"

MNepeHanpaBneHnue
6ycdepa o6meHa B RDP-
NoAK/IIOYEHUAX

1B6,1B: 3anpet ang Bcex
TUMOB MNOAK/TIOYEHN I
(pekom.)

ir,14a: -

2A: 3anpert Ans Bcex
TUMOB MOAK/TIOYEHN
(pekom.)

2b: -

3A: 3anpert ans Bcex
TUMOB MOAK/TIOYEHN
(pekom.)

36: -

Fpynna "MexceTreBoi akpaH"

MpoTokonbl

Bce: BktoueH goctyn
TOMbKO AN NpOoTOKONa

IPv4 (0643.)

Bce: BkatoueH goctyn
TONbKO AN NpOTOKONa
IPv4 (0643.)

Bce: BkntoueH goctyn
TONbKO AN NpOTOKONa
IPv4 (0643.)
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MapameTtp

Knaccbl 3auymuieHHocTn AC

16, 1B, 1T, 1A

2A, 2B

3A, 36

Bxnwountb ICMP-3awymTy

1B6,1B: fa (pekom.)
ir,1a: -

2A: [a (pekoMm.)
2b: -

3A: Ja (pekoMm.)
3b6: -

ICMP-coobweHunsa: 3xo-
oTBeT

1B6,1B: lMonyyeHune
(pekom.)
ir,1a: -

2A: Mony4yeHune (pekom.)
2b: -

3A: MNonyyeHune (pexkom.)
36: -

ICMP-coobweHunsn:
Appecat HegocTyneH

1B6,1B: MonyyeHue,
OTnpaBka (pekoM.)
ir,1a: -

2A: Nony4yeHune,
OTnpaBka (pekoM.)
26: -

3A: Nony4yeHwne,
Otnpaska (pekoM.)
3b: -

ICMP-coobweHunsa: 3xo-
3anpoc

1B5,1B: OtnpaBka
(pekom.)
ir,1a: -

2A: Otnpaska (peKkoMm.)
2b: -

3A: Otnpaska (peKkoMm.)
36: -

ICMP-coo6bweHunsn:
XopaTtancreo
MapLwipyTusatopa

16,1B: MNMony4yeHue,
OTtnpaska (pekom.)
ir,1a: -

2A: Mony4yeHne,
OTtnpaska (peKkom.)
2b: -

3A: Mony4yeHne,
OTtnpaska (pekom.)
36: -

ICMP-coobueHus:
MpeBbllueHne
BPEMEHHOro uHTepBana

1B5,1B: Mony4yeHune
(pekoM.)
ir,14a: -

2A: MonyyeHune (pekom.)
2b: -

3A: Mony4yeHune (pekom.)
3b: -

ICMP-coo6weHunsn:
3a6nokupoBartb
OoCTaJibHble TUMNbI

1B,1B: fa (pekom.)
ir,14a: -

2A: fa (pekoMm.)
2b: -

3A: Ja (pekoMm.)
3b6: -

Pe>kxum obyueHus

Bce: BbikitoyeH (pekoMm.)

BCe: BbikitoyeH (pekoMm.)

BCe: BbikntoyeH (pekoMm.)

Fpynna "ABTOpMu3aLuA ceTeBbiX cOeANHEHUN"

3awuTa coegmHeHuin ansa | 16,1B,1T: Ja (pekoMm.) 2A: [a (pekoMm.) BCe: —
rpynnbl everyone 1a: - 2b6: -
O6paborka ceTeBbIX 15,1B,1I: Noanuce, 2A: Moanuce, MNMaket BCe: -

nakertoB: MNapamMeTpbl
06paboTku ceTeBbIX
nakeToB

Maket uennkom (0643.)

14: -

uenukom (0643.)
2b: -

O6paborka ceTeBbIX
nakeros: 3awWMTa OoT
replay-aTak

Bce: [a (pekom.)

Bce: [a (pekom.)

Bce: a (pekom.)

Fpynna "KoHTponb ycrpoi

CTB

MepeHanpaBneHue
ycTpoicre B RDP-
NoAKMOYEeHUAX

16,1B: 3anpet ans Bcex
TUNOB YCTPOWUCTB 1
NOAKOYEHWUI (peKoM. )
1I: 3anpet ans scex
TUNOB YCTPOWUCTB AN
NoAKNOYEH NS
YAaneHHbIX YCTPONCTB K
KOMMNbHOTEPY (PEKOM.)

4. -

2A: 3anpet ansa Bcex
TUNOB YCTPOWUCTB 1
NoAKOYEHUI (pPeKoM. )
2b: -

3A: 3anpet ansa Bcex
TUNOB YCTPOWCTB 1
NoAKIOYEHUI (peKoM. )
36: -

CnUCoK YCTPOMCTB: 15,1B,1T: NapameTpbl 2A: MapameTpbl 3a4aHbl, | BCe: -
MapaMeTpbl KOHTpON S 3aflaHbl, NpY 3TOM ANs npwv 3ToM Ansa rpynn

rpynn "Yctponctea USB", | "YcTponcTtea USB",

"YctponcTtea PCMCIA" 1 | "YcTpoicTtBa PCMCIA" u

"YcTpoicTtea IEEE1394" | "YcTpoicTtBa IEEE1394"

BK/TIOYEH PEXUM BK/THOYEH PEXUM

"MopgkntoyeHne "MogkntoyeHne

YCTpOMCTBa 3anpeLeHo" | yCTpoNCTBa 3anpeLleHo”

(06s3.) (06s3.)

14. - 2b: -
CnUCOK YCTPOMCTB: 15,1B,1I: 3apaHsbl 2A: 3apaHbl (0643.) BCe: -
Pa3spewenus (0653.) 26: -

4. -

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa

MpvHUMNbI NOCTPOEHMUA

45



© KOMMAHMA "KOA BE3OMACHOCTN"

MapameTtp

Knaccbl 3auymuieHHocTn AC

16, 1B, 1T, 1A

2A, 2B

3A, 36

Fpynna "KoHTposb neyatun

MapkupoBka JOKYMEHTOB

16,1B: fa (0653.)

2A: [a (0653.)

3A: [a (0643.)

ir,14a: - 26: - 3b6: -
MNepeHanpaBneHue 1B6,1B: 3anper ang Bcex | 2A: 3anpeTt Ass Bcex 3A: 3anpert ans Bcex
npuHTepos B RDP- TUMNOB MOAK/TIOYEHWN TUMOB MOAK/TIOYEHN TUNOB NOAKIOYEHWN I
NOAKJTIOYEHNAX (pekom.) (pekom.) (pekom.)

1I: 3anpet anga 2b: - 36: -

noAKtoYeHns

yAaneHHbIX MPUHTEPOB K

KoMMbloTEpPY (PeKoM.)

4. -
CrnuncoK NpUHTEpPOB: 15,1B,1I: 3agaHsbl 2A: 3apaHbl (0643.) BCe: -

Paspewienunn

(0643.)
4. -

2b:

Fpynna "AHTuBmMpyc"

MocrosiHHanA 3awmTa

Bce: OnTMManbHas
3awmTa (pekom.)

Bce: OnTMManbHas
3awmTa (pekom.)

Bce: OnTMMasnbHas
3awmTa (pekom.)

CkaHunpoBaHue
noakJsitouYaeMbix
HocuTenen

Bce: [la (pekom.)

Bce: [a (pekom.)

Bce: [la (pekom.)

Mposepka no
pacnucaHuio

Bce: MNpodunb "BeicTpas
nposepka",

pacnucaHue: "ExeHenen-
bHO, cy660oTa B 03:00"
(pekom.)

Bce: MNpodunb "BeicTpas
nposepka",

pacnucaHue: "ExeHenen-
bHO, cy660Ta B 03:00"
(pekom.)

Bce: MNpodunb "BeicTpas
nposepka",

pacnucaHue: "ExeHenen-
bHO, cy660Ta B 03:00"
(pekom.)

Fpynna "O6Hapy>xeHue BT

~n

op>KeHuu

BKNOUYUTb AeTEeKTOoPbI
aTak

Bce: [a (pekom.)

Bce: [a (pekom.)

Bce: [a (pekoMm.)

BnokupoBka aTakyrouiero
XOCTa npu o6Hapy>xeHum
aTak

Bce: [a, Bpems
610kMpoBKM — 15 MUH.
(pekom.)

Bce: [a, Bpemsi
6noknpoBkn — 15 muH.
(pekom.)

Bce: [la, BpemMsi
6noknpoBkn — 15 MuH.
(pekom.)

CkaHuMpoBaHMe NopToB Bce: [a (pekom.) Bce: [a (pekom.) Bce: [a (pekom.)
ARP-spoofing Bce: [a (pekom.) Bce: [a (pekom.) Bce: [a (pekom.)
SYN-FLOOD Bce: [la (pekom.) Bce: [a (pekom.) Bce: [la (pekom.)
AHOMasnbHbINA Tpacdhuk Bce: [a (pekom.) Bce: [a (pekom.) Bce: [a (pekoMm.)
DDoS Bce: [a (pekom.) Bce: [a (pekom.) Bce: [a (pekom.)
DoS Bce: [a (pekom.) Bce: [a (pekom.) Bce: [a (pekom.)
BrkouUnTb CMrHaTypHble | Bce: [la (pekoMm.) Bce: [a (pekom.) Bce: [la (pekom.)
aHanunsaTopbl

AHanusartop HTTP Bce: [a (pekom.) Bce: [a (pekom.) Bce: a (pekom.)
AHanun3sartop HTTP: Bce: [la (pekom.) Bce: [a (pekom.) Bce: [a (pekom.)
KoHTponb Bxoasiuero

Tpadmka

AHanusartop HTTP: Bce: [a (pekom.) Bce: [a (pekom.) Bce: a (pekom.)

KoHTponb ncxopsiuero
Tpadmka

MapameTpbl Nonb3oBaTenen

[ns cooTBeTCTBUS KlaccaM 3awmieHHocTM AC A0MKHbI 6bITb HACTPOEHbI MapaMeTpbl
rnonb3oBaTeNnen, nepedncneHHbie B cneayluwen tabnmue. Hacrtpoika napamMeTpoB
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OCYLLEeCTBNSETCA B MpOorpamMme yrpasfieHns nosib3oBaTtensMm B AMasioroBOM OKHE Hac-
TPOMKWN CBOMCTB NOMb30BaTenNs.

YcnoBHble 0603HaveHns:

e "[a" — BKNKOUMTb NapameTp;

e "Het" — oTk0uNTb NapameTp;

e (0653.) — pelictBue 0b6s13aTENbHO AN BbINOSIHEHUS;

e (pekoM.) — AeiCTBME PEKOMEHAYETCS ANS BbIMOHEHUS;

e "-" — 3HaueHMWe NapaMeTpa Ha yCMOTPeHMeE aAMMHNCTpaTopa 6e30MacHOCTy.

Ta6n.10 MapameTpbl Nnonb3oBaTenemn

Knaccbl 3amgmuieHHoctu AC

Mapamerp
16, 1B, 1I, 14 2A, 2b 3A, 3b
Fpynna napamerpos "fQoctyn" B gananore "Mapamerpbl 6e3onacHocTn”
YpoBeHb Agonycka 1B6,1B: Ha3HaueH 2A: HasHaueH BCe: -
YNOSTHOMOYEHHbIM YNO/THOMOYEHH bIM
nonb3osatenam (0643.) | nonb3oBatensm (0643.)
ir,14: - 26: -
MpuBunerusa: Nevatb 1B6,1B: Ha3HauyeHa 2A: HasHaueHa BCe: -
KOHbMAEHUNaNbHbIX YNOTHOMOYEHHbIM YNO/THOMOYEHH bIM
AOKYMEHTOB nonb3oBaTensaMm (0653.) | nonb3oBatensm (0643.)
ir,14a: - 26: -
MpuBunerusa: YnpasneHue 1B6,1B: Ha3Ha4yeHa 2A: Ha3HaveHa BCe: -
KaTeropmsamMm YNOSTHOMOYEHHbIM YNOTHOMOYEHH bIM
KOH(MAEHLUMaNbHOCTH nonb3oBaTensaM (0653.) | nonb3oBatensm (0643.)
ir,14a: - 26: -
MpuBunerusa: BoiBog 15,1B: Ha3HaueHa 2A: HasHauyeHa BCE: —

koHdMAeHUMANbHON
nHdpopMmayum

YNOTHOMOYEHH bIM
nonb3oBaTensm (0643.)
ir,14: -

YMOMHOMOYEHHbIM
nonb3oBaTtensm (0643.)
2b: -

MapameTpbl mMmexaHuamos KLl n 3IMNC

[nsa cooTBeTCTBMSA KNaccaM 3awmieHHocTn AC A0MKHbI 6bITb HACTPOEHbI NapaMeTpbl
MexaHu3moB KL, n 3INC, nepeuncneHHble B cneaytouwen Tabnmue. Hactporika napa-
MEeTPOB OCYyLLEeCTBNSAETCA B NporpamMmme "KoHTponb NporpaMm 1 AaHHbIX".

YcnoBHble 0603HaveHns:

e "[a" — BKNKOUNTb NapameTp;

e "Her" — oTk/0uUNTb NapameTp;

e (069a3.) — perictBue 0b6s13aTENbHO AN BbINOSIHEHUS;

e (peKkoM.) — AeNCcTBME peKOMEHAYETCS A1 BbIMOJIHEHUS ;

e "-" — 3HaueHuWe NapaMeTpa Ha yCMOTPeHMe aAMMHMCTPpaTopa 6e30MacHOCTy.

Ta6n.11 NMNapameTpbl MexaHusmoB KL u 3IMC

MapameTp

Knaccbl sawynumeHHocrun AC

16, 1B, 1T, 1A

2A, 2B

3A, 3b

Owvanor "Pexxumbl" B AManoroBoM OKHe HaCTpPOiKuU CBOMCTB KOMMbIOTEpa

Pe>xum 3IMC BktOYEH

Bce: [a (pekom.)

Bce: a (pekom.)

Bce: la (pekom.)

MSrkuim pexxmm 1B,1B: Het (pekom.) 2A: Het (pekom.) BCe: -
ir,14a: - 26: -
MpoBepAaTb LENOCTHOCTb 1B6,1B: Ja (0653.) 2A: [Ja (0643.) BCe: -

Moaysei nepen 3anyckom

ir,14: -

2b: -
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Knaccbl 3auymuieHHoctn AC

MapameTtp

16, 1B, 1, 14 2A, 2b 3A, 3b
MpoBepaTb 3aronoBkKun Bce: [a (pekom.) Bce: [a (pekoMm.) Bce: [a (pekoM.)
MopayJ/iel nepep 3anyckom
KoHTponupoBaTtb Bce: [a (pekom.) Bce: [a (pekom.) Bce: [a (pekom.)
MCNOJIHAAEMbIE CKPUNTbI
AnanoroBoe OKHO HAaCTPOWKW NapaMeTpoB 3aaHuUs KOHTpona C3U
Metoa KOHTpoOnA pecypcos Bce: Coaepxxunmoe BCE: - BCE: -

(0643.)
Anroputm 1B: MuTOBCTaBKa BCe: - BCe: -

(pekom.)

1B,1I,14: CRC32

(pekom.)
Perucrpaumsa cobbiTuii: Ycnex| sce: [la (pekom.) Bce: [a (pekom.) Bce: [a (pekom.)
3aBepLieHunnA
Peruncrpauusi cobbiTuin: Bce: a (0693.) Bce: a (0653.) Bce: [la (06s3.)
Ownbka 3aBepLIeHUNA
Perucrpaumsa cobbiTuii: Ycnex| sce: Hert (pekoM.) Bce: Het (pekom.) Bce: HeT (pekom.)
nNnpoBepKun
Peruncrpauusi cobbiTuin: Bce: a (0693.) Bce: a (0653.) Bce: [la (06s3.)

Ownbka npoBepkun

Peakuusa Ha oTka3s: [lencrBusa

Bce: 3abnokmpoBsaTtb
KOMMbtoTEp (PeKoM.)

Bce: 3abnokmpoBsaTb
KOMMbtoTEp (PeKoM.)

BCce: 3abnokmMpoBaTb
KoMnbtoTep (pekoMm.)

Pacnucanune

1B6: Mpwu 3arpy3ke OCwu
no pacnmcaHunio(o0643.)
1B,11,14: MNpwn
3arpy3ske OC nnu vawe
(0643.)

Bce: lNMpwn 3arpy3ske OC
nnn vawe (0643.)

Bce: lNMpwn 3arpy3ske OC
nnu vauwe (06453.)

Ananorosoe OKHO HaCTPOKM NapaMeTpoB 3afaHunii koHTpons OC (daitnbl n peectp)

MeToa KOHTpONA pecypcoB Bce: Coaepxunmoe BCE: - BCE: -

(pekom.)
Anroputm 1B: IMMTOBCTaBKa BCe: - BCe: -

(pexkom.)

1B,1r,14: CRC32 ans

peecTpa 1 BCTPOEHHas

3Un ans dannos

(pekoM.)
Perucrpaumsa cobbiTuii: Ycnex| sce: [la (pekom.) Bce: [a (pekom.) Bce: [a (pekoM.)
3aBeplueHus
Peruncrpauus cobbiTuii: Bce: [la (pekoMm.) Bce: [la (pekoMm.) Bce: [a (pekoM.)
Owunbka 3aBepieHUn
Perucrpaumsa cobbiTuii: Ycnex| sce: Het (pekoM.) Bce: Het (pekom.) Bce: Het (pekom.)
npoBepkKu
Peruncrpauus cobbiTuii: Bce: [la (pekoMm.) Bce: [la (pekoMm.) Bce: [a (pekoM.)

Owmnbka npoBepku

Peakuusa Ha oTkas: [lencrBus

Bce: 3abnokmpoBsaTtb
KOMMblOTEP (PEKOM.)

BCce: 3abnokmpoBaTb
KOMMbloTEp (PEeKoM.)

Bce: 3abnokmpoBaTb
KOMMbloTep (peKoMm.)

Pacnucanue

1B6: Mpwu 3arpy3ke OC un
no pacnucaHuio
(pekom.)

1B,11,14: MNpwn
3arpy3ke OC nnu vawe
(pekom.)

Bce: pwu 3arpy3ske OC
MK yawle (pexkom.)

Bce: Mpwu 3arpy3ke OC
MK Yawle (pekom.)
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FocyaapcTBeHHble MHGOPMaLMOHHbIE CUCTEMbI

Mpu onpegeneHHbIX BapMaHTax HacTpomkun cmctema Secret Net Studio obecneunsaet
cooTBeTCTBME TpeboBaHMAM Ans rOCyAapCTBEHHbIX MHMOpMaLMoHHbIX cuctem (TNC),
M3M10)KEHHbIM B C/leay oW X HOPMaTMBHO-METOANYECKUX JOKYMEHTax:

e Mepbl 3aWnTbl MHDOPMALUN B FOCYAAPCTBEHHbIX MH(OPMALMOHHbIX CUCTEMaX
(nokymeHT yTBepxaeH ®CTIK Poccun 11 dpespans 2014 r.).

e TpeboBaHusa 0 3awmTe MHOOPMaLMK, He COCTaBNSAKOLWEN rOCyAapCTBEHHYIO
TallHy, coAepXallencs B roCyAapCTBEHHbIX WHMOPMaUMOHHbIX CUCTEMax
(yTBepxaeHbl npmkasom OCTIK Poccmm ot 11 deBpansa 2013 r. N2 17).

[nsa knaccos 3awmweHHoctn M’MCK1, K2, K3 n K4 onpeaeneHbl 6a3oBble Habopbl Mep
3aWwnTbl MHdopMaumn. OpraHM3aunMOHHbIE N TEXHUYECKME Mepbl 3aluTbl UHGOP-
MauMKn JO/MKHbI 0becneymBaTh peanm3aumio cneayowmnx OCHOBHbIX TpeboBaHWi

e paeHTMdUKaUMa n ayTeHTudnkaums cybbekToB AocTyna n o6beKToB AOCTYMNa;

* yrnpaBsfieHune AOCTYyNnoM cy6beKToB AOCTyNa K o6bekTaM A0CTyna;

e OrpaHu4yeHume NporpaMMHON cpeabl;

e 3alMTa MaWMHHbIX HOCUTeNnen nHdopmaumn;

e perucrpaumns cobbiTuin 6esonacHoCcTu;

®  LLeIOCTHOCTb MHMOPMALMOHHOM CUCTEMBI U MHGOPMaLMK;

e [OCTYNHOCTb MHdOPMauUum;

* 3alMTa TEXHUYECKUX CPeacTB;

e 3awmTa MHMOOPMaLNOHHOMN QNCTEMDI, €€ CPeACTB, CUCTEM CBA3W U Nepeaayn JaHHbIX.

Ucnonb3oBaHue cpencTse AOBGPEHHOﬁ 3arpyskKkm

BI'MC knaccoB K1 1 K2 gomkHbl NPUMEHSTLCS CpeACcTBa AOBEPEHHOM 3arpy3ku onepa-
LMOHHOW cucteMbl. B KauyecTBe cpeacTBa AOBEPEHHOW 3arpy3kuM MOXET WCNofb-
30BaTbcs n3genme "lMporpaMMHo-annapaTtHbii komnnekc "Cobonb".

O6ecneueHue HenpepbIBHOCTU (PYHKLMOHUPOBAHMUA

Ons obecneueHna HenpepbiBHOCTU (YHKLUMOHUPOBaHMS Secret Net Studio B MMC
BCeX KJ/AacCOB 3alUULLEHHOCTM PEKOMEHAYETCS B KaXAoM JoMeHe 6e30macHOCTU
MCnosb30BaTb He MEHEe BYX cepBepoB He30nacHoCTU.

MapameTpsbl nonutuk Secret Net Studio

[Ons cooTBeTcTBMA Knaccam 3awmueHHoctn TMC pgomkHbl 6bITb HACTpOeHbl Mapa-
MeTpbl MOINTUK, NepeYnciieHHble B cnegytollen Tabnmue. HacTporika BbIMoOSHAETCS B
nporpamMMe ynpasfieHus Ha Bknagke "Hactporkn", pasgen "Monntunkun".

YcnoBHble 0603HaveHns:

e "[a" — BKNKOUMTb NapameTp;

e "Her" — oTktounTb NapameTp;

e (0653.) — penicTBue 06s3aTeNbHO A1 BbINOHEHUS;

e (pekoM.) — oencrBme pekoMeHAyeTCs ANs BbINOSIHEHUS;

e "-" — 3HaueHMWe NapaMeTpa Ha yCMOTPeHMeE aAMMHNCTpaTopa 6e30MacHOCTy.

Ta6n.12 MNapameTpbl NOANTUK

Mapamerp

Knaccbl 3aumuweHHoctn NrMcC

K1 K2 K3 K4

F'pynna "Bxoa B cucremy"”

MakcuManbHbIW He 6onee 5 (0653.) | He 6onee 15 He 6onee 15 -

nepvop

HEaKTUBHOCTU A0
610KNpPOBKM 3KpaHa

(pekom.) (pekoM.)
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Knaccbl 3auumuwieHHocrn rMcC

MapameTtp

K1 K2 K3 K4
3anper BTOpMYHOro | /la (pekom.) [a (pekoM.) [a (pekoMm.) [Ja (pekomM.)
BXoAa B CUCTEMY
KonuuecrBo Or3p04 OTr3 po8 OT13 8010 (0653.) |OT3 8010 (0693.)
HeyAauHbIX NONbITOK| (0653.) (0693.)
ayTeHTudbukaumm
Pexxum Tonbko no Tonbko no CMeLlaHHbIN CMeLlaHHbIN
naeHTuuKayum naeHTudukaTopy naeHTudbukaTopy (pekoMm.) (pekom.)
noJsib3oBarens (0643.) (pekom.)
Pexxum YcuneHHas YcuneHHas YcuneHHas YcuneHHas
ayTeHTudunkaumm no naponto no naponio no naposnto rno naponio
nonb3oBaTtens (06453.) (0653.) (0643.) (0653.)
MaponbHasa [a (0643.) [a (0643.) [a (0643.) Oa (0643.)
noJinTUkKa
MuHuManbHasn He meHee 8 He meHee 6 He meHee 6 He meHee 6

ANVHA naponsa

cumBonoB (0643.)

cumBonoB (0643.)

cumBonos (0643.)

cumBonoB (0643.)

Cpok pencreua
napons

He 6onee 60 aHen
(0653.)

He 6onee 90 aHen
(0693.)

He 6onee 120 aHen
(0653.)

He 6onee 180 gHen
(0653.)

Cno)HocTb napons

[a (0653.)

[a (0653.)

[a (0653.)

[a (0653.)

Mpynna "XypHan"

MakcuMarsbHbIN
pa3Mep >KypHasna
3aWMTbl

He meHee 4096
(pekom.)

He meHee 4096
(pekom.)

He meHee 4096
(pekom.)

He meHee 4096
(pekom.)

Monuntuka
nepesanucum
cobbITUM

3atupaTtb No
Mepe
HeobxoAMMOCTH
(pekoM.)

3atupartb no
Mepe
HeobxoAnMoCTH
(pekoM.)

3atupatb no
Mepe
HeobXxoAMMOCTH
(pekoM.)

3aTupatb No
Mepe
HeobxoaMMOoCTH
(pekoM.)

YyeTHble 3anucm ¢
npuBuierven

NpocMoTpa XypHana

JNokanbHasa rpynna
aAMUHUCTPATOPOB
(pekom.)

NokanbHas rpynna
aAMMHUCTPATOPOB
(pekom.)

NokanbHas rpynna
aAMUHNCTPAaTOPOB
(pekom.)

NokanbHasa rpynna
aAMUHUCTPATOPOB
(pekom.)

YyeTHble 3anucu ¢

JlokanbHas rpynna

JlokanbHas rpynna

JlokaneHasa rpynna

JlokanbHas rpynna

npuBuiaerven aAMUHUCTPATOPOB | 3AMWUHUCTPATOPOB | aAMUHUCTPATOPOB | aAMMHUCTPATOPOB
ynpasneHus (pekom.) (pekom.) (pekom.) (pekom.)
XKypHanoM

Fpynna "Knwoum nonb3oBarensn"”

MakcuManbHbIN He 6onee 360 He 6onee 360 He 6onee 360 He 6onee 360
CpOK AencTBus (pexkom.) (pekom.) (pexkom.) (pexkom.)

K/No4ya

Mpeaynpe>xxaeHne o6

UCTeYEeHUn Cpoka
AEACTBUSA KJ1lo4a

He mMeHee 14
(pekom.)

He meHee 14
(pekom.)

He meHee 14
(pekom.)

He mMeHee 14
(pekom.)

Fpynna "OnoBewweHun

e o TpeBorax"

JNlokanbHoOe
onoBewieHme o
Tpesorax

BkntoyeHo (pekomM.)

BkntoyeHo (pekom.)

BkntoueHo (pekom.)

BkntoyeHo (pekom.)

Fpynna "[AuckpeunMoHHoOe ynpaBsieHue gocrynom"

YuyeTHble 3anucu ¢
npuBuiaerven
ynpaBneHus
npasamMm Agocryna

JlokanbHas rpynna
aAMUHUCTPATOpPOB
(pekom.)

JNokanbHas rpynna
aAMWUHUCTPATOPOB
(pekom.)

NokanbHas rpynna
aAMWHUCTPATOPOB
(pekom.)

JlokanbHas rpynna
aAMWUHUCTPATOPOB
(pekom.)

Fpynna "3aTtupaHue gaHHbIX"
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MapameTtp

Knaccbl 3auumuwieHHocrn rMcC

K1

K2

K3

K4

Konuuecrso uuknos
3aTUpaHunsa Ha
JIOKaJIbHbIX ANCKaX

He meHee 2 (0653.)

He meHee 1 (0643.)

He meHee 1 (0643.)

Konunyecrso umknos
3aTupaHuMsa Ha
CMEHHbIX HOCUTENAX

He meHee 2 (0693.)

He meHee 1 (0643.)

He meHee 1 (0643.)

Konuuecrso unknos
3aTupaHuna
ornepaTtuBHOMN
naMsaTm

He meHee 2 (0643.)

Mpynna "MonHoMoO4YHOE ynpaBsieHue gocrynom"

HasBaHua ypoBHen
KOHduMaeH-
LUMaNbHOCTH

HactpoeHo (06913.)*

Pexxum pa6otbl

KoHTponb MOTOKOB
BK/1tOYeH (0643.)

Pe>xum paboTtbi:
CTpOrmi KOHTponb
TEePMMUHAaNbHbIX
noaxk/ro4YeHum

Na (06913.)*

Fpynna "3aMkHyTas nporpaMMHas cpega

YuyeTHble 3anucu, Ha
KOTOpbIe He
AeACTBYIOT NpaBuia
3aMKHYTOM1
nporpaMMHON cpefabl

JNokanbHasa rpynna
aAMUHUCTPATOPOB
(pekom.)

Fpynna "MexceteBoi 3kpaH"

MpoTokonbi

BruitoueH goctyn
TONbKO ANS
npotokona IPv4
(0643.)

BkntoueH goctyn
TONbKO ANA
npotokona IPv4
(0b643.)

BkstoyeH goctyn
TONbKO ANS
npotokona IPv4
(0643.)

BkstoueH goctyn
TONbKO ANg
npotokona IPv4
(0643.)

Brknrountb ICMP- Oa (pekom.) [a (pekomM.) - -
3awmTty

ICMP-coobwenus: MonyyeHune MonyyeHue - -
3xo0-oTBeT (pekom.) (pekom.)

ICMP-coo6bweHnuns: MonyyeHwue, [MonyyeHune, - -

AppecaTt HeaocTyneH

OTnpaBka (pekoM.)

Otnpaska (pekoM.)

ICMP-coo6weHunsn:
3xo0-3anpoc

OTtnpaska (pekoMm.)

Otnpaska (pekoMm.)

ICMP-coobweHunsn:

MonyyeHune,

[MonyyeHune,

XopaTtancreo OtnpaBka (pekoM.) | OTnpaBka (peKkoM.)

MapuipyTu3aTtopa

ICMP-coobweHus: MonyyeHune MonyyeHue - -
MpeBbilWweHne (pekom.) (pekom.)

BPEeMEHHOoro

MHTepBana

ICMP-coobweHus: [a (pexkom.) [a (pekom.) - -

3a6nokupoBartb
ocTanbHble TUMbI

Pexxum obyueHuns

BbikntoueH (pekom.)

BbikntoyeH (pekom.)

BbikntoyeH (pekom.)

BbikntoueH (pekom.)

Fpynna "ABTOpM3aLuA ceTeBbIX COEANHEHUN"
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Knaccbl 3auumuwieHHocrn rMcC

MapameTtp
K1 K2 K3 K4
3awmTa coeguHeHui| [la (pekom.) [a (pekoM.) - -
ANSA rpynnsol
everyone
O6pa6borka ceteBbix | [Tognuce, MakeT Moanwuck, Maker - -
nakeToB: uenvkom (0643.) uenukom (0643.)
MapameTpbl
06paboTku ceTeBbIX
nakeros
O6paborka ceteBbix | [la (pekoMm.) [a (pekoM.) [a (pekoMm.) [Ja (pekomM.)

nakeroB: 3awuTa ot
replay-aTak

Fpynna "KoHTponb ycrpoicrs"

MNepeHanpaBnexHune
ycrpoiictB B RDP-
noAaK/IYEeHUAX

3anpeT ans scex
TUMNOB YCTPONCTB U
NoAKNOYEeHN M
(pekom.)

3anpeT ans Bcex
TUMOB YCTPONCTB 1
MOAKTIOYEHUN
(pekom.)

3anperT Ansa Bcex
TUMOB YCTPONCTB U
noAKOYEHN N
(pekom.)

3anpeT ans Bcex
TMMOB YCTPONCTB U
MOAKNOYEHWUI
(pekom.)

CrnK1COK yCTpOICTB:
MapameTpbl
KOHTpONA

MapameTpbl 3aaaHbl,
npwv 3ToM ANa rpynn
"YcTpornictea USB",
"YcTponctea
PCMCIA" n
"YcTpoiicTtBa
IEEE1394"
BKJTIOUEH pexum
"MoakntoyeHne
YCTPOMNCTBA
3anpelleHo" (0643.)

MapameTpbl 3aaaHbl,
npw 3ToM ANg rpynn
"YcTtporictea USB",
"YcTponcTea
PCMCIA" n
"YcTporictea
IEEE1394"
BKJTIOUEH PEXUM
"MoakntoyeHne
yCTponcTea
3anpetlleHo" (0643.)

MapameTpbl 3a4aHbl,
npwv 3ToM AN rpynn
"YcTponcTtea USB",
"YcTponcTtea
PCMCIA" n
"YcTpoicTBa
IEEE1394"
BKJTHOUEH peXuM
"MoakntoyeHne
yCcTpoicTBa
3anpetlleHo" (0643.)

MapameTpbl 3aaaHbl,
npwv 3ToM AN rpynn
"YcTporictea USB",
"YcTponcTea
PCMCIA" n
"YcTpolictBa
IEEE1394" Bknto-
YeH pexum
"MoakntoyeHne
yCTponcTBa
3anpelueHo" (0643.)

Crnu1CcOK yCTPOWCTB:
Paspewenus

3anaHbl (0643.)

3apaHbl (0643.)

3agaHbl (0643.)

3anaHbl (0643.)

Fpynna "KoHTponb neyatn"

CnunCcoK NpUHTEPOB:
Paspewienunn

3anaHbl (0643.)

3apaHbl (0643.)

3apaHbl (0643.)

3apaHbl (0643.)

Fpynna "AHTuBMpyc"

MocrosiHHanA 3awmuTa

OnTumanbHas
3awmTa (pekom.)

OnTuManeHas
3awmTa (pekom.)

OnTumManbHas
3awmTa (pekom.)

OnTnManbHas
3awmTa (pexkom.)

CkaHunpoBaHue
noakJitouaeMbix
HocuTenen

[a (0653.)

[a (0643.)

[a (0653.)

[a (0643.)

Mposepka no
pacnucaHuio

Mpodwunb "BeicTpas
nposepka",
pacnucaHune: "ExeH-
epenbHo, cybboTta B
03:00" (pekom.)

Mpodunb "BoicTpas
nposepka",
pacnucaHue: "ExeH
epenbHo, cybbota B
03:00" (pekom.)

Mpodunb "BeicTpas
nposepka",
pacnucaHue: "ExeH-
enenbHo, cybbora B
03:00" (pekoMm.)

Mpodunb "BeicTpas
nposepka",
pacnucanume: "ExxeH-
epenbHo, cyb6oTta B
03:00" (pekom.)

Fpynna "O6Hapy>xeH

~n

e BTOPXXEHUNn

Bkaountb [a (0643.) [Oa (0653.) [a (pekoMm.) [Oa (pekom.)
AETEeKTOopbl aTak

BnoknpoBka [a, spems [a, spemsa [a, spems [Oa, Bpems 6nokn-
aTaKylLlero xocra 6noknposkn — 15 6nokmpoBkn — 15 6nokmposkn — 15 poBkM — 15 MUH.
npu obHapy>xeHumn MWH. (0693.) MUH. (0653.) MWH. (peKoMm.) (pekom.)

aTak

CkaHupoBaHue [a (0643.) [Oa (0653.) [a (pekoMm.) [Oa (pekom.)
nopToB

ARP-spoofing [a (0643.) [Oa (0653.) [a (pekoMm.) [Ja (pekomM.)
SYN-FLOOD Na (0653.) [a (0653.) [a (pekoM.) [a (pekom.)
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Knaccbl 3amynmieHHocrun rmc
MapameTtp
K1 K2 K3 K4
AHOMaJIbHbIN [a (0643.) [Oa (0653.) [a (pekoMm.) [Ja (pekomM.)
Tpaduk
DDoS [a (0643.) [a (0643.) [a (pekom.) Ja (pekom.)
DoS [a (0643.) [a (0643.) [a (pexkom.) [a (pexkom.)
Bkaountb [a (0643.) [Oa (0653.) [a (pekoMm.) [Ja (pekomM.)
CUrHaTypHble
aHanusaTopbl
AHanusatop HTTP [a (0643.) [a (0643.) [a (pekom.) Oa (pekom.)
AHanun3sartop HTTP: [a (0643.) [a (0653.) [a (pekoMm.) [Ja (pekomM.)
KoHTponb
Bxoaswero Tpacdpuka
AHanusatop HTTP: [a (0643.) [a (0643.) [a (pekom.) Ja (pekom.)
KoHTponb
ncxopsuiero
Tpadmka
*,El,eﬁCTBme aBnsieTcs obasaTenbHbIM, ecnu Ans peanusauum mepbl OLJ1.6 (orpaHnyeHune npas
nonb3oBatenein No BBoAy WMHMOpPMauUUKM B CUCTEMy) OyAeT NMPUMEHSATbCS MEXaHWU3M MOSHO-
MOYHOIO yrnpaeneHus AocTynom cuctemsl Secret Net Studio. Ecnu ansa peanusaumm ykasaHHom
Mepbl 3aLWMTbl MPUMEHSIOTCS APYIMe pelleHns, AeNCTBNE He 06513aTeNbHO A5 BbIMO/THEHUS.
MapameTpbl Nnonb3o0BaTenen
Ons cooTBeTcTBMA Knaccam 3awmueHHoctn TMC pnomkHbl 6bITb HACTpPOeHbl Mapa-
MeTpbl NMOSb30BaTeNnen, nepevyncneHHble B cneaylwen tabnumue. Hacrponka napa-
METPOB OCYLECTB/ISETCA B MporpaMMe ynpassieHUs Mnosib30BaTeNnsaMm B AMaAsIOrOBOM
OKHe HaCTpOMKM CBOMCTB NoNb30BaTeNs.
YcnoBHble 0603HaveHns:
e "[1a" — BKIKOUMTL MapaMeTp;
e "Het" — oTkNOUMTb NapameTp;
e (0653.) — pericTtBue 06s3aTeNbHO A1 BbINOIHEHUS;
e (pekoM.) — oencreme peKoMeHAyeTCs ANS BbINOSIHEHUS;
e "-"_—3HayeHMe NapaMeTpa Ha yCMOTpPeHMEe agMMHUCTpaTopa 6e3onacHoCTu.
Ta6n.13 MapameTpbl Nnonb3oBaTenemn
Knaccbl samynmeHHocrun rmc
Mapamertp

K1

K2

K3

K4

Fpynna napamerpoB "UpenTudukarop" B ananore "Mapamerpol 6e3onacHocTn”

DN1IeKTPOHHbIN MpwnceoeH lMpuceoeH - -
naeHTudukaTop (0653.) (pekom.)

nonb3oBaTens

UHTerpaumnsa c NAK "Cob6onb" | [Ja (pekom.) [a (pekoMm.) - -

F'pynna napamerpos "[focryn"

B gnanore "Mapa

meTpbl 6e3onacHocTn”

YpoBeHb fonycka HasHaueH - - -
YNO/THOMOYEHHbIM
nonb3oBaTensM
(0643.)
MpuBunerusa: YnpasneHue HasHaueHa - - -
KaTeropmsamMm YNO/THOMOYEHHbIM
KOH(PMAEHLNANIbHOCTHN nonb3oBaTensM
(0643.)

*
[OelicTBne siBnsieTca obs3atenbHbIM, ecnu Ansa peanvsaumn mepbl OLJI1.6 (orpaHuyeHue npas

nonb3oBatenen No BBoAy WMHMOpPMauUUKM B CUCTEMy) OyAeT NMPUMEHSATbCS MEXaHU3M
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NOMHOMOYHOrO ynpasfeHns AOCTYrnoM cucTtembl Secret Net Studio. Ecnn ana peanusaumn

yKa3aHHOI Mepbl 3aLlMTbl MPUMEHSIOTCS APYrue pelleHus, AelcTBrne He 06s3aTenbHo ANs

BbIMNO/HEHUA.

MapameTpbl MmexaHuamos KLl u 3MNC

Ona cooTBeTcTBMA Knaccam 3awmueHHoctn TMC gomkHbl 6bITb HAcTpoeHbl napa-
MeTpbl MexaHn3moB KL u 3lMC, nepeuncneHHble B cneayowen tabnuuye. Hacrporika

napaMeTpoB OCYLLECTBNSETCA B NporpaMMe "KoHTposib MPorpamMm 1 AaHHbIX".

YcnoBHble 0603HaYeHns:

e "[la" — BKNKOUNTL NapaMeTp;

e "HeT" — oTKIIOUMTL NapameTp;

e (0653.) — perictBue 0b6s3aTeNbHO AN BbINMOHEHUS;
e (peKkoM.) — AencTBne peKoMeHayeTCs A1s BbIMOSIHEHUS ;

e "-"—3HauyeHMe NapaMeTpa Ha YyCMOTpeHME aAMUHMCTPaTopa 6e30MacHoCTH.

Ta6n.14 MNapameTpbl MexaHusmos KL u 3MNC

Mapamertp

Knaccbl 3auumueHHocru rc

K1

K2

K3

K4

Aunanor "Pe>xnMbl" B AMaNIOroBOM OKHE HACTPOMN KM

CBOMWCTB KOMMNbloTepa

Pe>xum 3MC BkAOUYEH [a (0643.) - - -
MSArkuim pexxmm HeT (0643.) - - -
MpoBepATb LLENTOCTHOCTb [a (0643.) - - -
Mopay/iel nepep 3anyckom

MpoBepaTb 3aronoBKu [a (pexkom.) - - -
Mopaysnien nepep 3anyckom

KoHTponupoBaTtb [a (pekom.) - - -

UCcnoJiHaeMblie CKpuUnTbl

AnanoroBoe OKHO HAaCTPOMKM NapaMeTpoB 3afaHUA KOHTpona C3U
MeTtoa KOHTpONA pecypcos Copepxunmoe Copepxunmoe - -
(0653.) (0653.)
Anroputm CRC32 (pekomM.) | CRC32 (pekoMm.) - -
Perucrpaumsa cobbiTuii: Ycnex | a (pekom.) [a (pekoM.) - -
3aBepLieHuUnA
Peruncrpaumsa cobbiTuin: [a (0643.) [a (0653.) - -
Owunbka 3aBepieHUs
Peruncrpauus cobbituin: Na (0643.) [a (0653.) - -
Owunbka npoBepkun
Peakuusa Ha oTka3s: [leiicTBua | 3abnoknpoBate | 3a6710KMpoBaThb - -
KOMMNboTEP KOMMbloTEp
(pekom.) (pekom.)

Pacnucanue

Mpwn 3arpy3ke OC
1 no
pacnucaHuio
(0643.)

Mpwu 3arpy3ske OC
n no
pacnucaHuio
(06s3.)

[AvanoroBoe OKHO HAaCTPOWKWU NMapaMeTpoB 3afaHUA KOHTpons OC (daiinbl U peecrp)

MeTtoa KOHTpONA pecypcos Copepxumoe Coaepxunmoe - -
(pekoM.) (pexkom.)

Anroputm CRC32 (pekom.) | CRC32 (pekoMm.) - -

Perncrpaumsa cobbiTuii: Yecnex | a (pekom.) [a (pekoM.) - -

3aBepLieHunna

Peruncrpauus cobbiTnii: [a (pekoM.) [a (pekoM.) - -

Ownbka 3aBepLIeHUNA
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Knaccbl 3auumuweHHocrn rMcC

MapameTtp

K1 K2 K3 K4
Perucrpauma cobbiTnii: Ycnex | Het (pekoMm.) Het (pekom.) - -
npoBepkun
Perucrpauma co6biTuii: [a (pekom.) [a (pekoMm.) - -

Owunbka npoBepku

Peakuusa Ha oTkas: [leiicTBua | 3abnoknpoBate | 3a6710KMpoBaThb - -

KOMMblOTEp KOMMbloTEp
(pekom.) (pekom.)

Pacnucanue

Mpwu 3arpy3ke OC | Mpwu 3arpyske OC | - -
1 no n no
pacnucaHuio pacnucaHuio
(pekom.) (pekom.)

MH(*)OpMaLIVIOHHbIe CUCTeMbl NepCoHarbHbIX AaHHbIX

Mpn onpeneneHHbIX BapyuaHTax HacTpolkn cucrteMa Secret Net Studio obecneumnBaer
cooTBeTCcTBME TpeboBaHUSaM AN NHPOPMALMOHHBLIX CUCTEM NMEPCOHaNbHbIX AAHHbIX
(MCNAH), n3noxeHHbIM B AokyMeHTe "CocTaB M coaepXXaHue opraHu3aumMoHHbIX U
TexHu4eckmx Mmep no obecneyeHunto 6e30NacHOCTVM NEepPCOHasbHbIX AAHHbIX MPU NX
0bpaboTke B WMHMOPMAUMOHHbIX CUCTEMAxX MepcoHasbHbIX AaHHbIX" (yTBEepXAeH
npukasom ®CTIK Poccum ot 18 dbeBpana 2013 r. N2 21).

Ons ypoBHen 3awmweHHoctn UCTMAH 1, 2, 3 n 4 onpeaeneHbl 6a3oBbie Habopbl Mep
3aWmnTbl MHpopMaumm. OpraHu3aumoHHbIe N TEXHUYECKME Mepbl 3aliunTbl MHGOP-
Mauunm JomKHbI obecneynBaTb peanm3aunio cneayrLwmnx oCHOBHbIX TpeboBaHMI:

e unaeHTMdUKaLMA N ayTeHTUdPMKaunsa cybbekToB 4oCTyna n o6bekToB AOCTYNA;

e yrnpaBsfeHune AoCTyrnoM cybbeKkToB AoCTyna K obbekTam AoCcTyna;

e OrpaHM4yeHuWe NporpamMMHONM cpebl;

e 3aWMTa MaWKWHHbIX HOCUTENen nHdopmaumnn;

e perucrpaumns cobbiTuin 6e3onacHoCcTu;

®  LEeN0CTHOCTb MHMOPMaUNOHHOW CUCTEMBI U MHOPMaLUK;

e [OCTYNHOCTb MHdOpMaunm;

e 3alMTa TEXHUYECKUX CPEACTB;

e 3awmTa MH(OPMaLMOHHOW CUCTEMDI, €€ CPEACTB, CUCTEM CBSA3M U Nepeaayu JaHHbIX.

Ucnonb3oBaHue CpeacTB AOBEPEHHOMN 3arpy3ku

B MCNAH ypoBHer 1 n 2 AO/MKHbI MPUMEHSATLCA CpeAcTBa AOBEPEHHONM 3arpysku
onepaumnoHHOM cucTeMbl. B kavecTBe cpeacTBa JOBEPEHHOM 3arpy3Kn MOXeT UCMOSb-
30BaTbCs n3genue "MporpamMmMHo-annapaTtHblii komnnaekc "Cobonb".

O6ecneueHune HenpepbiBHOCTU PYHKLMOHUPOBAHMUA

[Onsa obecneyeHns HenpepbiBHOCTU PyHKUMOHMpoBaHUA Secret Net Studio B UCMOH
BCEX YPOBHEN 3alMLLEHHOCTUN PEKOMEHAYeTCH B KaXAoM AoMeHe 6e30macHoCTu
NCNonb3oBaTb HE MEHEE ABYX cepBepoB 6e30nacHoCTy.

MapameTpsbl nonutuk Secret Net Studio

[ns cooTBETCTBMSA YPOBHAM 3awimieHHocTy MCMNAH AomkHbl 6biTb HACTpOeHbI napa-
MEeTpbl MONTUK, NEepeYnCcrieHHble B cneayowen Tabnmue. Hacrtpolika napamMeTpos
OCYLLEeCTBNSETCA B MporpaMMe yrnpasseHuns Ha Bkiaake "Hacrtporkun", pasgen
"Monntunkn".

YcnoBHble 0603HaYeHns:

e "[a" — BKIOUMTbL NapamMeTp;

e "Het" — oTkNOUMTb NapameTp;

e (0653.) — pericTtBue 06s3aTeNbHO A1 BbINMOIHEHUS;
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e (peKoM.) — AencTBMe peKoMeHayeTCs AN1S BbIMOSIHEHUS ;

Ta6n.15 MapameTpbl NOANTUK

-" — 3HauyeHue NapaMeTpa Ha YCMOTpeHne agMMHUCTpaTopa 6€30MacHoCTH.

YpoBHM 3awmuieHHoctn UCMNAOH

Mapamertp

1 2 3 4
Fpynna "Bxoa B cucremy"”
MakcuManbHbIN He 6onee 5 (0653.) | He 6onee 15 He 6onee 15 -
nepuvopa (pekom.) (pekom.)
HeaKTUBHOCTU A0
6/10KMPOBKM 3KpaHa
3anpert BTOpM4YHOro | /la (pekom.) [a (pekom.) [a (pekom.) Ja (pekom.)
BXOA4a B CUCTEMY
Konunuecrso Or3p04 OTr3p08 OT3 0010 (0653.) |[OT3 8010 (0643.)
HeyAauHbIX NonbITOK| (0653.) (0b6s3.)
ayTeHTuduMKaymm
Pexxum Tonbko no Tonbko no CMelaHHbIn CMeLwaHHbIn
naeHTudukaumm naeHTndunKaTopy naeHtTudukaTopy (pekom.) (pekom.)
nonb3oBaTens (0643.) (pekoMm.)
Pexxum YcuneHHas YcuneHHas YcuneHHas YcuneHHas
ayTeHTudukaumm rno naponto no naponto no naposto rno naponto
nonb3oBaTens (0643.) (06%3.) (0643.) (0653.)
MaponbHasa [a (0653.) [a (0653.) [a (0653.) [a (0653.)
noJinTUKa
MuHuManbHasn He meHee 8 He meHee 6 He meHee 6 He meHee 6

AJIMHaA napons

cumBosnoB (0643.)

cumBonoB (0643.)

cumBonoB (0643.)

cumBosnoB (0643.)

Cpok peuncreua

He 6onee 60 aHen

He 6onee 90 aHen

He 6onee 120 aHen

He 6onee 180 gHel

napons (0643.) (0653.) (06s3.) (0643.)
CnoxxHocTb napons | [la (0693.) [a (0643.) [a (0643.) Oa (0643.)
Fpynna "XXypHan"

MakcuManbHbI He meHee 4096 He meHee 4096 He meHee 4096 He meHee 4096
pa3Mep >KypHana (pekom.) (pekom.) (pekoMm.) (pekom.)

3almThbl

Monuntuka
nepesanucu
cob6biTU

3atupatb no
Mepe
HeobxoaMMoCTH
(pekom.)

3atupatb no
mepe
HeobxoanMocTn
(pekom.)

3atupatb No
mepe
HeobxoAaMMoCTH
(pekom.)

3atmpatb no
Mepe
HeobxoaMMoCTH
(pekom.)

YyeTHble 3anucu ¢
npuBuiermen

NpocMoTpa >KypHana

NokanbHasa rpynna
aAMUHNCTPaToOpOB
(pekom.)

JNlokanbHasa rpynna
aAMUHUCTpaToOpOB
(pekom.)

JlokanbHaga rpynna
aAMWHNCTPaTopoB
(pekom.)

JNlokanbHas rpynna
aAMUHNCTPaToOpOB
(pekom.)

YyeTHble 3arnucu ¢

JNlokanbHas rpynna

JNokanbHas rpynna

NokanbHas rpynna

JNlokanbHas rpynna

npuBuierven aAMUHUCTPATOPOB | aAMWHUCTPATOPOB | aAMMHUCTPATOPOB | aAMMHUCTPATOPOB
ynpasneHus (pekoM.) (pekoM.) (pekoM.) (pekoM.)
YKYpPHaANOM

Fpynna "Knroum nonb3oBartens"

MakcuManbHbIW He 6onee 360 He 6onee 360 He 6onee 360 He 6onee 360
CpOK fgencreus (pekoM.) (pekoM.) (pekoM.) (pekoM.)

KNnou4a

MpepynpexpaeHune 06| He meHee 14 He meHee 14 He meHee 14 He meHee 14
NCTeYeHUn cpoka (pekom.) (pexom.) (pexkom.) (pekom.)

AencTBUA Kao4a

Mpynna "OnoBeweHue o TpeBorax"
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YpoBHM 3awmiieHHoctu UCNAH

MapameTtp
1 2 3 4
JNokanbHoe BkntouyeHo (pekoM.) | BkntoueHo (pekoM.) | BkntoueHo (pekoM.) | BkitoueHo (pekoMm.)
onoselieHue o
TpeBorax

Fpynna "[AuckpeuMoHHOe ynpaBsieHue gocrynom"

YuyeTHble 3anucu ¢ NokanbHaga rpynna | JlokanbHag rpynna | JlokanbHas rpynna | JlokanbHas rpynna
npuBunernen aAMUHUCTPATOPOB | aAMWUHUCTPATOPOB | aAMUHMCTPATOPOB | aAMUHUCTPATOPOB
yrnpassieHus (pekom.) (pekom.) (pekom.) (pekom.)

npasaMu Agocryna

Fpynna "3atupaHue AaHHbIX"

KonuuecrBo unknoB | He meHee 2 (0653.) | He meHee 1 (0653.) | He MeHee 1 (0643.) -
3aTMpaHmsa Ha
JIOKaNbHbIX AUCKaX

KonunuecrBo unknoB | He meHee 2 (0653.) | He meHee 1 (0653.) | He meHee 1 (0643.) -
3aTMpaHus Ha
CMEHHbIX HOCUTENAX

Fpynna "MonHoMo4YHOe ynpaBseHne focrynom"

HasBaHua ypoBHel | HacTtpoeHo (06913.)* - - -

KOHdUAeH-

LUMaNbHOCTH

Pexxum pabotbi KoHTposnb MOTOKOB - - -
BKJtOYeEH (0653.)

Pe>xum pa6orbi: Ja (06913.)* - - -

CTpOrmi KOHTpPONb
TepMMUHaNbHbIX
noakJItoueHnn

Fpynna "Me)xceTeBou 3kpaH"

MpoTokonbi BkntoyeH goctyn BkntoyeH goctyn BkitoueH goctyn BkntoyeH goctyn
TONbKO ANA TOMbKO ANS TONbKO ANSA TONbKO ANs
npotokona IPv4 npotokona IPv4 nportokona IPv4 npotokona IPv4
(0643.) (0693.) (0643.) (0653.)

Brknrountb ICMP- [a (pexkom.) [a (pekom.) - -

3awunTy

ICMP-coobweHunsn: MonyyeHune MonyyeHune - -

9xo0-oTBeT (pekom.) (pekom.)

ICMP-coobweHus: MonyyeHune, lMonyyeHwne, - -

AppecaTt HepoctyneH | Otnpaeka (pekoM.) | OTnpaska (pekoM.)

ICMP-coobweHunsn: OtnpaBka (pekoM.) | OTnpaBka (peKkoM.) - -
3xo-3anpoc

ICMP-coobweHus: MonyyeHune, lMonyyeHwne, - -
XopaTtaicTrBO Otnpaska (pekoM.) | OTnpaska (pekoMm.)

MapLwipyTusartopa

ICMP-coobuenums: MonyyeHune MonyyeHue - -
MpesBbilueHne (pekom.) (pekom.)

BpeMEeHHOoro

MHTepBana

ICMP-coobwenus: [a (pekom.) [Oa (pekom.) - -
3abnokuposaTtb

OCTaJibHble€ TUNbI

Pe>kum obyueHus BbikntoueH (pekoM.) | BoikitoueH (pekoM.) | BeikntoueH (pekoM.) | BbikntoyeH (pekoM.)

Fpynna "ABTopM3auuna ceTeBbiX coeguHeHun"
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YpoBHM 3awmiieHHoctu UCNAH

MapameTtp
1 2 3 4
3awmTa coeguHeHui| [la (pekom.) [a (pekoM.) - -
ANSA rpynnsol
everyone
O6pa6borka ceteBbix | [Tognuce, MakeT Moanwuck, Maker - -
nakeToB: uenvkom (0643.) uenukom (0643.)
MapameTpbl
06paboTku ceTeBbIX
nakeros
O6paborka ceteBbix | [la (pekoMm.) [a (pekoM.) [a (pekoMm.) [Ja (pekomM.)

nakeroB: 3awuTa ot
replay-aTak

Fpynna "KoHTponb ycrpoicrs"

MepeHanpaBneHune 3anpeT ans scex 3anpeT ans Bcex 3anperT Ansa Bcex 3anpeT ans Bcex
ycrpoiicte B RDP- TUNOB YCTPOUCTB U | TUMOB YCTPONCTB U | TUMOB YCTPOMUCTB U | TMMOB YCTPOWCTB U
noAaKAIOYEeHUNAX NoAKNOYEeHN M NOAKIIOYEHN noAKOYEHN N MOAKNOYEHWUI

(pekom.) (pekom.) (pekom.) (pekom.)
CrnK1COK yCTpOICTB: MapameTpbl 3aaaHsbl, | NapameTpbl 3agaHbl, | — -
Mapamerpbl npwv 3TOM ANS FPYNN | NPy 3TOM ANSA rpynn
KOHTpoOns "YcTtponcTtea USB", | "YcTpoincTtea USB",

"YcTponctea "YcTponcTea

PCMCIA" n PCMCIA" n

"YcTpoiicTtBa "YcTporictea

IEEE1394" IEEE1394"

BKJTIOUEH pexum BKJTIOUEH PEXUM

"MoakntoyeHne "MoakntoyeHne

YCTPOMNCTBA yCTponcTea

3anpelleHo" (0643.) | 3anpeweHo"” (0643.)
Crnu1CcOK yCTPOWCTB: 3anaHbl (0643.) 3apaHbl (0643.) - -
Paspewenus
Fpynna "KoHTponb neyatn"
Cnuncok npuHTepoB: | 3aaaHbl (0643.) 3apaHbl (0643.) - -
Paspewienunn
Fpynna "AHTuBMpyc"
MocrosiHHana 3awmTa | OnTnManbHas OnTumManbHas OnTuManbHas OnTumanbHas

3awmTa (pekom.)

3awmTa (pekom.)

3awmTa (pekom.)

3awmTa (pexkom.)

CkaHunpoBaHue
noakJitouaeMbix
HocuTenen

[a (0653.)

[a (0643.)

[a (0653.)

[a (0643.)

Mposepka no
pacnucaHuio

Mpodwunb "BeicTpas
nposepka",
pacnucaHune: "ExeH-
epenbHo, cybboTta B
03:00" (pekom.)

Mpodunb "BoicTpas
nposepka",
pacnucaHue: "ExeH
epenbHo, cybbota B
03:00" (pekom.)

Mpodunb "BeicTpas
nposepka",
pacnucaHue: "ExeH-
enenbHo, cybbora B
03:00" (pekoMm.)

Mpodunb "BeicTpas
nposepka",
pacnucanume: "ExxeH-
epenbHo, cyb6oTta B
03:00" (pekom.)

Fpynna "O6Hapy>xeH

~n

e BTOPXXEHUNn

Bkaountb [a (pekom.) [a (pekoM.) [a (pekoMm.) [Oa (pekom.)
AETEeKTOopbl aTak

BnoknpoBka [a, spems [a, Bpems 6nokn- [a, spems [Oa, Bpems 6nokn-
aTaKylLlero xocra 6noknposkn — 15 poBkM — 15 MuH. 6nokmposkn — 15 poBkM — 15 MUH.
npu obHapy>xeHumn MWH. (peKoM.) (pekom.) MWH. (peKoMm.) (pekom.)

aTak

CkaHupoBaHue [a (pekom.) [a (pekom.) [a (pekoMm.) [Oa (pekom.)
nopToB

ARP-spoofing [a (pekom.) [a (pekoM.) [a (pekoMm.) [Ja (pekomM.)
SYN-FLOOD [a (pekoM.) [a (pekoMm.) [a (pekoM.) [a (pekom.)
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YpoBHM 3awmuieHHoctu UCNAOH
MapameTtp
1 2 3 4
AHOMaJIbHbIN [a (pekom.) [a (pekoM.) [a (pekoMm.) [Ja (pekomM.)
Tpaduk
DDoS [a (pekom.) [a (pekom.) [a (pekom.) Ja (pekom.)
DoS [a (pexkom.) [a (pekom.) [a (pexkom.) [a (pexkom.)
Bkaountb [a (pekom.) [a (pekoM.) [a (pekoMm.) [Ja (pekomM.)
CUrHaTypHble
aHanusaTopbl
AHanusatop HTTP [a (pekom.) [a (pekom.) [a (pekom.) Oa (pekom.)
AHanun3sartop HTTP: [a (pekom.) [a (pekoM.) [a (pekoMm.) [Ja (pekomM.)
KoHTponb
Bxoaswero Tpacdpuka
AHanusatop HTTP: [a (pekom.) [a (pekom.) [a (pekom.) Ja (pekom.)
KoHTponb
ncxopsuiero
Tpadmka
*,El,eﬁCTBme aBnsieTcs obasaTenbHbIM, ecnu Ans peanusauum mepbl OLJ1.6 (orpaHnyeHune npas
nonb3oBatenein No BBoAy WMHMOpPMauUUKM B CUCTEMy) OyAeT NMPUMEHSATbCS MEXaHWU3M MOSHO-
MOYHOIO yrnpaeneHus AocTynom cuctemsl Secret Net Studio. Ecnu ansa peanusaumm ykasaHHom
Mepbl 3aLWMTbl MPUMEHSIOTCS APYIMe pelleHns, AeNCTBNE He 06513aTeNbHO A5 BbIMO/THEHUS.
MapameTpbl Nnonb3o0BaTenen
[ns cooTBETCTBMSA YPOBHAM 3awimieHHocTy MCMNAH AomkHbl 6biTb HAaCTpOeHbI Nnapa-
MeTpbl NMOSb30BaTeNnen, nepevyncneHHble B cneaylwen tabnumue. Hacrponka napa-
METPOB OCYLECTB/ISETCA B MporpaMMe ynpassieHUs Mnosib30BaTeNnsaMm B AMaAsIOrOBOM
OKHe HaCTpOMKM CBOMCTB NoNb30BaTeNs.
YcnoBHble 0603HaveHns:
e "[1a" — BKIKOUMTL MapaMeTp;
e "Het" — oTkNOUMTb NapameTp;
e (0653.) — pericTtBue 06s3aTeNbHO A1 BbINOIHEHUS;
e (pekoM.) — oencreme peKoMeHAyeTCs ANS BbINOSIHEHUS;
e "-"_—3HayeHMe NapaMeTpa Ha yCMOTpPeHMEe agMMHUCTpaTopa 6e3onacHoCTu.
Ta6n.16 MNapameTpbl Nnonb3oBaTenemn
YpoBHM 3awmuieHHoctu UCNAOH
Mapamertp

1 2 3 4

Fpynna napamerpoB "UpenTudukarop" B ananore "Mapamerpol 6e3onacHocTn”

DN1IeKTPOHHbIN MpwnceoeH lMpuceoeH - -
naeHTudukaTop (0653.) (pekom.)

nonb3oBaTens

UHTerpaumnsa c NAK "Cob6onb" | [Ja (pekom.) [a (pekoMm.) - -

Fpynna napamerpos "fQoctyn" B gananore "Mapamerpbl 6e3onacHocTn”

YpoBeHb fonycka HasHaueH - - -
YNO/THOMOYEHHbIM
nonb3oBaTensM
(0643.)
MpuBunerusa: YnpasneHue HasHaueHa - - -
KaTeropmsamMm YNO/THOMOYEHHbIM
KOH(PMAEHLNANIbHOCTHN nonb3oBaTensM
(0643.)

*
[OelicTBne siBnsieTca obs3atenbHbIM, ecnu Ansa peanvsaumn mepbl OLJI1.6 (orpaHuyeHue npas
nonb3oBatenen No BBoAy WMHMOpPMauUUKM B CUCTEMy) OyAeT NMPUMEHSATbCS MEXaHU3M
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NOMHOMOYHOrO ynpasfeHns AOCTYrnoM cucTtembl Secret Net Studio. Ecnn ana peanusaumn

yKa3aHHOI Mepbl 3aLlMTbl MPUMEHSIOTCS APYrue pelleHus, AelcTBrne He 06s3aTenbHo ANs

BbIMNO/HEHUA.

MapameTpbl MmexaHuamos KLl u 3MNC

[ns cooTBETCTBMSA YPOBHAM 3awimieHHocTy MCMNAH aomkHbl 6biTb HACTPOEHbI NMapa-
MeTpbl MexaHn3moB KL u 3lMC, nepeuncneHHble B cneayowen tabnuuye. Hacrporika

napaMeTpoB OCYLLECTBNSETCA B NporpaMMe "KoHTposib MPorpamMm 1 AaHHbIX".

YcnoBHble 0603HaYeHns:

e "[la" — BKNKOUNTL NapaMeTp;

e "HeT" — oTKIIOUMTL NapameTp;

e (0653.) — perictBue 0b6s3aTeNbHO AN BbINMOHEHUS;
e (peKkoM.) — AencTBne peKoMeHayeTCs A1s BbIMOSIHEHUS ;

e "-"—3HauyeHMe NapaMeTpa Ha YyCMOTpeHME aAMUHMCTPaTopa 6e30MacHoCTH.

Ta6n.17 NMNapameTpbl MexaHusmos KL u 3MNC

YpoBHM 3awmwieHHoctn UCMNAOH

Mapamertp
1 2 3
AnanoroBoe OKHO HAaCTPOMKM NapaMeTpoB 3afaHUA KOHTpona C3U
MeTtoa KOHTpONA pecypcosB Conepxunmoe Conepxunmoe -
(0643.) (0643.)
Anroputm CRC32 (pekoM.) | CRC32 (pekoMm.) -
Peruncrpauus cobbiTuii: Ycnex | [la (pekom.) [a (pekoM.) -
3aBepLieHuUn
Perncrpaumsa cobbiTuin: Oa (0693.) [Oa (0643.) -
Ownbka 3aBepLIeHUnA
Peruncrpauus cobbiTuii: Na (0653.) [a (0653.) -
Ownbka npoBepkun
Peakuusa Ha oTka3s: [leiicTBusa | 3abnoknpoBatb | 3abnokupoBaTb -
KOMMbOTEP KOMMblOTEP
(pekoM.) (pexkom.)

Pacnucanue

Mpw 3arpyske OC
M no
pacnucaHuio
(0643.)

Mpwu 3arpyske OC
Mo
pacnucaHuio
(06s3.)

AnanoroBoe OKHO HAaCTPOMKM NapaMeTpoB 3afaHuA koHTpona OC (c¢ainbl n peecrp)

MeTtoa KOHTpONA pecypcos Coaepxunmoe Copepxunmoe -
(pekom.) (pekom.)

Anroputm CRC32 (pekomM.) | CRC32 (pekoMm.) -

Perucrpaumsa cobbiTuii: Ycnex | a (pekom.) [a (pekoM.) -

3aBepLieHunA

Peruncrpaumsa cobbiTuin: [a (pekom.) [a (pekoM.) -

Owunbka 3aBepLueHUn

Perncrpauus cobbitnii: Ycnex
npoBepKu

HeT (pekom.)

Het (pekom.)

Peruncrpaumsa cobbiTuin: [a (pekom.) [a (pekoM.) -
Owmnbka npoBepku
Peakuus Ha oTka3s: [leiictBusa | 3abnoknposatb | 3abn0okupoBaTb -
KOMMblOTEP KOMMbloTEp
(pekom.) (pekom.)

Pacnucanune

Mpwn 3arpy3ske OC
1 no
pacnucaHuio
(pekom.)

Mpwn 3arpy3ske OC
M no
pacnmcaHuio
(pekom.)
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NpuMeHeHMne NnapameTpPOB NOcrie HaCTPOMKU

Mpy M3MEHEHUN NapaMeTPoB 06BLEKTOB M 3alUMTHbLIX MexaHu3MoB Secret Net Studio

HeE BCE 3Ha4YeHNA MOryT BCTynaTb B CUJ1y Cpa3y
TOpbl€ NapaMeTpbl NPUMEHAKTCA Ha 3allulla
MOMEHTbI BpEMEHWU.

nocne coxpaHeHum4 n3MeHeHun. Heko-
€MbIX KOMMNbHOTEPAX B onpeaeneHHble

Huxke mepeuyncnieHbl MapaMeTpbl, BCTyMalowmMe B CUy MOC/ie fnepesarpyskyu KOoM-
nbloTepa UAM Npu CreaylolemM Bxofe Nosb3oBaTens B cuctemy. OcTanbHble napa-

METPbl MPUMEHAIOTCA CPa3y Moc/e COXpaHeHMs

M3MEHEHHbIX 3HAUYEHUMN.

Ta6bn.18 MNapameTpbl B NnporpamMMe ynpasJjieHUnA

Mapamertp

MomMmeHT npnMeHeHus

Bxknapgka "CocrossHue" ans KoMnbroTEpa — CpPeACTBa BKJIOYE

HUA N OTKNTIOYEHUNA MeéXaHU3MoB

ANCKpeLunoHHOoe ynpaBsieHme

lMocne nepesarpy3ku

3aTupaHuve AaHHbIX

Mocne nepesarpy3sku

KOHTponb ycTpoiicTs

Mocre nepesarpysku

3aMKHYTas nporpamMmMHas cpeaa

lMocne nepesarpy3ku

NMonHoMo4YHOE ynpaBneHune

lMocne nepesarpy3ku

KoHTponb neuyaTtmn

Mocne nepesarpy3sku

3awuTa AMCKOB M WndpoBaHue

Mocre nepesarpysku

Bknapka "Hacrpoiiku", pasgen "Monutukun" — napamerpsl rpynnol "Bxoa B cucremy"”

MakcMManbHbIi NepMoa HeEaKTUBHOCTU A0 6/10KMPOBKU
3KpaHa

Mpw cnepytoLlem BXxoae B CUCTEMY

3anpeTt BTOPUMYHOro Bxoaa B CUCTEMY

Mocre nepesarpysKku

Peakuusa Ha n3bsATME naeHTudukaTopa

Mpu cneayoLEM BXOAE B CUCTEMY

KonunuecreBo HeyaauyHbIX NMOMNbITOK ayTeHTMCbVIKaLIVIVI

Mpw cnepytoLlem BXxoae B CUCTEMY

Paspewntb MHTepaKTMBHbIﬁ BXOA TOJIbKO AOME@HHbIM
nosJsib3oBartensam

Mpw cnepytollem Bxoae B CUCTEMY

Pexxum MAeHTMdJVI Kauunun nonb3oBatens

Mpu cneayoLEM BXOAE B CUCTEMY

Pexxum ayTeHTudm Kauuuv nonb3oBatens

Mpw cnepytollem Bxoae B CUCTEMY

MaponbHasa nonuTUkKa

Mpw cnepytollem Bxoae B CUCTEMY

Bknagka "Hacrpoikun", pasgen "Monutukn" — napamertpbl rpynnbl "XXypHan"

MakcuMasbHbIi pa3Mep >KypHasia CUCTEMbI 3alUUTbI

Mpwv yBennyeHnn — cpasy. lNpu
YMEHbLUEHMN — MOC/I€ OYUCTKUN XXYypHana

YyeTHble 3anucy € NpMBUIermein NPocMoTpa XKypHana
CUCTeMbl 3alMUTbI

Mpw cnepytollem Bxoae B CUCTEMY

Bknapka "Hacrpoiku", pasgen "Monutukun" — napamerpsl rpynnol "Knwouu nonb3osarens”

Bce HacTpanBaeMble NapaMeTpbl rpynnbl

Mpw cnepytollem BXxoae B CUCTEMY

Bknapka "Hacrpoiiku", pasgen "Moautukn" — napamerpsl rpynnbl "[AMCKpeLMOHHOE yrpaBJjieHue

pocrynom"

YuyeTHble 3anucu C NpUuBUJIEruei ynpaBieHus npaBaMmm
pocryna

Mpu cneayoLEM BXOAE B CUCTEMY

Bknapka "Hacrpoiku", pasagen "Monutuku" — napamerpsl rpynnbi "MosiHOMOYHOE ynpaB/ieHue

pocrynom"

Pe>xnm pa6otbl: KOHTPOJ/Ib NOTOKOB OTKJ1IOYEH

lMocne nepesarpy3ku

Pe)xnm pabotbi: KOHTPO/Ib NOTOKOB BKJIIOYEH

[Mocne nepesarpy3ku

Pe>xuM pa6oTbi: CTPOrmim KOHTPOJ/Ib TEPMUHANBbHbBIX
noakJIlouYeHnn

Mpw cnepytollem Bxoae B CUCTEMY

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
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Mapamertp MoMeHT npuMeHeHus

Pe>xumM pa6oTbi: ABTOMaTM4YeCKUii BbIGOP MaKCMManbHOro Mpu cnepytoLwem BXoae B CUCTEMY
YPOBHSA ceccum

Bknapka "Hacrpoiku", pasgen "Moautnkn" — napamerpbl rpynnbl "3aMKHyTasi nporpaMmMHas
cpepa"

YuyeTHble 3anu1cu, Ha KOoTopble He AeUCTBYIOT NpaBuna Mpu cnepytoLwem BXoae B CUCTEMY
3aMKHYTOI NporpaMMHON cpeabl

Bknapka "Hacrpoiku", pasgen "Monutuku" — napameTpsl rpynnbi "3awmura gucka m
wundppoBaHue paHHbIX"

YyeTHble 3anu1cu c NpuBUAEruein Ha cosfaHue Mpu cnepytoLwem BXoae B CUCTEMY
KPUMTOKOHTEeHepa

Bknapka "Hacrpoiku", pasgen "Monautukun" — napamerpsbl rpynnbl "KOHTpoOsb npunoxxeHun"

MepeHanpaBneHune 6ydepa o6MeHa B RDP-noakntoueHnax | Mpwn cneaytolem TepMMHaNbHOM BXoae

Bknapka "Hacrpoiiku", pasgen "Moautukun" — napamerpsbl rpynnbl "KoHTposib ycTpoucTB"
NMepeHanpaBneHue ycrpoicts B RDP-nogksitoueHmnax | Mpwn cnepyowem TepMMHaNbHOM Bxoge
Bknapka "Hacrpoiiku", pasgen "Monutuku" — napamerpsl rpynnbl "KoHTponb neyatn"”
MapkupoBKka LOKYMEHTOB lMpwv cnepytowem Bxoae B CUCTEMY
TeHeBoe KonupoBaHue Mpw cnepytollem Bxoae B CUCTEMY
MepeHanpaBneHue npuHTepoB B RDP-noakiouYeHnsax Mpw cnepytoLeM TepMUHaNbHOM BXoLe
Bknagka "Hacrpoikun", pasgen "MapameTtpbl" — napameTtpbl rpynnbl "YnpaBieHue TpaccupoBKoun™
Bce HacTpaMBaeMblie napaMeTpbl rpynnbl Mocne nepesarpy3ku

Ta6n.19 MNapameTpbl B nporpaMmMme "KOHTposib NporpaMM U AaHHbIX"

MapameTtp MOMEHT NnpuMeHeHusn

Cnucok pecypcos B 3agaHumn 3MC Mpwn cneaytowem Bxoae B CVICTeMy*

AnanoroBoe OKHO HAaCTPOMKMU NapamMeTpoB cy6bekTa ynpasneHusa, guanor "Pexumbl"

Pe>xum 3IMC BkarouyeH Mpwn cnepytowwem Bxoae B CI/ICTeMy*

"
U3onsumsa npouecca BKIIOYEHaA Mpw cnepytoLleM BXoae B CUCTEMY

*
Mpu LEeHTpann30BaHHON HACTPOIKe BO3MOXHO MPUHYAUTENBHOE MPUMEHEHNE U3MEHEHWIA MO
S n

KoMaHze "Mepe3arpyska napamMeTpoB paboTbl Nonb3oBaTesnei" B KOHTEKCTHOM MeH0 Cy6beKkToB
yrnpasneHus.

Ta6n.20 MNapameTpbl B NporpamMMe yrnpasBJ/iIeHUSA NoJib30BaTeNnAMMU

MapameTp MoOMeHT npuMeHeHus

Onepauum c yYeTHbIMU 3anNUCAMMU: yaaneHue, 6noknposka, | [pu creayoweM BXOAE B CUCTEMY
cMeHa naponsi

OKHO HaCTpOiiKM CBOWCTB Nnosib3oBartens, guanor "Mapamerpbl 6e3onacHocTU" — napameTpbl
rpynnbl "I neHTudunkarop"

CNUCOK 3/1EKTPOHHbIX MAeHTU(hNKaTOpPOB NnoJsib3oBaTens | Mpwu cnepytowem Bxoae B CUCTEMY

OKHO HaCTpOWKM CBOMCTB noJsb3oBaTtens, ananor "Mapamerpbl 6e3onacHocTu” — napaMeTpbl
rpynnsbl "Qocryn"

Bce napameTpbl NOJIHOMOYHOIO yrnpaB/ieHUs AOCTYNOM | Mpu cnepytoLwem BXoAE B CUCTEMY
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1.

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoAcTBO aAMMHUCTpaTOpa.
MprHUMNBI NOCTPOEHMSA

RU.88338853.

501400.001911

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoAcCTBO aAMMHKUCTpaATOpa.
YcraHoBka, 06HOBNEHME, yaaneHne

RU.88338853.

501400.00191 2

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoAcTBO aAMMHUCTpaTOpa.
Hacrpolika n akcnnyataums

RU.88338853.

501400.00191 3

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoAcCTBO aAMMHUCTpaTOpa.

LleHTpann3oBaHHOe yrnpaBieHne, MOHUTOPUHT U ayauT

RU.88338853.

501400.00191 4

CpenctBo 3awmThl MHPopmauun Secret Net Studio.
PykoBoAcCTBO aAMMHUCTpaTOpa.

Hacrporika n akcnnyartaums.

NokanbHaga 3awunTa

RU.88338853.

501400.001915

CpenctBo 3awmThl MHPopmauun Secret Net Studio.
PykoBoAcCTBO aAMMHUCTpaTOpa.

Hacrporika n akcnnyartaums.

CeTeBas 3awmTa

RU.88338853.

501400.001916

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoAcCTBO aAMMHUCTpaTOpa.

Hacrporika n akcnnyataums.

AHTUBUPYC 1 CPeACTBO OBHapY>XeHUS BTOPXEHUN

RU.88338853.

501400.001917

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoAcTBO aAMMHUCTpaATOpa.

Hacrporika n akcnnyataums.

[loBepeHHasa cpena

RU.88338853.

501400.001918

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoAcCTBO aAMMHKUCTpaTOpa.

CepBep 06bHOBNEHUN.

YcTaHOBKa 1 HacTpolika

10.CpeactBo 3awmThl MHPopmauun Secret Net Studio.

PykoBoAcCTBO Nosib30BaTeNA

RU.88338853.

501400.001 92
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