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BBeneHue

JaHHOoe pyKOBOACTBO MpefAHasHayeHo AN aAMWHUCTpaTopoB msgenus "CpeacTtso
3awmTbl MHpopMaunm Secret Net Studio" (nanee — Secret Net Studio). B HeM co-
AepxaTcs cBefeHuss 06 MCNosib30BaHWKM BCMOMOraTefbHbIX YTUAUT U daiinos
HacTpoWku (panee — BCroMoraTesbHble CpeacTBa), HeobxoauMblX Ans paboTbl C
Secret Net Studio.

YCNnoBHbIe B pykoBoacTBe Ana BblAeNIeHWS HEKOTOPbIX 3/1EMEHTOB TEKCTa MCMONb3yeTca psf
0603HaYeHus1 YC0BHbIX 0603HaueHN.

BHYTpeHHUWe cCbinku 06bI4HO coaepXxaTt yKasaHue Ha HOMep CTpaHuubl C HY>XHbIMU
cBeaeHnAaMn.

BakHasa v gononHutenbHas MHbopMauns odopMieHa B Buae npuMmedaHuin. CteneHb
BaXXHOCTU COAEPXKALLNXCA B HUX CBEAEHWNN 0TOBPpaxatoT MUKTOrpaMMbl Ha NONSX.

e Tak obo3HauvaeTcs AononHuTenbHas nMHdopMauus, KoTopas MOXET coaepXaTb
npuvMepbl, CCbIJIKN Ha ApYyrne AOKYMEHTbl Unun Apyrue 4yacTu 3TOro pyKoBOACTBA.

e TaKoi NUKTOrpaMMoi BblAeNAeTCs BaXkHas MHbOpPMaLNs, KOTOpYo Heobxoammo
NPUHATbL BO BHMMaHMe.

e DTa NUKTOrpamMa conpoBOXAAeT MH(MOPMALIMIO MPefoCTEPEraloLLEro Xxapakrepa.

ob O

WckntoueHus. MprmeyaHns MOTYT W He COMPOBOXAATLCS NMUKTOrpaMMamm. A Ha Mosisix, TOMUMO MUKTO-
rpaMm MpuUMeyaHmid, MOryT GbiTb NPUBEAEHBI M Apyrie rpaduyeckue 3NeMeHTbl, HanpuMep, n3obpa-
KEHWS KHOMOK, AGNCTBISI C KOTOPbIMM YMOMSIHYTbI B TEKCTE PaCroNIOXEHHOro psiaoM absaua.

.llpyme Caitt B IHTepHeTe. Bbl MoxeTe nocetutb calT komnaHum "Kopa BeszonacHoctn"
VNCTOYHMKM (https://www.securitycode.ru/) unun cesA3athCa C NpeaCTaBUTENAMM KOMMaHWK Mo
UHOpMALK 3NeKTPOHHOM noyTe (support@securitycode.ru).

Yyeb6Hble Kypcbl. OCBOMTb annapaTHbie 1 NporpaMMHble NPoAYyKTbl koMnaHuu "Koa
Be3onacHocT" MOXHO B aBTOPU30BaHHbIX y4yebHbIX UeHTpax. lNepeyeHb yyebHbIX
LEHTPOB UM  ycnoBus  obydyeHusl MpeacTaBfeHbl Ha  caWTe  KOMMaHUK
https://www.securitycode.ru/company/education/training-courses/. CssizaTbCsl C
npeacraBuMTesnIeM KOMMaHUM MO BOMPOCaM OpraHuMsaumm 0byyeHWst MOXHO MO 3NeK-
TpoHHOM nouTe (education@securitycode.ru).
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Oowume cBegeHud

BcnomoraTenbHble cpeAcTBa MO3BOMSKOT OCYLLECTBASATb HACTPOMKY W ynpasfeHue
Secret Net Studio B Tex cnyyasx, kKorga no KakmMM-nnb6o nNpuynHaM HefoCTaTOYHO
CTaHAapTHbIX CPeACTB YnpaBieHuss Unn TpebyeTcs BbINOJHUTL AOMNOJIHUTENbHbIE,
cnyxebHble onepauuu.

B AOKYMEHTe COoAepXMWTCS OonucaHuve W MNpuMepbl UCMOJSIb30BaHUS Ans paboTbl CO
cnefyrowmMMn BCroMoraTebHbIMU CPeACTBaMu:

Secret Net Studio

cpeacTtsa Ans paboTbl € XpaHMAULLEM O6BHEKTOB LIEHTPasM30BaHHOro yrnpase-
Hna (LY);

cpeancrtea ang paboTbl ¢ cnctemon ynpasneHus 6azamu gaHHbix (CYBA);
cpeancTBa 415 NONYYEeHUS U COXpaHeHns CBeAeHUN;

cpeacTtea Ans noacucteM KoHTpons uenoctHocty (KL) 1 3aMKHYTOM nporpamm-
How cpeabl (3MC);

cpeacTea A8 NOACUCTEM MOSHOMOYHOMO U AUCKPELMOHHOMO YrpaBeHus AOCTy-
nom;

cpeacrtea and noaACUCTEMbl KOHTPOA YCTDOVICTB;
npo4yune BCcnoMoraTtesibHble CpeacTea.
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CpenctBa ons paboTbl C XpaHUNULLIEM
oobekToB LIY

YTunuta SnDSTool.exe

Ytunuta SnDSTool.exe npeaHasHavyeHa A5 BbINOSIHEHUS OENCTBUMA C XPaHUINULLEM
obbekToB LIY 1 npepgoctaBnsaeT cneqytoLlmne BO3MOXHOCTN:

e OYMCTKA XpaHWUAULLA OT CBEAEHUI O HEMCMOJIb3YEMbIX MAEHTUUKATOpPax, KOTO-
pble OCTaloTCsl, HanpuMMep, Nocne yAaneHus AOMEHHOro Mosib3oBaTens C npu-
CBOEHHbIMWN NAeHTUUKATOpPaMM Ha KOMMbioTepe 6€3 yCTaHOBMEHHOMO KMEHTa
Secret Net Studio;

e TMOJyYeHue CBEAEHUI O fJoMeHax H6e30MacHoCTyH;

e aKTMBaums nMpusHaka "[oBepsATb MNaposibHOM ayTeHTudukaumm Windows npu
cneapyoweM Bxoae" ans 3a4aHHOro Nosib30BaTeNs B PEXUME YCUIIEHHOM ayTeH-
Tndurkaummn no naponto. MNMpu yCcTaHOBEHHOW MOACUCTEME CETEBOM 3alUunTbl A0-
NOMHUTENbHO YCTaHaB/IMBAOTCA HEO6XoAMMble NapaMeTpbl AN CUHXPOHU3ALUK
naporsisi Nonb30BaTeNsa C AaHHbIMU CepBepa ayTeHTUdUKALNN.

[aHHas yTunmMTa HaxoAuTCs Ha YCTaHOBOYHOM KOMMaKT-AMCKe cuctembl Secret Net
Studio B kaTtanore \Tools\SecurityCode\SnDSTool\. B 3aBMCMMOCTN OT pa3psaaHOCTH
OC — B noakaTtanorax Win32 n x64.

YTunuta BbINOSHAET AENCTBUSA B pexunme KOMaHAHOM CTPOKMN OT MMEHWU TeKyLllero
nonb3osatens. CTpoka KOMaHAbl UMeeT CJ'Ie,CI,YIOIJ.l,VIﬁ (bOpMaT:

SnDSTool .exe [-1lds <cepBep> <moMeHDN> [<mopT>]] [-ssl]
-duei | -pds | -rpwd —u <pomer\nonezoBaTens> -a
<apMmMHUCTpPaATOpP> -p <MIapoibk>

OnuncaHue KOMaHA NpeacTaBfieHo B creayowen Tabnvue.

KomMaHpb! HazHaueHune

-? MonyyeHne ceeaeHnin 06 MCNONb30BaHNUMN YTUNUTBI
-lds <cepsep> <gomeHDN> MoakntoveHne K 3agaHHoMy LDS-cepBepy.
[<nopT>] MNapameTp <cepBep> — ums LDS-cepsepa.

Mapametp <goMeHDN> — fOMeHHOE NM$S OCHOB-
Horo gomeHa 6e3onacHocTu B LDS.

Ecnu 31 napameTpbl He ykasaHbl, To 6yaeTt npo-
n3BefeHa nonbiTka X YTeHUs u3 peecrpa.
MapameTp <mOpPT> — HOMep nopTa ANs NOAKI0-
ueHus Kk LDS-cepBepy.

MopT He yKa3blBaeTCs, ecnn No yMOAYaHUIO Uc-
Nnonb3yeTcst CTaHAAPTHbIM HoMep nopTa 50002 nnn
MCNonb3yeTcs NpoTokos SSL ¢ HoMepoM nopTta

50003
-ssl Mcnonb3oBaHue npoTtokona SSL Bo BpeMs coean-
HeHunsa no LDAP
-duei OuuncTKa OT CBEAEHUI O HEUCMOMNb3YEMbIX NAEHTU-
(vkaTopax B TEKYLLEM AOMeHe 6e30MacHOoCTM
-pds BbiBoa cBeaeHuii 060 Bcex goMeHax 6e3onacHocTu
-rpwd -u <gomeH\nonb3oBaTesib> AKTMBauus npusHaka "[loBepsiTb NaposibHOM
-a <agMMUHUCTpaTop> ayTeHTudmnkaumm Windows npu cneaytowem BXo-
-p <naponsb> Ae" Ans 3ajaHHoro nonb3oBaTens. [Ana aktmsauum

npusHaka Heob6xoAMMO ykasaTb 3 napameTpa:

e u <poMeH\nosib3oBaTesNb> — UMS JOMEHHO-
ro rnosnb3oBaTtens, AN KOTOpOro akTuBMpyeTcs
npusHak;

¢ a <aAMMHMUCTpaTOp> — MM agMUHUCTpaTopa
LDS;

e p <naponb> — Naposb agmmHucTpaTopa LDS

Secret Net Studio 6
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MpuMmepbl KOMaHA:

‘ SnDSTool.exe —duei ‘

BbINOAHSAETCS O4YMCTKA OT CBeAEHMN O HENCNOJIb3YyEMbIX M,QEHTMd)MKaTOan B TEKY-
Lem goMeHe 6e30macHoOCTH.

‘SnDSTool.exe —-1lds —-duei ‘

BbINOMHAETCA OYMCTKA OT CBEAEHWIA O HEUCMONb3YeMbIX WAeHTUdUKaTopax B A0-
MeHe 6e30MacHOCTU, NapaMeTpbl COEAMHEHNS C KOTOPbIM XPaHATCA B CUCTEMHOM pe-
ecTpe.

SnDSTool .exe -1lds LdsSrv -pds

BbinonHseTca BbIBOA CMMCKA MMEH AN Bcex AOMeHOB 6e3omacHocTu B necy, rae
pa3MellaeTcs cepBep 6e30nacHoOCTN C uMeHeM LdsSrv.

SnDSTool .exe —rpwd —u Domain\Ivanov -a Administrator
-p Password

BbinonHseTca aktmBauusa npusHaka "[oBepATb NaposbHOM ayTeHTuduKauum
Windows npu cneaytowem Bxoae" ans AOMeHHoOro nonb3oBatens Ivanov. lNpu ycTa-
HOBJ/IEHHON NOACMCTEME CETEBOW 3alUMTbl AOMNONHUTENbHO YCTaHaBAMBAKOTCSA Heob-
XOAWMble napaMeTpbl A9 CUHXPOHM3auMW Napons nofib3oBatens C AaHHbIMU
cepBepa ayTeHTUdMKauum.

Secret Net Studio 7
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CpenctBa gnsa pa6otsl ¢ CYB

Pannbl AN 04MUCTKU 6a3bl AaHHbIX cepBepa 6e3onacHoCcTH

Habop dainos, cocroawmnii n3 KomaHaHbIX ainos clear.cmd, rebuild.cmd un po-
MOJIHUTENbHbIX (haloB, nNpeaHasHadyeH Ans ouncTku 6a3bl gaHHbiX (B) cepsepa
6e3onacHocTn, pa3smelleHHon Ha cepeepe CYB MS SQL (SQL-cepsep). Mpoueaypa
ounctkn B[] moxeT noTtpeboBaTbCs ANs BOCCTaHoBAeHUs paboTbl SQL-cepsepa B
cnyyae nepenonHeHns bl cepsepa 6e30nacHOCTU.

JaHHbIn Habop daliioB HaxoaAUTCS Ha YCTaHOBOYHOM KoMMakT-aucke Secret Net
Studio B katanore \Tools\SecurityCode\ClearMSSQL\.

PekoMeHayeTCca perynsipHO BbINOMHATbL apXMBMpOBaHMe XypHanoB B B[] cepsepa
6e3onacHoCTN M gpyrne HeobxoamMmble AEACTBUS ANA NOAAEPXaHUS MpUemMnemMoro
obbema ator B[l. Ounctky B[l ¢ ncnonb3oBaHMEM yKasaHHbIX (aisioB crieayeT Bbl-
MOJIHATb TONIBKO B CAy4dae, ecniv npousowsno nepenonHeHne B v cepeep 6e3onac-
HOCTM He MOXeT npoaosHkaTb PyHKUNMOHMPoBaTb. OUMCTKa NpMBEAET K noTepe BCewn
XpaHsiwencs B B[l nHdopMaummn, BKIKOYAs COAEPXKMMOE >XYPHAsoB, MOCTYMNUBLUMX
Ha UEeHTpanmM3oBaHHOE XpaHeHue.

Ha SQL-cepBepe Takxe pekOMeHAYeTCs MepuoAMYEcKM 3anyckaTb KOMaHAay nepe-
CTPOEHMSI MHAEKCOB C Mcnonb3oBaHueM danna rebuild.cmd. Mpu anutenbHon akc-
niayaTauMmM 1 4acToM apxmBupoBaHum Bl npom3BoanTENbHOCTb CepBepa CHUXaeTcs
M3-3a CUAbHOW parMeHTaumMm AaHHbIX. lpoueaypa NepecTpoeHUss UHAEKCOB He
TpebyeT ocTaHOBKN (DYHKLMOHUPOBaHWUS cepBepa, 0A4HaKO AJs ONTUMasnbHOro 6bICT-
pPOAENCTBMS PEKOMEHAYETCS 3anycKkaTb KOMaHAY B MOMEHTblI HAMMEHbLLENK Harpy3Ku.

BHumaHme! [1ns BoinonHeHust npoLeaypb! ouncTkv bl TpebytoTes npaBa fokanbHOro agMUHICTPaTo-
pa Ha KoMMNbloTepe cepeepa 6e30MacHOCTM M yYeTHbIE faHHble agMuHucTpaTopa B[ Ha SQL-cepaepe.

Ana ounctku B[l cepBepa 6e3onacHocCTH:

1. Ha cepBepe 6e3onacHocTM ocTaHoBuUTE paboty cnyx6 IIS (cnyxba Beb6-
nybnunkaummn) n Secret Net Studio Security Server (cny>x6a cepsepa).

2. Ha SQL-cepBepe co3galiTe KaTanor Ha NOKa/lbHOM ANCKE U CKOMUPYUTE B HErO C
yCTaHOBOYHOro KoMnakT-amcka Secret Net Studio copepxumoe kartanora
\Tools\SecurityCode\ClearMSSQL\.

3. OTkponTe ANs peaakTMpoBaHWUsI CKOMMpPOBaHHbIe dalinbl € paclumpenmeM *.cmd
M YKaXWUTe B HUX Naposib agMuHucTpatopa B/1, 3agaHHbIN npu ycTaHoBke SQL-
cepsepa. Maposb gonxkeH 6bITb yKaszaH BMeCTo NoaCTPOKM manager.

4. 3anycTtuTe Ha UCMNOJIHEHME OTpeaaKTUpOoBaHHbIN dann clear.cmd. MNocne ycnew-
HOro 3aBepleHns 0bpaboTku aToro darna sanyctute dann rebuild.cmd.

5. [lepe3arpy3sute cepsep 6e30nacHOCTU.

Secret Net Studio 8
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CpencTtBa ons nonyyYyeHUs N coxpaHeHus
cBeOeHuun

Ytunuta SnDiagReport

YTunuta SnDiagReport npeaHa3HadeHa ansa cbopa AnarHocTnyeckon nHdopMaumm,
HeobxoaMMon paspaboTumnkam Ans nayyeHust NpobsieMHbIX CUTYaUNiA.

JaHHaa yTunamTa HaxoAUTCS Ha YCTaHOBOYHOM KoMnakT-gmcke Secret Net Studio B
katanore \Tools\SecurityCode\SnDiagReport\. B 3aBucnmoctn ot paspsaHoctn OC
— B nogkatanorax Win32 u x64. Pa3psaaHOCTb YTUAUTbLI AO/HKHA COOTBETCTBOBATb
pa3psiaHOCTU YCTAHOBJ/IEHHOMO MpoAyKTa.

Buumanue! [ns pabotbl yTunuThl ¢ KOMaHgamm -i, -t, -d TpebytoTcs npaBa nokansHOro agMUHUCTpa-
TOpAa, AN15 KOMaHA -h, -m, -e TpebyrTCs Npasa NokansHOro Nonb3oBaTens.

YTunuta BbINOSHSAET AENCTBUSA B pexunme KOMaHZAHOM CTPOKM OT MMEHWU TeKyLllero
nonb3osatens. CTpoka KOMaHAbl UMeeT cne.qyroumﬁ (bOpMaTZ

SnDiagReport.exe [-<komanpma> [mapameTpsr]] [-e]

OnncaHne OCHOBHbIX KOMaHA NpeacTaBneHo B creaylolei Tabnumue.

KomaHpbl Mapametrpbl OnucaHue

-h - MonyyeHne ceeaeHnn 06 MCNONb30BAHUN YTUAUTDI
=i - C6op BCcex HeobxoamMmblx Ansa amarHoctukm Secret Net Studio
¢arnos 1 aaHHbIX B apxme SnDiagInfo.cab.
daiin apxvBa NoMeLlaeTcs B kaTasior nosb3oBaTens
%temp%\SnDiagInfo<paTa_u_BpeMs_co3aaHusa>.
sBnsieTca pexvuMoM paboTbl YTUAUTbI MO YMOMYaHUIO
-t on [<nyTb k BkntoueHune TpaccupoBku Secret Net Studio ¢ napameTpamm
KaTtanory>] no ymonuyaHuio. [ns BkAoveHUst TpebyeTcs nepesarpyska
KomnbloTepa. MapameTp <MyTb K KaTanory> — pacnosnoxe-
HWe 3anucewn XypHana TpaccupoBku. Mo yMonyaHuio
%systemdrive%)\Logs
off OTkntoyeHne TpaccupoBku Secret Net Studio. ns oTkiode-
Hus TpebyeTca nepesarpyska KoMnbloTepa
-d - HacTtpovika ans cbopa cMCTEMHOM M NOb30BaTENbCKON OTNa-
AOYHOM MHdopMaumm 06 owmnbke, BO3HUKLLEN B npoLecce pa-
60Tbl MporpaMmel

-m - MpocmoTp TpaccupoBku Secret Net Studio

OnuncaHue AonoaHUTENbHbIX KOMaHA NpeacTaBneHo B cneaytowen tTabnuue.

DononHutenbHble OnucaHue
KOMaHAabI

-e BbixoA M3 yTUAUTLI NOCSIE BbINOSIHEHUS KOMaHAbl. KOMBUHMpYyeTCs C
noboi KoMaHAoW, onNucaHHOW B Tabnuue Bbllie

Ecnu BbINONHEH 3anycK yTUNUTHI 6e3 YKa3daHuna KoOMaH4, NpouncxoauTt nepexon B pe-
XM paGOTbI Mo yMO/14aHMUIO.

MpuMepbl KOMaHA:

SnDiagReport.exe -i -e ‘

BbinonHsieTca cbop Bcex HeobxoamMbix ansa amarHoctnkmn Secret Net Studio dannos
M OaHHbIX, KOTOpble 3aTeM nomewatTcsa B dann SnDiaglnfo.cab. ®ann pacnonara-
eTca B KaTanore nosb3oBaTens %temp%\SnDiagInfo<aaTta_wu_Bpemsi_co3gaHns>.
Mocne 3aBepLleHMst onepaumm OCyLLeCTBASETCS BbIXOA U3 YTUINUTI.

SnDiagReport.exe -t on C:\Datalogs ‘

BbinonHaeTca BkaoUYeHne TpaccupoBku Secret Net Studio ¢ napamMeTpamu no yMmorn-
YaHUto. 3anucK XypHana TpaccMpoBky 6yayT pa3Mellatbes B katanore C:\Datalogs.
TpaccupoBka 6yAeT BK/IlOUYEHa Moc/e nepesarpy3kmn KoMnbloTepa.

Secret Net Studio 9
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Ytunuta GetEventLog.exe

Ytunuta GetEventLog.exe npeaHasHadeHa ANs CO34aHMSA apxmBa XypHana Secret
Net Studio n konuum XpaHunuvwa TeHEeBOro KOMMpoBaHWs. Takxke npeaycMOTpeHa
BO3MOXHOCTb OYUCTKM XYpHasa u XpaHunuiia.

[aHHaa yTunmTa Haxo4UTCS Ha YCTaHOBOYHOM KoMnakT-gmcke Secret Net Studio B
katanore \Tools\SecurityCode\GetEventLog\. B 3aBucumocTu ot paspsagHoctn OC —
B nogkatanorax Win32 n x64.

BHumanue! Cospnatb apxue xypHana Secret Net Studio MmoxeT nonb3oBatent ¢ NpuBUnIereit Ha npo-
CMOTp XypHana. O4nCTUTb KypHan nocrne Co3aaHus apxvBa MOXET MONb30BaTENb C NPUBUNETMEN Ha
yNpaBneHwe XypHarom.

YTunuta BbINOSHSAET AENCTBUS B pexunme KOMaHZAHOM CTPOKMN OT MMEHWU TeEKYyLEero
rnonb3osatens. CTpoka KOMaHAbl UMeeT CHEAYIOLLLMVI CbOpMaT:

GetEventlog.exe -n <mMa damna> [-c|-s]

OnncaHne KoMaHa NpeAcTaB/ieHo B cneaytoLlein Tabnuue.

KoMmaHpAbl OnucaHue

-? MonyyeHune ceepeHUit 06 MCNOAbL30BAHUW YTUAUTDI

-n <uMA Co3aaHwue apxuBa xypHana Secret Net Studio B daine c pacwmpenvem .evt

cdainna> unu .evtx. B MeHn darina ykasbiBaeTcs NosiHbIA NyTb K HeMy. Oba3aTenbHbiln
napameTp

-C OuwucTka xypHana Secret Net Studio n xpaHunuwa TeHEBOro KONMMpoBaHus

nocne co3faHus apxmBa XypHana WU KOnuu XpaHunuviia TEHEBOro Konnposa-
Hus. Konusa xpaHunuiia TeHEBOro KOMMpPOBAHUS CO34AETCA B TOM e KaTano-
re, YTo M apxmB XypHana Secret Net Studio. He o6s13aTenbHbI NapameTp

-s Co3zaaHune Konun XpaHuauLwa TeHeBOro KONMpoBaHus. He BbiNoNHAETCS
ouuncTka xypHana Secret Net Studio n xpaHunuiwia TeHeBOro KONMpoBaHMS.
He ob6s3aTenbHbIN NnapamMeTp

MpumMmepbl KOMaHA:

GetEventlog.exe -n c:\EvtLog\SnEventLog.evtx -c ‘

BoinonHsieTca co3paHue apxmBa KypHana Secret Net Studio B danne
SnEventLog.evtx KU KOMUM XpaHWauLa TEHEBOIO KOMWMPOBaHWS B TOM Xe KaTasore.
BbinonHseTcsa o4yncTka XypHana un XpaHuiuila nocne co3gaHna apxmBa n Konuu.

GetEventlog.exe -n c:\EvtLog\SnEventLog.evtx -s ‘

BoinonHsieTca co3paHue apxmBa KypHana Secret Net Studio B danne
SnEventLog.evtx 1 KonNuM xpaHwuauwia TEHEBOro KONMPoBaHus. OUuncTKa XypHana u
XpaHunuiuia He BbIMOJIHAETCA.
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CpencTtBa ons noacucTeM KOHTPONA
LLeyIOCTHOCTUN U 3aMKHYTOM NporpamMmMHON

cpeabl

Ytunuta SnicheckCmdTool.exe

Ytunuta SnlcheckCmdTool.exe npeaHa3HayeHa ANS BbINOJIHEHMS AEWNCTBUMIA C No-
kanoHo B KLU-3MNC, B KOTOPON XpaHUTCA MoAesNb AaHHbIX, U NpeaoCTaBseT cre-
Ayrowme BO3MOXHOCTU:

3anycK MOSIHOW CUHXPOHU3aLUM U3MEHEHUIN, CAENAaHHbIX B LeHTpanbHon B KLi-
3Nnc;

noaroTtoBka pecypcos ans 3MC;
BbIBOA cBeAeHun 06 obbekTax rpynnbl Mo yMOSYaHUIO;
rnepepacyeT 3Ta/IOHOB pecypCoB;

06HOBMEHNE XPaHWMLL STASIOHOB, COAEPXaLUMX 3aPUKCMPOBAHHbIE STaSIOHHbIE
3HaueHunsa pecypcos Secret Net Studio ana metoga koHTponsa "Coaepxumoe" um
anropntma CRC7 (ucnonb3ytotca npu KL pecypcoB Secret Net Studio u moryT
6bITb 3aMeHeHbl TOSIbKO MpU YCTAaHOBKE aBTOPM30BaHHbIX 06HoBneHun MO cu-
CTEMbI 3aLM1Thl).

YTunuta pasMellaeTcs B KaTanore yctaHoBku knuneHTa Secret Net Studio, no ymon-
yaHuto — C:\Program Files\Secret Net Studio\Client.

BHumanue! [ins paGoTbl ¢ yTUnUTOI TpeByroTCs NpaBa okanbHOM agMUHICTpaTopa.

YTunuta BbINOAHAET AENCTBUSA B peXMMe KOMaHAHOW CTPOKM OT MMEHU TeKyLero
nonb3oBaTtens. CTpoka KOMaHAbl UMeET cneayowmn dopmar:

SnIcheckCmdTool.exe /<koMaHna> [<aTpubyT>
<umMsi ob6reKTa>]

OnncaHne KoMaH NpeacTaBieHo B cneaytoLlein Tabnuue.

KoMmaHAbl OnucaHue

-2

MonyyeHune ceeaeHnin 06 NCNONb30BAHUN YTUNUTDI

/fullsync 3anyck NoMHON CUMHXPOHM3auun naMeHenunii B LU KL-3MNC
/fullsynccentral 3anyck NosIHOW CUMHXPOHU3aummn nameHenunii B LIBA KU-3MNC ¢ ncnone-

30BaHMeEM beHKLI,I/M paccblikn OnoBeLLeHU 06 N3MeHeHUaX 4515 AaH-
HOMo KOMNbKOTEPA (KOMI'IbPOTep OOMKEH 6bITb npeacTtaB/iEH B
LJ,eHTpaJ'IVI3OBaHHOI‘/I| MOoAeNnn AaHHbIX B KayecTBe OTAETbHOIo cy61=e|<Ta)

/reloaduel 3anyck npoueaypsbl noarotoskn pecypcos ans 3rC. Mpoueaypa Bbl-

NONTHAETCA ANA BCeEX I'IO}'Ib3OBaTeJ'Iel7I, MMEKLWNX OTKPbLITbIE CEAHCbI pa-
60Tbl Ha 4aHHOM KOMMNbKOTEPE B TeKyLLI,MI‘/‘| MOMEHT

/defgroup BbiBOA cnucka naeHTudukaTopos 6e3onacHoctu (SID) KoMMbOTEPOB,

BXOASLWMX B rpynny no ymonyaHuto SecretNetICheckDefault nnm
SecretNetICheckDefault64 (B 3aBMCMMOCTU OT pa3psiaHoOCTM Bepcumn OC
Ha KOMMblOTEPE)

/recalc MepepacyeT 3TanoHHbIX 3HAYEeHU YKa3aHHOro pecypca Ans MeToaa

koHTpons "Coaepxumoe" n anroputma CRC7 n coxpaHeHue ux B JIB[,
KU-3rC.

Ons 3anycka KoMaHAbl HE06X0AMMO yKa3biBaTb AOMOMHUTENbHbIE aT-
pubyTbl, NpeAcTaB/feHHble B Tabnmue Huxe

/etalon 3anucb HOBbIX 3TafIOHHbIX 3HAYEHWI YKa3aHHOro pecypca B JloKasb-

Hyto 6a3y saTanoHoB anctpubyTtuea Secret Net Studio. baza cogepxut
3aMKCMpOoBaHHbIe 3TanoHbl Bcex pecypcoB Secret Net Studio ans me-
Toaa kKoHTpons "Coaepxummoe" n anroputma CRC7.

[ns 3anycka KoMaHAbl He06X0AMMO yKa3biBaTb AOMOMHUTENbHbIE aT-
pubyTbl, NpeacTaBneHHble B Tabnvue Huxe

/etalonxml 3anuncb HOBbIX 3TANIOHHbIX 3HAYEHWUI yKa3aHHOro pecypca B xml-dann

c aTanoHamu anctpubytnsa Secret Net Studio.
[nsa 3anycka KoMaHAbl HeE06X0AUMO yKa3blBaTb AOMOMHUTENbHbIE aT-
punbyTbl, NpeacTaBfeHHble B Tabnuue Huxe

/defmodel MmnopT Mogenun no ymonyaHuio B 6a3y KL|

Secret Net Studio
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KoMaHpab! OnucaHue

/transformxml MNpeobpazoBaHue ncxoaHbix xml-bainos ¢ AaHHbIMU AUCTPUBYTMBA
Secret Net Studio B oanH 0TOpMaTMpPOBaHHbIM KOHEYHbIN hain

/rebuild [ToBTOpHOE OTKPbITUE CUEeHapues A4 3a4a4 No YMOSYaHUIO

Mpu 3anycke ¢ napameTpamun /recalc, /etalon, /etalonxml HeobxoamMMo ykasaTb 4O-
noNHWUTENbHble aTpubyTbl. CBeaeHus 06 MCMONb30BaHUM YTWUIUTBI C yKa3aHHbIMU
napameTpamu (dopmaT 3anycka C onMcaHMeM npuMeHseMblx atpubyToB) BbIBOASTCA
npu 3anycke yTWiuTbl C NapaMeTpoMm 6e3 aTpmbyToB. lNpeaycMOTpeHbl cneaytowme
aTpubyThHI:

ATpnbyTbIi OnucaxHue

f <umna o6bekTa> BbINONHUTL KOMaHAY Ans 3aA4aHHoro garina

Cc <uMfA 06bekTa> | BbiNnoNHUTL KOMaHAy Ana 3a4aHHOro KaTanora

k <umna obbekTa> | BbiNoAHUTbL KOMaHAY ANs 3aAaHHOMO KJtova peecTpa

Vv <MMfAl 06bekTa> | BbiNonMHWUTL KOMaHAY ANS 3alaHHOro napameTpa peecTpa

a <uMmsa obbekTa>  BbinonHUTL KOMaHAy Ansa Bcex ¢annosB B 3ajlaHHOM KaTtasiore

r <ums ob6bekTa>  BbINONHMTL KOMaHAYy ANs BCEX NapaMeTpoB B 3aflaHHOM Kiloye pe-
ecTpa

w <uMms o6bekTa> | lIcnonb3yeTcs Npu pacyeTe KOHTPOSIbHbBIX CYMM Ans 32-paspsaHbliX
ncronHseMbix dainos, NnpeaHasHaYeHHbIX 4715 UCMOSIb30BaHNs B 64-
pa3psaHbix OC (He ncnonb3yeTcs Ansa napamertpa /recalc)

MpumMmepbl KOMaHA:

‘SnIcheckadTool.exe /recalc f snicheckapi.dll ‘

BbinonHsAeTca nepepacyeT 3TasloHHOro 3HayYeHus danna snicheckapi.dll.

‘SnIcheckadTool.exe /recalc a c:\ ‘

BbinonHAeTCA nepepacyeT 3TasloHHbIX 3Ha4YeHn Bcex annos B KOPHEBOM KaTtasnore
oncka C: n nx coxpaHeHue B JI6 KLU-3IC. MNepepacyeT BbINOAHAETCA AN 3Tano-
HOB, paccuuTaHHbIX No anropmutmy CRC7.

‘SnIcheckadTool.exe /etalonxml c C:\admin

BbiNo/HSETCA 3anuCb HOBbIX 3TaNIOHHbIX 3HAYEHMW YKasaHHOro Kartasora admin B
xml-cann c aTanoHamu auctpmbytnea Secret Net Studio.
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CpeACTBa ana nogcucrtem noJiIHOMO4YHOIro m
ANCKPEeLuUNOHHOrIo ynpaBsiieHnsA 4OCTYynom

YTunuta SnMCUtil.exe

Ytunuta SnMCUtil.exe npegHasHayeHa ans popMMpoBaHUsS CNncKa NyTen K KaTtano-
raMm nepeHanpaefieHUs B peXuMe KOHTPOJISi MOTOKOB M yMNpaBfieHUs npasaMu MNosib-
3oBaTensa. OHa npefocTaBnseT cnefyrlme BO3MOXHOCTU:

e [poOBepKa 3aJaHHbIX NMyTel C aBTOMAaTUYECKUM CO3[4aHWEM AOMONHUTENbHbIX Ka-
Tanoros AN PasfnYHbIX KaTeropyin KoHduAeHUManbHOCTM (B ciyyae OTCyT-
CTBUS TaKMX KaTanoroB Yy 3aflaHHbIX NyTen);

e paobaBneHue B CMMCOK HOBbIX NyTel (co3paHue NpaBua NepeHanpasieHns);
e yJaneHuwe nyTen us cnucka (yaaneHue npasBui NepeHanpasieHns);
e ynpas/iieHWe YPOBHEM AO0MyCKa W NpuBUAErnaMn nonb3osBaTens.

[JaHHaa yTunamTa HaxoAUTCS Ha YCTaHOBOYHOM KoMnakT-gumcke Secret Net Studio B
katanore \Tools\SecurityCode\SnMCULtil\. B 3aBucumoctn ot paspsgHoctn OC — B
noakatanorax Win32 un x64.

3anycK yTUAUTbI MOXET BbINOJIHATLCA B CEaHCe NOMb30BaTesNsl UM B KOHTEKCTE Cu-
CTEMHOI y4deTHOM 3anucu (Hanpumep, MnaHupoBwmnkoM 3agady OC Windows, nmbo
Yyepes rpynnoBbie NOANTUKK). B ceaHce nonb3oBaTenst OCHOBHblE PYHKUMN YTUANTDI
OOCTYNHbI Npun cobnogeHnn Tex xe ycnoBun, Kakue Tpebytotcs ansg paboTtbl € npo-
rpaMMol HaCTPOMKM MOACUCTEMbI MOSTHOMOYHOIO yrpaB/ieHUs 4OCTYMNOM:

J nonb3oBaTe/lb BXOAUT B JIOKAJIbHYIO rpynny agMUMHUCTPATOpPOB;

e 0Sb30BaTeNi0 Ha3HayeH HauBbICWIMIA YPOBEHb A0OMyCKa K KOHMUAEHLUMANbLHON
nHdbopmauum;

e roNb30BaTesNio NpeaocTaBfieHa nNpusuierns "YnpaBneHne KaTeropusMm KoHdu-
AeHuuanbHocTn";

[ MEXaHMU3M NOJIHOMOYHOIo ynpasieHna AOCTYNOM BKJTHOYEH,
[ PEXNM KOHTPOIA MOTOKOB OTKJTHOYEH.

BHumanue! |-|pl/l 3anycke B KOHTEKCTE CUCTEMHOM yquHon 3anueu HeobxoauMbIM yCcnoBuem AsndeTca
TONbKO BKITHOYEHHOE COCTOAHME MEXaHN3Ma NOJTHOMOYHOIO ynpaBneHUa 40CTYMNOM.

YTunuTta BbINOSHAET AENCTBUS B pexunme KOMaHZAHOM CTPOKM OT MMEHWU TeKyLlero
nonb3osatens. CTpoka KoMaHAbl UMeeT Cﬂe,CI,YIOIJ.l,VIﬁ d)OpMaT:

SnMCUtil.exe -<komaHgma> -<napameTp> [<apryMenHT>]

OnuncaHne KoMaHg v napaMeTpoB NpeacrtaBieHO B Cﬂe,D,erLLl,e17I Tabnuue.

KomaHpabl MapameTtpbl OnucaHune

-? - MonyyeHune ceegeHn 06 NCNONBb30BAHUN YTUNNTbI

-redir -list OT06paxeHne UMeLWNXcs NyTen nepeHanpasneHns
-add <nyTb k [ob6aBneHne HOBOro NyTU nepeHanpasnieHns. MyTu
katanory> [-apply ANs nepeHanpasfieHuns A06aBAsOTCS N0 O4HOMY.
<nyTb>] CTpoka MOXeT coaepaTb Kak MOJHbIA NyTb, O4HO-

3HAYHO onpeaensLWni AaHHbIN KaTanor, Tak un
wabnoH (4actb NyTH), NO3BOASAKOLWMNIA ONpeaennTb
NOAMHOXECTBO MNyTel K KaTanoram. MoaMHOXECTBO
nyTen AOHKHO HaunHaTbca cumBosioM "\", a nyTb K
KaTanory ykasbiBaeTtcs 6e3 cumBona "\" B KOHUeE.
Ecnu B kaTanorun nepeHanpasneHus He TpebyeTcs
KonuposaTb dalbl U3 NCXOAHOIo KaTanora — Ao-
6aBbTe B KOHLE MyTK CUMBOSIbI "\**",

Ecnu B kaTanorn nepeHanpasneHus He TpebyeTcs
KOMMpoBaTb NOAKAaTanornm NCXOAHOro Katanora —
nobaBbTe B KOHUE NYTU CUMBONbI "\*".
[ononHutenbHbIM aprymeHT: -apply <nyTb> — Bbl-
NoOJSIHUTbL NPOBepKYy M 06paboTKy Ans HOBOro NyTH
nepeHanpasneHus. MNapamMeTp <nyTb> NO3BONSET
Cy3uTb 06/1aCTb NPOBEPKN A0 OTAENBHOIO J1I0KasbHO-
ro amcka (Hanpumep, C:\) nnm katanora (C:\Users)
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KoMaHpab! MapameTtpbl OnucaHue
-del <nyTb Kk Ynanenue nyTn nepeHanpasneHns us cnmcka. Nytm
KaTtanory> A5 nepeHanpasfieHns yaansTcs no oAgHOMY
-check <nyTb Kk MpoBepka nMeLWnXca nyTen nepeHanpasieHns n
KaTtanory> CO3aHune OTCYTCTBYHOLINX KaTanoros n ¢anaos
-user -get <nmsa OTobpaxeHne TekyLlero ypoBHsa AOMycKa v NpuBu-
nonb3soBartens> neruv nons3osaTens. Ecan nma nonb3osartens
ANvHHee 20 CMMBOJIOB, €ro HY>XXHO YKa3blBaTb B
dopmare: "long_user_name@domain"
-set <umsa M3MeHeHne ypoBHS AOMYyCKa W NPUBUAErNA NOSIb30-
nosib3oBartens> BaTens.

[-level <ypoBeHb
ponycka>] [-privs
<Habop
npuBunernin>]

MpumMmepbl KOMaHA:

[ononHuTensHbI aprymenT: -level <yposeHb A0-

nycka> — HOBbI YPOBEHb AOMNYyCKa nosb3oBaTens.

Yuncno ypoBHeEN 3aBUCUT OT HAaCTPOMKK cUCTeMbI. o

YMONYaHUIO 3a4aH0 3 YPOBHS:

e 0 - HekOHdUAEHUMANBHO;

e 1 - KOHUAEHUMANLHO;

e 2 - CTPOro KoHdMAEHUNANbHO.

[JOnoNHUTENbHbBIW apryMeHT: -privs <Habop npusu-

nerni> — HoBble NpUBUAErMM Nonb3oBaTens. Moxer

NPUHUMaTb 3HAYEHNS:

e 3HAuyeHue He 33aHO — OTMEHWUTb BCE MMeloLLmecs
npuBMIErMK Nosib3oBaTens;

e ConfManage - ynpaBneHue KaTeropnsMm KoHdu-
AeHUManbHOCTK;

e ConfOutput - BbIBOA KOHbMAEHUMANBbHON MHGDOP-
mMaumm;

e ConfPrint - neyaTb KOHbMAEHUMANBHON MHDOP-
mMaumm

SnMCUtil.exe -redir -add
"\appdata\local\roaming\microsoft product"

BbinonHsetca pobasBnexHue

npasuna

nepeHanpaeneHuss ans wabnoHa nyTn

"\appdata\local\roaming\microsoft product" 6e3 co3gaHus cammx KaTanoros nepe-

HanpasJieHn4a.

SnMCUtil.exe -redir -add
"\appdata\local\roaming\microsoft product" -apply

wabnoHa

BbinonHsieTcs pobaBneHvMe npaBwuia nepeHanpasfieHns  ans nyTu
"\appdata\local\roaming\microsoft product”, 3atem BbINnONHSETCA MOWUCK Ha BCEX
NOKasnbHbIX ANCKaX KaTasioroB, COOTBETCTBYOLWMX LWAGMOHY, N CO3A4AOTCS HYXXHble
KaTanorn nepeHanpasneHus.

‘SnMCUtil.exe -redir -check c:\ ‘

BbinonHsaeTcs nouck Ha aucke C: yxe 3aflaHHbIX NyTel nepeHanpaBieHus 1 cosaa-
I0TCS HeAoCTatoWMe KaTanorn nepeHanpaBneHus.

‘SnMCUtil.exe -user —get Petrov ‘

BbinonHsieTca otobpa)keHne TeKyLlero ypoBHS AOMNycka M NpUBUIErniA nonb3oBare-
nsa Petrov.

SnMCUtil.exe -user -set Petrov -level 2 -privs
ConfManage ConfOutput

BbinonHsAeTCa Ha3HayeHWe YpoBHSA Aonycka "CcTporo KoHdwuaeHumanbHo", a Takxe
npegocTtaBneHne npusBuaernin "YnpasneHue KaTeropusaMm KoHduaeHumanbHoCcTn" m
"BbiBOA KOHMDMAEHUNANBHO MHGOopMaumn" nonb3oBaTento Petrov.

YTunuta SnSesslLevel.exe

YTnnuta SnSesslLevel.exe npegHasHayeHa AN OTOOpaXKeHMs TeKyLLero YpoOBHS
KOHMMAEHUMANBHOCTM Ceccum nosnb3oBaTens. Ecnn Bo3BpalaeTca 3HayeHume "-1" —
PEXUM KOHTPOJISt MOTOKOB OTKJ/THOYEH.
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JaHHaa yTunamTa HaxoAMUTCS Ha YCTaHOBOYHOM KoMnakT-gmcke Secret Net Studio B
katanore \Tools\SecurityCode\SnSessionLevel\.

Ymunuta SnSessLevel.exe BbIMOMHSAET ASNCTBUSA B pPEXMME KOMAHAHOMN CTPOKU OT
WUMEHM TEKYLLEro nofib3oBaTens. 3anyck yTUAUTbl OCYLLECTBASETCA 6e3 NapaMeTpoB.

YTunura SetSecAttrib.exe

Ytunuta SetSecAttrib.exe npepnHasHaueHa Ana ynpasneHus napaMmeTpamu MosHo-
MOYHOIO U ANCKPELIMOHHOIo AOCTYyrna KaTanaoros u dannos.

YTunuta pa3MellaeTcsa B KaTanore yctaHoBKku kimneHTa Secret Net Studio, no ymon-
yaHumio — C:\Program Files\Secret Net Studio\Client. Ee 3anyck ocyliecrTsnseTcs
TOSIbKO M3 3TOrO KaTanora.

anaBneHMe napamMeTpamMu NOJIHOMO4YHOro AocCTyna

Ona n3mMeHeHns napaMeTpoB MOSIHOMOYHOrO AOCTyNa Kartasaora uan ganna nosnb3o-
BaTenb Ao/keH obnagate npuBuaerven "YnpasneHue KaTeropusmMum KOHduAeHuMm-
anbHoctn". Npu ee OTCYTCTBMM MOMb30BaTeNlb MOXET TO/IbKO MOBbIWATbL KaTeropuu
Ansa $annos, HO He Bbllle CBOEro YPOBHS AOMYCKa, YPOBHA KOHMUAEHUMaNIbHOCTU
Cceccum nosib3oBaTens U KaTeropus KOHOUAeHUManbLHOCTM KaTanora.

YTunuta BbINOSHAET AENCTBUSA B pexunme KOMaHZAHOM CTPOKM OT MMEHWU TeKyLllero
nons3osatens. CTpoka KOMaHAbl UMeeT CJ'Ie,CI,WOIJ.l,VIVI (bOpMaT:

SetSecAttrib.exe <MMsa pecypca> [-1 <kaTeropms>]
[-f <bnmar>] [-r <TMn pexkypcun>]

OnncaHne KoMaHa NpeAcTaB/ieHo B cneaytoLlein Tabnuue.

KomaHpabl OnucaHue

-? Mony4yeHne ceepeHUi 06 MCNOAb30BAHWUW YTUANUTDI
<WMna pecypca> | YkKasaHwe NOSIHOro NyTu K danny unm Katanory, KOTopoMy rnpuceau-
BaeTCsa KaTeropus KOHMPUAEHUMANbHOCTM U dnarn HacneaoBaHns
-| <kaTteropusa> MpucsoeHne kaTeropmm KOHOUAEHUNANBLHOCTN pecypcy.
Yuncno KaTeropuin 3aBUCUT OT HACTPOMKM CUCTEMBI.
Mo yMonuaHuio 3aaaHo 3 KaTeropun KOHPUAEHUMANbHOCTU:
e 0 - HekoHdMAEHUMANBHO;
e 1 - KOHdUAEHUNANBHO;
e 2 - CTPOro KOH®UAEHUMANLHO
-f <cdnar> YcraHoBka dnaroB HacnegosaHus. TONbKO ANS KaTanoros.
MapameTp <dnar> MOXET NPUHNUMATb 3HAYEHUS:
e (narun He 3agaHbl — yaanuTb Bce dnaru HacneaoBaHus;
e IF - ycTtaHoBUTb nar "HacnenosaTtb ans gannos";
e IS - ycTtaHoBWUTb nar "HacnenoBaTb AN KaTanoros".

-r <TvMn BbinosiHeHWe KoMaHA 1 Ansi AoYepHUX 06bEeKTOB KaTasnora.
pexkypcun> MapameTp <TUn peKypcuMm> MOXET MPUHUMaTb 3HAYEHUA:
e F - obpaboTka ykasaHHOro katanora u ¢alnioB B HEM;
e S - 0obpaboTka ykasaHHOro KaTtasora 1 nogkatanoros 6e3 coaep-
XKaLMXCS B HUX annos;
e SF - obpaboTka ykasaHHOro katasaora, noAkaTanoros u Bcex damn-
NI0B B HUX

MpumMmepbl KOMaHA:

‘ SetSecAttrib.exe C:\folder\file.txt ‘

BbinonHsieTca oTobpaxeHne TeKywmx napameTpos gocrtyna ganna file.txt.

| SetSecAttrib.exe C:\folder\file.txt -1 1 |

BbinonHsieTca npmuceBoeHme kateropun "KoHduaeHumnanbHo" daniny file.txt.

‘SetSecAttrib.exe C:\folder -f IF IS ‘

BbinonHsieTca yctaHoBKka ¢naroB HacnenosaHusa ansa katanora C:\folder. B pe3synb-
TaTe kaTeropus KoHbOUAEHUMANbHOCTN KaTanora byaeT B fasbHelLWeM aBToMaTnye-
CKW MpucBaMBaTbCs BCEM CO3A4aBaeMbIM B HEM noaKkaTtanoram u dannam.
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SetSecAttrib.exe C:\folder -1 2 -f IS -r SF ‘

MNMpumep ucnonb3oBaHus pekypcuun. Katanory C:\folder, Bcem ero ¢arinam, nogka-
Tanoram u ¢ainaMm B HUX npucBamBaeTcs Kateropus "CTporo KoHduaeHuuanbHo".
Takxe Ang 3TOro Kartanora M BCeX ero MoAKaTanoroB YycCTaHaBnumBaeTcsa dnar
HacnenoBaHus, Tpebyownii aBTOMaTMYeCcKoro NMpMCBOEHUS KaTeropum KoHbwuaeH-
LManbHOCTM KaTasnora BCEM CO34aBaeMbIM B HMUX MoAKaTasnoram.

YnpaBneHue napameTpaMu AMCKPELIMOHHOrO AOCTyna

Ona n3MeHeHMs napaMeTpoB AUCKPELUMOHHOrO A0CTyNa pecypcoB MoJfib30BaTeNb
AoskeH obnagate NpuBunerven "YnpasneHue npaBamMun A0CTyna" nnm paspeLlleHuem
Ha yrnpasJsieHne npasamu AoCTyna AaHHOro pecypca.

YTunuta BbINOSHAET AENCTBUSA B pexunme KOMaHZAHOM CTPOKMN OT MMEHWU TEKYLLEro

rnonb3osatens. CTpoka KoOMaHAbl UMeeT CHEAYIOLLLMVI CbOpMaT:

[-r <Tumn pexypcun>]

SetSecAttrib.exe <Umsi pecypca> [-<kxomanma> <6yok
napamMeTpoB 1>;<6iok napaMeTpoB 2>;.<6jio0k napamMeTpoB N>]

OnucaHne KOMaHA4 U NapaMeTpoB NpeacTaBeHo B C)'Ie,CI,YIOLLI,EI‘/JI Tabnuue.

KomaHpbl MapameTpbl
-? -

<Umsa -
pecypca>

-s <nosb3oBaTesb
Wnv rpynna>:<tun
npasuna>(<suabl
pocryna>)

-sa <noJsib3oBaTesNb
wnu rpynna>:<tun
ayauta>(<Buabl
apocryna>)

Secret Net Studio
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OnucaxHue

MonyyeHune cBeAeHnn 06 MCrnonb3oBaHUKN YTUNUTDI

YKasaHue nosiHoro nyTun K ganny unm Katanory, Ko-
TOpPOMY HasHa4valTCcs Npasa AOCTyna v npasuna
ayauTa

YcTaHOBKa HOBbIX MpaB AOCTyna A/1S pecypca B3aMeH
nMmetowmxcs. MNMpu 3ToM HacneaoBaHWe npas J4OCTyna
1 MpaBun ayauTa oTkoYaeTcs. Tekylime npasuna
ayAuTa MOSTHOCTbIO COXPaHAITCS.

MpaBa pocryna 3agatoTcs 6710KOM M3 3 MapaMeTpoB.
MOXHO yKa3sblBaTb HECKOJSIbKO Takux 6510K0B, oTAeNss
OAMH OT Apyroro cumsosiom ";".

MapameTp <nofb3oBaTeslb UKW rpynna> — UAEHTU-
dumkaTop 6e3zonacHocTn yyeTHoM 3anucn (SID) nnbo
NoJIHOE UMS MOoMb30BaTENS WK FPYNMbl.

MapameTp <TWN NpaBuaa> — MOXHO yKa3aTb TOSIbKO
OAHO 3HayeHue: "+" paspeweHune nnun "-" 3anper.
MapameTp <BuAbl 4OCTYyNa> — nepeyveHb paspeluae-
MbIX WX 3anpellaemMbix onepauunii. Habop 3HaveHui:
e R - yTeHue;

o W - 3anuce;

e X — UcCnosHeHwue;

e D - ynaneHwe;

e P - ynpaBneHwe npasamu gocTyna

YcTaHOBKa HOBbIX MpaBwi ayauTa Ana pecypca B3a-
MeH uMmetowmxcs. Mpu 3ToM HacnegoBaHve Npasun
ayauTa u npas AOCTyna oTKyaeTcs. Tekylme npa-
Ba AOCTYyrna MOSHOCTbIO COXPAHSAIOTCS.

MpaBuna ayauTa 3agatoTcs 6710KOM M3 3 NnapaMeTpos.
MO>HO yKa3blBaTb HECKOJIbKO Takmnx 610K0B, oTaenss
OAMH OT Apyroro cumsosiom ";".

MapameTp <nonb3osartenb uau rpynna> — SID nubo
NonHoe UM Nosib3oBaTtens Un rpynnol.

MapameTp <Tun ayauTa> — MOXHO YKasaTb O4HO Wau
oba 3HauyeHuns: "+" ycnex, "-" oTkas (uam "+-").
MapameTp <BWAbl AOCTYNa> — MnepeyeHb onepauni,
noanexawmx ayamTy. Habop 3HavyeHun aHanorndeH
npvBeAeHHOMY Bbille A5 KOMaHAbl -S.
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KoMaHpab! MapameTtpbl

-g <noJsib3oBaTesb
uwnm
rpynna>:(<suabl
pocryna>)

-d <nonb3oBaTtesb
wnun
rpynna>:(<Buabl
pocryna>)

-a <nonb3oBaTesb
Wnu rpynna>:<tun
ayauta>(<Buabl
pocryna>)

-C -

-r <TUN pekypcun>

MpuMepbl KOMaHA:

© KOMMNAHWA "KOJ BE3OMACHOCTN"

OnucaxHue

[obaBneHune paspeLueHnin K AeACTBYIOWMM NpaBam
Aoctyna. Npw 3TOM HacnefoBaHWe npas A0CTyNa u
npasun ayauTa oTKIOHaeTcs. Tekylwue npasuna
ayauTa MOSTHOCTbI0 COXPaHAKTCS.

Pa3pelueHuns 3agatoTcs 6710KOM U3 2 napaMeTpos.
MOXHO yKa3sblBaTb HECKOJIbKO Takux 6510K0B, oTAeNss
OAWH OT Apyroro cmMmeosiom ";".

MapameTp <nosnb3oBatenb Uau rpynna> — SID nubo
nosIHoe UMS Nnosb3oBaTens Wiau rpynnel.

MapameTp <BWAbI 4OCTYyNa> — MepeyYeHb paspeluae-
MbIX ornepauuii. Habop 3HavyeHuit aHanornyeH npmee-
AEHHOMY Bblle A9 KOMaHAbl -S.

[obaBneHne 3anpeToB K AENCTBYHOLWMM NpaBaM A0-
ctyna. Npw 3ToM HacnefoBaHWe npas AOCTyna v npa-
BWN ayauTa OTK/IOYaeTcs. Tekylme npasuia ayaita
MOMHOCTBIO COXPAHATCS.

3anpeTbl 3agatoTcs 610KOM U3 2 napameTpoB. MOXHO
YyKa3blBaTb HECKOJIbKO Takux 6710K0B, 0TAENSs OAMH
oT Apyroro cumsosiom ";".

MapameTp <nonb3oBartenb uau rpynna> — SID nubo
NonHOe UMS Nosib3oBaTesNst UK rpynnbl.

MNapameTp <BWAbl 4OCTYNa> — MnepeyeHb 3anpeLlae-
MbIX onepauuii. Habop 3HavyeHuit aHanornyeH npmee-
[EHHOMY BblIlLe A1 KOMaHAb! -S.

[JobasneHne npasun ayamTta K AENCTBYIOLMM NpaBu-

nam. Mpu 3TOM HacnegoBaHWe NpaBwi ayavTa U npas

AOCTyna oTKo4vaeTcs. Tekylme npasa A4OCTyna nos-

HOCTbIO COXPaHSAITCS.

MNpasuna ayauTa 3apatoTcs 6710KOM M3 3 napaMeTpos.

MOXHO yKa3sblBaTb HECKOJSIbKO Takux 6/10K0B, oTAeNss

OAMH OT Apyroro cumsosiom ";".

MapameTp <nonb3oBartenb uav rpynna> — SID nubo

NnosIHOE UMS Mosib30BaTeNs Wian rpynnel.

MapameTp <Tun ayauTa> — MOXHO YKasaTb OAHO Wan

ob6a 3HayeHuns: "+" ycnex, "-" oTkas (uam "+-").

MapameTp <BWAbI 4OCTYyNa> — nepeyeHb onepauuii,

noanexatumx ayanTy. Habop 3HaueHuii aHanormyeH

npuBeAEHHOMY Bbile A1 KOMaHAbI -S.

BkntoueHne Ans 3a4aHHOro pecypca pexuma Hacne-

AOBaHWs Npas AOCTyna W NpasBua ayauTa OT Bbille-

cTosilero katanora. Tekywme npas A4ocTyna u

npasuna ayauTta yaansioTcs.

BbINonHEHWE KOMaHA 1 ANs JOYEPHUX 06BbEKTOB Ka-

Tanora.

MapameTp <TUN peKypcuMu> MOXET NpUHUMaTb 3Ha-

yeHus:

e F - 0bpaboTka ykasaHHOro katasnora v ainos B
HeM;

e S - obpaboTka ykasaHHOro KaTtasora u nogkaraso-
roe 6e3 cogepxalumxcsi B HUX haiinos;

e SF - o6paboTka ykasaHHOro kaTtanora, noaKaTano-
roB u Bcex ainoB B HUX

YcTaHOBKa HOBbIX NpaB AOCTyNna U npasun ayauTa:

SetSecAttrib.exe C:\folder\file.txt -s S-1-1-0:- (WD) ;
BUILTIN\AgMuumucTpaTops: + (RWXDP)

BbinonHseTcs ycTaHOBKa HOBbIX MpaB goctyna ansa danna file.txt B3ameH umero-
LMXCSA U OTKIIOYEHNE pexuMa HacnenoBaHus (ecnm oH 6bin BkkoYeH). lMNMonb3oBa-
Tento ¢ SID S-1-1-0 3anpewatotcs onepauum "3anuch" mn "ypanenme". pynne
AZMUMHUCTPATOPbI pa3peLlarnTcs BCce onepauumn. MNpaBunia ayamta He MEeHSOTCS.
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SetSecAttrib.exe C:\folder -sa DOMAIN\Ivanov:+- (RWX) ‘

BbinonHseTCa yCcTaHOBKA HOBbIX MpaBwua ayauTa ansa kartasnora folder B3ameH umero-
LUMXCA W OTK/IIOUEHUE pexuMa HacnenoBaHus (ecnv oH 6bin BkAo4YeH). [na AoMeH-
Horo nonb3oBatens DOMAIN\Ivanov 6yayT permcrpmpoBaTbCs BCE YCMELWHble U
HeyCrnewHble NOoMbITKM BbINOSIHEHUSA onepauni "uteHue", "3anuce" n "BbinonHeHne".
lMpaBa foCTyna He MeHATCA.

SetSecAttrib.exe C:\folder\file.txt -s S-1-1-0:+ (RWXD)
—-sa S-1-1-0:- (RWXD)

MprMMep MCNONb30BaHUS KOMaHA YCTaHOBKW MpaB AOCTyna W npaBwi ayauTa B OA-
HOW KOMaHAHOW CTPOKe.

M3MeHeHMe NpaB AOCTyNa ¥ NpaBu ayauTa:

SetSecAttrib.exe C:\folder —-g DOMAIN\Ivanov: (P) ‘

BbinonHsieTca nobasneHne paspelleHnin K AeACTBYIOWNMM NpaBaM AOCTyna Ans Ka-
Tanora folder n oTkn4YeHne pexunMa HacneaoBaHusa (ecim oH 6bin BKAOYeH). [o-
MeHHoMy nosb3oBaTento DOMAIN\Ivanov Tenepb pas3pelaeTcs ynpasasiTb NpaBamMu
AO0CTyna Ans AaHHOro katasnora. lNpaBmna ayauTta He MEHSTCS.

SetSecAttrib.exe C:\folder\file.txt -d S-1-1-0: (WD) |

BoinonHseTca nobaBneHne 3anpeTtoB K AENCTBYHOWWMM npasam goctyna gnsa darna
file.txt n oTkntoueHne pexmma HacnegoBaHus (ecnn oH 6bin BkAtoYeH). Monb3oBa-
Tento ¢ SID S-1-1-0 Tenepb 3anpewatoTca onepaumun "3anucek" n "yaanexHme". MNpa-
BMIA ayamTa He MEHSITCS.

SetSecAttrib.exe C:\folder -a DOMAIN\Ivanov:+- (X) ‘

BbinonHsaeTca pobaBneHne npasun ayanta K AeNCTBYIOWMM NpaBuiam Ans Katasaora
folder n oTknouyeHne pexunma HacnenoBaHus (ecnm oH 6bin BKAOYEH). [Ana AOMeEH-
Horo nonb3oBatens DOMAIN\Ivanov Tenepb 6yayT perMcTtpmpoBaTbCsi BCe ycCreLl-
Hble M HeycCnelwHble MOMbITKWU 3anycka B KaTtasore ucnosHsaembix ¢annos. lNpasa
OOCTYyMna He MEeHSIoTCS.

BxnioyeHue HacneaoBaHUA:

SetSecAttrib.exe C:\folder -c

BbinonHseTca BkntoueHne ans kartanora folder pexuma HacnenoBaHusi NpasB AOCTY-
na v nNpaeBwa ayauTa OT BbILECTOSALWEro katanora. Tekylme npaBa AOCTyna u npa-
BWNa ayauTa yaansioTcs.

[ononHuTesnbHble NPpUMEpPbI:

SetSecAttrib.exe C:\folder —-g DOMAIN\Ivanov: (P) -r S ‘

Mpumep ncnonb3oBaHus pekypcuun. [nsa katanora folder n Bcex ero nogkartanoros K
AEeNCTBYOWNM NpaBaM gocTyna Aob6aBnaoTCs HOBble pa3peLleHus.

SetSecAttrib.exe C:\folder -1 2 —-f IS —-g S-1-1-0: (RWX)
-r F

MpuMep MCNonb30BaHUA KOMaHA yrnpasfieHWs napamMeTpaMum MosIHOMOYHOro M Auc-
KPEeUNOoHHOro A0CTyna B OAHOW KOMaHAHOM CTPOKe.
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CpencTtBa onsa noacucTeMbl KOHTPONA
YCTPONCTB

Ytunuta SnHwUtil.exe
Ytnnuta SnHwUtil.exe npeaHa3sHayeHa ans paboTbl CO CMUCKOM YCTPOMCTB KOMMbiO-
Tepa u NpefocTaBfsieT cneayroLwme BO3MOXHOCTU:
e yTBepXAaeHne obHapyXeHHbIX U3MEeHeHUN B KOHMUIypaunm yCTponcTs;
e [pOBEpKa U3MEHEHWUI B KOHPUIrypaumm yCTpOMUCTB;
e 3arpys3ka aKTyaslbHOro Crmcka yCcTpOMCTB;
e MOWCK W UCMpaBrieHne HeaeNCTBUTE NbHbIX 3anncei B CNNCcKe YCTPOMCTB;

. yAaneHne 4BHO 3aAaHHbIX MNMapaMeTpoB KOHTPOSA WM MNpaB AO0CTyna B CNUCKe
YCTPOWCTB;

e yJAaneHue n3 Cnmcka yCTPOMCTB, KOTOPble OTCYTCTBYIOT Ha KOMMbIOTEPE;
e  3KCMOPT CUCKa YCTPOUCTB B daiin.

[aHHaa yTunnTa HaxoAUTCS Ha YCTaHOBOYHOM KoMnakT-gumcke Secret Net Studio B
katanore \Tools\SecurityCode\SnHwULtil\. B 3aBucumoctn ot paspsgHoctn OC — B
nogkatanorax Win32 n x64.

Buumanue! [Ing goctyna K cnncky yCTporcTs TpebytoTcs npaBa okanbHoro agMuHucTparopa.

YTUNuTa BbINOMHSAET AENCTBUSA B peXUMe KOMaHAHOW CTPOKU OT MMEHMU TeKyLlero
nonb3osBaTtens. CTpoka KoOMaHAbl UMeEeT cneayowmn dopmar:

‘SnHwUtil.exe -<KOMaHzma>

OnuncaHue KOMaHA NpeacTaBfieHo B creayowen Tabnmue.

KomaHpab! OnucaHune

=? MonyyeHue cBeaeHUi 06 UCMONb30BaAHUN YTUNUTBI

-C YTBepxaeHne KoHdurypaumm obopyaosaHus

-q MpoBepka kKoHbUrypauum obopynosaHus

-S O6HoBNEHME CNUCKa YCTPONCTB

-v Monck n ncnpasneHne HeaelCTBUTENbHbBIX 3amnucelt B crincke
YCTPOICTB

-r YpaneHue aBHbIX HAaCTPOEK ynpaB/ieHus 1 NpaB A0CTyna Afs BCex
YCTPOWMCTB U3 CNuncKa YCTPOMCTB

-d [-g] YaaneHue yCcTpoWCTB, He CYLLEeCTBYIOLWMX Ha KOMMNbIOTEPE, U3 Cnuc-

Ka YCTpOMICTB
-f [<UmMsa daina>] DKCNOPT NIOKaNbHOM NOIUTUKK YCTPONCTB B dann
-e [<Umsa ¢aitna>] DKCNopT NokanbHOM 6a3bl YCTPOUCTB B (haiin
-p [<WmMsa daina>] OKCNopT NokanbHOM 6a3bl NPUHTEPOB B hain
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I'Ipoq e BCromMmorartesibHblie cpeancTBa

YTunurta SnetPol.exe

YTunuta SnetPol.exe npeaHasHauyeHa Ana 3KCNopTa M MMNopTa napameTpoB Secret
Net Studio addekTnBHON (pe3ynbTUpylowen) MNOAUTUKM Ha KOMMbloTepe. DKC-
NOPT/VUMMNOPT BbIMOSHAETCS C MUCMOSb30BaHMEM dainoB-wabnoHOB rpynmnoBbIX MO-
nnTKK, bopMaT KOTOpbIX COOTBETCTBYET dainam ceegeHnit OC Windows (*.inf).

[aHHaa yTunmTa Haxo4UTCS Ha YCTaHOBOYHOM KoMnakT-gmcke Secret Net Studio B
katanore \Tools\SecurityCode\SnetPol\. B 3aBucumoctn ot paspsgHocth OC — B
nogkatanorax Win32 n x64.

Buumanue! [Ing goctyna k napameTpam nonntuky TpebytoTcs npasa NokanbHoro agMUHUCTpaTopa.

YTUNuTa BbINOMHSAET AENCTBUSA B peXUMe KOMaHAHOW CTPOKU OT MMEHM TeKyLlero
nonb3osBaTtens. CTpoka KoMaHAbl UMeeT cneayowmn dopmar:

‘SnetPol.exe -<KOMaHIza>

OnuncaHue KOMaHA NpeacTaBfieHo B creayowen Tabnumue.

KomaHpab! OnucaHune
-h Mony4yeHne ceBeaeHnn 06 UCNONL30BAHUM YTUNUTDI
-i <umsa daitna> MMNopT HacTpoek NonuTukn u3 garna-wabnoHa

-e <ums cdainna> DKCMOPT HaCcTpoeK NOAUTUKM B dann-wabnoH n B xml-dannbl 610-
KOB MOJIUTUKM

-X <KOMMOHEHT 3arpy3ka u3 xml-ganna HacTpoek NOANTUKN AN YKA3aHHOMO KOM-
3aWnTbI> <UMA NOHeHTa 3alWmTbl B 3 deKTUBHYIO NoNnTMKy 6e3onacHoctn Secret
cdhanna> Net Studio. lns KOMMOHEHTOB 3aLLMTbl UCMOJIb3YETCS Crieayrowmne

0603HayveHus: AV - aHTuBupyc, NIPS — obHapyxeHne n npeaoTspa-
LeHue BTopxxeHun, UDP — o6HoBneHne koMnoHeHToB, SOFTPSPT -
nacnopt MO

NMpumep koMaHAbI:

‘SnetPol.exe —x AV "c:\AV.xml" ‘

BbInonHAETCS 3arpy3ka HacTPOeK MOMUTMKK AN aHTUBMpYca us daina AV.xml.

‘ SnetPol.exe -i "c:\test.inf" ‘

BbINOMHAETCA MMMNOPT HAaCTPOEK NoAUTUKKM M3 daiina test.inf.

dannbl trace_on.reg u trace_off.reg

@arinbl trace_on.reg u trace_off.reg npegHasHauyeHbl ANs U3MEHEHUS 3HaYeHU na-
paMeTpoB CUCTEMHOIO peecTpa, OnpeaensitolWmnx BKIIOUYEHNE U OTKIOYEHNE Tpaccu-
poBkW. TpaccupoBka — cepBuCHas GyHkuma ans cbopa wmHpopmaumm o paboTte
Secret Net Studio.

[aHHble dannbl HaxoasaTCs Ha YCTAaHOBOYHOM KOMNakT-gucke Secret Net Studio B
katanore \Tools\SecurityCode\Trace\.

BHumanue! [Mpu BKNIOYEHHON TPACCUPOBKE OCYLLECTBNSETCS 3annchb CryXeOHbIX JaHHbIX O (YHKLMO-
HWPOBaHUM MPOrpaMMHbIX Mogynen. OTU OaHHble HeOBXOAMMbI ANt AMArHOCTUKA BO3HUKHOBEHWS
COOMHBIX MK OWINOOYHbIX cuTyaumit. CBefeHUs 0 HEOBXOAUMBIX LENCTBUSX MPEeJOCTaBMNSOTCA Npu
0OpalLieHnn B OTAEN TEXHUYECKON NofAepKkv komnaHum "Koa besonacHocTu'".

He pekoMeHayeTcsi BkOYaTb QYHKLUMIO TpaccmpoBkm 6e3 ocobor Heob6xoamMocTu.
B wrtaTtHOM pexume akcnnyaTaumm Secret Net Studio gaHHas dyHKUMA A0MKHA
6bITb OTKIOYEHA, YTO6bI HE CO3A4aBaTb JINLLHIOW HAarpy3Ky A/ KOMMbloTepa.

BHumanue! [Ins BHECEHUS N3MEHEHMIA B CUCTEMHBIA peecTp TPebytoTes npaBa JIOKanbHOro agMUHM-
cTpatopa.

YT06bl BKAOUUTL UM OTKIOUNTL TPACCUPOBKY, 3anyCTUTE peAakTop peecTtpa U UM-
nopTupymTte coaepxumoe carina trace_on.reg unu trace_off.reg cOOTBETCTBEHHO.
Nnn Bocnonb3ymTecb OAHOMMEHHbIMK dalnamMm *.cmd M3 3Toro xe Karasora.
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BHumaHue! [Ins KOpPPEKTHOTO (hYHKLIMOHMPOBAHIS TPaCcCUPOBKI HEOBX0AMMO NepesarpyauTb KOMMbH-
Tep.

YTunuta SnFCULtIil.exe
Ytunuta SnFCUtil.exe npeaHa3HadyeHa AN HAaCTPOWMKM NMOACUCTEMbI yNpaBieHUs [0-
CTynoMm K annam n katanoram.

JaHHas yTunuTa HaxoAUTCA Ha yCTaHOBOYHOM KOMNakT-gucke Secret Net Studio B
katanore \Tools\SecurityCode\SnFCULtil\. B 3aBucumoctn ot paspsgHoctmn OC — B
nogkatanorax Win32 n x64.

YTunuta coaepXuT OAHY KOMaHAy W BbIMOJSHAET OencTeusa B pexunme KOMaHAHOM
CTPOKWU OT MUMEHU TEKYLLENO Nosnb30BaTend.

MpumMmep koMaHAbI:

‘SnFCUtil.exe -base -fix

BocctaHoBeHWe conocTaBieHNs C IOrMYeCcKMMM TOMaMK oKasbHbIX 6a3 pecypcos.

CitrixConfig

®ann CitrixConfig.cmd npeaHasHayveH AN HaCTPOWKWM npouecca noarotosku 6aso-
Boro obpasa ans cucrembl Citrix PvD. OH HaxoguTCcs Ha yCTaHOBOYHOM KOMMaKT-
ancke Secret Net Studio B katanore \Tools\SecurityCode\CitrixConfig\.

SnetApi
JaHHoe paclmnpeHne HaxoAuTCs Ha YCTaHOBOYHOM KoMnakT-aucke Secret Net Stu-
dio B kaTtanore \Tools\SecurityCode\SnetApi\.
MoapobHble cBeaeHMst 06 MCNONbL30BaHUM 3TON BMBNMOTEKN NMPeaoCTaBNATCA MpwU
obpalleHnn B cryxby TEXHUYECKON NOoAAEPKKM KOMMNAHUN-NOCTaBLUMKa.

Secret Net Studio 21

CBefieHUs1 0 BCMOMoOraTesibHbIX YTUANTaX U ¢ainsiax HaCTPOKKu



