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© Komnanusa "Kopg besonacHoctn", 2018. Bce npaBa 3aliMLUEHbl.
Bce aBTOpckUMe npaBa Ha 3KCMyaTaUuMOHHYI0 IOKYMEHTALMIO 3alLULLEHbI.

DTOT AOKYMEHT BXOAMT B KOMIMJIEKT MOCTABKU M3aenvs. Ha Hero pacnpocTpaHsaoTCs BCE YCI0BUS
JIMLEH3NOHHOr0 cornaweHns. bes cneunanbHOro NMUCbMEHHOrO paspelleHnss KoMnaHuu "Kog
BesonacHoCTM" 3TOT AOKYMEHT WU/IM €ro YacTb B MEUYaTHOM UM 3NEKTPOHHOM BUAE HE MOTYT 6bITb
NoABEPrHyTbl KOMMPOBaHMIO 1 Nepeaaye TPETbUM IMLLAM C KOMMEPYECKO LIeNbHO.

NHdopMaums, cogepxaliascs B 3TOM AOKYMEHTE, MOXET OblTb M3MeHeHa pa3paboTumkom 6e3
cneunarbHOro yBeaomsieHnsa, 4to He ABNAEeTCA HapyleHUuem 06a3aTeNnbCTB MO OTHOLWEHUD K
MoJsib30BaTesto Co CTOPOHbI KoMnaHum "Kog beszonacHoctun".

MouTtoBbIli agpec: (115127, Poccusa, MockBa, a/a 66
000 "Kop BesonacHoctn"

TenedoH: |8 495 982-30-20
E-mail: |info@securitycode.ru

Web: |http://www.securitycode.ru
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Cnucok cokpawieHnmn

AD Active Directory

FAT File Allocation Table

IEEE Institute of Electrical and Electronics Engineers
LFN Long File Name

MMC Microsoft Management Console
NTFS New Technology File System
PCMCIA Personal Computer Memory Card International Association
PIN Personal Identification Number

PKI Public Key Infrastructure

RPC Remote Procedure Call

RTF Rich Text Format

TCP Transmission Control Protocol

usB Universal Serial Bus

APM ABTOMaTM3MpOBaHHOe paboyee MecTo
BA Bba3za gaHHbIX

3nc 3aMKHyTas NporpaMMHas cpeaa

KU KOHTpOb LLenocTHOCTH

nefq JNlokanbHas 6a3a AaHHbIX

MAa Moaenb AaHHbIX

ocC OnepaunoHHasa cuctema

NAK MporpamMMHO-annapaTHbIii KOMMIeKC
no MporpamMmHoe obecneuyeHne

usn LleHTpanbHas 6a3a AaHHbIX
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BBeaeHue

YcnoBHbIle
0003HaYeHus

oO>p

[JaHHOe pyKOBOACTBO MpeAHa3Ha4yeHoO Ans aAMUHUCTpPATopoB u3aenusa "CpeacTtBo
3awnTbl MHbopmauum Secret Net Studio" RU.88338853.501400.001 (pmanee —
Secret Net Studio, cucrema 3awmThl, nsgenme). B HeM cogepxxaTca cBeaeHus, Heob-
XoanMble aAMUHUCTpaTopaM And HaCTpOVIKM 1 ynpaBsieHnda MeXaHU3MaMU 3allnThbl,
KOTOpble OTHOCATCA K rpynne CeTeBon 3alnThbl:

e  MEXCETEBOM 3KpaH;

° aBTOpn3aunsd ceTeBblX COG,CI,VIHGHVIVI.

Mepea n3yyeHnem AaHHOro pyKoBOACTBa HEO6X0AMMO O3HAKOMUTBLCS C AOKYMEHTaMM
1], [3].

B pykoBoAcTBe A/1 BblAENEHUS HEKOTOPbIX 3J/IEMEHTOB TEKCTa WMCMOJb3yeTCcsa psf
YC/IOBHbIX 0603HauYeHui.

BHYTpeHHUe CCblnku 06bI4HO coaepXXaT yKasaHme Ha HoOMep CTpaHulbl C HY>XHbIMU
CBEAEHUNAMN.

BakHasa n gononHuTenbHas nHdopmaumsa opopmneHa B Buae npumedaHumin. CreneHb
BaX>XHOCTW coAepXaLmnXcs B HUX CBeAeHM I 0TobpaxkatoT MUKTOrpaMMbl Ha MOsX.

e Tak ob0o3HauaeTcs AOMONHUTENbHAs MHMOPMAaLIMA, KOTOpasi MOXET CoAepXaTb
npuMepbl, CCbISIKU Ha ApPYrve AOKYMEHTbI UK ApYrUe YacTu 3TOro pyKoBOACTBA.

e Takoh NMMKTOrpaMMoKn BblAeNseTcs BaxkHas MHbopMaumsa, KOTopyo Heobxoanmo
NPUHSATb BO BHUMAHMeE.

e 3STa NMKTOrpamMMa ConpoBoXAaeT MHMOPMaLINIO NpeaoCTeperatolLero XxapakTepa.

WUcknroueHms. MpumeyaHnst MOTYT He COMPOBOXAATLCA MUKTOTpaMMaMi. A Ha MonsiX, NOMUMO MUKTO-
rpamMm npuMeyaHuit, MoryT BbITb NPUBELEHBI U APYIUe rpadiuyeckne aNemMeHTbI, Hanpumep, U30BpaxeHus
KHOMOK, AIEACTBMS C KOTOPLIMM YNIOMSHYTbI B TEKCTE PaCroNOXEHHOro psiAoM ab3aua.

,Elpyme CalT B MHTepHeTe. Bbl MOXEeTe NOCeTUTb caliT koMnaHuu "Koa besonacHoctn"

UCTOYHUKM (https://www.securitycode.ru/) nam ces3atbca C NpeACTaBUTENSIMA KOMMaHUW Mo

MH(bOpMaLWIM 3/1EKTPOHHOM nouyTe (support@securitycode.ru).
Yueb6Hble Kypcbl. OCBOMTb anmnapaTHble U MporpaMMHble NpoayKTbl kKoMnaHuu "Koa
Be3onacHOCTM" MOXHO B aBTOPM30BaHHbIX y4YebHbiX LeHTpax. lNepeveHb yuyebHbIX
LeHTpOB M  ycnoBuss  obyyeHMs npeacTaBfieHbl Ha  CallTe  KOMMaHuwu
https://www.securitycode.ru/company/education/training- courses/. CBs3aTbCa C
npeactaBuTeNIeM KOMMaHWUM MO BOMpoOCaM opraHm3auum oby4yeHUS MOXHO Mo
3N1eKTpoHHOM nouyTe (education@securitycode.ru).

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 5

Hacrpownka v akcnnyatauus. CeTeBas 3awmTa


https://www.securitycode.ru/
mailto:support@securitycode.ru
https://www.securitycode.ru/company/education/training-courses/
https://www.securitycode.ru/company/education/training-courses/
mailto:education@securitycode.ru

© KOMMAHMA "KOA BE3OMACHOCTN"

[[maBa 1
Oowume cBegeHUs

B coctaB ceTeBoM 3awmThl Secret Net Studio BxoasaT cneayowne noagCUCTEMbI
® MeXCeTeBOW 3KpaH;
L MeXaHW3M aBTOpu3aLlunmn CeETEBbIX Coe,EI,VIHeHI/II‘/'I.

MexceTteBomn aKpaH

MexceTeBol 3KpaH npefHa3sHadeH A8 3aWuTbl CEpBepoB M paboumx CTaHUUM
JIOKaNbHOM CETU OT HECAHKLIMOHMPOBAHHOIO AOCTYMNa 1 pasrpaHUyYeHns ceTeBoro Aoc-
Tyna B UHPOPMALIMOHHbIX CMCTEMAX.

MexaHu3M 3awmnTbl obecneumBaeT GuUIbTpaUMIO CeTeBOro Tpaduka Ha CETeBOM,
TPaHCMOPTHOM W MPUKIAAHOM YPOBHAX. OunbTpaumsa Tpaduka OCyLLeCcTBASAETCS Ha
OCHOBE (hOpPMMPYEMbIX 4S5 MPUNIOXKEHWIA NPaBUII.

MeXceTeBoi 3KpaH BbIMOMHAET criefytolmne QyHKUMN:

DYyHKUMA OnucaHue

dunbTpaumnsa| [ns dunbTpaumm ceTeBoro Tpadrka NCnonb3yoTcs cneumanbHble Npasnna,

cereBoro obnagarolume WMPOKNM AManaszoHoM HacTpoek. CeTeBble COEANHEHNA MOXXHO

Tpadmka orpaHnuMBaThb Ha CNeayoLWMX YPOBHSAX:

* onb3oBaTenu;

® KOMMbIOTEPHI;

* pynnbl NOfb30BaTeNen (KOMMNbIOTEPOB);

® napameTpbl COeANHEHUA — CNy>xxebHble N NPUKIaAHbIE MPOTOKOSbI,
NopTbl, CETEBbIE NHTEPPENCHI, MPUTOXKEHNS, AHN HELeNn, BPEMS CYTOK

Pexxum Mpu BKIOYEHHOM pexnMe 06ydYeHUs pa3peLLaeTcsl BeCb CETEBON Tpaduk.
obyueHus [nsa Kaxa0ro naketa NpoBepseTCs Hanuuue npaemna gunbrpaumm (npasuna
C peakuuein "no ymonyaHuo" He npoBepstoTcsa). Ecnv npaBuna HeT, oHO
AobaBnsieTcs Kak paspeluaroLlee Ans KaXxAaoro ns npunoxeHunin. O4HOTUMHbIE
npasusia 3aMeHsTCst OAHMM NPaBUIOM, BKIIHOYalOLWMM B cebs Bce
obbeanHEeHHble

MexaHu3m aBTOpM3alnn ceTeBbIX coeauHeHUn

B Secret Net Studio peannsoBaH MexaHM3M 3alMTbl CETEBOr0 B3aMMOAENCTBUS
MeXay aBTOpM30BaHHbIMW aboHeHTaMu. [laHHbIK MexaHu3M 6asupyeTca Ha
OTKpbITbIX CTaHAapTax NpOTOKONIOB ceMelcTBa IPsec n obecneunBaet 6e30nacHOCTb
obMeHa AaHHbIMK.

MexaHu3M aBTopu3aunM aboHEeHTOB OcHoBaH Ha npoTokone Kerberos. [daHHbIN
MpOTOKON HEYYBCTBUTENEH K MNOMbITKaM nepexsaTa Naposnei u atakam tuna "Man in
the Middle". C nomoLLbto 3TOro MexaHM3Ma yaA0CTOBEPSOTCS HE TOMTbKO Cy6beKTbl A0C-
Tyna, HO W 3awuuiaemMble 06beKkTbl. ITO NpeaoTBpallaeT HeCaHKLMOHMPOBaHHYIO
nogMeHy (MMMTaAUMIO) 3aliMLAEMON WHMOPMAUMOHHON CUCTEMbI C  Lesbto
OCYLLLECTB/IEHMS HEKOTOPbIX BUAOB aTak.
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MexaHu3M aBTOpM3aunmn ceTeBblX coeamn HEHWI BbIMONHAET ciepyouwine CDYH KUnn.

DyHKUMA OnucaHue

ABTOopusauma | [lobaBnsieT cneymanbHyo ciyxebHyto MHdopMaLmio ANns CETEBbIX
ceTeBbIX NnakeToB, YAO0BETBOPSIOLMX NpaBuiaM, Nofy4YeHHbIM C cepBepa
coeAnHeHun ynpaBneHusa u asTopusaumm. OCyLLECTBNSET aHaNN3 crieymasnbHOM
cnyxebHol MHhopMaUnm BXoAALWMX MAKETOB M Nepeaavy nHbopmaunm B
MoAY/1b MEXCETEBOIO 3KpaHMPOBaHUS A/ OCYLLEeCTBeHUS hunbTpauum
no npasuiam

KoHTponb Mo3BoMSIET KOHTPONNPOBATL ayTEHTUYHOCTb, LI€TOCTHOCTb U
HEN3MEHHOCTM | KOH(pUAEHUNaNbHOCTb NepeaaBaeMblX AaHHbIX
nepefaBaeMbixX
ceTeBbIX
nakeTos

WndpoBaHne | ObecneumsaeT KpunTorpadnyecKyo 3almMTy CETEBOro Tpaduka
Tpadmka
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[maBa 2

MexceTteBou 3KpaH

HacTtpolika mMexceTeBOro skpaHa OCYLLEeCTBMSETCH LEHTPanu30BaHHO B MporpamMme
ynpasneHus. OHa BbIMOJIHAETCA Ha YpoBHe 06bekToB "KoMnbloTep" no oTAeNbHOCTU
ON151 KaXKA0ro U3 3aluMLLaeMblX KOMMbOTEPOB.

MpumeyaHue. B coctas Secret Net Studio Takxe BXogUT KOMMOHEHT "fokanbHbIi LeHTp ynpasnexus". C
MOMOLLbIO JaHHOTO KOMMNOHEHTA MOXHO TOMBKO MOCMOTPETL HACTPOKM MEXaHW3Ma MEXCETEBOr0 aKpaHa
HEenocpeACTBEHHO Ha 3aLLMLLaEeMOM KOMMbIOTEpE.

Mocne ycraHoBkM Secret Net Studio Ha 3awwnLlaeMOM KOMMbIOTEPE NepBOHaYanbHas
HaCTpoWKa MexCeTeBoro sKpaHa pa3speLuaeT NpoxXoXAeHMe BCero ceTesBoro Tpaduka.

[N HaCTPOMKUN MEeXKCETEBOro 3KpaHa:

1.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa

Bbi30oBUTE NporpamMmy ynpasneHus Secret Net Studio.
Ha sakpaHe nosiBUTCA OCHOBHOE OKHO MpOrpamMmbl.

(@) computer-2.TWinfo.local : Secret Net Studic - LiewTp ynpasnesma - O X

(ﬂ) . [ 2[B r computer2TWinfolocal | 4

H = & oppaypaoy  opyoypato B D ® Ounerp e sazan « M= £ P
_ COCTORHME | HACTPORKM | VMHOOPMALVA NLEH3VIA
- -
a ter-2 TWinfolocal .

@ fompuiere Hinlofoe J computer-2 TWinfolocal

E—l snlsp.twinfo.local

% QYHKUMOHANbHBINA KOHTPOb

A
:’JGn OBILEE  NIMLIEH3KA

Brnonirs OK

= computer-2.TWinfo local

DyHKuMoHanbHb Bnokuposxa

KOHTpONE QyHKUMOHaNBHEI KOHTPONE NPORAEH yENewHo

Moaxnouer: computer-2.TWinfolocal Oxrio cobermii (@) | G B e

CoBeT. [Ins npocmoTpa 3HayeHWd napameTpoB MEXCETEBOTrO 3KpaHa HEMOCPEeACTBEHHO Ha
3alnLaeMom KOMNbOTEPe BbI30BUTE NporpaMmy “flokanbHbli LEHTP ynpaBnexus"”, nepengurte Ha
Bknagky "Hactpoiiku” v B pasaene "Monutuku" BbibepuTe anemeHT "MexceTeBoil akpaH". B nokans-
HOM PeXMME yNpaBeHNs peAakTMPOBaHWE NapamMeTPOB HEAOCTYIHO.

OTtkpoiiTe npeacrasneHune "KomnbloTepbl", B 1EBOM YacTM 9KpaHa B cnmcke obbek-
TOB yMpaBfieHNs HANANTE HYXHbI KOMMbIOTEP, BbI30BUTE AJ11 HEFO KOHTEKCTHOE
MEHI0 N aKTUBUPYNTE B HEM KoMaHAay "Ceoncrea”.

B npaBoﬁ 4acCTu 3KpaHa NoABUTCA VIHd)OpMaLWIﬂ 0 COCTOAHMKN KOMNblOTEPA.

MepenanTte Ha BKnaaky "HacTpoihiku" m HaxmuTe nNpyu Heob6XOOMMOCTU KHOMKY
"3arpy3mTb HacTtponkn", 3atem B pasgene "MonuTtukun" Bbibepute 3neMeHT
"MexceTeBol skpaH".

Hacrpownka v akcnnyatauus. CeTeBas 3awmTa
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B npaBoii yacTtn akpaHa nosiBuTcsa 06nacTb HAaCTPOMKKN BblGpaHHbIX MapamMeTpoB.

555 3almTa ceTeBbIX MOAKNHOUEHUN

MexceTeBOW 3KkpaH

Mpasnna pocryna

MpaBuna, pernaMesTHpyroLmMe AGCTYN K ceTeskim cepevcam (TCP/IP vd) paHHOro koMneroTepa.

Brn Cybnexr CeTeBoii cepeuC Tun goctyna I ¥a, i agpec n

o i everyone Secret Net Studio : DNS-zanpoc Pazpewex Wcxogawee

o everyone Secret Net Studio  DHCP-otser Pazpewen Brogawee

o everyone Secret Net Studio  DHCP-sanpoc Paspewen WcxoaAwee * =
v everyone Secret Net Studio  NetBIOS (cnyxGa nmer) Paspewes Broaswee * *
v everyone Secret Net Studio  MNetBIOS (cnyx6a aararpamm)  Paspewen Broaswee * *
v everyone Secret Net Studio  DNS-zanpoc Paspewes Wexopawee * *
v everyone Secret Net Studio  DHCP-oteer Pazpewes Bxopawee : *
v everyone Secret Net Studio  DHCP-3anpoc Pazpewex WMexopawee * :
v everyone Secret Net Studio  NetBIOS [cnyx6a umen) Pazpewen Bxoaawes * *

4. HacTtponTe HyXHble napaMeTpbl U AnS COXPAHEHUS HOBbIX 3HAYEHUIN HaXMuTe
KHonKy "lMpuMeHnTL" BHM3Y BKNaaku "Hacrtporku".

MNMopsapok o6paboTkn ceTeBbIX NaKeToB

Mopsinok o6paboTkn naketoB B Secret Net Studio 3aBUCUT OT HanpaBeHUS CETEBOIo

Tpaduka.

e Bxopgsuwme nakeTbl — nepBoHa4YasbHO BbIMOMHSAETCSA NpoBepka Ha COOTBETCTBME
HaCcTpolKaM CceTeBbIX MPOTOKOJI0B, 3aTeM — HA COOTBETCTBME CUCTEMHbIM NpaBun-
nam, a 3aTeM, ecnv NakeT NponyLieH, — Ha COOTBETCTBME NpaBuiam AocTyna.

e UNcxopgawme nakeTbl — CHavana BbINOSHAETCA NpOBEpKa Ha COOTBETCTBME NpaBu-
naM Aocrtyna, 3ateéM — Ha COOTBETCTBME CUCTEMHbLIM MpaBuiaM, a 3aTteMm, ecsun
NakeT nponyuweH, — Ha COOTBETCTBUE HaCTpOVlKaM CETEBbIX MPOTOKOJ10B.

Mo ymonuaHuio npasmia gocryna Kk obbektam obpabaTtbiBaloTca B Nopsiake UX co3ga-
HUSA N pacnonioxeHus B Tabnuue npasun. HanebiclnM npuoputeTom obnagaroT npa-
BWA, PACNOIOXKEHHbIE B HaYabHbIX CTpokax Tabnuubl (cM. cTp.10).

Mpy COBMAgEHUWM XapaKTEpUCTUK CETEBOro MakeTa C ero onuvcaHuWeM B npasune
BbIMOSIHAETCS 3a/laHHOe AeicTBue. Ecnm focTyn 3anpelleH, AanbHenlas nposepka
rnaketTa Ha COOTBETCTBME OCTaBLUMMCS MpaBuiaM He BbiMonHsAeTca. Ecam goctyn
paspeLlleH, BbIMOMHAETCA AanbHeLas npoBepka nakeTa. MNakeTbl ceTeBoro Tpadbuka,
He nornasLuue Noa AeNCTBME HU OHOMO M3 MPaBUJl, MPOMyCKaloTCs.

MpumeyaHue. CnyxebHble npasuna, nponyckarwlme ceTeBoi Tpaduk, Heobxoaumblit ans paboThl
Secret Net Studio, npumeHsitOTCS faxe ecnv npeablayLLMe YypOBHW NPOBEPOK 3a0oKMpoBani naker.

Mopsaok 06paboTKN MAaKeTOB A1 MPUKNAAHbBIX MPaBuUIl:

e CHauvana BbiNonHseTca obpaboTka NakeToB, COOTBETCTBYIOWAas 06paboTke BXxoas-
wero Tpaduka;

° nocne npeobpasoBaHns AaHHbIX B ornepauuu Hajg obwuMM nankamm M UMeHo-
BaHHbIMW KaHa/aMW BbIMO/MHAETCA MNpOBEPKAa Ha COOTBETCTBME NpPUKIagHbIM
npasunam;

L4 nocne BblNONTHEHUSA onepau,m7| Haa O6LL|,VIMVI nankamMmm m MMeHOBaHHbIMN KaHa-
JlaMn 1 nocneaytollero npeobpasoBaHnsl OTBETA B UCXOAsLLIME MaKeTbl BbIMNOS-
HseTca 06paboTka, COOTBETCTBYHOLLAsi MpoOBepPKe ncxoasiuero Tpaduka.

Ecnn onepaunun Hag 0o6WMMM nankaMm M MMEHOBAHHbIMMU KaHanaMn BblMONHSAOTCS
HENoCpeaACTBEHHO 3allMLLlaEMbIM KOMMbOTEPOM, MPOBEPKa Ha COOTBETCTBUE NMpUKNIaa-
HbIM NpaBn1laM HE BbIMOJTHAETCA.

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa 9
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YnpaBneHvue npuopuTeToM NpaBuna

Mo yMon4aHuio npasuiia goctyna K obbekTaMm 06pa6aTb| BalOTCA B NopsaaKe nx cosga-
HUA N pacnonoXeHnsa B Tabnmue npasui. HamebIiCLLUM NPUOPUTETOM obnapatot npa-
BWUa, paCcnoioXXeHHbIE B Ha4aJIbHbIX CTPOKaX Tabnmubl.

CpegactBa Secret Net Studio no3BoNSIOT N3MeHATb NpuopuTeT 06paboTkm Npasul.

Ana ynpaBseHUs NnpMopuTeTOM NpaBuna:

1. BbibepuTe B CMCKE NpaBusIo, MPUOPUTET KOTOPOro TpebyeTcst U3MEHUTD.

®® 2. MN3MeHuTE NpMopuUTET NpaBmia C MOMOLL b KHoMok "BHu3" n "Beepx".

Yn paBlieHue npasunamMmm oocrtyna

Mpaeuna goctyna perynnpyroT 4OCTYN ayTeHTUMOULMPOBAHHbIX M @HOHUMHbIX NONb30-
BaTesen K CETEBbIM CEpPBMCaM 3alMLLAEeMOro KoMnbtoTepa. [JaHHble npaBuaa nMewT
6onee BbICOKMI NPUOPUTET, YEM NpUKIaaHble npasuia (cM. cTp.21).

BHumaHue!

A

¢ [lo ymonuyaHuto npaBumna LOCTyna NPUMEHSITCS ANs BCEX CETEBbIX MHTEPENCOB KOMMbIOTEPA.
*  [lp1 M3MEHEHUN NPaBMUIT HOBbIE HACTPOWKM BCTYNAOT B CUiY B TeYEHUE 4—6 MUHYT nocre coXxpaHeHus

N3MEHEHWN.

Ans ynpaBneHua npasuiamu:

1. B ob6nactn HacTpoliku MapaMeTpoB MEXCETEBOro 3KpaHa nepenanTte K pasgeny
"MpaBuna gocryna".

Mpaewnna pocryna

MpaBuna, pernaMmeHTUpYIoWNE A0CTYN K ceTeBbiM cepeucan (TCP/IP v4) aaHHoro koMneroTepa.

Brn Cybnexr Cetesoi cepenc Tun gocryna H: W appec r
v everyone Secret Net Studio DNS-3anpoc Pazpewes Wexopnues 3
R everyone Secret Net Studio DHCP-oteeT Pazpewen Bxopauee 1
R everyone Secret Net Studio DHCP-3anpoc Pazpewen Wexopnues 1
o everyone Secret Net Studio NetBIOS (cnysba ves) Pazpewen Bxopsuwee i
o everyone Secret Net Studio NetBIOS (cnyBa gatarpamm)  Paspewen Bxogawee il
v everyone Secret Net Studio DMS-3anpoc Paspewen Nexopauee 1
v everyone Secret Net Studio DHCP-oteer Paspewen Exopauee 1
v everyone Secret Net Studio DHCP-zanpoc Paspewer Wexopauee 1
~ everyone Secret Net Studio NetBIOS (cryBa mmen) Pazpewen Bxopawee il
~ everyone Secret Net Studio MNetBIOS (cnyBa gatarpamm)  Paspewew Bxopawee i
o everyone Secret Met Studio DHCP-3anpoc Paspewer Wexopauee 1
~ everyone Secret Net Studio NetBIOS (cnyxba mmen) Paspewer Bxopawee i

[ns kaxaoro npasuna B Tabnuue oTobpaXkaloTcs AaHHbIE:

Cronb6eun 3HaueHue
Bkn YnpaeneHune paboToi npasuna:
e OTMETKa OTCyTCTBYyeT — paboTa npasuiia BpEMEHHO
NPUOCTaHOBIEHA;
e OTMETKa YCTaHOBJIEHA — MPaBM10 BK/TIOUYEHO
Cy6bekT MMS yyeTHOM 3anmncm Uam rpynnbl YH4ETHbIX 3anncemn, 415 KOTOpbIX
LenCcTByeT NpaBusio
CeTeBoM HanmeHoBaHMe ceTeBOro cepBuca, A5 KOTOporo AerCcTBYeT NpaBuso
cepBuUC

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa
Hacrpownka v akcnnyatauus. CeTeBas 3awmTa
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Tvn pocryna

Tun gocTyna K 3alMLLIaeMoOMy KOMMbIOTEPY:
e "PazpeweH";
e "3anpeleH"

Hanpasnexnune

HanpaBneHMe Tpad)l/l Ka, ANnsa Kotoporo D,eVICTByeT npasuno

YaaneHHbINn
appec

Nms unn IP-agpec koMnbloTepa, AN9 KOTOPOro AerCTBYET NpaBuo.
CumMBon * (3Be3404Ka) O3HAYAET, YTO NPaBUJIO AENACTBYET AN BCEX
yAaneHHbIX KOMMbIOTEPOB

MpunoxxeHne

MyTb K NpUNOXEHWUIO, AN KOTOPOro AencTByeT npasuno. Cumson *
(3BE3A0YKA) O3HAYaeT, YTO NPaBuIO0 AENCTBYET A5 BCEX MPUIOXKEHNIN

2. BbINnonNHUTE HYXHble AENCTBUSA:
e co3panTe npaBuna (cM. cTp.11);
e M3MeHWTe napameTpbl Npasun (M. cTp.17);
e yaanuTe HeHYyXHble npasuna (cMm. cTp.17);
e onpegenute npuopuTeT Npasus (cM. cTp.10).

3. HaxmMmuTte kHonky "MpuMeHnTh" BHM3Y BKNaakm "Hactponkun".

Co3faHue npasuna gocTtyna

[ng co3paHua npasuna 40CTyna NCNonb3yeTcs cneunasnbHas nporpamMMa-mMacrep.

Coser. [Ins ynpaBneHusi npoLefypoit UCOMb3yNHTe KHOMKM:
* "<Hasap"'—pns Bo3spaTta K npeablayLiemy auanory;

¢ "[anee>"—panga nepexoa Kk creayowemy auanory;

o "OTmeHa" —Aans npekpaLlieHus npoLeaypsbl.

Ansa cozpaHua npasuna gocryna:
1. Haxmute kHonky "[ob6aBuTb".

Ha akpaHe nosiBMTCS NepBbii Agnanor Mactepa co3gaHus npasuna.

7
(B MacTep cosaanua npaenna qoctyna

Tun goctyna

YKaxuTe TUN 4OCTYNa W EbISEpUTE MCNONL3YEMEIA CETEEOR CEPBML.

Joctym: @) Paspewwts

3anpetute

Cetegoii cepemnc
O6HOEWTE

NNTP-cepeep
NTP-cepeep
POP35-cepeep
POP3-cepeep
RDP-cepeep
RPC-cepeep
SMB-cepeep
SMTPS-cepeep
SMTP-cepeep
Telnet-cepeep
WINS-penaukaums

Bce exogawwme (UDP, TCP)

Janee > Otmena

*

2. HacrtporiTe napaMeTpbl N HAXMUTE KHOMNKY "[danee >".

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa
Hacrpownka v akcnnyatauus. CeTeBas 3awmTa
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Mone

3HauyeHue

AocTtyn

BbibepuTe 3HaueHue:

e "PazpewunTb" — ecnu npu cpabartbiBaHUM NpaBuia TpebyeTcs pa3pewmnTb
A0CTYN K 3allMLaeMoMy 06beKTy;

e "3anpetuth" — ecnu npu cpabartbiBaHnn npasuna Tpebyercsa 3anpetnTb
AO0CTYMN K 3amiaeMoMy 06bekTy

CeTeBoM
cepBMUC

BbibepuTe B cnMcke Ha3BaHWe CETEBOro cepBuca A/ TUMOBOW HaCTPOMKM
napaMeTpoB CETEBbLIX MPOTOKO/IOB B CO34aBaeMoM npasune. Ecnu 3tm
napameTpbl NpeanonaraeTcsi HacTpanBaTb BPYYHYHO, BblbepuTe 3HaveHne
"<nycto>"

MpumMeyaHue. B cnivicke ceTEBbIX CEPBUCOB COAEPXATCS CEPBUCHI, 3aJaHHbIE N0 yMON4aHmio. YTo0bI
B CMIMCKE NOSIBUNCL CEPBUCHI, paHee Co3AaHHbIe BPYYHYHO (CM. CTP.33), HaxmuTe KHomnky "OBHOBUTL".

Ha akpaHe

noABUTCA C}'IEE,YIOLU,VII\/II Ananor Mmacrepa.

YkaxcuTe TUN npo

Tun npoTokona:

Hanpaenerue:

MopT HasHaueHn

Mpunosxenue:

(M Macrep cosaarua npasuna aoctyna X

MapameTpsl Npaswia

koToporo Byaet AeficTEOEaTh NpaBEMNo.

TOKONE, HaNPaBAEHWE COSAWHEHWA, YAANSHHLIN NOPT M NPUACKEHWE, AN

TCP, UDP -

® BExogsuse
Wexograwee
D TpeboeaTe SalMLIEHHOE COSAMHEHWE

a " JononuutentHo

i lanee> | CtmeHa

< Hazaa

MoscHeHue. Ecnv Ha NpedblAylleM Lare MacTepa Gbin BbibpaH ceTeBoil CepBuCc, Mons auanora

OynyT HacTpoe

METPOB B MOMAX Avanora HassaHue BbIGpaHHOMO ceTeBoro cepica GyaeT 3aMeHeHo B npasure
KpaTKuUM onucaH1eM 3afaHHbIX napameTpoB. [pyu 3TOM CNUCOK CETEBbIX CEPBICOB U3MEHEH He ByaeT.

Hbl B COOTBETCTBUM CE€ro napameTpamu. B atom cnyyae npu usMeHeHun aaHHbIX napa-

3. 3anonHute

noss gManora n HaxxmuTte KHorky "danee >".

Mone

3HauyeHue

T™vn
nporokona

Bbl6epuTe TN NpOTOKONa, A1 KOTOPOro AeNCTBYET Npasuio

HanpaBneHune| Ykaxute HanpasneHune Tpaduka, AN KOTOPOro AencTeyeT npasusio (no

OTHOLLUEHMIO K 3alLMLLaeMOMy 06 beKTY)

Tpe6oBaTtb

3alyMLLEeHHOe | UCMOb30BaTh 3aLUMLLEHHbIN KaHan nepeaayn AaHHbIX (CM. cTp.39)
coegvHeHue

OTMeTbTe none, ecnu Ans NCXOAsILLEero CETeBOro coeanHeHuns Tpebyercs

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa 1 2
Hacrpownka v akcnnyatauus. CeTeBas 3awmTa
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Mone

3HauyeHue

Mopt
Ha3sHa4yeHus

YKaknte HoMepa nopToB, AS1S KOTOPbIX AEACTBYET NpaBuIo:
* 55 BXOAsLWero Tpadmka yKaxumTe HoMepa nopToB, Ha KOTopble
noctynatoT IP-nakeTbl;
e N5 ucxopsuero Tpaduka ykaxumte HoMepa nopToB, Ha KOTOpble
otnpasnsoTcs IP-nakeTol;
e OCTaBbTe cMMBON * (3Be3aouka), ecnu Tpebyetcs, 4Tobbl NpaBMIo
AefCcTBOBanNo A1 BCEX NOPTOB.
Mpwv BBOAE HECKONBbKMX HOMEPOB NMOPTOB pasaensanTe nx cumeonom ","
(3ansaTas). Ans 3agaHus AManasoHa NopToB UCMOb3ynTe CUMBOIOM
(neduc). HaxmuTe kHonky "JononHutensHO", ecnu TpebyeTcs
HaCTPOUTb NepeyeHb NOPTOB B ANASIOrOBOM peXuMe.

MpunoxxeHune

YKaxute nyTb K UCNONHAeMoMy danny NpuoXKeHns, A1 KOTOporo
AelCTBYEeT NpaBuo:
® yKaXuTe NyTb K MPUNOXEHUIO. [pK yKazaHUM NYTU K MPUSTOXKEHUIO
MOXHO TakXXe MCNOob30BaTb CUCTEMHblE NepeMeHHble Windows;
e OcCTaBbTe cMMBON * (3Be3aouka), ecnu Tpebyetcs, 4Tobbl MpaBMIo
LEeNCTBOBaso A5l BCEX NMPUTOXKEHWUIA.
Co3paHHoe npaBuno 6yaer perynmpoBaTtb ceTeBoM Tpaduk ans
NpuNoXeHuns, paboTatoLwero HenocpeaCTBEHHO Ha 3aLUMLLIAEMOM
KoMnbloTEpE

BHumanme! [ns koppekTHOI paboTbl NpaBuUn JOCTYNa PeKOMEHYeTCs yka3blBaTb NOMHbIA MyTh K
UCNONHAEMOMY (haiiny NPUNOXeHNs.

BHumanme! Mpu ucnonb3oBaHuu napameTpa "TpeboBaTb3alyuiieHHOE COEMHEHNE" CETEBbIE
COEeMHEHMs MO He3alWLEeHHOMY KaHany He yCTaHaBNMBAOTCA (MPU HamM4uMK NULEH3WM Ha Mexa-
HW3M aBTOPU3aLMM CETEBbIX COEANHEHUI).

Ha sakpaHe nosiBuTCs Avanor ans Bblbopa cybbekTa gocTyna.

CyBbext goctyna

npas«yno.

7
(M MacTep cosgaHua npaenna 4ocTyna X

BrifepyTe yUETHYIO 33NMCh MAK FRYNNY, A0CTYN KOTOPOR GyAET KOHTPONMPOEATE CO3AAEAEMOE

CyBrext goctyna: ~ everyone Secret Net Studio - Buibpath

fanee > | Otmena

< Hazag

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa 1 3
Hacrpownka v akcnnyatauus. CeTeBas 3awmTa
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[ns BbIBOpa y4eTHbIX 3anucen B ctaHgapTHoM ans Windows gnanore Haxmute kHomnky "Beibpats”.
[laHHas BO3MOXHOCTb €CTb TOSTbKO MPU HAMM4YMM TMLEH3NN HA WCMOMNb30BAHME MEXaHW3Ma aBTo-
pu3aLmn CEeTEBbIX COEANHEHUN.

4. YKaxuTe nMs y4yeTHOM 3anumcu Uam rpynnbl yY4eTHbIX 3anncen, ans Kkotopon byaet
AeCTBOBaTb NpaBwu/O, U HAXMUTE KHoMKy "Janee >".

Ha akpaHe noasuTca avanor HaCI'pOlL;IKM YBeﬂ,OMJ'IEHMﬁ (0] cpa6aTb| BaHWW NpaBuna.

Hactpoiika yeegomnennid

Mpw HacTynaeHum cobeiTua:
| BrAwuWTh ayauT

3 BYKOBaA CUrHanM3auwva

Brinonxuts KoMaHay

7
(M MacTep cosgaHua npaenna 4ocTyna X

YkaxuTe cnocobsl CTHANKM3ALMKM O CpabaTbiEaHuM NpaBuna.

E NONL30EATEALCKOR CECoMM:

D E-al'l'}-'CT,'ITh C NOBbIWEHHBIMK NpaEaMK

Cucremuoi

< Hazag fanee > | Crmexa

5. YkaxuTte cnocobbl curHanuMsauum o cpabaTbiBaHWUM MNpaBufia, ecin 3TO Heob-
X0AMMO, U HaXkKMnTe KHonky "[danee >".

Mone

3HauyeHue

Bxknountb ayamT

MocTaBbTe OTMETKY, ecnn TpebyeTca hnKCMpoBaTb B XKypHane
cobbiTne, BoO3HUKalLwee npu cpabatbiBaHum npasuna. Ecnu
dunkcmposatb cobbiTne He TpebyeTcs — yaanuTe OTMETKY

3BykoBas
CUrHanusaums

MocTaBbTe OTMETKY, €C/IN Ha 3aluMLLaeMoM KOoMMNbloTepe TpebyeTcst
noaasaTb 3BYKOBOW CUrHas, onoBeLLaloLmin o cpabaTbiBaHum
npaewna. Ecnv nofasate curHan He Tpebyerca — ynanute
OTMETKY

BbINOMHUTDL
KOMaHAay

MocTaBbTe OTMETKY, €C/iM Ha 3alUMLLAeMOM KOMIMbOTepe Npwu
cpabartbiBaHMM NpaBuia TpebyeTcs aBTOMaTUYECKM 3anycKaTb
WCMOJTHSEMbIN (alin. B TeKCTOBOM none, KOTopoe CTaHeT
AOCTYMHbIM NOC/1€ YCTAHOBKM OTMETKM, YKaXUTE MOMHbIA NyTb U
nMs ucnonHsiemoro garna (c napametpom). Hanpumep,
C:\windows\notepad.exe 1.txt

B
NoJ1b30BaTes1bCKOMN
ceccum

Mone gocTtynHo nocne Bblibopa NyHKTa "BbINONHUTL KOMaHAY" .

Bbi6epuTe Nonb30BaTeNbCKYH CECCUIO, B KOTOPO HEOBX0ANMO

BbIMOMHUTb YKa3aHHYIO KOMaHAY:

e CuCTeMHON — BbINOMHUTL KOMaHAy C NpaBaMu CUCTEMbI;

e KOHCOMbHOM — BbINOAHWTbL KOMaHAY OT UMEHU MOSb30BaTeNs B
ero ceccuu;

e Bcex ceccusix nonb3oBaTtens — BbINOIHUTbL KOMaHAY BO BCEX
Nosb30BaTE/IbCKNX CECCUAX

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa 1 4
Hacrpownka v akcnnyatauus. CeTeBas 3awmTa
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Mone

3HauyeHue

3anycruTtb C

npasamMmm

noBbilWUE€HHbIMU npaBaMn NONb30BATENA, AaXeE €CNTU ANA NoNnb30BaTeNna BKAKOYEH

MocTaBbTe OTMETKY, 4YTO6 bl BEINOMHUTL KOMaHA4Yy C NOJTHbIMA

KOHTpOnb y4deTHbIx 3anucen (UAC, User Account Control)

Ha SKpaHe noaBuUTCA agnanor ans HaCTDOVIKVI AOMNOJIHUTENIbHbIX MapaMeTpoB.

YKkaxuTe 40NONHUTENLHEI

Macka dunetpa:

¥aaneHHwid agpec:

NokansHuli agpec:

OTknounTe Npasmno

(®) Macrep cosganmna npasuna goctyna *

,ﬂ,on OAHUTENBHBIE KPUTEDKHK

I:‘ ¥BefoMNATE OTNPAEMTENA O BNOKAPOBKE NaKETa

€ NapameTpsl MPaEWna, TaKMEe KaK apeca Y3N0E W Macka uibTpa.

< Hazag OTtmera

6. YKaxuTe AOMNONHUTENbHbIE NapaMeTpbl MpaBnia u HaxMuTe KHonky "Hanee >".

MNMone

3HauyeHue

Macka
cdbunbTpa

BeeaunTe 3HaueHune, onpeaensollee HeobxoanmMocTb 06paboTku IP-
naketa. Ecnu none 3anonHeHo, npasunaom obpabaTtbiBatoTcs ToNbKo IP-
NaKeTbl, COAEPXXMMOE KOTOPbIX COOTBETCTBYET Macke dunbTtpa. MNone
noaAep>XnBaeT cneayowme cneymanbHble CUMBObI:

e * — n60e KONIMYECTBO CUMBOJIOB;

e ? — OAWH CUMBOS.

Hanpwumep, 3HayeHunio *abcd* 6yaet cootBeTcTBOBaTH 11060M NaKeT, B
Tene KOTOpOro BCTpeyaeTcs nocnegosaTenbHOCTbL abed

YaaneHHbIn
appec

YT106bl 384aTh AONYCTUMBIN HABOP yAaneHHbIX a4pecoB, YKaXUTe nms,
IP-agpec koMnbloTepa, AnanasoH IP-agpecos (Hanpumep,
192.168.0.3-192.168.0.9) wnun noacetb (Hanpumep, 192.168.1.0/24
nwnn 10.10.0.0/255.255.0.0)

JlokanbHbIN

YkaxuTte ums, IP-agpec komnbloTepa, AvanasoH IP-agpecos nnum

aapec noaceTb, YTobbl 3a4aTb A40MYCTUMbIA HAbOp NTOKanbHbIX aApPecoB
OTKNIOUYNTDL YnpasneHune pabotoi npaeuna:
npasvmno e OTMeTKa OTCYTCTBYET — MpPasBuJsI0 BKJTIOYEHO;
e OTMeTKa ycTaHOBNeHa — paboTa npaewiia BpEMEHHO
NpUOCTaHOBMIEHA
Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 5
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Mone 3HauyeHue

YBeaoMnAaTb | YnpasneHne onoBeLleHnsIMN 0 6J0KMPOBKE NAKeTOB B pe3ysibTaTe

ornpaBuTensa | paboTbl 3anpelatoLlero npasmna:

0 6noKNpOBKE| o (oTMETKA OTCYTCTBYET — OTMPABUTESb HE MOSTYYAET YBEAOMIEHUSA O

nakera 610KMpOBKe NakeToB;

e OTMETKA yCTaHOBIeHa — OTMNpaBuTeNb NONy4YaeT yBEAOMIEHUS O
6nokmpoBke nakeToB. B cnyyae cpabatbiBaHns npasunia ans
npotokona TCP 6yayT reHepupoBaTbCcs RST-nakeTbl, 419 BCeX
ocTanbHbIX NpoTokonos (kpome ICMP, AH, ESP) — nakeTtbl ICMP (Tun
Destination Unreachable)

CoBer. OctaBbTe B none "YaaneHHblit agpec” unu "lokanbHblit agpec” cuMBon * (3Be3aouka), ecnm
TpebyeTcs, 4ToObl NpaBKUIIo AECTBOBANO AN1s NobbIX aapecos.
Yka3atb Heckonbko |P-agpecoB, Anana3oHOB afpecoB WM MOACETE MOXHO C MOMOLb0 pa3ge-

nutensa ";" (Touka c 3ansTon).

MpumeyaHue. Mone "YBegomnstb 0TNpaBuTens o 6rokMpoBke nakeTa" 4OCTYNHO 1S U3MEHEHWIT B
npaeunax c TMNom goctyna "3anpetutb" 1 HanpasneHneM Tpaduka "Bxoasiee”.

Ha skpaHe nosiBUTCS Anarnor Anst HACTPOMKM pacnncaHus paboTbl npasuna.

7
(M MacTep cosgaHua npaenna 4ocTyna X

PacnucaHue paboTtel npasuna

Hactpoiite vacw paboTw cosgasasmoro npasuna. [na muoxecTsenHoro smbopa u snifopa
Heckonbkux obnacteid ncnonssyiite knasmwn CTRL u SHIFT.

3agate pacnucaHue

I'Ipasmno: SKTWEHO HE aKTUEHO

< Hazag lotoeo OTtmera

7. HactponTte pacnucaHue paboTbl npasuia, ecin 3To HeObXoAMMO, U HaxMuTe
KHonky "loToBO":
e OTMeTbTe none "3agaTb pacnucaHune". CTaHeT AOCTYMHOW Ans U3MEHEeHUs
Tabnunua, c NOMOLLbIO KOTOPOW HaCTpanBalOTCA NapaMeTpbl pacnncaHus;

e BblAENNTE HaXkaTMeM NIEBON KHOMKWU MbllUMN SSYENKM, COOTBETCTBYIOLLME AHSM
Heaenn n BpeMeHu, B KoTopoe TpebyeTcs paspewunTb (MpaBuao "akTmeHO")
nnn 3anpeTtuTb (NpaBuso "HeakTUBHO") paboTy npaBwuna.

MpumevaHue. Bpemsa paGoTbl NpaBuna onpefenseTcs YacoBbiM NOACOM, YCTAHOBMEHHbIM Ans
3allWLLaeMoro KoMNLIoTEpa.

MpaBnno 6yaet co3aaHo u 0TobpasnTCcst B CNMCKE NpaBul.

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa 1 6
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© KOMMAHMA "KOA BE3OMACHOCTN"

MapaMeTpbl NpaBuia AOCTYNa, YKa3aHHbIE NpKu ero co3aaHum, MoryT 6biTb U3MEHEHbI.

Ana namMeHeHUs NapaMeTpoB nNpasuna:

1. BbibepuTe B TabnuLe NpaBuio AOCTYNa, NapaMeTpbl KOTOPOro HY>XHO U3MEHUTD.

@ 2. HaxmuTe kHonky "PegaktnpoBaTb".

Ha skpaHe nosiBUTCS AMarnor Ans HaCTPOMKM NapaMeTpoB Mpasuia.

7 .
(M CeoiicTea npaeuna goctyna

OBLUWE AONONHWUTENEHO PACMWCAHWE

foctym: @ Paspewwts

3anpetuts

Certegoit cepsnc: | DNS-3anpoc

Hanpasnenve: Wexopgawee
MpoTokon: TCP, UDP

NokansHelid nopn *

YaaneHwit nopt: 53

Mpunosxenue:

CyBuexrt goctyna: = everyone Secret Net Studio

CTKMOYNTE NPaEMNo

D YeepomnaTe OTNP3EMTENR O E-.'ICK..‘PCE-{E MakeTa

Waentudukatop npasuna: A0TA4F02-TDEB-4EC3-B5DF-588EF54CEICA

m OTMEH 2

*

[MapameTpbl NpaBuna, coaepxalwmecs B Ananore, aHanornyHbl TeM, YTO ONMUCaHbI

B NpoLefype co3aaHunsa npasuna.

3. [OnsaynpasneHuns paboTton npasuna:

e ecnu TpebyeTcs MpMOCTaHOBUTL paboTy npasuia — oTMeTbTe nosne "OTKo-

unTb NpaBuo". NMpaBnao ByaeT OTKIIIOUYEHO;

e NS BOCCTaHOBNEHMS paboTocrnocobHOCTU npaBuia — yganute OTMETKY U3
nonsa "OTkNoUYNTb Npasnno”. NMpasuno 6yaeT BKIOYEHO.

4. YKaxXuTe HYXHble 3HaYeHNsA MapaMeTpoB 1 HaXXMUTe KHoMKy "MpuMeHnTs".

& BHumaHme! Mpyn owmboyHom co3fanum npasun, ocyLeCTBASHOLLUX BNIOKMPOBKY CIy€eBHbIX NPOTOKOMOB
(DNS, DHCP 1 T.4.), BO3MOXHa NOTEPS CBSA3M CareHTOM Ha yaaneHHOM KOMNbloTepe. B aToM cnyyae HyxHO
yAanuTbTakue npasuna B nporpaMme ynpaBneHus (CM. HIKE), a 3aTEMHa 3aLL/LLaeMOM KOMMbIOTEPE B KO-
MaH[HOM CTPOKE BbIMOMHUTB CrIEyHOLLYI0 KOMaHAY NOA MMEHEM NMOKaNbHOro agMUHMCTpaTopa:
C:\Program Files\Secret Net Studio\Client\Components\Network Protection\ScAuthModCfg.exe /r

YpaneHve npaBuna goctyna

Ana yapaneHus npasuna gocryna:

1. BbibepuTe npaBuna, KoTopble TpebyeTcs yaanuTb.

CoBerT. [n1s1 BbIGopa HeckombkIX NpaBum ucnonsayinTe knasuwwm <Ctr> u <Shift>. |

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa
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@ 2. HaxmuTte kHOMKy "Yaanutb".
BbibpaHHble npaBunia 6yayT yaaneHbl.

Yn paBrieHne CUCTeMHbIMU NpaBunamMmm

CucrteMHble npaBwuia KOHTPOAMPYIOT COEAUHEHUS C AAaHHbIM KOMMbIOTEPOM MO
npotokonam cemencrea TCP/IP v4. 3Tu npasuna nmeloT 6051ee BbICOKUA NMPUOPUTET,
yeM nNpasBusa AOCTyna K CETEBbIM CEpBMCAM U NMpUKNagHbIe Npasunia.

Ansa ynpaBJieHNA CUCTEMHbIMM NpaBUJ1aMum:

1. B obnactu HacTporikn NnapaMeTpoB MEXCETEBOro 3KpaHa B pa3aerne "lpasuna goc-
Tyna" HaXXMuTe KHOMKY-CCblKy "lNokasaTb cneunanM3npoBaHHble Npasuia goc-
Tyna".

Ha akpaHe nosBmnTCca Tabnuua c nepeyHeM CUCTEMHbIX MpaBuil.

CucTemHbIE NPABNNA KOHTRONWPYIOT COEMMHEHINA C JaHHLIM KOMNBIOTEROM NO NpoTokonam cemelictsa TCP/IP vd. Mimeot Bonee
BbICOKWIA NPUOPHTET, YEN NPAEWUNA AOCTYNA K CEPEWCEM W MPUKNEAHLIE NP3EMAa.

Brn Mpotokon Tun gocryna Y¥naneuHsid agpec

[na KaXkaoro npasuia oTobpa)xatoTcsa cneayowme AaHHbIe.

Cronb6eun 3HaueHue

Bkn YnpasneHue paboToi npasuna:
e OTMeTKa OTCYTCTBYeT — paboTa npaBusia BpeEMEHHO NMPUOCTAHOB/IEHA;
e OTMeTKa YCTAHOB/IEHa — MpPaBMJI0 BKITIOUYEHO

Mpotokon HaumeHoBaHMe nNpoTokona, A5 KOTOPOro AelCTBYET MpaBuio

Tvn Twun gocTyna K 3alMLLIaeMOMy KOMMNbIOTepY:
AocTyna e "PaspelweH";
e "3anpeleH"

YpaneHHbIn | Anpec KOMMbloTepa, ANs KOTOPOro AeACTBYET NpaBuio, Uan cumeon *
appec (3Be3404Ka), ecnv NpaBuIo AEACTBYET AN BCEX YAANEHHbIX
KOMMblOTEPOB

2. BbInonHUTE HYXHble AENCTBUSA:

e co3panTe npasuna (cM. cTp.18);

* 13MeHWTe napameTpbl npasua (M. cTp.20);

e yjanuTe HeHyXHble npasuna (cMm. cTp.17);

e onpegenute npuopuTeT Nnpasun (cM. ctp.10);

® HacCTpouTe pexuMm 3awmnTbl npoTokona ICMP (cMm. cTp.32).
3. HaxmMmuTte kHonky "MpuMeHnTh" BHM3Y BKNaaku "HacTtponkun".

Co3faHne cUCTEeMHOro npasuna

Ana co3paHusa npasuna:

@ 1. Haxmute kHonky "[o6aBnTb".

Ha SKpaHe noaBuTCAa gnanor ana co3gaHunsa CUCTEMHOro npasunia.

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa 1 8
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r
(M Co3paHue cMCTEMHOTO Npaenna *

CucremHoe npasnio

Yka®uTe TN JOCTYNa W ADYTUE MapaMeTPhal.

- MpoTtokon: NroBoit -

Joctyn:

3anpeTuts
Homep npotokana:

Macka duastpa:

YaanenHuid agpec:

Nokanesoid agpec:

Mpaeuno gefcTEyeT Ha BCex aganTepax
Microsoft ISATAP Adapter #2 Peaakmvposate

Intel(R) 825374L Gigabit Network Connection

Braroynte ayamt

CTKNRYUTE NPEEMAD

m OTMEH 2

2. HacrtponTe napaMeTpbl NpaBuia n HaxXMmUTe KHonky "lMpuMeHnTh".

Mone 3HaueHue

Aoctyn BbibepuTe 3HaveHwme:

e "PazpewmnTb" — ecnun npu cpabatbiBaHMKN Npasuna Tpebyetcs
paspewmnTb 4O0CTYN K 3almLLiaeMOMy 06 beKTy;

e "3anpetuTtb" — ecnu npu cpabatbiBaHnK npasuna Tpebyertcs
3anpeTunTb A4OCTYN K 3alunLLiaeMoMy 06 bekTy

MpoTokon BbibepuTe TMN NpoTOKONa, AN KOTOPOro AeVCTBYET NPaBUIO, UN:

e "JTtobon" — ecnu Hy>KHO, YTOO bl NpaBUIO AENCTBOBaNO A4S BCEX
yKa3aHHbIX B CIUCKE TUMOB NPOTOKO/10B;

e "[lpyron"— ecnu Hy>XHbI/ TN NPOTOKONA OTCYTCTBYET B CNucke. B
3TOM CJly4yae CTaHeT AOCTYMHbIM 419 n3MeHeHus none "Homep
npotokona"

Homep Ecnu BbibpaH TMN NpoTOKONa, TO 3HaYeHWe B 3TOM Mosie yCTaHaB/INMBaeTCs
NPOTOKONA | aBTOMaTU4YeCKN U N3MEHUTb €ro Henb3s.

Ecnwn B none "MpoTokon" Bbi6paHo 3HauveHue "Opyroin", ykaxxute HomMep
NpoTOKONa, ANs KOTOPOro AEeNCTBYET NPaBuio

Macka BBeauTe 3HauyeHwne, onpeaensowee HeobxoanmocTtb 06 paboTku IP-
cdbunbTpa naketa. Ecnun none 3anonHeHo, npaesnnom obpabatbiBatoTCs TONbKO IP-
nakeTbl, COAEPXXMUMOe KOTOPbIX COOTBETCTBYET Macke dunbtpa. MNone
noaZepXXuBaeT creayowme cneymanbHble CUMBOSIbI:

e * — no60oe KOIMYECTBO CUMBOJIOB;

e ? — OAWH CUMBOI.

Hanpumep, 3HadyeHuto *abcd* 6yaeT cooTBeTCTBOBaTL N1t060I NaKeT, B
Tene KOTOpOro BCTpeyaeTcs nocseaoBaTenbHoOCTb abed

YpaneHHbI# | YkaxuTe ums, IP-agpec komnbloTepa, AManasoH IP-agpecos (Hanpumep,
appec 192.168.0.3-192.168.0.9) unn noacetb (Hanpumep, 192.168.1.0/24
mnn 10.10.0.0/255.255.0.0), ytobbl 3aaaTtb AONYCTMMbIN Habop
yAaneHHbix agpecos. OcTaBbTe cuMmBon * (3Be3gouka), ecnu Tpebyertcs,
4yTO6 bl MPaBMII0 AENCTBOBANO AN BCEX YAANEHHbIX KOMMbIOTEPOB

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa 1 9
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Mone 3HaueHue

JlokanbHbIN | YkaxuTe ums, IP-agpec koMmnbloTepa, AvanasoH IP-aapecoB namn NoaceTs,
appec yTo6bl 3a4aTb AONYCTUMbIN HABOPp NoKanbHbIX agpecoB. OcTaBbTe CMMBON
* (3Be3gouka), ecnu Tpebyetcs, 4uTob bl NpaBUIoO AENCTBOBaO A5 BCEX
JIOKanbHbIX KOMMbIOTEPOB

MpaBuno YT106bI NPaBMJIO AEMCTBOBANO TOMLKO Ha ONpefeneHHbIX aganTepax,
AENCTBYeT | HaXMuTe KHOMKY "PeaakTnpoBaTh" 1 BbI6EpUTE HYXXHbIE aganTepbl

BknounTtb | YnpasneHue pernctpauunen cobbiTuiA, BOSHMKAOLWMX Npu cpabaTtbiBaHnm
ayamTt AAHHOro npasuna:

e OTMETKa OTCYTCTBYET — perncrpauuns CobbITuin BbIK/TIOYEHA;

e OTMEeTKa yCTaHOBME€Ha — perncrpaums cobbiTuii BKIOYEHa

OTKNOUNTDb | YNpasneHue paboton npasuna:
npasuno e OTMeTKa OTCYTCTBYET — MpPaBu/10 BKITIOYEHO;
e (OTMeTKa yCTaHOB/IeHa — paboTa npaBuia BpEMEHHO NPUOCTAHOB/EHA

HoBoe npasunao oTob6pasmTca B CNMCKE NpaBul.

YnpaBneHue paboTon CUCTEMHbIX NpaBun
lMapamMeTpbl CUCTEMHOrO NpaBua, YKasaHHblIe Npu ero Co34aHnn, MOXXHO U3MEHUTD.

AnAa naMeHeHMa NnapamMeTpoB CUCTEMHOrO NpaBuJa:
1. BbibepuTe B TabnuLe npaBunio, napamMeTpbl KOTOPOro HYXHO U3MEHUTD.

@ 2. HaxmuTe kHonky "PegaktmpoBaTb".
Ha akpaHe nosiBuTCS Amasnor Afsi HaCTporKM NapaMeTpoB Npasuia.

3 -
(M CeoicTEa CMCTEMHOMD NMPaBMAa e

CucremHoe npasw/io

YKka®uTe THN JOCTYNa W ADYTUE MapPaMeTPal.

® Paspewme MpoTtokon: NioBait -

Joctyn:

3anpeTuts
Homep npotokona:

Macka duastpa:

¥YaanenHed agpec:

JNokansHeli agpec:

I'Ipasmno ,\’J,EHCI'BYET TONBKD HA 843NTEPEX U3 CNWCKE:

Microsoft ISATAP Adapter #2

Intel(R) 825374L Gigabit Network Connection

BrnroumTs ayaut

CTkNRYMTE NpaBMNo

Waentudukatop npasvna: BCG1FAD4-BETE-444A-ADBG-086016C3CITF

m OTMEH 2

MapaMeTpbl NpaBuna, coaepxalinecs B AManore, aHanormyHbl TEM, YTO OMMCaHbI
B NpoLeaype co3aaHunsa npaeuna.
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3. [OnsaynpasneHuns paboTtoin npasuna:

e ecn TpebyeTcs NpUOCTaHoOBMTbL paboTy NpaBuia — oTMeTbTe none "OTko-
unTb NpaBuo". NMpaBnao ByaeT OTKIIIOUYEHO;

e NS BOCCTaHOBNEeHMS paboTocrnocobHOCTM npaBuia — yganute OTMETKY U3
nonsa "OTkNoUYNTb Npasmno”. NMpasuno 6yaeT BKIKOYEHO.

4. YKaxXuTe HYXHble 3HaYeHNsA MapaMeTpoB 1 HaXMUTe KHOMKY "MpuMeHuTs".

anaBneHMe npuknagHbiM npasunamMmu

MpuKkagHble NpaBuia PeryanpyroT AOCTYN ayTeHTUMULMPOBAHHbIX U @aHOHUMHbIX
nosib3oBaTesieli K 06 MM nankaMm u MMeHOBaHHbIM KaHasliaM Ha AaHHOM KOMMbIOTEpE.
[aHHble npaBu/ia UMeT MUHUMasbHbIN NPUOPUTET.

Ansa ynpasneHus npaBuiaMu:

1. B obnactu HacTporikm NnapaMeTpoB MEXCETEBOro 3KpaHa B pa3aerne "lMpasuna goc-
Tyna" HaXMuTe KHOMKY-CCbIKy "lMoKa3aTb cneunanM3npoBaHHble Npasuia [oc-
Tyna".

Ha skpaHe noasuTcsa Tabnnua c nepeyHeM NpuKIagHbIX Npasul.

Mpruknaghbie npaBuna pernaMeHTMpYIoT 4oCTyN CySBEKTOE K oBLLMM Nankam 1 Mmenosansbim kasanam (TCP/IP vd) gannoro
komneroTepa. MmeroT MusumansHeiil npuopurer,

Brn Cybnexr Mpuknagnoid cepenc D6bekT gocTyna Tun gocryna ¥paneuHsiii agpec

®

Ansa kaxaoro npaBuna OT06pa)KaPOTCFI AaHHbIE!

Cronb6eun 3HaueHue

Bkn YnpasneHune paboTon npasuna:
e OTMETKa OTCYTCTBYyeT — paboTa npasBuiia BPEMEHHO MPUOCTAHOBNEHA;
e OTMETKa yCTaHOBJIeHa — MpPaBuJ10 BKITHOYEHO

Cy6bekT MIMsi y4ETHOI 3anncu UM rpynnbl yHETHbIX 3aNUCeR, ANS KOTOPbIX
[leiCTBYET NpaBuio

MpuknagHoi | HanmeHoBaHMeE NpUKIaAHOMO CepBUCA:
cepBuc e "Ob6wme nanku";
e "/IMeHOBaHHble KaHanbl"

O6beKkT HanmeHoBaHMe obLwen nankm nnm MMeHOBaHHOro KaHasna, A1 KOTOporo
AocTtyna AeincteyeT npasuno. Cumeon * (3Be3a04ka) 03HaYaeT, YTo NpaBusIo
AelCcTBYeT ANns Bcex 06 beKTOB 3TOro TMna

Tvn pocryna| Tun AOCTyMa K 3alUMLLIAEMOMY KOMMbIOTEPY:
e "PazpeweH";
e "3anpeweH"

YpaneHHbid | ViMa unu IP-agpec koMnbtoTepa, ANl KOTOPOro AeliCTBYET NpaBuio.
appec CumBoOn * (3BE3404Ka) O3HAYaeT, YTO MPaBMIO AENCTBYET AN BCEX
yAaneHHbIX KOMMbOTEPOB

2. BbImonHuTE HYXHble AENCTBUSA:
e co3panTe npaBuna (cM. cTp.22);
* M3MeHWTe napameTpbl Npasua (CM. cTp.26);
e yaanuTe HeHYy>XHble npasmna (cMm. cTp.17);
e onpegenute npuopuTeT npasus (cM. cTp.10).
3. HaxmMmuTte kHonky "MpuMeHnThb" BHM3Y BKNaaku "HacTtponkun".
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Co3pnaHue NpUKNagHoro npasuna

[nsa co3maHvs NpUKNaaHOro MpaBufia MCMoNb3yeTcs creuunanbHas nporpaMma-
macrep.

Ana cospaHusa npaBuna:

@ 1. HaxmwuTe kHonky "[obasutb".
Ha akpaHe nosaBuTCSA Nepeblit Ananor Mactepa co3gaHus npasuna.

7
(B MacTep cosgaHua NpuKnaaHoro npasuna X
Buibop npuknaaHoro cepeunca

BhlaEPHTE I'IpHK.ﬂE,CI,HDﬁ CEpENC, NPAaBKWAND ANA KOTOPOrd Bbl XOTWTE CO3AaTh

Mankw oBuwero goctyna

WMmerHoBaHHble KaHaNbI

lanee » OTmeHa

2. BbibepuTe npuknagHom cepBuc, NpaBmio AN KOTOPOro Bbl XOTUTE CO34aTb, N HaX-
MuTe KHonky "Nanee >":
e "Manku obwero gocryna" — HoBOe nNpaBuio 6yAeT KOHTPOJMPOBaTb AOCTYN
rnosib3oBaTesien K yKasaHHOM ceTeBOM obLLel nanke no npotokony SMB;

e "lIMeHOBaHHbIe KaHasbl" — HOBOE MpaBuao 6yaeT KOHTPONMPOBATb AOCTYM
nosib3oBaTesien K ykazaHHOMY MMEHOBaHHOMY KaHasny no npotokony Named
Pipes.

MpumeyaHue. MpuknagHsle NpaBuna NO3BOMNAOT PasrpaHUYMTL AOCTYN NOMb3OBaTENE K 0BLUM
narnkam co BCEM UX COAePXuMbIM (Hanpumep, \\serverishare). [paHynsipHoe pasrpaHuyeHne goctyna k
nognankam o6Lux nanok (Hanpumep, \\serverishare\folder) He o6ecneunBaetcs.

Ha skpaHe nosiBUTCS Anarnor Ansi HACTPOMKM NapaMeTpoB Mnpasuia.
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P
(M MacTep cosgaHna npuKnagHoro Npaenna X

Tun goctyna

YkaxuTe TUN gocTyna v uMA obwed nank.

@ Paspewmnte
Jocryn:
3anpetuts

Wz obwei nankw: *

< Hazag OTtmera

3. YKaxuTe napaMmeTpbl N HaXMUTe KHonky "[Nanee >".

Mone 3HauyeHue

Aoctyn BbibepuTe 3HauyeHue:

e "PazpewunTb" — ecnu npu cpabartbiBaHMK NpaBuia TpebyeTcs
paspewmnTb AOCTYN K 3apLiaeMoMy 06 bekTy;

e "3anpetuth" — ecnu npu cpabatbiBaHnM npasuna Tpebyetcs
3anpeTunTb AOCTYN K 3alMLLaeMoMy 06 beKTY

Uma o6weit YKaxuTe Ha3BaHMe Nanku Uau KaHana, A5 Kotopori(oro) aencreyet
nankum/ npasuno. OcTtaBbTe cMMBOA * (3BE3404Ka), ecnu npasuno byaer
MMeHOBaHHbIN | AeCTBOBaTb A1 BCEX MaNOK UM MMEHOBAHHbIX KaHaf0B Ha AaHHOM
KaHan KOMMbloTepe

MosicHeHue.

*  VIms obuieit nanku ykasbiBaeTtcs 0e3 MMeHU KOMNbOTEPa, Ha KOTOPOM OHa HaxoauTcs. Hanpumep,
€CNnu1 CeTEBOM NyTb K nanke Ha cepaepe \\server\share, T0 ykaxuTe B none TONbKO ee UMsi: share.

* B umeHn nanku unM kaHama MOryT ObiTb WCMOMb30BaHbl MOACTAHOBOYHbIE CUMBOMbI: ?
(BONpOCUTENBHBIN 3HAK) — ANS 3aMeHbl OAHOTO CMMBONA U * (3Be3404Ka) — ANs 3aMeHbl Hec-
KOIbKMX CMBOIIOB, BKMtouas npoben.

e Ecnm goctyn k obwum nankam 3awmiiaemMoro obbekTa 3anpelleH Ans BCEX Nonb3oBaTenen
(co3maHo 3anpeLyatolLee NpaBmo ANs YY4ETHOM 3anucK everyone, B KOTOPOM B Ka4ecTBe MMEHH
obLyel nanku ykasaH cumMBon * (3Be3gouka)), TO 4ns Toro YToObl NONL30BaTENM UMENU BO3MOX-
HOCTb MpocMaTpuUBaTh CMUCOK OBWMX Manok Ha AaHHOM KOMMbloTepe, HeobXxoauMmo Cco3paTh
paspeLluatoLee npasuno ans obiei narnku IPC$.

Ha skpaHe nosBuTCcs Ananor Ana Bbibopa yUeTHbIX 3anmncen, Ans KOTopbiX AeiCT-
BYET npasuJio.

4. YKaXuTe MM y4eTHOW 3anunucu Uam rpynnbl y4eTHbIX 3anucen, Ans kotopon byaer
[elCTBOBaTb NPaBuIo, N HAXMUTE KHoNKy "[anee >".

CoBert. [Ins BbiGopa y4eTHbIX 3anucelt B cTaHaapTHoM ans Windows auanore HaxMuTe KHOMKY
"Bbibpatb".
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Ha sakpaHe nosBuTCSA Avanor Ans HaCTpoMKK yBeAOMNeHUN o cpabaTbiBaHMKU npa-
BUNa.

5. YkaxuTte cnocobbl curHanuMsauum o cpabaTbiBaHWUWM MNpaBuia, €Cin 3TO Heob-
X0AMMO, U HaXkMnTe KHonky "[danee >".

Mone 3HauyeHue

Bkarouutb aygut | OTMeTbTe, ecnm TpebyeTca hukcmpoBaTh B XypHasne cobbiTue,
BO3HWKaloLee Npu cpabaTbiBaHnK 3TOoro npasuna. Ecnu
durkcmpoBaTb CobbITUE He TpebyeTcs — yaanuTe OTMETKY

3BykKoBas OTMeTbTe, ec/in Ha 3alimMLLaeMoM KOMMbloTepe TpebyeTcsa nogasatb
cUrHanusaumsa 3BYKOBOW CUrHan, onoseLlawmii o cpabatbiBaHMM npasunia.
Ecnun nopgasatb cMrHan He Tpebyetcs — yaanute OTMETKY

BbINONHUTDL OTMeTbTe, eCNM Ha 3alMLLaeMOM KOMMbloTepe Npu cpabaTtbiBaHUm
KOMaHpay npasuna TpebyeTcs aBTOMaTMUYeCKN 3anycKaTb UCMNOMHSAEMbIN
aiin. B TeKCToBOM Nose, KOTOpoe CTaHET AOCTYMHbIM Noce
YCTaHOBKM OTMETKM, YKaXXUTe NOMHbINA NyTb U UMS UCMONHSEMOr0
danna (c napametpom). Hanpumep, C:\windows\notepad.exe

1.txt
B Mone focTynHo nocne Bblibopa NyHKTa "BbINONHUTL KOMaHAY" .
nonb30BaTeNbCKOM | BbibepunTe Nonb30oBaTeNbCKYyO CECCUID, B KOTOPOI HeobXoAMMO
ceccum BbIMNOMHUTb YKa3aHHYH KOMaHAy:

e CUCTEMHOIM — BbIMOMHWTL KOMaHAy C NpaBaMm CUCTEMbI;

e KOHCOMbHOM — BbIMNO/THUTL KOMaHy OT MMEHM MOSb30BaTesNs B
ero ceccuu;

e Bcex ceccusix Mosib30BaTesisi — BbINOHWUTL KOMaHAy BO BCEX
Mob30BaTENbCKUX CECCUSX

3anycTtuTb € MocTaBbTe OTMETKY, YTOObI BbINOHUTL KOMaHAY C MOHbIMU
NOBbIWEHHbIMU npasBaMu Nonb30BaTeNs, AaXe eCnv 4N15 NOSb30BaTEN S BKITIOYEH
npaBamMm KOHTpOs1b yyeTHbIx 3anucei (UAC, User Account Control)

Ha skpaHe nossuTCca gnanor ans HaCTpOVIKM AONOJIHUTENbHbIX MAapaMeTpPOB.

7
(M MacTep cosgaHna npuKnagHoro Npaenna X

,ﬂ,on OAHUTENBHBIE KPUTEDKHK

YkamuTe JONONHUTENLHEIE NapaMeTpel NPaEUna.

¥panennwi agpec: *

OTKnouNTE NpaEMno

< Hazag OTtmera

6. YKaxuTe AOnofHUTENbHbIE NapaMeTpbl NpaBuia u HaXxXMUTe KHonky "Oanee >".
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Mone 3HauyeHue
YpaneHHbIn YkaxuTte nma nnum IP-aapec komnbtoTepa (Macky noaceTn), K KOTOpoMmy
appec 6yAeT NpMMeHATLCSA NPaBMIo NPY NOMbITKE A0CTyNa K obLwern nanke

MW UMEHOBAHHOMY KaHany Ha 3awpmLiaeMoM KoMmnbloTepe. OcTaBbTe
cumBon * (3Be3gouka), ecnu Tpebyetcs, 4yTobbl NpaBuIo AENCTBOBAIO
AN9 BCEX KOMMbIOTEPOB, OCYLLECTBASOWMX NOMbITKY AOCTYNa

OTKNIOUNTDb OTMmeTbTe None, ecnu TpebyeTcs BBECTM NPaBMII0 B IKCNyaTaumio
npasuno nosgHee

Ha skpaHe nosiBUTCS Anarnor Ansi HACTPOMKM pacnucaHus paboTbl npasuia.

7. HacrponTe pacnucaHue paboTbl npaBuna, ecnn 3To HeEO6X0AMMO, U HaxXMuTe
KHonky "[anee >":
e oTMeTbTe none "3agaTb pacnucaHue". CraHeT AOCTYMHOW ANs U3MEHeHUs
Tabnmua, C NOMOLLbIO KOTOPON HacTpanBalTCA NapaMeTpbl pacnuncaHus;

e BblAeNNTE HaXkxaTUeM NIeBON KHOMKWN MbllUN SYENKM, COOTBETCTBYOLWMNE AHSAM
Heaenu n BpeMeHu, B KOTopoe TpebyeTca paspewnTb (NpaBunio "akTuBHO")
unu 3anpetnTb (NpaBuo "HeakTBHO") paboTy npasuna.

Ha akpaHe nosBUTCS AManor co3gaHus AOMNOSIHUTENIbHOMro npasusia 4ocTyna.

/
(M MacTep cozgaHua NpUKNagHoro Npasuna >

,ﬂ,on QAHWTENEHOE NP3BUAC A0CTYNA

Ha 3Tom ware Bsl moxeTe HacTpouTb HEOGXO,\’J,VMOE A0NOAHWTEABHOE NP3BEWMAC 4OCTYNa.

Mpymedanie: [nA opraHnsanmy AocTyna K ganHod obulel nanke HeoBxogMMo TakKe COS4aTE
npaswna, perynMpyoLes AocTyn K cepsepy no npotokony SMB.

Cosgate npasuno gocTyna no npotokony SME
Tun goctyna: Pazpewen
Cetesoii cepenc:  Bxogawme TCP 138:445

Cybvext goctyna:  everyone Secret Net Studio
Aypur: EBIKNHIYEH

YaaneHHwi agpec: *

< Hazag lotoeo OTtmera

[na koppekTHOM paboTbl NpMKAaAHbIX NpaBuI HEO6X0AMMO TaKXe HaCTpouTb npa-
BMa NpoxoxaeHusa IP-nakeToB Ha TPaAHCMOPTHOM YpOBHE — Mo NpoTokony SMB.
Onsa aToro Tpebyetca cosgaTb nMpaBMSIO0 AOCTyna, paspellatoliee nNpoxoxaeHue
naketoB no npotokony TCP Ha nopt 445 (n/unmn 139) ans y4yeTHOM 3anucu
(rpynnbl), yKasaHHOM B NpUKIagHOM NpaBune.

& BHumaHue! Ecnv npoxoxaeHue nakeTos no npotokony SMB sanpelyaetcs, npuknagHble npasuna
He paboTaloT, TaK Kak Ha TPaHCMOPTHOM YpOBHe IP-nakeThl GROKMpYIOTCS.

8. Ecnu TpebyeTcsa co3aaTh paspellarollee npaBmiio A0CTyna no npotokony SMB —
oTmeTbTe noJse "Co3aaTb NpaBuIo AOCTYMa no npotokony SMB".

9. HaxmwuTe kHonkKy "loToBO".
Hosoe npasuno 6yaet AobaBneHo B CMUCOK NPUKIaAHbIX NpaBu.
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Mpy ncnonb3oBaHUM GYHKUMKW CO3L4AHUSA AOMOSHUTENbHOro SMB-npasuna B
CNu1cKe npasui AOCTyna Takxe oTobpasnTcsa npasuso, paspellarolee UCrosb-
30BaHne SMB pana yyeTHoW 3anucu (rpynnbl), yKasaHHOW B MNpPUKIAAHOM
npasune.

YnpaBneHue paboTon npuknagHbIX npaBun

MapameTpbl NPUKIAAHOrO NpaBua, ykasaHHble Npu ero co3aaHnun, MoryT bbiTe n3Me-
HEHBbI.

AnAa naMeHeHMa NnapamMeTpoB Npasuia:

1. BbibepuTe B Tabnmue npukiagHoe npaBunio, napaMmeTpbl KOTOPOro HYXXHO n3Me-
HUTb.

@ 2. HaxmuTe kHonky "PegaktmpoBaTb".
Ha akpaHe nosiBuTCS Amasnor Ajst HaCTporKM NapaMeTpoB Npasuia.

7 .
(M CeoiicTea npuknagHoro npaenna X

OBLLME JAONONHWUTENBHO PACTNWUCAHWE

® Paspewmnte
foctyn:

3anpeTuts

s oBwei nankm:

CyBrekT gocTyna: everyone Secret Net Studio - Buibpate

OTknounTe Npasmno

Waentudukatop npasuna: D1B52062-B71E-4076-8D97-904011F93941

m OTMEH 2

MapaMeTpbl NpaBuna, coaepxalinecs B AManore, aHanorMyHbl TEM, YTO OMMCaHbI
B NpoLefype co3aaHunsa npaeuna.

3. [nsaynpasneHus paboTo npasuna:

e ecm TpebyeTcs npuoctaHoBUTbL paboTy npaBuna — oTMeTbTe nose "OTkto-
unTb NpaBuo". NMpaBnno 6yaeT OTKIIIOYEHO;

e /19 BOCCTaAHOB/IEHNA paboTocrnocobHOCTU MpaBwuia — yAanuTe OTMETKY U3
nons "OTkNounMTh Npasunno”. NMpasuno 6yaeT BKAOYEHO.

4. YKaXuTe HYXHbl€ 3Ha4YEeHMS MapaMeTPOB N HAXMUTE KHOMKY "MpuMeHnTh".

anaBneHMe npasunamMmu (bVIanpaLWIVI ceTeBOro nNoTokKa

MpaBuna bunbTpaLMmn CETEBOIO NOTOKA NpeAHa3HaueHbl AJis OCyLLeCTBIEHUS HUIbT-
paLMun KOMaHA CETEBbIX MPOTOKO/IOB, MAapaMeTPoB KOMaH/, a Takxke AN ynpaBeHus
[OCTYMNOM K pecypcaM, CoAepXallnM OTAeNbHbIe TUMbl MOBUIIBHOr0 KoAa.
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YnpaBneHue npasmnamn dunbTpaLmmn CETEBOro NoToka OCyLLECTBASETCA C MOMOLLbIO
YTUAUTBI KOMaHAHOM cTpoku ScAuthSrvConfig.exe (B ceTeBOM pexunme paboTbl Secret
Net Studio) nnu ScLocalSrvConfig.exe (B aBTOHOMHOM pexume paboThbl).

Ytunuta ScAuthSrvConfig.exe pacnonaraetcs Ha cepBepe 6e30nacHOCTU B KaTasore
yCTaHOBKM, No yMonyaHuto — Secret Net Studio\Server\Authentication Server\.

MpumeyaHue. [ins Bxoga B pexum ynpasneHns koHdurypauuen ytunute ScAuthSrvConfig.exe HyxHO
nepenaTb NapameTpbl Ans NOAKMIOYEHNS K CEPBEPY YNPaBNeHus (CM. HUXe).

Ytunuta SclLocalSrvConfig.exe pacnonaraetcs Ha 3allMLIAEMOM KOMMbIOTEPE B
KaTanore yCTaHOBKWM, Mo ymonyaHuto — Secret Net Studio\Client\Components
\Network Protection\.

& BHumaHue! [Ins nameHeHus nokansHoi KoHduMrypaumm ¢ nomoLybio yTunmutbl ScLocalSrvConfig.exe Tpe-
OyeTcs HanMuMe NpaB NoKanbHOro aAMUHUCTPATOPa.

MoaknioyeHue K cepeepy ynpaBneHus

[ns Bxoaa B pexuM ynpasneHuns koHdurypauuen ytunmte ScAuthSrvConfig.exe Hyx-
HO nepefdaTb napaMmeTpbl ANA MOAK/IOYEHUS K cepBepy ynpasneHus. Ona 3Toro
OTKpPONTE KOMaHAHY0 CTPOKY U BbIMOJIHUTE CNEAYIOLLYIO KOMaHAy :

ScAuthSrvConfig.exe [Qargfile] [/?|h|help] [/v|version]
<domain> [/local] [kdec] [/pl|password <value>] [/a|admin
<value>] [/q <value>] [/s <value>]

roe:

e @ardfile — npounTaTb aprymeHTbl U3 arina;

e /? —nokasaTb NoapobHYto MHGOopMaUUo 06 yTUImTe;

e /v — noka3aTb HOMEp BEPCUUN YTUNINTDI;

e domain — gomeH Kerberos;

e /local — nokanbHbI pexunM (BOCCTAaHOB/IEHNE KOHPUrypaumnn);

e kdc — pacnonoxeHune KDC (Key Distribution Center);

e /p <value> — naponb aaAMMHUCTpaTopa AOMEHA;

e /a<value> — nMs agMMHUCTpaTOpa AOMEHA;

e /q<value> — koMaHAa BbINONIHEHWUS 3aMnpoca;

e /s <value> — nyTb K script-cainy ans UCrosIHEHUS.

Mpumep

MNoakntoyeHme K cepeepy ynpasneHuns, 3anyLweHHOMY Ha JaHHOM KOMMbloTepe:
ScAuthSrvConfig.exe DOMAINNAME 127.0.0.1 /admin Administrator
roe:

e DOMAINNAME — pnomeH 6e3onacHoOCTH;

e 127.0.0.1 — ceTeBoW agpec cepsepa KOHbUrypauum;

e Administrator — nms aaMmHucrpaTtopa Secret Net Studio.
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Co3paHue 1 pejakTMpOBaHWe NpaBun hunbTPaLUK CEeTeBOro
noToka

Ons nobaBneHus HOBOro MpaBwuia GUAbTpPaLMK CETEBOrO MOTOKA BBEAUTE Cleay-
IOLLYIO KOMaHAy B KOMaHAHOW CTPOKE YyTUMUTBI

add network stream filtration rule <protected computer>
/filter <value> [/flt-case-insensetive | /flt-case-sensetive]
[/at allow|deny] [/order <value>] [/local_ addrs <value>]
[/local ports <value>] [/remote_addrs <value>] [/remote ports
<value>] [/direction <value>] [/audit 1|0] [/enable 1|0]

[ocTynHbl cneayrowme KOMaHbl M MapaMeTpbl NpaBuia:

Mapamerp OnucaHue BoO3MOX>XHbIe 3Ha4YeHuUs

add network_stream_ | KomaHaa ans cosgaHusa npaesuna
filtration_rule dunbTpaunm
wnu add nsfr

modify network__ KoMaHaa Ans peaaktupoBaHus
stream_filtration_rule| npasuna punerpaunn
nnn modify nsfr

protected_computer [MonHoe foMeHHOe UMs
3almLlaeMoro KoMnetoTepa, AN
KoToporo 6yaer aencreoBaTb
npasuso

filter Macka unbTpa e * — 3amMeHsieT ntoboe
KOJINYECTBO CMMBOJIOB;
e ? — 3aMeHseT oAMH

cumBon
flt-case-insensetive PernctpoHesaBMCUMBbIN MONCK
flt-case-sensetive PernctposaBnMcuMbIf MOUCK.
MpuMeHseTCcs No yMonyaHuio
at (access type) Twn npaeuna goctyna e deny — npwu
obHapyxeHun
nocnefoBaTesibHOCTH,

nonagaroLuen noa Macky
dunnbTpa, coeanHeHne
6ynet pasopBaHo.
3Ha4eHune 3a4aHo rno
YMOMYaHuio;

e allow — npu
obHapyxeHun
nocnenoBaTesbHOCTH,
nonagaroLuer nNoa Macky
dunbTpa, 6yaer
BbIMO/THEH TONMbKO ayaAnT
(ecnu oH paspelLueH)
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nopToB/ANaNa3oHOB, A5t KOTOPbIX
[AelicTByeT Npaeuno. B kauectse

pasaenuTens ucnonb3lyerca ";

Mapamertp OnucaHue Bo3MO>KHble 3Ha4YeHUsn
direction CnuncoK HanpaBneHuii coeanHeHnii | o in — npasuno byaer
(ceteBoro Tpadumka), AN KOTOPbIX NpUMEHSATbCA ANS
6yneT NpUMeHATLCS 3TO Npasuio. B BXOASALUMX COEAUHEHUN,
KayecTBe pasaenurens ANS BXOASALEro
ncnonb3yetca ;" Tpaduka. 3HaveHne
3a4,aH0 MO YMOYaHMIO;
e in_reply — npasuno
6yner npuMeHATbLCS AN
BXOASLMNX COEANHEHUN,
AN OTBETHOrO Tpadumka;
e out — npasuno 6yaet
NpUMEHSTbCA AN
NCXOAALUMX
coeAVHeHu, ans
nexoasuero Tpaduka;
e out_reply — npasuno
6yner npuMeHATbLCS AN
NCXOAALLMX
coeAVHeHU, ans
OTBETHOro Tpadmka
local_addrs CnunCcoK NoKanbHbIX
aapecos/ceTeli/AnanasoHoB, AN
KOTOpbIX AelCTBYEeT Npasuio. B
KauyecTBe pasaenurens
ncnonb3yetca ;"
local_ports CnunCcoK NoKanbHbIX

remote_addrs

Cnncok yaaneHHbIX
appecos/ceTeli/ananasoHoB, Ans
KOTOPbIX AENCTBYET Npasuno. B
KayecTBe pasaenurens
ucnonb3yetca ;"

remote_ports

CrnncoK yaaneHHbIx
nopToB/ANANa30HOB, A5 KOTOPbIX
AelicTByeT NpaBuno. B kauectse

pasagennTtensa NCnonb3yeTca

audit

BktoueHne/BbIK/IIOYEHME ayanTa
npuv cpabaTbiBaHUU NpaBuia

1 — ayauT BKIIOYEH;
0 — ayAauT BbIKIOYEH

order

MopsaoK NpUMEHEHNSA Npasusl.
MapameTp BAUAET TONIbKO Ha
nopsiaok cpabaTtbiBaHMA Npasui

enable

Tekywwuin cTatyc npasuna

1 — npaBnio BKIOYEHO;
0 — npasuno
BbIK/TIOYEHO

[ns pefakTMpoBaHUs nNpasuna duabTpaunm NCNonb3yeTcs creayolas KomaHaa:

modify network stream filtration_rule(nsfr) <protected

computer> <rule_id> [/filter <value>]
[/order <value>]

<value>]

[/local_addrs <value>]
[/remote_addrs <value>]
[/direction <value>]

[/audit 1]0]

[/at allow|deny]
[/local ports
[/remote ports <value>]
[/enable 1]0]

roe <rule_id> — ngeHTudurKaTop npasusa, KOTOpoOE HY>XHO MOANPUNLNPOBATD.

Mpumepsl

MpumMmep 1. ODunbTpaumns oAMHOUYHON KOMaHAbI

Co3spaHue npasuna, AENCTBYIOWEro Ha UCxoaslme ceTeBble coeagnHeHns vepes 23
nopt. NpaBunno cpabaTbiBaeT Npu obHapy>xeHun B oTnpaBnseMon komaHae "cmd".
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add nsfr SP-VMOl /filter "cmdl" /direction out /remote ports
23

MpumMmep 2. dunbTpaumsa nocnenoBaTesIbHOCTU KOMaHA

CoszaHue npaBufa, AENCTBYIOLWLEr0 Ha UCXOAsILLME CETEBblE COeanHEHUs Yepes 23
nopt. MNpaBuno cpabaTbiBaeT Npu 06HapPY>XEeHUU B OTNPaBASEMbIX AaHHbIX NOC/eA0Ba-
TenbHOCTK koMaHA "cmdl", "cmd2" n "cmd3", Mexay KOTopbiMKU MOXET 6bITb Ntob6oe
KOJIMYECTBO CUMBOJSIOB.

add nsfr SP-VMO0l1l /filter "cmdl*cmd2*cmd3" /direction out
/remote ports 23

Mpumep 3. PunbTpaunsa napamMeTpa KOMaHAbl

CosgaHue npaBufa, AENCTBYIOLWLEr0 Ha UCXOAsLWMe CceTeBble CoeanHeHUs yYepes 23
nopt. MpaBuno cpabaTtbiBaeT Npu o6HApPY>XEHUN B OTMNPaBASEMbIX AAHHbIX KOMaHAbI
"ecmd" c napameTpom "param”.

add nsfr SP-VMOl /filter "cmd*param" /direction out /remote
ports 23

Mpumep 4. dPunbTpauma AOCTyNa K pecypcaMm, coaAep>aluM oTaesibHble
TMNbl MO6MABHOIO KOAA

Ons dunbTpaunm AoCTyna K pecypcaMm, CoAepXallnM oTAeNbHble TUMbl MOBUTBHOrO
KoAa, NPUMEHSAIOTCA Npasuna uabTpaumMm ceTeBoro NOToKa, B KOTOPbIX B KayecTse
dunbTpa WCNONb3YKTCA TEKCTOBble MNOC/e0BaTeNbHOCTM, XapaKTepHble Ans
MO6UIbHOro Kofa onpeaeneHHoro Tuna. Hanpumep, B npotokone HTTP ans 3anpeta
MO6UIbHOro KoJa HeobxoAMMO Co34aBaTh NpaBuMa AN UCXOAALMX COeANHEH W, ANS
OTBETHOro Tpadmka, ¢ punbTpaumen no 3aronosky "Content-Type". oNONHUTENBHO
punbTpaumsa MoxeT 6biTb BbIMOMHEHA C NMOMOLbLIO NpoBepku 3aronoBka "Content-
Disposition" n ero napametpa "filename".

Cnucok 3aronoskoB "Content-Type" ans pasHbiX TMNMOB MOBUNBLHOIO KOAA:

Tun Mo6unbHOro Koaa Ctpoka ans pmnbTpaumm

JavaScript Content-Type: text/javascript
Content-Type: text/jscript
Content-Type: text/x-javascript
Content-Type: text/ecmascript
Content-Type: text/x-ecmascript

Content-Type: application/javascript

Content-Type:
Content-Type:
Content-Type:

application/x-javascript
application/ecmascript
application/x-ecmascript

Adobe Flash

Content-Type:

application/x-shockwave-flash

VBScript

Content-Type:

text/vbscript

Java

Content-Type:
Content-Type:

application/java-archive
application/jar

ActiveX

Content-Type:
Content-Type:

application/ocx
application/x-ms

MpuMep cozaaHusa Habopa npasua Ans huabTpaLumm MobUILHOro Koaa:

add nsfr SP-VM01l /filter "Content-Type: application/ocx"

/flt-case-insensetive /direction out_reply /remote ports 80

add nsfr SP-VM01l /filter "Content-Type: application/x-ms"

/flt-case-insensetive /direction out_reply /remote ports 80
add nsfr SP-VM01l /filter " Content-Disposition*filename*ocx"
/flt-case-insensetive /direction out_reply /remote ports 80

Mpaeuna 6nokmpytoT 3arpy3ky ActiveX- kKoMnoHeHTOB Mo npoTtokony HTTP,
paboTtatowemy yepes 80 nopr.
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MpocmoTp npaBun punbTpaumm ceTeBoro NOTokKa

YTO06bl MPOCMOTPETH CMUCOK MpaBua (GUAbTPALMU CETEBOrO MOTOKA, BbIMOMHUTE
KoMaHay':

show network stream filtration rules(nsfrs) <protected
computer>

raoe <protected_computer> — nMs 3aLMLLAEMOro KOMMbOTEPA.
Mpumep

show nsfrs SP-VMO1l

id {ca54lade-b955-4cf2-8894-d020aac9d9ac}
order 124000

access deny

content-filter cmdl*cmd2*cmd3

direction out

proto 6

local-addr * (*)

remote-addr * (23)

MpocMoTpeTb [AeTanbHyl UHGoOpMauunio 06 oTaenbHOM npasBuie GunbTpaumm
CEeTeBOro NOTOKA MOXHO C MOMOLLbIO KOMaHAbI :

show network stream filtration rule(nsfr) <protected
computer> <id>

roe:

e <protected_computer> — nms 3alinLLLaEMOro KOMMNbOTEPA;
e <id> — naeHTndukKaTop npasuna.

Mpumep

show nsfr SP-VMOl {ca54lade-b955-4cf2-8894-d020aac9d9ac}
server: sp-vmOl

id {ca54lade-b955-4cf2-8894-d020aac9d9ac}
order 124000

access deny

content-filter cmdl*cmd2*cmd3

enabled 1

direction out

proto 6

local-addr * (¥*)

remote-addr * (23)

audit 1

Ypanenue npaBuna ¢punbTpaumm ceTeBoro noToka

YT06b! YAAIUTb NpaBMIo GUIbLTPALMK CETEBOMO NOTOKA, BbINOJIHUTE KOMaHAY :

delete network stream filtration rule(nsfr) <protected
computer> <id>

Yn paBneHune ceTeBbiIMU NPOTOKOJTaMU

CpeactBa Secret Net Studio no3BonslwT HacTpouTb [OCTYN K 3aWULaeMbIM
KOMMblOTEPAM MO MpoTokonaMm cetesoro yposHsa IPv4, IPv6, Novell IPX, a Takxe
HEKOTOPbIM NpOTOKOSaM C ycrapeswuMm ¢dopmatoM Ethernet-kagpa (LLC, IPX). Mo
yMOn4aHuioo paboTa 3TMX MPOTOKOMOB 3anpeLlaeTcs, 3a WUCKIOYEHUEM MpoToKona
IPv4.2Tn HacTpoikn nmMetoT 60siee BbICOKMI MPUOPUTET, YEM NpaBmia 4OCTyna K ceTe-
BbIM CEpBMCaM, NpuKIagHble Npasusia n CUCTEMHbIE rnpasuna.

[Ansa ynpaBsieHUs CETEBbIMMU MPOTOKOSIAMMU:

1. B obnactv HacTporiku napaMeTpoB MeXCETEBOro 3KpaHa nepenanTe K pasgaeny
"Hactpoiikun | MpoTokonbi".
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MpoTokonb i
MpoTokon Jocryn Aypur
Internet Protocol, version 4(|Pvd) v

Internet Protocol, version 6(IPvE)
MNowvell IPX

MpoTokons € ycTapeswum dopmatom Ethernet-kagpa

2. B cronbue "Joctyn" yaanuTe OTMETKM N3 ssueeKk NpoTOKOSIOB, KOTopble TpebyeTca
OTKJTOYNTDb. ﬂﬂﬂ BKJTIOYEHUA MPOTOKOJ/I0B MOCTaBbTE OTMETKMU.

& BHumanme! Mo ymonuaHnio AOCTYN K 3alLuLLaeMbIM KOMMbIOTEPaM pa3peLLeH TOMbKO N0 NPOTOKomNy
IPv4. He pekomenzyeTcs pa3peLlaTb 4OCTYN N0 OCTaNbHbIM MPOTOKONAM, Tak Kak CeTeBon Tpaduk no
HWUM He KOHTpOonMpyeTcs MexceTeBbIM 3kpaHoM Secret Net Studio.

3. B cronbue "Ayaut" oTMeTbTe AYEKM TeX MPOTOKOOB, AN KOTOpbIX TpebyeTcs
duKcmpoBaTb B XypHane cobbiTUS MPOXOXAEHUS Kaxaoro nakera. Ecim dpuken-
poBaTb CobbITMSA He TpebyeTca — yaanmTe OTMETKY.

Mo yMonuaHuio pexxum ayamTa Ang Bcex NpOTOKOSIOB BbIK/THOUEH.

& BHumanme! lMpu BKMIOYEHHOM peXuMe ayauTa KONMYecTBO perncTpupyeMblx B xypHane Secret Net
Studio cobbiTnit 6ygeT 04eHb 60nbLIMM. 3TO MOXeT 3aMeanuTb paboTy CUCTEMBI.

MoscHeHue. 3HayeHne nons "Ayaut" B HaCTPOIKax CETEBbIX TPOTOKOOB HE CBA3AHO CO 3HAYEHNEM
nons "BkmounTb ayanuT" B CBOACTBAX Npasus ocTyna.

4. [ns coOXpaHeHWs HOBbIX 3HAYEHWM MapaMeTpoB HaXMUTe KHOMKy "MpuMeHnT"
BHM3Yy BKNaaku "Hacrpornku”.

CoBer. [Ins Bo3BpaTa Tabnuubl k NepBOHavanbHOMY COCTOSIHWUKO UCMOMb3yiiTe kHomnky "Mo ymor-
YaHu".

Hacrtpoiika "MpoTokonbl ¢ yctapesLwmm dyopmatom Ethemet-kagpa” nossonset 3abnokuposats Ethemnet-
Kagpbl, B 3arofioBKe KOTOPbIX BMECTO TUMNa Kaapa COAePXUTCSH 3HaYeHWe ero AnuHbl. [NocpeacTBOM Takux
kaZpoB Ha 3alluLaemblii cepeep MoxeT nporTu Tpacduk IPX, SMB nosepx NetBEUI u naxe IP-Tpaduk.

HacTtpowka pexunma 3awmrtbl npotokona ICMP

Pexxum 3awmtbl npotokona ICMP ucnonb3yetca ana opraHm3aunmn obmeHa coobuye-
HUAMU NO JaHHOMY MPOTOKOJ1Y. Mo YMONYaHUIO PEXUM ynpaB/ieHNda NakeTaMn npoTo-
kona ICMP BbIKkNOYeEH.

AnAa HacTpoMkKM NnapaMeTpoB peXxmMa:

1. B obnactn HacTpoilku napaMeTpoB MEXCETEBOrO 3KpaHa nepenauTe K pasgeny
"Hactpoiikn | ICMP-3awmTa".
ICMP-sawmra

| Brarounts ICMP-3awpmry

Pazpewute cnegyrowme Tunel ICMP-cooGuenuii:

Onucanwe Tun Kog Monyuenne Omnpaska JNobaents
xo-oTEET 0 NioBoit v

Appecat HegocTyneH 3 Nwoboi v v

MNepeHanpasneHue 5 Nroboii

AnbTepHaTUEHLIA agpec ysna 6 Nwoboi

x0-3anpoc ] Nroboii v

XopaTalicteo MapwpyTHsaTopa 10 Nioboit v v

v | 3abnoknpoBate ocranbHeie TUNsl ICMP-coobwennii
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Tunel naketoB npotokona ICMP npeacrtasneHbl B Buge Tabnuubl. na Kaxaoro
Tuna otobparkatTcs creayolme JaHHble:

e OnuMcaHue TUNa naketa;

e TWN NakeTa;

e  KOA MakeTa;

e CpeAcTBa ynpasBieHUs MPOXoXAEeHWEM MaKeToB.
2. HacrponTe HyXHble NapamMeTpsbl.

MapameTp 3HaueHue

Bknountb OTMeTbTe None, ecnu Tpebyetcs BKAOUMTL 3awmTty ICMP

ICMP-

3awWmTy

Cron6ubl PaspelwmnTe nnun 3anpetnTe NPOXoXAeHNE BXOASALMX U UCXOASALLUMX
"MonyuyeHmne" n | naketos. YTobObI pa3pewmnTb — NOCTaBbTE OTMETKY B HYXHYIO S4YenKy,
"OTnpaBka" yTO6bl 3aNPETUTL — yAaNUTE ee

3a6bnoku poBaTb OTmeTbTe none, yTobbI 32N PETUTb NPOXOXAEHUNE BCEX TUMOB NMNAKETOB

ocTaJibHble npotokona ICMP, 3a UCKNOYEHMEM TUMOB, YKa3aHHbIX B Tabnuue.
TMnbl ICMP- Ecnu TpebyeTcsa CHATb 3anpeT Ha NPOXOXAEHNE NaKeToB — yaanuTte
coobueHunn OTMETKY

CoBer. Vcnonb3yitte kHorku cnpaBa OT Tabnuupl ans pobasnerust tunos ICMP-coobuyeHuit
("OobaBnTb"), yaaneHus BbibpaHHbIX CTPOK ("YOanuTh" — Henb3s yaanuTb CTPOKU, Codepxalumecs B
TabnuLe No ymonyaHuio) unu Boaspara Tabnuibl kK nepBoHavansHoMy cocTosiHu ("o ymonyaHuio”).

3. [lna coxpaHeHus HOBbIX 3HAYEHWI MapaMeTPoOB HaXMUTe KHOMKY "lMpuMeHuTb"
BHM3Yy BKNaaku "Hacrpornku”.

Pexxum o0bpaboTkm naketoB npotokona ICMP 6yaet HacTpoeH B COOTBETCTBUU C
yKasaHHbIMW NapaMeTpamu.

anaBneHMe ceTeBbiMU cepBucamu
CeTeBble cepBUCbl — 3TO CMUCOK WabnoHoB Hanbonee pacnpocTpaHeHHbIX HAacTpoeK
CeTeBbIX MPOTOKOJI0B. ,U,J'IFI KaXX4oro cepenca yKasblBalOTCA cneayrwme aaHHble:
e HasBaHWe CETEeBOro CepBuca;
e HanpasneHue Tpaduka, 419 KOTOPOro AeNCTBYeT CETEBOM CEPBUC;
e TUM NPOTOKOJIA CETEBOr0 CEPBUCA;
* MOPT KOMMbIOTEPA, AN KOTOPOro AENCTBYET CETEBOM CEPBUC.

[Ansa ynpaBsieHusi ceTeBbiIMU CEpBUCaAMM:

1. B obnactu HacTpolikm NnapaMeTpoB MEXCETEBOro 3KpaHa B pa3gene "lMpaswna goc-
Tyna" HaXXMUTE KHOMKY-CCbINKY "ceTeBbiM cepucam"”.

Ha skpaHe NosiBUTCS creayowmnii auanor.
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(W) Cereabie cepaucel

CeTeBble cepBUChl

¥npaenenue wabnoHamn HACTPOSK CETEBLIX NPOTOKONCE

CnWcoK ceTeBkIX CEpPECOE!

Bcero obwextos: 20

Wmsa cepeuca Hanp Mp Mopr
DHCP-zanpoc Wexogawee UDp 67
DHCP-otBeT Brogswee upDp 68
DNS-3anpec Wexogawee TCP, UDP 53
DNS-oTeeT Ha sakpeimelid nopT  Brogawee UDp =
DNS-cepsep (TCP) Bxopsuee TCP 53
DNS-cepsep (UDF) Brogawes UDpP 53
HTTPS-cepeep Brogsuwee TCP 443
HTTP-cepsep Brogsujee TP 80
IMAP4-cepeep Brogswee TCP 143
IMAPS-cepaep Brogswee TCP 993

Jobasure
Yaanute

Ceofictea

m Orwesa

2. [1ns co3aaHusl CETEBOrO cepBMca HaxXMuTe KHonky "[lo6aBuTte".

Ha skpaHe nossuTCca gnanor ans HaCTpOVIKM napaMeTpoB cepBuCa.

(M Cereeoii cepenc

CeTeBoli cepBuC

Tun npotokona: TCP, UDP -

Hanpaenenve: ® EBxonauee
Wexogawee

|:| TpeboBaTh 3aLMUIEHHDE COSAMHEHNE

MopT HasHaqeHKs: AdonoaxuTensHo

Mma cepenca: | Bxoasuwe TCP, UDPE ™

m Gz

X

YKaxunTe napaMeTpbl CEpBMCa U HaXXMUTE KHoMKy "MpnMeHunTh".

MapameTp

3HauyeHue

Tvn nporokona

Bbl6epuTe TMM NpoTOKOsIa AS1si TOr0 CETEBOro CEpBUCca

HanpaBnexnue

YKkaxuTe HanpasreHne Tpaduka A1 3TOro CETEBOrO CepBuUca:
o "Bxoasuee";
e "Ucxoasiwee"

Tpe6oBaTtb
3awmueHHoe
coeaMHeHune

OTmeTbTe 3T0 NoNe, ecnu AN 3TOro CETEBOro cepsuca Tpebyercs
MCNOoMb30BaThb 3alMLLeHHOoe coeanHeHne (cM. cTp.39)

MopT Ha3HauyeHun

YKaxxunte HoMepa nopToB A8 3TOr0 CETEBOr0 CepBuUca:
e N5 BXoaswero Tpadmka yKkaxute HoMepa nopToB, Ha
KOTOpble nocTynatT IP-nakeTsbl;
* N5 ucxopsuero Tpaduka ykaxmnte Homepa nopTos, Ha
KOTOpble OTnpasnaoTcs IP-nakeTsl;
e OCTaBbTe cMMBON * (3Be3g04Ka), ecnu Tpebyetcs, UTobbI
CeTeBOW CepBUC AeNCTBOBanN AJ1s1 BCEX MOPTOB.
Mpu BBOAE HECKONBbKMX HOMEPOB MOPTOB pasAensnTe nx
cumonom "," (3anatas). Ana 3agaHnsa AnanasoHa nopTos
ncnonb3ynTte cumeon "-" (aedunc). HaxxmMmTe KHOMKY
"[ononHuTenbHO", ecnun TpebyeTcs HacTpOUTbL NepeyeHb NOpTOB
B 4MaforoBoM pexmume
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MapameTp 3HaueHune

NMsa cepBuca BBeavTe Ha3BaHWe, NoA KOTOPbIM TPEBYETCS COXPaHWUTL LWab1oH
CeTeBOro cepBuca

CeTteBoii cepsuc GYD,ET CO30aH U OT06pa3VITCF| B CNMNCKE CETEBbLIX CEPBUCOB.

4. [ina ypaneHus ceTeBOro cepBuca BblbepuTe ero B CNUCKEe U HaXMUTE KHOMKY
"Ypannte".

5. [ns n3ameHeHns napamMeTpoB CETEBOro cepsuca BbibepuTe ero B CNMcKe U Hax-
MuTe KHomky "Csowncrea". B nosiBUBWEMCA aAManore W3MEHUTE MapaMeTpbl
cepBuca, pyKOBOACTBYSICb ONUcaHneM, NpMBeAeHHbIM B MN.3 AaHHOW npoueaypsbl,
M HaXXMnTe KHonKy "MpuMeHnTL".

6. [nA cOXpaHeHUs U3MEHEHUW HaXmuTe KHomnky "lpuMeHnTb" B Ananore Hac-
TPOMKW CeTEBbIX CEPBUCOB.

7. [ns coXpaHeHMs HOBbIX 3HAYEHUI NapaMeTPOB HaXXMUTe KHonky "MpuMeHnTL"
BHU3Y Bkaaku "Hacrpoiiku".

HacTtpouka pexmma oby4yeHus

Pexxnm 0byuyeHns MCnonb3yeTcst Ha 3Tane BBOAA CUCTEMbI 3aLUUThbl B SKCMJyaTauuio.
[JaHHbIn peXxuM No3BONseT coctaBuTb 6as30Bbii Habop npaBun pocryrna, Heobxo-
OMMbIA AN PYHKLMOHMPOBaHUS 3aliMuiaeMoro kKomnbioTepa. [MpaBuna pocryna
COCTaB/ISAOTCS Ha OCHOBE MHMOPMaLUN O CETEBOM aKTUBHOCTU NMPUJIOXKEHWNIA Ha AaH-
HOM KOMIblOTEpE.

[ANnA HacTpoikN NapaMeTpoB pexuma:

1. B obnactn HacTporikn napaMeTpoB MEXCETEeBOro 3KpaHa nepenavTte K pasgeny
"Pexunm obyueHunsa".

Pexxum obyuenuna

Brikntouex i

i@ MocrosHHoe obyyenne ¢ 29.06.2018 17:28 ~

3agate wHTEpBan obyyeHus:

v AK.THEMPDBETI: Npasuna NoCne OKoHYaHKA OGYHEHHQ

Hanpaenenwe + | Brogawme |« Vcxogawme
MakcumaneHoe KOMMHECTES MEHEDUPYEMBIX NPABUA 10000 10000
MakcumansHoe KOAMYECTED FEHEDMDYEMBIX NPAEUA AnA npunoxedua 10 10

CoxpaHuTe MHGOPMaLMIO © Npouecce v v

CoxpanuTe uedopmaumrio of agpecax NOKaNbHOTO X0CTa
CoxpaHuTe MHGOPMaLMIO O NOPTaX NOKaNBHOMD XOCTa v
CoxpanuTe uedopmaumrio of agpecax yAaneHHOro XocTa
CoxpaHuTt MHOOPMALMID O NOPTaX YAANEHHOTD X0CTa v
2. Ecnm TpebyeTca BKAOUMTL pexum obydyeHusi, oTMeTbTe none "locTosiHHoe

obyueHue c" nnu "3apgaTb MHTepBan obydyeHua" M ykaxute aaty Hadana oby-
YeHUSs UM BPEMEHHOI MHTEpBan.

3. HacrponTe napameTpbl pexunma obyyeHuns.
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Mone

3HaueHue

AKTMBMpOBaTb Npasunaa
nocsne oKoH4YaHuA

OTMeTbTe none, Y4Tob bl MO OKOHYAHMM Nepuoaa obyyeHns
BCe COCTaBJ/IEHHbIE B €ro X0Ae Nnpasufia A0CTyrna Hayanu

reHepupyembix npasun

obyueHus NpUMEHSTLCSA

Hanpasnexnune OTMmeTbTe HanpaeneHue Tpaduka, AN Kotoporo 6yaet
[eNncTBoBaTb pexuM obyyeHns

MakcuMmanbHoe YKaxunte MakCuManbHOe KOIMYECTBO Npasusl,

KOJIN4YECTBO reHepupyembix BO BpeMsi paboTbl pexunma 0byueHuns

MakcMManbHoe
KOJINYeCTBO
reHepvpyemMbixX npaBun
NS NPUIOXKEHUSA

YKaxuTe MakC1MasibHOe KOMIMYECTBO Npasun,
reHepupyeMbIx BO BpeMsi paboTbl pexuMa obyueHuns ans
KaX[10r0 NP UI0XKEHNS

nHcpopmaumio 06

CoxpaHuTb OTMmeTbTe none, 4Tobbl Co3a4aHHble NpaBuia AeNCcTBOBaNm
nHdpopmMmaumio o ANA KOHKPETHbIX MPUNOXKEHUI, NPOLECCHI KOTOPbIX
npouecce BbI3bIBa/IN CETEBYIO aKTUBHOCTb. ECNn none He oTMeyeHo,
npasuna 6yayT co3aaHbl 45 BCEX MPUNOXEHUI
CoxpaHuUTb OTMeTbTe COOTBETCTBYHOLUME MO AN COXPaHEHUS B

COCTaB/IsieMbIX NpaBuiax HeobxoamMmMon nHbopmauunm

appecax/o noprax
NoKanbHOro/yaaneHHoro
XxocrTa

CoBer. [Ins Bo3BpaTa Tabnuubl kK NepBoOHavanbHOMy COCTOSHUIO MCMOMb3yiiTe kHomky "Mo ymor-
YaHu".

4. [1na COXpPaHEHWs HOBbIX 3HAYEHWUWN NapaMeTpoB HaxXMuTe KHonky "lMpumeHuTb"
BHM3Y BKagkm "Hactponku".

Pexxnm o6yqu na 6y,D,ET HACTpPOEH B COOTBETCTBUU C YKA3aHHbIMU NapaMeTpaMn.

YnpaBneHue padboTon MeXceTeBOro aKpaHa Ha 3awuuiaemMbix
KOMMNblOTEepax

Mporpamma ynpasneHus Secret Net Studio no3BonsieT ocywecTBnsaTb 4N OTAEbHOro
KOMMbOTEPA YnpaBieHne pexxnMom obyuyeHuns.
Ana ynpaBneHus pabotoil MeXCceTeBoro aKpaHa:

1. B cnucke 06beKTOB ynpaBneHns Bbi6epuTe HYXHbI KOMNbIOTEP, BbI30BUTE ANS
Hero KOHTEKCTHOE MEHI0 U aKTUBMPYITe B HEM KOMaHAay "CsoricTea".

Ha skpaHe nosiBuTCcs MHMOpMaL s 0 COCTOSSHUM AAaHHOMO KOMMNbloTepa.
2. HaBknaake "CocrosiHne" BbibepuTe 06beKkT "MexceTeBor aKpaH".
B npaBoii 4yacTu akpaHa NosBUTCS NaHesb YNpaB/ieHUsI MeXCEeTEBbIM SKPaHOM.

& Mexcertesoii 3KpaH

@ HO,\’J,CHCI'EME EKNHO4YEHA

OBILIEE

NWLEH3KWA L HACTPOWKW

=
(&) BrarounTs obyuetme

OfydeHune BbIKNHOHEHD

3. [ng BKIOYEHUSA UM OTKIIIOYEHUS MEXCETEBOrO 3KpaHa nepeBeamnTe B HYXHOE
NONIOXKEHWNE NEPEKIIOYATEb B JIEBOM BEPXHEM YIy NaHENN.

4. [ns ynpaBneHus paboTon pexunma obyyeHns HaXXMUTE KHOMKY :

e "Bknouutb 0byyeHue" — ans BKIKOYEHUSA pexunma obydeHuns. Mocne aToro B
naHesnun NosBSTCA ABE C/ieAyoLne KHOMKN;
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e "lpepBaTb 0byyeHmne N COXpaHUTb NpaBmia" — ANns OTKIKOYEHM S pexunma 06y-
YEHUSA M COXPaHEH M BCeX yxKe chOpMMPOBAHHbIX NPaBu;

e "lpepBaTb 06y4yeHne 6e3 coxpaHeHus NpaBun" — Ons OTK/IOUYEHUS pexuma
0by4yeHMs 1 yaaneHus Bcex chopMmMpoBaHHbIX B Xoae 0byyeHus npaBum.

Pexxum 0byueHunsa nossonset chopmmposaTb 6a30Bbii Habop npaeua goctyna (CMm.
cTp.35).

Mpumeyanmne. Haxmute kHonky-ceinky "HACTPOVKW', utobbl nepeiTu K HacTpoike MOMMTMK
MEXCeTeBOro akpaHa (cM. cTp.9).

Mepenante Ha Bknagky "NuueH3ns" N HaxmMuTe KHOMKY-CCbIAKY "MeperTn K MHpopmauum o nuueH-
3un", 4t06bl NPOCMOTPETH CBEAEHNS O JENCTBYHOLLEN TNLEH3NN.
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[maBa 3
ABTOpU3aLUnA ceTeBbIX COeaUHEHUN

HacTtpolika MexaHu3Ma aBTOpU3auMW CeTEBbIX COEAMHEHWUI OCYLLEeCTBASeTCS
LLeHTpann30oBaHHO B NporpamMme yrnpassieHus. OHa BbIMOHSAETCA Ha YpoBHe 06beKToB
"KomnbtoTep" no oTAeNbHOCTU AN KaXA0r0 U3 3alMLLaeMblX KOMAbIOTEPOB.

MpumeyaHue. B coctas Secret Net Studio Takxe BXogUT KOMMOHEHT "fokanbHbIi LeHTp ynpasnexus". C
NOMOLLbKO JAHHOTO KOMMOHEHTA MOXHO TObKO MOCMOTPETL HACTPONKI MEXaHWU3Ma aBTOPU3aLMm CETEBbIX
COEANHEHNI HENOCPEACTBEHHO Ha 3aLLMLLaEMOM KOMIbIOTEPE.

AnAa HacTpoikn napaMeTpoB:
1. Bbi3oBuTe nporpammy yrnpasneHunsa Secret Net Studio.
Ha skpaHe NosiBUTCS OCHOBHOE OKHO MporpaMMmbl.

(W computer-2.TWinfo.local : Secret Net Studio - Lientp ynpasnerna

(E) & T 28 » computer-2TWinfolocal | 4

H = & Cipyrypa Y > Crpyxrypa AD e ® ®unetp He zanaH [l Nay=za &5 §

_ COCTOAHWE HACTPOWKM WH®OPMALIMA JIALIEH3UIA

- &3 infoloca
= ter-2.TWinfo.local 2 TWinfi
= g computer ! g computer-2. Winfo.local

2 snisp twinfo.local

E
[ computer-2TWinfolocal 29° OYHKLUMOHANEHBIR KOHTPONb

‘\ OBIWEE  NIMLIEH3MA

() Buinonums oK
DyHELMOHANBHBIA Bnokupoeka

xOHTpON OyHKUMOHAAEHBIH KOHTPONE NpOHAEH yonewHo

1

S
(=)

Brop & cucTeny

Moaxmouen: computer-2.TWinfolocal Oxro cobemmii (@) | @ B |-

CoBer. [Ins npocmMoTpa 3HaueHuii napameTpoB MexaHW3Ma aBTOpU3aLMU CETEBbIX COEAMHEHMUI
HenocpeACTBEHHO Ha 3alLMLLAEMOM KOMMbIOTEPE BbI30BUTE Nporpammy "JlokanbHblii LIEHTP ynpas-
nenus", nepengnte Ha Bknagky "Hactpoiku" u B pasgene "Monutuku" Boibepute anemeHT
"ABTOpM3aLNs CETEBbIX COeaNHEHNN". B nokansHOM pexume ynpaBneHus pefakTMpoBaHue napa-
METPOB HEJOCTYIHO.

2. OtkpovTe npeacraeneHne "KomnbloTepbl"”, B IEBON YaCTU 3KpaHa B CNUCKe obbek-
TOB yrNpaBfieHNs HANANTE HYXHbI KOMMbIOTEP, BbI30BUTE AJ11 HEFO KOHTEKCTHOE
MEHI0 U aKTUBUPYNTEe B HEM KoMaHAy "CBoncrea".

B npaBoii YyacTu akpaHa NosiBUTCA MHMOPMaLMS 0 COCTOSIHUM KOMMbloTepa.

3. lMeperanTte Ha BKkIagky "HacTponku" n HaxmuTe npu HEobXoAMMOCTU KHOMKY
"3arpy3uTb HacTtpomku", 3atem B pasgene "MonuTukn" BbibepuTe 31€MeEHT
"ABTOpM3aLMNS CETEBbIX COEANHEHMURN" .

B npaBoii yacTtn akpaHa nosiBuTcs 06:1acTb HAaCTPOMKKN BblGpaHHbIX MapaMeTpoB.

Hacrpoiikmn

3awura coeAMHEHWA ANA TPYNNbI eVveryone

BrAHOUMTE SaWMTY coeamHEHNi

O6paboTka CETEBLIK NAKETOB
MapameTpsl 0BpaboTky CETEBHIX NAKETOS:

& Donmace Mavar uanavon -
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4. HacTtpoinTe HyXHble napaMeTpbl U A1 COXPAHEHUS HOBbIX 3HAYEHUN HaxxmuTe
KHOMKY "MpuMeHnTL" BHN3Y BKIaakun "HacTtponku".

HacTtpouka 3awmuTbl coeauHEHUU ANA rpynnbl everyone

YT06bI paspelnTb 3alUTy CETEBbIX COEANHEHUI B NpaBuaax A0CTyNna, HaCTPOEHHbIX
ONs rpynnbl everyone, OTMETbTE noJse "BKAUYnNTb 3alnTy COEANHEHUN" U HaXMnTe
KHOMKy "MpuMeHnTL" BHU3Y BKknaaku "Hactpoiku".

Hactpowka napameTpoB 06paboTku nakeToB

B Secret Net Studio peannsoBaH MexaHW3M 3aWUTbl CETEBOr0 B3aMMOAENCTBUS
MexXZy aBTOpM30BaHHbIMM aboHeHTamMu. [laHHbIM MexaHu3M 6asupyeTcs Ha
OTKPbITbIX CTaHAAapTax NpoTOKO/0B cemelicTea IPsec n obecneunsaetr 6e30nacHOCTb
obMeHa AaHHbIMK.

B TekyLiei BEpCn MCNONb3YHTCA Cleaytolme npoToKosbl.

HasBaHue 3HayeHue

Mporokon AH [Mo3Bonser rapaHTMpoOBaTb ayTEHTUYHOCTb U LI€TIOCTHOCTb
(Authentication | nepepaBaembix faHHbIX kaxxaoro IP-nakera. O6ecneunBaeT 3aWmMTy OT
Header) atak Tuna "Man in the Middle"

Mpotokon ESP Mcrnonb3yeTca ANna KOANPOBAHUSA U KOHTPONS LLETOCTHOCTU
(Encapsulating nepefaBaeMbIX AaHHbIX

Security

Payload)

Mpotokon MpeaHasHadveH Ans obMeHa KtoYaMu 1 CornacoBaHMs NapaMeTpoB
ISAKMP coeanHeHns

Peann3oBaHO HECKObKO PEXMMOB HACTPOMKM. AAMUHUCTPATOP MOXET ANs KaXAoro
3alLMLL@eMOro KOMMbOTEpa YKasaTb UHAMBUAYasIbHbIN PEXUM 3aLUThI.

Mo ymonyaHuio napaMeTpbl MeEXaHU3Ma aBTopU3aunn ceTeBbIX coeanHeHnn HaCTpoO-
€Hbl cnegyrunm O6|’Ja3OMZ

e BKJ/IIOYEH pexuM gobasneHus cnyxebHon nHdopMaLmn B NakeTbl C YpOBHEM aHa-
nunsa "MakeT yenmkom";

e BKJIIOUYEH PEXWM 3alLMThI OT replay-aTtak;

e cueHapui onpegeneHus nonb3osatens SMB-coegnHeHNS — OT UMEHU YYETHOW 3a-
nncu nonb3oBaTens.

3awuTa n LenoCTHOCTb nepeaaBaeMblX JaHHbIX obecneunBaetcs cieayrowmnmMmm cpea-
CcTBamMun:

e pexuM gobasneHuns cnyxebHon MHbOpMaLMK B NakeTbl;
e pexuM WndpoBaHUS N KOHTPONSA LENOCTHOCTU;
* pexwuM 3awWmnTbl OT replay-aTak.

MpumeyaHue. B Tekywieit Bepcum Secret Net Studio ogHoBpeMeHHOe Mcnonb3oBaHKe NpoTokonos AH u
ESP He npegycmoTpeHo.

Ans HacTpoKKM NapaMeTpoB:
1. B obractm HacTpokm mnapamMeTpoB MexaHW3Ma aBTOpM3auun CEeTEBbIX Coe-
ONHEHWN nepenauTe K pasgeny "Hacrpoliku | ObpaboTka ceTeBbiX MakeToB".
ObpaboTka ceTeBbIX NaKeTos i

Mapamerpul obpaboTkK CETEELIX NAKETOS:

® [lognuce MakeT yennkom =
Wupposanue
KoHTpoab LenocTHoCTH

+ | 3awmra ot replay-atak

2. HaCTpOﬁTe napaMeTpbl 3allNTbl CETEBbLIX MAKETOB.
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& BHuMmaHwue! [ing ycTaHoBKM 3aLLMLLEHHOTO COeAMHEHUS HEOBXOANMO:
*  HacTPOWTb AN YAANEHHOro KOMMbloTepa-nonyyatens npasuna [OCTyna, HeobxoauMble Ans
o6MeHa JaHHbIMY C KOMNblOTEpOM-0TNpaBuTenem (cum. cTp.10);
*  BKIIOYMTb pexum 4oGaBneHns cryxeBbHoN HhopMaLmm Ha KOMNbIOTEpe-0TNpaBuTene.
Mpy HEBbINOMHEHUM OAHOTO W3 ITUX YCIOBMIA YCTAHOBUTb 3aLLMLLEHHOE COEANHEHIE HEBO3MOXHO.

Mone 3HaueHune

Moanuchb OTMeTbTE none Ans BKAYEHNS pexnma gobasneHuns cnyxebHon
nHdopMaLmm K nakeTam 1 BolbepuTe B CMNCKE YPOBEHb aHaNun3a:

e "Tonbko MapkmpoBka" — cnyxebHas nHdopmaums GopMmpyeTcsa Ha
OCHOBE NEepBOro CETEBOro NakeTa n3 Cepumn, oCTasbHbIE MaKeTbI
NnoayyalrT METKY MPUHAANEXHOCTU K ayTEHTUDULMPOBAHHON cepun;

e "3aronosku nakeTtoB" — cnyxebHas nHopmMaunsa GopMnpyeTcs Ha
OCHOBE 3aro/10BKOB MaKeTOB;

o "[MakeT uennkoM" — cnyxebHasa nHdopmaums popMmpyeTtca ansa
KaX<A40ro nakeTa nosIHOCTbIO.

Bynet nn pobasnatbcsa cnyxebHas nHbopMaLmna K UCXOAsLLEMY NaKeTy
WW HET, onpeaensercsa napamMerpamm 6e30nacHOCTU yaaneHHOoro
KOMMbloTepa — nony4yarens IP-naketos. Ecnn Ha KoMnblOTEpE —
nosny4yartene NakeToB paspelleH o6MeH AaHHbIMU C KOMMbIOTEPOM-
OTNpaBuTENIEM U HAaCTPOEHbl COOTBETCTBYIOLLME NpaBuia, To Npu
BK/IIOYEHUM pexxnma aobasneHuns cnyxebHom nHdopmaumm K naketam
Ha KOMNbloTepe-0TrNpaBMTeNe BCE NaKeTbl, OTNpPaBfeHHble JaHHOMY
KOMMblOTEpy-nonyyatento, 6yayT AONONHEHbI CNY>XXebHOoM
WHdopMaumen

LImeposaHue OTMeTbTe None Ans BKIIYEHUS peXnMa KognpoBaHnAa AaHHbIX

KoHTponb MocTaBbTe OTMETKY, YTOObI BK/THOUUTbL PEXMM KOHTPONS LLEe/TOCTHOCTHU
LLeJIOCTHOCTM | 3aKOAMPOBaHHbIX NaKeToB. ECcnn TpebyeTcs OTKII0UNTE PEXXUM KOHTPONS
LLeNOCTHOCTM 3aK0AMPOBaHHbIX NAKeTOB — yAaniMTe OTMETKY M3 Mons
"KoHTponb uenoctHoctn"

3awuTa or OTMeTbTE None A8 BKIIOYEHMS PEXMMA 3aLLUMThI, C MOMOLLBH KOTOPOro
replay-atak | npenoTBpallaeTcs NacCUBHbINA 3axBaT AaHHbIX U UX Nepechiika

3. [nsA coxpaHeHUs HOBbIX 3HAYEHWI NapaMeTpoB HaXMUTE KHOMKY "lMpuMeHuTb"
BHM3Yy BKNaaku "Hacrpornku”.

Hactponka SMB-coeauHeHus

[Ons onpenenernsa nonb3oBatens SMB-coeanHeHuns B Secret Net Studio peannsoBaHo
HECKOJIbKO CLLlEHApUEB:

¢ [OJib30BaTesieM CoegMHEHUNSA BCerga CHNTAETCA YHETHAA 3aNCb KOMMNbOTEPA,

e [MOJib30oBaTesieEM COEAMHEHUSA CUHNTAETCA YHYETHAA 3aNUCb NOIb30BAaTENA — UHULN-
aTopa coeavHeHud. Mpu 3TOM OCTasibHbIM MOJSIb30BaTENAM nm6éo pa3pewaeTca,
nn6o 3an pellaeTcs NosIb30BaTbCA YCTaHOB/IEHHbIM SMB-coeMHEHNEM.

[JeaTenbHOCTb BCEX MNOMb30BaTesie, KOTOPbIM pa3pellaeTcsd Mcnosnb3osatb SMB-
coeiMHEHWNe, OCYLLLECTB/IAETCA OT MMEHW MOJIb30BaTENd — UHMLMATOPA COeANHEHUS.
Ecnv nHuymartop coeanHerus HeakTueeH 6onee 30 cekyHA, TO NoO/b30BaTeNEM coeam-
HEHUWS CUMTaEeTCa CreayoLWwmn No NOpsaaKy NoNb3oBaTe b MW CEPBUC, KOTOPbIM Tpe-
6yetcs SMB-coeanHeHue.

MpuopuTeT NpeaocTaBneHmns SMB-coeaMHeHWit (0T HU3LIEro K BbiCLIEMY): aHOHWM-
Hble No/Ib30BaTENM, CEPBUCHI, aBTOPU30BaHHbIE Nnosb3oBaTenu Secret Net Studio.

Mpu peanusaumm cueHapus, NMpu KOTOPOM MOJIb30BaTeNIEM COEAMHEHUS CUMTAETCS
WHULMATOP COEAMHEHMUS, OCTas/IbHbIM MOJIb30BaTENSAM:

e paspellaeTcs No/b30BaTbca SMB-coeagnHEeHNEeM — AeATENbHOCTb BCEX HU3KOMPUO-
pUTETHbIX abOHEHTOB OCYLLECTB/ISIETCA OT MMEHMW BblCOKOMPUOPUTETHOrO abo-
HEeHTa;

e 3anpewaeTca nonb3oBaTbcsa SMB-coeanHeHnem — npu 3anpoce SMB- coegm-
HEHWSA BbICOKONMPUOPUTETHbIM aboHeHTOM SMB- coeaMHEHUS  HWU3KOMpUo-
puTeTHbIX abOHEHTOB 3anpeLlatoTcs.
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Ans Bbibopa cueHapusn:

1. B obnactu HacTpolku napaMeTpoB MexaHuM3Ma aBTOpM3auuuM CETEBbIX Coe-
ONHEHNIW nepenamTe K pasgeny "Hactponku | CueHapui pns onpegeneHus
nonb3oBaTtens SMB-coeanHeHna".

Cuenapwii gna onpegenedua nonbsosatena SMB-coegunenma

O6pabareisate SME-Tpadwc
OT MMEHW y4eTHOM 3anKcKH KoMNboTeEpa
@ 0T uMeHW yYeTHOM Januck NonL3oEaTend

Brokuposats SMB-Tpaduk ocTansHex nonbsosaTened

MpumevaHue. Ecin SMB-coefmHeHe co3paeTcst 40 Havana paboTbl KOMNOHEHTOB MexaHu3Ma
(Hanpumep, mapped drive ¢ onarom reconnect at logon), To NpUOPUTET CEPBUCOB CTAHOBUTCS PaBHbLIM
NPUOPUTETY NONb30BATENEN W BCE JanbHENLLNE NOLKMOYEHUS BYAYT NPOUCXOAMTL OT UMEHU YYETHOM
3anucy KomMnbloTepa.

2. YKaxwuTe cueHapvii ang onpegeneHus nonb3osarens SMB-coeanHeHus.

Mone 3HauyeHune

OT MMEHMN y4yeTHOM OtmeTbTe none, ecnun SMB-coeguHeHns Tpebyerca
3anucu KOMMNblOTEpa | YCTaHaBAMBaTb MOA YyYETHOM 3anncbio KOMMNbloTepa

OT UMEHM Y4YeTHOM OTtMmeTbTe none, ecnu SMB-coeanHeHns Tpebyetca

3anucu yCTaHaBNuMBaTb NOA YHETHOM 3anMCbio NOb30BaTENS
nosib3oBaTens

BbnokunpoBaTtb SMB- MocTaebTe OTMETKY, ecnu TpebyeTcs 3anpeTnTb

TpadPumK ocTanbHbIX ncnonb3oBaHne SMB-coeanHeEHNS BCEM NONb30BaTENSM, KpOMe
nonb3oBaTesien nonb30BaTeNa — MHULUKMaTopa CoeMHEHNN

MosicHeHue. Bce nonb3oBateny nomyyat JOCTyn K 06BEKTY NOL OAHON YYETHOM 3anuckio (NepBoi,
KOTOpas OCyLLeCTBMMA JOCTYN HA TEPMUHANBHBIN CEPBEP) NPU YCNOBMM, YTO:

*  [OCTYN K 3aLuuLiaeMoMy 0OBEKTY OCYLLECTBNAETCS Yepe3 TEPMUHANBHBINA CepBep;

* SMB-coeanHeHue ycTaHaBNMBAETCA NOA YYETHO 3aNNChio NOMNb30BaTENs;

*  He BKNKYeH napameTp "Briokuposats SMB-Tpaduk ocTanbHbIx nonb3oBatenen”.

Ecnu napametp "Brokuposatb SMB-Tpadumk ocTanbHbix Nonb3oBaTenen” BKNKYEH, TO AOCTYN

MONYYUT TOMBKO NONL30BATENL — MHULIMATOP COEANHEHNS C JaHHLIM TEPMUHAMNBHBLIM CEPBEPOM.

B crnyyae 1cnons30BaHMs yHETHBIX 3anuCcei KOMMLIOTEPOB BCE NOML30BATENU TEPMUHANBHOMO Cep-
Bepa nosnyyat AOCTYN K 3aL ML aemMoMy 0ObEKTY NOA OJHOM U TOM e YHETHOI 3anmchto.

3. [nsa coxpaHeHMs HOBbIX 3HAYEeHWI NapaMeTpoB HaXMuUTe KHoMKy "lMpuMeHnTb"
BHM3Y BKagkm "Hacrtponku".

HacTponka napameTpoB nony4veHus IP-agpecoB KoMmnbloTEepa

Cpeacrtea ceTeBoi 3almThl Secret Net Studio no3BonslOT MAEHTUHMLNPOBATL KOM-
MbiOTEP HE TONbKO MO MMEHU, HO K No ero IP-agpecy. 3Ta BO3MOXHOCTb MOXET 6bITb
nUcrnonb3oBaHa, Hanpumep, B C/lydae, ecin MMA KOMMbloTepa Mo KakuM- 6o
npuyMHaM aBToMaTUYECKKN He npeobpasyeTcs B IP-aapec.

Ana HacTpoiikM NnapaMeTpoB:

1. B obnactv HacTpolku napaMeTpoB MexaHM3Ma aBTOpU3auMKM CETEBbIX Coe-
ONHEHWI nepenanTe K pasgeny "Hacrpoiiku | IP-agpeca”.
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IP-appeca
YiaxnouTe, kakum obpasom, yaanesHsie komneoTepsl GyayT noaydate IP-aapeca sawpwaemoro obuekTa,
®) Monyuats agpeca c cepeepa ynpasnesua (pekomengyeTca)

MenonesoEate 47A onpefeneHnA 3apecos cnyhe MeH

Wenonssoeate aapeca u3 CnucKa (ADCWHHE ANA PEAAKTHPOEAHWA NPpH EbléOpE TONbKD O4HOMD KDMI'II:IIOTEPB}:

Appeca v

HacTpoitTe napameTpsl.

Mone 3HauyeHue

MonyuaTb appeca Mo ymonyaHuio knneHTol 6yayT nonyyatb IP-aapeca AaHHOro
C cepBepa ynpasBJ/IeHUA | 3aliMLLIAEMOro KOMMNboTEpa aBToOMaTUYeCKn C cepeepa
6e3onacHOCTN, KOTOPOMY KOMMbIOTEP NMOAYNHEH

Ucnonb3oBaTb OTMeTbTe 3TO none, YTobbl 3a agpecamun KIMeHTbI
ANA onpepeneHnn obpawanuck k cnyx6am DNS, WINS n NetBIOS
aapecoB cny>x6bl UMeH

Ucnonb3oBaTb agpeca OTMeTbTe 3TO None, ecnn HeobxoAMMO ABHO 3a4aTb agpeca.
U3 cnucka BeeauTte IP-agpec AaHHOro 3almLL@aemMoro KoMrnbloTepa B
rnosne BBoAa M HaxxmmTe KHonky "JobasuTk". Ecnn TpebyeTtcs
yAanuTb BBeAEHHbIV IP-agpec, BbibepuTe ero B cnucke n
HaXMuTe KHoMKy "Yaanute".

HaxxmuTe kHonky "MpuMeHnTb" BHU3Y BKNaaku "HacTtporkn".

YnpaBneHue paboTon mexaHn3ma aBTopm3aumm coeauHeHUn Ha
3almaeMbiX KOMNbOTEpPax

Mporpamma ynpasneHus Secret Net Studio M03BoNSET OCYLLECTBASATL A1 OTAE/IbHOMO
KOMMbOTEPA YN paBneHne paboToi MexaHM3Ma aBTopU3aL M COeAMHEHUA.

Ana ynpaBneHus pa6oToii MexaHU3Ma aBTOpU3aLUUUN COeANHEHUN:

1.

3.

B cnucke 06beKTOB ynpaBieHUsi BbibepuTe HYXHbIN KOMMbIOTEP, BbI30BUTE AN
HEero KOHTEKCTHOE MEHI0 N aKTUBUPYNTE B HEM KOMaHAy "Ceoncrea".

Ha skpaHe nosaBuTcs MHGOopMaLms 0 COCTOSIHUM AaHHOIo KOMMblOTEpa.

Ha Bknagke "CocrosiHue" Hanante n BblbepuTe 06bekT "ABTOpM3aUMs CETEBbIX
coeanHeHunn".

B npaBon 4acCTu 3KpaHa NosABUTCA NaHeNlb ynpaBleHUA AaHHbIM MEXaHWU3MOM.

%! ABTOpW3aLMA CETEBbIX COANHEHWI
m HOACHCTEME EKAHOUYEHa

i NWLEH3VA &F HACTPOIAKM

[Ona BKNOYEHUA MW OTKIIIOYEHUS MEXaHWU3Ma NepeBeanTe B HYXXHOE NonoXeHue
nepekn4yaTesb B JIEBOM BEPXHEM yriy naHenn.

Mpumeyanmne. Haxmute kHonky-cooinky "HACTPOWKW', uto6bl nepeitu K HacTpoike MOMMTMK
MexaHW3Ma aBTopu3aLMn CETEBbIX COEIMHEHNN (CM. CTP.38).

Mepenante Ha Bknagky "MuueH3ns" N HaxmuTe KHOMKY-CCbInKy "MeperTn K MHpopmauum o nuueH-
3un", 4to6bl NPOCMOTPETH CBEAEHNS O ENCTBYIOLLEN NTULEH3NN.
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1.

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoAcTBO aAMMHUCTpaTOpa.
MprHUMNBI NOCTPOEHMSA

RU.88338853.501400.00191 1

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoAcCTBO aAMMHKUCTpaATOpa.
YcraHoBka, 06HOBNEHME, yaaneHne

RU.88338853.501400.001 91 2

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoAcTBO aAMMHUCTpaTOpa.
Hacrpolika n akcnnyataums

RU.88338853.501400.001 91 3

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoAcCTBO aAMMHUCTpaTOpa.

LleHTpann3oBaHHOe yrnpaBieHne, MOHUTOPUHT U ayauT

RU.88338853.501400.001 91 4

CpenctBo 3awmThl MHPopmauun Secret Net Studio.
PykoBoAcCTBO aAMMHUCTpaTOpa.

Hacrporika n akcnnyartaums.

NokanbHaga 3awunTa

RU.88338853.501400.001 91 5

CpenctBo 3awmThl MHPopmauun Secret Net Studio.
PykoBoAcCTBO aAMMHUCTpaTOpa.

Hacrporika n akcnnyartaums.

CeTeBas 3awmTa

RU.88338853.501400.001 91 6

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoAcCTBO aAMMHUCTpaTOpa.

Hacrporika n akcnnyataums.

AHTUBUPYC 1 CPeACTBO OBHapY>XeHUS BTOPXEHUN

RU.88338853.501400.001 91 7

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoAcTBO aAMMHUCTpaATOpa.

CepBep 06bHOBNEHUN.

YcTaHOBKa 1 HacTpolika

CpenctBo 3awmThl MHPopmMauun Secret Net Studio.
PykoBoacTBO nosib3oBaTtens

RU.88338853.501400.001 92

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa
Hacrpownka v akcnnyatauus. CeTeBas 3awmTa

43



	Список сокращений
	Введение
	Общие сведения
	Межсетевой экран
	Механизм авторизации сетевых соединений

	Межсетевой экран
	Порядок обработки сетевых пакетов
	Управление приоритетом правила
	Управление правилами доступа
	Создание правила доступа
	Управление работой правил доступа
	Удаление правила доступа

	Управление системными правилами
	Создание системного правила
	Управление работой системных правил

	Управление прикладными правилами
	Создание прикладного правила
	Управление работой прикладных правил

	Управление правилами фильтрации сетевого потока
	Подключение к серверу управления
	Создание и редактирование правил фильтрации сетевого потока
	Просмотр правил фильтрации сетевого потока
	Удаление правила фильтрации сетевого потока

	Управление сетевыми протоколами
	Настройка режима защиты протокола ICMP
	Управление сетевыми сервисами
	Настройка режима обучения
	Управление работой межсетевого экрана на защищаемых компьютерах

	Авторизация сетевых соединений
	Настройка защиты соединений для группы everyone
	Настройка параметров обработки пакетов
	Настройка SMB-соединения
	Настройка параметров получения IP-адресов компьютера
	Управление работой механизма авторизации соединений на защищаемых компьютерах

	Документация

