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Cnucok cokpawieHnmn

AD

Active Directory

I1ISs

Internet Information Services

LDAP

Lightweight Directory Access Protocol

NTFS

New Technology File System

OID

Object Identifier

SID

Security Identifier

SP

Service Pack

usB

Universal Serial Bus

VPN

Virtual Private Network

XML

Extensible Markup Language

54

Basa gaHHbIX

nuc

MHdopmaumoHHas cucrtema

KU

KOHTpOsb LLenoCcTHOCTH

ocC

OnepaunoHHas cuctema

ocCP

O6WwenocTynHbIA CEeTEBOM pecypc

oy

OnepaTtuBHOe yrnpasneHue

MNAK

MporpaMMHoO-annapaTHbIi KOMMAeKC

no

MporpaMMHoe o6ecneyeHne

Cb

CepBsep 6e30nacHoCTU

CYB/

CucTeMa ynpaeneHuns 6asamm flaHHbIX

Ly

LleHTpanu3oBaHHOe ynpaBsneHune

M

SNeKTPOHHbIN naeHTuduKaTop
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BBeaeHue

YcnoBHble
0003HavYeHus

o>p

[JlaHHoe pyKOBOACTBO MpeAHasHa4yeHo ans agMumHucTpaTopoB usgennsa "Cpeacrso
3awnTbl MHbopmauum Secret Net Studio" RU.88338853.501400.001 (pmanee —
Secret Net Studio, cucrema 3awmThl, nsgenme). B HeM cogepxxaTca cBeaeHus, Heob-
XOAMMblEe agMUHUCTpaTopaM A4ns ycraHoBkm MO n3genus, ero obHOBAEHUSA, UCnpas-
neHns wunn ypaneHusa. [llepen u3yyeHMeM [AHHOrO pyKoBoACTBaA He06xXoauMo
O3HaKoOMUTbCSA € obwmnmn ceegeHmamum o Secret Net Studio, M3noOXXeHHbIMM B AOKY-
MeHTe [1].

B pykoBoAcTBe A/1s1 BblAeNEHUS HEKOTOPbIX 3JIEMEHTOB TEKCTa MCMNONb3YyeTcs psig
YC/IOBHbIX 0603HaUYeHUN.

BHyTpeHHMeE CCbl/IkM 06bIYHO COAepXaT yKa3aHWe Ha HOMEep CTPaHuLUbl C HYXHbIMU
CBEAEHUSIMU.

BakHast n gononHuTenbHas nHbopMaLmsa odopMieHa B BUAE npuMedaHuin. CteneHb
BaX>XHOCTWN COZIEPXALUNXCA B HUX CBEAEHU I 0TOBPaxaloT MMKTOrpaMMbl Ha Monsx.

e Tak obo3HauvaeTca AononHUTeNbHas MHbopMaLnsa, KOTopas MOXEeT coaepXaTb
npuUMepbl, CCbINIKM Ha Apyrue JOKYMEHTbl UK Apyrue 4acTu 3TOro pyKoBOACTBA.

e TaKoi NUKTOrpaMMoi BblAENSAETCA BaXkHas MHMOPMaLMS, KOTOpYo HeobxoamMo
NPUHATb BO BHMMaHMe.

e DTa NMKTOrpamMMa ConpoBOXAAeT MHMOPMaLMIO NpeaocTeperatoLLero xapakrepa.

Wcknioyenus. MpumeyaHust MOTYT HE COMPOBOXAATHCS MUKTOrpaMmamu. A Ha Monsix, MOMUMO MUKTO-
rpaMm NpUMEeYaHNi, MoryT GbITb NPUBELEHBI U ApYrue rpaduyeckue aNeMeHTbI, HanpuMep, u3obpaxeHus
KHOMOK, IeNCTBUS CKOTOPbIMU YNOMSIHYTbI B TEKCTE PACNONOXEHHOTO psifioM ab3aua.

Opyrue CaiT B MHTepHeTe. Bbl MOXeTe noceTuTb canT komnaHum "Koa BesonacHoctn"

WUCTOUYHUKM (https://www.securitycode.ru/) nnn cBA3aTbCA C NPEACTAaBUTENAMM KOMMaHUM Mo

qu)opmauww 3/1eKTPOHHON nouTe (support@securitycode.ru).
Yyeb6Hble Kypcbl. OCBOMTb annapaTHble U NporpaMMHble NpoAyKTbl KoMnaHum "Koa
BesonacHocTn" MOXHO B aBTOPM30BaHHbIX yYebHbIX LeHTpax. MNepeyeHb y4yebHbIX
LEHTPOB M  ycnoBusi 0b6yyeHMss npeacTaBfieHbl Ha  CcaillTe  KoMMaHuwm
https://www.securitycode.ru/company/education/training- courses/. CBsizaTbCs C
npeactaBuTeNIeM KOMMaHWUM MO BOMpOCaM oOpraHuM3auuMm O0byyeHUs MOXHO Mo
3/1eKTPOHHOM nouyTe (education@securitycode.ru).
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Ob6wue cBegeHns o pasBepTbiBaHUN CUCTEMbI

CrpykTypa cuctembl Secret Net Studio asnsetca moaynbHown. MoapobHbie cBeaeHUS
06 apxuTtekType cncrembl Secret Net Studio coaepxxaTcsa B fokyMmeHTe [1].

CocraB yCTaHaBJfinBaeMbiIX KOMNOHEHTOB

Cucrema Secret Net Studio coctonT 13 cneayoWwmMx NporpaMMHbIX MakeToB, yCTaHaB-
NMBaeMbiX Ha KOMMNblOTEpPaXx:

1. "Secret Net Studio" (nanee — kmeHT).

2. "Secret Net Studio — Cepsep 6e3onacHocTn" (aanee — cepsep 6e30nacHOCTN NN
Cb).

3. "Secret Net Studio — LleHTp ynpasneHuns" (aanee — nporpamma yrnpasfeHus).

TpeboBaHuA K annapaTHOMY U NporpaMmMHOMY ob6ecrne4yeHuro

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa
YcraHoBka, obHOBNeHWe, yaaneHme

KnueHr

KomnoHeHT "Secret Net Studio" ycraHaBnnBaeTcsa Ha KOMMNbOTEPbI, paboTatowime noa
ynpasneHuem cneagyowmx OC (noaaepxunsatotcs 32- n 64-paspsagHble Bepcmn OC ¢
YCTaHOBNAEHHbIMW NakeTaMm 06HOBNEHMWI HE HNXKE YKa3aHHbIX):

e Windows 10;

e Windows 8.1 Rollup Update KB2919355;

e Windows 7 SP1;

e Windows Server 2016;

e Windows Server 2012 R2 Rollup Update KB2919355;
e Windows Server 2012;

e Windows Server 2008 R2 SP1.

BHumaHwue!

Bo n3bexaHue koHNMKTOB CPeAcTB 3awyuThl Heobxoammo o yctaHoBku Secret Net Studio y6eautses B
OTCYTCTBWM Ha 3alyMLiaeMbIX KOMMbOTEPAX APYrUX YCTAHOBMEHHBIX aHTUBMPYCHBIX CPEACTB, CPEACTB
3aLWKTbl MHOPMALMM OT HECAHKLIMOHMPOBAHHOTO JOCTYNa, MEXCETEBbIX KPAHOB.

[Nns yCTaHOBKM K/IMEHTa B CETEBOM peXUME PYHKLMOHNPOBAHUS KOMIMbIOTEP AOIKEH
6bITb BK/IOYEH B AoMeH Active Directory.

TpeboBaHus K annapaTHON KOHMUrypaunm KoMnbloTepa:

SneMeHT MuHuManbHO

lMpoueccop B cooTBeTcTBMM C TpeboBaHmsamn OC 1
OnepaTtuBHas NnamMsaTb 2Tb

XecTknii anck (ceBoboaHoOe NpoCcTPaHCTBO) 4Tb

1 Mpun ncnonb3oBaHUM KOMNOHEHTa "AHTUBMPYC" HEO6XoAUM NpoLeccop C ABYMS HDU3NYECKMMU
nnu normyeckmmmn (TexHonorms hyper-threading) saopamm.

CucremHbi katanor OC Windows %SystemRoot% fomkeH pacnonaraTbCs Ha TOMe C
dannoson cncremont NTFS mnm NTFSS.

[ns yCTaHOBKM K/IMEHTa Ha KOMMbOTEPE A0/MKHO b6bITh YCTaHOBEHO cieaytoulee MO:
e Internet Explorer Bepcuu 8 unu Bbiwwe.

Ecnm Ha komnbtoTepe 6yayT MCnonb30BaTbCa annapatHble cpeactsBa 3awnTbl (MAK
"Cobonb" wnnu gpyrue noanepxuBaeMble CPeAacTsBa), peKOMeHAyeTCs BblIMOSHUTb
MoOArOTOBKY YCTPOMCTB K MCMOMIb30BaHWUIO A0 YCTAaHOBKM knneHTckoro MO cucremebl
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Secret Net Studio. [encrBus ans NoaAroTOBKM YCTPOWCTB BbIMOSIHAKTCA B COOT-
BETCTBUM C AOKYMEHTaUMNEN Ha nsgenne. YCTaHoBKY NMporpaMMHOro obecneyeHms ans
noaaepxupaembix USB-kntoyen n cMapT-KapT MOXHO BbIMOSIHATbL C YCTAHOBOYHOMO
ancka cucrembl Secret Net Studio. ®annbl 4na ycraHOBKM pacnosioXXeHbl B COOTBET-
CTByHOWMX nogkaTtanorax katanora \Tools\ (cBegeHns o pasmelleHMn danios CM. B
npuUaoXeHnn Ha cTp.35).

YcTaHoBKa K/IMEHTa B CETEBOM pexume (PYyHKLMOHMPOBAHUSA MOXET BbIMONHATLCS
LLeHTpann30BaHHO Noj ynpasneHneMm cepsepa 6e3onacHoctu. B aToM cnyyae B
6paHaMayape, eCiv OH BKKOYEH, HeobXoAMMO paspelunTb UCNoNb30BaHWe NopToB
Ans gocrtyna k obwmm pecypcam: UDP -137, 138; TCP - 139, 445. laHHble NopTbl N0
YMONYaH M0 3aKpbITbl 6paHAMay3poM Mpu OTCYTCTBMUM HA KOMMbIOTEPE CETEBbIX Narnok
obuwero gocryna. Kpome Toro, A4o/mkHbl 6bITb OTKpbITbl Bce TCP, UDP-nopTbl, Heob-
XoAmMMble anst @yHKUMoHMpoBaHus komnoHeHToB OC Windows B gomeHe AD.
MporpaMmMa yCTaHOBKW KJIMEHTA A0 Hadana Moandukaunum CMCTeMbl aBTOMaTU4YeCKU
co3paeT Touky BocctaHoBneHusa OC. B npouecce yCTaHOBKM MPOBEPSIOTCA U Npu
HeobXxoaANMOCTM aBTOMaTMUECKM YCTaHaB/MBAKOTCA cneaylolme pacnpoCcTpaHsieMble
nakeTbl KoMNaHunu Microsoft:

e Microsoft C/C++ Runtime gns Visual Studio 2017;

e Microsoft .NET Framework 4.5;

e nakeTbl 06HOBNEHUM Microsoft KB2117917, KB971512 n KB2462317;

e cnyx6bl Microsoft Core XML Services (MSXML) 6.0;

e Microsoft XML Paper Specification Essentials Pack (naket XPS EP).

Mocne ycraHoBKM 06HOBMEHN I MOXET NoTpeboBaTbCA Nepesarpy3ka KoMnbloTepa.

CepBep 6e3onacHocTH

KomnoHeHT "Secret Net Studio — Cepsep 6e3onacHoOCTM" yCTaHaBNMBAETCA Ha KOM-
nbloTepbl, BKAIOUEHHbIe B AoMeH Active Directory n paboTtatowme noa ynpasneHnem
cneaytowmx OC:

e Windows Server 2016;

e Windows Server 2012 R2 Rollup Update KB2919355;
e Windows Server 2012;

e Windows Server 2008 R2 SP1.

TpeboBaHuMs K annapaTHON KOHMUrypaunm KoMmnbtoTepa:

SneMeHT MuHuManbHO PekomeHpyeTcs
Mpoueccop B cootBeTcTBMYU C TpeboBaHuamm OC| Intel Core i5/Xeon E3 u Bbiwe
OnepatuBHast namsatb | 8 b 1661

XKecTtknin amck 150TB

(cBO6oaHOE MecTo) PekomeHAyeTCst NCNOMb30BaTb BbICOKOCKOPOCTHOM XXECTKUI ANCK

1 Mpun pasmewweHmn Cb u cepeepa CYB/] Ha 0oa4HOM KOMMblOTEpE.

Ona dYyHKUMOHMPOBaHUSA KOMMOHeHTa TpebyeTca Haimume CUCTeMbl yrpaBieHus
6azamum gaHHbIX, peannsyemoii cepsepoM CYB MS SQL. Cepsep 6e3o0nacHOCTU 1 cep-
Bep CYB[ mMoryT 6bITb YCTaHOBMIEHbI Ha pPa3HbIX KOMMbloTepax (PeKOMeHAyeTCs) uam
Ha OA4HOM KOMMblOTepe.

Bepcun nporpamMmHoro obecneveHus cepBepoB 6a3 AaHHbIX, COBMECTUMbIE C cep-
BepoM 6e3onacHocTn (nogaepxusaroTcd 32- W 64- pa3psgHble Bepcun  C
YCTaHOBAEHHbIMW NakeTaMm 06HOBNEHUI HE HNXKE YKa3aHHbIX):

e Microsoft SQL Server 2012 SP1, Bkitoyast cBO60AHO pacnpoCTpaHAEMbI BapuaHT
SQL Server 2012 Express (ycraHoBky CYB[ MS SQL Server 2012 SP1 Express
MO>XHO BbIMO/IHWUTb C YCTAHOBOYHOIO ANCKA KOMMJIeKTa NOCTaBKM — cM. cTp.36);

e Microsoft SQL Server 2014, Bknto4as cB060AHO pacnpocTpaHsieMbln BapMaHT SQL
Server 2014 Express;

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa 8
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e Microsoft SQL Server 2008 R2 SP1, Bkso4ast cBo60AHO pacnpoCcTpaHaeMblii Bapu-
aHT SQL Server 2008 R2 Express.

KoppekTHoe B3aumopeiictaue cepsepa besonacHoctu n CYB[ MS SQL obecneumBaeTcs npu Bbinon-
HEHUW YCTIOBWIM, UNIOXEHHBIX B NPUOXEHUN Ha CTP.36.

[JOoNOoNHUTENBHO K KOMMbIOTEPY NPeabsBAAOTCS cleayolme TpeboBaHus

e Ha KOMMbloTEPE A0MKHbI 6bITb CBO6OAHBI M OTKPbITEI TCP-nopThl 50000-50003.
Ecnm 3T nopTbl 3aHATbI APYrMMY NPUIOXKEHUSIMU, NPU YCTaHOBKe cepeepa 6e30-
nacHoctn 6yaeT npeanoXxeHo BblbpaTb Apyrve nopTbl A4S WCMNOSIb30BaHUS
cnyx6amm katanoros. Kpome Toro, A4o/mkHbl 6b1Tb OTKPbITH Bce TCP, UDP-nopThl,
HeobxoanMmble a4na GyHKUNMOHMpoBaHUA koMroHeHToB OC Windows B foMeHe AD;

e B KayecTBe f3blka MPOrpaMM, He NoAAEpPXWMBAKLWMX CTaHAApT KOAMPOBAHUS
IOHUMKOA, foMKEH BbITb yKa3aH PyCCKUM A3bIK;

* AN KOMMbIOTEpa A0/MKHA 6bITb BKIlOUEHA posnb Beb-cepBepa (11S).

MporpaMma yCTaHOBKM aBTOMaTWU4eCKW NMpoBepsieT U Npu HeobxoaAMMOCTU yCTaHaB-
NMBAET crieayoLWwmin pacnpocTpaHseMblin nakeT KoMnaHuu Microsoft:

e Microsoft C/C++ Runtime ans Visual Studio 2017.
Mocne ycTaHOBKM 06HOBIEHMNIA MOXET NOTpeboBaTbLCS Nepesarpy3ka KoMNbloTepa.

Mporpamma ynpaBneHus

KomnoHeHT "Secret Net Studio — UeHTp ynpaBneHus" ycTaHaB/MBaeTCsa Ha KOM-
nbloTepbl, BKIOUEHHbIe B AoMeH Active Directory n paboTtatowme noa yrnpasneHnem
cnegyrowmnx OC (nopgepxwuBatotcs 32- u 64- paspsgHble Bepcun OC cC
YyCTaHOB/IEHHbIMWN NakeTamMm OB6HOBIEHU HE HMXKE YKa3aHHbIX):

e Windows 10;

e Windows 8.1 Rollup Update KB2919355;

e Windows 7 SP1;

e Windows Server 2016;

e Windows Server 2012 R2 Rollup Update KB2919355;
e Windows Server 2012;

e Windows Server 2008 R2 SP1.

TpeboBaHus K annapaTHON KOHMUrypaunm KoMnbloTepa:

SneMeHT MuHuManbHO

lMpoueccop B cootBeTcTBUM C TpeboBaHusaMn OC
OnepaTuBHas NaMsTh 26!

XKecTknii anck (ceBoboaHOEe NpoCTPaHCTBO) 4162

1 Mpn paboTte C XypHanamu yKasaHHbI 06beM NaMsiTn sIBASIeTCS AOCTAaTOYHbIM ANst oTobpa-
XeHna o 1—1,5 mnH 3anucein. Ytobbl 3arpyxatb 6onblue AaHHbIX (HanpuMep, A1 NpocMoTpa
apxuBoB pa3MepoM 6onee 100 MB), Heob6xoanmo nnbo yBenmumtb 06beM namsatn, NM60 UCnonb-
30BaTb GUNbTPALNIO 3anncen.

2I'Ipvl paboTe C apxvBaMW XYPHaNiOB yKa3aHHbIi 06beM NaMsiTU ABASETCS AOCTATOYHbIM AN
pacnakoskun apxusoB A0 80— 100 MB (pasapxvBuMpOBaHWE OCYLLECTBASETCA B Nanke
BpeMeHHbIx darnoB nonb3osatens). YTtobbl 3arpyxatb 6onee 06beMHble apxmBbl, He06X0AMMO
yBEINYNTL CBO60AHOE MPOCTPaHCTBO Ha AMCKE, KOTOPbIA NCMONb3YETCS ANS BPEMEHHbIX daii-
nos. Hanpumep, ans pabotbl ¢ apxuammn pasmepom 200-300 MB Tpebyetcs He MmeHee 10 b
cB060AHOro NpoCTpaHcTBa.

[nsa ycTaHOBKM NporpaMmbl yrpasieHUs Ha KOMMNblOTepe A0/MKHO 6bITb YCTaHOBAEHO
cnepyrouwee MO:

e Internet Explorer Bepcuu 8 unu Bbiwwe.

MporpaMma yCTaHOBKM TakXe MpOBEpSieT M Npu HeobXoaMMOCTM yCTaHaB/IMBAET B
aBTOMaTMyYecKoM pexunme naket Microsoft .NET Framework 4.5.
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YcTaHOBOYHbLIN AUCK CUCTEMBI

MporpamMMHOe obecnedeHne u 3aKCnayaTauMoOHHas AOKYMEHTaumsa cucrembl Secret
Net Studio mocraBnsOTCA Ha yCTaHOBOYHOM AucKke. B KOpHEBOM KaTanore aucka
pasMellaeTcs McnosiHseMblli Gann nporpaMMbl Ansa paboTbl C AUCKOM (Janee —
nporpamMa aBTo3anycka). Obwas CTpyKTypa KaTanoros Ancka npeacraBfieHa B ceay-
lowen Tabnmue.

Karanor Copepxxumoe

\Setup\Server\ OnctpnbyTtne cepsepa 6e3onacHOCTH

\Setup\Console\ | AncTpnbyTnBbLI NPOrpamMmMbl yrnpasneHus

\Setup\Client\ OncTtpnbyTmBbl KMeHTa

\Setup\SnCard\ darnbl yCTaHOBKWU ApaliBepa CpeAcTBa annapaTHON NoaaepXKu

\Documentation\ | KomnnekT goKymMeHTaunmn

\Tools\ BcnomoratenbHble yTunuTbl, Gannbl ANs yCTaHOBKU U HacTponkn MO

Mporpamma aBTO3anycka

Mpwn BCTaBKEe YCTAHOBOYHOI0 ANCKA B NMPUBOA AN UTEHUS ONTUYECKUX AMCKOB MpounC-
XOOMT aBTOMAaTMUECKUIA 3aMyCK NMporpaMmbl aBTo3anycka, KOTopasi MO3BONSIET BbIMOJ-
HSTb Cneayrolime AeiCTBUS:

e 3anyckaTb NporpamMMbl yCTaHOBKM KOMMOHEHTOB cucTeMbl Secret Net Studio;
e OTKpbIBaTb B OTAE/bHbIX OKHaX KaTasorn aucka.

MpumeyaHue.

Ecnu Ha komnbloTepe OTKMOYeHa (PYHKLMA aBTO3amycka ONTUYECKUX AMCKOB, aBTOMATMYECKMIA 3anyck
nporpammbl He BbINOMHAETCS. B aTOM cnyyae ans paboTbl ¢ nporpaMmoil aBTosanycka 3anyctute gainn
SnAutoRun.exe B kopHEBOM KaTanore aucka.

MpuMMep coAepXMMOro OKHa MporpamMMbl aBTO3anycka MpeAcTaBfeH Ha ceayowem
PUCYHKe.

’ (%]
SECRET NET STUDIO
= KOO GE30MACHOCTI

© 3awuTHLIE KOMNOHEHTEI
© Cepeep 6e3onacHoCcTH

© UenTp ynpaeneHua

© [paiiep Secret Net Card
© [ononnutensHoe MO

© JokymeHTauua

© Ob30p ancka
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OKHO COAEPXNT KOMaHAbl 4514 BbINO/IHEHUA ﬂGVICTBI/IVI. Ha3HaueHune KOMaHA ONncaHo
B cnegytowien Tabnuue:

KoMmaHpa HasHaueHue

3awmMTHble KOMMOHEHTbI 3anyckaeT nporpaMMy yCTaHOBKM K/TMEHTa
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KoMmaHpa HasHaueHue
CepsBep 6e30nacHoOCTH 3anyckaeT nporpaMmMy yCcTaHOBKM cepBepa 6e3onacHocTn
LleHTp ynpaBneHusn 3anyckaeT nporpaMMy YCTaHOBKW NMPOrpamMMbl yrpaB/ieHuns

ApaiBep Secret Net Card | 3anyckaeT nporpamMMy yCTaHOBKW ApaliBepa CpeacTsa
annapaTtHon noaaepxku Secret Net Card

AononHutenbHoe NO OTKpbIBaEeT B OTAENbHOM OKHe kaTanor \Tools\
AokyMeHTauus OTKpbIBaeT B OTAE/bHOM OKHe kaTasnor \Documentation)
0630p ancka OTKpbIBaeT B OTAE/TbHOM OKHE KOPHEBOW KaTasnor Ancka
English MepekntoyaeT Ha aHINIMNCKUIA S3bIK COAEPXKMMOE OKHa

nporpamMmbl aBTo3anycka

Ona BbINOMHEHUSA HYXHOro AencTBus Bbl6epMTe COOTBETCTBYHOLLYHO KOMaHAy.
HekoTopble KoMaHAbl 3anycKka MoryT 6bITb HEeAOCTYMNHbl M3-3a HEBO3MOXHOCTU YyCTa-
HOBKW KOMMOHEHTOB NN €C/in YCTaHOBKa He Tpe6YETCﬂ. [na npocmoTpa cBeAeHun o
npuynHe 6J'IOKVIpOBKM HaBeAUTE yKa3aTeslb Ha KOMaH4y — 4yepe3 1-2 CEKYyHAbl Ha 3K-
paHeE NoABUTCA BCrJibiBatloLlee coobLieHmne.

BapuaHTbl yCTAaHOBKM KOMMOHEHTOB

KoMnoHeHTbl cuctembl Secret Net Studio MoxxHO ycTaHaBmBaTb Npu paboTe Ha KOM-
nbloTepe NI0KaibHO UM B TEPMUHASIbHbIX CECCUSAX.

KpoMe Toro, ycraHOBKa K/MEHTa B CETEBOM pexume (PyHKLWUOHUPOBAHUS MOXET
BbIMOJIHATLCS LLEHTPasM30BaHHO Moz yrpasieHnem cepeepa 6e30nacHoOCTU.

I'Iopnp,ox YCTAaHOBKUM AnNSA LUeHTPalin3oBaHHOro ynpaBrieHus

MoaroToBuTenbHbIE AeUCTBUSA

MNepen ycTaHOBKOW KOMMOHEHTOB cucTeMbl Secret Net Studio ana ueHTpanu-
30BaHHOro ynpasfeHUs HeobxoAMMO BbIMOMHUTL AEWCTBUMS MO NOArOTOBKE K
Co34aHuI0 AOMeHOB 6e30MacHOCTN U CeTeBON CTPYKTYpbl. CBeaeHnsa o AgoMeHax 6e30-
NacHOCTM 1 CeTeBOW CTPYKType cuctembl Secret Net Studio cMm. B gokymeHTe [1].

CocTtaB NoAroToBUTENbHbIX AENCTBUN:

1. Ecwm pgomeHbl 6e3onacHocTv 6yayT dopMupoBaThcs Ha 6ase opraHM3auMOHHbIX
noapasaenieHunii, NoAroToBbTE OpraHM3aLUMOHHbIE MNOAPA3AENEHUS U BKIOUATE B
HUX HYXXHbl€ KOMMbOTEPbI.

2. [ns kaxpAgoro sieca AoMeHOB 6e30MacHOCTM co3falTe rpynny nonab30oBaTenen,
KoTopas 6yaeT ykasaHa B KayecTBe Trpynnbl aAMUMHUCTPATOPOB Jleca.
Monb3oBaTenun, BXoaswme B rpynny aaMMHWUCTPATOPOB Jieca AOMeHOB 6e30-
nacHoctu, 6yayT obnagaTb NnpaBaMn Ha co3gaHWe HOBbIX AOMEHOB 6e3onacHoCTH
B COOTBETCTBYIOLLEM JIECY.

3. CosgaiiTe rpynnbl nosnb3oBaTeniei, KoTopble B6yayT yKasaHbl B KayecTBe rpynn
aAMMHUCTPaTOPOB AJOMEHOB 6€30MacHOCTU.

O6LMin NopsAAOK YyCTAHOBKN KOMIOHEHTOB

YcraHoBKa KOMMNOHEHTOB cucteMbl Secret Net Studio BbinonHsaeTcs B cnepyroLlem

nopsiake:

1. Ha koMnbloTepe, KOTOpbI 6yAeT NCnosib30BaTbCsa B KAYeCTBE KOPHEBOIro cepeepa
6e3onacHocTn (He MOAYMHEHHOro APYrMM cepBepaM), BbIMONHUTE creaylowme
ANeNcTens:

e BKJIOUMTE IFpynny aAMMHUCTPATOPOB sleca AOMEHOB 6€30MacHOCTU U rpynny
afIMMHUCTPaTOpPOB AOMeHa 6e30MacHOCTM B JIOKaslbHYK Tpynny aaMUHWU-
CTpaTopoB KoMMbloTepa (B COOTBETCTBUMM C TEM, K KakoMy AoMeHy 6e30-
nacHoCTM ByAeT OTHOCUTLCS CepBep);

e ycraHoBuTe MO cepBepa 6e3onacHocTn (cM. cTp.13).
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2. Ha ppyrmx KoMmnbtoTepax, KoTopble OyayT WCNOMb30BaTbCid B KayecTBe
NOAYMHEHHbIX CepBepoB 6€30MacHOCTU, BbINMOSHUTE AENCTBUS aHanornyHo n. 1.

3. Ha pabounx mecrtax agMMHuUcTpatopoB Secret Net Studio ycraHoBuTe nporpamMmmy
ynpasneHus (cM. cTp.18).

4. YcraHoBuTe IO knmeHTa Secret Net Studio B ceteBOM pexume QYyHK-
LMOHNpOBaHMA (CM. cTp.19 ) Ha KOMNblOTepax cepeepos 6e30nacHOCTU, 3aTeM Ha
OCTa/IbHbIX KOMMbIOTEPAX.

TunoBoM cLueHapui pa3BepTbIBaHUA

Hwu>xe paccmaTpmBaeTcs TUMOBOW CLEeHapuin pa3BepTbiBaHUS KOMMOHEHTOB CUCTEMbI
Secret Net Studio ans cny4das ¢popMmpoBaHusa ogHOro gomeHa 6esonacHocTu Ha 6ase
OpraHusaumoHHoro nogpasgeneHns AD. Bce 3awuuwaeMble KOMMbHOTEpPbI
MOAYNHSAOTCA OAHOMY cepBepy 6e30MacHoCTH.

1. C ncnonb3oBaHMeEM cpeacTB ynpaBneHus obbekTammu Active Directory co3paiite
OpraHmM3auMoHHOe NoapasaesieHne N BKIKOYNTE B HEro KOMMNbOTEPbI, HA KOTOPbIX
byaet ycraHoBneHo MO cucrembl Secret Net Studio.

2. Co3gaiiTe AOMEHHble rpynnbl Mofnb3oBaTenen Ansa agMUMHUCTPATOpPOB Jfleca
AoMeHoB 6e30MacHOCTU U aAMUHUCTPATOPOB AoMeHa 6e3onacHoCTU. BkaounTe B
3TW FPYNNbl YYETHbIE 3aNnCcK, KOTOpble AO/MKHbI 06N1aaaTb COOTBETCTBYOLWMMM
NMOTHOMOUYMSMM.

Mpumeyanue.

B paccmatpusaemMom TUMOBOM CLiEHapuu BMECTO ABYX rpynn AOMyckaeTcs cosfartb OfHy rpynny
agMuHncTpaTopoB besonacHocTh. [laHHylo rpynny MOXHO OyaeT ykasaTb W Kak rpynny agmuHu-
CTPaTOpOB feca, W kak rpynny agMMHUCTpaTopoB AoMeHa besonacHoctu. OgHako ans cnyyas pac-
LUIMPEHNSI CUCTEMbI O HECKONMbKMX JOMEHOB 6e30MacHOCTW PEKOMEHLYeTCs Co3faTth OTAENbHYI0
rpynny adMMHUCTPATOPOB J1eca U B CO3aHHble rpynnbl BKIMOYUTL Pa3NNYHbIe y4eTHbIE 3anucu.

3. Ha komnbloTepe, KOTOpbln 6yAeT MCNOMb30BaTbCA B KayectBe cepeepa 6e30-
MaCHOCTH, BbIMNOJIHUTE cneaywuine AGVICTBVIFI:

e BK/OUMTE rpynny aAMUHUCTPATOPOB sleca AOMEeHOB 6e30MacHOCTN U rpynny
a[IMMHUCTPaTOpPOB A0MeHa 6e30MacHOCTM B JIOKalbHY rpynny aAMUHKU-
CTpaTopoB KOMMblOTEPa;

e ycraHosuTe M0 cepsepa 6e3onacHocTn (cM. cTp.13).

BHumaHwme!

Urobbl 0becneunTs becnepebonHoe hyHKLMOHNPOBAHME 3alLLMLLaEMbIX KOMMBIOTEPOB, CrieayeT ycTa-
HOBUTb pe3epBHbIii CepBep B 3TOM Xe [oMeHe Ge30macHOCTW. YCTaHOBKa pe3epBHOTO CepBepa
BbINONHAETCA B Bap1aHTe BKIIOYEHUs cepBepa B COCTaB MMetoLlerocs foMeHa 6esonacHocTu. IMpu
YCTaHOBKE MOAYMHUTE PE3EPBHbIN CEpBEP OCHOBHOMY CEpBEpY AoMeHa GesonacHocTu. Onucanue
0CoBEHHOCTEN UCMOoNb30BaHNUS PE3ePBHOMO CEPBEpa CM. B NpUNoxeHnu Ha cTp.40.

4. Ha koMmnbloTepe agMmHucTpatopa 6e30macHOCTM yCTaHOBMTE NMporpaMMy yrpas-
neHus (cm. cTp.18).

5. 3aI'IYCTVITe nporpamMMmy ynpassieHNA U YCTaHOBUTE COeEANHEHUNE C CEPBEPOM 6e30-
MacHOCTH.

MpumeyvaHue.
CaepeHvsi o paboTe ¢ NporpamMmoi ynpaBneHus cM. B JOKyMeHTe [4].

6. HacrtporiTe LeHTpann3oBaHHYH YCTaHOBKY KaneHTckoro MO Secret Net Studio Ha
KOMMNbIOTEPAxX OpraHuM3auMoOHHOrO nogpasgeneHusa. [na >3T1oro pobasbTe
KOMMJIEKT YCTaHOBOYHbIX annoB KAMEHTA B CIMCOK LEHTpaaM30BaHHO
ycraHasnmaemoro MO u chopmMupyliTe 3agaHuns pa3BepTbiBaHMs (CM. €Tp.23).

7. OTcnexuBaiiTe BbiMONHEHWE 3aAaHuii B MporpaMme ynpasneHus. lNocne ycra-
HOBKMW KnneHTckoro MO 1 nepesarpy3ky KOMMbIOTEPOB OHW 6yaAyT MNOABAATLCSA B
CTPYKTYype ynpaBneHWsi B Ka4yecTBe MOAYMHEHHbIX 06bEKTOB cepBepa 6e30-
MacHoCTu.
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[[naBa 2
JlokanbHaaA yctaHOBKa KOMMNOHEHTOB

YcraHoBKy KOMNoOHeHTOB Secret Net Studio MOXHO BbIMONHATE Npu paboTte Ha KOM-
nbloTepe Kak B JIOKaJbHOW CeECCUU, TaK U B TEPMUHANBHOM. YCcTaHoBKa toboro Komno-
HEeHTa AO/MKHA BbINOMHATLCA MOMb30BAaTeNIEM, BXOASAWMM B JIOKajAbHYH rpynny
aAMWUHUCTPaTOPOB KOMMbIOTEpa.

[na UeHTpanM30BaHHOrO YMpaBfieHUs KIMEHTaMM B CETEBOM pexuMe hyHK-
LMOHMpPOBaHMS HEO6X0AMMO YCTAaHOBUTL cepBep 6€30MacHOCTM 1 NMporpaMMy ynpas-
neHuns. YnpaeneHue KAMeHTaMU B aBTOHOMHOM pEXWME OCYLLECTBNSETCA TONbKO
NIOKa/IbHO, MO3TOMY YCTaHOBKA YKa3aHHbIX KOMNOHEHTOB He TpebyeTcs.

YcTaHoBKa cepBepa Ge3onacHocTHn

Mepen ycraHoBkoM cepBepa 6e3onacHocTn Heobxogumo ycrtaHoBuTb 10 cepsepa
CYB[, MS SQL (cBeneHus o BapuaHTax yctaHoBku M0 cM. Ha cTp.8).

[ns BbINOMHEHWS HEKOTOPbIX AEWCTBUI NPU YCTaHOBKe cepBepa 6e30nacHOCT MoryT
notpeboBaThCs 0cobble MpaBa A0CTyna. Hanpumep, npaBa Ha aAMUHUCTpUpOBaHUE
neca AoMeHOB 6e3onacHocTh. Ecnn nonb3oBaTtesb, BbIMOMHALWMIA YCTAaHOBKY, He
obnagaeT HyXHbIMM NpaBaMy, NporpamMMmMa YCTQHOBKM Ha onpefefieHHbIX 3Tanax
MO>ET 3anpalinBaTh yUeTHbIE AaHHbIE NONb30BaTe el C NpaBaMu A0CTyna.

& BHumaHue!

Mocne ycTaHoBKM cepBepa 6e30MacHOCTW Henb3si UBMEHSITL UMSt KOMNbOTEpa cepeepa. Ecnn komnbtotep
OyneT nepenmmeHoBaH, cepeep 6€30nacHoOCTH CTaHeT HepaboTocnocobeH 1 HeOCTYNEH ANs CBA3M C ApY-
rMmm komnoHeHTamm cuctembl Secret Net Studio.

YcTaHoBKa cepBepa 6e30nacHOCTN MOXET BbIMOJIHATLCS B O4HOM U3 cienyrownx
BapuaHTOB:

e yCTaHOBKa C CO34aHMeM HOBOro sieca 1 AoMeHa 6e3onacHocTu;

. yYCTaHOBKa C COo3gaHuneM HOBOro AoOMEHa 6e3onacHoCcTM B mMMeroLeMmcs necy
AOMEHOB 6630I'IaCHOCTM;

e yCTaHOBKa C BKJIIOYEHMEM CEpPBEpPA B COCTaB MMeIoLerocs goMmeHa 6e30nacHocCTu.

Co3paHuve neca u AomeHa 6e3onacHoCcTH

Mpu ycTaHOBKe B CUCTEME MepBOro cepsepa 6e30MacHOCTM Heo6X0AMMO WCMOosb-
30BaTb BapuaHT YCTaHOBKM C CO3A@HMEM HOBOrO jleca AoMeHOB 6e30MmacHocTu
HOBOro AoMeHa 6e30MacHOCTW. [JaHHbI BapuaHT Takxke NMpUMEHSETCa Ans Co34aHuA
OTAENLHOrOo sleca AoMeHOoB 6e30MacHoCTu.

Ons ycTaHOBKM cepBepa C CO34aHMEM HOBOro Jieca M poMeHa 6eso-
NnacHoCTu:

1. BcraBbTe B NpUBOA YCTAaHOBOYHbIN ANCK cnctembl Secret Net Studio. JoxamTech
MosiBNIEHNS OKHa NMporpamMMbl aBTo3anycka (cMm. ctp.10) n 3anycTute yCTaHOBKY C
nomoLbio komaHabl "Cepsep 6e3onacHocTn".

Mpumeyanue.
3anyck yCTaHOBKM MOXHO BbINOMHUTL BPYYHYI0 6€3 MCnOonb30BaHWS Nporpammbl aBtosanycka. [ns
3TOro 3anycTuTe CycTaHOBOYHOrO Ancka daiin \Setup\Server\x64\setup.ru-RU.exe.

MNMocne 3anycka NporpaMMbl YCTaHOBKMW BbIMOMHAETCSH aHaNN3 CUCTEMbI Ha COOTBET-
CTBME MPOrpaMMHbIM M annapaTHbiM TpeboBaHUSAM A/ YCTaHOBKU KOMMOHEHTA.
Mpu 3TOM NpoBepseTcs TeKyLyee COCTOsiHME BCTpoeHHoro B OC MexaHu3Ma yrnpas-
neHuns yyetHblMu 3anucamm (User Account Control — UAC).
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BHumaHue!

Ecnm mexannam UAC BKMioYeH — Ha 3kpaHe MOSIBATCA AManor 3anpoca Ha ero BpeMEHHoe
OTKNOYeHue. B aTOM criyyae HaxmuTe kKHonky "[a" ans oTKNioYeHns MexaHnama, nepesarpyaute Kom-
NbOTEP ¥ TOMBKO NOCIIe 3TOr0 CHOBA 3anyCcTUTE NPOLIEAYPY YCTaHOBKM cepBepa 6e30macHoCTy.

Mo OKOHYaHWM NOArOTOBUTESNIbHbIX AENCTBUIA Ha 3KpaH 6y,EI,ET BbIBEAEH Ananor
NMPUBETCTBUA NPOrpaMmbl YCTAHOBKMU.

2. [nsa npodo/mKeHUs yCTaHOBKM HaXxkMuTe KHonky "danee".
Ha skpaHe nosaBuTcsa ananor NpuHATUS IMLEH3MOHHOIO COralleHuns.

3. O3HaKOMbTECb C COAEpPXaHMEM SIMLLEH3NOHHOIrO COrnalleHns, OTMeTbTE NYHKT O
€ro NPUHATUM N HaXXMUTe KHonKy "danee".

Ecnm Ha KoMnbloTepe 3aHATbl NOPThbl AN MCNOMb30BaHUS ciyxbamu Katasnoros
(ntobown nopT n3 amanasoHa 50000-50003), Ha akpaHe NosSIBUTCS Anarnor ans Hac-
TPOMKW MCNOJIb30BAHMS MOPTOB.

4. B ananore "Hactpoika noptoB cy>6 KaTanoros" MOXHO yKa3aTb HOMepa ApYrmX
NOPTOB BMECTO 3aHATbIX UM BbIMOMHUTbL MOMbLITKY NepeonpeneneHmns 3aHsaTbiX
nopToB (C NOMOLLbLIO KHOMKM "3ape3epsmpoBaTb") ANS MCNOb30BaHMUSA CEPBEPOM
6e3o0nacHOCTU. BbINOMHUTE HYXHble AeNCTBUSA N HaXMUTe KHoMKy "[danee".

Ha akpaHe nosBuTca ananor "BknioyeHune cepBepa B A0MeH 6e3onacHocTn".

j:-%l ¥etanoeka Secret Met Studio - Cepeep GesonacHoctn — >
BrueHne cepeepa B qoMeH besonacHocTn -
BriSepMUTE BAPMEHT BKMKOYEHKA CEPBEPa B AOMEH BE30NacHOCTH ol
.

(®)Zo30aTh HOBLIA AOMEH B HOBOM NECY AOMEHOB BESONacHOCTH:

O CO303Th HOBLIA AOMEH B CYWECTBYHILLEM NECY AOMEHOEB BesonacHoCTH

() nofiaenTe cepeep B cywecTeyou Aomen fesonacHocTi

Haszan Nanee OTMeHa

5. YcraHoBuTe OTMeTKY B none "co3aatb HOBbIN AOMEH B HOBOM JleCcy AOMeHOB 6e30-
nacHocTn" n HaxmuTe KHonky "[anee".

Ha akpaHe nosiButcs gmanor "®ain ¢ HaCTpoMkKaMu cepesepa ayTeHTudukauymm",
rnpeaHasHa4YeHHbIN ANns co3gaHus gannia C napaMeTpamMm NOAK/IYEHUS cepBepa
ayTeHTMdnKaLm B HOBOM JOMEHe 6e30MacHOCTHU.

6. B ananore ykaxuTe pasMelleHne n MM co3gaBaemoro daisa n HaxkMmTe KHOMKY
n n
Ldanee".

& BHumanue!

®aiin ¢ napameTpamMmu NOAKMNIOYEHNA COAEPXWUT OaHHble Ana O0CTyna K CepBepy. OTn paHHble
Heobxoaumbl npu pobasneHum apyruxcepsepos 6e30nacHOCTY B 3TOT ke AOMEH 6e30MacHOCTy. ,D,J'Iﬂ
co3aBaemMoro tbau?ma Heobxoaumo obecneunTb yCnoBuA HaaeXxHoroxpaHeHus ¢ 33LLI|I/ITOI7I OT KOMNpo-
MeTauun cogepxalmnxca B HeM aHHbIX.

Ha skpaHe noasuTcsa gnanor "Hacrpoika gomeHa 6e3onacHoctn".

7. BbibepuTe B packpbiBaloLEMCsi CNUCKE KOHTeNnHep ans (popMMpoBaHUSA HOBOIO
AomeHa 6e3onacHocTM. B kayectBe  KOHTeliHepa MOXHO  BblbpaTtb
OpraHu3aumMoHHOe nogpasgefneHve, B KOTOpoe BXOAMT KOMMbioTep, unm nboe
BblLLECTOsILLee OpraHM3auMoOHHOe noapa3geneHne (Bkaoyas Becb goMeH AD).
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Mocne BbibOopa KOHTeMHepa Mpu HeobXxoAMMOCTU OTpedakTUpymTe uMs
co3aaBaeMoro goMeHa 6e3onacHocTu.

8. HaxmuTte kHonky "[danee".
Ha skpaHe noasuTca gnanor "Ipynnbl agMmHUcTpaTopoB 6e3onacHocTn".

9. YkaxuTe rpynnbl Nosab3oBaTenei, KoTopbiM 6yayT NpefocTaB/ieHbl NpaBa agMu-
HUCTPUPOBaHMS AOMeHa 6e30MacHOCTM M fieca AOMEHOB 6e30nacHoCTM. HaxmMute
KHonky "[anee".

MpumevaHue.

B kauecTBe rpynnbl agMUHUCTPATOPOB JOMeHa 6e30MacHOCTU He PeKOMEHZYeTCs WCronb3oBaTh
CTaHAapTHYI JOMeHHyt rpynny agmuHuctpatopos (Domain Admins). MHave npu nogknioyeHuy K
CepBepy NMporpamMMbl yNpaBrieHusi, YCTAHOBMNEHHOW Ha 3TOM XE& KOMMbIOTEPE, MOXET BO3HMKATb
owmbka n3-3a HEAOCTATOMHBIX MPUBUIETUIA MONMB30BATENS, ECMIM BKIOYEH MeXaHU3M ynpaBrieHus
yyeTHbIMM 3anucamm (User Account Control — UAC). B aTux ycrioBusx nogknioveHue byger paspeLueHo
TONMbKO ANs NEepBUYHON y4YeTHOW 3anucn agMmuHuctpaTopa gomeHa Windows. Ytobbl HavaTh ceaHc
paboTbl C MPOrpamMoi C HyXHbIMM NMpaBamk, MOXHO MCMONb30BaTh KOMaHZy "3amyck OT WMeEHM
agmuuuctpatopa” ("Run As Administrator") B KOHTEKCTHOM MEHIO Sipriblka NporpamMMbl yripaBieHus.
[ns apmuHucTpaToOpoB [oMeHa 6€30MacHOCTM peKOMEeHAYeTCs WCMonb3oBaTh  CrneLmansHo
CO3[jaHHy0 rpynmny nonb3oBatenei.

Ha akpaHe noseuTca ananor "Hacrpolika kaTanoros".

10.0cTaBbTe 3af4aHHble MO YMONYaHUIO KaTanorn ycTtaHoBKK cepBepa 6e30nacHoCTu
W pasMelleHns cnyxebHbix hanioB MM yKaxuTe gpyrve nyTu HasHavyeHus.
Haxmute kHonky "Hdanee".

Ha akpaHe nosiButcsa amanor "Hactponku CYB". MNpuMep coaep>XnMoro auasora
npeacTaBfieH Ha C/ieaytoLeM pUCyHKe.

“]El ¥etanoeka Secret Met Studio - Cepeep GesonacHoctn — >

Hacrpoiikn CYBO

37a uHdopmawa Heobixoauma ana pabioTe ¢ CYBA

WmaBl:  |computer-1\SQLEXPRESS 7

¥uyeTHaA 3anuce agMMHUCTpaTopa B

YUETHEA 3aMHCE, MNOML3YEMAA CEPBENOM ANA 40CTYNE K Bl

Haszan Nanee OTMeHa

11.0na CYB[ MS SQL BbiNOMHUTE cneayrowme AeicTBus:

e YKaxuTe napaMeTpbl COeAMHEHUSs C TeM 3K3eMmnispom B[], KoTopbin npea-
HasHa4deH Ans paboTbl C ycTaHaB/MBaeMbIM cepBepoM 6e30MacHOCTU:

e Bnone"Nma BA" ykaxuTe CTPOKY CoeaAnMHEHUS C 3K3eMnaspom B :
<ums_nm_IP-gapec_cepsepa MS_SQL>\<ums_sk3emriigapa_B/]>,<nopr>

MpumeyaHue.
Homep nopTa MOXHO He yKka3blBaTb, CIIM UCNONL3YETCs MOPT MO YMOMYAHUIO.

e B rpynne nonen "YyeTHas 3anucb agMMHuUCTpaTopa BA" — yyeTHble aaH-
Hble aaMMHuUcTpaTopa 6a3bl AaHHbIX Ha cepeepe CYB[;

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa 1 5
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e B rpynnenonen "YyetHas 3anmcb, NCNOAb3yeMas CepBepoM A1 AoCTyna
K B" — y4yeTHble AaHHble, C KOTOpbIiMK cepBep 6e3onacHocTn byaer
BbINOMHATbL nogkaoyeHne Kk 6ase paHHbixX (byaeTr cospgaHa ydeTHas
3anucb AN NOAKIOYEHNSA).

MpumeyaHue.

CepBep be3onacHOCTM He noaaepxuBaeT pexum ayteHTudukauum Windows npu pabote ¢
cepsepom CYB/. Mostomy anst coeaunHenns ¢ bl Heobxoanmo ykasbiBaTb y4eTHbIE AaHHble
nonb3oBatens 6a3bl JaHHbIX (HE AOMEHHOTO NoML30BaTENs).

e HaxmuTe kHonky "[danee".

12.Ecnm 6a3a aaHHbIX yXe cyulecTByeT (ocTanach OT NpeablayLiero yCTaHOBIEHHOr0
cepBepa), Ha 3KpaHe MosABUTCA Avanor afns Bblbopa BapuaHTa AanbHEnLWwunX
OEACTBMIN: NCMOMb30BaTh CYLLECTBYOLWY0 6a3y AaHHbIX MAM co34aTb HOBYH. B
ananore BblbepnTe HYXHbI BapuaHT U HaXxMnTe KHonky "danee".

Ha akpaHe nosiBuTcsa ananor "HassaHue opraHmnsaymm”.

13.YkaxnTe HasBaHMs opraHmM3aummn 1 noapasaeneHuns, kotopoe 6yaet ob6CnyXunBaTtb
yCTaHaB/IMBAEMbIN CEPBEP, U HAXXMUTEe KHoNKy "[anee".

MpumevaHue.

OTn fiaHHble ByayT MCNomnb3oBAaTLCA NPU reHepaLum cepTudukata cepBepa 6esonacHocT. HassaHus
OpraHu3aLym 1 nogpasfeneHunst MoryT ObiTb BBEEHbI NO3AHEE UMK 3aMEHEHbI APYTMM NPU BbINON-
HeHun npoueaypb! " eHepaLms 1 ycTaHoBKa cepTudukaTa cepsepa besonacHocTu".

Ha skpaHe nosasuTcsa ananor, coobLiatoLnii 0 FOTOBHOCTM K YCTaHOBKE.
14.HaxmuTe KHOMKy "YcTaHoBUTL".

HauyHeTcs konmpoBaHue dhannoB Ha XeCTKMN ANCK U perucrpaums KOMNOHEHTOB
B cmcrteMHoM peectpe OC Windows. Xoa npoueccoB KOMMPOBaHUS M HACTPOMKU
oTobparkaeTcsi B UHPOPMALMOHHOM OKHE B BUAE NofocCkl nporpecca. MNpu Bbinos-
HEHUW [EeNCTBM Ha 3KpaHe MOryT MosBAATbCA AOMNOSHUTESbHblE OKHa, B
KOTOPbIX BbIBOASATCA C/yXebHble cBeaeHus 06 oTAenbHbiX 3Tanax. OkHa
3aKpblBaOTCS aBTOMATUYECKN NOC/IE 3aBepLUeHnNs 3Tarnos.

lMocne ycnewHon yCcTaHOBKM M HACTPOMKKM Ha 3KpaHe nosBuTca auanor "Ycra-
HOBKa 3aBepLueHa".

15.HaxmMuTe kHonky "lFoTtoBo".

Ha akpaHe nosiBUTCS OKHO C MepeyHeM onepaumii NporpaMMbl YCTaHOBKK. Mocne
3aBEpLIEHMS  BCEX  MpefyCMOTPeHHbIX  onepauuii  6yaeT  BblBEAEHO
npeaynpexaeHme o Heo6XoAMMOCTHM Nepesarpysky KOMMboTepa.

16.Mepe3arpy3unTe KOMMNbLOTEP.

& BHumaHue!

O6bekT HOBOrO cepBepa 6€30MacHOCTM MOXET MOSIBUTHCS B CTPYKTYPE ONEPaTWUBHOIO YNpaBrieHus C
HEKOTOPOW 3aAepxKoii. B nporpamme ynpaBneHusi, NoAKNIOYEHHOR K Apyromy cepBepy 6e3onacHocTy,
3arpy3ka 0OHOBMNEHHOI CTPYKTYPbI C HOBbIM CEPBEPOM MOXET NPOU30MTYU YePEe3 HECKOMBKO MUHYT Mocne
ycraHoskw M0 CB (nopsaka 10—-15 MuHyT).

Mpu nepBom 3anycke cepeepa 6e30NacHOCTM BbIMOMHAETCS CUHXPOHN3ALMS JOMEHHBIX NONb30BaTENEN,
umetowymxcs B Active Directory, ¢ 6a3oit gaHHbix Cb. B 3aBMCMMOCTM OT KONM4YeCTBa Y4ETHBIX 3aNUCEN Npo-
L|eCC CUHXPOHM3aLMN MOXET 3aHATb OT HECKOMbKUX MUHYT 0 OfIHOTO Yaca. Bo Bpemsi CMHXpOHU3aLmm
MOAKMoYEHNe K 3TOMY CEpBepy Nporpammbl ynpaBreHust HEBO3MOXHO (B Mporpamme BblgaeTcst coob-
LLEHNE O BbINONHEHUN CUHXPOHU3aLMK). PekomeHayeTCs AOXAaThHCS 3aBEPLUEHUS CUHXPOHM3aLNK (KOTAa
NoAKMoYeHe NPoOrpamMmbl K CEPBEPY CTAHET BO3MOXHBIM) M 10 3TOTO BPEMEHW He BbINONHATL kKakne-nubo
LENCTBMS C YYETHBIMM 3anucsMM, BKNKOYas npoledypy Nepeoro Bxofa Momnb3oBaTens B CUCTEMY Ha
3awmuaemoM Komnbtotepe. Ecnu  nomb3oBaTenb BbIMOMHUT NEPBbIE BXOA [0 3aBepLUeHMs
CMHXPOHU3aLMK, 3TO MOXET NPUBECTM K COXPAHEHUIO HEAKTYyanbHbIX CBeEHU 0 HeM B 6a3e AaHHbIX cep-
Bepa. B uacTHOCTM, BO3MOXHA PaCCHHXPOHW3aLMs CBELEHMIA O Napone Monb3oBaTens, nocre 4ero
noTpebyeTcs CMEHUTL NApOb B Nporpamme ynpasnexns nonb3osatensmn Secret Net Studio.
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Co3faHve gomeHa 6e3o0nacHOCTY B UMetOLeMCS necy

Mpn Hannumm neca pomeHoB 6e3onacHoCTU (CPOPMMPOBAHHOIO MpU YCTaHOBKE
nepsoro cepsepa 6e30MacHOCTM B 3TOM J1IeCy) MOXHO CO34aTb HOBbIA AoMeH 6e30-
MacHOCTM U BKJIIOYMTb €ro B COCTaB Jsieca. [na 3Toro Heo6xoAMMO BbIMOMHUTL
YCTQHOBKY HOBOro cepsBepa 6e30macHOCTM B BapuaHTe CO3f4aHus AOMeHa 6e30-
MacHOCTM B MUMEIOLLEMCS JIECY.

Ans yctaHOBKM cepBepa 6€30MacHOCTU C co3QaHMEeM HOBOro fomMeHa 6e3o-
NacHOCTU B UMeIoLLEeMCS Jiecy:

1. BbinonHuTe gerictens 1—4 npoueaypbl YCTaHOBKU cepBepa C CO34aHUeM HOBOMO
neca n gpomMeHa 6e3onacHoctn (cM. cTp.13).

2. B guanore "BkntouyeHue cepBepa B AOMeH 6e30nacHOCTU" yCTaHOBUTE OTMETKY B
rnone "cosgaTb HOBbIM AOMEH B CYLLECTBYIOLWEM Jlecy AOMEHOB 6e3onacHocTn" m
HaXMuTe KHonky "[Nanee".

Ha skpaHe nossuTca guanor "®alin ¢ HacTpoMkamm cepeepa ayTeHTudukauun",
npeaHasHa4vYeHHbIN ANng co3gaHus gannia Cc napaMmeTpamMm NOAK/IYEHUs cepBepa
ayTeHTUdMKauMm B HOBOM AOMeHe 6e30MacHOoCTu.

3. B avanore ykaxuTe pasMeLLLeHne N MMs co3gaBaemMoro danna u HaXXMUTe KHOMKY
"Nanee".

& BHumaHue!

®aiin ¢ napameTpamMmn NOAKMNOYEHNA COAEPXWUT OaHHble And O0CTyna K CepBepy. O™ [aHHble
Heobxogumbl npu pobasneHum apyruxcepsepos 6e30nacHoCTy B 3T0T e AoMeH besonacHocTu. ins
coanaBaemoroq)aDlna Heobxoaumo obecneunTb yCNnoBuA HaAeXHOroxpaHeHus CSaU.U/ITOVI OT KOMNpo-
MeTauun cogepxalmuxca B HeM JaHHbIX.

Ha akpaHe nossuTca ananor "MoaunHeHne cepBepa 6e3onacHocTu”.

4. BbibepuTe B packpbliBatoweMcs cnucke nons "PoauTtensckuin cepeep” MM KOM-
nbloTepa, KOTOpbI ByaeT ABMAATbCS poAMTENbCKMM cepBepoM 6e3onacHocTu. B
none "Hactpoinku nogknoveHnsa" ykaxuTte wabroH ceTeBblX NapaMeTpoB B3auMo-
OEeNCTBUSA C pOANTENTIbCKUM CEPBEPOM.

MosicHeHme.

LLlabnoH ceTeBbIX napameTpos B3aI/IMO£lEI7ICTBI/I9| onpegender 3Ha4yeHnq TaVIM-ayTOB B COOTBETCTBUMU
CO CKOPOCTHbIMW NapamMeTpamu CeTu. 3HaueHUs Tanm-ayToB MOTyT 6bITb OTKOPPEKTUPOBAHbI NO3AHEE
Npw HacTpoiike cepeepa 6e30MacHOCTH B NporpaMme ynpaBreHns.

5. Haxmwute kHonky "Oanee".
Ha akpaHe nossuTca ananor "HacTtporika foMeHa 6e3onacHoctun".

6. BbibepuTe B packpblBalLEMCH CNMUCKe KOHTenHep ans ¢opMMpoBaHUS HOBOMO
AomeHa 6e3onacHocTM. B kayectBe  KOHTeiHepa  MOXHO  BblbpaTtb
OpraHuM3aumoHHOe noapasgefnieHne, B KOTopoe BXoauT komnbtoTep ¢ CB, uam
noboe BbiecTosILee OpraHn3aunoHHoe noapasaeneHune (BKIYas BeCb AOMeEH
AD). Mocne Bbibopa KoOHTEMHepa Npu HeobXo0AMMOCTM OTpefaKTUpymnTe uMms
CO34aBaeMoro goMeHa 6e30nacHoOCTN U HaXxXMUTe KHonky "danee".

Ha akpaHe nossuTca ananor "pynnbl agMMHUCTpaTopoB 6e3onacHocTn" .

7. B gmanore "I'pynnbl agMMHUCTPATOpoB 6e30nacHoCTU" yKaXuTte rpynny nonb30-
BaTenemn, KotopblM 6yayT npeaocTaBneHbl NpaBa agMUHUCTPUPOBaHUSA AOMEHa
6e3onacHocTn. HaxxmnTe KHonky "Oanee".

Ha skpaHe nosBuTca amanor "Hactporka kaTanoroB". [lanee BbINMOJHUTE
3aBeplialolmne AeNCTBUA npoueaypbl YCTaHOBKW cepBepa C Co3A4aHWEM HOBOro
neca n gomeHa 6e3onacHoctu (cM. cTp.13), HaumHas c gencrena 10.

NobaBneHue cepBepa B UMeoLMIACA fOMEH 6e30nacHOCTH

Mpu HanMuum aoMeHa 6esonacHocTH (CchopMMPOBAHHOMO NpPU YCTaHOBKE MNepBOoro cep-
Bepa 6e30MacHOCTN B 3TOM [IOMEHE) MOXHO BK/IIOUMTb B €r0 COCTaB A0MNOSIHUTENbHbIN
cepsep 6e3onacHocTu. [na 3Toro HeobXxoAMMO BbIMOMHUTL YCTAHOBKY HOBOMO cep-
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Bepa 6e30macHOCTM B BapuaHTe BK/IOYEHWS B COCTaB MMeloweroca goMeHa 6e30-
MaCHOCTH.

Ans yctaHOBKM cepBepa 6e30nacHOCTM C BKJIIOMEHUMEM cepBepa B COCTaB
nMerouwerocsa gomeHa 6esonacHocru:

1.

2.

BbinonHuTe gencrens 1—4 npoueaypbl YCTaHOBKU CcepBepa € CO34aHWEM HOBOro
neca u gomeHa 6e3onacHoctn (cMm. cTp.13).

B ananore "BknoyeHune cepBepa B AoMeH 6e30nacHOCTU" yCTaHOBUTE OTMETKY B
none "pobaBuTb cepBep B CyLLECTBYHOLMA AOMeH 6e3omacHOCTU" M HaxmuTte
KHonKky "Nanee".

Ha akpaHe nosBuTcs avanor "®ann ¢ HacTpokamu cepeepa ayTeHTudukaunm”,
npeaHasHadeHHbIW ans Bbibopa danna ¢ napamMeTpamu NOAKNIOYEHUS cepsepa
ayTeHTUdMKaunm B Lenesom goMmeHe 6e30nacHoOCTU.

B amanore ykaxwuTte pa3smelieHve n umsa danna (Co3gaHHOro npu ycraHoBKe
rMepBoOro cepsepa B 3TOM oMeHe 6e30MacHOCTN) U HaXXMUTe KHorKy "danee".

BHumanme!
[ns aina ¢ napameTpamu nogkntodeHus Heobxoaumo obecneumTb BesonacHyto nepegady Ha Kom-
nbtoTep, 4ToObI HE 4ONYCTUTL KOMNPOMETALIMM COAEPKUMOTO dhalina.

Ha sakpaHe nosiBuTcsa gnanor "lMogunHeHwmne cepsepa 6e3onacHocTn".

BbibepuTte B packpbiBatoLemMcs cnucke nonsa "Pogutenbckuin cepsep" MMs KOM-
nbloTepa, KOTOpbI ByaeT ABNSATbLCA poAMTeNnbCKUM cepBepoM HesonacHocTu. B
none "HacTporikm nogknoyeHns" ykaxunTe wabnoH ceTeBbIX NapaMeTpoB B3anMo-
[OeNCTBUSA C pOAUTENbCKUM CEPBEPOM.

MosicHeHme.

LLlabnoH ceTeBbIX NapaMeTpOB B3aUMOAENCTBIS ONPeaenseT 3HaueH!s TaiM-ayToB B COOTBETCTBUM
CO CKOPOCTHbIMM NapameTpamu ceTh. 3HaueHuUs TaliM-ayToB MOryT ObITb OTKOPPEKTUPOBAHLI No3Hee
Npu HacTpoiike cepaepa 630MacHOCT B NporpaMme YnpaBeHus.

HaxmunTe kHonky "[danee".
Ha akpaHe nossuTca gnanor "[lomeH 6e3onacHocTun”.

Bbi6epunTe B pacKpblBatoLLEMCS CMUCKE KOHTEMHEP 415 BKIIlOYEHUS cepBepa 6e30-
nacHoCTM B cocTaB JgoMeHa 6e3onacHocTy, cdopMmpoBaHHOro Ha 6ase
KOHTeMHepa. B cnucke npeacTtaBneHbl KOHTEWHEPbI, A1 KOTOPbIX YXe
copmmpoBaHbl AoMeHbl 6e3onacHocTu. ocne Bbibopa KOHTEMHEepa HaXxmuTte
KHonky "[Janee".

Ha skpaHe nosaButca amanor "Hacrtporka kaTanoros". [lanee BbINOJHUTE
3aBeplianlme AeNCTBMSA Npoueaypbl YCTaHOBKM cepBepa C CO34aHMeM HOBOro
neca n gpomeHa 6e3onacHoctn (cM. cTp.13), HaunHas ¢ gencrens 10.

YcTaHoBKa nporpamMmmbl yrnpaBrneHus

[AnA ycCTaHOBKMU NpoOrpaMmbl yrnpas/ieHuUs:

1. BcraBbTe B NpuBOA yCTAaHOBOUYHbIN ANCK cncrtembl Secret Net Studio. JjoxamTech
NosiBNleHMS OKHa NporpamMmbl aBTo3anycka (CM. cTp.10) 1 HaXXMMUTe B HEM KHOMKY
"UeHTp ynpasneHmnsa".

Coger.
[ns 3anycka ycraHoBku 6e3 MCnonb3oBaHKs NporpamMMbl aBTo3anycka:
* Ha komnbloTepe ¢ 64-paspsgHon Bepcvert Windows — 3anycTiTe € yCTaHOBOYHOTO Aucka aitn
\Setup\Console\x64\setup.ru-RU.exe;
* Ha komnbloTepe ¢ 32-paspsgHon Bepevert Windows — 3anycTuTe € yCTaHOBOYHOMO Aucka ainn
\Setup\Console\Win32\setup.ru-RU.exe.
MporpamMMa yCTaHOBKM BbIMOAHUT NOArOTOBUTESIbHbIE AENCTBUS, MO OKOHYaHUMU
KOTOPbIX Ha 9KpaHe NOSIBUTCS Anasnor NnpuBeTCTBuUS.
2. [ns npoao/mKeHus yCTaHOBKM HaXxMnTe KHonky "danee".
Ha skpaHe nosaBuTCa Ananor NpUHSATUS NMINLEH3NOHHOMO COrnalleHuns.
Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 8
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O3HaKkoMbTeCb C coaepXXaHWeM JIMLEH3NOHHOMO CornaleHns, oTMETbTE COOTBET-
CTBYIOLWMI MPUHATUIO COrNALLIEHNSA MYHKT U HAXMUTE KHoMnKy "Oanee".

Ha akpaHe nossuTca ananor "KoHeyHas nanka".

OcraBbTe 334aHHYI0 MO YMONYaHUIO NManky ycraHoBku MO nnn ykaxuTte Apyryto
nanky HasHayeHnsa n HaxmuTe KHonky "Hdanee".

Ha skpaHe nosasuTcsa ananor, coobLiatLnii 0 FOTOBHOCTM K YCTaHOBKE.
HaxxmuTe KHonky "YcTaHoBUTL".

HauHeTcs npoLlecc YCTaHOBKWN, X0 KOTOPOro oTobpa)aetcsi B UH(pOpMaLMOHHOM
OKHe B BMAe Nosockbl nporpecca. Mocne ycnewHon yCTaHOBKM Ha 3KpaHe Mnosi-
BUTCS anarnor "YcraHoBKa 3aBeplieHa".

HaxmuTe KHonky "lF0TOBO", @ 3aTeM HaXxXMuTe KHOMKY "3aKkpbiTh" B elie 0gHOM
NosiIBMBLLEMCS Ha 3KpaHe anarore.

YcTtaHoOBKa KnueHTa

NokanbHasa yctaHoBKa KOMMoHeHTa "Secret Net Studio" BbinonHseTCcs Npu HEBO3-
MOXHOCTM WM HeLenecoobpasHoOCTU NMPUMEHEHUS LLeHTPasM30BaHHOW YCTaHOBKM
KAneHTa (cM. cTp.23). B yacTHOCTU, ANS YCTAaHOBKM B @aBTOHOMHOM peXxuMe hyHK-
LMOHMPOBaHMUS.

YcTaHOBKa KNMEHTA B MHTEPAKTMBHOM peXxume

ansa YCTAHOBKWM KJ/IMEHTa:

1.

BcTaBbTe B NpnBOA YCTaHOBOYHLIN AMcK cnctembl Secret Net Studio. JoxxanTtech
NMosiBNIEHNS OKHa NMporpaMMbl aBTo3anycka (cM. ctp.10) n 3anycTtuTe yCTaHOBKY C
MOMOLLbIO KOMaHAb! "3alUTHbIE KOMMNOHEHTbI".

MpumevaHue.

3anyck yCTaHOBKM MOXHO BbIMONHUTL BPY4HYKO 6€3 1Cmonb3oBaHMs nporpamMmbl asToanycka. [ns

3TOro B 3aBMCUMOCTY OT ONEPALIMOHHON CUCTEMBI KOMMBIOTEPA BbINOMHNTE CredytoLLee AeNCTBIE:

* pK yCTaHOBKE Ha KoMnbtoTep ¢ 64-pa3pagHoi epeuent Windows — 3anycTute ¢ yCTaHOBOYHOTO
amcka dain \Setup\Client\x64\SnSetup.ru-RU.exe;

* pU yCTaHOBKE Ha KoMMboTep ¢ 32-pa3pagHoi epcuent Windows — 3anycTure ¢ yCTaHOBOYHOTO
aucka dainn\Setup\Client\Win32\SnSetup.ru-RU.exe.

Ha akpaHe nosaBuTCS Avanor NpUHATUSA ITMLEH3UOHHOIO COornalleHuns.

O3HaKOMbTECh C COAepPXXaHWEM JIMLLEH3NOHHOIO COrJlalleHUs U HaXXMUTE KHOMKY
"MpuHnmato".

Ha akpaHe nosasuTCca avanor ang Bbl60pa pexunma pa6OTbI KOMMOHEHTa.

() Secret Net Studio x

Pexmm pabotb -
Ly

BribieprTe peximM paboThl CUCTEME! 3aIUMTEI

1 pesxvm paGOTEI 2 KOMMOHEHTLI JALMTE! 3 nAPAMETPLI 4 yeranosra
Pexum paboTsi: ABTOHOMHEIA PEHIM ~
Cepeep besonacdocTi: | computer-2, TWinfo.local OBHOBMTE

WOMONE30BaTE ANA NOAKMOYEHS YUETHYIO 33MMCe TEKYILErD NoNb30BaTENA
WMONb30BaTh YKA3aHHBIE HIBKE MMA M Naponb
Wna:

Maponk:

< Haszan Hanee = OTMeHa
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3. Bnone "PexumM paboTbl" yKaXKnTe HYXHbI peXnM @yHKLNOHNPOBAHUS KIIMEHTA
— aBTOHOMHbIM ("ABTOHOMHbIN pexunMm") nnn ceteson ("lMNoa ynpasneHnem cep-
Bepa 6e3onacHoctn"). [Ana ceTeBOro pexmma (QyHKUMOHWPOBaAHUS HaCTponTe
napameTpbl Nog4YMHeEHUS cepeepy 6e30nacHoCTu:

e Bblbepute uMs KoMMbtoTepa cepBepa 6e30MacHOCTU, KOTOpoMy 6yaeT
NoAYMHEH [JaHHbIM  KOMMblOTep (eciM B pacKpblBaloWeMcss  Cnucke
OTCYTCTBYET MMS HY>KHOIO cepBepa, HaXxXMuTe KHonky "O6HoBUTL").

e [1n8 nogYMHeHus KoMnbloTepa Heob6XxoanMbl NpaBa Ha agMUHUCTpUpPOBaHNE
JoMeHa 6e30MacHOCTU, K KOTOPOMY OTHOCUTCS cepsep. Ecnn nonb3osaTens,
BbIMOMHAKOWMI  yCTaHOBKY, ob6nagaeTr TakuMMuM MpaBaMu, OCTaBbTe
OTMEYEHHbIM rone "WCnosb30BaTb AN MNOAKNOYEHUS YUYETHYK 3anucb
Tekylwero nonb3osaTtens". B npoTMBHOM C/lyyae yCTaHOBUTE OTMETKY B rnose
"MCNONb30BaTb YKa3aHHbIE HMXE UMA 1 Naposb" U BBeAUTE YUYeTHble JaHHble
Nosb30BaTensa U3 rpynnbl aAMUHUCTPATOPOB AOMeHa 6e30MacHOCTU.

4. Haxmute kHonky "[anee >".

Ha skpaHe nosiBuTCa gnanor gns Bbibopa NMUeEH3MA U POPMUPOBAHUSA CNUCKA
yCTaHaBIMBaEMbIX 3aWNTHBIX MOACUCTEM.

(® Secret Net Studio =
KOMNOHEHTbI CHCTEMBI SAMT bl -
TMPeaBABMTE MHLIEHSMIO W BEIBEPHTE KOMMOHEHTEI CUCTEMS! SALUMTEI, KOTopsIe ByAYT BRAKYEHE Nocne
YCTaHOBKM, .
l PEXMMM PABOTHI 2 KOMMNOHEHTHI 3ALLMTH 3 MAPAMETPbI 4 ¥CTAHOBKA

BbIE'DﬁTb CYWECTEYHOLW YO Ha CEPBEPE NMUEH3AID

(®) BBECTU HOBYIO MMLEHIMIO

KomnoHeHT NueHzua CocTosaHue
BazoBan sawmTa 1000 k3, go 01,112, = | OBAZATENEHEI KOMMOHEHT
JWCKpeUMoHHOE YNPaBNeHue JoCTYMOM 1000 =k3, oo 01,112, -

3aTUpPaHUE AaHHBIX 1000 sk3, Ao 01.11.2) =

KoHTpons ycTpoiicTe 1000 =k3, o 01.11.2 +

3aMKHYTaA NporpaMMHan cpeaa 1000 zk3, Ao 01,112, ~
MonHoMoYHOE YNPSBAEHWE AOCTYNOM 1000 sk3, go 01,112, ~

KoHTponb nesaTH 1000 sk5, go 01,112, ~

3alMTE AMCKOE M WMDPOBaHWE AaHHBIX 1000 3x3, Ao 01,11.2)~
MNepcoHansHbLIR MeXCeETEE0/ 3KpaH 1000 313, Ao 01,11.2)~
OfHapyeHWe W NPeAoTEPAELLEHWE BTop#eRWA 1000 k3, oo 0L.11.2)

AHTWBMDYC 1000 33, go 01.11.2]~

MacropT MO 1000 33, go 01.11.2]~

< Hazan OTMeHa

5. Bauanore ykaxute MeToA NnoslyyeHns NMNLEH3NN:

e yTObbI 3arpy3nTb IMLIEH3MN C cepBepa 6e30nacHOCTU, KOTOpbI 6bla BbiGpaH
ANa NoAYMHEHUS, — YCTAHOBUTE OTMETKY B norse "BbibpaTh CyLLEeCTBYHOLLYIO
Ha cepsepe NnueH3un";

e yTOObl 3arpy3unTb SIMLIEH3UN U3 daina (B 4YaCTHOCTU, NpU YCTAaHOBKE K/IMEHTa
B @BTOHOMHOM pexunMe PyHKLUNOHNPOBAHNS) — YCTaHOBMTE OTMETKY B nose
"BBECTM HOBYO TIMLIEH3UIO".

6. Haxmute kHonky "BbibpaTb". Ecnn ykasaH MeToA MOSyYeHWs NULEH3UIN U3
darina, BblbepnTe HYXHbIN (alin B NoOSBMBLLEMCS Ananore.

Mocne 3arpy3ku AaHHbIX B Ananore NosiBATCA CBEAEHUS O INLLEH3UNAX.

7. OTMeTbTe B CNWCKe YyCTaHaB/IMBAeMble MOACUCTEMbI, A1 KOTOPbIX MMEKTCH
cBoboaHble nmueH3nnm (yCTaHOBKY KOMMOHeHTa "ba3oBas 3awmTa" OTKAYUTL
Henb3s). Mpy HaNMUUM HECKONbKUX FPynn NULEH3UIA Ans KOMMNOHEHTa MOXHO
BbI6paTh HYXXHYIO rpynny B paCcKpblBatOLLEMCS CIUCKE.

8. HaxmuTte kHonky "[danee >".

Ha akpaHe nosasuTcsa ananor Ass Bbibopa Nanku yCTaHOBKWN K/IMEHTa U HaCcTPOVKM
napameTpoB MOAKIOYEHU.
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P .
(® Secret Net Studio s
MNapaMeT phl YCTaHOBKH -
. w
SanaliTe AoNONHUTENEHEIE NAPAMETPE! ANA YCTAHOBKN CHETEMS! SALUMTEI N

l PEXMM PAGOTHI 2 KOMMOHEHTEI 3ALLWTHL 3 NAPAMETPEI 4 YCTAHOBKA

YCTaHoBHTE B Manky:

C:\Program Files\Secret Met Studio'Client), Ofzop...

HononHuTensHo:
COXDAHWTE CLIEHAPWIA YETEHOBKM. . .

Y9eTHaA I-IHQDDMBLLHQ KOMOBKOTEDA. ..

< Hazan OTMeHa

9. B none "YcTaHOBMTb B Nanky" OCTaBbTe 33[4aHHYIO MO YMOSHAHWIO Nanky ycra-
HOBKMW KJIMEHTA UM YKaXXUTe ApYyryto nanky HasHayeHus.

10.Mpn HeobxoanMMOCTU WMCNONb3YNTE CCbiNKWM B pasaene "JononHuTenbHO" ans
BbIMNOJIHEHWUSA ClIeAYOLWNX AENCTBUIA:

e yT06bl COXPaHUTb 3afaHHble NapamMeTpbl YCTaHOBKM B daine — Bblibepute
CCblNIKy "COXpaHUTb CLeHapui yctaHoBku". ®ann cueHapus yCTaHOBKM MOX-
HO MCNoNb30BaTb AN aBTOMaTM3auMKn nNpouecca YCTaHOBKN KaneHTckoro MO
Ha Apyrmnx KOMNbloTepax;

e yTO6bl BBECTM CBEAEHUS O KOMMbIOTEPE ANS yyeTa — BblbepuTe CCbINKy
"YyeTHas nHdopMaumns KoMnbloTepa".

11.110 OKOHYaHMWN HACTPOMKN NapaMeTpoB HaXXMUTe KHOMKy "oToBo".

HauyHeTca npouecc yCTaHOBKM 3allUTHbIX MOACUCTEM B COOTBETCTBMMU C 3ajaH-
HbIMW MapaMeTpamMn.

Secret Net Studio X
Ycranoeka -

o
JoKANTECE OKOHHEHWA YCTEHOBKA, 3T0 MOMET 3aHATE HECKOMLKD MMHYT,

l PEXKHWM PABOTHI 2 KOMMOHEHTEI 3ALWTH 3 MAPAMETPBI 4 YCTAHOBKA

~ Co3AEHWE TOYKKM BOCCTEHOBNEHWA

~ OBHOBNEHME XPEHWIMLWLE AMCTPHEYTUBOS

~ ¥craHoeka XPS EP

~ Secret Met Studio - Basosan sawmTa

~ Secret Net Studio - MloKansHEIR LEHTP YNPaBNEHUa

~ Secret Net Studio -
~ Secret Net Studio -
~ Secret Net Studio -
~ Secret Net Studio -

NokaneHaa sawmTa
KOHTEDJ‘Ib nNeYyaT

3aWnTa AMCKOE W WMDPOBAHE AaHHBIX

CeTesan sawmTa

~ Secret Net Studio - Macnopt NO
~ Secret Net Studio - AHTMBMPYC

12.MMocne 3aBepLUeHns BCeX Onepaumnin YCTaHOBKN HaXXMmMTe KHonky "danee".

Ha akpaHe nosasuTcs 3aBepLuar0LuV|17| ananor co ceeaeHunsaMn O BbIMO/IHEHHDbIX
onepauunax n NnpeanoXxXeHnem nepesarpyanTtb KOMMNbHOTEP.
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13.lMpoBepbTe COCTaB NOAK/IOYEHHbIX K KOMMbIOTEPY YCTPONCTB. ECv noakao4veHbl
yCTPOMCTBA, KOTOpble B JasibHeWWeM [OMKHbl O6biTb 3anpelieHbl K Uc-
NOJSIb30BAHUIO, — OTKJ/IIOUMTE UX.

& BHumaHue!

IMp1 nepBo 3arpy3ke KOMMLIOTEPa nocne yctaHoBku knueHTckoro MO Tekylas annapatHas KOHGU-
rypauusi aBTOMaTU4eCcKM MPUHAMAETCA B KayecTBE 3TanoHHoW. [oatomy go nepesarpysku Heob-
XOAMMO OTKMHYNTH Te YCTPOIICTBA, KOTOPbIE [OMKHbI ObITh 3anpeLLeHbl K UCNONL30BaHMIO Ha JaHHOM
KOMNbloTEpe.

14.lNepesarpy3uTe KOMMbIOTEP U A0XANTECH 3arpy3KU CUCTEMbI.

YcTaHoBKa gpanBepa cpeacTBa annapaTHOW Noaae pXKu

Mpn Hannuuu cpeacTeBa annapaTtHon noaaepxkun Secret Net Card gnsa ero mcnonb-
30BaHNs HeobxoAMMO YCTaHOBWUTb CrneuuasnbHbll ApariBep AONOAHUTeENbHO K MO
KNneHTa.

Ana yctaHoBKu ApaiBepa cpeacTBa Secret Net Card:

1. BcraBbTe B NpuBOJA YCTaHOBOYHbIN Anck cuctembl Secret Net Studio. JoxanTtecs
nosiBNIEHNS OKHa NporpamMMbl aBTo3anycka (cM. cTp.10) n 3anycTute yCTaHOBKY C
nomoLLbio KoMaHabl "paneep Secret Net Card".

MpumevaHue.

3anyck yCTaHOBKM MOXHO BbINONHUTbL BPY4HYO 6€3 1Cnonb3oBaHMsa nporpamMmbl asTo3anycka. [ns

3TOro B 3aBMCUMOCTY OT ONEPALIMOHHO CUCTEMbI KOMMBIOTEPA BLINOMHUTE CleayoLLee AeACTBIE:

* Mpu yCTaHOBKe Ha kKoMnbloTep ¢ 64-paspsagHoil Bepcvenn Windows — 3anycTuTe ¢ yCTaHOBOYHOO
pucka dain \Setup\SnCard\x64\SnCard.msi;

* Mpu yCTaHOBKe Ha KoMnbloTep ¢ 32-paspsgHoil Bepcven Windows — 3anycTuTe ¢ yCTaHOBOYHOO
amcka dain\Setup\SnCard\Win32\SnCard.msi.

MporpamMMa YCTaHOBKW HAYHET BbIMOSIHEHWE MOArOTOBUTESNbHbLIX AENCTBUIA, MO
OKOHYaHWM KOTOPbIX Ha 3KpaH 6yaeT BbIBEAEH AMASOr NMPUBETCTBUS.

2. [ns npoao/hKeHus yCTaHOBKM HaXxMnTe KHonky "danee".

HauyHeTcs ycTaHOBKa M peruvcrpauus gpameepa. Xo4 BbIMOJSIHEHMS onepauui
oTobpaxkaeTtcs B MHMOpPMaLMOHHOM OKHE B BMAE NOMOChI Nporpecca.

Mocne ycnewHon yCTaHOBKM Ha 3KpaHe NosiBUTCS ananor "YcraHoBKa
3aBeplieHa".

3. HaxmuTe kHonky "loToBO".
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[nmaBa 3
HacTpouka ueHTpanmM3oBaHHON YCTaHOBKU
KNUeHTa

YcTaHOBKa nog ynpasreHueM cepBepa 6e3onacHoCcTU

LleHTpanM3oBaHHas ycTaHoBka [10 knvMeHTa noaj ynpaBneHuMeMm cepBepa 6e30-
NMacHOCTU MHULMNPYETCA CpeaCcTBaMM MporpamMMbl yrpaBieHns (CBeAeHMS 0 3anycke
nporpamMmbl U paboTte c Hel cM. B gokyMeHTe [4]). B nporpamme ynpasnenuns dop-
MUPYETCS CNUCOK ycTaHaBnmnBaemoro MO n co3aatoTcs 3aaaHuns pa3BepTbiBaHUS.

Ha KNMeHTCKMX KOoMMbloTepax ycTaHoBKa MO BbINOMHAETCA aBTOMaTUYeCKn B OHO-
BOM pexwuMe. Monb3oBaTesb OMNOBELLAETCH 0 Hayasne 1 3aBeplleHun npoLecca ycra-
HOBKM. B xoze 3TOoro npouecca, B 3aBUCMMOCTU OT HACTPOMKM NMapaMeTpoB 3aJaHus
pa3BepTbiBaHWUs, NOMb30BaTENO ByAeT NPeAsIOXKEHO CaMOCTOSITENIbHO Mepe3arpysnTb
KOMMbIOTEP UM Nepesarpy3ka NpovM3onaeT aBTOMaTUYECKM.

& BHumaHue!

[ns ueHTpann3oBaHHOrO passepTbiBaHus MO KOMNbIOTEPLI AOMKHLI YAOBNETBOPSATL TPEOOBaHUAM K
annapatHoOMYy W nporpaMmMHOMy obecneqeHmnio ist YCTaHOBKM KNMeHTa (CM. ¢Tp.7). B yacTHocTU, Heob-
XOAMMO pa3peLumnTb UCNONL30BaHME NOPTOB Ans AocTyna k 0bwmm pecypcam: 137, 138, 139, 445. [laHHble
NOpTbI MO YMONYAHMIO 3aKpbIThl BpaHAMayapoM Npu OTCYTCTBMM Ha KOMMLIOTEPE CETEBLIX Nanok obLero
gocryna.

dopmMuUpoBaHMe CnucKa LieHTPanu3oBaHHO ycTaHaBnuBaemoro M0

Mo yMon4aHuo CNUCOK LeHTPasniM30BaHHO ycTaHasnmeaemoro N0 He 3anonHeH. Ans
HaCTPOMKWN pa3BepTbiBaHNA HEO6X0AMMO A06aBUTb B CMMCOK KOMMAEKT (KOMMIEKThI)
YyCTaHOBOYHbIX annos. Komnnekt MoxeT 6biTb CO34aH Ha OCHOBE YCTaHOBOYHOMO
ancka cncrembl Secret Net Studio nnm cneuunanbHoro naketa ncnpasnexmi ("naty").

& BHumaHue!

KoMnnekTbl ycTaHOBOYHBIX (haiino. nomeLLatoTcs B katanor Repository. 3T0T katanor co3aaeTcs npu ycra-
HOBKe cepaepa 6e30MacHOCTH B kaTanore yCTaHOBKM CepBepa 1 My Ha3HaualoTCsl HyxHble Npasa obLLero
poctyna. He MeHsitTe npaBa 4ocTyna K [aHHOMY KaTanory, MHaye LeHTpanu3oBaHHas yctaHoeka 10
CTaHeT HEBO3MOXHa.

Ana po6aBneHnA KOMMJIEKTa YCTaHOBOUHbIX (paiisIoB:

1. BnaHenu "Pa3BepTbiBaHne" nepenanTe Ha BkIagky "Penosutopmin”.

PAZBEPTHIBAHWE 3ANAHMA NWLUEH3MPOBAHME PEMO2NTORMIA

a Jobasuts El'- Yaanute
Wmsa Tun Bepcna lata Onwncanne
ﬂ Secret Net Studio Mpopykr 5.4.2863.0 13.04.2018 7:03:10 Secret Net Studio

2. BbI30BUTE KOHTEKCTHOE MeHIo B /it0boM MecTe crnucka u BbibepuTe KOMaHAy
"NobaBnTtb".

Ha skpaHe nosiBuTCS avanor ans nobasneHus.
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3. B none "MyTb kK ancTpnbytmsy" yKaxute nNyTb K KaTanory c gannamm gnsa cosga-
HWA YCTAHOBOYHOrO KOMMJeKTa. HanpuMep, ecim KOMMANEeKT HYXHO co34aTb Ha
OCHOBE YyCTaHOBOYHOIro Ancka cucrembl Secret Net Studio — ykaxxute KOpHeBOM
KaTasnor yCtaHOBOYHOI O ANCKa.

lMocne cunTbiBaHMA COAEPXMMOro yKaszaHHOro KaTasiora aBTOMaTUYecKu GYD,YT
3anoJfiHeHbl OCTasibHble NoNs B AManore aons gobasneHus.

4. Haxmute kHomnKy "[o6aBnTb" N AOXAUTECH OKOHYaHWUS Mpoueaypbl CO3AaHus
KoMmnaekTa (npouecc otnpaBku ¢annoB Ha cepeep 6€30MacHOCTU MOXET 3aHATb
NpOAOKUTENbHOE BpeMS).

[MTo OKOH4YaHuUKW npouecca B CAUCKE MOSABUTCH HOBbIWN 3JIEMEHT, COﬂ,ep)KaLU,VIVI
CBEAEHUA O 3arpy>€HHOM KOMMNJEKTE.

(DOpMVIpOBaHVIe 3ajaHun pa3BepTbiBaHUA

Mocne opMMpoBaHUs CNcKa LieHTpann3oBaHHoO ycTaHasnmMasaemoro MO Heobxoanmo
[06aBUTbL 33/1aHUA pa3BepTbiBaHWUA. 3a4aHNsA ONpPeaensatoT CIUCKU KOMMbIOTEPOB, Ha
KOTOPbIX B aBTOMaTUUYECKOM pexunme 6yayT BbIMOMHATLCA HYXHble AeNCTBMSA.

Ana po6aBneHus 3agaHuns pa3BepTbiBaHUA:

1. B naHenu "Pa3BepTbiBaHWe" nepenagnTe Ha BKNaaky "Pa3sepTbiBaHme".

PA3BEPTBIBAHVE 3ALAHVA JINUEH3VPOBAHWE PEMO3MTOPUA

O0Bce [ SNS Mg BesSNS Komanae ~ C OBrosute Q B 2xkcnopr..

a Komneiotephi Mogpaspeneumne Jomen beonacHoCTH ¥posens saumtel
computer-1.TWinfo.local twinfo.local ]

b v| & TWinfolocal

[ computer-2TWinfo.local twinfo.local TWINFO.LOCAL [ ]

COMPUTER-3.TWinfa.local twinfo.local [
COMPUTER-4.TWinfa.local twinfo.local [
COMPUTER-5.TWinfo.local twinfo.local [

2. Bbibepute KOMMbHOTEpbI, AN KOTOPbIX HYXHO cdhopMupoBaTb 3agaHue. [Npu
HeobXoANMOCTN UCNONb3YNTE BO3MOXHOCTW DUIbTpaumm, COpPTUPOBKM 1 BblBOAA
CBeAeHMN 0 KOMMNbloTepax.

CnMCOK KOMMbIOTEPOB MOXHO (UAbTPOBaTb MO HaJMUUKO WKW OTCYTCTBMIO
ycTtaHoBneHHoro MO knmeHTa (kHonku "SNS", "Be3z SNS"), no npMHaanexHocTn
KoHTeHepaM Active Directory (oTobpakatoTcsl KOMMbOTEPbl TEX KOHTEMHEPOB,
KOTOpble OTMeYeHbl B CTPYKType ynpaBfieHUsi CfieBa), a TakXe Mo Hannuyuio B
Ha3BaHWW 3a@aHHOM CTPOKM CMMBOJI0B (MOJIA A1 MOMCKa pacnonoXeHbl Haj Ccnumc-
KOM KOHTelHepoB AD 1 Hag Tabnuuein co cnMckoM KoMmnbioTepoB). CopTMpoBKa
Cnuncka KOMMbIOTEPOB BbIMOSIHAETCA CTaHAAPTHLIMM METOAAMU C MOMOLLbIO 3aro-
JIOBKOB KOJIOHOK.

B Tabnunue MOXXHO M3MeHATb coCTaB 0TobparkaeMblX KOJIOHOK M NOPAA0K UX cneao-
BaHMA. YTobbl HACTPOUTL KOMOHKMW, BbI30BUTE KOHTEKCTHOE MEHIO B CTPOKE 3aro-
NoBKOB, BblbepuTe KOMaHAy "HacTpolka KONOHOK" W B MOSBMBLUEMCS Ananore
cchopMmnpymnTe CNnMcok oTobparkaeMbiX KOTOHOK.

Ons npocmoTpa ﬂO.CI,pO6HbIX cBeAeHui o KOMMNbHOTEPAX MOXHO BK/HOYNTb 0To6pa—
XXeHune obnactm ceeaeHnii C MOMOLLbIO KHOMKW, KOTOpPad pacnojioXXeHa B npaBoﬁ
4acTu CTPOKKM Noa CNMCKOM KOMMNbOTEPOB.

MpumeyaHue.

Ecrv Ha komnbtoTepe ycTaHoBneHo MO KnueHTa, NoMHble CBEAEHUS O €70 BEPCUN 1 YCTAHOBMEHHbIX
3alLUTHbIX NOACUCTEMAX BbIBOASITCS MPU NOAKMIOYEHUM NpOrpamMMbl yrpaBneHus k cepsepy 6eso-
MacHoOCTH, KOTOPOMY HEMOCPEACTBEHHO MOAUYMHEH [aHHbIA KOMNbOTEp. B criyyae noaknoyeHus K
Lpyromy cepBepy B TOM e AOMeHe 6€30MacHOCTM NS 3TOr0 KOMMbOTEPa 0TOBpaxaeTcsi TONbKO
npuaHak Hanuums MO knueHTa. CBEAEHNS O COCTABE YCTAHOBNEHHbIX 3aLLNTHBIX MOLCUCTEM B 3TOM
Cry4ae HeJoCTYMHbI.

3. BbI30BUTE KOHTEKCTHOE MEHI0 OAHOr0 U3 BbiGpaHHbIX KOMMbLIOTEPOB U BblibEpUTE
HY>XHY0 KOMaHAy. MepeyeHb NpeayCcMOTPEHHbIX KOMaHA NpeacTasfeH B Tabnuue.
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KomaHpa OnucaHue

YcraHoBuTtb MO | BoinonHseTcs ycTaHOBKAa NpOrpaMMHOro obecneyeHms KinneHTa
(nogpobHoe onMcaHmMe HacTPOKM NapaMeTPOoB 33aHNs CM. HUXe)

O6HoBuTL MO BbinonHseTcs o6HOBNEHME YCTAaHOBIEHHOW paHee BepCcum
nporpamMMHOro obecneveHns KIMeHTa Ha HOBYHO. B 3Tom criyyae ans
3aflaHunA HacTpamBaeTcs NnapameTp "Bpemsa oxuaaHusa nepesarpyskum
..." 1 yKasbIBaeTCs BepCcus KnneHTa Ans o6HoBNeHus. 3anyck
npouecca obHOBNEeHMA NporpaMMHoOro obecreyeHuns Ha BblIbpaHHbIX
KOMMbOTEPAxX MPOMCXOAMUT NPU UX Nepe3arpyske

Ucnpasutb MO | BuinonHseTcs ucnpaeneHue yCTaHOBIEHHOMRO paHee NporpaMmMHoro
obecneyeHuns knumeHTa. MNpu Bbibope 3TON KOMaHAbl Ha 3KpaHe
nosiBMUTCA coobLueHmne o cpopMMpoBaHHOM 3aaaHnM. 3anyck npouecca
McnpasneHns NporpaMMHOro obecnevyeHns Ha Bbl6 paHHbIX
KOMMNblOTEPAxX NPONCXOAUT NPU UX Nepe3arpyske

Ypanuts NO BbinonHseTcsa yaaneHne ycTaHOBIEHHOro NporpaMMHOro
obecneyeHns knneHTa. MNpwn BoIbOpe 3TOM KOMaHAbI Ha SKpaHe
nosiBnTCsa coobLieHne o cpopMMpOBaHHOM 3afaHMK. 3anyck npouecca
yAaneHns NnporpaMmMHoOro obecrneyeHuns Ha Bblb paHHbIX KOMMblOTepax
NPONCXOANT aBTOMATUYECKMN

YcTraHoBUTb BbINOMHSETCA YCTaHOBKA NakeToB 06 HOBNEHMS. B 3ToM ciyyae B
naker napameTpax 3aaHus MOXXHO Bbl6paTbh O4MH N HECKOSbKO MaKeToB
ucnpaBfeHuin | 06HOBNEHMS, paHee 3arpy>XeHHbIX B PENo3uTopuii. 3anyck npouecca
yCTaHOBKM MaKeToB 06HOBNEHUS Ha BblI6paHHbIX KOMMbloTEpPaXx
NPOUCXOAMNT NPU UX Nepesarpyske

Yananntb BCe YpanseT Bce yCTaHOB/IEHHbIE paHee NakeTbl 06HoBeHus. Mpwn
naketbl BblbOpe 3TON KOMaHAbl Ha KpaHe NosIBUTCSA coobLueHne o
ucnpaBneHunn cdhopMmrpoBaHHOM 3a4aHMK. 3anycK npoLuecca yaaneHns obHoBneHni
Ha BblI6paHHbIX KOMMbIOTEPAX NPOUCXOAUT aBTOMATUYECKM

Mpu Bbibope komaHa "YcraHoBuTb MMO", "O6HoBUTL [MO", "YcTaHOBMTL NakeT
ncnpasneHnin" B NpaBol YacTy OKHa MosiIBUTCS NaHeNb HAaCTPOMKM NapaMeTpoB

3a4aHun4.

Ycravoeka aucTpurbyTnea

Hazeanme 1 ¥cranoska NO
EEVEDTE]
)
Huctpubytue 8.4.2853.0 -
Nogunnenne computer-2.TWinfo.local
cepeepy
Manka gna @ YCTaHOBWTE B Manky No yMonYaHwmo
YCTAaHOBKW

YCTAHOBMTE B YKASEHHYH Nanky:

Bpema Cosmpatie He orpaHnyeHo
OMMAAHUA
nepesarpysku @ 3aaats Epema (MuH.)
KOMMblOTEPa
nocne ycraHoBKK 10
MapameTpm
Jauurabie NoBaEuTe NMLEHIMK M3 dalina Brfpats...
MOACHCTEMEI
Bazoean zawmTa 1000 3x. {ocT. 1000), a0 01.11.2020, SC -

4. HacrporTe napaMeTpbl 3a4aHUS U HaXMUTE KHOMKY "YCTaHOBUTL" B HUXXHEN
yacTu naHenu. [ins 3ajaHus Ha yctaHoBKy MO KAMeHTa BbIMOHSETCS HacTporika
cneayrowmnx napaMeTpoB:

e Bepcusa yctaHasnmeaemoro 0;
e ranka ansa ycraHosku M0O;
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e BpEeMs OXWOAHWUS nepesarpy3kn KoOMnbloTepa NOCIe YyCTaHOBKN — ec/n Bbl6-
paH BapuaHT "OXxuaaHme He orpaHuM4yeHo", aBToMaTMyeckas nepesarpyska
KoMnbloTepa nocne yctaHoBkn MO He BbINOAHSETCA. NS BKAOUYEHNS pexmma
aBTOMaTM4ECKOM nepe3sarpy3kn BblbepuTe BapmaHT "3apatb BpeMsa" 1 B none
BBOJA YKaXXUTe, Yepes CKOSIbKO MUHYT NOC/e 3aBepLUEHMS YCTAaHOBKU cneayeTt
BbIMNO/IHUTb aBTOMaTMYECKYIO Nepe3arpysKy;

MosicHeHue.

lMpn HacTpoike napameTpoB 3agaHus Ans obHoeneHus MO gaHHbIA napameTp onpeaenser,
yepe3 CKOMbKO MUHYT NOCHe NONyYeHMs 3a4aHus KOMMbIOTEP aBTOMATUYECKU Nepe3arpysuTcs.
O6HoBneHwe N0 ByneT BbINONHEHO BO BPEMS Nepe3arpy3ku KOMMbIoTepa.

e rapaMeTpbl — ornpeaensieT napaMeTpbl KOMaHAHOW CTPOKM, C KOTOPbIMU ByaeT
3anyLeHa nporpamMmMa yCTaHOBKW;

® JINUEH3NUN Ha NCNOJIb30BaHNE KOMMOHEHTOB,

® y4yeTHble AaHHble JIOKaNbHOro agMMHUCTpaTopa (AOMEHHOrO MOMb30BaTENS,
BXOZASALLEro B JIOKaNbHbIe rpynnbl aAMUMHUCTPATOPOB Ha Bbl6paHHbIX KOMMbHO-
Tepax).
5. lMocne co3paHuns 3agaHns nepenamTe K CMUCKy 3aAaHWn Ha Bknagke "3apgaHuns"
ANs NpoBepku 406aBneHNSA HOBOro 3/1EMEHTA.

PA3BEPThIBAHWE 3ANAHKNA NLEH3WMPOBAHWE PEMO3UTOPWA

@) Orwennms
Ko H Kos [s
1 ¥Ycranoeka MO Brnoaerne . aane e S
) computer-2TWinfoloca  19.04.2018 15:55:59 £ Yeranoeka..
Bpewn sanycka: 19.04.2018 15:55:24
noapobHee v
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[naBa 4
OOHoOBMNeHne n nepeyctaHOBKa KOMMOHEHTOB

OO6HoBNEeHue

B cucreme Secret Net Studio peannsoBaHa BO3MOXXHOCTb OBHOBIEHUS MPOrpPaMMHOro
obecneuyeHnsa npeablaymMx BEPCUA Ha TeKylyto Bepcuio. MNMpu obHOBNEHMU coxpa-
HAKTCSA 3ajaHHble MapaMeTpbl HACTPOMKW CUCTEMbl (411 HEeKOTOpbIX MapaMeTpoB
MOryT 6bITb BbICT@B/NIEHbl 3HAYEHUS MO YMONYAHUIO, €C/IN COXPaHEeHME NPeXHUX 3Ha-
YEeHUI TEXHNYECKN HEBO3MOXHO).

Ob6HOBNEHME KOMMOHEHTOB Ha KOMMbIOTEPAX CUCTEMbI OCYLLECTBNASETCA NO OTAeNb-
HOCTM C MOMOLLbIO MPOrpamMM YCTAaHOBKW KOMMOHEHTOB. pn 3TOM ans knneHTa Secret
Net Studio B ceTeBOM pexxnme PyHKLUNUOHNPOBaAHUS OB6HOBNEHNE MOXET BblMOHATLCS
LLeHTpann30BaHHO NogA yrnpasneHnem cepeepa 6e30nacHoCTu.

Mopsaok 06HOBNEHWUA KOMMOHEHTOB LieHTPaNM30BaHHOIo

ynpasneHus

O6HoBneHne koMmrnoHeHToB Secret Net Studio, peanusylowmx LeHTpanM3oBaHHoOE
yrnpasfieHne, OCyLLeCTBSIeTCA B CrieayoL e nocneAoBaTelbHOCTH

1. BkOuMTE BCE KOHTPOIEPHI JOMEHA.

2. O6HoBwuTe NO cepeepoB 6e30MacHOCTM Ha TeKyLy Bepcuto (cM. cTp.27). Eciv B
[oMeHe 6e30MacHOCTM MMEeTCs HEeCKONbKO CepBepoB, npoueaypy ObHoBneHus
HY>XHO Ha4aTb C cepBepa, KOTOPOMY NpPUCBOEHA PoJsib MacTepa cxembl LDS aomeHa
6e3onacHocTn. Ob6bIYHO posib MacTepa CXeMbl MPUCBOEHA MEPBOMY YCTaHOB-
JNIEHHOMY cepBepy.

3. O6HOoBMTE MporpamMMmy ynpasreHus (CM. cTp.29 ) Ha paboumx MecTax agMUHU-
CTpaTopoB.

4. O6HoBuTe N0 KNneHTa (CM. CcTp.29) B NopaaKe:
e cepsepbl 6e30NacHOCTH;
*  KOMMbIOTEPbI COTPYAHWUKOB.

Coger.

[Mpy BONbLLIOM KOMMYECTBE KOMMLIOTEPOB LienecoobpasHo NpUMEHUTL aBTOMaTUYeCKoe 0OHOBIEHNE
KNueHTa nyTem LieHTpann3oBaHHO YCTaHOBKM Noj ynpasneHueM cepeepa 6e3onacHocTu (cm.
cTp.23).

5. B nporpamMme ynpaBfieHuUs nNpoBepbTe U Npy HeobXoAMMOCTU OTpeaakTupymnte
CTPYKTYpY ONepaTuBHOro ynpasneHus (CM. AOKYMeHT [4]).

OGHoBneHKne cepBepa 6e3onacHOCTH

O6HoBNeHMe cepBepa 6e30MacHOCTU BbIMOJIHAETCA MOSIb30BATENIEM, BXOAALMM B
NoKanbHY0 rpynny aAMMHUCTPATOPOB KOMMbIOTEPA.

[ns BbINO/HEHWS HEKOTOPbIX AENCTBUIA Npu 0BHOBNEHWWU cepBepa 6e30MacHoCTU
MoryT notpeboBaTbca ocobble npaBa AocTyna. HanpuMep, npaBa Ha aaMu-
HUCTPUpOBaHWe neca AOMEHOB 6e30nacHOCTM U AoMeHa 6e3onacHocTv. Ecnv nonb-
30BaTefb, BbIMOSHSIOWMIA YCTaHOBKY, He 061afaeT HY>XHbIMU NMpaBaMu, nNporpaMMa
YCTaHOBKM Ha onpeaesieHHbIX 3Tanax MoXeT 3anpawnBaTh YYeTHbIe AaHHbIE M0J1b30-
BaTesieil c npaBamMu JocTyna.
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& BHumaHue!

Mpy 0GHOBNEHUM cepBepa 6e30MacHOCTI NpoLecc 0GHOBNEHUS HeMb3st MPepbIBaTh U HYXHO AOBECTU A0

3aBepluenns. Ecnv npu 3ameHe Mofyneit U MoauduKaumu CTPYKTYp 6a3 AaHHbIX BO3HUKHYT OLUMOKM

(HanpuMep, Mo NPUYMHAM HEJOCTaTOUHbIX IPaB AOCTYNA NN HE[OCTYMHOCTY CEPBUCOB), BYAET BbINOMHEH

BO3BpAT K NpeadblAyLLeMy COCTOSIHUIO cepBepa (0 06HOBNeHUs). MUHUMaNbHO HeoBXoaMMbIE YCIOBMS

ANS YCNeLHOoro 06HOBNEHMS:

¢ paboTocnocobHoe cocTosHMe cepBepa 6e30nacHOCTH NpeablayLeil Bepcuu;

* HanMuue npas agMUHUCTPaTOPa Neca 4OMeHOB 6e30MacHOCT — Npu NepBoM 0BGHOBNEHWM B necy
AOMEHOB;

*  HanMuue Npas agMUHUCTpaTOPa AoMeHa 6e3onacHoCTy.

Ans o6HoBNneHus cepsepa 6esonacHocTu:

1. BcraBbTe B NpuBOA YCTaHOBOYHbIN Anck cuctembl Secret Net Studio. JoxanTtecs
NosiBIeHNS OKHa NporpamMmmbl aBTo3anycka (cM. cTp.10) n 3anyctute obHoBNEHME
C nomoLubto koMaHabl "CepBep 6e3onacHocTn”.

MpumevaHue.
3anyck 06HOBIIEHNSI MOXHO BbINONHNTL BPY4HYI0 6€3 UCMOMb30BaHKUA NporpamMMbl aBTo3anycka. [Ans
3TOro 3anycTuTe CycTaHOBOYHOro ancka daitn \Setup\Server\x64\setup.ru-RU.exe.

Mocne3anycka NnporpaMMbl YCTaHOBKMW BbIMOMHAETCH aHAaNN3 CUCTEMbI HA COOTBET-
CTBME MPOrpaMMHbIM M annapaTHbiM TpeboBaHUSAM A/ YCTaHOBKU KOMMOHEHTA.
Mpun 3TOM NpoBepseTcs TeKyLlee COCTostHNE BCTpoeHHoro B OC MexaHM3Ma ynpas-
neHuns yyetHbiMu 3anucamm (User Account Control — UAC).

BHumaHue!

Ecrn mexannam UAC BKNIOYEH — Ha 3KpaHe MOSIBUTCS OuManor 3anpoca Ha €ero BPeMEHHOe
OTKItoYeHMe. B aTom criyyae HaxmuTe kHonky "[la" ans OTKMYeHUs MexaHu3ma, nepesarpysnTe Kom-
NbIOTEP W TOMBKO NOCTEe STOr0 CHOBA 3anycTuTe npoLenypy 0bHoBNeHus cepaepa 6e3onacHocTy.

Mo OKOHYaAHWM TMNpPOBEPKM CUCTEMblI Ha 3KpaH 6yAeT BbIBEAEH AManor c
COO6LLEHNEM O FOTOBHOCTU K Hayany 06HOBNEHMS.

2. HaxmuTe kHornkKy "O6HOBUTL".

MporpamMMa YCTaHOBKW HAYHET BbIMOSIHEHWE MOArOTOBUTESNIbHbLIX AENCTBUIA, MO
OKOHYaHWM KOTOpPbIX Ha 3KpaH 6yaeT BbIBEAEH AMANOr NMPUBETCTBUS.

MpumeyaHue.
lMepen BbINOMHEHWEM [danbHEWWMX OEWCTBUIA PEKOMEHAYeTCs 3aBeplunTb paboTy nporpamMb
aBTO3anycKa, Haxas KHOMKY "Bbixo4" B OKHe NporpaMMb.

3. HaxmuTe kHonky "Janee".
Ha skpaHe nosasuTcsa ananor NpuHATUS IMLLEH3MOHHOIO COralleHuns.

4. O3HaKoOMbTeCb C COAEep>XaHWEM NIMLEH3MOHHOMO CorfalleHuns, OTMeTbTe MYHKT O
€ro NPUHATUM N HaXXMUTe KHonky "danee".

Ha skpaHe nosiButcsa amanor "Hacrponku CYB". MNpuMmep coaep>XnMoro guasnora
npeacTaB/ieH Ha Cy1eaytoLEeM pUCYHKE.
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jﬁ ¥cranoeka Secret Met Studio - Cepeep BesonacHocTi - X

Hactpoiikn CYE[ -
37a uHdopmawa Heobixoauma ana pabioTe ¢ CYBA i

Wma BO: |-:c-mpu ter-2\SQLEXPRESS ?

YuyeTHas 3anuce agMuHMcTpaTopa B

Hazan Lanse OTMEHS

5. B rpynne nonen "YueTHas 3anucb agMuHucTpaTopa BA" ykaxuTe yyeTHble AaH-
Hble agMuHucTpatopa 6a3bl gaHHbIX Ha cepsepe CYB[ 1 HaxMuTe KHOMKY
"Nanee".

Ha akpaHe nosisuTcsa guanor "Bce rotoBo K 06HOBNEHUIO" .

6. HaxmuTte kHonky "O6HOBUTBL".

HauHeTcs npouecc 06HOBNEHMS NPOrpaMMHbIX MOAYEN.

Mocne 3aBeplUeHMS BCEX Onepauuii NosiBUTCA COO6LLEHME C MpeasioKeHUeM
nepesarpy3uTb KOMMbOTEP.

7. lMepesarpysnTe KOMMbIOTEP U AOXKANTECH 3arpy3Kn CUCTEMbI.

& BHuMmaHue!

O6bekT HoBOro cepeepa 6e30MacHOCTU MOXET NOSIBUTLCS B CTPYKTYPE ONepaTUBHOTO yrpaBneHus ¢
HEeKOTOpOW 3afiepkol. B nporpamme ynpaBneHWsi, NOLKMKYEHHOW K [pyromy cepBepy 6e3o-
nacHoCTH, 3arpy3ka 06HOBNEHHON CTPYKTYPbI C HOBLIM CEPBEPOM MOXET NPOU30ITH YEPE3 HECKOMBKO
MuHyT nocne ycranosku M0 CB (nopsgka 10—15 mMuHyT).

OG6HoBREeHWe nporpaMMbl ynpaBneHus

O6HoBMEHME MporpaMMbl yrnpaBneHUs BbINMOMHAETCS MOSb30BaTeseM, BXOASLWNUM B
JIOKaNbHYO rpynny agMMHUCTPaATOPOB KOMMbloTepa. s 3anycka npoueaypbl 06HOB-
NIEHNS] KOMIMOHEHTa MCMNOMb3yMTE YCTAHOBOYHbIA auck (cMm. cTp.18). Mpoueaypa
obHOBMEHNA BbiNnonHseTcs 6e3 ocobeHHOCTEN.

OOHOBNeHWe KnueHTa

O6HOBNEHME KNMeHTa BbiNOMHAET nonb3oBaTesb, BXOAALMNM B NOKaJibHYKO rpynny
AAMUHUNCTPATOPOB KOMMNbIOTEPA.

[na BbINOMHEHUS HEKOTOPbIX AENCTBMIA NMpU OBHOBAEHUM KAMEHTa MOryT MoTpe-
6oBaTbCs 0cobble NpaBa AocTyna. HanpuMep, NpaBa Ha agMUHUCTPUPOBaHKWE AOMEHa
6e30MacHOCTU, eC/N KJIMEHT NoadunHeH cepepy 6esonacHoctu. Ecnn nonb3oBaTens,
BbIMOSIHSIOWMIA YCTAHOBKY, He 06/1alaeT HY>XHbIMWU NMpaBaMu, NporpaMMa yCTaHOBKM
Ha onpefeneHHbIX 3Tanax MOXET 3anpawnBaTh YYeTHbIe AaHHble Nosb30BaTenen ¢
npaBamu 4ocTyna.

Ana o6HOB/NIEeHUS K/IMEeHTa:

1. BcraBbTe B NpuBOA yCTAaHOBOUYHbIN ANCK cncrtembl Secret Net Studio. JjoxxamTech
NosiBNleHMs OKHa NporpamMmbl aBTo3anycka (cM. cTp.10) n 3anyctute obHoBNEHME
C NOMOLLbIO KOMaHAb! "3alMTHbIE KOMMOHEHTbI".
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MpumeyvaHue.

3anyck 06HOBMEHNS MOXHO BbINONHWTL BPY4HYlo 6€3 MCronb3oBaHus nporpamMMbl aBTo3anycka. fins

3TOr0 B 3aBMCUMOCTY OT ONepaLMOHHON CUCTEMbI KOMMBIOTEPA BLINONHUTE Crieaylollee AeicTBre:

* Mpu yCTaHOBKe Ha komnbloTep ¢ 64-pa3psagHoit Bepcnen Windows — 3anycTuTe ¢ yCTaHOBOYHOMO
amcka dainn\Setup\Client\x64\SnSetup.ru-RU.exe;

* Npu YCTaHOBKE Ha KoMnbloTep € 32-paspsaHon Bepcuen Windows — 3anycTute ¢ yCTaHOBOYHOTO
aucka dainn\Setup\Client\Win32\SnSetup.ru-RU.exe.

[MporpaMMa yCTaHOBKW HauyHeT BbIMNOJIHEHWUE MOArOTOBUTENbHbIX AEVICTBMﬁ, no
OKOH4YaHMW KOTOPbIX Ha 3KpaH 6y,qu BbIBEAEH AManor NpUBETCTBUA.

MpumevaHue.
Mepef BLINONHEHWEM fanbHENLLMX AEACTBIUIA PEeKOMEHAYETCA 3aKpbITh NPOrpamMMy aBTo3arnycka.

2. HaxmuTe kHonky "loToBO".
Ha sakpaHe NosiBUTCS OKHO 3anpoca C NpeaioXXeHNEM Nepe3arpy3nTb KOMMbOTEP.
3. HaxmuTte kHonky "[la" B OKHe 3anpoca.

HauyHeTcs nepesarpyska KoMMnbloTepa, BO BpeMsi KOTOPOM BbIMOSHAETCA O6HOB-
neHne komnoHeHTOB Secret Net Studio. Mocne ycnewHoro exoaa nonb3oBartens B
cucrtemy Hag nukTorpammon Secret Net Studio, Haxoasawenca Ha NnaHenu 3agad
Windows, nosiBuTcsa coobuweHune 06 ycnewHoM 3asepieHnmn obHoBNeHnS.

OcobeHHOCTH YCTaHOBKM KNUEHTA B peXXume 0OHOBNEHMA Apyrux
NPOAYKTOB

Mpwn ycraHoBke knneHTa Secret Net Studio npoBepsieTcsa Hanuune yCTaHOBIEHHOrO
MO cnepyowmx npoayktToB komnaHum "Kog besonacHoctn™:

e C3W Secret Net (knneHTckoe MO);

e (C3W Security Studio Endpoint Protection;

e C3WN TrustAccess.

OYHKUMOHANbHbIE BO3MOXHOCTU MepevncsieHHbIX NMpoAyKTOB MOryT 6biTb peannso-
BaHbl YaCTUYHO UM MOJIHOCTbIO MEXaHWU3MaMM 3aLlnTbl KaneHTa Secret Net Studio.

Ecnn obHapyxeH Kakoli-nmbo U3 ykaszaHHbIX MPoAYyKTOB, B 3aBMCMMOCTU OT CUTyaLmm

BO3MOXHbI Crieflyloline BapnuaHTbl:

e ob6HOBNEeHMe (3aMeHa) MMeKLencs Bepcun npoaykTa C NpUMEHEHuMeM paHee
3a4aHHbIX MapaMeTpoB B COOTBETCTBYHOLMX MoacMcTeMax kimeHTa Secret Net
Studio, ecnu ans 3Toro UMeEeTCcsa TEXHNYECKast BO3MOXHOCTb;

e ycTaHOBKa knueHTa Secret Net Studio c coxpaHeHneM nmetoLlenca Bepcmm npo-
[lyKTa [N CAMOCTOATENIbHOro YHKLMOHMpPOBaHUs (6e3 MHTerpauumn);

e OTMEHa YCTaHOBKMW K/IMEeHTa.

YcranoBka npu Hanuuum C3U Secret Net (knueHTckoe MO)

Mpn Hannumu knmenTckoro MO C3U Secret Net BbinonHaeTcs obHoBneHue aToro MO
Ha yCTaHaB/IMBaeEMYy0 Bepcuto kimeHTa Secret Net Studio. NMocne o6HoBNeHus 6yayT
[encTBoBaTh 3alMTHbIE NoacncTeMbl knmeHTa Secret Net Studio, koTopblie 6b1n yKa-
3aHbl A/15 YCTaHOBKMW.

YcraHoBka npu Hanuvuum C3U Security Studio Endpoint Protection

Mpn Hannumm MO C3U Security Studio Endpoint Protection BbinonHsaeTca yaaneHmne
3Toro MO.

MpumevaHue.

Ecnn 8 C3U Security Studio Endpoint Protection 3agaH naponb 3awuThl, OTAMYAOLLMIACS OT napons no
yMOMuaHuio, yaaneHne 6yaeT BO3MOXHO TOMBKO MPM YCTAHOBKE KNWEHTA B MHTEPAKTUBHOM pexume. B
3TOM CTyyae Npw YCTaHOBKE MOXHO yka3aTb TEKYLLMI naposb. [ins BbINONHEHUs LLEHTpan13oBaHHoN ycTa-
HOBKM KIMeHTa Heobxo4nmo npeaBapuTensHo Mbo BepHYTH Naponb No ymonyaHuio (securitycode), nnbo
BPYYHYyto yoanuTb ganHoe 0.
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YcranoBka npu Hanuumm C3U TrustAccess

Mpwn Hannunm MO C3UN TrustAccess BO3MOXHbI Cleayrolme BapmaHThl:

e ansiBepcuit 1.3.x — BbINOMHSIETCH OBHOBNIEHWE, €C/IN B CNUCKE YCTaHaB/IMBAEMbIX
3alUUTHbIX NOACUCTEM YKa3aH XOTs 6bl OAMH M3 KOMMOHEHTOB CETEBOM 3aLuThl. B
NMPOTMBHOM C/lydae COXPaHSETCs MMetoLLasicsl BepCUs NpoayKTa;

e [N OCTalbHbIX BEPCUMIA — B MPOLIECCE YCTAaHOBKWM BbliBOAUTCS cooblieHne 06
owmnbKe M3-3a HenoaaepXXBaAeMOI Bepcumn npoaykTa. B aTom cnyyae HeobxoamMo
BPYUYHYIO BbINOSHWUTbL Npoueaypy yaaneHus MNo.

MepeycTaHoBKa (BoccTaHOBIEHME)

[ns BOCCTaHOBMEHUSA HapyweHHON paboToCnocobHOCTM KOMMOHEHTOB CUCTEMbI
Secret Net Studio MoxeT npuMeHATbCA npoueaypa nepeycraHosku [10. lMepe-
YCTaAHOBKa BbIMOJIHAETCS C UCMOJIb30BaHNEM AUCTpMbOYTMBa TON Xe Bepcum, KoTopast
yCTaHOB/IEHA Ha KOMMbIOTEpE.

MepeycTaHOBKY A0/MKEH BbIMOMHATL NOMb30BaTE b, BXOAALLNI B OKANbHYO rpynny
aIMMHUCTPATOPOB KOMMbloTepa.

MpumeyaHue.
B mekywel peanusayuu He npedycmompeHa npouedypa nepeycmarosku 10 cepsepa besonacHocmu.

MepeycTaHoBKa KnueHTa

3anyck npoueaypbl NepeycTtaHOBKW KAMEHTA MOXHO BbIMO/HWUTb TakK Xe, Kak U1
3anycK YCTAaHOBKM B MHTEPaKTUBHOM pexume (CM. cTp.19), nam ncnonb3oBaTtb CTaH-
[ApTHbIM crnocob nepeycraHOBKM pans KomnoHeHTa "Secret Net Studio" B okHe
OC Windows "TlporpaMmbl 1 KOMMNOHEHThbI". locne 3anycka nporpaMMbl YCTaHOBKW Ha
3KpaH byaeT BbiBeAeH avanor ans sbibopa BapnaHTa 4ENCTBUNA.

Ana nepeycraHOBKM KJIMEHTa C BOcCTaHoBneHuem MNO:

1. B awnanore Bbibopa BapnaHTa 4ENCTBMN YCTAaHOBUTE OTMETKY B none "ucnpasutb"”
M HaXXMmUTe KHoMNKy "loToBO".

Ha skpaHe NosBUTCSH OKHO 3amnpoca C Npe/IoXXeHeM nepe3sarpy3nTb KOMMAbOTEp.
2. HaxmuTe kHonky "[a" B okHe 3anpoca.

HauHeTcs nepesarpyska KOMMNbloTepa, BO BpeMs KoTopon byaeT BbIMosHEHA NOB-
TOpHas ycraHoBKa KoMnoHeHToB Secret Net Studio. MNMocne ycnewHoro Bxoaa
nonb3oBaTens B CUCTeMy Haj nukTorpamMmon Secret Net Studio, Haxoasawencsa Ha
naHenun 3agay Windows, nosisutcsa coobueHne 06 ycnewHoM 3aBeplieHnn aaH-
HOW npoueaypsbl.

I'IepeycTaHOBKa nporpamMmmbl ynpaBneHus

Mpn nepeycTaHoOBKE NMporpaMMbl ynpaBieHUs BbliNMOJHAETCS €€ BOCCTAHOB/IEHME.
3anyck npoueaypbl NepeyCcTaHOBKU OCYLLECTBNASETCS TaK XXe, Kak M 3anyck ycra-
HOBKM nporpamMmbl (cM. cTp.18). lNocne amanora npuBeTCTBMA Ha 3KpaH byaer
BblBeAeH anasnor 4nsa Bbibopa BapnaHTa AENCTBUN.
Ans nepeycraHOBKM NpPOrpaMMbl yrnpaBJ/ieHUNA:
1. B pgunanore gns Bbibopa BapnaHTa A4eNCTBUIA HAXMUTE KHOMKY "BocctaHoBUTL" .

Ha sakpaHe nossuTCca agnanor, coobwamLwmnin 0 FOTOBHOCTU K YCTaHOBKE.
2. HaxmuTe KHonkKy "BoccraHoBuTb".

HauHeTcs konmpoBaHue dhannoB Ha XeCTKMN ANCK N perucrpaums KOMNOHEHTOB
B cmcrteMHoM peectpe OC Windows. Xoa npoueccoB KOMMPOBaHUS M HACTPOMKU
oTobpaxkaeTcs B MHPOPMALMOHHOM OKHe B BuAe Nofnocbl nporpecca. MNpu mx
3aBepLUEHNN Ha 3KpaHe NosABUTCA agnanor "YcraHoBKa 3aBepLueHa”.

3. HaxmuTte kHonkKy "loTOBO", @ 3aTEM HaXMUTe KHOMKY "3akpbiTh" B elie ogHOM
nNnosiIBUBLLEMCH Ha SKpaHe ananore.
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[maBa 5
YnaneHve KOMNOHEHTOB

Q MpeaynpexaeHue.
Ecnu Ha 3alumuiaeMbix KOMNbOTEpax UMEETCs KOHUAEHLMaNbHas U 3alumdpoBaHHas MHdOpMaLus,
CreflyeT NPUHATL Mepbl 45 ee 3alUThl U COXpaHeHus [0 yaaneHus cuctembl Secret Net Studio.

Mopspok yaaneHus B ceTeBOM pexmme yHKLMOHMPOBaHUS

YpaneHue knmeHToB Secret Net Studio B ceTeBoM pexunme yHKLMOHUPOBAHUSA U
KOMMOHEHTOB A/ LeHTPaNU30BaHHOr0 ynpas/ieHUsS pPeEKOMEHAYETCHA BbIMOMHATL B
cneaytoulem nopsake:

1. Ypanute NO KIMEHTOB Ha BCEX KOMMbIOTEPAX.

2. YpanuTe nporpaMmy yrnpasreHus Ha pabounx Mectax aaAMMHUCTPaTOpPOB.

3. Ypanute MO cepBepos 6e30MacHOCTU.

YpaneHve KnueHTa

MO knMeHTa MOXHO yAanuTb Npu paboTe Ha KOMMbKOTEpPE fOKalbHO WAN B
TepMMHanNbHOM ceccuun. [ns ceTeBOro pexuMma @GyHKLUMOHUPOBAHUA TaKxXe
npeayCcMoTpeH METOA LLeHTPanIM30BaHHOr o yaaneHus noj ynpasneHnem cepsepa 6e3o-
nacHocTu. LleHTpannM3oBaHHoOe yaaneHne peanmsyeTcs C MOMOLLbIO MPOrpaMMbl yrnpas-
neHunsa (cM. gokymeHT [41]). Ana aToro B nporpamme Heobxoanmo chopMUpoBaThb
3apaHuns Ha yaaneHue MO, aHanornyHble 3ajaHnsaM pa3BepTbiBaHUS (CM. CTp.24).

Huxe pacCMaTpuBalTCAa npoueaypbl JIOKasibHOro yaaneHmna KJImeHTa.

Mpouenypbl yaaneHUsa OO/MKEH BbIMNOMHATL NOJSb30BaTeENb, BXOAALMI B NNOKaJIbHYO
rpynny agMMHMUCTpPaATOpPOB KOMMNbIKOTEPA.

OAnAa ypaneHua KJneHTa:

1. BbINoNHMTe 3anyck npoueaypbl YCTAHOBKM KJIMEHTa B MHTEPAKTUBHOM pexXume
(cM. cTp.19) MM ucnonb3ynTe CTaHAApTHbIM cnocob 3anycka yaaneHus ans
KoMnoHeHTa "Secret Net Studio" B okHe OC Windows "lporpamMMbl 1 KOMMO-
HeHTbI".

MporpamMMa YCTaHOBKW HAYHET BbIMOSIHEHWE MOArOTOBUTESNbHbLIX AENCTBUIA, MO
OKOHYaHWM KOTOPbIX Ha 3KpaH ByaeT BbiBeAeH Avnasor Ans Bbibopa BapMaHTa npo-
OOMMKEHUS.

2. B ananore ycraHOBMTE OTMETKY B Mosie "yaanuTb" U yKaXuTe yUYeTHble AaHHble
Nnosib30BaTenNs C NpaBaMu aAMMHNCTpaTopa AoMeHa 6e30MacHOCTU.

MosicHeHue.

Ecnu TekywLmii nonb3oBaTenb MMEET NpaBa Ha 3anuch B XpaHunuiLe 06BEKTOB LEHTPann30BaHHOrO
ynpaBneHnsi — 0CTaBbTe OTMEYEHHbIM Mone "MCMonb30BaTh AN NOAKMIOYEHUS YYETHYIO 3anuch
TekyLuero nonb3oBatens”. Ecnu npaBa He NpeaocTaBneHbl — BblbepuTe MyHKT "MCNONb30BaTh yKa-
3aHHbIe HUXE UMS M Napornb" v BBEAUTE AaHHbIE COOTBETCTBYIOLLEN YYETHON 3anmncu.

3. HaxmuTe kHonky "loToBO".

HauHeTcs npouecc yaaneHus 3aWmnTHbIX MOACUCTEM.
4. [locne 3aBepLUEHNS BCEX ONepaLmnii yaaneHus HaxmMmTte KHonky "danee".

Ha skpaHe nosiBuTCS CoobLueHne, coaepXallee OTYET O BbIMOJIHEHUM OonepaLmii.
5. [llepe3arpy3nTe KOMMNbOTEP.

YpaneHue npaﬁBepa cpeancTea annapaTHoﬁ noaaepPxku

EciM Ha KoMnbloTepe YyCTaHOBNEH [paiBep CpeacTBa annapaTHOM noaaepKu
Secret Net Card, ero yaaneHue OCYLLECTBASETCA OTAENbHO. 3amnyck npoueaypbl
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yAaneHusa apariBepa BbINOSHSAETCH CTaHAapTHbIM cnocoboMm B okHe OC Windows
"MporpamMmMbl 1 KOMANOHEHTLI".

YaaneHue nporpammbl yripaBreHus

Mpoueanypa ydaneHMs nporpamMmbl yrnpasreHWs BbinonHseTcs 6e3 ocobeHHoCTEN.
3anyck yaaneHus koMmrnoHeHTa "Secret Net Studio — LleHTp ynpaBneHus" MOXHO
BbINO/IHUTb CTaHAapTHbIM criocobom B okHe OC Windows "lporpaMmmbl M KOMMO-
HeHTbI".

YpnaneHue cepBepa 6e3onacHOCTU

Mpu yaaneHun cepepa 6e30MacHOCTM ClieayeT UMETb B BMAY, YTO BCE KOMMbIOTEPDI,
nog4YnHEeHHble JaHHOMY CepBepy, CTAaHYT CBO60,EI,HbIMVI — TO €CTb He NoAYNHEHHbIMUN
KakoMy-nnmbo cepsepy 6e3onacHoCTH.

[ns BbINOMHEHUS HEKOTOPbIX AENCTBUIM NpU yaaneHnn cepeepa 6e30macHoCTM MOryT
noTpe6oBaTbCsl 0cobble NpaBa AocTyna. HanpuMmep, npaBa, NpeAoCTaB/eHHbIE rpynne
aAMMHUCTPaTOpOB AoMeHa 6e3onacHoCcTU. Ecnm nosb3oBaTesNb, BbINMOMHAOWMIA yaa-
neHne, He 06M1a4aeT HYXXHbIMM NMpaBaMun, NPorpamMMa yCTaHOBKW Ha OnpeaenieHHbIX
3Tanax MOXET 3anpallMBaTh yYeTHble JaHHble Nob30BaTesNel C npaBaMm 4OCTyna.

Ons ynaneHns cepsepa 6e30nacHOCTK:

1. B okHe OC Windows "lMporpaMMbl 1 KOMANOHEHTbI" BblGEpNTE B CNMCKE KOMMNOHEHT
"Secret Net Studio — Cepsep 6e3onacHocT1" U HaXXMMUTe KHOMNKY "YaanuTte".

Ha sakpaHe nosiBuTCS AMasor 3anpoca Ha yaanieHne KOMNOHEHTA.
2. HaxmuTe kHonky "[da" B AManore 3anpoca.

lMporpamMMa yCTaHOBKW MPOBEPUT TeKyliee COCTossHWe BCTpoeHHoro B OC
MexaHu3Ma ynpasneHus ydeTHbiMu 3anucamu (User Account Control — UAC).
Bo3MOXHbI crieaytouime BapuaHThl:

e ecm MexaHu3M UAC BKIOYEH — Ha dKpaHe NosiBUTCS AMasor 3anpoca Ha ero
BpPEMEHHOE OTKJ/IloYEHNE. B 3TOM ciyyae HaxMuTe KHonky "[a" ansa oTknto-
YeHMs MexaHuW3Ma, nepesarpy3uTe KOMMbKTEP W MOCIe 3TOro CHOBA
3anycTuTe npoueaypy yaaneHus cepeepa 6esonacHocTn (cM. aelicteme 1);

e ecnn mexaHunsm UAC oTkoueH — npoueaypa yaaneHuns 6yaet npogomkeHa, u
Ha 3KpaHe MosiBUTCS AMasnor NporpaMmbl YCTAHOBKMW, COAEPXALLMN CBEeAEHUS
0 X0A4e BbINONHEeHUs onepaumnii. Ha stane Bbibopa gencrenin ¢ 6a3on AaHHbIX
cepBepa Ha aKpaHe nossuTcsa ananor "YaaneHune 6a3bl gaHHbIX".
3. BbimonHuTe HYXHOE Aencreme:
e And coxpaHeHusa Bl — HaxmuTe KHonky "OTMeHa";

e NS yaaneHus B[l — BBeAMTe yyeTHble AaHHble agMUHUCTpaTopa 6asbl AaH-
HbIX Ha cepBepe CYB/A B nonsax "Uma agMmHucTpaTtopa" m "Maponb aaMUHU-
cTpatopa" 1 HaxmnTe KHonky "OK".

Mpoueaypa yapaneHuns 6yaetr npoponmkeHa. Ha 3Tane Bblibopa pencreun c

cepTndunKaToM cepeepa Ha 3KpaHe nosiBUuTcs 3anpoc o6 yaaneHun ceptmdukara.
4. YTtobbl yganuTb ceptudukaTt cepBepa 6e3onacHocTn m3 IIS, HaXMUTE KHOMKY

"[a" B ananore 3anpoca. NMpn HeobxoanMocTn coxpaHuTb ceptudmkaT B IIS Hax-

MUTe KHormky "HeTt".

[Mocne 3aBepweHns BCeX onepauuii yaaneHusa B Avanore nporpaMmbl YCTaHOBKM

NosIBUTCA NpeaynpexaeHne o HeobxoaAMMOCTM Nepesarpy3km KoMnbloTepa.

5. [llepe3arpy3nTe KOMMNbOTEP.

YnpnaneHue otaenbHbIX NOACUCTEM KITMEHTa

Ecnn Ha KoMNbloTEPE HE MCMONb3YKTCA HEKOTOPbIE M3 YCTaHOBJIEHHbIX 3alUTHbIX
noacucrem knmeHTa Secret Net Studio, 3Tu moacucreMbl MOXHO yAanuTb JIOKasbHO
UNn B TepMMHanbHoOM ceccmn. C yyeToM 0COBeHHOCTEN MOAYJ/IbHbIX B3aMMOCBSA3EWN
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CDYH KUMOHAaJIbHbIX KOMMNOHEHTOB KJIMEHTA, YAa/llEHNE MOXET BbIMO/IHATLCA ANA cneay-
OWNX OTAENBbHbBIX NMOACUCTEM U Tpynmn.

aHTUBUPYC;
NOACUCTEMbI FPYM bl CETEBOW 3aLUTbl U CPeACcTBO OOHapy>XeHNs BTOPXEHUN;

MOACUCTEMbI 3alMUTbl MHMDOPMALMKN Ha NIOKasbHbIX AUCKAX U LWNGPOBaAHUA AaH-
HbIX B KPUMTOKOHTENHEpaXx;

noacncreMa KOHTPOJIA neyvaTtu,
noACUCTEMDI Fpynnbl JIOKaNbHOM 3aLmnThI (KpOMe BblllE€YyKa3aHHbIX I'IOE,CVICTGM).

KpoMe TOro, npegycMoTpeHa BO3MOXHOCTb YAaseHUs MNporpaMmMbl ynpasieHus,
YyCTaHOBNIEHHOW Ansa paboTbl B TOKasibHOM pexXunMme (Mpu yCTaHOBKE K/IMEHTA).

Mpouenypa ynaneHNWsa NOACUCTEM K/IMEHTa AO/MKHA BbIMOJHATLCSA MOSb30BaTeNieMm,
BXOASAWNM B NOKAJIbHYIO rpynny agMMHUCTPATopoB KOMMNbKOTEPA.

Onsa yaaneHva otaeNnbHbIX NOACUCTEM K/IMEHTa:

1. BbINONHMTE 3anyck npoueaypbl YCTAHOBKM KJIMEHTa B MHTEPAKTUBHOM peXume
(cM. cTp.19) nnaM ucnonb3ynTe CTaHAApPTHbIM cnocob 3anycka yaaneHus nns
KoMnoHeHTa "Secret Net Studio" B okHe OC Windows "lMporpamMMbl 1 KOMMO-
HEeHTbI".

MporpamMma yCTaHOBKW Ha4YHET BbINO/HEHWE MOArOTOBUTENbHbLIX AENCTBUI, MO
OKOHYaHWU KOTOPbIX Ha 3KpaH byaeT BbiBeAeH Avanor Ans Bbibopa BapuaHTa npo-
LOMKEHUS.

2. B amanore yctaHoBuTe OTMETKY B noe "yaannTb KOMNOHEHTbI" U HaXXMUTE KHOM-
Ky "Oanee".

Ha skpaHe nosasuTca gnanor ans Bbibopa yaanseMbiX NoACUCTEM.

3. OTMeTbTe 3/IEMEHTbI, KOTOPbI€ HY>XXHO YAANNTb, U HAXXMUTE KHONKY "lroToBO".
HauHeTcs npouecc yaaneHus 3aWmMTHbIX NOACUCTEM.

4. Tlocne 3aBepLUEeHNS BCEX ONepaumnii yaaneHust HaxkMmTte KHonky "anee".

Ha akpaHe nosaBuTcsa cooblieHune, coaepxallee OTYET O BbINOIHEHNM ONepauuni.

5. [llepe3arpy3unTe KOMNbOTEP.
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MpunoxeHue

MO ana ncnonb3oBaHusA noaaepxmBaemMmbix USB-knro4ven n cmapr-
KapT

Ons ncnonb3oBaHusa B cucteMe Secret Net Studio noaaepxnBaembix USB-kntouei n
CMapT-KapT Ha KOMMbOTEPE A0/HKHO ObITb YCTaHOBIEHO AoNONHUTENbHOE 10 cooTBET-
CTBYIOLMX NPON3BOANTENEN YCTPONCTB. YCTaHOBKY Heobxoanmoro MO MOoXHO BbINon-
HUTb C YCTAaHOBOYHOIro Amcka cucrembl Secret Net Studio. Katanoru c dainamm ans
yctaHoBku MO nepeuncneHsbl B cneayowen Tabnuue.

Tun cpeacrsBa KaTtanoru c ¢dainamMu ans ycraHOBKM

USB-Kknt04n 1 cMapT-KapTbl

Rutoken S, Rutoken 3L, Rutoken Lite \Tools\Tokens\RuToken\

JaCarta PKI, JaCarta PKI Flash, JaCarta FOCT, JaCarta | \Tools\Tokens\Aladdin\JaCartaUC\
[OCT Flash

eToken PRO (Java)* \Tools\Tokens\Aladdin\JaCartaUC\
+
\Tools\Tokens\Aladdin\eToken\
ESMART Token, ESMART Token MOCT \Tools\Tokens\eSmart\

CunTbIBaTENM CMApPT-KapT

Athena ASEDrive \Tools\Tokens\Aladdin\Acedrv\

*

Mpn wncnonb3oBaHuUM wnaeHTUdUKatopoB eToken ans paboTbl CO CTaHAAPTHbIMU
ceptudukatamm Microsoft HeobxoaMMoO AOMONHUTENBHO YCTaHOBUTbL Habop ApaiBepoB U
ymnnut SafeNet Authentication Client, npegocTtaBnsemMbin Nnpon3BoanTENEM YCTPOMUCTB.

N3meHeHns B peecTpe Npu yCTaHOBKe KIMEHTa

MporpamMma ycTtaHOBKM KoMMNoHeHTa "Secret Net Studio" BHocUT cnepywowmne
W3MEeHEeHMs B CTaHAapTHbIe NapaMeTpbl peecTpa:

Uma napamerpa Tvin 3HayeHue

Pazpen HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Explorer\

NoDriveTypeAutoRun DWORD OxFF

KaTanor yctaHOBKM KnueHTa

Mpn ycraHoBke knneHTckoro MO cuctembl Secret Net Studio co3paeTcs cncremHas
nepemeHHas okpyxeHns SNINSTALLDIR, B KOTOpPYIO 3annCbIBaeTCa NyTb K KaTanory
YyCTaHOBKM KMeHTa. Takxe A5 Katasora yCTaHOBKU onpeaensoTcs npasa 4ocTyna,
rnepedncrieHHbIe B cneayowen Tabnuue.

Uma o6bekTa MpaBa pocryna

%SNINSTALLDIR% Administrators: FullControl

CREATOR OWNER: FullControl (Subfolders & files)
SYSTEM: FullControl

Users: Read, Execute

%SNINSTALLDIR%\icheck Administrators: FullControl
SYSTEM: FullControl
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CBepneHna o6 ycrtaHoBKe u HacTtpouke CYBl1 MS SQL

YcraHoBKy cepBepa MS SQL Heob6xoouMO BbIMOJIHUTL B COOTBETCTBMM C Tpebosa-
HUsSMK npounssoguTens. epedyeHb TpeboBaHWUW MPUBOANTCS Ha CalTe KOMMaHUM
Microsoft:

e http://technet.microsoft.com/ru-ru/library/ms143506%28v=sql.120%29.aspx
(ansa SQL Server 2014);

e http://technet.microsoft.com/ru-ru/library/ms143506%28v=sql.110%?29.aspx
(ans SQL Server 2012);

e http://technet.microsoft.com/ru-ru/library/ms143506%28v=sql.105%29.aspx
(ansa SQL Server 2008 R2).

B uvactHOCTM, nepea ycTaHoBKOM cepBepa MS SQL po/mkHa 6biTb BbiMOMHEHA YCTa-
HoBKa koMroHeHTa .NET Framework COOTBETCTBYIOLLEN BEPCMUM U S3bIKOBOIO NaKkeTa
[N 3TOro KOMMoHeHTa (Mpu MCNoJb30BaHMM pycckoi peaakumm CYBA).

YCTaHOBOYHbIM ANCK KOMMJIEKTA NOCTaBKWU COAEPXKUT CPeacTBa YCTaHOBKM 6ecnnaTHo
pacnpocTtpaHseMoro BapnaHta CYB Bepcum MS SQL Server 2012 SP1 Express.
O6wnin nopsagok AerWCTBUI ANs YCTaHOBKKM cepeepa MS SQL ¢ mcnonb3oBaHueMm
yKasaHHbIXx cpeacTts (Ha npumepe OC Windows Server 2008 R2):

1. Bxnountb B OC koMnoHeHT .NET Framework 3.5.

2. YcraHoBuTb .NET Framework 4.5. lns 3TOro 3anycrute Ha UCrMosiHeHue dann
dotNetFx45_Full_x86_x64.exe n3 katanora \Tools\Microsoft\Prerequisites.

3. YcraHoBuTb a3bikoBon nakeT k .NET Framework 4.5. [lna 3Toro B TOM Xe
KarTanore 3anycrute Ha ucnonHeHune darn dotNetFx45LP_Full_x86_x64ru.exe.

4, YcraHoBuTb cepBep MS SQL. [na 3Toro 3anyctute Ha WCNOMHeHue dann
SQLEXPRWT_x64_ENU.exe nnm SQLEXPRWT_x86_ENU.exe (B 3aBUCMMOCTU OT
paspsaHocTn OC) n3 katanora \Tools\Microsoft\SQL Server 2012 SP1 Express.

KoppekTHoe B3aumogencTBme cepeepa 6e3onacHoctm m CYB[ MS SQL obecne-
UMBaETCs NPU BbIMOJIHEHUM CeAYOLWMX YCIIOBUI Ha KOMMNbloTepe cepBepa MS SQL:

e BKJIIOYEH PEXUM MOAAEPXKKN COPTUPOBKM KUPUMLbI Ans Kk3eMmnasipa 6asbl gaH-
HbIX — [U1S 3TOr0 NMpu YCTaHOBKE 3K3eMrisipa HeobxoanuMo B napameTpax CoOpTu-
poBKM 419 KoMnoHeHTa Database Engine ykasaTb 3HauveHue Cyrillic_General _CI_
AS (B pasgene "Server Configuration", Bknagka "Collation");

e BK/IIOYEH pexuMm ayTeHTudmkauum, obecneumBalowmin NpoBepKy NOASIMHHOCTM
SQL Server n Windows, — ansi aToro Ha cepepe MS SQL Heob6xoaMMO BKIOUYNUTb
CMeLlaHHbI pexunm ayteHTudukaunm (mixed mode).

Ecnu cepsep MS SQL ycTtaHOBEH Ha OTAeNbHOM KOMMblOoTepe (He Ha KOMMbloTepe cep-
Bepa 6e30nacHOCTM), A0NOSIHUTENBHO TpebyeTCs BbINOMHUTL Ceayowme 4eNCTBUS

e B O6paHaMayaspe (ecnM OH BKKOYEH) pa3peLllnTb UCNOMNb30BaHMe NopTa Ans coeam-
HeHunsa ¢ CYB[ (no ymonyaHuio nopt 1433). MNpu 3TOoM Ha cepsepe MS SQL nopt
[OMKeH 6bITb OTKPbIT HA BXOAsLLNE COEAMHEHUS, @ Ha cepBepe 6e3onacHoCcTn —
Ha ucxogsawme;

e  BKIYUTb pexuMm noaaepxku npotokona TCP/IP. PexwuMm no yMmonyaHutio
OTKJ/IIOYEH MNPV MCMONb30BaHMM CBOBOAHO pacnpocTpaHsieMoro BapuaHTa SQL
Server Express. YnpaBneHne pexxMMoM OCyLLEeCTBASETCS C MOMOLLbIO KOMMOHEHTa
SQL Server Configuration Manager n3 cocraBa MO MS SQL Server. ins BKktO-
yeHus pexuma nepenamTte K pasgeny "SQL Server Network Configuration /
Protocols for <ums_sk3semnnisipa_bB/]>" v BbI30BUTE OKHO HAaCTPOMKM CBONCTB 3J1e-
meHTa "TCP/IP". B amanore "Protocol" ykaxuTte 3HauveHue "Yes" gns napameTtpa
"Enabled" n 3atem B amnanore "IP Addresses" npoBepbTe 3Ha4YeHUs NapamMeTpoB
"TCP Dynamic Ports" n "TCP Ports" ansa Bcex IP-agpecoB: napameTpam AO/KHbI
6bITb MPMCBOEHbI MYCTOE 3Ha4YeHME N 3HadeHune "1433" cooTBeTCTBEHHO. Mpnmep
Ananora c napamMeTpamMmm HaCTpOMKM NpeacTaBieH Ha ClIeAyoLWEM PUCYHKE.
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Qaiin  Jdeiictene
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% Ee‘re‘:an KoHurypauma T“Q\;.Seréir (iZS'{P: % Mamed Pipes Orknrouen
B Kondwmrypaumna kanenta Native Clien N
v _E CeTesan koHdurypauua SOL Server ¥ EeR(E Ceoiicrsa: TCR/IP x
B NMpotokone ana MSSOLSERVER
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TCP Part
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IP Address 127.0.01
TCP Dynamic Ports o
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IP Address feB0::5efe:192.168.10.4%5
TCP Dynamic Ports o
TCP Part
E 1pan
TCP Dynamic Ports 0
TCP Port 1433
v
TCP Port
TCP port
OTHeHa MPUMEHWTE Cnpaexa
< >
MpumevaHue.

[Mpn BKNKOYEHHON TpaccupoBke cBeaeHus 0 B3aumogenctaum ¢ CYB[] coxpaHstoTcsa Ha cepeepe 6e3o-
nacHocty B log-painnax SnTrace.log u SB.txt (pasmeLyatotcs B katanore TpaccupoBku C:\logs). laHHble B

YKa3aHHbIX daaﬂnax MOTYyT UCNONb30BaTLCA ANA ANArHOCTUKN I'IpOGJ'IEM CoeNHEeHUA.
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U3meHeHuns B IS npu ycTtaHOBKe cepBepa 6e3onacHOCTU

Mpu ycTaHoBKe cepBepa 6€30MacHOCTM M3MEHSIOTCA HEeKOTOpble MapaMeTpbl KOMMo-
HeHTOB IIS. MapaMeTpaM NpYCBanMBaloOTCs 3HAaYEHUS, HE06X0AMMbIE AN KOPPEKTHOr 0
(bYHKUMOHMPOBaHUS cepaepa.

B IIS dopmupyetca cneumnanbHbii cauT SecretNetStudioSite. Ons canta Bbinosn-
HAETCA:

e yCTaHOBKa goctyna no SSL;
e npussaska (binding) npotokona "https" no agpecam "*:443:" .

MpumeyaHue.

MpuBsa3ka npotokona "https" ans caita SecretNetStudioSite nobaBnsieTcs Bo Bpems ycTaHOBKM cepBepa
6e30nacHOCTH, a TakKe NpU reHepaLmmn HOBOTO cepTUdMKkaTa ans cepeepa.

MopT 443 Heobxoaum 51 PYHKUMOHMPOBaHWS cepBepa 6e3onacHOCTM, MOITOMY ANS WUCKITHYEHUS
KOH(hNIMKTOB npu [06aBNEHNN NPUBS3KM OLHOBPEMEHHO YAANAKTCS NPUBSA3KW A STOr0 NopTa Ha
ocTanbHbIx caiTax IS, pasBepHyTbIXx Ha KommnbloTepe. B €BA3M C 3TUM MOXET ObiTb HapyleHa
paboToCnoCOOHOCTL APYTMX CANTOB U NPUNOXeEHMI, ucnonsayowux B 1IS nopt 443.

B gononHuTenbHbIX napaMeTpax nyna npunoxeHuit SecretNetAppPool ycraHas-
NINBAIOTCA 3HAYEHMA ANs CeayLwmx napaMmeTpos:

Uma napamerpa 3HaueHue

Pazpnen (General)

queuelLength 10000
Pazpen processModel

identityType ApplicationPoolldentity
idleTimeout 0.00:00:00
pingingEnabled false
Paspen recycling

periodicRestart.memory 0
periodicRestart.privateMemory 0
periodicRestart.time 0.00:00:00
periodicRestart.requests 0
periodicRestart.schedule OTKJ/THOYEHA

B cekumsx canToB YCTaHaB/INBAKOTCA 3Ha4YEHUA And Cieayrowmnx napaMeTpos:

Uma napamertpa 3HauvyeHue

Cekumnsa canta system.webServer/serverRuntime

appConcurrentRequestLimit 100000

uploadReadAheadSize 104857600

Cekuunsa canta windowsAuthentication

| true

enabled

Cekums cavita anonymousAuthentication

enabled | false

Cekuus cavita handlers

accessPolicy | Read,Execute
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M3meHeHMe napameTpoB coeanHeHNs cepBepa 6e3onacHocTu ¢ bl

CepBep 6e30MacHOCTV BbIMOHSAET NOAK/OUYEHME K 6ase AaHHbIX Ha cepBepe CYB/ ¢
MCMoJSib30BaHNEM MapaMeTpoB, yKasaHHbIX Mpu ycraHoBke CB. B cnyyae Heobxo-
ANMOCTW MapaMeTpbl MOXHO W3MeHWUTb 6e3 nepeycraHoBku MO cepsepa 6e30-
NacHoCTy.

YyeTHble AaHHbIe ANA NOAKMNIOYEHUA K 0a3e AaHHbIX

Ecnu cpeactsamun CYB/ 66111 3MeHEHbl MMS U/MAW Naposib YYETHOM 3anmncu, Ucnosb-
3yemMon Ansg noaksoyeHus K 6ase gaHHbIX, HE06X0ANMO CUHXPOHM3MPOBATb HOBblE
yyeTHble AaHHble B KOHOUIypaunoHHoM darine cepsepa 6e3onacHocTu. MNpoueaypa
BBOAA YYETHbIX AAaHHbIX BbIMNOHSAETCA Ha KOMNbIOTEPe cepBepa 6e3onacHoCcTy.

[ANnA n3aMeHeHMs yuYyeTHbIX AaHHbIX B KOHUrypaumoHHoM daiine:

1. BkaTtasnore ycraHOBKM cepBepa 6€30nacHOCTM 3anyCcTuTe Ha ucnosHeHune gamn
OmsDBPasswordChange.exe.

Ha SKpaHe NoaBUTCA Agnanor NnporpaMmmbl USBMEHEHUA YYETHbLIX JaHHbIX.

MporpamMmMa aBTOMaTUYECKM onpeaenuT pa3MeLleHune OCHOBHOTO
KOHMUrypauuoHHOro ¢alina, MCnonb3yeMoro cepBepoM 6e30MacHoCTU, U
BbIBEAET MOJIHbIM NYTb K 3TOMY channy.

2. lNpn HeobXoaAMMOCTU yKaxuTe Apyroe pa3smelleHne KoHbUrypaunmoHHoro danna
(HanpumMep, 4TObbLI BHECTU U3MEHEHUS B PE3epPBHYI0 KOMUIKO OCHOBHOro daiina).
[na 3Toro HaXXMMTE KHOMKY, KOTOpas pacnosioXXeHa cripasa OT CTPOKM CO 3Haye-
HMEM TeKyLLero nyTn, n ykaxure gaiin B ananore ebibopa darinos OC Windows.

3. BBeauMTe M3MeHeHHble Y4YeTHble AaHHble MOMb30BaTeNss B COOTBETCTBYHOLLIMX
nonsax: "Mmsa nonb3oBatens" (N0 yMONMYaHWIO COAEPXWUT WMMS, MOJYYEHHOE U3
KOHMUrypaumoHHoro ganna), "Maponb" n "MoareepxaeHue napons”.

4. HaxmuTte KHOMKy "COXpaHUTb U3MEHEHUA".

5. MNocne 06HOBNEHNSA OCHOBHOIO KOHMIypaLnoHHoro daiinia, MCnosib3yemMoro cep-
BEepoM 6e30MacHOCTU, Nepesarpy3unTe KOMMNbIoTEp.

Ctpoka coeanHeHus ¢ ak3emnnspom B[

Crpoka coeanHeHus ¢ ak3emnnasapom bl onpeaenset umsa nnu IP-agpec komnbioTepa,
KOTOpbIN ABnsieTca cepsepom CYB/[, nms sk3eMnnspa 6asbl AaHHbIX Ha 3TOM cepBepe
W NopT Aans noakntodeHuns. Npu HeobxoaMMOCTU MOXHO M3MEHUTb NapaMeTpbl coeam-
HeHunsa B KOHdUrypaumoHHoM dawnne cepeepa 6e3onacHoctn. Hanpumep, ecnm 6asa
OaHHbIX NepeHeceHa Ha apyroi cepsep CYB/.

MpumeyaHue.
B cnyyae nepeHoca 6a3bl gaHHbIX Ha apyron cepeep CYB[ Heobxoammo cpeactBammn CYB[ co3gath Ha
HOBOM CEpBEpE YYETHYH 3anuch Ans noakmoueHus cepeepa besonacHocty k B[ Mocne cospaxus yyeT-
HOW 3anm1cK, eCniv ee UMsi MMM Naponb OTNMYAIOTCS OT NPeAbIAYLLEN YYETHOI 3aMUCH, HYXHO BbINOMHUT
npoLeaypy U3MEHEHMs YYETHbIX JaHHbIX, C KOTOPbIMU cepBep 6e30MacHOCTY BhINONHAET NOAKIOYEHNE K
B[ (cm. BbILe).

Ana nasmeHeHUa NnapaMeTpoB COeAUHEHMUN:

1. B kaTanore yCTtaHOBKM cepBepa 6e30macHOCTM OTKponTe ANs pesakTupoBaHMS
KOHMdUrypaunoHHbIA dann ServerConfig.xml.

2. Hanmamte anemeHT DB, cogepxalumnii atpnbyT dataSource.

3. Ortpepaktnpynte 3HadeHume aTtpubyta dataSource. ®dopmat CTpoKu:
dataSource="<ums;_mm_IP-gapec_cepeepa MS_SQL>\<ums_sk3emriigpa_B/>,<nopr>"

Mpumeyanue.
Homep NnopTa MOXHO He yKa3blBaTb, €Clu UCMOoNb3YeTCA NOPT N0 yMOJTYAHUIO.

4. 3akpoirTe KOHMUrypaumoHHbI dana ¢ coxpaHeHUeM caenaHHbiX U3MEHEHUIN U
nepesarpysnTe KOMNbloTep cepsepa 6e3onacHoCcTu.
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Oco6eHHOCTU NCnonb30BaHUS pe3epBHOro cepeepa 6e3onacHoOCTU

YTtobbl obecneunTb HecnepeboliHoe (PYHKUMOHWMPOBAHME 3allMLLAEMbIX KOMIMblO-
TepoB, NMOAYMHEHHbIX cepBepy 6e3onacHOCTW, cneayeT NpeayCcMOTpeTb Hannyue
pe3epBHOro cepBepa B 3TOM Xe AoMeHe 6e3onacHocTu. PesepeHbili cepsep 6e30-
MacHOCTM [AO/MKEH HaxoAUTbCH B MOCTOSHHOM [AOCTYMHOCTW AN perynasipHomn
CMHXPOHWU3ALMN C OCHOBHbIM CEPBEPOM.

Mpu BbIXOAE U3 CTPOSt OCHOBHOIO cepBepa 6e30MacHOCTN He MPOUCXoAMT aBToMaTu-
YecKoro nepenogvYMHeHns KOMMbIOTEPOB pe3epBHOMY cepeepy. [logunHeHue
pe3epBHOMY CepBepy MOXHO BbIMOJIHUTb B MpoOrpamme onepaTtMBHOrO yrnpasieHuns
(cMm. gokymeHT [41]). Ona 3Toro BbiBeAMTE KOMMbIOTEPbI M3 NMOAYMHEHWS npeablay-
LeMy cepBepy M 3aTeM Nog4YnMHUTE X pe3epBHOMY CepBepy.

Mpy 3TOM BO3MOXHbI CUTyaLMu, KOrga nocnie nepenoguvHeHns Ha KoMMbloTepax
BO3HWKaeT c6OM Mpu onpeaeneHMn HOBOro cepBepa 6€30MacHOCTM. DTO MOXeT
NPONCXOANTb N3-3a HEAOCTYMHOCTM CepBepa Wn OTCYTCTBMS MHMOPMaLMM O HEM B
NIOKanbHOM XpaHunuiwe. Hanpumep, ecim pesepBHbli cepBep 6blfl YCTAHOB/EH, a
OCHOBHOW CepBep BbILWES M3 CTPOS B TO BPEMsl, KOraa KOMMblOTEP KMeHTa 6bl
OTKJ/IIOYEH. B 3TOM C/lyyae areHT Ha KOMMbOTEPE He CMOXKET 06HAPYXUTb HOBbLIN cep-
BEp M M3-3a 3Toro 6yaer (yHKLMOHMPOBATb HEKOPPEKTHO. B vacTtHocTu, MoryT
BO3HMKHYTb MPo6/ieMbl BXOAA B CUCTEMY B PEXMME YCUIIEHHOW ayTeHTUdUKaLUM 1 B
APYTMX MEXaHM3MaXx 3alUnThbI.
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BapunaHTbl BOCCTaHOBNEHUA HEKOPPEKTHO yaareHHOro cepeepa
6e3onacHoOCTMU

Ecnun cepBep 6e30MacHOCTM 6bIf1 HEKOPPEKTHO yAarieH, yCTaHOBKa HOBOro cepeepa B
LUITATHOM MOpPsIAKE MOXET OKa3aTbCA HEBO3MOXHOM N3-3a OLWNBOK. TakKe BO3MOXHbI
OLIMBKM NpPU U3MEHEHUM KOHDUTYpaLIMKN CTPYKTYpPbl ONepaTUBHOIO yrnpasieHus.

MpUYMHBI HEKOPPEKTHOIO YAaneHnsl cepBepa MOryT 6bITb pasfiMyHbIMM — HaNpuMep,
n3-3a cb6os BO BpeMs paboTbl MpoOrpaMMbl YCTAHOBKUW B PeXMME yaaneHus uam npu
BbIXOJE U3 CTPOSi XECTKOro AMCKa Ha KOMMbtoTepe cepBepa 6e30nmacHocTu. YTobbl
ob6ecneunTb BO3MOXHOCTb HOPMasibHOr0 MYHKUMOHMPOBAHUS, HEO6XOAMMO BbIMNOJSI-
HUTb JOMNOSIHUTENbHbIE AECTBUS /1 BOCCTAHOBJIEHUS HY>XHOMO COCTOSIHUS CUCTEMBbI.

MepeHoc ponu macTepa cxembl LDAP Ha apyrou cepsep
GesonacHoCTH

OgHoMy M3 cepBepoB Ao/mkHaA 6blTb MpucBoeHa pofib Mactepa cxembl LDAP ans
cnyx6bl kaTtanoros. 10 yMonyaHuilo 3Ta pofib NMPUCBanBaETCsa NEpBOMY YCTaHOB-
NleHHOMy cepBepy 6e3onacHoCcTu.

Ecnn mactep cxeMbl 6bi/1 HEKOPPEKTHO yAaneH, B cucremMe 6yaeT HEBO3MOXHO yCTa-
HOBUTb HOBble cepBepbl 6€30MacHOCTM, a TaKXe BbIMOAHATL  Apyrue
KOH(MUIrypaLMOHHbIe AeNCTBUS, TPEBYIOLLIME CUHXPOHMU3ALIMU MEX Y CEpBEPaMU.

Ona vcnpaeneHnsa cuTyaunumnm HeobxoaMMo BOCCTAaHOBUTbL AOCTYMHOCTb CepBepa wuam
BbIMNO/IHUTb NEPEHOC ponn Macrtepa cxeMmbl LDAP Ha agpyron cepsep 6e3onacHocTu.
MepeHOoC ponv BbINOMHSAETCSA C MOMOLLbIO YTUAMTbl Dsmgmt n3 coctasa OC Windows.

& BHumaHme!

Mocne nepeHoca pomn Mactepa Cxembl Ha ApYrol komnbtoTep ByaeT yTpayeHa BO3MOXHOCTb UCMONb-
30BaHUs B 3TOM KayecTBe /15 NpeablAyLLero KomnbloTepa. Mo3Tomy nepeHoc ponim HeobXxoaMMOo BbINos-
HSITb TOJTBKO B Cly4ae HEBO3MOXHOCTY BOCCTAHOBIEHUS PYHKLIMOHUPOBAHMS 3TOTO CepBepa.

Ana nepeHoca ponu Mmacrepa cxembl LDAP:

1. Ha komnbloTepe cepBepa 6e30MacHOCTM, KOTOpbI 6yAeT MCnonb30BaTbCs B
KayecTBe MacTepa CXeMbl, 3anNyCTUTe KOHCO/b KOMaHAHoM cTtpokm (cmd.exe) oT
MMEHU aAMUHMCTpaTopa.

2. BeeanTe KOMaHAy 3anycka yTUAnNTbI:
dsmgmt

3. BnossuBLelca cTpoke dsmgmt: BBeaMTe KOMaHAY yrnpaBieH s :
roles

4. B nosBsuBlencsa cTpoke fsmo maintenance: BBeanTe KOMaHAY YNpaBieHWs:
connections

5. B nosBuBLLEeNCSA CTPOKe server connections: BBEAUTE KOMaHAy yrnpaBieHns:
connect to server <ums_KomrbroTEPA>: <HOMEP_ropra>

B napameTpax koMaHAbl ykaxuTe nonHoe DNS-uMa koMmnbloTepa cepBepa 6e30-
NacHOCTU, KOTOPbI ByaeT ncrnonb3oBaTbCs B KaYeCTBe MacTepa CxeMbl (MK 3Ha-
ueHue "localhost"), n HoMep nopta 50002.

6. MNocne coeanHeHMs C yKasaHHbIM KOMMbIOTEPOM B CTPOKE Server connections: Bee-
ANTE KOMaHay':

quit
7. B crpoke fsmo maintenance: BBeaMTe KOMaHAy ynpaBfieHUs:
seize schema master

8. Tlocne NnpucBoeHMs pofiv MacTepa CXeMbl 3aBeplimTe paboTy C yTUAUTON C Mo-
MOLLLbIO KOMaHabl quit.
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