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roCyAapCTBEHHbIX OpraHmM3aunii U KPYMHbIX KOMMAaHWI, Tak U AN YaCTHbIX NOJIb30BaTENEN.

AHTUBUMPYCHbIe peleHns cemenctBa Dr.\Web pa3spabatbiBatotca ¢ 1992 roga v HeM3MeHHO
AEMOHCTPUPYIOT MPEBOCXOAHbIE pPe3ybTaThl AeTeKTMPOBaHWA BPeAOHOCHbIX MPOrpamm,
COOTBETCTBYHOT MUPOBBLIM CTaHAapTaM 6e30mnacHoCTy.
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1. BBegeHue

AreHT Dr.\Web ans Windows npegHasHaueH A1 3almUTbl CUCTEMHOM MaMATH, XXECTKUX AMCKOB
N CbEMHbIX HOCUTEIeN KOMMNbIOTEPOB, paboTarowmx nog ynpasaeHnem OC cemericTBa
Microsoft® Windows®, ot yrpo3 nt060ro Tmna: BUpYCcoB, PYTKUTOB, TPOSIHCKMX MPOrpamMm,
LUMMOHCKOTO M peknamMmHoro MO, xakepcknx yTUANT N BCEX BO3MOXXHbIX TUMOB BPeAOHOCHbIX
06bEKTOB 13 IFOObIX BHELLIHUX NCTOYHUKOB.

AreHT Dr.Web ans Windows apXuTekTypHO COCTOUT U3 HECKONbKUX MOZYNEeN, OTBEYarOLLMX 3a
pPa3INYHbIA GyHKLMOHAN. AHTUBUPYCHOE AAPO U BUPYCHbIE 6a3bl ABASIOTCA OOLLUMMW ANa BCEX
KOMMOHEHTOB U ANA Pa3fNYHbIX NAaTGOPM.

KoMMnoHeHTbl NpoaykTa NOCTOSHHO OOHOBAAIOTCS, @ BUPYCHble 6a3bl, 6a3bl kateropuii Beb-
pecypcoB 1 6a3bl NpaBua cnam-euabTpaLmm COOHBLLEHWI 3NEKTPOHHOW NOYTbI PErYASPHO
AOMONHAKTCA HOBBIMW CUTHaTypamMu yrpo3s. NoctoaHHoe obHoBNeHe obecneunBaeT
aKTyanbHbl YPOBEHb 3aLUMTbl YCTPOMWCTB NOJAb30BaTeNeN, @ TaKKe MCMO/b3yEMbIX MU
NPUNOXEHUIN N AaHHbIX. N8 AONOAHNTENIbHOW 3alUMThl OT HEU3BECTHOTO BPEAOHOCHOTO
nporpamMMHoro obecrneyeHms NCMNONb3yOTC METOAbl 3BPUCTUYECKOTO aHanun3a,
peann3oBaHHble B aHTUBUPYCHOM fipe.

AreHT Dr.Web ans Windows cnocobeH o6HapyxuBaTb 1 yaansaTb C KOMMbOTEPA Pa3NnNyHble
HeXenaTeNbHble MPOorpaMMbl: pekiaMHble MPOrpaMmbl, MPOrpamMMbl AO3BOHA, MPOrpaMMmbl-
LWYTKKX, NOTEHLMANbHO ONacHble MPorpaMMbl, MPOrpaMmbl B3oma. Ans o6HapyXeHUs Takmx
nporpamm v AerCTBUIN Haj cogepXalmmm nx Gannamm NpUMeHsoTCA CTaHAapTHbIe
CpeACTBa aHTUBUPYCHbIX KOMMNOHeHTOB Dr.Web.

Kaxxgoe 13 aHTUBMpPYCHbIX pewweHnin Dr\Web ans onepaunoHHbIX cMcTem ceMelcTBa
Microsoft® Windows® BkntouyaeT B COCTaB COOTBETCTBYHOLLUMIA HAabOp 13 cnesyroLmx
KOMMOHEHTOB 3aLUMThI:

CkaHep DrWeb — aHTMBUPYCHBIN CKaHep € rpadunyecknmMm nHTepdemncom, KOTopbIn
3anyckaeTca no 3anpocy Nosib3oBaTens U NPoOnU3BOANT aHTUBMPYCHYHO NPOBEPKY
KOMMbtoTepa.

KoHconbHbiM ckaHep Dr.\Web — Bepcusa CkaHepa Dr.Web c nHtepdeiicom KoMaHAHOM CTPOKM.

SplDer Guard — aHTMBMPYCHbIV CTOPOX, KOTOPbI MOCTOAHHO HAaXOAMTCS B ONepaTUBHOM
namsaTh, OCYLLEeCTBASA NPOBEPKY CO34aBaeMblx GalioB 1 3amnyckaeMblX MPOLLECCOB, a Takxke
0bHapy>XrBas NPOABAEHNA BUPYCHOW aKTUBHOCTU.

SplDer Mail — NoyYTOBbIN aHTUBUPYCHBI CTOPOX A8 Paboumnx CTaHLMI, KOTOPbIN
nepexsaTbiBaeT 0bpalleHNsa NH6bIX MOYUTOBbLIX KIMEHTOB, paboTatowmx Ha KOMMNbrOTEpPe, K
no4ytoBbIM cepBepaM no npotokonam POP3/SMTP/IMAP4/NNTP (nog IMAP4 nmeetca B Bnay
IMAPv4rev1), obHapyXunBaeT n 06e3BpexXmnBaeT yrpo3bl O NONYYEHMA MUCEM MOYUTOBbIM
KNIMEHTOM C CepBepa MM 4O OTNPaBKM NMUCbMa Ha MOYTOBbIV cepBep. [OUTOBbIN CTOPOXK
TakoKe MOXeT OCyLLeCTBAATb MPOBepPKy COObLEeHNI Ha cnam ¢ nomoLpto AHTMcnama Dr.Web.

PyKOBO,ELCTBO nosab3oBaTenda
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DrWeb ana Outlook — nogxntouaemblin MOAyAb, KOTOPbIN NPOBEPSAET NOYTOBbIE ALLMKN
Microsoft Outlook Ha Hannume yrpo3 n cnama.

SplDer Gate — mMopaynb aHTUBMpPYCHOM NpoBepkn HTTP-Tpaduka. Mpun HacTpolikax no
yMonuaHuto Beb-aHTuBmnpyc SplDer Gate aBTomatnyeckn nposepseT Bxoaawmin HTTP-Tpaduk
n 6nokmpyet nepesavy o6bEKTOB, COAep KaLUMX BUPYChbl U Apyrue BPeAOHOCHbIe MPorpamMmMbl.
Takoke no ymonyaHuto BkitoveHa URL-punbTpauma HepekomMmeHayeMblx CauToB 1 CalToB,
N3BECTHbIX KaK NCTOYHWKM pacrnpoCTpaHeHsa BUPYCOB.

OAdUCHBIN KOHTPOJIb — KOMMOHEHT, KOTOPbIA OrpaHUYMBaET JOCTYN K caritaMm, danam u
nankam, a Takxke No3BOAET OrpaHNUNTL Bpems paboTbl B ceTn VIHTEpHET 1 3a KOMMbHOTEPOM
ANA Kaxkaown yvetHou 3anucm Windows.

EpaHamaysp Dr\Web — nepcoHanbHbIN MeXCeTeBOW 3KpaH, NpejHa3HaAYeHHbIN ANs 3aLmMTbl
Ballero KOMMboTepa OT HECaHKLMOHMPOBAHHOIO AOCTYrNa U3BHE U NPeAOTBPALLEHMS YTEUKM
BaXKHbIX JaHHbIX MO CETH.

AreHt DrWeb — mMoayb, C NTOMOLLbH KOTOPOTrO OCYLLECTBAAETCS HAaCTpoKika 1 ynpaBieHne
paboTOM KOMMOHEHTOB NPOAYyKTa.

[lpeBeHTMBHAaA 3aLMTa — KOMMOHEHT, KOHTPOANPYHOLLMIA JOCTYN K KPUTUYECKM BadKHbIM
o6bekTaM cMcTeMbl, 0becneunBatoLLMiA LLeNIOCTHOCTb 3anyLLEeHHbIX NMPUIOXEHUN 1 Gpannos
nosb30BaTeNs, a TakoKe 3aLUMTy OT IKCMNONTOB.

1.1. O uem 3Ta AOKYyMeHTaLUA

HacToswee pykoBOACTBO COAEPXKMUT HEOOXOAMMbIE CBEAEHMSA MO YCTAaHOBKE 1N 3PPEKTUBHOMY
NCNoib30BaHWIO Nporpammbl Dr.Web.

MoapobHoe onuncaHne Bcex 3n1eMeHTOB rpaduyeckoro nHTepdenca cogepxmTcs B
CNPaBOYHOW cMCTEME, JOCTYMHOW ANA 3amnycka U3 Nt06Oro KOMMOHeHTa Nporpammbl.

HacTtosluee pykoBOACTBO COAEPXMT NOAPOBHOe onmncaHne npoLecca ycTaHOBKY, a Takke
Haya/bHble peKOMeHAaLMN MO ero NCNoab30BaHWUIO ANA pelleHna Hanbosiee TUMUYHbIX
npo6aeM, CBA3aHHbIX C BUPYCHbIMW yrpo3amu. B ocHoBHOM paccmaTpumBarotca Hanbonee
CTaHAApPTHbIE PeXMMbl PpaboTbl KOMNOHEHTOB NporpaMmbl Dr\Web (HacTporiku no
YMOJIYaHU10).

B MpunoxeHnsx cogepxxmtcs nogpobHas cnpaBoyHas MHGopMaLmsa No HacTpolike
nporpammbl Dr.Web, npegHazHauyeHHaa Ana onbITHbIX NOAb30BaTeNEN.

l B cBA3M C NOCTOAHHBIM pa3ButnemMm MHTepcpeﬁc nporpamMmmMbl MOXKET HE COBMajaTb C
npeactaBJi€eHHbIMU B JaHHOM AOKYyMeHTe I/I306pa)KeHVIFIMI/I. Bcer,qa aKTyaJibHyHO

CMPaBOYHYO MHOOPMaLMIO Bbl MOXETE HaWTU Mo agpecy

https://download.drweb.com/doc.

PyKOBO,CLCTBO nosab3oBaTenda
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1.2. Ncnonb3yemble 0603HaueHUs U COKpaLLeHUs

B ZaHHOM PYKOBOZACTBE MCMOJIb3YHOTCA CNeaytoLive YCIOBHble 0603HaUYeHUs:

O603HaueHue KommeHTapwmii
f'i MpeaynpexaeHne 0 BO3MOXHbBIX OLIMOOUHBIX CUTyaLMAX, @ Takke BaXKHbIX MOMEHTaX,
Ha KoTopble cnesyeT 0bpaTnTb ocoboe BHUMaHMe.
AHmusupycHas HoBblIli TepMUH UM aKLEHT Ha TePMUHE B OMMCaHKAX.
cemso
<IP-address> Mons pnsa 3aMeHbl GyHKLMOHAbHBIX Ha3BaHUA GpakTUYeCKUMMN 3HaUEHUAMU.
CoxpaHuTb Ha3BaHwus 3KpaHHbIX KHOMOK, OKOH, MyHKTOB MEHIO U APYrux 3N1eMeHTOB

nporpamMmHoro nHtepdeiica.

CTRL O603HaueHNsa K1aBULL K1aBUaTypbl.
C:\Windows\ HavmeHoBaHuWa ¢ainnos v kaTanoros, GparMeHTbl NPOrpamMMHOro Koga.
Mpunoxexve A MepekpecTHble CCbIAKM Ha raBbl AOKYMEHTa WM TMNEPCCbIIKA Ha BHELLHWE pecypcbl.

1.3. MeToabl o6Hapy>xeHus yrpos

Bce aHTMBMPYCHble NPOAYKTbI, pa3paboTaHHble KoMnaHuen «[loktop Beb», npumeHsatoT
uenbii Habop MeToA0B OH6HaPY>KEHMA YrpOo3, YTO NO3BONAET NPOBEPATb NOAO3PUTENbHbIE
06BbEKTbI MaKCUMaNbHO TLIATENBHO.

CurHatypHbIi aHanus

JTOT MeToA OBHapyXeHUA NpUMeHseTcs B NepByto ovepesb. OH OCHOBaH Ha NoOuWCKe B
COAEPXXMMOM aHaNN3NPyeMOoro o6 bekTa CUrHaTyp y>Ke U3BECTHbIX yrpo3. CUrHaTyponm
Ha3blBaeTCA HeNpepbIBHasA KOHEYHas NoC/ief0BaTeIbHOCTb 6anT, HeobxoaMmas u
AOCTaToYHasa ANf OAHO3HAUHOW UAEHTUPMKALMK yrpo3bl. [pK 3TOM cpaBHEHME COAEPXKMMOTO
nccnegyemoro obbekTa ¢ CUrHaTypamMum NpOmn3BOANTCA HE HAaMPSAMYHO, @ MO UX KOHTPOJIbHbBIM
CYMMaM, YTO MO3BOSET 3HAUNTEIbHO CHM3UTb pa3Mep 3annceil B BUPYCHbIX 6a3ax, COXpaHuB
npwW 3TOM OAHO3HAYHOCTb COOTBETCTBMA U, CNef0BaTENbHO, KOPPEKTHOCTb OOHapYXKeHNs
Yyrpo3 v neyeHns MHPMLMPOBaHHbIX 06BEKTOB. 3anuncK B BUPYCHbIX 6asax Dr.Web
CoCTaBNeHbl TakuM 06pa3oM, Uto 6rarogapsa OLHOM U TOM Xe 3anmMcu MOXXHO OBHapyXmBaTb
Liesible KNaccbl UAN CeEMENCTBA Yrpos.

Origins Tracing

10 YHUKaJibHaA TEXHOJI0IMMA Dr.Web, KOTOpad no3BoaAeT onpeae/inTb HOBblE NN
MO,CI,I/I(I)I/ILI,I/IpOBaHHbIe Yrpo3bl, NCNOJb3yrowme y>kKe U3BECTHbIE N ONMMNCaHHbIE B BUPYCHbIX

PyKOBO,CLCTBO nosab3oBaTenda
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H6a3ax MexaHU3Mbl 3apaxkeHna Nan BpesoHocHoe nosegeHre. OHa BbIMOHAETCA MO
OKOHYaHWUW CUTHATYPHOTO aHann3a 1 obecneynBaeT 3aLmTy MONb30OBaTENeN, NCMOb3YHOLWMX
aHTUBMpYCHble peweHuna Dr.Web, oT Takux yrpos, kak TposiHCKas nporpamMma-BbiMoraTtesb
Trojan.Encoder.18 (Takke n3BecTHasa noA Ha3BaHMeM «gpcode»). Kpome TOro, ncnonb3oBaHmne
TexHonorum Origins Tracing N03BOASIET 3HAUNTENBHO CHU3UTb KOJNYECTBO NIOXKHbIX
cpabaTtbiBaHW 3BPUCTUYECKOTO aHaam3aTtopa. K HazBaHMAM yrpo3, o6Hapy>KeHHbIX Npu
nomouwwm Origins Tracing, gobaBnsercs NnocTdmkC .Origin.

3Myll$| uma ncnojiHeHnA

MeTog, 3MyAsaLMn UCMONHEHMS MPOrPaMMHOrO KOAa MCMOJb3yeTcs A1 O6HapyXXeH s
NONMMOPOHbBIX U LWMPOBAHHbIX BUPYCOB, KOTAa NCMOIb30BaHNE MOMUCKA MO KOHTPObHbIM
CYMMaM CUTHATyp HEMPVYMEHUMO WN 3HAUNTESIBHO YCIOKHEHO U3-38 HEBO3MOXXHOCTM
MOCTPOEHMA HAAEXHbBIX CUTHATYp. MeToA COCTOUT B MMUTALMN UCNONIHEHUS aHaAN3NPYEMOTro
KoAa npw MOMOLLN 3My/19Mopa — NPOTrPaMMHON MOJE/IM NMPOLLeCCcopa N Cpesbl UCMOTHEHNS
nporpamm. IMynATOp ONepupyeT C 3aLLMLLIEHHON 061aCTbio NamMaTn (bygdepom smyasayuu).
Mpw 3TOM MHCTPYKLMM HE NepesaroTcs Ha LLeHTpabHbIV NPOLLECCOp A/s peasbHOro
ncnosHenuns. Ecam kog, obpabatbiBaeMblii SMYAATOPOM, MHOULIMPOBAH, TO Pe3yNbTaTOM ero
3IMYNALUM CTaHET BOCCTAHOB/IEHNE UCXOAHOTO BPEAOHOCHOIO KoAa, AOCTYNMHOTO AJis
CUIHATYpHOroO aHanun3a.

IBpPUCTUUECKUIA aHaNn3

PaboTa 3BpMCTMYECKOrO aHaan3aTopa OCHOBbIBAETCA Ha Habope 38pucmuk (MPesnoNoXeHNN,
CTaTUCTUYECKas 3HAYMMOCTb KOTOPbIX MOATBEPXKAEHA OMbITHLIM MYTEM) O XapakTepHbIX
npu3Hakax BPeAOHOCHOrO 1, Ha060poT, He3onacHOro ncnoaHsemoro koga. Kaxapli npusHak
KOoAa MeeT ornpeesieHHbI Bec (T. €. YNCN0, MOKa3bIBatOLLLEe BaXKHOCTb U JOCTOBEPHOCTb
3TOro npwu3sHaka). Bec MoxeT 6bITb Kak MOAOXUTENBHBIM, €CIN MPU3HAK YKa3biBaeT Ha
Ha/JMune BPejOHOCHOTO MOBEAEHWNS KOZA, Tak U OTPULLATENbHBIM, €CIN NMPU3HaK He
CBOMCTBEHEH KOMMbIOTEPHBIM yrpo3am. Ha ocHoBaHWMM CyMMapHOro Beca,
XapaKTepu3yHoLLEero cogep>xnmoe ob6bekTa, IBPUCTUYECKUI aHaAM3aTop BblUMCAAET
BEPOATHOCTb COAEPXKaHUA B HEM HEU3BECTHOTO BPEAOHOCHOrO 0bbekTa. Ecam ata
BEPOATHOCTb MPEBbILLAET HEKOTOPOE MOPOroBOE 3HaUEHWE, TO BblAAETCA 3aK/NHOUEHME O TOM,
YTO aHaNN3MPYEMbIi OOBEKT ABNAETCA BPEAOHOCHBIM.

DBPUCTUYECKMIA aHaNM3aTop Takxke Ucrnosb3yeT TexHonoruto FLY-CODE — yHuBepcanbHbIi
aNropuTM pacrnakoBku GaninoB. ITOT MEXaHW3M NO3BOIAET CTPOUTb 3BPUCTUYECKNE
NpPeAnoNOXEeHMA O HaNNYMN BPeAOHOCHbIX 0O6beKTOB B 06BbekTax, CKaTblX MporpammMamm
yrnakoBKkuM (ynakoBLUMKaMu), MPUYEM He TOIbKO U3BECTHbIMW pa3paboTunkamM NpoayKTa
Dr.Web, HO 1 HOBbIMU, paHee He nccaefoBaHHbIMU NporpaMmmamu. MNpu Nnpoeepke
yrnakoBaHHbIX 06bEKTOB TakKe MCMOAb3YyeTCA TEXHONOTUA aHaiM3a Ux CTPYKTYPHOW SHTPOMUN,
KOTOpas no3sosseT 0bHapy>XunBaTb Yrpo3bl MO OCOBEHHOCTAM PAaCNONOXKEHMA YYaCTKOB MX
KoZa. JTa TeXHONOrns No3BOAsSEeT Ha OCHOBE OAHOM 3aNncK BUPYCHOM 6a3bl Mpon3BeCTH
obHapy>xeHne Habopa pa3NnNUHbIX Yrpo3, yNnakoBaHHbIX OA4NHAKOBbIM NOANMOPOHBIM
YyNaKOBLUNKOM.

PyKOBO,ELCTBO nosab3oBaTenda
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MoCKONbKY 3BPUCTUYECKNIA aHANM3ATOpP ABASETCA CUCTEMOMN NPOBEPKN TMNOTE3 B YCNOBUAX
HeonpezAesIeHHOCTHN, TO OH MOXET JOMyckaTb OWNOKM Kak NepBoro (MPonyck HeM3BeCTHbIX
yrpos), Tak 1 BTOPOro poza (npusHaHue 6e3onacHom nporpaMmbl BpeaoHOCcHon). [No3tomy
ob6bekTam, OTMEeUYEeHHbIM 3BPUCTUYECKMM aHaM3aTOPOM Kak «BPeAoHOCHbIe», MpUcBanBaeTcs
CTaTyC «NOAO3PUTE/bHbIE>.

MoBepeHuecknit aHanns

Dr.Web Process Heuristic

TexHosorna noeegeHveckoro aHanmsa Dr.Web Process Heuristic 3awjuiiaeT oT HoBenwmx,
Hanbosee onacHbIX BPELOHOCHbIX MPOrpamMmm, KOTopble CNoCobHbI n3bexaTb 0bHapy>XXeHUs
TPAaAVLMOHHBIMU CUTHATYPHbBIMU 1 3BPUCTUYECKUMUN MEXaHU3MaMMU.

Dr.Web Process Heuristic aHannsunpyet noBejeHmne Kaxkaou 3anyLeHHOW NporpaMmbl,
CBEPSAACH C NOCTOAHHO O6HOBAsEMbIMU 061auHbIM cepBucom Dr.Web, n Ha ocHoBe
aKTyanbHbIX 3HAHWIM O TOM, KaK BeayT cebs BpeZOHOCHbIE MPOrpaMMbl, eNaeT BbIBOJ O ee
OMacHOCTW, MOCAE Yero NPUHUMArTCS HEOBXOAMMbIe MEPbI MO HEWTPaAN3aL MM Yyrpo3bl.

,ﬂ,aHHaﬂ TEXHONOINA 3aLlLNTbl AaHHbBIX MO3BOAAET CBECTU K MUHUMYMY NMOTEPK OT AGVICTBVIVI
HEN3BECTHOIo BMPYyCa — NMNpu MNHNMaJIbHOM I'IOTpe6J'IeHI/IVI pecypcosB 3au.|,1/|u.|,aeM0|7| CNCTEMDI.

Dr.Web Process Heuristic KOHTpospyeT Ato6ble NOMNbITKN N3MEHEHUSA CUCTEMDI:

pacrno3HaeT NpoLeccbl BPeAOHOCHbIX MPOrpaMM, U3MEHSIOLLMX HexXenaTeslbHbIM 06pa3om
nonb3oBaTenbckme Ganabl (HanpuMep, 4eNCTBUA TPOAHCKUX MPOrpamMm-
WM PPOBANbLLUNKOB);

e NMpPenATCTBYeT NOMbITKAaM BPEAOHOCHbIX MPOrpaMmM BHEAPUTHLCSA B MPOLLECChl APYTMX
NPUNOXEHUN;

e 3alUMLIaEeT OT MOAMUKALNIN BPeAOHOCHBIMU MpOorpamMMamMu KpUTUYECKMX YYaCTKOB
CUCTEMBI;

e BbIABASET U NPEKPALLAET BPeJOHOCHbIE, MOAO3PUTENIbHBIE WU HEHAAEXHbIE CLLEEHAPUM U
npouecchl;

e 6/10KMpPYyeT BO3MOXHOCTb MU3MEHEHUS BPEAOHOCHBIMM NMPOrpaMmMamMm 3arpy304HblxX
obnactelt ancka C Lesibro HEBO3MOXHOCTU 3anycka (Hanpumep, BYTKMTOB) Ha KOMMbHOTEPE;

e NpefoTBpaLlaeT oTKIOUeHMe 6e3onacHoro pexunma Windows, 610knpys nameHeH s
peecTpa;

e He NO3BO/ISET BPeAOHOCHbLIM MporpaMMamM U3MeHUTb NpaBusia 3amnycka Nporpamm;
e MpecekaeT 3arpy3kn HOBbIX UM HEU3BECTHBIX ApaliBepoB 6€e3 BeAoMa Nob3oBaTens;

e H6/10KMpyeT aBTO3anyck BPeAOHOCHbIX MPOrpamMmM, a Takxke onpeseneHHbIX MPUAOXKEHWN,
Hanpumep, aHTU-aHTUBUPYCOB, HE ZlaBas UM 3apPerncTpupoBaThCa B peectpe s
nocneayroLLero 3anycka;

PyKOBO,ELCTBO nosab3oBaTenda
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e H6/I0KMpYeT BETKM peecTpa, KOTOpble OTBEYAOT 3a ApaiBepbl BUPTyasbHbIX YCTPOMNCTB, UTO
fenaet HeBO3IMOXHOW YCTaHOBKY TPOAHCKMX NPOrpamMM noj BMAOM HOBOFO BUPTYaNbHOrO
YCTPOWNCTBa;

e He NO3BOJISET BPEAOHOCHOMY NPOrpaMMHOMY O0BecneyeHmo HapyLLUTb HOPMasibHYH
paboTy CMCTEMHBIX CNYyXO.

Dr.Web Process Dumper

KomnsiekcHbI aHanmn3aTop ynakoBaHHbIX yrpo3 Dr.Web Process Dumper 3HaumTtenbHo
MOBbILLAET YPOBEHb AETEKTMPOBAHUA AKOObI «HOBbIX YrPO3» — WU3BECTHbIX BUPYCHOW ba3e
Dr.Web, HO cKpbITbIX MOA HOBbIMW yMaKoBLUMKaMK, a TakKe UCKItoYaeT HeobXOAMMOCTb
pobaBneHns B 6a3bl BCe HOBbIX U HOBbIX 3anuceit 06 yrposax. CoxpaHeHne KOMMakTHOCTU
BMpPYCHbIX 6a3 Dr.Web, B cBOtO ouepeab, He TpebyeT NOCTOAHHOIO YBE/IMYEHMA CUCTEMHbIX
TpeboBaHuMI 1 obecneunBaeT TPAAVULIMOHHO Masbll pa3Mep O6HOBNEHUI — Npu
TPagNLMOHHO HEM3MEHHO BbICOKOM KayecTBe AeTeKTMPOBaHUA N IeYeH .

Dr.Web ShellGuard

TexHonoruns Dr.Web ShellGuard 3awmiaeTr koMnbroTEP OT 3KCMIONTOB — BPEAOHOCHbIX
06BEKTOB, NbITAOLLMXCA MCMOb30BaTh YI3BUMOCTUN C LLeNIbio NOYYEHUA KOHTPOAS Haj,
atakyeMbIMW NPUNOXKEHUAMWN AN ONEPaLLMOHHON CUCTEMON B LLENOM.

Dr.Web ShellGuard 3awmiiaeT pacnpoctpaHeHHble MPUAOXEHNS, YCTaHABANBaEMble Ha
KOMMbtoTepbl Nog ynpasaeHnem Windows:

e NHTEepHeT-6pay3epsl (Internet Explorer, Mozilla Firefox, iHaekc.bpay3ep, Google Chrome,
Vivaldi Browser v ap.);

e npunoxenHuns MS Office, Bkntouas MS Office 2016;

® CUCTEMHbIE NMPUIOXKEHWS;

e NMpPUAOXKEHUS, UCNoAb3yrowume java-, flash- n pdf-texHonorunuy;

e MejManpourpbiBaTenu.

AHann3npys noTeHUMansbHO onacHble AeNCTBUA, CUCTEMa 3alUmnTbl, bararogaps TEXHONOMMK

Dr.Web ShellGuard, onnpaetcs He TONbKO Ha NpONMCaHHble NPaBKIa, XpPaHALLMECA Ha
KOMMNbOTEPE, HO 1 Ha 3HaHMA obnauHoro cepsuca Dr.Web, B koTopom cobupatotcs:

® /laHHbIE 06 anropmtTMax nporpamMmm C BpeJOHOCHbIMW HaMEPEHNAMMU;

MHPOPMaL A O 3aBEJOMO UNCTbIX Parinax;

MHbOpMaLMa O CKOMMPOMETMPOBAHHbIX LMOPOBBLIX MOANNCAX U3BECTHbIX pa3paboTunkos
nporpamMHoro obecrneyeHuns;

nHbopmaumna o undpoBbIX MOANNCAX PEKIAMHBbIX NAN NOTEHLMANbHO ONACHbIX MPOrpamMm;

aANroOpPUTMbl 3alLNTbI TEX NN NHBIX I'IpVI.I'IO)KGHI/If;I.

PyKOBO,ELCTBO nosab3oBaTenda
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METOA MallMUHHOIo OGY‘-IEHVISI

MpuMeHseTcs AN8 NoOUcKa U HeMTpanm3aumm BpelOHOCHbIX OO bEKTOB, KOTOPbIX ELLE HET B
BMPYCHbIX 6a3ax. [penmyLLecTBO 3TOro MeToAa 3ak1to4YaeTcs B pacno3HaBaHMy
BPELOHOCHOrO KOAa 6€3 CNONHEHWS, TONIbKO Ha OCHOBE ero XapakTepucTuK.

O6Hapy»eHure yrpo3 CTpoumTCA Ha knaccmdukaLumm BpejoHOCHbIX OO bEKTOB COrnacHo
onpeseneHHbIM NpusHakam. C MOMOLLBH TEXHONOTMU MaLUMHHOIO 06yYeHNs, OCHOBAHHOM
Ha MeToAe OMOPHbIX BEKTOPOB, MPOUCXOAUT KnaccupukaLma 1 3annco B 6asy pparmeHToB
KOZa CLEHapHbIX A3bIKOB. 3aTeM NpoBepsieMble 06bEKTbI aHANN3NPYHOTCA Ha OCHOBE
COOTBETCTBMA NPU3HAaKaM BPeAOHOCHOTo Koga. TEXHONOTMA MaMHHOIo 0byyeHuns
aBTOMaTM3uMpyeT O6HOBAEHME CMNCKA JaHHbIX MPU3HAKOB 1 MOMOJIHEHME BUPYCHbIX 6a3.
Braropapsa nogkitoueHuto K 06n1auHomy cepumcy 0bpaboTtka 60/bLLMX 06 BEMOB AaHHbIX
NPONCXOAMT BbICTPee, @ MOCTOSHHOE 0byyeHMe cucTeMbl 0becneynBaeT NPEeBEHTUBHYHO
3aLMTy OT HOBEMLWMNX Yrpo3. [Tpn 3TOM TEXHONOTUA MOXeT PYHKLUMOHUPOBaTb 1 6e3
NOCTOAHHOro obpalleHma K obnaky.

MeTog, MalUMHHOro obyyeHusa CyLeCTBEHHO 3KOHOMMUT Pecypcbl ONnepaLMoOHHON CUCTEMDbI, TaK
Kak He TpebyeT NCMONHEHNS KOAA ANS BbISBAEHUS Yrpo3, a AMHAMUYECKOe MalUMHHOe
obyueHne knaccnpurkaTopa MOXKET OCYLLECTBAATLCA U 6€3 MOCTOAHHOIO OOHOBAEHUS
BMPYCHbIX 6a3, KOTOPOE NUCMOb3YeTCs MPU CUTHATYPHOM aHaan3e.

O6nauHble TeXHO/IOrMN 06HapYy)keHUs yrpos

ObnauHble meToAbl OOHapPY>XeHMA NO3BONAOT MPOBEPUTL NH060MN 06BeKT (dainn,
NPUNOXeHWe, paclumpeHne ana bpaysepa v T.n.) no xew-cymme. OHa npeacTaBaseT cobou
YHUKaIbHYIO NOCNef0BaTeIbHOCTb LNPpP 1 ByKB 3agaHHON AnnHbL. Mpn aHann3e no xeLu-
CyMMe 06beKTbl MPOBEPAIOTCA NO CyLecTBYOLen 6a3e 1 3aTeM KnaccuPULMPYHOTCA Ha
KaTeropuu: YicTble, MOJO3PUTE/IbHbIE, BPEAOHOCHbIE U T.A.

MoaobHaa TeXHONOTNSA ONTUMU3NPYET BPEMSA NPOBePKM GariNoB U 3KOHOMUT pecypchbl
ycTpoiicTBa. baarogapsa ToMy, UTo aHanM3MpPyeTCs He caM OOBEKT, @ ero YH1KanbHas XelLw-
CyMMa, peLleHne BbIHOCUTCA NPaKTUYeckn MOMeHTabHO. [py OTCYTCTBUMN MOAKIOUEHNSA K
cepBepam Dr.Web, dalinbl npoBepsatoTca nokanbHO, a obnayHas npoBepka BO306HOBAAETCS
NnpwW BOCCTaHOBAEHUM CBA3WN.

Taknm obpa3zom, obnauHbin cepBuc «JokTop Beb» cobupaeTt nHbopmauymto ot
MHOTOUYNC/IEHHbIX MONb30BaTeNe U onepaTMBHO OOHOBASET JaHHble O paHee HeM3BEeCTHbIX
yrposax, Tem camblM noBbiwasn 3GHeKTMBHOCTb 3aLLUMTbl YCTPOMNCTB.

PyKOBO,CLCTBO nosab3oBaTenda
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2. CnucremHble TpeboBaHuA

| Mepes yctaHoBKOM nNporpammel Dr.\Web cneayer:

® yAaJiuTb C KOMMbHOTEPA APYrne aHTUBUPYCHbIE NMPOrpamMMbl 414 NpejoTBpalleHnA
BO3MOXHOW HECOBMECTUMOCTU UX pPe3naeHTHbIX KOMMOHEHTOB C PE3NAEHTHbIMA

Ncnonb3oBaHune nporpammbl Dr.\Web BO3MOXHO Ha KOMMblOTepe, YAOBAETBOPAOLLEM

KomMnoHeHTamu Dr.Web;

ecan byget yctaHoBseH bpaHamayap Dr.Web, Heob6xoaumo yaanutb ¢ KOMMAbloTEPA

Apyrne MmexceTeBble 3KpaHbl;

B Windows Server 2016 oTkitountb 3awutHnk Windows Bpy4YHyto, UCMOAb3ys FpynmnoBble

NONNTUKW;

YCTaHOBUTb BCE PEKOMEHAYEMble NMPOW3BOAUTENIEM OMNEPALMOHHON CUCTEMBI
KpUTUYeckne 0BHOBIEHNS; eCv MOAAEP>KKa ONepaLVOHHON CUCTEMbI MPOU3BOAUTENEM
npekpalleHa, peKOMEHAYETCs NepPenTV Ha 60/1ee COBPEMEHHYHO BEPCUIO OMepaLiOHHON

CNCTeEMBbI.

caeayrowimm Tpe6OBaHVIH M:

KomnoHeHT
Mpoueccop

OnepaupoHHa
A cuctema

Tpe6oBaHue

MonHas noajep>ka cMcTeMbl KOMaHg, 1686.

[na 32-pa3pasHbix onepaumoHHbIX CUCTEM:

Windows XP ¢ naketom o6HoBeHWUI SP2 unn 6onee no3gHUMY;
Windows Vista ¢ nakeTom o6HoBAeHUIA SP2 nnu 6onee No3aHUMY;
Windows 7;

Windows 8;

Windows 8.1;

Windows 10;

Windows Server 2003 ¢ naketom obHoBsieHU SP1;

Windows Server 2008 ¢ naketoM 06HoBeHUn SP2 unn 6onee No3aHUMU.

[na 64-pa3pasHbix OnepaumoHHbIX CUCTEM:

Windows Vista ¢ nakeTom o6HoBAeHUIA SP2 nnu 6onee NO3aHUMY;
Windows 7;

Windows 8;

Windows 8.1;

Windows 10;

Windows Server 2008 ¢ naketoMm 06HoBAeHUN SP2 nan 6onee No3aHUMYL;
Windows Server 2008 R2;

Windows Server 2012;

Windows Server 2012 R2;

PyKOBO,CLCTBO nosab3oBaTenda

14



A7

-
g

A
d
A

KomnoHeHT

CBoboaHan
onepaTMBHas
namsTb

PaspelieHne

Mpoyee

AN

CucTtemHble Tpe6oBaHUs

Tpe6oBaHue

e Windows Server 2016.

512 MB v 6onbLue.

PekomeHgyemoe pa3spelueHue skpaHa He meHee 800x600.

[nsa o6HOBAEHMA BUPYCHbIX 6a3 Dr.Web n komnoHeHtoB Dr.Web tpebyetcs
NOAKNOYEHWE K CepBepYy LeHTPaan30BaHHOM 3aLuTbl Uan cetn ViHTepHeT B Mo6uabHOM
pexwme.

Ans nogkntovaemoro mogyns Dr.Web ans Outlook HeO6Xx0AMM YyCTaHOBEHHbIV KAUEHT
Microsoft Outlook 13 coctasa MS Office:

Outlook 2000;
Outlook 2002;
Outlook 2003;
Outlook 2007;
Outlook 2010 ¢ nakeTom obHOBAEHUI SP2;
Outlook 2013;
Outlook 2016.

AreHt Dr.Web HecoBmectm ¢ nnarvHamu Dr.Web ana Microsoft Exchange Server, Dr.Web
ans IBM Lotus Domino, Dr.Web ans Kerio WinRoute, Dr.Web gns Kerio MailServer,
Dr.Web gns Microsoft ISA Server n Forefront TMG, Dr.Web gna Qbik WinGate Bepcuin 6.0
N paHee.

OnyuweHHble TpeboBaHWA K KOHOUTYpaLMKM COBMaAAtoT C TAKOBbIMU A1 COOTBETCTBYHOLLMX
onepaLMOHHbIX CUCTEM.

PyKOBO,ELCTBO nosab3oBaTenda
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3. YcTaHOBKA, U3SMEHEeHne U yAaneHue nporpavMmbl

Mepea Havanom yctaHoBkM AreHT Dr.Web ans Windows 03HakoMbTeCb € CUCTEMHbIMU
TpeboBaHMAMY, @ TaKKe PEKOMEHAYETCS BbIMOHUTb ClesytoLlune AeUCTBUA:

e YCTaHOBWTb BCE KPUTUUECKME OBHOBAEHMS, BbINYyLLEHHbIE KOMMNaHMen Microsoft ansa Bawer
BEPCUM OMepaLMOHHOM cMcTeMbl (MX MOXHO 3arpy3nTb 1 YCTAaHOBUTL C CaliTa OOHOBAEHUN

KoMnaHuu no agpecy https://windowsupdate.microsoft.com);

e NPOBEPUTb MPU MOMOLLY CUCTEMHBIX CPeACTB GalIoBYHO CUCTEMY N YCTPaHUTb
obHapyXeHHble gedekTbl;

® 3aKPbITb aKTBHbIE MPUNOXKEHUNA.

| Mepes ycTaHOBKOW cnesyeT Takxke yAanuTb C KOMMbroTepa Apyrue
: aHTMBMPYCHbIE MPOTrpaMMbl N MeXCEeTEBbIE 3KPaHbl A/1A NPeAoTBPaLLeHs
BO3MOXHOM HECOBMECTUMOCTU UX PE3UAEHTHBIX KOMMOHEHTOB.

YcraHoBka Dr.Web gonxHa BbINONHATLCSA MO/Mb30BaTeeM C MpaBamu
aZAMUVHUCTPaTOpa JaHHOro KoMmbroTepa.

YcraHoBKa, M3MeHeHue 1 yaaneHne Dr.Web moryT 6bITb OcyLLecTBAeHbl AByMA cnocobamu:

1. YpaneHHO — c cepBepa LLeHTpaan30BaHHOM 3aLmnTbl Yepes ceTb. [ponsBoamnTcs
aAMWHUCTPATOPOM aHTUBMPYCHOM CETU, MPY 3TOM BMeLLaTeNbCTBO MOJ/b30BaTENA He
TpebyeTcs.

2. JlokanbHO — Ha MallWHe Noib30BaTeNs HenoCcpeACcTBEHHO. [1py 3TOM Ans YCTaHOBKM
Dr.Web moxeT ncnonb3oBaTtbCA NONHbBIA NHCTAANATOP WM NE€PCOHaNbHbIA
MHCTaNNALUMOHHbINA NaKeT.

YcraHoBka Dr.Web Bo3MOXHa B O4HOM U3 CNefytoLLMX PEXUMOB:

® B pexnMe KOMaHAHOW CTPOKY;

® B peXnmMme Mactepa yCTaHOBKMN.

3.1. YcTraHOBKa npv NoOMoLLY NMOJIHOFO MHCTA/IZIALLMOHHOIO
nakerta

YcTaHOBKa B pe)XXnme KOMaHAHOW CTPOKMU

Ansa 3anycka yctaHoBku Dr.Web B pexxvume KOMaHAHOW CTPOKM nepenanTe B Narnky, rae
pPacnoaoXeH ANCTpMOYTMB, NOC/e Yero BBeAMTE NMA UCMONHAEMOro gaina yCTaHOBKM
(drweb-11.05.0-xxxxxxx-esuite-agent-full-windows.exe) C HEOOXOAUMbIMM
napameTpamu.

PyKOBO,CLCTBO nosab3oBaTenda
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MOAHbIN CNNCOK NAapaMeTPOB KOMaHAHOW CTPOKWU AN MHCTaIALMOHHBIX MaKeTOB NpuUBeAEH
B [lpuaoxeHuu A.

YcraHoBKa B peXXume Mmactepa yCTaHOBKMU

1. 3anyctute MHCTaNNALMOHHBIM NakeT, MONYYeHHbIN OT agMuHKUcTpaTopa. OTKPOeTca OKHO
Macrtepa ycraHoBku Dr.Web.

A

Ecnn Ha pabouelt cTaHLmM y>ke YyCTaHOBJEHbI aHTUBMPYCHbIE NMporpammsl, To Mactep
YCTaHOBKM MpeAnpUMeT NonbITKy WX yAanuTb. Eciv nonbiTka okaXeTcs HeyAauHoOW, Bam
6yAeT HeObXOAMMO CaMOCTOSATENIbHO YAaANUTb UCMONb3yeMOE Ha pabouel cTaHLmm
aHTVBMPYCHOE MporpamMmmHoe obecneveHve.

& DrWeb Agent —

5 Dr\WEB ® Pycckwit

Ycranoska Dr.Web Agent

YToBbl NPOAOKHTE YCTAHOBKY, 2anonHuTe oBA3aTentHLe NONA: a4pec CepEepa u NyThb K
OTKPLITOMY KNHUY AN CEPTUGRHKATY.

CepeEep UeHTPaNNZOBAHHOI 3aLUuThI
192.168.153.192 || Haim

OTKPBITHIA KAKOY WAKM CepTHgNKRT

| C:\Users\admin\Downloads\drwesd-certificate_ pem | | Obzop |

PucyHok 1. Mactep ycraHOBKU

2. B none CepBep LeHTpaaM30BaHHOM 3allUTbl BBEAMTE CETEBOW ajpec cepBepa, C KOTOPOro
byzeT nponsBoanTbCs ycTaHoBKa Dr.\Web, a B nosie OTKpbITbIA K/IFOY UAn ceptudmkar
YKaXuTe MOHbIN NYTb K OTKPbITOMY Katouy WwndpposaHus (drwesd.pub) nan ceptuoukaty c
pacLMpeHnem .pem, pacnoaoXeHHOMY Ha BalleM KOMIMbHOTepe.

Haxxmute kHonky Aanee.

3. MacTep ycTaHOBKM NpOnHMOPMUPYET BaC O FOTOBHOCTM K YCTaHOBKe. Bbl MoxeTe
3anyCcTnUTb NPOLECC YCTAaHOBKM C MapamMeTpaMu no yMOoaYaHuo, HaxaB YCTaHOBUTb.

ﬂ,}'lf-l TOro Ytob6bl CAaMOCTOSATENIbHO Bbl6paTb YCTaHaBJIMBa€Mbl€ KOMMNMOHEHTbI, yKa3aTb MyTb
YCTaHOBKU N HEKOTOPbIE AOMOJIHUTE/IbHbIE NMapaMeTpPbl YCTAaHOBKU, HAXKMUTE napame'rpbl
YCTaHOBKW. ,ﬂ,aHHaf-l onuuAa npegHasdHayveHa 4714 OMbITHbIX nosb3oBaTenen.

PyKOBOACTBO nosb30BaTena
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Haxmunte Oanee.

Ecan Ha npeablaylieM Lware Bbl HaXaan KHOMKY YCTaHOBUTb, TO neperianTe K wary 8. B
NPOTMBHOM C/lyyae OTKpoeTcs okHO MapamMeTpbl yCTaHOBKMW.

Ha Bknagke KomnoHeHTbl 6yeT NpeAocTaBieH BbI6Op yCTaHaBAMBAEMbIX KOMMOHEHTOB
Dr.Web.

AKTUBUPYITE GNaXKKM HAMPOTMB TeX KOMMOHEHTOB, KOTOPbIE Bbl XOTWUTE YCTAaHOBWTb Ha BaLl
koMnbtoTep. 1o ymonyaHmto BbibpaHbl BCe KOMMOHEHTbI, Kpome bpaHamayaspa Dr.Web.

Ha Bknagke MyTb ycTaHOBKM Bbl MOXeTe 3aJaTb Narnky yCTaHOBKM, B KOTOPYto byaeT
yctaHoBneH AreHT Dr.Web ana Windows.

Mo ymonuaHwuto 310 nanka DrWeb, pacnonoxeHHas B nanke Program Files Ha cuctemHom
ancke. [Ins U3MeHeHMs NyTu yCTaHOBKM HaxXMuTe KHomnky O63op 1 ykaxunTte Tpebyemblin

nyTb.
Ha Bknaske [,ononHUTe/IbHbIE OMLMU Bbl MOXETE 3a/aTb AOMONHUTENbHbIE HAaCTPOMKM.

;E; Dr.Web Agent —

‘WDI.WEB & Pycckmin =

[MapameTpb! yCTaHOBKM

KoMNoHeHThI H}"I’b YCTaHOBKM NononHMTeNbHBIE ONLMK

BHOCMTE UIMEHEHHA B JaHHLIE Ha(.'l'pCIIﬁKI.-I TONBKO NO4 PYKOBOACTECM CNEUWanHcTa

[ Zapeructpupoears Dr Web Agent 8 ciucke yeTaHOBNEHHLIX NporpamMm

[0 Aetopuaauua

MaeHTUguEaTOp

Mapone

Cxatne

| Rnamnwun fnn wvrnnuauanl |

PucyHok 2. Mactep ycTaHOBKM, A ONOJIHUTE/IbHbIe HAaCTPOMKH

Mpu HeobxoaMMOCTH ycTaHOBUTE daxok 3apeructpupoBartb Dr.Web Agent B cnucke
yCTaHOBJ/IEHHbIX NporpaMmm. [JaHHasa onunsa NO3BOAAET, B TOM YNC/e, OCYLLEeCTBAATb
yaaneHune nporpammbl Dr\Web ¢ nomoupto Manenn ynpasneHna Windows.

[ns aBTOpM3aLUMM Ha CepBepe LLeHTPaIM30BaHHOW 3aLLMTbl BPYUHYH aKTUBUPYINTE Gaaxkok
ABTopusaums. [lanee HeobXxoAMMO 3asaTb NapaMeTpbl aBTOPU3aLMM CTAHLUK:

e UpeHTndumkatop ctaHLUNM Ha cepBepe;
e Maponb goctyna K cepsepy.

Mpw 3TOM CTaHLMSA NOAYYUT JOCTYN 6€3 pyYHOro NOATBEPXKAEHUSA aAMUHUCTPATOPOM Ha
cepBepe.

PyKOBOACTBO nosb30BaTena
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B Bbinagatowmx cnvckax Okartume v LndpoBaHme 3asaliTe COOTBETCTBYHOLME PEXUMbI ANSA
Tpaduka mexay cepsepomM n Dr.Web.

[ns coxpaHeHUs BHECEHHbIX U3MeHeHUN HaxxmuTe OK, nocne yero HaxxmmnTe KHOMKY
YcTaHOBUTD.

8. HauHeTtcsa yctaHoBka Dr.Web. BmeluatenscTBo nonb3oBatens He Tpebyetcs.

Mocne 3aBepLUEHUS YCTAHOBKM NPOrpaMma CoobLmMT O HEOHXOAMMOCTM Nepe3arpy3nTb
koMnbtoTep. Haxxmute kHonky Mepesarpy3sutb ceuac.

3.2. YcTaHOBKa Nnpv NomMoLy rnepcoHasibHOro
MHCTaNNALNOHHOIO nakera

YcraHoBKa B pexume KOMaHAHOﬁ CTPOKMU

Ansa 3anycka yctaHoBku Dr.Web B pexxvume KoMaHAHOW CTPOKM nepennTe B Narnky, rae
PacrnosioXeH ANCTPUOYTUB, MOCAEe Yero BBeANTE UMSA UCNOAHAEMOro daina ycTaHoBKM
(drweb ess windows <Station name>.exe) C HEOHXOAUMBIMU NapaMeTpamu.

MOAHBIN CNNCOK NAapPaMeTPOB KOMaHAHOM CTPOKWN AN MHCTaIALMOHHBIX MaKeTOB NpuBeAeH
B [lpunoxexHunun A.

YcraHoBKa B peXXxume Mmactepa YCTaHOBKMU

1. 3anycTuTe MHCTaANALMOHHbBIN NaKeT, MONYYeHHbIV OT agMuHucTpatopa. OtkpoeTtca MacTtep
yctaHoBku Dr.Web.

| Ecnv Ha paboyen ctaHLpKM y>Ke yCTaHOBJIEHbI aHTVMBMPYCHbIE MporpamMmMbl, To Mactep

A YyCTaHOBKU npeanpuMeT NonbITKy KX YAanTb. Ecam nonbiTka okaxketca Hey,u,aquVl, Bam
6yAeT HeOBXOANMMO CaMOCTOSATE/IbHO YAaANUTb UCMONb3YyEMOE Ha pabouelt cTaHLmm
aHTVBMPYCHOEe NMporpamMmmHoe obecneveHve.

PyKOBO,CLCTBO nosab3oBaTenda
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@ Dr.Web Agent —

% Dr.WEB ® Pyccknit v

bnaroaapwm Bac 3a Bblbop
Dr.Web Agent 11.5

Dr.Web Agent ofecneyvBaeT MHOTOYPOEHEEYHD 3aLLUMTY CUCTEMHOM NAMATH, XECTKUX ANCKOE W
ChEMHBIX HOCUTENEH OT NPOHWKHOBEHNI EMPYCOE, PYTKUTOR, TROAHCKUX NPOTPAMM, LWUNHMOHCKOro W
peknamMHoro Mo, Xakepokux YTUANT U PaZNUYHLIX EQeA0HOCHRX 0GBEKTOR 12 NHOGLIX BHELUHNX
MCTOYHUKOE.

PucyHok 3. Mactep yctraHOBKU

Haxxmunte Aanee.

Ha cnepyrollem wware Mactepa ykaxkuTe MyTb K OTKPbITOMY K/Ito4y LWMdpOBaHMA
(drwesd.pub) nnn ceptndukaty ¢ paclumpeHmem .pem, pacrnosoXXeHHOMY Ha BalleM
KOMMbHOTEpPE.

Bbl MOXeTe n3MeHUTb NapaMeTpbl COeANHEHMA C CEPBEPOM LIEHTPaNN30BaHHOM 3aLUMThl.
[lna 3TOro nepenanTe NO COOTBETCTBYIOLLEN CCbIJIKE, MPU 3TOM OTKPOETCA OKHO
MapameTtpbl coeanHEHNA.

ili HactoaTenbHO pekoMeHayeTca HMYero He MeHATb 6e3 cornacoBaHus C agMUHUCTPATOPOM
BalLel aHTMBUPYCHOM CeTu.

PyKOBOACTBO nosb30BaTena
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@ Dr\Web Agent —

5 Dr\WEB ® Pyccraii

I_IapameTpm coeANHERMA

[NA Nony4yeHnA MHGOPMAaLUK O NapaMeTpax NoAKIKUEHHA K CEPEEpY LEHTPANWIOEAHHON 3aLLThl
oBpaTuTeck K cMCTEMHOMY aAMUHUCTPETOPY.

e

CepEep LUeHTpaNnzoBaHHoN 3aLuTsl
Itcpf192.158_153_‘135:2‘193 Haiiti

[~ PyuHan aeTopuaauna Ha cepeepe

M aeHTHdUEaTOR

Mapons

Cxatne LI

PucyHok 4. YctaHOBKa NapameTpoB COeAMHEHUA C CEPBEPOM LI€HTPa/IN30BaHHOMN 3alLUThl

Ans nonyyenvs MHGopMaLmm o napameTpax NOAKIOUEHVS K CepBepy LieHTPasiM30BaHHON
3aLWuTbl 06paTUTECH K aAMUHUCTPATOPY.

B none CepBep LeHTpaZin30BaHHOW 3alLUTbI 334aliTe CETEBOWN ajpec cepBepa, C KOTOPOro
byzeT nponsBoaMTbCS ycTaHoBKa Dr.Web. MNone 3anonHseTcs aBToMaTMyecky,
YKa3blBatOTCA AaHHble CepBepa, Ha KOTOPOM Obi1 CO34aH YCTaHOBOUYHbIA danin.

[na BapvaHTa py4yHOW aBTOpPM3aLMK Ha CepBepe akTUBUPYIMTE COOTBETCTBYHOLMIA GadKOK.
[Janee HeobxoaMMO 3a4aTb MapaMeTpbl aBTOPU3aLMM CTAHLMK:

e NpeHTudukatop ctaHUMK Ha cepBepe;
e Maponb focTyna K cepsepy.

Mpw 3TOM CTaHLMA NOAYUMT JOCTYN 6€3 pyyHOro NOATBEPXKAEHUS aAMUHUCTPATOPOM Ha
cepBepe.

| Mpu yctraHoske Dr.Web npu nomoLuun yctaHoBouHoro ¢aiina, cosgaHHoro B LieHtpe
ynpasnenua Dr.Web, nons Upentugpukarop v Maponb Ana BapuaHta pyyHown
aBTOpV3aLyMM 3aMONHAOTCA aBTOMAaTUYECKN.

B Bbinagarowmx cnmckax COkartme n LnppoBaHme 3ajariTe COOTBETCTBYIOLLME PEXMMbI A4
Tpadurka mexay cepsepomM n Dr.Web.

[ns coxpaHeHUs BHeCeHHbIX M3MeHeHnn HaxxmuTe OK, nocne vero Haxxmute fanee.

PyKOBOACTBO nosb30BaTena
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f E Ecan coeanHeHne He YCTaHOBEHO, NPOBEPbTE MO CCblIKE CETEBbLIE MapaMeTpbl n/nnn
NOBTOPUTE MOMbITKY MOAKIHOYEHUA, Ha>XKaB COOTBETCTBYHOLLYHO KHOTIKY.

Mpwn ycrnewHoOM MOAKIHOUYEHUN K CEpPBEpPY LLeHTPaIM30BaHHOM 3aLUmMTbl OTKPOETCS OKHO C
coobLeHnemM o roTOBHOCTU K yCTaHOBKeE. Bbl MOXeTe 3anyCcTuTb NpoLecc yCTaHOBKM C
napameTpamMu no yMOJYaHMIO, HaXaB KHOMKY YCTaHOBUTb.

,ﬂ,l'lﬂ TOro Ytob6bl CAaMOCTOATENbHO Bbl6paTb YCTaHaBJ/IMBaeMbl€ KOMMOHEHTbI, yKa3aTb MyTb
YCTaHOBKW N HEKOTOPbIE AOMOJIHNTENIbHbIE NapaMeTpPbl YCTAaHOBKN, HaXXMUTE I'Iapamerpbl
YCTaHOBKW. I,ﬂ,aHHaﬂ onuna npegHasHayeHa AnAa OMNbITHbIX nosb3oBaTenen.

Ecan Ha npeablaylieM Lware Bbl HaXaan KHOMKY YCTaHOBUTb, TO neperianTe K wary 8. B
NPOTMBHOM C/lyyae OTKpoeTcs okHO MapamMeTpbl yCTaHOBKMW.

Ha Bknagke KomnoHeHTbl 6yseT NpefocTaBieH BbI6Op yCTaHaBAMBAEMbIX KOMMOHEHTOB
Dr.Web.

AKTUBUPYATE GNaXKKM HAMPOTMB TeX KOMMOHEHTOB, KOTOPbIE Bbl XOTUTE YCTAaHOBWTL Ha BaLll
koMnbtoTep. 1o ymonyaHmto BbibpaHbl BCe KOMMOHEHTbI, Kpome bpaHamayaspa Dr.Web.

Ha Bknagke MyTb ycTaHOBKM Bbl MOXeTe 3aJaTb Narnky yCTaHOBKM, B KOTOPYto byaeT
yctaHoBneH AreHT Dr.Web ansa Windows. o ymonuaHuto 310 nanka DrWeb,
pacrnonoxeHHas B nanke Program Files Ha cucteMHoOM auncke. [1na nameHeHUs nytu
YCTaHOBKMN HaXXKmuTe KHomnkKy O630p u ykaxknTte Tpebyembln NyTb.

Ha Bknagke [,ono/siHUTE/IbHbIE OMLLMN Bbl MOXeTe 3a4aTb AOMO/IHUTEIbHbIE HACTPOWKM
Ana ycTaHoBKM nporpammbl Dr.Web.

ﬁ» Dr\Web Agent -

'@‘DI.WEB @ Pycckmit -

[TapameTpb! yCTaHOBKY

KoMnoHeHTEl |-|}’Tb YCTaHOBKK JonoaHnTEABHBIE ONUWK

[¥ Coanare Aapneik ana CkaHepa Ha paBouem cTone
[¥ Coapats rpynny & menio «Mycks

[~ 3apernctpupoeate Dr.Web Agent B cnucke yCTaHOBNEHHEIX NpOrpaMm

PVICYHOK 5. Macrep YCTaHOBKMU, AOMOJIHUTEJ/IbHbIE HaCTPOﬁKVI

PyKOBOACTBO nosb30BaTena
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Mpwn HeobxoanmocTn akTuBMpymnTe dnaxok 3apeructpupoBatb Dr.Web Agent B cnucke
yCTaHOBJ/IEHHbIX nNporpamm. /laHHasa onumsa NO3BO/AET, B TOM UYNCAe, OCYLLEeCTBAATb
yaaneHve nporpammbl DrWeb ¢ nomowbto MaHenn ynpasnenma Windows.

[ns coxpaHeHUa BHECEHHbIX U3MeHeHUN HaxmuTe OK, nocne yero HaxkmuTe YCTaHOBUTD.
9. HauHeTtcsa yctaHoBka Dr.Web. BmeluatenscTBo nonb3oBaTtens He Tpebyetcs.

10.Mocne 3aBepLUeHMs YCTaHOBKM MacTep COOBLWNT O HEOHXOAMMOCTN Nepe3arpy3nTb
KomnbtoTep. Haxxmute kHonky Mepesarpy3utb ceiuac.

Ownbka cnyx6bl BFE npu ycraHoBke nporpammbl Dr.Web

Ana GYHKUMOHNPOBaAHUA HEKOTOPbIX KOMNOHEHTOB NporpaMmbl Dr.Web Heobxoanmo
Hannume 3anyLleHHoW cayxbbl 6a3zoBoro moayns dunbtpauum (BFE). B cnyyae ecnim gaHHas
cnyxba oTCyTCTBYET UM NoBpexAeHa, yctaHoBka Dr\Web 6yzet HeBo3moXHa. MoBpexaeHmne
nan otcytcteme cny>k6bl BFE MoXeT yka3biBaTb Ha Haanume yrpo3 6e3onacHOCTM Ballero
KoMMbtoTepa.

Ecnv nonbiTka ycraHoBKM nporpammbl Dr.Web 3aBeplumnnack ¢ owunbkoi cnyx6bi BFE,
BbIMOJIHUTE C/legytolLne AeACTBUA:

1. TpockaHupynTe cucTeMy CTaHLMM NpU NOMoLLUM nevallent yTmuantel CureNet! ot komnaHum
«[lokTtop Beb». Bbl MOXXeTe 3anpocnTb 4EMOHCTPALMOHHYIO BEPCUIO YTUAUTBI (4MarHoCTunka

6e3 dyHKUMK neyeHmnsa) no agpecy https://download.drweb.com/curenet/.

O3HaKoOMWUTbLCA C ycnoBnAMUM NCNOJib30BaHUA 1 CTOUMOCTbHO NONIHOM BEPCUN YTUINTDbI Bbl

Mo>keTe no agpecy https://estore.drweb.com/utilities/.

2. BoccraHoBuTe cnyxx6y BFE. [1na 3TOro Bbl MOXeTe BOCMO/Ib30BaTbCA YTUANTOW ANS
yCcTpaHeHusa npobsiem B paboTte bpaHaMay3pa oT koMmnaHum Microsoft (ans
OI'IepaLI,VIOHHbIX cnctem Windows 7 u Bbiwe). CkayaTtb YTUAUTY Bl MOXETE Ha caunTe:

with- Wlndows flrewaII
3. 3anyctute MacTtep yctaHoBku Dr.Web 1 npounsBeanTe ycTaHOBKY COrNacHO LUTaTHOWM
npoveaype, NpnuBeAeHHON BbILLE.

Eciv npobnema He ycTpaHeHa, 0bpatntech B Cy>KOYy TEXHNUYECKOW MOAAEP>KKMA KOMMNaHUM
«[lokTop Beb».

3.3. 13meHeHMe KOMMNOHEHTOB NpPorpamMmbl

1. YT0ObI YyAaNNTb AN N3MEHUTb KOMNOHeHTbl Dr\Web, neperigute B pasaen MNMaHenu
ynpasneHua Windows, NOCBALLEHHbIW YCTAHOBKE U YAaNE€HUIO MPOrpamMm.

2. B cnucke ycTaHOB/IEHHbIX NPOrpaMm BblibepuTe CTPOKY C Ha3BaHMEM NMPOrpaMmbl.

3. Haxmunte 3mMeHUTb, Npn 3TOM OTKpOoeTCs OKHO MacTepa yaaneHns/M3mMeHeHns
KOMMOHEHTOB NPOrpamMmmbl.

PyKOBO,CLCTBO nosab3oBaTenda
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@ Dr.Web Agent —

% Dr.WEB ® Pyccraii

YaaneHne nav nameHeHme KOMNOHEHTOB NPOrPamMMme|
Dr.Web Agent

M3MEHWUTE KOMMNOHEHTEI

: :. M3MEHNTE KOMMNOHEHTEl BHTMBKMPYCHOA 3awuTel Or\Web B cooTBeTCTEMM C BaWMMK
notpeBHocTAMM.

o BOCCTaHOBUTL NPOrPamMMy

BoccraHoeuTe aHTHEMpYCHYH 3awuTy Dr.Web Ha Bawem komneroTepe.

YoanuTe nporpamMmy
Y¥nanute aHTeMpycHyH 3awuty Dr\Web c sawero komneroTepa.

OTMEHUTE

PucyHok 6. Macrep yaaneHusa/usmeHeHMA KOMMNOHEHTOB

4. BblbepuTte OAHY U3 OMNLMUNA:

e IameHNTb KOMMOHeHTbI. B OTKPbIBLLEMCA OKHE YCTaHOBUTE C])na)KKVI HanpoTnBe
KOMMOHEHTOB, KOTOPbIE XOTUTE ,D,O6aBI/ITb, B0 CHUMNUTE q>na>|<|<|/| HanpoOTMB yAa/iIA€MbIX
KOMMOHEHTOB. Oﬂpe,ﬂ,eﬂVIB HY>XHYHO KOHCI)I/IpraLI,I/II-O, Ha>XMute anIMeHVITb.

e BocctaHOBUTbL Nporpammy, ec/i He0O6XOAMMO BOCCTAHOBUTb aHTMBUPYCHYHO 3aLLMTy Ha
BalleM KOMMbtoTepe. ITa GYyHKLUMA NMPUMEHAETCA B TOM C/lyyae, KOrjaa HEKOTOpble M3
KOMMOHeHTOB nporpammMsl Dr\Web 6b11v noBpexaeHbl.

e Ypanutb nporpammy, 4to6bl yaanntb BCe YCTaHOBAEHHbIE KOMMOHEHTI.

3.4. YpaneHue nporpamMmmbl

ili [ns BO3MOXHOCTM lokanbHOro yaaneHus Dr.Web, gaHHas onuvs gosxkHa 6biTb
: pa3pelleHa agMUHUCTPATOPOM Ha CepBepe LieHTPaM30BaHHON 3aLuThl.

Mocne ypaneHua Dr.Web Bal kommbtoTep He 6yzeT 3alUuLLeH OT BUPYCOB U APYrux
BPEOHOCHbIX MPOrpamMm.

Yaanenne Dr.Web u3 Manenu ynpaBnenns Windows

f|§ [aHHbI MeTOZ yaaneHns AOCTyrneH TONbKO B TOM Cly4ae, ecaun ¢ noMoLlbio Mactepa
yCTaHOBKM 6bin ycTaHOBAEH dnaxok 3apeructpupoBatb Dr.Web Agent B cnucke

PyKOBOACTBO nosb30BaTena
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YcTaHOBKa, U3MEHEHUE U yaa/ieHne nporpammbl | 25

YCTaHOBJIEHHbIX MporpamMmm.

Ecan Dr.Web 6bin yctaHOB/IEH B dOHOBOM pexume, To yaaneHne Dr.Web wtatHbiMuy

cpeacTBaMu ByseT AOCTYMHO, TOIbKO eC/IY NP YCTaHOBKe Obll UCMO/Ib30BaH KAOY —
regagent.

. Ana yaanenna AreHt Dr.Web ana Windows 3anyctute KOMNOHEHT yAaneHns nporpamMm

onepaumoHHoun cuctembl Windows.

B oTkpbiBLIEMCA Ccrivcke BblbepuTe CTPOKY C Ha3BaHWEM MPOrpaMmmbl.
Ha>xmuTte KHOMNKY YAanuTb.

PyKOBO,ELCTBO nosab3oBaTenda
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4. Hauano pabotbi

Mocne yctaHoBkM Nporpammbl Dr.Web B o6nactb yBegomneHmin Windows gobasnsetcs
3HavoK .

| 3Hauok Dr.Web He oTobpaxkaeTcs B 061aCTV YBEeAOMIEHWI, €CIV a4MUHUCTPATOP Ballel
aHTVMBUPYCHOW CETW YCTAaHOBWA COOTBETCTBYHOLLYHO HaCTPOVKY Ha cepBepe
LieHTPaNM30BaHHOW 3aLLUThI.

Ecan nporpamma He 3anyueHa, B MeHto Myck packporite rpynny Dr.Web 1 Boibepute
nyHkT SplDer Agent.

3Hayok Dr.Web oTtpacaet Tekyllee cCOCTOAHME NPOrpamMmMbl:

o ﬁ— BCE KOMIMOHEHTHI, HeO6XOAMMbIe AN1A 3alinTbl KOMMNbOTEPA, 3anyLWweHbl A pa60Ta+0T
npaBnabHO, COEANHEHNE C CEPBEPOM Ll,eHTpaIII/I3OBaHHOI\/’I 3alnTbl YCTAHOB/EHO;

o " — camo3awmra Dr.\Web vau xoTs 6bi OANH 13 KOMMOHEHTOB OTKIOUEHBI, YTO OCabaseT
3aLUMTy aHTUBMpPYCa M KOMMbLOTEPa; MO0 0XMAAETCA COeANHEHNE C CEPBEPOM, HO eLLE He
yCTaHOBNEHO. BO3MOXHO, cepBep OTKNOHWUA NOAK/IOYeHWEe paboyeli CTaHL MW Uan oTKasan B
AOCTyNne K CBOUM pecypcam. Bkitounte camo3almTty an OTKIOYEHHbI KOMMOHEHT,
AOXANTECH COEJMHEHMA C CEPBEPOM UM 0BpaTUTECh K aAMUHNCTPATOPY Ballew
aHTUBUPYCHOW CETU, eCNN COeANHEHNE He YCTaHaBANBaeTCS;

o B — oxugaeTcs 3amyck KOMMOHEHTOB MOC/E CTapTa OMepPaLMOHHONM CUCTEMBI, 4OXKAUTECH
3anycka KOMMOHEHTOB NporpamMmMebl; AMH6O B NpoLiecce 3amnycka O4HOrO M3 KJIHOYEBbIX
KoMmnoHeHToB Dr.Web Bo3HMKNa owmnbKa, KOMMbHOTEP HAXOANUTCA MOZA YrPO30M 3apakeHus.
Ecnv nkoHKka He N3MeHUTCA, 06paTUTECh K aAMUHUCTPATOPY Ballel aHTUBUPYCHOW CETU.

Takke, B COOTBETCTBMM C HACTPOMKaMU, Haj, 3HAYKOM £ MOTYT NOSIBAATbCSA Pa3/iyHble
NOACKa3KN-yBEAOMIEHUS.

Ans poctyna k MmeHto Dr.Web wenkHute no 3Hat-||<y$ B 0bnactn yBegomneHmin Windows.

fli ﬂ,OCTyI'I K HaCTpOI;IKaM M KOMMNOHEHTAM 3allUTbl, a TakKXKe OTKIHYeHNE KOMMOHEHTOB
BO3MO>KHbI TOJIbKO Mpw pa60Te C NpaBaMn agMVUHUCTPATOpPa.

B meHto Dr.Web ## cocpegoToueHbl 0OCHOBHbIE CPeACTBa YNPaBAEHNS 1 HACTPOMKM
nporpammbi.

MHcTpymeHTbl. OTKpbIBaeT MEHIO, NpeAocTaBstoLLee A4OCTYN K pa3genam:

e MeHezXep KapaHTUHA;
e [loanepkka.

PyKOBO,CLCTBO nosab3oBaTenda
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KomnoHeHTbI 3alUTbl. EbICprIVI AOCTYyn K CMMNCKY KOMMOHEHTOB 3alWNThbl, B KOTOPOM Bbl
MOXXeTe BKIIHOUYNTb NN BbIKNKOUYNTb Ka)K,D,bII7I M3 KOMIOHEHTOB.

CkaHep. bbiCTpbIN OCTYN K 3aMycKy pa3HbIX TUMOB NPOBEPKMU.

CoobuieHusa cepBepa. OTKpbIBaeT OKHO C MPOCMOTPa COObLLEeHN cepBepa.

Pe>kum pa6oTbli I% MNo3BosiAeT NepektoyaTbCa MeXay PeXMMOM Mo/b30BaTeNd U PEXUMOM
aaMuHucTpatopa. No ymonuaHuto Dr\Web 3anyckaeTcs B orpaHMYeHHOM pexrme — pexxmme
nonb30BaTens, B KOTOPOM HeAOCTYyNHbl HacTponku n HacTponkn KoMnoHeHTOB 3auinTbl. [Ans
nepekatoUeHns B APYron pexunm, Haxxmute Ha 3amok. Mpu BkntoueHHoM UAC onepaumoHHas
CUCTeMa BbIZACT 3anNpocC Ha NOBbILWEHWe NpaB. Takke AN U3MEHEHUS pexnma noTpebyercs
BBECTM Mapo/ib, eCn B pasgesie HacTpovikv Bbl BKIKOUMAM ONUUIO 3awmiuath naposiem
HacTpoiiku Dr.Web. O6paTnte BHUMaHwWe, UTO BO3BpaT B PeXNM NO/b30BaTeNA
ocylectsaseTca yepes 15 MUHYT Nocne nepektoyYeHnsa B pexnum agMnHuctpaTopa. Ecam no
MCTEYEHNM 3TOrO CPOKa Bbl NpoJoXKaeTe paboTaTb C HaCTPOMKaMK, TO MEPEXOS B PEXMM
NnoNb30BaTeNs OCYLEeCTBUTCA NOCAEe 3aKPbITUA OKHa HaCTPOeK.

Cratucruia ol OTkpbIBaeT OKHO, CoAepKalliee cBefeHNsA 0 paboTe KOMMOHEHTOB B TEUEHME
TeKyLLero ceaHca (KOJM4YeCTBO NPOBEPEHHbIX, 3aPa>keHHbIX U MOAO3PUTE/IbHbIX 0O BEKTOB,
npeanpuHATbIe 4eACTBUA U ApP.).

Hacrpoiiku {j'?} OTkpbIBaeT OKHO C AOCTYNOM K OCHOBHbIM HaCTpOMKaM, HacTponkam
KOMMOHEHTOB 3aLUnThbl, a Takke K Moaynto OPUCHbBIA KOHTPOb U UCKIHOYEHUSAM.

| 13mMeHeHVie HacTpoek 1 OTK/IHoYeHWe Kakoro-anbo KOMMOHEHTa HEBO3MOXHO, eC/M
aAMVHUCTPATOp cepBepa LEHTPaan30BaHHOW 3aLuThl, K KOTOPOMYy noAkatovaetcs Dr.Web,
He Aan pa3pelleHns Ha NpUMeHeHWe 3TUX AeNUCTBUIA.

[ns poctyna K HacTpokaM KOMMOHEHTOB HEOBXOAMMO BBECTM MapOJib, €CNN B pasgene
Hactpoiku Bbl BKAHOUWIM ONUMIO 3awumiLaTh naposieM Hactpouiku Dr.Web.

Ecav Bbl 3a6b11M Napo/ib K HAaCTpoikaM NpoAykTa, obpatuTech K aAMUHUCTPATOpPY Balleit
aHTVBUPYCHOW ceTu.

CnpaBka @ OTKpbiBaeT cnpaBsky.
4.1. NpoBepka aHTBUpPYCa

MpoBepka c nomowpbio Ppanna EICAR

Bbl MmO>xeTe npoBepnTb paboTOCNOCOOHOCTb aHTUBUPYCHbIX MPOrpaMmM, OOHapPY>KMBAOLLMX
BMPYCbl MO UX CUTHaTypaMm, ¢ ucnonb3oBaHneM TectoBoro dainna EICAR (European Institute for
Computer Anti-Virus Research).

PyKOBO,CLCTBO nosab3oBaTenda
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Hauano pa6otbi

MHOTMMKN pa3paboTunkaMm aHTUBUPYCOB NPUHATO A/ 3TOW LLIeIV UCNOJIb30BaTh OAHY U Ty
Xe CTaHAapTHYH Nporpammy test.com. 3ta nporpamma bbina cneymnanbHO paspaboTaHa ana
TOro, YTo6bl NOb30BaTe b, HE NOABEpPras CBON KOMMbIOTEP ONACHOCTX, MOT MOCMOTPETb, Kak
YCTaHOBJ/IEHHbIW aHTMBUPYC ByaeT curHannsnposaTtb 06 ob6Hapy>xxeHuM Bupyca. Nporpamma
test.com He saBnseTca cama no cebe BPpeLOHOCHOW, HO cneunanbHo obpabaTbiBaeTcs
60NbLWINHCTBOM aHTUBMPYCHbIX MporpamMm kak Bupyc. Dr.Web Ha3biBaeT 3TOT «BUpYyC»
cnepyrowmm obpaszom: EICAR Test File (Not a Virus!).[llpuMepHO Tak ero
Ha3bIBalOT U ApYyrve aHTUBUPYCHbIE MPOrpPamMMbl.

Mporpamma test.com npegacraBaseT cobou 68-6anTHbIn COM-dalin, B pesynbraTe

NCNONHEHWNA KOTOPOIro Ha KOHCOJIb BbIBOAUTCA TEKCTOBOE COO6LLI,eHI/IeZ EICAR-STANDARD-
ANTIVIRUS-TEST-FILE!

®dalin test.com cOCTOUT TOIbKO U3 TEKCTOBBIX CMBOJIOB, KOTOPble GOPMUPYIOT CNEAYHOLLYHO
CTPOKY:

X50!PSQ@AP[4\PZX54 (P")7CC)7}SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! SH+H*

Ecnv Bbl co3gaanTe dann, cogepkallmii MpUBeAEHHYHO Bbille CTPOKY, N COXPaHUTE ero nog
nMeHeM test.com, TO B pe3yabTaTe NONYy4MTCA NporpaMma, kotopas n 6yaeT onmcaHHbIM
«BUPYCOM».

| Mpwn paboTe B ontumansHoM pexxume SplDer Guard He npepbiBaeT 3anyck TECTOBOTO
: ¢danna EICAR 1 He onpezensieT faHHYHO omnepaLmio Kak OMacHyto, Tak Kak AaHHbIA daiin He

npeactaBaseT yrpo3bl Ans KoMnbtoTepa. OZHaKo MpW KOMMPOBAaHWMN UAN CO3JaHNN TaKoro
danna Ha komnbtoTepe SplDer Guard aBToMaTuueckn obpabatbiBaeT Gpain Kak
BPeAOHOCHYO NPOrpamMmy ¥ Nno ymMo4aHUo nepemeLlaet ero B KapaHTuH.

PyKOBO,ELCTBO nosab3oBaTenda
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5. NHcTpyMmeHTbI

WNHcTpymeHTbI

OtkpownTte MeHto Dr.Web & 3anyctnte UHcTpymMeHTbl. YT06bI Hbi1NM 4OCTYNHBI BCE ONLMK,
nepeknrUnTeCh B PEXUM aAMUHUCTPATOPA.

Ana npocMoTpa cnucka N3oaMpoBaHHbIX GarnaoB N BOCCTaHOBAEHMA GailioB U3 KapaHTUHA,
BbibepuTe MeHexep KapaHTUHaA.

Ecnv y Bac BO3HMKAM BOMPOCHI Uan Henonaaku B npouecce pabotel Dr.Web, Boibepute

pa3sgen [loanepxka.

5.1. MeHep)xep KapaHTUHa

B 3TOM OKHe NpMBOAATCA AaHHbIe O COAEP>XKMMOM KapaHTUHA, KOTOPbIW CAYXWUT ANA N30aALMN
dalnnoB, NoJO3PUTENBHBIX Ha HaIUMe BPEJOHOCHbIX 06beKkTOB. Takke B KapaHTUH
nomeLLaroTca pesepBHble konuu darnos, obpaboTtaHHbIx Dr.Web.

& Dr.Web > MucrpymenrTsl > Menepkep kapaHTuna

NHCTpyMeHT!

MeHemxep KapaHTMHa

Monaepxxka

ObbekTsbl

MeHeaxep kapaHTUHa

©@O®®

Yrpoza

Nata aobaeneH...

®

Y

MyTs

E y00000.co%
B some.doc
B rtys.mbox
B 00600.co$
E jokevbs

E gert5.mbox

B eicar.com.txt

B eicar.com

E fo0002100.c..

VirusConstructor...

W9IT7M.Belyash

EICAR Test File (...

VirusConstructor...

Joke.EjectCd
EICAR Test File (..
VKIT.based
EICAR Test File (...

EICAR Test File (...

11.07.2018 14:47

11.07.2018 14:47

11.07.2018 14:46

11.07.2018 14:46

11.07.2018 14:46

11.07.2018 14:46

11.07.2018 14:46

11.07.2018 14:46

11.07.2018 14:46

PucyHok 7. O6beKTbl B KapaHTUHE

Ch\Users\adminh...

ChUsers\adminy,..

ChUsers\admin'...

ChUsershadminh,..

ChUsers\admin'...

ChUsershadminh,..

Ch\Users\admin,..

ChUsershadmin,..

Ch\Users\adminh.. ..

< I >

B HacTpolikax MeHezxepa kapaHT1UHa Bbl MOXETE BKIHOUYMTL OMNLUIO, KOTOpas onpeaenser
PeXnM N301ALMM 3apaxKeHHbIX 0O6BbEKTOB, OBHapPYXXEHHbIX Ha CbeMHbIX HocuTensx. Mpwu
BIJIFOYEHUN 3TOW ONUUKN NOAOHHbIE Yrpo3bl MOMELLArOTCS B NManKy Ha TOM e HOCUTENIe U He
wndpyrotcs. Mpu 3TOM Nanka kKapaHTUHa CO3aeTcs TOAbKO B TOM Cy4ae, eC/ivi BO3MOXHa
3anncb Ha HocuTenb. Micnoib3oBaHMe OTAE/IbHbIX Nanok 1 O0TKa3 OT WKdPOBaHUA Ha
CbEMHbIX HOCUTENIAX MO3BOIAET NPEAOTBPATUTL BO3MOXKHYHO MOTEPHO AAHHbIX.

PyKO BOACTBO NoJib30OBaTend
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B LeHTpanbHOM YacT OkHa oTobpakaeTca Tabavua ¢ nHGopmaLmen o COCTOAHUM
KapaHTWHa, BKAOYatoLLas caeayrolime nons:
e O6beKTbl — CMNCOK MUMEH O0OBEKTOB, HAXOAALLMXCA B KAPAHTUHE;

e ¥Yrposa — kiaccudukaums BpeJOHOCHOW nporpammel, onpegensemas DrWeb npu
aBTOMATMYECKOM MepeMelLeH 06bekTa B KapaHTUH;

e [lata go6aBneHua — AaTa, Korga o6bEKT Obi NepemMelleH B KapaHTUH;

o I'Iy'rb— MOJIHbIN nyTb, MO KOTOPOMY HaxoAnnaca obbekT 4O rnepemMelleHna B KapaHTUH.

B okHe MeHegykepa kapaHTVHa daiabl MOTYT BUAETb TOJILKO Te MONb30BaTesn, KOTopble
: UMEIOT K HUM AOCTyn. YT06bl 0TO6PasnTb CKPbITbie 06 BbEKTbI, HEOOXOANMO MMEeTb NMpaBa
ajMUHMCTpaTopa.

Pe3epBHble KOMWK, NepemMelleHHble B KapaHTWH, MO yMO/YaHMIO He OTobpaaroTca B

Tabanue. Ytobbl BUAETb NX B CNMUCKE OOBEKTOB, HAaXXMUTE KHOI'IKy'::.:.'z:' 1 B BbiMaJatolWwem
cnucke BbibepuTe NyHKT Moka3biBaTbh pe3epBHbIe KOMUMU.

Pabota c o6beKkTamun B KapaHTUHe

B pexuvme agMuHUCTpaTopa Ans Kaxaoro obbvekra AOCTYyMHbI ClefyroLime KHOMKM
yrnpasieHua:

e BocctaHOBUTbL — NnepemMecTTb OAUH UAN HECKONbKO BblOpaHHbIX 06bEeKTOB NoZ 3aZaHHbIM
MMEHEeM B HY>KHYHO narnky;

i} Wcnonb3yiite gaHHyto GYHKLMIO TOIbKO B TOM C/yyae, eCiu Bbl YBepeHbl, UTO 06bekT
6e3onaceH.

e MepenpoBepuTb — MNOBTOPHO NPOBEPUTL OOBEKT, NEPEMELLEHHbIV B KAPaHTUH.

° Yp,anwrb—yp,anmb OAVH NN HECKOJIbKO Bbl6paHHbIX 06BEKTOB 13 KapaHTUHa 1 n3
CNCTEMBbI.

TN AeNCTBMA JOCTYMHbI Takoke B KOHTEKCTOM MEHHO MPW HaxXkaTui NpaBon KHOMKOW MbILUW Ha
OZAVH WM HECKOJ/IbKO BblBPaHHbIX 06bEKTOB.

[ns Toro utobbl yAanUTb cpasy Bce 06beKTbl U3 KaPaHTMHA, HaXMUTe KHOMKY = 1 B
BblMajatoLlem cnucke Boibepute NyHKT Yaanutb Bee.

5.2. Noapepxka

ITOT paszen CoAepPXUT MHPOPMALIMIO O BEpCMM NMPOAYKTa, COCTaBe KOMMOHEHTOB, JaTe
nocneaHero o6HOBIEHUSA, @ TakKe MOJIE3HbIE CCbIIKX, KOTOPbIE MOTYT MOMOYb BaM OTBETUTb
Ha BOMPOCHI UV UCMPaBUTb HEMOAAKN, BO3HMKLLME B npoLecce pabotsl Dr.Web.

PyKOBO,ELCTBO nosab3oBaTenda
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& Dr.Web > WhcrpymenTsl > Moggepskxa - O X

NHCTpYMEHT O nporpamme

Arent Dr.Web
MeHepxep KapaHTuHa Bepona: 11.5

MocneaHee ofHoeaenwe: 11.07.2018 13:08 (+03:00)
Moaaepxka D Arenta Dr\Web:

MoapobHee

Momoub B peleHunn npobnem

MpW BOZHWKHOEEHKMKM cnoxHocTer B pabote ¢ npogykramin DriWeb pekomerayem
BEaM HECKONbKO WHCTPYMEHTOE:

Dopym Dr.Web

OTueT AnA TeXHWYECKOR NoAAeRHKA

PucyHok 8. CBeaeHnA o Bepcum npoayKTa v noaaepixka

Bocnonb3yhtecb OfHUM 13 CAeAyHOLLMX MHCTPYMEHTOB B TOM C/lyYae, eCn Y BaC BOZHUKAN
BOMPOCHI.

®opym Dr.Web. OtkpbiBaet popym Dr.Web no agpecy https://forum.drweb.com.

OTtueT ANA TeXHUUECKOW NoaAaepIXKKU. 3anyckaeT MacTep, KOTOPbIA MO3BOUT BaM
CO3/aTb OTYeT, COAEP>KALLMIM BaXKHYO MHPOPMaLMIO O cucteme 1 paboTte KOMMbIOTeEpa.

Ecnv npobnemy He yaanock pewnTb nocne obpalleHns Ha ¢opym Dr.Web, Bbl MoxeTe
3anonHuTbL Be6-Ppopmy BOMpoca B COOTBETCTBYHOLLEN CekLMmn pa3jena

https://support.drweb.com. K cBoeMy 3anpocy Bbl MOXeTe NPUKPenuTs OTHET A1
TEXHMYECKOW NOAAEPKKM, CKPUHLIOTBI U APYryt0 HEOBXOAMMYH HbOPMaLUIO.

HanTtn 6anxkainiuee K Bam npeactaBuTenbCTBO «/Joktop Be6» 1 BCHO KOHTAKTHYHO
NHbOpPMaLMIO, HEOHXOAMMYHO NMOIb30BATENHD, Bbl MOXETE MO agpecy

https://company.drweb.com/contacts/moscow.

5.2.1. Co3paHue oTtuera

Mpu obpalleHnn K aAMUHNCTPATOPY Ballen aHTUBUPYCHOM CeTV Bbl MOXeTe CPOPMUPOBaTh
OTYeT O Ballen onepaumnmoHHon cucteme n pabote Dr.Web.

YT106bI CO3aaTb OTUET

1. OtkpoiiTe meHto .

PyKO BOACTBO NoJib30OBaTend
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2. Mepenante B NyHKT MHCTPYMEHTBI.

3. BbibepuTe Moaaepixka.

& Dr.Web > WnctpymenTel > Moggepsia — O X

NHCTpYMEHTbI O nporpamme
Arent Dr.iWeb
MeHeaxep KapaHTMHa Bepcoua: 11.5
MNocnegHee obroeneHwe: 11.07.2018 13:08 (+03:00)
Moasepxxa ID Arenta DrWeb: -
MoapoBHee

Momouub B peLueHnn npobaem

MpK BOZHWKHOBEHKMM cnoxHocTel B pabote ¢ npogykTamk DriWeb pekomerayem
BaM HECKONBEKO WHCTPYMEHTOE:

®opym Dr.\Web

OTUeT AnA TEXHUYECKOH NOLLEpKKA

PucyHok 9. MNoapaeprkka
4. HaxmuTe ccbinky OTUeT ANA TEXHUUECKOW NOAAEPIKKMN.

5. B OTKPbIBLWEMCA OKHE HAa>XMUNTE KHOTMKY COSAaTb oTyerT.

PyKO BOACTBO NoJib30OBaTend
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m Dr.Web » WHcTpymenTe > MNoagepxka > OTuer

© Oruer

MacTep oTueToE NoMoXeT Bam cobpaTs AadHHLIE ANA CTyXDObl TEXHWUECKOW NoAAEPXKM KoMnaHuW «/lokTop Bebe.
Oruet ByaeT cofepxate MHbOpMaUno 06 oBopyA0BaHMW, KOHGUIYPaLWK CUCTEMBI 1 YCTAHOBAEHHBIX MPOrpaMmMax

Ha 3TOM KOMOLHITEDE.

Co3aath OTYET

Moantrka koHduaeHUMansHooTK «lokTop Beb»

PucyHok 10. CospaHue oTueta

OrtueT ByaeT cobpaH aBTOMATUUECKM U COXPaHeH B BUAe apxuBa B nanke Doctor Web,

pacrnosioxkeHHOW B nanke npoduna nonb3osatend %USERPROFILE%.

Y1066l ChOpMUMpPOBATL OTUET, HAXKMUTE COOTBETCTBYHOLLYHO KHOMKY. B 0TueT ByaeT BKAtOUATLCS:

1. TexHnyeckas nHGopmaLms 06 onepaLmoHHON cucTeMe:

obLume cBeAeHMA O KOMMbIOTEPE;
3anyLleHHbIX npoueccax;
3anNaHWPOBaHHbIX 3aJaHUAX;
cnyxbax, spansepax;

H6pay3epe N0 yMONYaHWUIO;
YCTaHOB/IEHHbIX MPUNOXEHUAX;
NONINTUKAX OrPaHUYEHUI;

davine HOSTS;

o cepsepax DNS;

3aMmcy CMCTEMHOTO XypHana cobbITUiA;
nepeyeHb CUCTEMHbIX KaTaNoroB.;
BETBU peecTpa;

npoBangepbl Winsock;

ceTeBble COeANHEHNS;

oT4yeTbl oTnaaumka Dr.Watson;

PyKOBO,CLCTBO nosab3oBaTenda
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® NHAEKC MPOUN3BOANTENBHOCTU.
2. VIHpopmauma 06 AHTUBMPYCHbIX pelueHuax Dr.Web.
3. Hdopmauma o nogknrouaemMbix moaynsax Dr.Web:

e Dr.Web gns IBM Lotus Domino;

e DrWeb ana Kerio MailServer;

e DrWeb ana Kerio WinRoute.

NHdopmauma o pabote AHTMBUPYCHBbIX NpoaykToB Dr.Web HaxoauTca B XXypHane cobbiTuii
onepaunoHHou cuctembl Windows, B pa3gene XXypHanbl npuaoxxeHuit u cnyx6 — Doctor
Web.

Co3paHue oTyeTa U3 KOMaHAHOW CTPOKMN

YTo6b1 chOpMMpPOBaTL OTHET, BOCMOJ/Ib3YNTECH CeAytoLen KOMaHAON:
/auto

Hanpumep: dwsysinfo.exe /auto

Ortuet byaeT coxpaHeH B BMAe apxvBa B nanke Doctor Web, pacnosoxeHHom B nanke
npo¢una nonbsosatensa %USERPROFILE%.

Takoke Bbl MOXETE NCMOJIb30BaTh KOMaHAY:
/auto/report: [<nosHbIl nyme K apxugy>]

rae:
e <N0JIHBIU NyMeb K apxugy> — NyTb K danny oTyeTa.

Hanpumep: dwsysinfo.exe /auto /report:C\report.zip

PyKOBO,ELCTBO nosab3oBaTenda
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6. CkaHnep Dr.Web

CkaHep Dr.Web ana Windows npesHa3HaueH Ans aHTUBUPYCHOW NPOBEPKMN 3arpy304HbIX
CeKTOpOB, MaMATK, a Takoke Kak OTAeNbHbIX GanoB, Tak 1 0O LEKTOB B COCTaBe CNOXHbIX
CTPYKTYpP (apX1Bbl, KOHTEMHEPbI, 31EKTPOHHbIE MUCbMa C BAOXeHUAMM). poBepka
NPOW3BOAMNTCSA C UCNOJIb30OBaHNEM BCeX METOA0B 0OHapyXKeHWA Yrpos.

B cnyuae obHapyxeHunsa BpegoHocHoro obbvekta CkaHep Dr.\Web Tonbko npeaynpexxaaet Bac
06 yrpose. OtyeT 0 pe3ynbTaTax NPOBEPKN NPUBOANTCA B TabavLe, rae Bbl MOXeTe BbIbpaThb
Heobxoanmoe aerictBue ans 06paboTkn obHapy>KEHHOro BPeAOHOCHOrO Nau
NnoAo03puUTeNbHOro 0b6bekTa. Bol MoXeTe Kak MPUMEHUTb AENCTBUSA MO YMONYAHMIO KO BCEM
OoBHapy>XeHHbIM yrpo3am, Tak 1 BbiIbpaTb HEOHXOANMBI MeToZ 06paboTkun AN OTAENbHbIX
06BbEKTOB.

[leNCcTBUS MO YMONYAHUIO ABAAIOTCA ONTUMaNbHbIMU A8 HONbLUIMHCTBA MPUMEHEHWI, HO NpU
HeoHXOANMMOCTIN Bbl MOXETE M3MEHUTb UX B OKHE HACTPOWKN NapamMeTpoB paboTbl
komnoHeHTa CkaHep Dr.Web. Eciu geinctBre ans otaenbHOro obbekTa Bbl MOXKeTe BblOpaTh
MO OKOHYaHWM NMPOBEPKM, TO ObLLME HACTPOMKM MO 0H6E3BPEXMBAHNIO KOHKPETHbIX TUMOB
yrpo3 Heob6xoaMMOo 3ajaBaTb 4O Hayana NPOBEPKMU.

6.1. 3anyck u peXXumbl NPOBepPKU

| MNpu paboTe nog ynpasaeHnemM onepaumoHHbix cuctem Windows Vista, Windows Server

A; 2003 1 60nee no3aHux CkaHep Dr.Web pexkomeHayeTca 3anyckaTb C mpaBamu
aAMuHUCTpaTopa. B npotnBHOM cnydae Te daiabl U Nanky, K KOTOPbIM Moib30BaTeNb 6e3
npaB aAMWHUCTPATOpPa He MMEET AOCTymna (B TOM YMCNE U CUCTEMHbIE ManKu), He ByayT
NMpOBEepPEHbI.

3anyck CkaHepa Dr.Web

1. B menio & BbibepuTe NyHKT CkaHep. OTkpoeTcs MeHH HbICTPOro A0CTyna K 3amnycky
Pa3HbIX TUMOB MPOBEPKMU.

PyKOBO,CLCTBO nosab3oBaTenda
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]
@ CkaHep

OQ Brictpas
Mpoeepka kpuTnyeckuy obnacted Windows

Monanan

E Mpoeepka ecex Gailnoe Ha NOTMYECKNX
AWCKEX N CEEMHE HOCUTENAX

=  BoibopouHan
D= HFCE‘E[‘:F.E OTAENBHBIX 0B bEKTOB

‘ta dh S @

PucyHok 11. Bbibop pe)xuma npoBepku ckaHepa

2. Boibepute HEOBXOAMMbBIN PEXMM NMPOBEPKN:

e NyHKT Bbi6opouHasn, UToObl NPOBEPUTL TO/ILKO YKa3aHHble BaMn 06bekTbl. OTKpoeTcs
OKHO Bblbopa dannos ana npoepku CkaHepom Dr.Web;

¢ NyHKT BbicTpas, uToObl NPOBEPUTL TONLKO KpUTMUeckne obnactn Windows;

e nyHKT MonHasA, utobbl NpoBepUTL BCe dalinbl.

Ytobbl 3anycTnTb CkaHep C HaCTpOMKaMM MO YMONYaHWIO AN MPOBEPKM KOHKPETHOTo dalina
WA KaTanora, Bblbepnte B KOHTEKCTHOM MEHIO 3HauKka daiina nam katanora (Ha pabouem
CTONe UK B MPOBOAHMKe onepaumoHHon cuctembl Windows) nyHkT Mpoeeputb Dr.Web.

Hacrpoiika CkaHepa Dr.Web

Bbl MOXeTe HacTpouTb NapamMeTpbl paboTel, a Takke peakunmn CkaHepa Dr.Web Ha
obHapyXeHHble yrpo3bl B pa3zaene Hacrponkn — KomnoHeHTbl 3awutbl — CkaHep.

OnucaHmne peXxumMoB NpoBepKun

BbicTpasa npoBepka

B faHHOM pexkume NpoBepsroTCA:

PyKOBOACTBO nosb30BaTena
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e 3arpy304Hble CeKTopa BCeX ANCKOB;

e onepaTtMBHan NaMsATh;

e KOpHeBad narka 3arpy3o4yHoro Ancka;
e cuctemMHas nanka Windows;

e nanka Mown JlokyMeHThI;

e BpeMeHHble daibl;

® TOYKW BOCCTAHOBNEHUNA CUCTEMBbI;

e HaAnume PyTKUTOB (€CIM NPOLECC MPOBEPKM 3aMyLLeH OT UMEHU agMUHUCTPaTOpPa).

f | : ApXuBbI 1 MOYTOBbLIE Gai/ibl B 3TOM pexvmMe He NMPOBepsHoTCS.

MonHasa npoBepka

B faHHOM pexkumMe NpPon3BOAMTCSA MONHAA NPOBepKa ONepaTMBHOM MNaMATU N BCEX XKECTKMX
AMCKOB (BKIHOYan 3arpy30YHble CEKTOPbI), a TakKe OCYLLeCTBAAETCA NPOBepKa Ha Hanune
PYTKMTOB.

Bbi6bopouHasa npoBepkKa

Mpw BbIGOpe faHHOro pexunma B okHe CkaHepa Dr.Web 3agatotcs 06bekTbl A1 MPOBEpPKMU:
Ntobble Ganabl U Nanku, a Takke Takne o6BbEKTbI, Kak onepaTuBHas NamMaATb, 3arpy30UHble
cekTopbl U T. N. g Hayana NnpoBepkn BbIbBpaHHbIX 06BEKTOB HaxmMuTe kHoMnky Hauatb

A

nposepKy. YTo6bl 406aBUTb 06BEKTbI B CMIMCOK, HaXMUTe KHOMKy ',

Mpouecc npoBepkun

Mocne Havana NPOBEPKN CTaHOBATCA AOCTYNMHbIMW KHOMKN I'Iay3a n Cron. Ha ntobom 3tane
NMPOBEPKK Bbl MOXETE CAeNaTb Ciejyrollee:

e YT06bI NPMOCTaHOBUTL MPOBEPKY, HaXXMUTe KHoMKy Maysa. YTobbl NpOAOAXKNTL MPOBEPKY
nocne naysbl, HaXkmuTe KHOMNky Bo3o6HOBUTD.

e YT06bI NONHOCTLIO OCTaHOBUTL NMPOBEPKY, HAXXMKTe KHoMKy Cron.

V13 3TOro okHa Bbl MOXeTe BEPHYTbLCA B OKHO Bbl60pa pexXrnmMma CKaHNpPOBaHUA.

f | E KHorka May3a HesocCTynHa BO BpeMsi MPOBEPKM OMepaTMBHOM NaMsATH U NPOLIECCOB.

PyKOBO,ELCTBO nosab3oBaTenda
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6.2. flecTtBua npu o6bHapy>kKeHnu yrpos

Mo okoHuyaHun npoepkn CkaHep Dr.Web anwb nHbopmumpyet 06 obHapy>KeHHbIX yrpo3ax u
npeanaraet NPUMEHNTb K HAM Hanbonee onTMManbHble eACTBMA NO 06e3BpeXMBaHNIO. Bbl
MoxeTe 0be3BpenTb BCe O6Hapy>XeHHble yrpo3bl OAHOBPEMEHHO. [J1a 3Toro nocne
3aBepLUeHNsA NPOBEPKM BbibepuTe BCe Yrpo3bl U HaxXmuTe KHonky O6esBpeautb, 1 CkaHep
Dr.Web npvmeHUT onTMManbHble AeNCTBUS MO YMONYAHUIO ANS BCEX OOHaPYXKEHHbIX Yrpo3.

| Mo HaxaTtuto KHoMkv O6e3BpeanTb AeNCTBUA NMPUMEHSAIOTCA K BbiIbpaHHbIM 06BbekTam B

A» Tabnuue. HeobxoaMMO BPYUHYtO BblIOpaTb KOHKPETHblE 06BEKTbI AW FPyMnbl 06 bEKTOB,
AN19 KOTOPbIX TpebyeTca NPUMeHUTb AeVCTBMA MO HaXaTuio kKHonkv O6e3BpeanTb. /114
3TOr0 UCMOJIb3YWTe GAaxkKkm PAJOM C Ha3BaHUAMM OO BEKTOB MW BbiMajatoLiee MeHIO B
3aronoBke TabauLpl.

Bbibop paeiicTBuA

1. B none [ eicTBue B BbiNajaroLLleM Crivcke Bbibepute HEOHXOANMMOE AeNCTBME ANS KAaXKA0TO
obbekTa (no ymonuaHuto CkaHep Dr.Web npegnaraet ontumanbHoe 3HayeHme).

2. Haxmute kHonky O6e3Bpeautb. CkaHep Dr.Web o6e3BpeamnT BCe BbibpaHHbIe yrpo3bl
OAHOBPEMEHHO.

CyLLecTBYHOT CeAytoLine OrpaHNYeHns:

® jle4yeHe No403PUTENbHbIX 06BHEKTOB HEBO3MOXHO;

e nepemeLlleHne Nn yaaneHne o6 beKTOB, He ABAAIOLLMXCA dalrinaMun (Hanpumep,
3arpy30U4HbIX CEKTOPOB), HEBO3MOXHO;

e t06ble AeNCTBUSA ANS OTAENbHbIX GAaNIOB BHYTPU apXMBOB, MHCTANNALMOHHbIX MAaKeTOB UK
B COCTaBe MUCEM HEBO3MOXHbl — AENCTBME B TaKUX CydasX MPUMEHSETCS TObKO KO BCEMY
06beKTy LLEeIMKOM.

MoapobHbI OTYeT 0 paboTe NporpamMMbl coxpaHsaeTca B dpainn xypHana dwscanner.log,
KoTopbI HaxoanTcs B nanke %USERPROFILE%\Doctor Web.

HasBaHue OnucaHue
cTonbua
ObbekT B 3TOM cTON6LE YKa3aHO HaVMEHOBaHWE 3apaXkeHHOro AW NOAO3PUTENBHOTO

obbekTa (MMa darna — ecnn 3apaxeH dain, Boot sector B cnyuae 3apakeHHOro
3arpysoyHoro cektopa, Master Boot Record B ciyyae 3apaxeHHoro MBR >xectkoro
Ancka).

Yrposa B 3TOM cTONOLE YKa3aHO HaMMeHOBaHWe BMpyca Win MogudurkaLmm Bupyca no
BHYTpeHHel knaccudukaumm «Joktop Beb» (MoandukaLmen n3sBectHoro Bupyca
Ha3bIBaeTCs KOJ, MONYYEHHBIN TakKUM M3MEHEHUEM M3BECTHOTO BMPYCa, UTO NMPW 3TOM
OH OMO3HaeTCA CKaHepPOM, HO aNroPUTMbl IeUYEHMA UCXOAHOTO BMpPYyCa K HeMy
HenpvMeHUMbl). g nofo3puTenbHbIXx 06bEKTOB yKa3blBaeTcsa, YTo 06bekT

PyKOBO,ELCTBO nosab3oBaTenda
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HasBaHue OnucaHue
cTonbua

«BO3MOXHO, I/IHq)I/ILI,VIpOBaH» M yKa3blBaeTCA TN BO3MOXXHOTIO BMpyCa no
KﬂaCCMq)MKaLI,I/II/I 3BPUCTNHECKOTO aHa/inm3aTopa.

[JelictBre B 3ToM cTON6Ue ykazaHO pekoMeHA0BaHHOE AENCTBME A8 HalAEHHOW Yrpo3bl.
Ha>xmMuTe Ha CTpenouky Ha 3TOl KHOTMKe, YTo6bl 3ajaTh AeNCTBYE 418 BbIbpaHHON
yrposbl.

Bbl moxxeTe NPUMEHNTb YKa3aHHOE Ha KHOTMKe AEVICTBVIE OTAENBHO, be3
Hel‘;ITpaJ'IVIBaLI,I/IVI OCTaJibHbIX YTrpO3. ,ﬂ,flﬂ 3TOTO Ha>XMUTE Ha 3Ty KHOTMKY.

MyTs B 3TOM cTON6LE YKa3aH NOAHLIA NyTb K COOTBETCTBYOLLeMy daiiny.

ili Ecnn B Hactporikax CkaHepa Dr.Web Bbi Bbibpanun nyHkT O6e3Bpeantb o6Hapy>KeHHble
yrposbl A5 HacTpoviku Mocne 3aBeplueHns NpoBepkn, To 06e3BpexrBaHne yrpo3 byaet
npoun3BeAeHO aBTOMaTUYECKM.

6.3. 3anyck CkaHepa ¢ napameTpaMn KOMaHAHOW CTPOKM

Bbl MmoxeTe 3anyckatb CkaHep Dr.Web B pexxnmMe kKoMaHAHOW CTpoOkM. Takomn cnocob
NO3BO/AET 3aJaTb AOMNONHUTE/IbHbIE HACTPOMKUN TEKYLLETO CeaHca NPOBEPKUN U NEPEYeHb
npoBepsieMbIX 06BEKTOB B Ka4eCTBe NapaMeTpOB BbI30OBa.

CunHTaKcuc KOMaHJ bl 3anycka CJ'IGAyI-OLLI,I/IVIZ
[ <Nyme_K_npoepamme>]dwscanner [ <K/JIHYU> ] [ <0bbekmebl>]

Cnncok 06BbeKkToB NPOBEPKM MOXKET ObITb MYCT UK coAepXaTb HECKOJ/IbKO 31eMeHTOB,
pa3geneHHbIx npobenamu. Ecam nytb K o6bekTam NPOBEPKM He yKa3aH, MoncK
ocyLecTBaseTca B nanke yctaHosku Dr.Web.

Hanbonee pacnpocTtpaHeHHble CefytoLlme BapraHTbl yKa3aHUsa 06beKTOB NPOBEPKU:

e /FAST — nponseectn 6bICTQy}'O npoBePKY CUNCTEMBI.

e /FULL — NPOW3BECTW NOIHYIO NPOBEPKY BCEX XXECTKNX ANCKOB U CbeMHbIX HOCUTENEN
(BKItOYas 3arpy30uHblie CEKTOPbI).

e /LITE — npon3BecT CTapTOBYHO MPOBEPKY CUCTEMDbI, MPU KOTOpOl‘/JI npoBepAroTCA
onepaTtnMBHaA NMNamMATb U 3arpy3oyYHble CEKTOPbI BCEX ANCKOB, a TakKe NpoBeCTU NPOBEPKY Ha
Hanan4yme pyTkKnToB.

MapameTpbl — KIHOUM KOMaHAHOW CTPOKM, KOTOPbIE 3aJat0T HACTPOMKM NporpamMmebl. Ecan
OHW OTCYTCTBYOT, MPOBEPKA BbIMOJIHAETCA C paHee COXPaHEHHbIMU HacTponkamu (Man
HaCTpOMKamMM NO YMONYAHWIO, ECAN Bbl HE MEHAAN UX). KNHOUM HauMHarTCA C CMMBOAA « /> W,
Kak 1 OCTa/bHble MapameTpbl KOMaHAHOW CTPOKM, pa3senstoTca npobenamu.

PyKOBO,CLCTBO nosab3oBaTenda
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6.4. KoHcOoNbHbIN CKaHep

B coctaB komnoHeHToB Dr.Web Takke BxoanT KOHCONbHBIN CKaHep, KOTOPbIA NO3BOASET
NPOBOANTb MPOBEPKY B peXnMe KOMaHAHOW CTPOKM, a Takxke npegocrasaset 6onbine
BO3MOXHOCTU HaCTPOMKMN.

f E (Dal\/llflbl, noao3puTe/ibHblE Ha Hainyme BpesOHOCHbIX O6'beKTOB, KoHconbHbIN CKaHep
- nomMeuwiaeT B KapaHTVIH.

Y106kl 3anycTMTh KOHCONBHBIN CKaHep, BOCMOAb3YWUTeCh CAeaytoLLen KOMaHAOoM:
[ <nyme_k_npoepamme>]dwscancl [<kmodu>] [<obbekmel>]

Kntou HaumHaeTcs ¢ cuMBOAa «/», HECKONbKO KAtoUeln pasgenatorca npobenamum. Cnmncok
06BEKTOB NPOBEPKN MOXKET ObITb MYCT UAN COAEPXKATb HECKO/IbKO 3IEMEHTOB, pPa3ze/eHHbIX
npobenamu.

Cnucok kntouert KoHconbHOro ckaHepa cogepXuTcs B [1punoxenunn A.

KO,D,bI BO3Bparta:

0 — npoBepka ycnewHo 3aBepLieHa, MHPMLMPOBaHHbIE O6BEKTbI HE HaWAEeHbl
1 — npoBepka ycrnewHo 3aBepLleHa, HalAeHbl MHPULUPOBaHHbIE 0OBEKTDI

10 — yKka3aHbl HEKOPPEKTHbIE KUK

11 — kntoyeBon panin He HanzeH Mbo He Nnogaep>knBaeT KOHCONbHBIM CkaHep
12 — He 3anyweH Scanning Engine

255 — npoBepka npepBaHa No/ab3oBaTeNeM

6.5. 3anyck npoBepKu No pacrnucaHuIo

Mpw yctaHoBke Dr.Web B ctaHgapTHOM lMaaHmpoBLmke 3agaHnin Windows aBToMaTuyecku
co3aeTcs 3aZlaHne Ha NpoBejeHVe aHTUBMPYCHOM NPOBEPKN (OHO MO YMONYAHMIO
BbIK/IFOUEHO).

Ana npocmoTpa napaMeTpoB 3agaHnsa oTkpownTe MaHenb ynpaBaeHUa (pacluMpeHHbI BUA)
— ApMUHUCTpMpoBaHue — MaaHnpoBLLMK 3agaHNNA.

B cnucke 3agaHunin BbIGepuTe 3afiaHne Ha aHTMBUPYCHYHO NpoBepKy. Bbl MoxeTe
aKTMBMPOBAaTb 3ajaHue, a Takke HaCTPOUTb BPeMs 3amnycka NpoBepku 1 3aZaTb HEOOXOAVMble
napameTpbl.

B HU>HEeW YacTn okHa Ha BKnaake O6ume ykasbiBatoTca obLme CBeAeHMNs O 3aZlaHnK, a Takxke
napametpbl 6e3onacHocTU. Ha Bknagkax Tpurrepbl 1 YcnoBus — pas/ivuHble YCI0BUSA, NpU

PyKOBO,CLCTBO nosab3oBaTenda
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KOTOPbIX OCYLLECTBASETCA 3anyck 3agaHns. [IpoCcMOTpeTb NCTOPUIO COBbLITUIA MOXHO Ha
Bknagke XXypHan.

Bbl Takoke MOXeTe co3jaBaTh COOCTBEHHbIE 3ajaHNA Ha aHTUBUPYCHYHO MPOBEPKY.
MoapobHee 0 paboTe C CUCTEMHbBIM PacnMCcaHNEM CM. CMPaBOYHYH CUCTEMY U
AOKYMeHTaLmMio onepaunoHHor cuctembl Windows.

| Ecnmn B cocTaB ycTaHOBJ/IEHHBIX KOMMOHEHTOB BXOAUT bpaHamayap, To noc/e yCcTaHOBKM

A; nporpammbl Dr.Web 1 nepBoi nepesarpysku ciyxba cUCTEMHOTO pacnucaHus byaet
3abnokvpoBaHa bpaHamayspom. KomnoHeHT HasHaueHHble 3agaHus 6yzet
bYHKUMOHMPOBaTL TOILKO MOC/IE MOBTOPHON Mepe3arpysky, T. K. HEO6X0AVMOe NpPaBwIo
y>e byaeT co3saHo K 3STOMy MOMEHTY.

PyKOBO,ELCTBO nosab3oBaTenda
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7. HacTtpowknu

[ns poctyna K HacTporkam oTkpouTe MeHto Dr.Web E= 3anyctute Hactpoiiku '@’ B pexxume
aAMUHUCTpaTopa.

3awuta naponem

YT06bI OrpaHMUnTb AOCTYN K HacTporikam DrWeb Ha Baluem kOMMblOTEPE, BKAOUMTE OMLUIO
3awmwartb naposiem Hactpoiiku Dr.Web. B oTkpbiBLIeMca okHe 3agalniTe Napob, KOTOPbI
byzeT 3anpalmnBaThCcs Npu obpalleHnm K HacTporikam Dr\Web, noaTBepaunTe ero BBoA u
HaxmuTe kHonky OK.

ii Ecav Bbl 326K Mapo/ib K HAacCTpoOikaM NpoAykTa, 0bpaTuTech K aAMUHUCTPATOpPY Ballei
aHTVBUPYCHOW ceTu.

PyKOBO,CLCTBO nosab3oBaTenda
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8. OCHOBHbIe HaCTPOMKM

EAVHBIN LEeHTP ynpaBAeHUs HacTpoMkaMu MO3BOAAET 3ajaTb obLime napameTpbl paboThl
aHTVBUPYCHOrO KOMMJeKca.

YT06bI NOAYYMTL AOCTYN K OCHOBHbLIM HacTporikam Dr.Web, oTkponte MeHto i, 3anyctute

Hacrpoiku {o B pexvme agMUHNCTPaTOpa W BbibepuTe passen OCHOBHbIe.

ilf I3MeHeHVe OCHOBHbIX HAaCTPOEK BO3MOXHO, eC/v aZiMUHMCTPaToOp cepBepa
: LiEHTPaAn30BaHHOW 3aLUuThl, K KOTOPOMy noakntoyaetcs Dr.Web, gan Ha 310 paspeLueHve.

[na poctyna K OCHOBHbIM HacTpolikam Dr.Web 3anpaluviBaetcs naposb, eciv B pasgene
Hactpolikv Bbl ycTaHOBWW diaxoK 3awmuiarb naposieMm Hactpoiiku Dr.Web.

YT06bI HACTPOUTL BbIBOZ YBEAOMAEHWNI Ha 3KpaH, Bbibepute pasgen YBeAoMAeHUS.

YT06bI HACTPOUTb AOMONHUTENbHbIE MapaMeTpbl 6e30nacHOCTY, BbibepuTe paszen
Camo3auumra.

UYTo6bl OrpaHNUNTL AOCTYN K ONpPeAeNeHHbIM KiaccaMm YCTPOCTB UAN LWIKNH, BbIBepUTe pa3aen
Yctpoucrea.

YT0ObI M3MEHUTL A3bIK UHTEPELiCa, a Takke NapaMeTpbl XypHana 1 KapaHTVHa, BbibepuTe

JonoaHntenbHo.

Y106bl HaCTPOUTL NapaMeTpbl NOAKNHOUYEHNS K CepBepPY LeHTPaAn30BaHHON 3aLUmnThI,
BbibepuTe Cepaep.

8.1. YBegomneHuna

B AaHHOM pa3zenie Bbl MOXeTe HaCTPOUTb NMapaMeTpbl MONyYeHWs YBeAOMAEHWI O paboTe
AreHT Dr.Web ana Windows.

YBep,omneva, KOTOpble BbIBOAATCA Ha 3KpPaH

BkntoumTe COOTBETCTBYHOLLYHO OMLMIO, YTOObI MOyYaTb MNOACKA3KN-YBEAOMAEHNS B BUAE
BCM/IbIBAOLLLErO OKHa Hazj 3HaukoM Dr.Web & & o6nacm yBegomaeHunit Windows.

PyKOBO,CLCTBO nosab3oBaTenda
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& Dr.Web > Hactpoiikn > OcHosHele > Yeeaomaenua - O X

(®© OcHoBHble

YeeaoMmneHna

CamMmo3awmra

YcTpo#ciea

JlononHKUTENLHO

Cepeep

JKpaH

MokazeieaTe YEELOMMNEHWA Ha 3KpaHe

lMapameTpbl yEEAOMASHWA...

PucyHok 12. HacTpoiikv yBegomaeHuin

MapameTpbl yBegomMmaeHuUiA

1. HaxxmwuTte kHonky MapameTpbl yBegOM/IEHWN.

2. BbibepuTte yBeOMAEHUNS, KOTOPbIE Bbl XOTWUTE MOAy4YaTb. YTO6bI OTOBpaXkaTb yBeAOMAEHMS,
ycTaHOBUTE GaXKKN HAaMPOTUB HY>XXHbIX TUMOB YBeJOMAEHWIA. ECIM Bbl He XOTUTe NoayYaTb
yBeZIOMAEHMUA O COBbITUM, CHUMUNTE DAAXKKN.

Twvin

yBeoMJ/IeHUsA

ObHapyxeHa
yrposa

Kputnunbie
yBefOMAEHMA

Ba>kHble
yBeAOMAEHMA

OnucaHue

YBesomneHus 06 yrposax, obHapykeHHbix SplDer Guard n SplDer Gate.
Mo ymMonuaHWo yBeAOMIEHUS BKIHOUEHBI.

KpMTI/I‘-IHbIe yBEAOMNEHNA O ChelyroLnX cobbITUAX:

e O0OHapy>KeHbl COeMHEHUs, oXMaatoLLe oTBeTa bpaHamayapa;

e BallW MMA NMoJsib3oBaTena U naposib y>Ke UCMONb3YHTCA ANA NMOAKNHOYEHUA K
cepBepy LeHTpasM30BaHHOM 3aLuThl.

Mo YMO4YaHMKO YBEAOMAEHUA BKIHOYEHbI.

Ba>kHble yBe4AOMJIEHMA O CaeAyroLnx cobbITUAX:

e UCTeKaeT Bpems paboTbl 3a KOMMbHOTEPOM;
e 3a06/10KMPOBAHO YCTPOWCTBO;

o 3a6f|OKI/IpOBaHa NonbITKa MSMEHEHNA CUCTEMHbBIX AaTbl N BDEMEHWY;

PyKO BOACTBO NoJib30OBaTend
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Twvin
yBeAoM/IeHUsA

Mano3HauutenbH
ble yBeAOMHEHI/IFI

dnaxkok

He nokasbiBaTb

yBeJOMJ/IEHNS B

MOJIHO3KPaHHOM
pexume

OTobpaxaTb
yBeZOM/IEeHMSs
Bpanamayspa Ha
OTAEe/bHOM
3KpaHe B
MOJIHO3KPaHHOM
pexume

A

OCHOBHbIe HaCTPOMKM

OnucaHue

e MOMbITKA JOCTYMNa K 3aliuiaeMoMy 06bekTy 3abi10knupoBaHa NpeBeHTUBHO
3aLLUTON;

e BUpYCHble 6a3bl ycTapenw (Mpu pabote B MobUIbHOM pexviMe).

Mo YMOJIYaHUO yBEAOMAEHUA BKIHOYEHbI.

Masio3HauuTe/IbHble YBEAOMIEHUS O CNEAYHOLWUX COBLITUSX:

e ycriellHoe OBHOB/EHME;

e OLIMOKa OOHOBAEHUS;

e ycTeKaeT BpeMs paboTbl B IHTepHeT;

e URL 6b1n 3a610kmpoBaH Moaynem ODUCHbIV KOHTPOIb;
e URL 6b1n1 3a6n0kmpoBaH SplDer Gate;

e MonMbITka AOCTyNa K 3aliuiaeMomMy ob6bekTy 3ab10kMpoBaHa Moayiem
OdUCHBIA KOHTPOb;

® AZIMUHVCTPATOPOM aHTUBMPYCHON CETU 3amyLLeH NpoLEecc NPOBepKM Ballero
KOMMbOTepa;

e MPOLECC NPOBEPKM BaLLEro KOMMbOTEPA 3anMyLLeH Mo PacrmcaHuio;

e MPOBEpKa Ballero KOMMbOTepa 3aBepLueHa.

Mo YMOYaHVKO YBEAOMIEHUNA BbIKNHOYEHbI.

3. Mpwn HeobxoANMMOCTU 3ajalKTe AOMONHUTENbHbIE MapaMeTpbl OTOHBPaXKeHMA IKPAHHbIX
OMOBELLEHWNN:

OnucaHue

YBegomneHuns npu paboTe ¢ NPUIOKEHUIMU B NMONHOIKPAHHOM pexnmMe
(npocmoTp dunbMoB, rpadvikn 1 T. 4.).

CHumUTE 3TOT CIJJ'Ia)KOK, yTOOBI nony4yatb yBeJOMAEHUA BCerja.

OTobpaxeHue yBeaoMaeHWlA oT bpaHaMayapa Ha oTAenbHOM pabouem cTone BO
BpemMs paboTbl MPUAOXKEHUI B MONHOIKPAHHOM pexkume (Urpbl, BUAEO).

CHumuUTE 3TOT PaxKok, UToHbl yBeAOMAEHNS BbIBOAWINCL Ha TOM Xe pabouem
CTOJIe, Ha KOTOPOM 3anyLLLeHO MPUIOXEHWE B NMOJAHOIKPAHHOM pexxuMe.

yBeAOMJ'IeHVIFI O HEKOTOPbIX CcObbITUAX He BXOJAT B NepeydncieHHble rpynrbl 1 BCcerja

NMOKa3bIBAKOTCA NMO/Ib30BaTENHO!

e YCTaHOBKa MPUOPUTETHBIX O0OHOBAEHWI, ANS KOTOPbIX TpebyeTcs nepesarpyska;

e Mepesarpyska 4/ 3aBepLueHVs 06e3BpeXMBaHUs yrpos;

e riepesarpyska A5 BKAHOUYEHWsA/BbIKIHOUYEHNS TUNEePBU30Pa;

PyKOBO,ELCTBO nosab3oBaTenda
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e 3aMpoC Ha paspeLLeHvie NpoLeccy MoAnbMKaLmm 06bekTa;

o coo6u.|,eH|/|e, OoTnpaBJieHHOEe aAMUHUCTPATOPOM CepBepa LI,eHTpa.ﬂM3OBaHHOVI 3awunTbl.

8.2. Camo3awumra

B naHHOM pa3genie Bbl MOXeTe HaCTPOUTb NapameTpsbl 3awwmTbl camoro Dr.Web ot
HeCcaHKLUMOHNPOBAHHOIO BO3AENCTBMA, Hanpumep, OT NPOrpaMm, BPeJOHOCHOEe AeiCTBNe
KOTOPbIX HaNpaB/eHO Ha aHTMBMPYCHble MPOrpaMMbl, @ TaKXKe OT CIyYaiHOrO MOBPEXAEHMS.

& Dr.Web > Hactpoiikn > OcHosHbie > Camosama — O X
@ OCHOBHbIE Camo3zawmra
BrarounTs camozalmTy (pekoMeHayeTcn)
YBeaoMAeHWA
@ B

CamozawmTa
3anpewate 3MyNALWKD AeACTEWA NOABZ0EATENA

3 Otk

YcTpoWcrea

JlononAHKUTENLHO
Wecnonbzoeate annapaTHyH BMPTYanrM3aLmo

Cepaep CE onan

[ata n Bpema

3al'lpELl.|,aTb WaMeHEHWE AaThl U BPpEeMEeHW CUCTEMbI

@ Mpw akTmeHom OduUcHOM KOHTpORe (peKoMeHaYeTCR)

D EﬂOKHpOBETb ECErda

PucyHok 13. Mapametpbi 3awutbl Dr.Web

Camo3awmrta

Hactporika Bkarountb camo3awumrty (peKoMmeHAyeTca) No3BoaseT 3aWnTuTb Garnbl 1
npoueccbl Dr.Web ot HecaHkunoHnpoBaHHoro goctyna. OTkaro4aTb CaMo3aLLnTy He
peKkoMeHayeTCs.

| B cnyyae BO3HUKHOBEHWS NPo6eM Mpu UCMO/Ib30BaHUM MporpaMM AdedparMeHTaLmum,
: peKoMeHzyeTCs BpeMeHHO OTKIHUMTL MOAYJ/Ib CAMO3aLLUTbl.

ﬂ,]’lﬂ TOro YTO6bI NMPOUu3BECTN BO3BpPAT K TOYKE BOCCTAaHOBJIEHUA CUCTEMDbI, HeO6XOAVIMO
OTKNIOUYUTb MOAY/Ib CaMO3alLLUThbI.

PyKO BOACTBO NoJib30OBaTend
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Hactpolika 3anpelwiatb 3MynsaL U0 AeUCTBUI NOIb30BaTeNA NO3BO/AET NPEefOTBPATUTb
n3MeHeHnsa B HacTporkax Dr.Web, nponsBoarMble CTOPOHHMMM NMPOrpaMMHbIMU
cpeactBaMmu. B Tom uncne byaet 3anpeLleHo MCNOAHEeHMe CKPUNTOB, SMYANPYHOLWMX paboTy
KnaBuaTypbl 1 MbllK B okHax Dr.Web (Hanpumep, ckpunToB A9 MU3MEHeHMA HacTpoek
Dr.Web, yaaneHus nnueHsnm n agpyrux AencTBui, HanpaBaeHHbIX Ha M3MeHeHMe paboThbl
Dr.Web).

HacTtpoiika Mcnonb3oBaTbh annapaTHY0 BUPTyaau3aLmio No3BOAsSET UCMOb30BaTh Ho/bLue
BO3MOXHOCTEN KOMMboTeEPa A8 OOHapY>XEeHMA 1N 1eUeHMa Yyrpo3s, a Takke AA YCUNeHNs
camo3awmTel Dr.Web. [ins BkatoueHUs 3ToM onummn noTpebyeTtcs nepesarpyska KOMMbtoTepa.

ili AnnapaTtHaa BMpTyanusaums paboTaeTt TONbKO B TOM C/lyyae, eCau annapaTtHble
: 0COHEHHOCTM Ballero KOMMbIOTEPa M OnepaLMoHHas cUcTema NMoAAep>KVBarOT annapaTHyro
BUPTYanun3aLyio.

BkiroueHve atomn onunMn MOXXET BbI3BATb KOH¢)J'IVIKT COBMECTUMOCTN CO CTOPOHHUM
nporpaMmMHbIM obecneveHvem.

Hpm BO3HVWKHOBEHUN npo6neM OTK/NIKOYUTE 3TY ONUMHO.

[Ans 32-pa3psagHbix onepaLmMoHHbIX CUCTEM annapaTHas BUPTyaaunsaumns He
NoAAepP>KVBaeTCs.

Aarta v Bpems

HekoTopble BpeAOHOCHbIe MpOorpaMMbl HAMEPEHHO M3MEHSAIOT CUCTEMHbIE AaTy U Bpems. B
3TOM CNlyyae OOHOBNEHMA BUPYCHbIX 633 aHTUBUPYCHOM NPOrpaMMbl HE MPOUCXOAUT MO
YCTaHOBIEHHOMY PaCnMCaHULO, IMLIEH3MsA MOXET ONpesensTbCA Kak MpOCpOoYeHHas, 1
KOMMOHEHTbI 3aLLMTbl OYAYT OTKNHOUEHbI.

HacTpoiika 3anpew,aTb NsmeHeHue AaTbl U BPpeMeHU CUCTeMbl M03Bo/IAeT 3ab10KMpoBaTh

pyqyHOE M aBTOMaTU4YeCKOE N3MEHEHNE CUCTEMHDBIX AaTbl M BPEMEHW, a TaKXKe YaCOBOro nodca.

JTO orpaHnyeHmne ycTaHaBAMBAETCA /1A BCeX NOb30oBaTeneln cncteMbl. [JaHHas HacTpoika
NO3BOJIUT TOYHee paboTatb QyHKLIMN OrpaHnYeHns BpemeHn B Mogyne ODUCHbI KOHTPOb.
B cnyuae, ecniv B Mmogyne OPUCHbBIA KOHTPOb 3aaHbl OrpaHNYeHUs BpeMeHM paboThl 3a
KOMMbIOTEPOM UM B CETU VIHTEPHET, 3Ta HaCTpPOMKa BKIKOYaAETCs aBTOMaTnyeckn. Bl moxete
HaCTPOWUTb NONyYeHNE YBEAOMIEHUA B TOM C/lyYae, €C/IN OCYLLEeCTBAANACh MOMbITKA U3MEHUTb
CUCTEMHOE BPEMS.

8.3. YcrpowucTtBa

B faHHOM pa3gene Bbl MOXETe OrpaHMuUUTb AOCTYN K ONpesAeieHHbIM YCTPONCTBaM Uan
WMHaM YCTPOWCTB M HAaCTPOUTb YEePHbIN N Benbln CNnNCKN.

PyKOBO,ELCTBO nosab3oBaTenda
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{ | : HacTpoiiku gocTyna K ycTpo/cTBaM NPUMEHSOTC ANs BCex yueTHbix 3anuceit Windows.

& Dr.Web > Hactpoiikn > OcHosHeie > ¥cTpoiicTea - O X

(© OcHoBHble Yerpoiictea

D OFpaHHHHEETh AOCTYN K CheMHbIM HOCUTENAM

YBeaomMaeHun ~
["] BrokmpoBaTs oTnpaeky 2agaHui Ha NpuHTEp

Camosawmta [7] 3anpeuiats nepeaauy gaHHbIx Mo CeTW (NOKANLHBIM CETAM W CETW MHTepHET)

YcTpowcrea

Orpanunuerus

[JlononHntensHo

[T] NMpeaynpexaats o BadUSB-yAaBnmMbIX yCTPORCTEAYX, KOTOPLIE ONPEAENRIOTCA KaK
Cepeep KI3BWATYpa

EJ'IOKHpOEIBTI: WCNONBZ0EaHWE YKAZaHHBIX yCI'pOﬁCI’EI ANA BCex MoOAb30BaTENER

- OTKn.

Bennlii cnucok nyct  VameHnTs

PucyHok 14. HacTpoiiku 610KMpPOBKW YCTPOICTB

YcrponcrBa

YT06bI H10KMPOBATL AOCTYN K AAaHHBIM Ha CbeMHbIX HocuTensax (USB ¢new-HakonuTensx,
ancketax, CD/DVD npwusogax, ZIP-guckax 1 1. n.), BRAKOUMTE COOTBETCTBYHOLLYO ONumto. YTo6bI
3anpeTnTb Nepegaydy 3aZaHUi Ha neyaTb, BKIOUMTE onuuto biioknpoBaTb oTNpaBKy 3agaHui
Ha npuHTep. [10 yMOoNYaHMIo onuma oTKIKOYeHa. Takoke Bbl MOXeTe 3anpeTuTb nepesavy
AAHHbIX MO NOKaNbHbIM ceTaAM U ceTu VHTepHerT.

HekoTopble nHdmumnposaHHblie USB-ycTpolicTBa MOryT Ono3HaBaTbCA KOMMbIOTEPOM Kak
knaBmatypa. Ytobbl Dr.Web npoBepsn, 4eNCTBUTENIBHO IV NOAKNOYEHHOE YCTPOUCTBO
ABAAETCA KnaBmaTypoMu, Bkntounte onumio Mpeaynpexxaats o BadUSB-ya3Bumbix
YCTPOICTBaX, KOTOpble ONpeAeNfAloTCcA KakK KiaBmatypa.

Knaccbl n winHbl ycTponucTs

JTa GyHKUMSA NO3BONSAET Kak 3ab10KMpOBaTh OANH NN HECKONbKO KNacCOB YCTPOMCTB Ha BCexX
LUINHAaX, Tak 1 3a610KMPOBaTb BCE YCTPOMUCTBA, MOAK/IOUEHHbIE K OAHOW UAN HECKONbKUM
wHaMm. Nog knaccamm yCTPOMCTB MOHMMAKOTCA YCTPOMCTBA, BbIMOHAOWME OAMHAKOBbIE
byHKUMKM (HanpuMep, yCTponcTBa Ana neyaTu). Mo WnHaMn — NOACUCTEMbI Mepesaun
AaHHbIX MeXay GYyHKLUMOHaNbHbIMM B10KaMu KOMMbloTepa (Hanpumep, wnHa USB).

PyKO BOACTBO NoJib30OBaTend

48



A
d
A

A\

OCHOBHbIe HaCTPOMKM

Yto6bl 326 10KMpPOBaTh JOCTYN K BbIBPaHHbBIM Knaccam 1 LUMHAM YCTPOMWCTB, BKIKOUMTE
COOTBETCTBYHOLLYHO onuuto. COopMmpyinTe CNMCOK Takux 0O EKTOB, HaxaB KHOMNKy M3MeHUTb.
B oTkpbIBLIEMCA OKHE Bbl MOXeTe BblOpaTb KJ1acChl MW LWWHbI YCTPOWUCTB, AOCTYMN K KOTOPbIM
XOTUTE 3ab610KMPOBATH.

®opmMmupoBaHMe cnucka 3a6/10KMPOBaHHbIX KJ1aCCOB YCTPOMUCTB

1. YT06bI NOAHOCTBIO 33610KMPOBATH KAACC YCTPOICTB, B CTON6LE BAoKkupyeMble Knaccl,
HaXxmuTe KHonky "/,

2. B oTkpbIBLWEMCS CriMcKe BblbepuTe HeobxoanMble knacchbl 1 Haxxmute OK. BbibpaHHble
KNaccbl YyCTPOMCTB H6yayT 3ab610KMpOBaHbl Ha BCeX LWUMHAX. B cnucke Bbibopa kiaccos
YCTPOMCTB OTOBpakatoTcs TOIbKO He3ab0KMPOBaHHbIE KNacChl.

3. Yt06bI pa3bnoknposaTh KIacc yCTPOUCTB, B OkHe Knacchl u WwnHbI yCTPoncTB BbibepuTe

HYXHbIV KNAaCC v HaXMuTe KHOmMKy "/,

®opmMmupoBaHMe cnucka 3a6/10KMPOBaHHbIX LWWH YCTPOMUCTB

1. Yt0o6bl 32610KMPOBATH LWNHY MOAHOCTBIO MM HEKOTOPbIE YCTPOWCTBA Ha LWWHE, B CToNbLe
BAoKupyeMble WWHbI HaXMWTe KHOMKy “2/.

2. B oTkpbiBLWIEMCA OKHe BbibepuTe HeobxoaMMble KnacCbl yCTPOUCTB. [Ana 6aoKMpoBKM BCen
LWNHBI BbIbepunTe BCe knacchbl n3 cnuncka. Haxmumrte OK.

3. YT06bI paz60KMpoBaTh WKHY, B OKHe KAacchl M WMHBI YCTPOACTB BbIGEPHTE HYXHYH
LIKHY U HaXXMWTe KHOMKy 2,
4. YT06bl OTPEAAKTPOBATbL CMMCOK 3a610KMPOBAHHbIX KNACCOB Ha KOHKPETHOM LUKHE,

HaXXMUTe KHOMKy /.

fl E Mpw akTMBaLWn BNOKMPOBKM y>Ke MOAKIHOUYEHHOTO YCTPOMCTBa TpebyeTcs MO0 NOAKIIO YT
YCTPOWCTBO 3aHOBO, MO0 nepe3arpy3ntb KOMMboTep. baoknposka paboTaeT ToNbKO A4S
YCTPOWCTB, MOAKNFOYEHHbIX MOCAE aKTUBALWN GYHKLIMM.

Benbivi cNNCOK YCTPOUCTB

Ecnn Bbl orpaHnuman Joctyn K Kakum-ambo knaccam Uaun LWHaM YCTPOWCTB, Bbl MOXETe
OTAE/NbHO pa3peLlnTb JOCTYN K ONpeAeNeHHbIM YCTPOUCTBaM, f06aBMB 1X B 6eblii CMNCOK.
Takke B 6enbli CNUCOK MOXHO A06aBUTb KOHKPETHOE YCTPOMCTBO, UTOObI He MPOBEPATb ero
Ha Haanume BadUSB-ysazBumocTtn.

[ o6aBneHune ycTpoiictBa B 6ebii CMNCOK

1. Bratounte onuumio benbiv cNnUCoK yCTPOUCTB (OMNLMA CTAaHOBUTCSA akTUBHA, €C/I 3ajaHbl
orpaHunyeHuns).

2. [na dbopMmnpoBaHMA cnumcka yCTPONCTB HaxkMutTe smeHuUTb.

3. Yb6eaunTech, UTO YCTPOWNCTBO MOAKIHOUEHO K KOMMbBIOTEPY.

PyKOBO,ELCTBO nosab3oBaTenda
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4. Haxmute KHOMKy @ B oTkpbIBLIEMCA OKHE HaXXMuTe KHOMKy O630p v BbibepuTe Hy>KHOe
yCTponcTBO. Bocnonb3yntecb duabTpom, utobbl B Tabanue oTobpasmamncs TobKO
NOAKNHOUEHHbIE UM TONbKO OTK/IHOUEHHbIe ycTporcTBa. HaxmunTe kHonky OK.

5. Ansa yctpoicts ¢ GainIoBON CUCTEMOW Bbl MOXETE HaCTPOUTb NpaBmaa goctyna. [ns storo
B cTo16ue MpaBuno Bbibepute oanH U3 pexnmoB: Paspewwatb Bce 1 ToNbKoO uTeHue.

YT006bI AO6aBVITb HOBOE NpaBnao ANA KOHKPETHOrO NMNOJib30BaTeN A, HaXXMUTE ® YT06bI
Y4aJINTb MNPaBUIO, HAXKMUTE .

6. YTObbI COXpaHUTb N3MeHeHud, HaxkmuTe OK. YTo6bI BbIMTM M3 OKHA, HEe COXpaHAs
N3MeHeHU, Haxkmnte OTMeHuUTb. Bbl BepHETeCh K HeN10MYy CNCKY YCTPOMNCTB.

7. [ns TOro utobbl OTPeaaKTMpPOBaTh HABOP NpPaBUA ANS YCTPONCTBA, BbiIbEpUTe ero B Crucke

N Ha>XXMute .

8. UTobbl yaanntb Habop NpaBua AN YCTPOWNCTBA, BblbepuTe ero B Crucke N HaXxMuTe .

8.4. lononHNTENbHO
B saHHOM pa3gene 3a4atoTca A3bIK NPOrpaMmsbl, napameTpbl XypHana n KapaHTuHa.

Bbl MoOXeTe BbIGpaTh U3 BbiMNaAatoLLero cnmncka sa3blik nporpamMmmbl. CNMCOK S3bIKOB
MOMOIHAETCA aBTOMATMUECKU N COAEPXKUT BCE AOCTYMHbIe Ha TeKyLUMIA MOMEHT JIoKaansauum
rpaduyeckoro nHtepderica DrWeb.

ﬁ Dr.Web » Hactpoikm > OcHoeHele > JonenHuTensHo — O X

@ OCHOBHbIE [ononxnrensHo

Azbik
YeeaoMmneHna

Pycckmia v

Camoszawmta

YeTrpokcrea KypHan

[IOMOAHMTENLHO MonbzopaTensckue HacTpoilik  Mznmednts

Cepeep KapaHTuH

I'Ipu OﬁHapy')KeHHH Yrpo3 Ha CbeMHOM HOCWTENE COZAAaBaTh KAPaHTWH Ha TOM Xe
HOCHUTEne

3 Otk

PucyHok 15. lononHnTenbHble HAaCTPOWKHU

PyKO BOACTBO NoJib30OBaTend
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Hactpoitkm XXypHana

Ans ynpaBneHua HaCTPOMKaMU XypHana HaXMUTe COOTBETCTBYHIOLLYHO KHOMKY M3MeHUTb.

A

I3mMeHeHMe HacTpoek BeAeHUs XXypHaia HEBO3MOXHO, eC/iv agMUHUCTPATOP CcepBepa
LieHTpasIM30BaHHOM 3aLLuThl, K KOTOPOMY noakntovaetcs Dr.Web, He gan pa3peluenus Ha
NPUMeHeHWe 3TUX AeNCTBUNA.

Mo ymonuaHuo daisibl XXypHana UMErT OrpaHUYeHHbIN pa3mep, pasHbin 10 Mb (ans
komnoHeHTa SplDer Guard — 100 MB). MNpw NpeBbILLIEHUN MaKCUMaabHOTrO pasmepa dain
>KypHana ypesaetcs jo:

e 3a/laHHOTO pa3mepa, ecav MHGOpPMaLWs, 3an1caHHas 3a CecCuto, He MpeBbILLaeT
pa3peLleHHbIV pasmMep;

e pa3mMepa TeKyLlel Ceccuy, eCM MHGOPMaLWs, 3anvMcaHHas 3a CeCCcUto, MpeBbILLaeT
paspeLleHHbIV pasmMep.

Mo ymonuaHuto ana Bcex kKomnoHeHToB Dr.Web >xypHan BeseTca B cTaHAaPTHOM pexunMme,
bukcmpyroem cnegyroLyro MHGopMaLmto:

KomnoHeHT

SpIDer Guard

SpIDer Mail

SplDer Gate

CkaHep

Nndopmauumsa

MpoBezeHVe 06HOBAEHWIA, 3amycK 1 ocTaHOBKa cTopoxka SplDer Guard, BUpycHble
cobbITNA, JaHHble O MPoOBepPsieMbIX Gaitnax, MMeHax YNakoBLLVKOB ¥ COAEP>XKVMOM
MpOBepPsieMbIX COCTaBHbIX 06HEKTOB (apXMBOB, HalioB 3NEKTPOHHOW NMOUTbI UK
balinoBbIX KOHTENHEPOB).

PekomMeHAyeTcs UCMOAb30BaTh 3TOT PEXUM A/ onpeseneHns 06bekToB, KOTOpble
ctopox SplDer Guard nposepsieT Hanbonee yacto. MNpn HEOBXOAUMOCTU Bbl MOXKETE
AO6aBVITb Takve obbeKTbl B CMNCOK UCKIHOYEHUIN, YTO MOXKET CHU3UTb Harpysky Ha
KOMMbrOTEP.

MpoBeaeHne 06HOBAEHUI, 3aMycK N OCTaHOBKa MoutoBOro ctopoxa SplDer Mail,
BMPYCHblE COBbITUSA, MapaMeTpbl NepexBaTa COeAVHEHUN, a Takxke JaHHble O
npoBepsieMblx dhainax, MMeHax ynakoBLLMKOB U COAEPXKMMOM MPOBEPSEMbIX apXVBOB.

PekomeHayeTcs nCcnoab30BaTb 3TOT PeXUM AN MPOBEPKM HaCTpOeK nepexaata
COeAVNHEHWI C MOYTOBLIMW CEPBEPAMMU.

MNMpoBeaeHne 06HOBAEHUI, 3aMycK N OcTaHOBKa Beb-aHTMBMpYca SplDer Gate, BUpyCHble
C06bITI/IF|, napamMeTpbl nepexsaTa COGAI/IHeHI/Iﬁ, a TaKxKe JaHHble O NPOBEPAEMbIX q)al‘/'max,
MMEeHaX ynakoBLLMKOB 1 COAEPXXMMOM MPOBEPAEMbIX apPXMBOB.

PekomeHzyeTCs MCMOAb30BaTh 3TOT PEXUM ANs MoJyYeHVs 6osiee feTabHON
MHbOpPMaLMM O NpoBepeHHbIX 06bekTax 1 paboTe Beb-aHTVBUpPYCa.

B naHHOM pexxnme B XypHane GUKCUPYHOTCA Takue cobbITusA, Kak NpoBeAeHue

06HOBNEHWIA, 3amnyck 1 octaHoBka CkaHepa Dr.Web, o6HapyskeHHble yrpo3sbl, a Takoke
JaHHble 06 VMeHax ynaKOBLUMKOB 1 COAEPXKMMOM MPOBEPSAEMbIX apXVBOB.

PyKOBO,ELCTBO nosab3oBaTenda
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BpaHamaysp B ctaHgapTHOM pexxume bpaHamaysp He BegeT dain >xypHana. [Mpu BKAKOUEHUN pexrma
BeJeHVA NogpoOHOTO XypHana cobupatoTca AaHHble O ceTeBbIX MakeTax (pcap-noru).

O6HoBneHne Cnvcok o6HoBAEHHbIX darnoB Dr.Web u ctaTychl nx 3arpysku, HGopmaums o paboTe
Dr.Web BCMOMOTaTeNbHbIX CKPUMTOB, JaTa U Bpemsa NpoBeAeHns obHoBaeHUs, MHGOpMaLms o
nepesanycke komnoHeHToB Dr.Web nocne obHoBneHus.

Cnyxba NHdbopmaups o komnoHeHTax Dr.Web, n3MeHeHWe HacTpOek KOMMOHEHTOB, BK/IHOUEHVE 1
Dr.Web BbIK/IFOUYEHVE KOMMOHEHTOB, COObLITUA MPEBEHTVBHOM 3aLLWThl, MOAKIFOYEHNE K CEPBEPY
LieHTPaV30BaHHOM 3aLLUThI.

COBAaHMe AaMnoB NamMATn

HacTpoiika Co3paaBaTbh AamMnbl NamMATH NPU oliMGKax NPOBepPKM NO3BOIAET COXPaAHATb
nonesHyto MHPopMaLuto 0 paboTe HeKOTOPbIX KOMNOHeHToB Dr.Web, uto nossoaut
cneymannctaMm komnanmm «loktop Beb» B ganbHenwem nposectn 6onee NOAHbIN aHan3
npobiembl N NPeANoXnTb ee pelleHne. PekoMmeHayeTcs BKIOYaTh AaHHYH HACTPOMKY NO
npocbbe COTPYAHUKOB TEXHMYECKOW NOAAEPXKKM «[JokTop Beb» nam npv BO3HMKHOBEHWM
owmbok npoBepkn GarinoB nam obesBpexmBaHmnsa yrpos. Jamn namaTu coxpaHaeTcs B BUAe
davina c pacwuperHnem .dmp B nanke %PROGRAMFILES%\Common Files\Doctor
Web\Scanning Engine\.

BkatoueHne Noapo6HbIX YXypHaNoB

' Mpw BegeHUM NoapobBHOro XypHaia GUKCUPYETCA MaKCUMabHOE KOJIMYECTBO

& nHhopmMaumm o pabote komnoHeHToB Dr.Web. 310 npvBeseT K OTKNHOUEHWIO OFpaHUYeHus
Ha pa3mMep GainoB XypHana ¥ CHU3UT NPOU3BOAUTENIbHOCTL paboTbl Dr.Web n
onepaLyoHHON cucTeMbl. Icnoab3oBaTh 3TOT PEXMM CaedyeT TObKO MPY BO3HUKHOBEHWN
npobnem B paboTte KOMMNOHEHTOB MW MO NMPOCbbe aAMUHUCTPaTOpa Ballel aHTUBUPYCHOM
cetu.

1. YT06bI BKNHOUNTBL PEXMM BeAeHMA NOAPODOHOro XypHana Ans OAHOTO U3 KOMMOHEHTOB
Dr.Web, yctaHoBMTe COOTBETCTBYHOLLMI HAAXKOK.

2. CoxpaHuTe U3MEeHeHMs.

Hactpouku kapaHTMHa

Bbl MOXeTe BKAHOUNTL OMLMIO, KOTOPAs ONpeaensieT PexnM n3onaumm 3apa>KeHHbIX
06beKTOB, 06HaPYXXEHHbIX Ha CbeMHbIX HOCMTenax. [Mpun BKAKOUYEHMN 3TOW onumnmn NoJobHbIe
Yrpo3bl MOMELLAtOTCA B Nanky Ha TOM Xe HocuTese U He wundpytotca. Mpun 3ToM nanka
KapaHTMHa CcOo34aeTcs TONbKO B TOM C/lyyae, e/l BO3MOXHa 3anncb Ha HOCUTEb.
Ncnonb3oBaHMe OTAeNAbHbIX NAanokK 1 0TKa3 OT WNPPOBAHUA Ha CbeMHbIX HOCUTENNAX
No3BO/IAET NPEeAOTBPaTUTb BO3MOXXHYH NOTEPHO AaHHbIX. Ecam onuma BblkiroueHa,
obHapy>KeHHas yrpo3a nepemeLLaeTcs B KapaHTUH Ha NOKaJlbHOM AMCKe.

PyKOBO,ELCTBO nosab3oBaTenda
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8.5. CepBep

B saHHOM pasgesie Bbl MOXeTe NMPOCMATPMBaTL M PeaKTMPOBaTh NapaMeTpbl
B3ammMogenctema Dr.Web c cepBepom LeHTPann3oBaHHOM 3alUMThl, @ Takxke 3a4aTb
HacTpoikn ana MobunbHoro pexunma pabotel Dr.Web. AgmuHucTpaTop Balen
aHTUBMPYCHOW CETU MOXET 3anpeTuTb BaM U3MEHATb NapaMeTpbl B3aUMOAENCTBUSA C
CepBepoMm, B 3TOM Clydae KHOMKN 1 daaxkku ByayT He AOCTYMHbI A/1f YNPaBAEHWUS.

& Dr.Web > Hactpoiikn > OcHosHele > Cepsep - O X
(© OcHoBHble Cepeep
HactpolikK B3aMMOLeACTEWMA CTaHUMKM € CEPEEPOM LLEHTPANM30EAHHOR 2aLKnThI.
YeeaomneHms
I_Iapameprl coelWHeHMA
Camozawmra
CraTyc nogrnoueHunA: @ NoaxnroueHo
Ycrpoictea Appec cepeepa:
JNononHutensHo ID craHymn:
Cepeep WN2meHNTE HACTPOIKK. ..

JlononaHnTenbHbIE HACTPOMKK

[+] MpuHUmaTs 23034 oT cepeepa

[+] NpuHUMaTs cBHOBAEHMA oT cepeepa

[[] CumxpormanposaTh cicTeMHOe BpeMaA ¢ BpeMeHen cepeepa
[7] Hakanameats cobeimua

[+] Wicnonszoeate MoGMALHLIA PEXM, ECW OTCYTCTEYET NOAKAKIYEHNE K CEpBEpY

Hactpowth...

KDBITh AON0AHWMTENEHEIE HACTDORKK s

PucyHok 16. HacTpoiiku nogkitoueHus K cepBepy

Mapametpbl coeanHeHnn
B rpynne MapameTtpbl coeguHeHna oTobpaxatoTcs:

e CraTyc nogk/1toueHUsa — CTaTyC NOAK/IHUYEHUA CTaHLUW K CEPBEPY LLeHTPaAN30BaHHOM
3aWMThI;

e Appec cepBepa — ajpec cepBepa LLeHTPaNN30BaHHOW 3aLLMThl, K KOTOPOMY MOAKIIOYEHA
CTaHums;

¢ ID ctaHUMM — naeHTUOMKATOP CTaHLMKN A8 NOAKNHOYEHUA K CEpBeEpY.

Bbl MOXeTe NpocmaTprBaTh U yNpaBasTb HACTPOMKaMW COEANHEHNS C CEPBEPOM, eCan
aAMUHUCTPaTOpP CeTV NpeAoCcTaBu BaM Takue npasa.

f|> HacTtpoWikv noaxnroUeHuns K cepBepy LeHTPaan30BaHHOM 3aLLMTbl MOXHO MEHsITb TOJIbKO
: COrNacoBaHHO C aAMUHUCTPATOPOM aHTUBMPYCHOW CETH, MHaue Ball KOMMbioTEp ByaeT

PyKO BOACTBO NoJib30OBaTend
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OTK/IFOYEH OT aHTVIBMpyCHOVI ceTun.

[nsa V3MeHeHMs HacTpoeK NOAKNOUYEHNS K TEKYLLEMY CcepBepy Uan gobaBaeHns apyroro
cepBepa HaxmuTe MU3ameHutb HacTpoiiku. OTkpoeTcs okHo HacTpoiiku nogkatoueHuns
cepsepa.

Hactpoiiku nogknroueHns

B Tabavue BbIBOANTCA CMUCOK BCEX CEPBEPOB, K KOTOPbIM MOXET ObITb MOAK/IOUEHA CTaHLMA.
Bbl MOXeTe yaanaTb cepBepbl U3 Tabaunubl 1 406aBaATL HOBble. NS yaaneHns cTpoku

Pt

HaXxMumTe KHonKy "/, [1na HacTpOViKM CO@AMHEHNA C APYTVIM CEPBEPOM HaXMmTe KHOMKy '/,
B oTkpbiBLLIEMCA OKHEe HeOBXOAMMO yKa3aTb ajpec cepBepa LieHTpaM30BaHHOW 3aLmThl,
npeaocTaBAeHHbI aAMUHNCTPATOPOM.

A ob6aBneHne ceprudukara

HeobxoanMMbIM ycioBMEM NOAKNHOUYEHUSA CTAHLMMN K CepBePY LIeHTPaIM30BaHHOW 3aLuThl
ABAAETCA Hannume aercTByroero ceptudunkata. Ceptmdukat MoxeT HbiTb YHUKaNbHbBI A5
Ka>k4oro KOHKpPeTHOro cepeepa AN NoAXOANTb K HECKONbKUM cepBepaM. MoxHO fo6aBuTb
HECKOIbKO cepTUdMKATOB AN MOAKIFOYEHMA K HECKONIbKMM CepBepam.

Mo yMonuaHMIo yKazaH cepTudumkat, MCNoab30BaHHbIN NPW YCTaHOBKE NPOrpamMmMbl, €Can Ha
cepBepe He NPOBOAMAACh NJaHOBAsA 3aMeHa KitoYel WindpposaHua. Ecan 3ameHa kirovel
npounssoanaach, byaeT ykaszaH NOCAEAHNI U3 CTeHePUPOBAHHbIX cepTUdMKATOB. YTOObI
MPOCMOTPETb CMNCOK AOCTYMHbIX CEPTUPUKATOB NAN 106aBUTL APYron cepTudumkar,
neperiante no ccoblike CNcok ceptudmrkaTos.

Pt
*

UT06b! 406aBUTb HOBbI CEPTUPMKAT, HAXMMUTE KHOMKY " 1 B OTKPbIBLUEMCS OKHE BbibepuTe
HeobxoanMbIN hain.

Y106bl yAaNUTb HENCNONb3YEMbIN CepTUdUKAT, HaXXMUTE KHOMKY "/

MapameTpbl NOAKIIOUEHUA CTaHLUKU

UT0Obl N3MEHUTb napamMeTpbl NOAKNHOYEHWNA CTaHUNN!

1. B okHe MapameTpbl NOAK/IIOUEHUA CTaHLUM YKaXnTe NaeHTUdUKATOP CTaHL MM U Naposib
A8 MOAKIHOUEHMSA K CepBepy. DTN JaHHble NPeAoCTaBAAOTCA aAMUHUCTPATOPOM cepBepa.
2. Haxxmute OK ans coxpaHeHUs U3MEHEHUN.

YT0bHbI C6pOCVITb napamMeTpbl NOAK/THOYEHNA N NOAKNHOUNTBCA KaK HOBUYOK K CEPBEPY
Ll|eHTpaJ'II/I3OBaHHOI\/'I 3alWnThbl:

1. B okHe I'Iapameprl noagxknroyeHnAa CTaHUNU Ha>kKMnTe CGPOCMTb napameTpbl U
noAKNHUNTbCA KaK HOBUYOK.

PyKOBO,ELCTBO nosab3oBaTenda
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2. B oTKpbIBLIEMCS OKHE NMOATBEPAMNTE, UYTO Bbl XOTUTE COPOCUTL MapamMeTpbl NOAKAOYEH A
CTaHUMM M NOAKNHOUNTLCA KaK HOBMYOK. OBbpaTnTe BHMMaHWe, UTO 3TO AelcTBME
HeobpaTnMoO.

3. MNocne NoATBEPXAEHNA perncTpaumnn CTaHUMM Ha cepBepe LIeHTPaM30BaHHOW 3aLuThl
Dr.Web noayunt HoBble naeHtndunkatop ctaHumm 1 naponb. OHm ByayT ncnonb3oBaTbca
ANA NOAKIOYEHNA K cepBepy.

[AononHutenbHble HACTPONKMU
B rpynne JononHnTenbHble HACTPOMKM Bbl MOXeTe BbibpaTb CaesytoLme onumm:

o anIHVIMaTb 3a4auu OT cepBepa — 414 NepnNogmnyeckoro noayyvyeHma 3ap,aH|/||7| oT
aaMUNHNCTPAaTOpPa.

¢ MpuHUMaTb 06HOBIEHUA OT cepBepa — A NONYUYEHUA PerynspHbIX OOHOBAEHW
koMrnoHeHToB Dr.Web v BupycHbIx 6a3 ¢ cepBepa LeHTPaan30BaHHOM 3aLUMThI.
O6HOB/IEHMA MPOUCXOAAT B COOTBETCTBMMN C HAaCTPOMKaMM, 3ajlaHHbIMUN Ha CcepBepe.

e CMHXpOHM3UpPOBaTb CUCTEMHOE BpeMs C BpeMeHeM cepBepa — /19 CUMHXPOHMU3aL MK
CUCTEMHOIO BPEMEHW Ha BalleM KOMMbIOTEPE CO BPEMEHEM Ha cepBepe
LEeHTPann30BaHHOM 3awwmThl. B gaHHOM pexunme Dr.Web nepuoanueckn yctaHaBamBaet
CUCTEMHOE BpeMSA Ha BalleM KOMMbrOTepe B COOTBETCTBMMN C BPEMEHEM Ha cepBepe.

e HakannuBaTtb cobbITUA — A5 COXpaHeHWs AaHHbIX O MPOM30LLEALLNX COOBITUAX ANs
nocaeayroLLel OTNPaBkn Ha CepBep LeHTPaNM30BaHHOM 3awuThl. MNpun 3ToM nHGopMaLms
byaeT nepesaHa, Kak TOJIbKO MPON30NAET NoAkItoUeHMe K cepBepy. Ecan dnaxcok He
YCTaHOBJIEH, @ COEMHEHWS C CEPBEPOM HET, TO BaXHas MHdopMauus (Hanpumep, ob
O0BHapY>XXeHHbIX yrpo3ax 1 cTatucTuke) byaeT yTpaveHa.

¢ Ncnonb3oBatb Mo6UbHDIN peXXxnm, ecin oTCYyTCTBYET NOoAK/IIoUEeHMe K cepBepy — A/14
CBOEBPEMEHHOro Nnoay4YeHns o6HOBAEHWI BUPYCHbIX 6a3.

Ecam Baw KomnbtoTep fosiroe BpeMa He ByaeT MMeTb CBA3W C CEPBEPOM LieHTPaaN30BaHHOM
3aLUuWThl, AN CBOEBPEMEHHOrO NoayyeHns o6HOBAEHWI C cepBepOB KOMMNaHmu «/loktop
Beb» pekomeHayeTca yCTaHOBUTb MOBUABHBIN pexnm pabotel Dr.\Web. [lna atoro yctaHoBuTe
dnaxxok McnonbzoBatb Mo6UBHDBIN peXXnM, ecin OTCYTCTBYET NOAK/IIOUEHME K cepBepy.

f'i ®naxok UcnonbsoBatb Mob6unbHbIN peXknm, eciv oTCYyTCTBYET NMoAK/toUeHne K
cepBepy OyAeT JOCTyneH Npu YCI0OBUK, UTO Ha CepBepe LieHTPaan30BaHHOM 3aluTbl B
npasax CTaHUuu paspelleHo NsmeHeHue koH$urypauum Aredta Dr.Web.

B MobuabHoM pexxnme Dr.Web nbiTaeTcs nogkitountbcsa K cepBepy LeHTPaan30oBaHHOM
3alunThl, AesaeT TPU NOMbITKN, U, €CV He YAaN0Ch, BbINOAHAET O6HOBAEHME BUPYCHBIX 6a3 €
cepBepoB KoMNaHun «Joktop Beb». MonbITkn 06Hapy>KeHUs cepBepa LEeHTpaan30BaHHON
3aWmTbl NAYT HENPEPBLIBHO C MHTEPBAJIOM OKONO MUHYTHI.

Ytobbl 3a4aTb HacTPOVKM MobUMAbHOrO pexnma paboTbl, HaxmuTe kKHOMNKy HacTtpouTtb.
OtkpoeTcsa okHoO Mo6UIbHbBIN peXXnMm.

PyKOBO,ELCTBO nosab3oBaTenda
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B Bbinagatowiem cnuncke MepuoanuHOCTb 06HOBAIEHUIA Bbl MOXeETe BblbpaTh NepUOANYHOCTb,
C KOTOPOIA 6yAeT NPOU3BOANTLCA MPOBEPKA Ha HasiMume O6HOB/IEHUI Ha cepBepax KOMMaHum
«[lokTtop Beb».

i|§ Mpw BbI6bOpe B cnvcke MepuoanuHoCcTb 06HOBAEHMIA oMLK BpyuHyto aBTOMaTyeckue
: O6HOB/IEHVA NMPOUCXOANTb He ByayT. Bbl cMOXKeTe 3anycTntb 06HOBAEHMe B MeHo Dr.Web.

Mpw ncnonb3oBaHMM NPOKCU-CepBEPa YCTaHOBMUTE COOTBETCTBYHOLLMI Gaaxkok. B aTom cnyyae
CTaHyT aKTVBHbIMW MOAS:

Hacrpoiika OnucaHue

Azpec YKaxkute afpec npokcu-cepeepa.

MopT YKaxxute nopT nNpokcu-cepeepa.

Monb3oBaTtens YKaxkute UMs yueTHOM 3anncu ANs NOAKAOUEHWS K MPOKCK-CepBepY.

Maposb YKaxxvte napoJib y4eTHOM 3amnmncK, UCNob3yeMOW ANA NMOAKIOUYEHMS K MPOKCH-
cepBepy.

Tun aBTopu3aumm  Bbibepwute TN aBTOpM3aLMK, TpebyeMblA ANA NMOAKNOUEHWA K MPOKCK-CepBepy.

Mo okoHYaHUK pejakTMpOBaHUA Haxkmute kHonky OK ana coxpaHeHns BHeCEeHHbIX
N3MEHEHWNI AN KHOMKY OTMEHUTb /11 BbIXOAa M3 OKHa 6e3 coxpaHeHUs n3MeHeHnn. YTobsl
OoTpeAakTMpoBaTb HACTPOMKN MNOAKIFOUEHMA K MPOKCU-CEPBEPY, eLLe pa3 HaXKMUTE KHOMKY
N3meHuUTb.

/|\ B MobunbHOM pexvme Npou3BoOAUTCA OOHOBNEHWE TONbKO BUPYCHbIX Ha3.
b 1

Ecau cHate dpnaxok Ucnonb3oBate Mo6unbHBIM peXxum, ecam oTcyTCTBYeT
NoAK/IloYEeHNE K cepBepy /10 BO30HOHOBNEHVA CBA3W C CEPBEPOM LieHTPaIM30BaHHOM
3alLWThl, TO BUPYCHblEe 6a3bl MepecTaHyT 0OHOBAATLCA, HO MOWUCK CepBepa MPOAOIXKUTCA.

Bce n3meHeHUs, KOTopble 3a4atoTCa A8 CTaHLUN Ha CepBepe LLeHTPaiM30BaHHOM 3aLmThl,
BCTYMAT B CUY, Kak ToAbko cBA3b Dr.Web c cepsepom Bo3o6HOBUTCS.

8.6. CoobueHunsa cepBepa

Ans ypobcTBa paboTbl C ONOBELLEHUAMM Ha CEpBepe LeHTPaIM30BaHHOW 3aLUuThl Y
aAMUHUCTPaTOpa CETV eCTb BO3MOXHOCTb BK/IKOUNTbL OTNPaBKy COOOLLEHWNN Ha cTaHuuto. B
3TOM ciyyae B OkHe OcHOBHbIe MosBunTCs paszen CoobuieHus cepsepa.

PyKOBO,ELCTBO nosab3oBaTenda
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ﬁ Dr.Web » Hactpoiikm > OcHoerele > CooBLeHnA cepeepa — O X

@ OCHOBHbIE CoobueHus cepeepa
Y,qaﬂﬂTb COOﬁLI.I,EHI."Iﬂ JAETOMaTHUYECKM

YeeaoMmneHna
@ B
CamMmo3awmra

MakcumansHoe BpenMa XpaHeHnA coobLueHui
YcTpo#ciea

Henenn v

JlononHKUTENLHO

Bce cooBlueHnA, HaX0AALLMECA HA BALUEM KOMNBHOTEDE

Cepsep BonbLe YKazaHHOro cpoka, ByayT yaaneHsl.

CoobueHwma cepeepa

PucyHok 17. HacTpoiiku aBToMaTU4ecKoro yaaneHus coobuyeHuii cepsepa

Bbl MOXeTe 3asaTb HaCTPOMKM aBTOMATUYECKOrO yaaneHnsa coobleHmi. [Ina aToro BkaoumnTe

onuuto Yaanatb coobuieHns aBTomaTmueckm 1 B nyHkte MakcMmanbHoe BpemMs XpaHeHUs

coobuieHn B BbiNagatoLleM Cnncke Bolbepute HeobxoanMbli nepunos BpemeHun. CoobLieHms
OyayT yaanaTbCa NO NCTEYEHMM 3TOFO CPOKa.

PyKO BOACTBO NoJib30OBaTend
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9. OPUCHDbIN KOHTPOIb

C nomouwpto moaynsa OPUCHbIA KOHTPOb OCYLLECTBAAETCA yrpaBaeHne AOCTYNOM
nonb3oBaTeneun K cavtam, darinam 1 namnkam, a Takxke KOHTPOANPYETCAa BpeMs paboTbl B CETH
NHTepHEeT 1 3a KOMMNbIOTEPOM ANS KaXkaon yyeTHon 3anucn Windows.

Y1061 HacTpouTb OPUCHBIN KOHTPOAL, OTKpPOKTe MeHto Dr.Web £ 3anyctnte HacTtpowiku {o
B pexumMe agMUHNCTPaTopa U Bbibepute pa3aen OPUCHbIA KOHTPOb.

OrpaHuyeHne JoCTyna K pecypcam NokaibHON GpainNoBOM CUCTEMbI MO3BOASET COXPAHUTb
LeNOCTHOCTb N KOHOUAEHLMANbHOCTb BaXKHbIX AaHHbIX U 3aWUTUTL Gaisibl OT 3apakKeHus.
CyLecTByeT BO3MOXHOCTb 3aLLUMTbl Kak OTAeNbHbIX GpalioB, Tak N Nanok LeJ KoM,
PaCNONOXEHHbIX KaK Ha JIOKa/IbHbIX AUCKAX, Tak U Ha CbeMHbIX HOCUTENAX UHPOpMaL K.

KoHTponb focTyna K MHTepHET-pecypcamM Mo3BO/IAET Kak Orpas1Tb Nosb30oBaTenen ot
NPOCMOTPOB HEXENATE/IbHbIX CATOB (CaMTOB, MOCBALLEHHbIX HACUNIO, a3aPTHLIM UrPaM u
T.1N.), Tak ¥ pa3peLwnTb NOAb30BaTENO AOCTYN TONAbKO K TEM CaliTaM, KOTOPble OMpesesieHbl
HacTpolrikamu Moayns ODUCHbBIA KOHTPOb.

9.1. Hactpoiika moaynsa OPUCHbIN KOHTPOIb

I M3meHeHuve HAaCTPOEK KOMMNOHEHTa BO3MO>XHO, €C/I aAMUHNCTPATOP CEPBEpPA
: LI,EHTpaJ'IM3OBaHHOi;I 3alnTbl, K KOTOPOMY NoAKAOYaeTCa Dr.Web, Aan Ha 3TO pa3pelleHne.

[na poctyna kK Hactpovikam moayns OPUCHBI KOHTPOJb 3aMpaLlnBaeTcs Naposib, eCV B
pa3zene Hactporikv Bbl BKIKOUMAKN ONUMIO 3aluuLaTh NnaposiemM HacTtpoiiku Dr.Web.

PyKOBO,CLCTBO nosab3oBaTenda
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& Dr.Web > Hactpoiikn > Odmchelii kontpone > admin - O X

@ O(bMCHbIPI WNHTtepHer
KOHTPO/1b

Hacrpolite pexum goctyna k eeb-caliTam, a Takoke 2anaiTe Benbii 1 yepHbIA
CMMCKKM pecypcoB

1 admin MonLzoBaTenbLCcKUA MameHnTs

Bpemsa
3a,n,aﬁTe EpemMA MCNOAL30EaHWA KOMMNBHITERE M MHTEPHETA

OTin. MameHnTs

Darnbl M Nanku

3abnokMpyRATe MCNONL2OBAHWE OTAENEHBIX GalnoE W Nanok

OTien. WzmeHnTs

PucyHok 18. Hactpoiiku moaynsa OpuUCHbIN KOHTPOJb

Hacrtpoiika napametrpoB moayna OpUCHbI KOHTPOJIb ANA pa3HbIX NO/Ib3oBaTesen

BbibepunTe B N1€BOI NaHeAN UMS MONb30OBaTeNs, A/1 KOTOPOrO Bbl XOTUTE HAaCTPOUTb
orpaHunyeHus focTyna. B ocHOBHOM yacT okHa oTo6paXkatoTcs 3aZiaHHble ANs 3TOro
noJsib30BaTest HaCTPOWKK. 1o yMoaYaHWUIO BCEM MOJ/Ib30BaTe/IeM KOMMbOTEPa paspeLLeH
HeorpaHWYeHHbIN AOCTYN K pecypcam cet IHTepHeT 1 K 1oKanbHbIM pecypcam,
OrpaHnNyeHus No BpeMEHN paboTbl OTCYTCTBYHOT. [N MU3MEHEHMUS HACTPOEK HaXMUTe
M3MeHUTb HanpoTUB HY>XHOW BaM oMLK,

fli HoBble nosb30oBaTeNn OTO6pa)KalOTCﬂ B CMCKE TOJIbKO MocCJie TOro, KakK BbIMONHAT
2 ﬂepBbIVI BXO/J B CBOHO YYETHYHO 3aMUCh.

fli Bbl MOXeTe HacTpouTh BbIBOZ YBEAOMAEHUA O AeUCTBUAX MOAYAS ODUCHBIN KOHTPOIb Ha
: 3KpaH.

9.1.1. NHTepHeTt

Mo ymonuaHuto Ans BCex Nonb3oBaTesiei ycTaHOBAEH pexrM be3 orpaHnuennia. ns
N3MEHEHUA HaCTPOoeK, B BbiMajatoLLeM Crncke BbibepuTe Apyrom pexum.

PyKO BOACTBO NoJib30OBaTend
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Bnoxwposa'rb no KaTeropuam

OfVH 1 TOT XXe calT MOXET BbITb OTHECEH CPa3y K HECKONbKMM Pa3/IMYHbIM KaTeropusm. B
3TOM cnyyae Moayab OPUCHBIN KOHTPOIb BAOKMpPYET AOCTYN K CaliTy, ECIM OH MOMajaeT XoTa
6bl B OHY 13 KaTeropuii, BKJIKOYEHHbIX 414 3anpeTa AocTyna.

B atom PeXnMe Bbl MOXKETE YKa3aTb KaTEropumm T1eX pecypCcoB, AOCTYN K KOTOPbIM Bbl XOTUTE

OrPaHNUnNTb!:

Kareropwms

Cantbl anist
B3pPOC/bIX

Hacunune

Opyxue

A3apTHble Urpbl

HapkoTtukn

OHnaiH-urpsl

Teppopuzm

HeveHsypHas

JieKCuKa

YaTbl

DNeKTpoHHas
nouta

CoupanbHble
cetu

AHOHVMaM3epbl
Mynbl pna

[06bIuM
KpUnTOBantoT

OnucaHue

CaiiTbl, cofep>kallye MaTepuabl MOPHOTPadUUECKOro UIn 3POTUUECKOTO
cofep>kaHusl, caiiTbl 3HAKOMCTB U T. [,

CaVITbI, cojepikalime npmsbiBbl K HACUINKO, MaTepKralibl O pa3iMyHbIX NPOUCLLECTBUAX C
yenoBeyeCckMmn XXepTeaMn U T. 4.

CaVITbI, NoCBALLEHHbIE OPY>XXNIO U B3PbIBYaTbIM BELLECTBaM, a TakKXe MaTepuanbl C
OonncaHnem X N3roToBaAEHUA UT. 4.

CaVITbI, Ha KOTOPbIX pa3MeLleHbl OHJ'IaVIH-VII'pr Ha AE€HbIY, MHTEPHET-Ka3nHO, ayKUVOHbI,
a TaKxe NnpuHMMarLwme CctTaBkm U T. 4.

Calitbl, NponaraHaupytoLe ynotpebaeHune, U3roToBaeHNe AN PacrpoCTpaHeHme
HapKOTVKOB U T. 4.

CaliTbl, Ha KOTOPbIX pa3MeLLeHbl UTPbl, UCMOb3YHOLLME MOCTOSIHHOE COEAMHEHNE C
VHTEPHETOM.

CaVITbI, cojep>kalme Mmatepuanbl arpeCcCMBHO-armTallMOHHOTO XapakTrepa, onMcaHuA
TEPAKTOB U T. A.

CaiiTbl, Ha KOTOPbIX COAEPXKUTCA HeLIeH3ypHana iekcuka (B Ha3BaHUAX Pa3fenos,
cTathaAx v np.).

CanTbl o171 0OMeHa COOBLWEHNAMMN B peXMMe PeasbHOTO BPEMEHMU.

CaVITbI, npegocraBadarolLne BO3MOXHOCTb 6ecnnatHowm perncTtpaunn 3N1eKTPOHHOTO
NMOYTOBOIO ALLMKa.

CoumanbHble ceTv 06LLero xapakrepa, AesoBble, KOPNopaTUBHbIE Y TEMATUYECKME
coumanbHble CeTH, a Takke TeMaTUyeckme CaiTbl 3HaKOMCTB.

CainTbl, NO3BOJ/IAKOLLME MO/Ib30BATE/H CKPbIBaTh CBOKD JIMUHYH MHPOPMAaLMIO U
npesocTaBaAstoLLME JOCTYN K 3a6/10KMPOBaHHBIM CarTam.

CaiiTbl, NpeAoCTaBAstOWMe AOCTYM K CepBUCaM, 06beAVHAIOLLMM Nob30BaTeNel C
Lenbto f4o6bluv (MalHUHIA) KPUMTOBAJIHOT.

PyKOBO,ELCTBO nosab3oBaTenda
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u Dr.Web » Hactpoikm > OducHeld kontpene > admin » FHTepHer — O X
@ ‘ admin Pexxvm paboTbl
BAoKWpOEaTE NO KAaTErOpMAM v
WHTepHeT E CaiThl 4NA B2ROCALIX E Teppopwzm
B [¥] Hacuame [T] HeuenzypHan aekcnka
pema
[v] Opyxue [ 4atm
Dannbl W Nanku [¥] AzaprHeie urpe: [T] 3nextponHan noura
[v] HapkoTuku [[] CoumaneHeie cetn
[¥] Ownaidn-vrpel [T] Anonumaiizepe:

[+] NMynw ans aoBeiun kpunTosanoT

Benelil N YEPHBIA CNWCKHM...

bezonacHbIr nouck

ABTOMaTWYECKW BKAKIYATE (IJyHKLI,HPCI fe20MacHOro NOMCKa B MOWMCKOELIX CUCTEMAX

@ B«

PucyHok 19. Hactpoiika goctyna B UHTepHeT no kateropuam cautos

[ns 3anpeTa goctyna K pecypcam TpebyemMou kaTeropmm ycCTaHOBUTE COOTBETCTBYHOLLMIA
dnaxok.

Takke B 3TOM peXkrMMe Bbl MOXETe CaMOCTOATENbHO YKa3blBaTb CalTbl, JOCTYMN K KOTOPbIM
OyzeT 3anpeLaTbCsa UM pa3peLlaTbCs BHE 3aBUCUMOCTU OT APYrMX OrpaHNUYeHn:

e YT06bI 32610KMpPOBaTL AOCTYN K CalTy, HE OTHOCALLEMYCSH HU K OAHOW M3 yKa3aHHbIX
KaTeropui, ero cnesyeT BKIKOUNTb B MONb30BaTE/IbCKUIA YEPHbIN CMNCOK.

e YTOObI NPUHYANTENBHO pPa3peLlnTb AOCTYN K CalTy, HECMOTPSA Ha TO YTO OH OTHOCMKTCA K
Kakoun-n11bo 13 HexxenateNnbHbIX KATEropun, ero ciesyet BKAKOUNTb B NOAb30BaTeNbCKUI
B6enbl Crncok.

BnokupoBaTb BCE, Kpome caiiToB U3 6es10ro cnucka

B 3TOM pexkume 3anpeLyaercs 4OCTyn KO BCeM Beb-pecypcaM, KpoMe yka3aHHbIX B 6enom
Cru1cKe CanToB.

Be3onacHbIii nonck

B ntobom n3 pexrmoB, KpoMe pexkvMma bes orpaHMueHuis, Bbl MOXeTe BKIHOUNTL OMLMIO
Be3onacHbIN NOUCK, KOTOPas BAUAET Ha BblAayy pe3ybTaTOB MOUCKOBbIX CUCTEM. DTa
bYHKUMA NO3BONSET UCKNHOUNTD HEXENaTeIbHble pecypchbl U3 pe3ynbTaToOB MOUCKA, UCMO/b3Ys
CpeacTBa MOUCKOBbLIX CUCTEM.

PyKO BOACTBO NoJib30OBaTend
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Ansa aktmBaumn ¢yHkunm besonacHbIM NOUCK YCTaHOBMUTE NepekItovaTesib B COCTOAHME B,

Benbi N YepHbIA CNUCKN CaNTOB

B 3TOM OkHe 3a4atoTCs CNUCKN CalnTOB, AOCTYN K KOTOPbIM pa3peluaeTcs uamn 610kmpyeTca BHe
3aBUCUMOCTM OT OCTaNbHbIX HacTpoek Moaynst OPUCHBIN KOHTPOb.

Ana paboTbl c 6enbiM M YePHbBIM CMUCKaMMN HaXXMUTe KHOMKY Bbenblii n uepHbI cnnckw.

m Dr.Web » Hactpoikm > OducHeld kontpene > admin » FHTepHer — O X

benbiv cnncok UepHbIiA cnncok

google.com yandexru

ok.ru

DK ‘ ‘ OTMEHNTE @

PucyHok 20. ®opmupoBaHue 6en10ro n UepHoOro cNMcKoB

Mo ymMonuaHuto cnucky nyctbl. Mpu HEO6XOAMMOCTM Bbl MOXeTe J06aBUTb ajpeca CanToB B
6enbii AN YepPHbIW CMUCOK.

®opmMupoBaHMe CNUCKa AOMEHHbIX apPecoB

1. BBeanTe JOMEHHOE UMS UAN YacTb JOMEHHOIO MMEHW cainTa B nosie benblit cnncok nan
YepHbIii CNUCOK, B 3aBMCMMOCTM OT TOTO, XOTUTE JIN Bbl Pa3peLlnTb UAK 3aNpeTuTb AOCTYN
K HEMY COOTBETCTBEHHO:

e 4TO6bI 06ABUTL B CMUCOK ONpeseNeHHbIV CaliT, BBeAWTe ero agpec (Hanpumep,
www . example . com). [lOCTyn KO BCEM pecypcam, pacnoNoXeHHbIM Ha 3TOM canTe, byaeT
onpeaenaTbCa JaHHOW 3anuchblo;

e UTOObI paspeLmnTb AOCTYN K TEM carTaM, B ajpece KOTOPbIX COAEPKUTCA OnpeseneHHbI
TEKCT, BBEAMTE B MoJie 3TOT TeKCT. [puMep: ecan Bbl BBeAETE TEKCT example, TO 4OCTYN K
agpecam example.com, example.test.com, test.com/example, test.example222.ru u 1. n.
byneT onpeaensitbCa JaHHOM 3aMNUCbIO;

PyKOBO,CLCTBO nosab3oBaTenda



A
d
A

A\

O¢UCHDbIA KOHTPONb

63

e yTOObI paspeLlnTb JOCTYN K ONpPeseNeHHOMY AOMEHY, YKaXnte UMs AOMeHa C CUMBOJIOM
«.». B Takom cnyyae goctyn Ko Bcem pecypcam, HaxoAAaLLMMCA B 3TOM AOMeHe, byaeTt
onpeAensiTbCs AaHHOWM 3anncbto. ECam npu ykazaHWUM AOMEHA NCMOb3YeTCs CUMBOJ «/»,
TO Ta YaCTb MOACTPOKU, UTO CTOUT C/IEBa OT CUMBOJIA «/», ByAeT cuMTaThbC JOMEHHbIM
MMEHEeM, a YacTu crpasa OT CMMBOJIa — YacTbtO Pa3peLUEHHOro Ha JaHHOM JOMEHe
ajpeca. [pumep: ecn Bbl BBeAeTe TEKCT example . com/test, TO 6yayT
obpabaTtbiBaTbCs TakMe agpeca kak example.com/test11, template.example.com/test22 n
TN,

e UyTO6bI 06ABUTL B MCK/HOUEHUS OMNpeaesieHHble CaliTbl, BBEAUTE ONPEAENAOLLYIO UX
Macky B nose BBoga. Macku gobasnstotca B popmate: mask://. ..

Macka 3agaeT ob6Lyto YacTb UMeHU obbekTa, NP 3TOM:

o CUMBOJ «*» 3aMeHsAeT obyro, BO3MOXHO MyCTyt0, NOC/eA0BaTe/IbHOCTb CUMBOJIOB;

o CMMBOJ «?» 3aMeHAeT Nt06O0K, B TOM YMcCae NyCTOWN, HO TOIbKO OAWNH CUMBOJ.

Mpumepsi:

o mask://*.ru— ByAyT OTKPbIBAaTLCA BCE CaWThl B 30HE .Iy;

o mask://mail — OyayT OTKPbIBaTbCA BCE CaWThbl, B KOTOPbIX COAEPXKUTCA CIOBO
"mail”;

o mask://??2?.ru— ByAyT OTKPbIBATbCA BCE CallTbl 30HbI .U, UMEHa KOTOPbIX COCTOAT
13 TPEX NN MeHee 3HaKOB.

BBegeHHas cTpoka npu fobaBneHUM B CMUCOK MOXKET HbITb Mpeobpa3oBaHa kK
yHMBepcanbHoMy Buay. Hanpumep: agpec http://www.example.com 6yaet npeobpa3osaH
B 3anuncb www.example.com.

2. Haxmute kHonky "2/, utobbl n06aBUTL aapec B CMCOK.

P

3. YT1o6bl yAaAUTL aApec U3 Cnucka, BbibepuTe ero B crmcke 1 Haxxmute kHornky .

4. Mpw HeobxoanMOCTM NoBTOopUTe Warn 1 u 2 ana fobaBaeHus 4pyrux pecypcos.

9.1.2. Bpems

B 3TOM pa3zene npon3BOANTCA HacTPOWKa OrpaHNYeHUA Mo BpemeHu paboTbl
nosib3oBaTesiei 3a KOMMbOTEPOM U B ceTh VIHTepHeT.

Mo ymonuyaHuUto Nonb3oBaTensm paspelleHo paboTaTb 3a KOMMbIOTEPOM U B CeTU VIHTepHET
HeorpaHM4YeHHOe Bpems.

Bbl MOXeTe Ha3HaunTb orpaHMYeHme No BpeMeHn paboTbl AN NOAb30BaTeNEN, UCMONb3YA
Tabanuy ¢ BpeMeHHbIMW KBagpaTaMu.
OrpaHuuyeHne BpemMeHU A0CTyMna B peXkume Tabauubl

1. BbibepuTe AHW Heaenn n yachkl, Korga TpebyeTcs 3anpeTuTb NOJb30BaTENHO BbIXOZ B
NHTepHET, 1 BblAennTe COOTBETCTBYHOLLME BPEMEHHbIe KBajpaTbl CUHUM LIBETOM:

e UTOObI BbIAENNTL OAMH KBaAPaAT, LWENKHUTE NO HEMY OAMH Pa3 IeBON KHOMKOW MbILUK;

PyKOBO,ELCTBO nosab3oBaTenda
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e YTO6bI OAHOBPEMEHHO BbIAENNTb HECKOIbKO PACMONIOXEHHbIX PAAOM KBaApPaTOB, OAMH
pa3 LesKHUTE NEeBOM KHOMKOW MbILIW NO NepBOMY KBaApaTy U, yAep>KMBas KHOMKY
Ha>XaTOW, BblAeNINTE BECb HEOHXOAMMbIN MEPUNOAL,

2. BbibepuTe AHM Heaenn 1 Yachl, Koraa TpebyeTcs 3anpeTuTb Noab30BaTesto paboTy 3a
KOMMbHOTEPOM, ¥ BbIAENNTE COOTBETCTBYHOLLME BPEMEHHbIE KBaZpaTbl KPaCHbIM LiBETOM:

e YTOObI BblAENNTb OAUNH KBaApaT, ABa> bl WLENKHUTE MO HEMY NeBO KHOMKOWN MblLLW;

e yTOOblI OAHOBPEMEHHO BbIAENINTH HECKOJILKO PACMOIOXKEHHbIX PSAOM KBaApaToOB,
ABaXKAbl LWENKHUTE IeBON KHOMKOW MbILUM MO NePBOMY KBaApaTy W, yAepXXunBas KHOMKY
Ha>XaToW, BblAeNnTe BeCb HEOOXOAMMbIA NEPUOA,

Bbl MOXeTe Takke co3gaBaTb pa3Hble HaCTPOMKM AN OAHOTO NOAb30BaTENS, COXPAHASA UX B
npoduan. flaHHas onuua bygeT yaobHa, eciv BaM NOHaA0bMTCA Nepnonyeckn MeHATb
HaCTPOMKM Ha Apyrue npeAonpeaeneHHble 3Ha4YeHna (HanpumMep, 3ajaBaTb pa3Hble
OrpaHMYeHnsa BO BpeMA y4ebHOro roga v WKOAbHbIX KaHWKYN).

Co3paHue n usmeHeHue Nnpopuna HacTpoek

Bbl MOXeTe N3MEHWUTb NOAb30BaTENLCKNI NPOGUAb HACTPOEK UM CO34aTb HOBBIN.

1. [lns co3gaHna HOBOro Npoduas Haxmute kHonky '*/ 1 3agaiite umsa npoduns. Haxmure
OK.

2. ,ﬂ,l'lﬂ MN3MEHEHWNA MNMONb30BaTE/IbCKOIo I'IpOCI)I/IfIFI Bbl6epI/ITe €ro mn3 cnucka.

3. Mocne 3TOro BHecnMTe HeOHXOANMbIE N3MEHEHNA B Tabaunuy.

Mpw BeibOpe Nnpoduns bes orpaHNUeHNA 1 BHECEHUW U3MeHeHUI B Tabanuy npodunb 6yaet
aBTOMaTU4YeCKu 3aMeHEeH Ha MOJIb30BaTE/IbCKUA.

9.1.3. ®ansbl U NankKu

Mo yMONYaHWUIO OrpaHnyeHnsa Ha JOCTYN K Galinam 1 namnkam oTCyTCTBYHOT. YTOObI HAaCTPOUTL
OrpaHMYeHUns, BKIKUNTE COOTBETCTBYHOLLYHO OMLMIO U HAaXMUTE KHOMKY O6BbeKTbl.

PyKOBO,ELCTBO nosab3oBaTenda
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m Dr.Web » Hactpoikm > OducHeid kontpene > admin » ®aidne v nankw — O X

Darnbl N Nankm

®

ObvexT Joctyn

I C\Recovery 3abnokvpoBaHo v

0K | ‘ OTMEHNTE @

PucyHok 21. YnpaBneHue goctynom K ¢paniam u nankam

o,

[ns Toro utobbl 406aBUTL O6BEKT B CMNCOK, HAXMMUTE KHOMKY =/ 11 BbIGepUTE HY>XKHbIN haii
nav nanky. o ymonuaHuio, ob6aBaeHHbIN 06bekT byAeT AOCTYNeH NoNb30BaTeNO TONbKO ANS
YyTeHuA.

Ansa TOro 4tobbl NONHOCTBIO 3a610KMPOBaTh AOCTYN K BbIOPaHHOMY 06beKTy, HaxkMuTe Ha
yCTaHOBJIEHHOE OrpaHNYeHVe ¥ B BbiNajatoLLleM crivcke Bbibepute 3abaoknpoBaHo.

F |

[lns Toro utobbl yaanuTb 06bEKT, BbiGepuTe €ro B CrMCKE W HaXMUTE KHOMKy .

O6paTtnte BHMMaHWeE, YTO OrpaHnYeHre JOCTyna He rapaHTMpyeTCs Npu 3arpyske
KOMMbIOTEPA CO CbEMHbIX HOCUTENEN v obpaLleHnm K 3ajaHHbIM 06bekTam 13 Apyrmx
onepaunoHHbIX CUCTEM, YCTAHOBNEHHbIX Ha KOMMbOTEPE.

PyKOBOACTBO nosb30BaTena
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10. UcknroueHuns

B AaHHOM pa3gene Bbl MOXeTe HaCTPOUTb NCKNOUYEHNA U3 NPOBEPOK KOMNOHeHTamu SplDer
Guard, SpIDer Gate, SplDer Mail n CkaHep, a Takke f06aBUTb agpeca OTNpaBUTENEN B YEPHbIM
nav 6enblil CNMCOK, YTOHbl MMCbMa OT HUX HE MPOBEPAINCH Ha CNam.

Y106bI HACTPOUTbL UCK/TIOYEHUSA, OTKPOMNTE MEHIO £ 3anyctnte Hacrpowkum {:‘:':} B pexxume
ajMuHucTpaTopa v Beibepute pasgen Ucknrouenums.

i} ObpaTute BHYMaHVeE, YTO U3MEHEHWs B 3TOM pa3zene MoryT 6biTb 3a610KMpOBaHbl CO
CTOPOHbI a4MUHUCTPaTOPa Balleil aHTUBUPYCHOM CETH.

[lns HacTpOWKM AOCTyNa K canTaM, KOTOpble He PEKOMEHAYHOTCS K MOCELLEHNO KOMMaHWen
«[JokTop Beb», BbIbepuTe pasgen Beb-canTsbl.

Ana nckntoyeHna onpegeneHHbix GaioB 1 Manok n3 npoBepku BbibepuTe pasgen Panbl 1
nanku.

[Ans vcknroueHMa onpeaeneHHbIX NPOLLEeCCoB M3 NpoBepkn kKoMnoHeHTaMu Dr.Web BbibepuTe
pa3saen [lpunoxeHus.

[na HaCTPOWKM NPOBEPKM NMMCeM Ha cnam komnoHeHTom SplDer Mail BbibepuTe pa3aen
AHTMCnaMm.

10.1. Cauntbl

Ecnm Bbl XOTUTE NOAYYNTb JOCTYN K CaliTaM, KOTOPbIE HE PEKOMEHAYHOTCS K MOCELEHMIO
komnaHuen «[Joktop Beb», fobaBbTe X B UCKAtOUeHMs. [JOCTyn K caiTaM U3 cnucka byaet
pa3peLleH, 04HaKO aHTUBUPYCHas NpPOBepKa 3TUX CalToB coxpaHseTcs. 1o ymonyaHuto
cnuncok nyct. Ecan agpec caiTa fobaBnieH B 6enbii CNUCOK, TO AOCTYN K HeMy byaeT
NpeaoCTaBAATLCS BHE 3aBUCUMOCTM OT Apyrux Hactpoek SplDer Gate. O6paTtnTe BHUMaHWe,
eC/IN TaKoW cauT jobaBNeH OAHOBPEMEHHO M B YEPHbIA CNNCOK MOAYAsi OPUCHbBIA KOHTPOb,
N B UCKNHOUEH WS, OCTYN K HeMY ByaeT 3abn0KMpoBaH.

PyKOBO,CLCTBO nosab3oBaTenda
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& Dr.Web > Hactpoiikn > Wcknreuenna > Beb-caiiTel - O X

@ MCKﬂ |‘0qu M ﬂ MCI‘IOJ‘II:SYVITE Benwid cnucok, YTobel PazpellMTe 40CTYN K CANTam,

HepekomeHayenmsiv DrWeb, AHTWEWPYCHAA NPOBEPKE TAKWX CAMTOE COXPaHABTCA,

Beb-caiThl | @ @

Mainbl U Nankw

ObweKkTsl SplDer Gate

[MpunoxeHuna

AHTWCIAM Crncok nycr

PucyHok 22. [lobaBneHune caiiToB B UCK/IFOUEHUA

®dopmupoBaHMe CNUCKa AOMEHHbIX apecoB

1. B none BBOZa yKaXkmTe JOMEHHOE UMSA UAN YacTb JOMEHHOIO MMEHW calTa, JOCTyn K
KOTOPOMY Bbl XOTUTE Pa3peLlnTb BHE 3aBUCMMOCTU OT APYrX OrpaHUUYEHNI:

e yTO6bI 06aBUTHL B CNUCOK ONpeaeNeHHbIN CanT, BBEAUTE ero agpec (Hanpumep,
www . example.com). [lOCTyn KO BCeM pecypcam, pacrnoNoXeHHbIM Ha 3TOM canTe, byaeT
paspeLueH;

e yTOObI pa3peLnTb JOCTYN K TEM CallTaMm, B ajpece KOTOPbIX COAEPXKUTCA OnpeaeeHHbIN
TEKCT, BBEANTE B MNOJi€ 3TOT TEKCT. I'IpV||\/|ep: €C/IN Bbl BBeJeTe TeKCT example, TO AOCTyn K
agpecam example.com, example.test.com test.com/example,
test.example222.ru n T. N. OyaeT paspeLueH;

e yTOObI paspeLnTb JOCTYN K ONpeseNeHHOMY AOMEHY, YKaXunte nMs AOMeHa C CUMBOJIOM
«». B Takom cnyyae goctyn KO BCeM pecypcaM, HaxoAAaLLMMCA B 3TOM AOMeHe, byaeTt
pa3pelueH. Eciv npu ykasaHUn JOMeHa UCMOo/b3yeTca CUMBOJ «/», TO Ta YacTb
NOACTPOKM, UTO CTOUT C/IeBa OT CUMBOJIA «/», ByAeT cuMTaTbCA JOMEHHbIM UMEHEM, a
YacTu cripaBa OT CMMBOJIa — YacCTblO pPa3peLleHHOoro Ha JaHHOM JOMeHe ajpeca.
MpuMep: ecan Bbl BBejeTe TEKCT example . com/test, TO OyayT pa3peLleHbl Takme
ajpeca kak example.com/testll, template.example.com/test22 nT1.n,

e yTOObI 06aBUTHL B NCK/IOYEHMA OMNpeseNeHHble CaiTbl, BBEAUTE OMpPeAens oLy NX
Macky B nose BBoja. Macku pobasnsatorca B dopmate: mask://. ..

Macka 3azaeT ob6LLyto YacTb MMeHU 06beKTa, MPU 3TOM:

5 CUMBOJ «*» 3aMeHAeT ]'II-O6yI-O, BO3MOXHO NMYCTYyHO, MOC/1e[0BaTE€NbHOCTb CUMBOJIOB;

PyKO BOACTBO NoJib30OBaTend
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o CUMBOJ «?» 3aMeHAeT Ntobon, B TOM UnC/ie NyCTOW, HO TOIbKO OANH CUMBOJI.

Mpumepsi:

o mask://*.ru— OyAyT OTKPbIBAaTbCSA BCE CallTbl B 30HE .Iy;

o mask://mail — 6yAyT OTKPbIBATLCA BCE CaliTbl, B KOTOPbIX COAEPXKNTCH CI0BO
"mail”;

o mask://??2?.ru— ByayT OTKPbIBATbCA BCE CallTbl 30HbI .U, UMEHa KOTOPbIX COCTOAT
N3 Tpex WA MeHee 3HaKoB.

BBegeHHas cTpoka npu fobaBaeHUM B CMUCOK MOXKET HbITb Mpeobpa3oBaHa K
yHMBepcanbHoMy Buay. Hanpumep: agpec http://www.example.com 6yaet npeobpa3osaH
B 3anuncb www.example.com.

i

2. Haxxmute kHonky \I/. YKa3aHHbIN agpec NOSBUTCS B CMIUCKE.

3. Mpu HeobxoamMMoCTn noBTOopUTE Warn 11 2 ans gobaBneHns Apyrux agpecos. YTobel
yAanuTb aapec 13 6enoro cnucka, BbibepnTe COOTBETCTBYHOLIMIA 3NEMEHT B CMINCKE U

HaXxxmuTe kHonky “2,

Pa6borta c o6bekTamMu B cnucke
Mpn HaXaTUM KHOMKM N AOCTYMHbI Ceytolme AeNCTBUS:

e JKCNOPT — 3Ta ONuMA NO3BONAET COXPaHUTb CO3AaHHbIA CMNCOK UCKIOYEHWUI, YTOObI
MCNONIb30BaThb €ro Ha APYroM KOMMbIOTEPE, Ha KOTOPOM YycTaHoBAeH Dr.Web.

e mnopTt — 3Ta onuuMa No3BOAAET NCNOAb30BaTh CMUCOK UCKIFOUYEHWIA, CO3AaHHbIN Ha
APYroM KoMnbroTepe.

e Ounctutb Bce — 3Ta onunAa No3BONAET yaannTb BCE 06BEKTbI U3 CMUCKA NCKIHOUEHWA.

10.2. ®aninbl U NanNkKu

B 3TOoM pa3zene 3asaetcsa cnncok nanok n Gannos, KOTOPble NCKNHOYALOTCA U3 MPOBEPKM
komnoHeHTamm SplDer Guard n CkaHep. B Takom kayecTBe MOTyT BbICTynaTh Nanku kapaHTUHa
aHTUBMpYca, paboune nankv HeKOTOPbIX MPOrpaMm, BpeMeHHble darinbl (Gansibl NogKaukm)
nT.n.

Mo ymonuaHuto cnucok nyct. lobaBbTe K UCKNHOUEHUAM KOHKPETHbIE Nanku 1 Ganabl nan
MCNOAb3yNTe Macku, YTOHbI 3anNpeTUTb NPOBepPKy onpeaeneHHoN rpynnbl dannos. Kaxabin
nobaBnseMbli 06BEKT MOXHO UCKNHOUNTL U3 MPOBEPKM Kak 06OMX KOMMOHEHTOB, Tak U
KaXk4oro B OTAeNbHOCTU.

PyKOBO,ELCTBO nosab3oBaTenda
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u Dr.Web » Hactpoiikm > Mcknrouenna > @ainel n nankw — O X

@ I/ICKﬂl‘OquMﬂ Bil MOXETe NCKAKUWTE W2 MPOBEPKK OMNpedeneHHbIe dainsl 1 nanku.
Beb-caithl : | :
ObsekT SplDer Guard CraHep

Mainbl U Nankw

[MpunoxeHuna

Crncok nyct

AHTMCNam

PucyHok 23. UckitoueHunsa ¢paiizioB 1 nanok ns npoBepKu

®dopmMupoBaHMe CNUCKA UCKJTFOUEHU

1. YT06bI fO6ABUTL NanKy nan darin K CNNCKy UCKITHOYEHWA, BIMONHUTE OAHO U3 CeAYHOLLMX
AEeNCTBUN:

e UTO6bI yKa3aTb KOHKPETHbIN CyLLEeCTBYHOLWMN dan nan nanky, HaXxKMmUTe KHOMKY ® B
OTKPbIBLUEMCS OKHE HaxXMuTe KHornky O63op 1 BbibepuTe nanky nan Gann B
CTaHAAPTHOM OKHe OTKPbITUA Paina. Bbl MOXeTe BpyUYHYHO BBECTW MOJHbIA NyTb K danny
WAM Nanke B NoJie BBOAQ, a Takoke OTpeAakTMpoBaTh 3aNncb B NoJie BBOJA Nepes
AobasneHvem ee B cnuncok. Hanpumep:

e C:\folder\file.txt — nckntoyaet n3 nposepku parn file.txt B nanke C\folder.

e C:\folder — WCK/IOYAET U3 NPOBEPKM BCe noananku n Gannabl B nanke C:\folder.

e YTOObI NCKNHOUNTL M3 MPOBEPKN Balin C onpeseneHHbIM UMeHeM, BBeAnTe uMa Gaina,
BK/IIOYAA pacluMpeHmne, B MoJie BBOAA. YKa3biBaTb NyTb K panay npu 3ToM He Tpebyetcs.
Hanpuwmep:

e file.txt — nCKNtOYaeT N3 npoBepku Bce darnbl ¢ UMeHeM file n paclumpeHmvem .txt
BO BCeX narkax.

e file — WCKNOYAET M3 NPOBeEpPKM BCe Painbl c UMeHeM file 6e3 pacwmpeHns Bo Bcex
narkax.

e YTOObI NCKNHOUNTL M3 NPOBEPKN Galibl AW Nanku onpeseneHHoOro Buaa, BBeanTe
ONpesenstoLLyto NX Macky B MoJsie BBOJA.

Macka 3agaeT 06Lyto YacTb MMeHN 0bbekTa, NpK 3TOM:

PyKO BOACTBO NoJib30OBaTend
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® CYIMBOJ «*» 3aMeHsAeT Ntobyto, BO3MOXHO MyCTyto, NOCAeA0BaTebHOCTb CUMBOJIOB;
® CYIMBOJ «?» 3aMeHseT Nt0b0W, HO TOIbKO OANH CUMBOJT;
Mpumepsi:

e oTueT*.doCc — Macka, 3agarowas Bce JokyMeHTbl Microsoft Word, HazBaHMe KOTopbIx
HauMHaeTCa C MOACTPOKMN «OTYET», Hanpumep, Gannbl oTyeT-deBpanb.doc,
otuet121209.doc n T.4.;

e *.exe — Macka, 3ajatoLas Bce ncnosHaemble Gannbl ¢ pacwmpeHvem EXE,
Hanpumep, setup.exe, iTunes.exe N T. 4,

e photo????09.,jpg — Macka, 3ajatoLLas Bce Gparinbl n3obpaxeHmnin popmata JPG,
Ha3BaHWe KOTOPbIX HaUMHAETCA C NOACTPOKN «photo» 1 3akaHuUMBaeTCA NOACTPOKOW
«09», Npu 3TOM Mexay ABYMA 3TUMM NOACTPOKaMM B Ha3BaHUM dalina CTouT POBHO
yeTblpe MPON3BOJIbHbIX CMMBOAA, Hanpumep, photo121209.jpg, photomama09,jpg
nnan photo----09,jpg.

e file* — nckntouaet 13 nposepkmn Bce daibl C NHOOBIMU PaCLUMPEHNAMU, UMS
KOTOpbIX HaunHaeTca c file, Bo Bcex nankax.

e file.* — nckntouaet 13 nposepkun Bce dannbl c UMeHeM file n Nt0bbIM paclumpeHnem
BO BCeX Markax.

o C\folder\** — nckitouaet n3 nposepku Bce nognankn n eannsl B nanke C\folder. B
noanankax Gawabl 6yayT npoBepsaTbCS.

e C\folder\* — nckntouaet n3 nposepku Bce pannbl B nanke C\folder n Bcex
nognankax Ha t060M ypOBHE BNIOXXEHHOCTH.

e C\folder\*.txt — nckntouaet 13 nposepkmn darinbl *.txt B nanke C:\folder. B
nognankax Gannbl *.txt 6yayT npoBepATbCA.

e C\folder\*\*.txt — nckntouaet 13 nposepkn danbl *.txt TONbKO B Nognankax
nepBoro ypoBHs BaoxeHHocTn nanku C\folder.

o C\folder\**\*.txt — nckitouaet n3 nposepku dannbl *.txt B nognankax Aoboro
ypoBHs BnoxeHHoctv nanku C\folder. B camon nanke C\folder pannbl *.txt 6yayt
NPoBepATLHCA.

2. B OkHe HaCTpOWKM yKaxnTe, Kakne KOMMOHEHTbI He JOIKHbI MPOBOAUTL MPOBEPKY
BbiGpaHHOro darna.
Haxxmute kHonky OK. BeibpaHHbIA dann nam nanka noABUTCA B CUCKE.

4. [ins Toro utobbl OTPEAAKTMPOBATL UCKIHOUEHWE, BbIGEPUTE HYXKHbIV 31EMEHT B CMIMCKE 1
Hasmue .

5. Mpwn HeobxogmmocTn nosTopuTe Warn 1 un 2 ans gobasneHns Apyrmx ¢arinos UaM Nanok.
UTo6bl yaanuTb Garin nam nanky U3 Cnmcka UCKIOYeHUI, BblbepuTe COOTBETCTBYHOLLMIA

P

3/IEMEHT B CMUCKE U HaXXMUTE KHOTMKY
Pa6ota c o6bekTamMu B cnucke

o

Mpwv HaxaTnn KHoMKK " 4OCTYMHbI Cesytowme AencTBUS:

PyKOBO,ELCTBO nosab3oBaTenda
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e JKCNOPT — 3Ta ONuMA NO3BONAET COXPaHUTb CO3AaHHbIA CMNCOK NCKIOYEHWUI, YTOOBI
MCNoAb30BaTb €ro Ha APYyrom KOMMbloTepe, Ha KOTOPOM ycTaHoBaeH Dr.Web.

e mnopTt — 37a onumsa No3BOASET UCMONb30BaTh CMUCOK UCKIOYEHMIA, CO3aHHbIN Ha
APYroM KoMMbHoTepe.

e Ounctutb Bce — 3Ta onuunAa No3BONAET yaannTb BCE 06DBEKTbI U3 CMUCKA NCKIHOUEHWNA.

10.3. MpunoxxeHuns

B 3ToM pa3gene 3agaeTcs CMUCOK NPOrpaMm 1 NPOLLECCOB, KOTOPbIE NCKIOYAOTCA U3
npoepku SplDer Guard, SplDer Gate n SpIDer Mail.

Mo YMONYaHWNIO CMUCOK MYCT.

& Dr.Web > Hactpoiikn > Wckniouenna > Mpuaoskenun - O X

— Bl MOXETe MCKAKYNTE M3 MPOBEPKKA O efeneHHBle NporpamMmMel M NPoUeCCH. 3T0,
© WckntoueHns posep onp porp P
BO3MOXHO, YBEAWYHWT CKOPOCTE NPOBEPKK, HO Be30NacHoCTL KOMNBHOTERE MOXET

BbITe NOA Yrpo20M.

®OO

Mpunoxenws ObnexT SplDer Guard SplDer Gate SplDer Mail

Beb-caiThi

Mainbl M Nankw

AHTMCNam

Crnwncok nycr

PucyHok 24. Cnncok uckirouaemMbixX NpUIoXKeHUN
®dopmupoBaHMe cnncka UCKIOUEHUN

1. Yt06bI £OBABUTL NPOrPaMMy UAN NPOLLECC K CMUCKY UCKIKOUEHUIA, HaXXMUNTe @
BbINONHWTE O4HO M3 CheayroLmnX AeUCTBUIA:

e B OTKPbIBLUEMCA OKHE HaXXMuTe KHOMky O630p 1 Bbibepunte NpuaoxeHe B CTaHAAPTHOM
OKHe OTKpbITUS dalina. Bbl MoXxeTe BPyUHYO BBECTM MOJHbIA MYTb K MPUAOXEHMWIO B Noae
BBOZa. Hanpumep:

C:\Program Files\folder\example.exe

e UTOObI NCKNKOUMTL MPUIOXKEHWE N3 NMPOBEPKW, BBEAUTE €r0 UM B MOJe BBOAA.
YKa3blBaTb MOJIHbIA MYTb K MPUNOXEHWUIO MPK 3TOM He TpebyeTca. Hanpumep:

example.exe

PyKO BOACTBO NoJib30OBaTend
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AT
\g’:

e YTOObI UCKIHOUUTL U3 MPOBEPKN MPUNNOXKEHNA ONpeaeseHHOro Bnja, BBejnTe
onpeaenAaroLlyro nx Macky B noae Beo4a

Macka 3agaeT o6Lyto YacTb MMeHU obbekTa, NP 3TOM:

e CMBOJ «*» 3aMeHseT }'II-O6yI-O, BO3MOXHO NyCTyrO, noCnef0BaTe€bHOCTb CMMBOOB;

e CMBOJ «?» 3aMeHAEeT I0O0IN, HO TONIbKO OJUH CUMBOJI;
MprMepbl 3agaHKA NCKTHOYEH WA

e C:\Program Files\folder\*.exe — WUCKIOYaET N3 NPOBEPKN MPUIOXKEHNA B
nanke C:\\Program Files\folder. B nognankax npuaoxeHuns 6yayT npoBepsATbCS.

e C:\Program Files\*\*.exe — NUCKIOYAET 13 NPOBEPKM MPUIOXKEHUNA TONLKO B
noAnankax NepBoro ypoBHsA BaoxeHHocTn nanku C:\Program Files.

e C:\Program Files\**\*.exe — MUCK/IHOYAET N3 MPOBEPKN MPUIOXKEHNA B
noanankax t060ro yposHsa BaoxeHHocTu nanku C:\Program Files. B camoi nanke C:
\Program Files npnno>xeHuns 6yayT npoBepATbCS.

e C:\Program Files\folder\exam*.exe — UCKIKOYaAET N3 NPOBEPKM Nt0DbIE
npunoxexus, B nanke C:\Program Files\folder, Ha3BaHWA KOTOPbIX HaUMHAOTCA C
"exam". B nognankax 3Tm npuaoxeHunsa 6yayT npoBepAaTbCA.

e example.exe — UCKIHOYAET U3 MPOBEPKN BCE MPUNOXKEHNS C UMeHeM example 1
paclmpeHnemM .exe BO BCeX Marnkax.

e example* — NCKIHOYAET 13 NPOBEPKN MPUNOXKEHNSA noboro ™Mna, MeHa KOTOpPbIX
HauyMHarTCA C example, BO BCeX Mankax.

e example.* — UCKIOYAET U3 NPOBEPKN BCE MPUNOXKEHMSA C UMeHeM example n
NtO6bIM paclMpeHeM BO BCEX Marnkax.

e Bbl MOXeTe NUCKIOUYNTb U3 MPOBEPKN NMPUIOXKEHWNE MO MMEHU NepeMeHHOW, ecan B
HACTPOMKaxX CUCTEMHbIX MepeMeHHbIX 3aaHO UMSA N 3HAYEeHNe 3TON NepeMeHHOMN.
Hanpumep:

e SEXAMPLE PATHS%\example.exe — UCKIKOYAET N3 NPOBEPKM MPUAOXKEHME MO UMEHMN
CUCTEMHOWN NepeMeHHOW. VIMs cMCTeMHOW NepemMeHHOW 1 ee 3HaYeHne MOXHO 3ajaTb
B HaCTpOMKax OnepaLnoHHON CUCTEMBI.

[ns onepaumoHHon cnuctembl Windows 7 1 Bbiwe: MaHenb ynpaBaenua — Cucrema —
JononHutenbHble NapamMmeTpbl cMctembl — [lonosnHutenbHo — MNMepemeHHble cpeapbl
— CuctemMHble NnepemMeHHble.

Nms nepeMeHHOW B npumepe: EXAMPLE PATH.

3HaueHne nepeMeHHON B npuMepe: C: \Program Files\folder.

2. B OKkHe HaCTpOWKM yKaxunTe, Kakmne KOMMOHEHTbI He JO/IKHbI MPOBOANTL MPOBEPKY
BbiOpaHHOro npuaoxeHus. [ns 06beKTOB, MCKIKOYAaEMbIX N3 MPOBEPKN KOMMOHEHTaMM
SpIDer Gate n SplDer Mail, yka>knte 2ONOAHUTENbHbIE YCIOBUA.

PyKOBO,ELCTBO nosab3oBaTenda
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Mapametp

HezaBucumo ot
Hannums
umdpoBo
noAnMucK
NPWIOXKEHWS

Mpw Haanumm
JNEeVCTBUTENbHO M
umdpoBson
noAnucu
NPWAOXKEHWS

JNlrobow Tpaduk

3awmndppoBaHHbIn
Tpadpuk

[lo Bcem IP-
agpecam u
noptam

Mo ykazaHHbIM |P-
aspecam u
noptam

3asaHve agpecoB
“ nopToB

UcknroueHnsa

OnucaHue

BbibepuTte 3Ty HacTPOWKY, eCv NPUNOXKEHNE AOIXKHO ObITb UCKIHOUYEHO 13
NPOBepPKM BHE 3aBUCYMOCTM OT HAJIMUWA Y HEro AeicTBUTeIbHOM LMdpPOBON
MOAMUCH.

Bribepute 3Ty HaCTPOWiKY, €C/IN MPWIOXKEHWE LOIKHO ObiTb UCKIHOUEHO U3
NPOBEPKMN TONBKO MPU HaMUMN AeiCTBUTENbHON LMbPOBOY nognmcu
NpUNOXeHNs. B NpoTYBHOM Cayyae npunodXeHve 6yaeT NpoBepeHo
KOMMOHEHTaMMU.

Bbibepute 3Ty HaCTPOWiKY, UTOGbI UCKIOUUTL U3 MPOBEPKM M 3aLlNGPOBaHHbIV, 1
He3allndpoBaHHbIN Tpab UK NPUIOKEHNS.

BbibepuTte 3Ty HacTPOWKY, UTOBbI UCKIOUNTD U3 MPOBEPKM TObKO
3aWwundpoBaHHbIN TpadUK NPUNOXKEHMS.

Boibepwte 3Ty HacTpOWiKy, UTOObI UCKNFOUNTD M3 MPOBEPKU TPaduK,
nepesaBaemblii Ha Ntobble IP-agpeca v NopTbl.

Boibepwte 3Ty HacTpowiky, UTobbl ykasaTb IP-agpeca vam nopTbl 418 UCKIFOUYEHMS
13 NPOBepKM NepesaHHOro ¢ HUX Tpaduka. Tpadwk, nepesaHHbili C OCTabHbIX
IP-agpecoB nav nopToB, 6yAeT NPOBEPEH (eC/N He UCKTKOYUEH APYTUMU
HacTpoMKamm).

[N TOHKOWM HaCTPOWMKN UCKNFOYEHUI UCMONb3YITE CesyroLL e PEKOMEHAA LN

e YTO6bI UCKIHOUNTL U3 MPOBEPKM OMpPeesieHHbI JOMEH MO OnpeaeeHHOMY
nopTy, ykaxkute, Hanpumep, site.com: 80;

e [ UCK/IOYEHMA M3 NPOBEPKM TpaduKa No HecTaHZapTHOMY MOPTY
(Hanpumep, 1111) Heobxoanmo ykasate: * :1111;

e ANA UCKIOYEHWS 13 NPOBepky Tpaduka OT JoMeHa no ntobomy nopty
yKaxwre: site:*

PyKOBO,ELCTBO nosab3oBaTenda
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m DrWeb » Hactpoikm > Moknrouerna > Npunoxerna

Wcknrouaemele NpUNoOXKeEHWA

| | ‘ O6zop...

’ MeknoumTe M2 npoeepky KomnoHeHTom SplDer Guard

MeknioumTe M2 npoeepky KomnoHeHTamm SplDer Gate m SplDer Mail

OTMEHWTE

©)

PucyHok 25. lo6aB/ieHMe NpUI0>XKEeHU B UCKJTFOUEHUSA

3. Haxmute kHonky OK. BeibpaHHOe npuaoxeHre NosBUTCSA B CNUCKE.

4. Tpw HeobXoANMOCTM NOBTOPUTE AEUCTBUA ANA 06aBAEHNA APYrUX MPOrPaMM.

Pa6borta c o6bekTamMu B cnucke

)

YTo6bl OTPEAAKTUPOBATb UCK/IHOUEHWE, BbIGEPUTE HYXKHbIV 3EMEHT B CNUCKE U HaxkmuTe 2/,
YT06bI yaaUTb NPUIOXKEHWE N3 CNCKA NCKITHOUYEHWI, BbiIDepnTe COOTBETCTBYHOLLUMIA SNEMEHT

o

B CIMCKe U HaxkmuTe 2,

Fa"

Mpn HaXXaTUN KHOMKM N AOCTYMHbI Cieytolme 4eNCTBUA:

e DKCMOPT — 3Ta OMNUMA NO3BOJSAET COXPAaHUTb CO3AAaHHbIN CMUCOK NCKIOYEHUI, UYTOObI
MCMONb30BaTh Er0 Ha APYroM KOMMbOTEPE, Ha KOTOPOM ycTaHoBeH Dr.Web.

o MMI‘IOpT — 3Ta OonunAa No3BOJIAeT NCMOJIb30BaTb CMMUCOK VICKJ'II-O‘-IeHVII\/JI, CO3AaHHbII>’I Ha

APYromMm KomMmmnbroTEpPE.

e OuncTntb Bce — 3Ta onuunAa no3BoOaAET yaannTb BCE 06BEKTbI U3 CNUCKA NCKIHOUEHWNA.

10.4. AHTUCNnam

B 3TOM OkHe 3aatoTCa CNUCKM OTNpaBuTeNemn, MMcbMa KOTOPbIX BYAYT NCKNOUYEHbI 13
nposepkun Ha cnam. KomnoHeHT SplDer Mail nponyckaeT uau pacueHvBaeT Takme NMcbMa Kak

cnam 6e3 npoBejgeHnNA aHaan3a.

PyKOBO,CLCTBO nosab3oBaTenda
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Ecan ajpec otnpaButend ,D,O6aBIIeH B 6e/bl CNUCOK, TO MNCbMO He noaBepraeTca aHaan3y Ha
cojepxKaHme cnama. Ecan ajgpec otnpasuTenA AO6aBﬂeH B l-IeprIl‘/"I CMUNCOK, TO NNCbMY 6e3
AOMNONHNTENBHOIO aHaM3a nNpucBamMBaeTCa CTaTyC CriaMa. Mo YMOAYaHWIO oba cnucka nycTobl.

& Dr.Web > Hactpoiin > Wckaredenna > AHTicnanm — O X

@ MCKﬂl‘OquHﬂ Wecnoawayiite Bensid U 4epHBIA cnvckw, JToDbl yKazaTe oTNpaBMTenel, nucema
KoTopsix ByayT obpaboTaHsl Be3 LONOAHWTENEHOMO GHANW2A.

Be6-caiTsl benblin cnncok YepHbI cnvcok

eee [ 106

MpunoxeHwa

_ Cnwcok nyct Cnwvcok nyct
AHTHCNAM

PldcyHOK 26. AOGaBJ'IEHVIe NMOUTOBbIX aApecoB B UCK/THOUEHUA

3aAaHVIe CNMUCKOB aHTUCNaMa

1. BBeauTe B None BBOAA NMOUTOBLIA aZpec OTNPaBUTENS UAN MACKY, 3aZatOLLYyHO NMOYTOBbIE
ajpeca oTnpaBuUTENEN, YbM NUCbMa Bbl XOTUTe 0bpabaTtbiBaTb aBTOMaTUYeCkM 6e3
npoBeAeHUs aHann3a. Metozbl BBOAA:

e 4yTO6bI 406ABUTL B CMMCOK OMpPEeAENeHHOro OTNpaBuUTeNs, BBEAMTE €ro NOJIHbIN
NoYTOBbIV agpec (Hanpumep, name@pochta. ru). Bce nncbma, NosyyYeHHbIe € 3TOro
aspeca, byayt obpabaTtbiBaThca 6€3 aHann3a;

e yTOObI 06aBUTHL B CMNCOK OTNPaBUTENEN, MCMONB3YHOLLMX MNOXOXNE ajpeca
3/1eKTPOHHOM MOYTbI, UCMONb3YNTE CUMBOJIbI «*» N «?2», YTOObI 3aMEHUTb
OT/INYAIOLLYHOCA YacTb agpeca. [pun 3TOM CUMBOA «*» 3amMellaeT tobyro
nocnesoBaTeNbHOCTb CUMBOJIOB, @ CUMBOJI « ?» — OAMH (toboin) cumBos. Mpumep: ecan
Bbl BBeZeTe ajpec name*@pochta.ru, TO NMCbMa OT OTNPaBUTENEN C agpecaMun BLUA
name@pochta.ru, name1@pochta.ru, name_moj@pochta.ru n 1. n. 6yayt obpabaTtbiBaTbCA
6e3 aHanun3a;

e yTOObI rapaHTMPOBAHHO NOJyYaTb AN BIOKMPOBATL MUCbMa C MOYTOBbIX aJPECOB B
KOHKPETHOM JJIOMEHE, MCMO/Ib3yNTe CUMBOA «*» BMECTO MMeHU nosb3osaTtens. MNpumep:
yTobbI 3a4aTb BCe NMMCbMa OT OTNpaBuTenen U3 goMmeHa pochta.ru, BBegute
*@pochta.ru.

PyKO BOACTBO NoJib30OBaTend
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2. Yt06bl 406aBUTb BBEAESHHDIM afpec B CINCOK, HaxMUTe KHomKy .

3. Mpu HeobxoammocTn nosTopuTe Warn 1 un 2 ana gobasneHns apyrux agpecos. YTobbl
yAannTb afpec 13 Cnncka, BbiIbepute COOTBETCTBYHOLIMMI 3IEMEHT B CMIUCKE N HaXMUTe

kHOMKy "2,

Pa6boTta c o6bekTamMu B cnucke

Fa"

Mpw HaxaTnn KHoMKK ") fOCTYMNHbI Cresytolme AencTBUS:
e JKCNOPT — 3Ta ONLMA NO3BOAET COXPaHUTb CO3JaHHbIA CMNCOK UCKIOYEHWNI, YTOObI
MCMONb30BaTh €ro Ha APYroM KOMMbOTEPE, Ha KOTOPOM ycTaHoBeH Dr.Web.

o MMI‘IOPT — 3Ta onunAa No3BOJIA€T NCMOJIb30BaTb CMMUCOK I/ICK}'II-O‘-IeHVII\/JI, CO3AaHHbII>’I Ha
APYromMm KomMmnbroTEpPE.

e OuncTntb Bce — 3Ta onuua No3BOJIAET yAaanTb BCE 06DBEKTbI U3 CMUCKA NCKNHOUYEHWNI.

PyKOBO,ELCTBO nosab3oBaTenda
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KomnoHeHTbI 3aWunTbl

11. KOMNOHEHTbI 3aWMTbI

KomMnoHeHTbl 3awmTbl obecrneunBatoT CKaHMPOBAHWE CUCTEMBI, MPOBEPKY MUCEM Ha Haanume
Yrpo3 u crnam, KOHTPOJb CeTEBbIX cOeanHeHn n HTTP-Tpaduka.

YT06bl HACTPOWTL KOMMOHEHTbI 3aLLMThI, OTKPOITe MeHto ¥, 3anycTute HacTpoiku &g
exume agMrUHUCTpaTopa v BoibepuTe pasgen KomnoHeHTbI 3awmThbl.

flf HaCTpOI‘/IIKI/I KOMMOHEHTOB 3alUuTbl AOCTYMNHbI TOJIBKO NpW 3anycke ¢ npaBamu
- AAMNHNCTPATOPa.

YT06bI HaCTPOUTL NPOBEPKY OTKPbIBaeMbIx GaioB NN 3aMyckaeMblx MPOLECCOB, BbibepuTe
SplDer Guard.

Y1o6bI HacTpouTb NpoBepky HTTP-Tpadwuka, BbibepuTe SplDer Gate.
YT06bI HACTPOUTL MPOBEPKY MOYUTLI HAa Haanume yrpos, Bbibepute SplDer Mail.

Ana KOHTPOAA 32 NOAKNOUYEHNAMMN U NepeAady AaHHbIX NO ceTu VIHTepHeT, a Takke ANd U1
6710KMPOBKN NOAO3PUTENBHBIX COEAMHEHWI Ha YPOBHE MakeTOB U MPUNOXEHWN, BbibepuTe

bpaHamayap.

Ana nameHeHma obLmMx NnapameTpoB NpoBepku GanioB N pa3MUHbIX 06BEKTOB, peakLn Ha
obHapy>KeHMe 3apa>keHHbIX AN NOAO03PUTENbHbIX GariNoB U BPEAOHOCHbIX MPOrpamMm,

Bblb6epuTe CkaHep.

,ﬂﬂﬂ KOHTPOA 3a noBedeHeM CTOPOHHUX Flpl/IﬂO)KeHVIl\;I BbI6epVITe pasaen nQeBeHTI/IBHaFI
3allinTa.

11.1. SplDer Guard

SpIDer Guard — 3TO aHTUBUPYCHbIN CTOPOXK, KOTOPbIA MOCTOAHHO HAaXOANTCSA B ONEpPaTUBHOM
namsTy, OCyLLECTBAAN NPOBEPKY GanioB 1 NaMaTU Ha NeTy, a Takke 0bHapyxmBas
NPOABAEHNSA BUPYCHON aKTUBHOCTW.

Mpw HacTpoWKax NO YMOJYaHNIO CTOPOXK Ha NeTy MPOBePAET Ha XXECTKOM ANCKE — TO/IbKO
co3faBaemble UK n3MeHAeMble Gaisibl, Ha CbeMHbIX HOCUTENSAX — BCe OTKPbIBaeMble Ganbl.
Kpome Toro, cTopo>k MOCTOAHHO OTCAEXMBAET AeNCTBUA 3amnyLEeHHbIX NPOLECCOB,
XapakTepHble 418 BUPYCOB, U NPU UX 06Hapy>eHnn 61okmpyeT 3T npoueccol. [Mpu
0HHapy>XeHUN 3apaxkeHHbIX 06bekToB cTopoxk SplDer Guard NnpuUMeHseT K HUM AelCTBUA
COrNlacHO YCTaHOBAEHHbIM HaCTPOMKaM.

®aiinbl BHYTPY apXx1MBOB W MOYTOBbIE ALLMKN He NpoBepsAtoTca. Ecam kakori-nnbo daiin B
apxvBe UAN NMOYTOBOM BJIOXKEHUN MHOULMPOBAH, TO BPeAOHOCHbIW 06beKT byseT 0bHapyxeH
CTOPO>XEM Mpw U3BAeYeHUN dalina A0 NOSBAEHNA BO3SMOXHOCTM 3apaXKeHWs KOMMNboTepa.

PyKOBO,CLCTBO nosab3oBaTenda
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Ana NnpesoTBpaLLeHNs MPOHNKHOBEHMA Ha Ball KOMMbHOTEP BPEAOHOCHbIX 06BEKTOB,
pacnpoCcTpaHAeMblX MOCPEACTBOM 3/IEKTPOHHOW NOYTbI, UCMO/b3YIATE MOYTOBbIA CTOPOX
SplDer Mail.

Mpu obHapy>keHWW 3apaxkeHHbIX 06BeKTOB cTopox SplDer Guard npyMeHsAeT K HUM AeNcTBUS
COrNacHO YCTaHOB/EHHbIM HacTpolikaM. COOTBETCTBYHOLLMM U3MEHEHNEM HACTPOEK Bbl
MOXeTe U3MEHUTb aBTOMAaTUYECKYHO peakLuio CTOpOXKa Ha BUPYCHblE COBbITUA.

| Bo3mMoxHa HecoBmecTMMOCTb nporpaMmbl Dr.Web ¢ MS Exchange Server. B cayuae
BO3HWKHOBEHWS Npo6aeM, obaBbTe 6a3bl AaHHbIX U XKypHan TpaHsakumii MS Exchange
Server B cnncok uckitoyeHuii SplDer Guard.

Mo ymonuaHuto SplDer Guard 3anyckaeTcs aBTOMaTUYeCKM NP KaXKAoW 3arpyske
OonepaLMOHHON CUCTEMBI, MPU 3TOM 3anyLleHHbIn cTopox SplDer Guard He MOXeT 6bITb
BbIFPY>XXEH B TEYEHME TeKyLLero ceaHca paboTbl OnepaLMoOHHON CUCTEMDI.

11.1.1. Hactpouka SplDer Guard

l VI3meHeHve HaAaCTPOEK KOMMNOHEHTa BO3MO>XHO, eC/I aAMUHNCTPATOP CeEpBEpPa
LI,EHTpaﬂMBOBaHHOl‘;I 3allnTbl, K KOTOPOMY NoAKAKOYaeTCA Dr.Web, Aan Ha 3TO pa3pelleHne.

[nsa poctyna k HacTpowkaMm ctopoxka SplDer Guard 3anpaluvBaeTcs naposib, ecaun B
pa3gene Hactponku Bbl BKAKOUMAM ONuMiO 3alimuiaTb naposem Hactpoiiku Dr.Web.

Hactpoiku nporpamMbl MO yMOAYAHWIO ABAAIOTCA ONTUMANbHBIMWU A8 BONbLUNHCTBA
NPUMEHEHWNN, UX He cnesyeT N3MeHATb 6e3 HeobxoaMMOoCTy.

PyKOBO,CLCTBO nosab3oBaTenda
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& Dr.Web > Hactpoiikn > KomnorenTsl sawuTel > SplDer Guard - O b
@ KOMMOHEHTHI Onuwun nposepkw
BaU—LL/ITbI npOEIE'pﬂTb 0BBeKTEl Ha CheMHbIX HOCUTENRAX
@ Bk
SplDer Guard
BﬂOKHpOEaTb dBTO2aNYCK CO CheMHbIX HOCHTENeiA
SplDer Gate @ oo
SplDer Mail
JelicTBuA

Ckanep
VHdWUuMpoEaHHEIE

bpanamay3p

Neunts, nepemMelllaTe B KapaHTUH HelanedmMele [pE‘KOMEHﬂyE‘TCﬂ] ~

anEEHTHEHaﬂ 3dll1Ta
nO,qOSpHTE'J’IbeIE

MepemellaTs B KapaHTHH (peKoMEeHLYeTCR) v

JonoAHWTRABHBIE HACTPORKK

PucyHok 27. Hacrpoiika SplDer Guard

Onuuu npoBepkun

SpIDer Guard no ymonuyaHuto NpoBepsieT OTKPbIBaeMble, U3MEHsAEeMble U 3anyckaeMble daribl
Ha CbeMHbIX HocuTensax nHbopmaunm (CD/DVD-guckn, dael-Hakonutean n T. 4.), a Takxe
610KMpyeT aBTOMaTUYECKMIA 3aMyCK UX aKTUBHOTO COAEP>KMMOro. Vicnonb3oBaHue 3Tmx
HaCTpoek NomoraeT NpeAoTBPaTUTb 3apaXKeHne Ballero KOMrbroTepa Yepes CbeMHble
HocuTenn. MNMpu OTKAFOUEHUMN STUX ONLMIN OOBEKTBI HAa CbEMHbIX HOCUTENAX NMPOBEPATLCA He

OyayT.

B cnyyae BO3HUKHOBEHWS Npo6em Npu ycTaHOBKe MporpamM, obpatliatowmxcs K dany
: autorun.inf, pekomeHzyeTcs BpemeHHO oTKAtouMTb onumto BaokupoBaTb aBTO3anyck co
CbeMHbIX HOCUTE/IeN.

AevictBUuAa

B sToM pa3gene 3agaetcs peakumsa ctopoxa SplDer Guard Ha oBHapyXeHWe 3apaXKeHHbIX UK
NoAo03puUTeNbHbIX GariNoB N BPeAOHOCHBIX MPOrpamMM.

Peakuus 3asaeTcs OTAENbHO 415 KaXKA0W KaTeropnmn o6beKToB:

¢ NHunumpoBaHHble — 06bEKTbI, 3apa>KeHHbIE M3BECTHLIM U (MPEeANON0XNTENBHO)
N3J1e4NMbIM BUPYCOM;

PyKO BOACTBO NoJib30OBaTend
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e Mopo3purenbHble — 06BEKTHI, MPEANONOXNUTENBHO 3apaXkeHHble BUPYCOM MK
cozep>kallume BpeZOHOCHbIN 06BbeKT;

® pa3anyHble€ NOTEHLUMANbHO OMacCHble 06BbekTbl. YTOObI pa3BeEPHYTb BECb CNMNCOK 06BbEKTOB,
Ha>XMUTe CCbIJIKY AOHOJ’IHMTEJ‘IbeIe HaCTpOﬁKM.

Bbl MOXeTe n3MeHnTb peakuuto ctopoxa SplDer Guard Ha o6HapyXeHWe Kaxaoro Tvna
06DBeKToB B 0TAeAbHOCTM. COCTaB AOCTYMHbIX peakLmii MPuU 3TOM 3aBUCKT OT TMMa yrpos3bl.

Mo ymonuaHuto ctopox SplDer Guard nbiTaeTcs BblneunTb daiiibl, 3apa>KeHHble N3BECTHbIM U
NOTeHUMaNAbHO U31€UYMMbIM BUPYCOM, OCTaNlbHble Hanbonee onacHble 06beKTbl —
nepemMewaet B KapaHTuH. MporpamMmmbi-LIyTKK, MPOrpamMmMbl B3ioMa 1 HebiaroHagexHble
06BbeKTbI MO YMONYaHUIO UTHOPUpPYOTCA. Peakumm ctopoxa SplDer Guard aHanormuHbl
cooTBeTCTBYOWMM peakumam CkaHepa Dr.Web.

CyLLecTBYHOT CnesytoLme AercTBUS, NpUMeHAeMble K OBHapy>XeHHbIM 06BbekTaM:

AeiicrBne

JNleuuntn,
nepemelyaTb B
KapaHTuH
Hemsneuynmble

JNleunts, yaanate

Heunsne4vynmble

Ypanatb

MNMepemeluatb

B KapaHTWH

VirHopupoBaTb

Coobuwatb

OnucaHue

BocctaHoBUTL cocTOsHME O6bekTa A0 3apaxkeHus. Ecan Bupyc Hemsneumm min
nonbITka NeyeHns He Gblna yCneLwHoW, To 06bekT 6yAeT nepemelleH B KapaHTUH.

[laHHOe ZeicTBME BO3MOXHO TOJIbKO A1 OO BEKTOB, 3apaskEHHbIX U3BECTHBIM
M3NE€YMMbIM BMPYCOM, 3@ UCKJTFOUEHNEM TPOAHCKMX MPOTrPaMM 1 3apaskeHHbIX
balinoB BHYTPM COCTaBHbIX 06BEKTOB (apX1BOB, GalNoB 3NEKTPOHHOW MOYThI UK

banoBbIX KOHTEMHEPOB).

BocctaHOBUTL COCTOSIHME 06BbeKTa 40 3apaxkeHunsa. Ecan BUpYyC Hemsneunm mam
nonbITka NeyeHna He Hblna ycrneLwwHom, To 06bekT byaeT yaaneH.

[laHHOe ZeicTBME BO3MOXHO TOJIbKO A1 OO BEKTOB, 3apaskEHHbIX U3BECTHBIM
U3NEYMMbBIM BMPYCOM, 3@ UCKTKOUEHNEM TPOSHCKMX MPOTPaMM U 3apaskeHHbIX
balnoB BHYTPY COCTaBHbIX 06bEKTOB (apXMBOB, GaN0B 3NEKTPOHHOW NOYUThI UK

banoBbIX KOHTEMHEPOB).

Ypanutb 06beKT.

[ns 3arpy304HbIX CEKTOPOB HUKaKKMX AEWCTBUA NPOU3BOAUTLCSA He ByaerT.

MepemMecTuTb 06bEKT B CNeLmanbHyto nanky KapaHTtuHa.

ﬂ,}'lﬂ 3arpy304HbIX CEKTOPOB HMKaKMX AEVICTBMVI npoun3BoAnTbCA He 6y,u,eT.

|_|pOI'IyCTl/ITb 06BbeKT 6€e3 BbINOAHEHMS KaKMX-T1MBO AEVICTBMVI M He BbIBOAUTb

onoBeLleHna.

AaHHOG ,D,el;lCTBI/Ie BO3MOXHO TOJIbKO AnA BPeAOHOCHbIX NporpamMmm: peksiamMHble
nporpamMmmsbl, nporpamMmmMbl 4O03BOHa, NPOrpaMmMbl-LLIYTKK, MOTEHLUMANIbHO OMNacHble

nporpammel 1 NPOrpamMmebl B3oMa.

BbIBOAI/ITb onoeelweHne n nponyctntb 06BbEKT 6e3 BbINONHEHUS KaKUX-11MHO

JLeCTBUN.

PyKOBO,ELCTBO nosab3oBaTenda
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AeiicTBMe OnucaHue

ﬂ,aHHOE Ael‘/’ICTBI/Ie BO3MOXHO TOJIbKO ANA NMOAO3PUTENBHBIX 06BEKTOB U
BPEAOHOCHbIX NporpamMmm.

| Cropox SplDer Guard He npoBepsieT coCTaBHble 06BbEKTbI (apxMBbl, Galibl 3NEKTPOHHOWN
nouYTbl UNN GalriNoBble KOHTEMHEPDI), MO3TOMY HMKakue AeUCTBUA HaZ HAMWU UAW BXOAALLUMM
B VX cocTaB dainamMu He NPOU3BOAATCS.

Pe3epBHble konun 06paboTaHHbIX 06 bEKTOB COXpaHstOTCA B KapaHTuHe.

Pe>xum npoBepku

B saHHOM rpynne HacTpoek 3ajaeTcs, MpW Kakmx AercTBMAX C OO beKTOM A0/KHa
NpoOM3BOANTLCA ero nposepka ctopoxem SplDer Guard.

Hacrpovika OnucaHue
OnTMManbHbIA Vcnonb3yetca no ymonyaHumio.
(pexkomeHayeTca)

B AaHHOM pexxume nMpoBepka NPOW3BOAWTCA TONbKO B CAEAYHOLLIMX
cnyvasnx:

e /11 06BEKTOB Ha XeCTKVX AWcKax — Mpw 3amycke Win Co34aHum
balnoB, a TakKe NOMbITKe 3aMMUCK B CyLLecTBYytOLWMe dalinbl niu
3arpy3ouHble CekTopa;

e /117 06BEKTOB Ha CbeMHbIX HOCUTENIX — MPU I06OM 06 paLLeHuH
K dbarinam win 3arpy30uHbIM CeKTOpaM (UTEHWE, 3amnuch, 3amnyck).

MapaHouganbHbli B faHHOM pexxvme mpu At06om obpallueHnn (Co3gaHne, YTeHue,
3anuchb, 3anyck) NMPOU3BOAWTCS NMPOBepKa Bcex halinos 1
3arpy304HbIX CEKTOPOB Ha XECTKUX 1 CeTeBbIX AMCKaX, a Takke
CbeMHbIX HOCUTENSX.

| MNpwn paboTe B ontManbHOM pexume SplDer Guard He npepbiBaeT 3anyck

A TectoBoro daina EICAR 1 He onpeaenseT AaHHYHO onepaumio Kak OnacHyro, Tak Kak
AaHHbIN aiin He NpeACTaBAAET Yrpo3bl AA KOMMbtoTepa. OAHaKO NPy KOMMPOBaHWUN UK
co3zaHum Takoro darina Ha komnbtoTepe SplDer Guard aBToMaTUueckn obpabaTbiBaeT
balin Kak BPeOHOCHYHO MPOrpaMMy 1 Mo yMOAYaHUIO nepemeLlaeT ero B KapaHTuH.

YTOUHeHMs n peKoMmeHaaLumn

Pexxum ONTUManbHbIA PeKOMEHAYETCS UCMONb30BaTb MOC/AE NPOBEPKN BCEX XECTKMX ANCKOB
npv nomowwm CkaHepa Dr.Web. Mpwu atom byaeT nckntoueHo NPOHNKHOBEHME Ha KOMMbIOTEP
HOBbIX BMPYCOB UAWN APYrnx BPeAOHOCHbIX MPOrpamMm Yyepes CbeMHble HOCUTENWN, HO NpU
3TOM He ByaeT NPOBOANTLCA MOBTOPHOW MPOBEPKMN Y>Ke MPOBEPEHHbIX, YNCTbIX, OO BEKTOB.

PyKOBO,CLCTBO nosab3oBaTenda

81



A7

-
g

A
d
A

KomnoHeHTbI 3alnTbl

YcTaHoBKa pexunma MapaHouaanbHbI obecneyrBaeT MakCMMaabHbIA YPOBEHb 3aLLUMThI, HO
3HaUMTENbHO YBENMYMBAET Harpy3ky Ha KOMMNbrOTEP.

B ntobom 13 pexxmoB npoBepka 0H6HBEKTOB Ha CETEBbIX ANCKAX UAU CbEMHbIX HOCUTENAX
NPOM3BOANTCA TOIbKO MPW BKJIFOUYEHWM COOTBETCTBYHOLLMX OMUUIA B rpynne HacTpoek Onuun
NpoBepKu.

| HekoTopble cbeMHble HOCUTENW (B YaCTHOCTW, MOBUAbHbIE XeCTKMe ANCKN C HTepdericoM

& USB) MOryT NpeAcTaBaAaTbCA B CUCTEME KaK XeCTkve AWUCKW. [To3ToMy Takue yCTpOCTBa
cnepyeT UCnoJsib3oBaTb C 0COHOIM OCTOPOXKHOCTLIO U MPOBEPATb Ha BUPYChI NP
NMOAKAOUEHUN K KOMMbOTEPY € nMomollbto CkaHepa Dr.Web.

®aiinbl BHYTPY apXMBOB M MOYTOBBIE fLLMKM MO YMOJYaHUIO He npoBepstoTcs. OTkas oT
NPOBEPKN apPXMBOB W 3NEKTPOHHON MOYUTbI B YCNOBMAX MOCTOSAHHOM paboTbl CTOpO>Ka
SpIDer Guard He BeAeT K MPOHMKHOBEHUIO BUPYCOB Ha KOMMbIOTEP, a /N b OTKIajblBaeT
MOMEHT MX 0BbHapy>eHus. MNpu pacnakoBke 3apa>KeHHOro apxvBa Wiv OTKPbITUM
3apa>keHHOro N1UcbMa onepauMoHHas cuctemMa NPOU3BOAWT MOMbITKY 3anucaTb
NHOULMPOBaHHBIA 06bEKT Ha ANUCK, NpW 3ToM cTopox SplDer Guard HemMuHyemo
0obHapy>vBaeT BPELOHOCHbIM 06BEKT.

AOHOHHVITeanbIe Hacrpoﬁ Kn

OTa rpynmna HacTpoek MO3BOAsET 3ajaTb NapamMeTpbl MPOBEPKN Ha NeTy, KOTopble byayT
NPUMEHATHCSA BHE 3aBUCUMOCTU OT BbIOpaHHOTO pexunma paboTtbl ctopoxka SplDer Guard. Bbl
MOXeTe BK/IHOUNTD:

® 1ICNO/Ib30BaHMeE 3BPUCTUYECKOTO aHaan3aTopa;

e MpPOBepKy 3arpy>aemMbix NPOrpamMmmM 1 Moayneu;

e NMpPOBepKy YCTaHOBOUYHbIX Galnos;

e npoBepky GpalnNoB Ha CETEBbIX ANCKAX (HE peKoMeHAayeTcs);

e MPOBEPKY KOMMbIOTEPA Ha HaZIMUMe PYTKUTOB (PeKOMeHayeTca);

e NMpoBepKy CKpMNTOB, BbinoaHAaeMblx Windows Script Host n Power Shell (ans Windows 10).

3BpUCTUUECKUA aHaNN3

Mo ymonuaHwuto SplDer Guard npoBoAWT NPOBEPKY, NCMONb3Ys IBPUCTUYECKUA aHANU3ATOP.
Ecam onuwms oTkatoueHa, MpoBepKa NPOBOANTCS TObKO MO CUrHaTypam U3BECTHbIX BUPYCOB.

®doHoBas NPoBepKa Ha 3apaXkeHue

Bxoasawmi B coctaB Dr.Web AHTUPYTKUT No3BoAsieT B QOHOBOM pexnmMe NpoBOAUTb
NpOBepPKy Baller OnepaLoOHHON CUCTEMbI Ha Ha/lnuMe CNOXKHbIX YrPO3 1 Npu
HEeObX0AMMOCTM NPOBOAMUT NeUYeHne aKTUBHOIO 3apaXkeHu .

PyKOBO,ELCTBO nosab3oBaTenda
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Mpwn BKAFOUYEHUWN JaHHOW HacTponkn AHTUPYTKMT Dr.Web 6yaeT NnoCTOSHHO HaXOAWUTLCS B
namaTu. B oTanume ot npoBepku GpainioB Ha NeTy, NpoBoAMMON ctopoxeM SplDer Guard,
MOWNCK PYTKUTOB (BPEAOHOCHbIX MPOrpamMm, NpesHa3HayYeHHbIX AN COKPbITUA U3MEHEHW B
OnepaLMoOHHON CUCTEME, TaKMX Kak paboTa onpeseneHHbIX NPoLEeccoB, MoanduKaLms
KNtOUel peectpa, nanok uav Gannos) NPomn3BoAMTCA B cucteMHoM BIOS koMnbroTepa u Takmx
Kputnyeckmx obnactax Windows, kak 06bekTbl aBTO3arpy3Ku, 3anyLLeHHble NpPoLecchl U
Moaynn, onepatneHasa namats, MBR/VBR anckos u ap.

OfHVM 13 KIOYEBbIX KpUTEpUeEB paboTbl AHTUPYTKMTa Dr.Web sBnsetcs 6epexHoe
noTpebaeHne pecypcoB onepaLMoHHON CUCTEMbI (MPOLECCOPHOro BpeMeHu, cBoboaHOM
onepaTMBHOM NaMATA U T. 4.), @ TakKe yUYeT MOLLHOCTM annapaTHOro obecneyeHums.

Mpu obHapy>xxeHun yrpo3 AHTUPYTKMT Dr.Web onoBseluaeT Bac 06 yrpose u HenTpanamsyet
ornacHble BO3eNCTBUSA.

Mpuv npoBeaeHUV GOHOBOW NPOBEPKM Ha Haanuve PYTKUTOB U3 MPOBEPKU UCKIHOUAOTCA
balnbl 1 Nanky, 3aZaHHble Ha COOTBETCTBYHOLLEN BKIA/KE.

doHoBas npoBepkKa Ha PYTKNTbI BKIKOYEHA MO YMOJIHaHUIO.

| BbikntoueHue SplDer Guard He BavsieT Ha GOHOBYHO NMpoBepKy. Ecam HacTpolika BKIOUEHa,
$OHOBas NpoBepkKa OCYLLLECTBIAETCA HE3aBMCUMO OT TOrO, BKAKOYEH nan BeikaroueH SplDer
Guard.

11.2. SplDer Gate

SplDer Gate — Mogaynb aHTMBUpPYCHOW NnpoBepkn HTTP-Tpaduka. MNpu HacTpokax no
ymonuaHuto SplDer Gate aBTomaTtnyeckun nposepseT Bxoaawmm HTTP-Tpaduk n 6aokmpyeTt
nepesayvy o6beKTOB, COfep>KallmX BpeJOHOCHbIe NporpaMmel. Yepes npotokon HTTP
paboTatoT Beb6-0603peBaTenu (bpaysepsbl), MEHeXKePbI 3arpy3ku U MHOTMe apyrue
npunoXxeHns, obMeHnBatoWmecs JaHHbIMK C Beb-cepBepamy, T. e. paboTatoLume C ceTbio
VHTepHer.

C nomolpto nsmeHeHunsa Hactpoek SplDer Gate Bbl MOXeTe OTKNHOUNTL MPOBEPKY BXOAALLETO
Tpaduvka nam jobaBnTb K NPOBEPKE N NCXOAALLMIK TpaduK, a Takke cbopmMmMpoBaTb CANCOK TeX
npunoxeHnin, HTTP-Tpadurk KoTopbix byaeT NpoBepATbCA B NIHO6OM Cayyae v B MOJHOM
obbeme. Takke CylLLecTBYeT BO3MOXHOCTb UCK/IFOUEHMA 13 MPOBEPKN Tpaduka OTAeNbHbIX
NPUNOXKEHWNN.

Mpwn 6a30Bbix HacTporkax SplDer Gate 6aokmpyeT nonyyaemblie Mo cet 06beKThI,
cofepxalyme BpeJoHOCHble nporpaMmsbl. Takxke no ymonyaHuto skatoveHa URL-¢punbTpauma
HepeKOMeHJyeMbIX CalTOB N CalTOB, N3BECTHbIX KaK NCTOYHUKN PacnpOCTPaHeHa BUPYCOB.

SpIDer Gate He noazaep>xunBaeT NpoBepky 6e3onacHbIX COeANHEHWNI, TO eCTb He NpoBepseT
AaHHble, NepesjaBaeMble MO KpnTorpadruyeckMm npoTokKoaaM.

PyKOBO,ELCTBO nosab3oBaTenda
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MporpaMma NOCTOSHHO HAaXOAWTCSA B OMepaTUBHOW MaMATV KOMMbIOTEPA M aBTOMaTUYeCKM
nepesanyckaeTcs npu 3arpyske Windows.

11.2.1. HacTpouka SplDer Gate

ili 3mMeHeHWe HacTpoek KOMMOHEeHTa BO3MOXHO, eC/IM aAMUHUCTPaTOp cepBepa
. LieHTpaIM30BaHHON 3aLLuThl, K KOTOPOMY noAkntouaetcs Dr.Web, agan Ha 310 pa3pelueHme.

[nsa poctyna Kk HacTpowkaMm Beb-aHTvBMpYyca SplDer Gate 3anpaluvnBaeTca naposb, eciv B
pa3gene Hactpoiku Bbl BKAKOUMAW ONUMO 3aliMuiaTb napoaem Hactpoiiku Dr.Web.

HacTtpownkun nporpamMbl N0 yMOAYAHWUIO ABASKOTCA ONTUMaAbHbIMU AN 6ONbLUMHCTBA
NPUMEHEHUN, NX He cneayeT N3MeHATb 6e3 HeobxoaAMMOCTH.

u Dr.Web » Hactpoiiku > KomnoHeHTel sawmTel > SplDer Gate — O X
(© KoMnoHeHTb! Onuum npoBepkiA
3a|.|.LMTb| Mpoeepats Tpaduk 1w URL B IM-knneHTax
@ B
SplDer Guard
STa ONUMA NOZECARET EKNKIUUTE MPOEEPKY CCBIOK W AaHHBIX, NepefaEaenbsix
SplDer Gate KAMeHTaMK cUCTem 0bMeHa MrHoBeHHBIMK cooBuernanin Mail@RU Arenr, 1ICQ »
Jabber-kanexTamu.
SplDer Mail
MapameTpbl 6G1OKMPOBKMW
Ckanep P P P
Brokmpoeate URL goBaeneHHsle no ofipalleHnio npasoobnagatens
bpanamay3p
@ B
[peBeHTMBHaA 3almTa
BAoKMpOBaTE HEPEKOMEHAYEMEIE CAATHI
@ B

JonoAHKMTeALHBIE HACTPORKK

PucyHok 28. Hactpoiika SplDer Gate

MNMposepka Tpaduka IM-knneHTroB

B rpynne Onuumn npoBepKu Bbl MOXeTe BKIHOUNTb MPOBEPKY CCbIIOK U AaHHbIX,
nepegaBaeMbiX KIMEHTaMWN CUCTEM ObMeHa MrHOBeHHbIMUK coobieHmamu (Mail.ru ArenT, ICQ
N KNMeHTOoB, paboTatowmx no npotokony Jabber). MpoBepseTtcsa Tonbko BxoaaLwmn Tpaduk. Mo
YMOJ/IYaHUIO OMUMA BKIKOYEHaA.

Ccbiniky, NnepesaBaemMble B COOOLLEHMAX, MPOBEPAIOTCA COrNacHo HacTporikam SplDer Gate:
CCbIIKW Ha CalTbl, N3BECTHbIE KakK MCTOUHUKN PacnpOCTpaHeHMsa BMPYCOB, 6a10KMpyoTCA

PyKO BOACTBO NoJib30OBaTend
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aBTOMAaTMYeCKM, CCbINKN Ha HepekoMeHayemble canTbl n URL, so6aBneHHble Mo obpalleHunto
npaBoobnagatens, 6A10KMpPYOTCA B TOM C/lyyae, eCAN BKAKOYEHbI COOTBETCTBYHOLLME HACTPONKN
B pa3zene MapameTtpbl 6,10KMPOBKMU. [pr 3TOM yunTbiBatOTCA HENbIA CINCOK CAUTOB U

NPUAOXKEHNA, NCKNHOYaEMbIE U3 MPOBEPKN.

®annbl, NnepegaBaemMble KIMEHTAMW CUCTEM OBMEHa MTHOBEHHbBIMW COOBLLEHMAMM, TakoKe
nposepstoTca. MNpu obHapy>XeHWM yrpo3bl, nepesava Takoro dania 6arokmpyetca, ecam
BK/IFOYEHA COOTBETCTBYHOLLIAA HACTPOWKa B pa3gene baokupoBartb nporpammbl. Bupychl
6rokmpyroTca aBToMatnyecku, ecam onuns Mpoeepatb Tpadpuk n URL B IM-kaveHTax
BK/IFOYEHa.

MapameTpbl 610KMPOBKMN

B rpynne MapameTpbl 610KMPOBKU Bbl MOXETE YCTaHOBUTb aBTOMaTUYeCKYHO 610KMPOBKY
poctyna k URL, gobaBneHHbIXx Mo obpalleHunto npaBoobiagatensa (418 3TOro BKAOUNTE
COOTBETCTBYHOLLYIO OMLMIO), @ TakKe K HEpeKOMeHAOBaHHbIM CailTaM, N3BECTHbIM Kak
HebnaroHagexHsble (418 3TOro BKIOUMTE onuuto BaokupoBaTb HepekoMeHayeMble CalTbl).
B pa3gene UcknroueHnsa Bbl MOXeTe yKaszaTb CalTbl, JOCTYM K KOTOPbIM AOMXKEH ObITb
pa3pelleH, HeCMOTPA Ha YyCTaHOB/NIEHHbIE OrPaHUYEHNA.

SplDer Gate no ymosnyaHuo 610KMpYET ZOCTYN K caiTaM, U3BECTHbIM Kak UCTOYHMKM
BUPYCOB VAN BPEeLOHOCHBIX MPOrpaMM ApYrvx TMMoB. [pu 3TOM yunTbIBaeTCs CNmMcoK

I'IpI/IﬂO)KeHI/IIz, NCKNHOYaeMbIX U3 MPOBEPKWN.

bnokuposka nporpamm
Be6-aHTmBMpyc SplDer Gate MoxeT 610kMpoBaTh Creayrolime BpeAOHOCHbIE MPOrpamMmbl:

® NMNOAO3PUTENIbHbIE,
® NOTEeHUWMaNbHO OMacCHblE;

® MporpamMmbl 4O3BOHaQ,

nporpamMmMbl B3/10Ma;
e pekiaMHble NporpamMmmbi;

e NporpamMMbi-LyTKU.

Mo ymonuaHnto 6J10KMpPYOTCA MOAO3PUTENIbHBIE U PEKIaMHbIE MPOrPaMMbl, @ TaKXKe
nporpamMmmsbl JO3BOHa.

BnoknpoBka 06beKkTOB

SplDer Gate Mo>eT 6710kMpoBaTh HEMPOBEPEHHbIE UM NOBPEXAEHHbIe 06bekTbI. 10
YMOJIYAHMIO 3TN OMLMUN BbIK/THOYEHbI.

PyKOBO,CLCTBO nosab3oBaTenda
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AOHOHHMTeﬂbeIe Hacrpoﬁ Kn

Bbl MmoXeTe HAaCTPOUTb MPOBEPKY apXNBOB N UHCTAJIJTALNOHHbIX NMaKeTOB. Mo YMOJYaHUIO
onuua NpoBEPKN apXMBOB U MHCTANNALMOHHBIX MakKeTOB OTK/IKOYEHa.

Takoke Bbl MOXeTe HacTpouTb MpropuTeT NpoBepkn — pacnpesesieHne pecypcos B
3aBMCMMOCTM OT MPUOPUTETHOCTM NPOBepPKM Tpadmka. [Mpn MeHbLLIeEM NpuopuTeTe NMPOBEPKN
CKOpOCTb paboThbl € ceTbto VIHTEPHET yMeHbLUaeTcsa, MOoCkoNbKy Beb-aHTMBMpYyCy SplDer Gate
NPUXOAMTCA JO/bLUE XAaTb 3arpy3kun AaHHbIX U NPOBePATb 60AbLMIA 06beM MHPOPMaLUN.
Mpwn yBennyeHnn npnoputeta NpoBepka NPON3BOANTCA Yalle, YTO MO3BONAET CTOPOXKY
OoTAaBaTh AaHHble ObiCTpee, TEM CaMbIM MOBbILWAA CKOPOCTb paboTbl ¢ ceTbro. OgHaKko npwu
6onee yacCTbix NPOBeEpPKax MNOBbIWAETCA Harpyska Ha nNpoueccop.

Takke Bbl MOXeTe BbibpaTh TMN npoBepsemoro HTTP-tpadwuka. Mo ymonuaHumio nposepseTca
TO/IbKO BXOAAWMIN Tpaduk. [Tpn 3TOM yunTbiBatOTCA 3ajaHHble AeNCTBUA, Benblii CNnCoK

CanToB n NpUAoXKeHNA, NCKNHOYaeMbIE U3 MPOBEPKN.

11.3. SpiDer Mail

MoutoBbIn cTopox SplDer Mail no ymonyaHuio BKIOYaeTCA B COCTaB yCTaHaBAMBaeMbIX
KOMMOHEHTOB, MOCTOSSHHO HAaXOAMUTCA B MaMAT M aBTOMATUYECKM 3anyCckaeTcs npu 3arpyske
onepaunoHHON CUCTEMBI.

SpIDer Mail He noaaep>xMBaeT NPoOBepPKY 3aIMPPOBAHHOTO MOYTOBOrO Tpadumka.

O6paboTtka nucem

MoutoBbin cTopox SplDer Mail nonyyaeT Bce BxoAfLLME MNCbMaA BMECTO MOYTOBOrO KAMeHTa
M NoaBepraeT X aHTUBUPYCHOW NPOBepKe C MakCMMaabHOW CTeneHbto nogpobHocTh. Mpun
OTCYTCTBUUN BUPYCOB MAU MOAO3PUTENbHBIX OOBEKTOB OHO NepesaeTcs NOUYTOBOW NporpaMmmMe
«Mpo3payHbIM» 06pa3zom — Tak, kak ecam Hbl OHO MOCTYNWUIO HEMOCPEACTBEHHO C CepBepa.
AHaNOrMYHO ncxoaaLme NMcbMa NPoOBEPAROTCA A0 OTNPAaBKN Ha CepBep.

Peakuus noutoBoro ctopoxka SplDer Mail Ha obHapyeHVe NHOULMPOBaHHBbIX U
NOAO3PUTESIbHBIX BXOAALLMX MUCEM, a TakKe MUCEM, He MPOoLUeALINX NPOBEePKN (Hanpumep,
MUCEM C YUPE3MEPHO CNOXHOMN CTPYKTYPOW), MO YMONAUAHUIO CResytoLLas:

e 113 3apaKeHHbIX MUCEM yAanseTcs BpeaoHOCHas nHbopmMaLms (3To 4eCcTBME Ha3blBaETCA
JleyeHueM NMCbMa), 3aTeM OHU JOCTaBAAROTCS O6bIUHBIM 0b6pasom;

e NMNUCbMa C MOAO3PUTENbHBIMU OH6BbEKTaMU MepeMeLLatoTCA B BUAE OTAE/bHbIX GalinoB B
KapaHTuH, NoYTOBOM NporpaMmme nocbinaeTca coobuieHre 06 3ToM (310 AencTBme
Ha3blBaeTCA nepemewjeHueM nNncbMa). NepemelteHHble nucbMa yaanarotca ¢ POP3- nan
IMAP4-cepsepa;

e He3apaxkeHHble NMUCbMa 1 MNUCbMa, He NMpoLUejLlIne NPOBePKM, Nepesatotca 6e3 n3MeHeHUn
(nponyckaromcs).

PyKOBO,CLCTBO nosab3oBaTenda
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NHdunumpoBaHHbIe AN NOAO3PUTENbHbIE UCXOAALLME MNCbMa He NMepeaaroTca Ha cepBep,
nonb3oBaTesb M3BeLaeTcs 06 oTkase B OTrNpaBke coobueHns (Kak npaBmIo, MOYTOBas
nporpaMmma npu 3TOM COXpaHsaeT MUCbMO).

Hactpoiku noutoBoro ctopoxa SplDer Mail no ymonyaHuto ABASAOTCA ONTUManbHbIMWN A5
HauyMHatoLwero noab3oBaTens, obecneunBas MakCMMaabHbI YPOBEHb 3aLUTbl MPU
HauMeHbLUEM BMeLlaTeNbCTBE NOAb30oBaTens. [1pu 3ToM, ogHako, 6aokupyeTcs pajg
BO3MO>HOCTE MOYTOBbIX MPOrpaMm (HanpuMep, HanpaBieHNe NMcbMa Mo MHOTUM agpecam
MOXeT ObITb BOCMPUHATO Kak MaccoBas pacchlika, MONYYEHHbIW Cnam He pacno3HaeTcs), a
TakoKe yTpauMBaeTcs BO3MOXHOCTb MOJlyYeHUsA NONe3HON MHPOPMaL MK 13 aBTOMaTUUECKH
YHUUTOXEHHbIX MUCeM (M3 He3apa>KeHHOW TEKCTOBOM YacTu). bonee onbITHbIE NOb30OBaTENN
MOTYT U3MEHWNTb MapamMeTPbl MPOBEPKM MOYTbI U HACTPOWMKN peakLMmn MOUYTOBOro CTOPOXa
SpIDer Mail Ha pa3anyHblie cObbITUA.

MNpoBepka nucem Apyrumu cpeacrtsamm

CkaHep Dr.Web Ttaioke moxeT 06Hapy>XvBaTb BUPYCbl B MOYTOBbIX ALLMKaX HEKOTOPbIX
dopmaToB, ogHaKko nouToBbI cTopox SplDer Mail nmeeT nepea HUM psaj NPeMYLLECTB:

e laneko He Bce popmaTbl MOYUTOBbLIX ALLMKOB NONYAAPHbLIX NPOrpaMMm NoAAep>KMBaoTCA
CkaHepom Dr.Web; npu ncnonbsoBaHum no4ytoBoro ctopoxka SplDer Mail 3apakeHHble
nMcbMa Aa)ke He rnornajarot B MOYTOBbIE ALLMNKM;

e CkaHep Dr.Web npoBepseT NOYTOBbIE ALMKM, HO TONLKO MO 3anpocy No/b30BaTeNs, a He B
MOMEHT NOJIyYeHUA NOYTbl, NPUYEM JaHHOE AeNCTBUE ABAAETCA TPYAOEMKUM M 3aHUMaeT
3HauMTeNbHOE BpeMs.

Takum obpa3om, Npu HacTpomkax Bcex KomnoHeHToB Dr.Web no ymoauaHuo noytoBbIi
ctopox SplDer Mail nepBbiM 0OHapyXXMBaeT 1 He AOMYCKAeT Ha KOMMbOTEP BUPYChI U
NoAO3puTebHbIE O6BEKTbI, PaCMPOCTPaHAIOLLMECA NO 3NEKTPOHHON noute. Ero paboTa
ABNAETCA BECbMa 3KOHOMWUYHOW C TOUKM 3PEHMUS PACXOAa BblUMCAUTENBHBIX PECYPCOB;
OCTa/ibHble KOMMOHEHTbI MOTYT HE MCMO/Ib30BaThLCSA A/ MPOBEPKMN NMOYTOBbLIX GaoB.

11.3.1. Hactpoiika SpiDer Mail

l VI3meHeHve HAaCTPOEK KOMMNOHEHTa BO3MO>XHO, €C/I aAMUHNCTPATOP CeEpPBEpPa
LI,EHTpaﬂMBOBaHHOi;I 3alinTbl, K KOTOPOMY NoAKAKOYaeTCA Dr.Web, Aan Ha 3TO pa3pelleHne.

[ns poctyna K HacTpokaM noytoBoro ctopoxa SplDer Mail 3anpalimBaetcs napob,
€cIv B pasgene Hactpoiiku Bbl BKAKOUWAM ONLMIO 3alyMiaTh NaposieM HacTpomKu
Dr.Web.

Hactpoiku nporpamMbl MO yMOAYAHWIO ABAAIOTCA ONTUMANbHBIMU A8 BONbLUNHCTBA
NPUMEHEHUNN, NX He cnesyeT N3MeHATb 6e3 HeobxoaMMOCTH.

PyKOBO,CLCTBO nosab3oBaTenda
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u DrWeb » Hactpoikm > KomnoHedTel sawmTe > SplDer Mail — O X

(© KoMmnoHeHTb AHTUCNaM
3alUT

MNpoEepATE NOUTY Ha HANWMYMWE CNaMa

@ B
SplDer Guard

W3meHnTs NapameTpeil...
SplDer Gate

SplDer Mail JevictBua

CkaHep WHbUUMpoBaHHble cooBuieHrs

EpaH,ﬂMa}Gp Neunts, nepemMellaTts B KapaHTUH HelanedynumMble [pE'KOMEH,qu'TCﬂ:] ~

[MpeeeHTMEHANA 3aLLMTa MogozpuTensHele COOBLLEHWA

MepemelaTs B KapaHTUH (pekomeHAyeTcR) v

JonoAHWTRABHBIE HACTPORKK

PucyHok 29. Hacrpoiika SplDer Mail

AHTCnam

Mo ymonuaHuto SplDer Mail npoBepseT nucbMa Ha Haanume cnama. Bel MoxeTe oTkK/IHOUMTD
3Ty OMNUMIO C MOMOLLIbHO COOTBETCTBYIOLLEro NepekaroyaTens uiv U3MeHnTb napameTpbl
NpoBepPKM, HaxxaB KHOMKy M3meHUTb napameTpbl. TEXHONOMMW aHTUCNaM-PuUabTpa u
HacTpanBaeMble MapameTpbl NOAPOO6HO OnMcaHbl B pasgene AHTMCOaM.

JAencrBua

Mo ymonyaHuto noutoBbin ctopox SplDer Mail nbiTaeTca BbileunTb MUCbMa, 3apa>KeHHble
N3BECTHbIM U MOTEHLUMNANbHO NU31e4YMMbIM BUPYCOM. Hensneunmble v Nogo3puTesibHble
NMNUCbMa, a TaKkKe peknaMHble NporpaMmbl U NporpaMMsbl 03BOHa NepemMelLaroTcs B
KapaHtnH. OcTanbHble MMCbMa NepesaroTca NOUYTOBbIM CTOPOXEM 6e3 N3MeHeH NI
(nponyckaromcs).

Peakuunmn noutoBoro ctopoxa SplDer Mail aHanornyHbl COOTBETCTBYHOLWMM peakunsam
CkaHepa Dr.Web.

Bbl MoXeTe npeanuncate noutoBoMy ctopoxxy SplDer Mail chegyrowme peakunu:

PyKO BOACTBO NoJib30OBaTend
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AeiicTBMe
Jleuunts,
nepemelyaTb B

KapaHTVH
Heunsne4vnmble

NleunTtb, yaanatb
Hensneunmble

Ypanatb

Mepemeltatb
B KapaHTWH

VrHopupoBaTb

KomnoHeHTbI 3alnTbl

OnucaHue

BocctaHOBUTL COCTOAHME NUCbMa 40 3apa>keHud. Ecan BUPYC Hensneumm mnnn
nonbiTka JeYeHns He bbina ycnew HOIZ, TO 06BbEKT 6yp,eT nepemMeLLeH B KapaHTuH.

[laHHOe AeiCTBME BO3MOXHO TONbKO A8 UHOMLMPOBAHHBIX MMCEM, 3aParkeHHbIX
M3BECTHbIM M3/1€UYMMbIM BUPYCOM, 3@ UCKIHOUYEHNEM TPOAHCKMUX MPOrpamm, KOTopble
npu obHapyxeHun yaanatotca. SleueHre GaiioB B apXmMBax HEBO3MOXHO BHe
3aBVCYMOCTM OT TWMa BUpYCa.

BocctaHOBUTL COCTOAHME NUCbMa 40 3apa>xeHud. Ecan BUPYC HeEn3ieumm mnnn
nonbiTka AeYyeHns He bbina ycnew HOl‘;I, TO 06BbEKT 6yp,eT YAaneH.

Ypanutb nucbMo. B 3ToM ciiydae 3nekTpOHHOE NMCbMO He NepecbliaeTcs
noJiyyatesito, BMECTO 3TOrO MOYTOBOW Nporpamme nepegaetcs cooblieHne o
COBEpLUEHHOM onepaLuu.

ﬂepeMeCTI/ITb NMMCbMO B CrneumaibHyrO nanky KapaHTI/IHa. B 3TOM Ccaydyae nncbmo He
nepecbinaeTca noayyatento, BMeECTO 3TOro MoOYTOBOW nporpamMmme nepegaetca

COO6LU,€‘HVIe O COBepLLIeHHOl7I onepauun.

Mepepath NUCbMO 6e3 BbINOAHEHUS KaKUX-TMOO0 AEUCTBUM HAZ HUM.

B cnyuvae obHapyxxeHMsA BpejOHOCHbIX 0O6beKTOB B MoyTe Ntoban 13 ykazaHHbIX HacTpoek,
Kpome gerictens MrHopupoBatb, NpUBOAUT K OTKa3y B Nepezaye nMcbma.

Bbl MOXeTe yBENMUNTb HAaEXXHOCTb aHTUBUPYCHOW 3aLUMTbl MO CPaBHEHWUIO C YPOBHEM,
npesycMOTPEHHbIM MO YMONYaHUIO, BbibpaB B cnucke HenpoBepeHHble nyHKT MNepemewatb
B KapaHTUH. Paii/ibl C NepeMeLleHHbIMY MMCbMaMn B 3TOM C/lyYae pekOMeHayeTcs
BnocneAcTBum nposepsats CkaHepom Dr.Web.

AN

3aluTy OT NOA03PUTENbHBIX MUCEM MOXHO OTKIHKOUaTb TOJIbKO B TOM C/lydyae, Korja Ball
KOMMbHOTEP AOMOJIHATE/IbHO 3aLUULLEH MOCTOSIHHO 3arpy>eHHbIM cTopodem SplDer Guard.

[JencTBna Hag NnUCbMamMu

B saHHOW rpynne HacTpoek yka3blBatoTCA AOMONHUTENbHbIE AENCTBMA HaZ dNEKTPOHHbIMYU
nncbmamm, obpaboTtaHHbBIMKU NOUTOBBIM cTopoxkem SplDer Mail.

Hacrpoiika

[ob6aBnsatb
3aroNoBoOK
‘X-Antivirus'

K cOobLeHnsM

OnucaHue
YcTtaHOB/IEHA MO YMOYaHWUIO.

Mpw NCNoNb30BaHUM JaHHOW HAaCTPOWKM B 3aroJI0BOK BCeX nuceM, 06paboTaHHbIX
noutoBbIM cTopoxem SplDer Mail, sob6aBasietcs nHGopmauyms o nposepke
3NEKTPOHHOTO coobueHuns 1 Bepcumn Dr.Web. Bbl He MoxeTe n3meHuTb dopmat
JobaBnsemMoro 3arosioBka.

PyKOBO,ELCTBO nosab3oBaTenda
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Hacrpoiika OnucaHune

Ypanato Mpu MCNONb30BaHUN AAHHOW HaCTPOWKN BXOAALLME MUCbMA, YAANEHHbIE UK
MOAMDULMPOBaHH  MepeMelleHHble B KapaHTVH NoyToBbIM cToposxem SplDer Mail, yaanatotcs ¢
ble nicbMa MOYTOBOrO CepBepa HE3aBWCMMO OT HACTPOEeK NMOYTOBOW NMPOrpamMmsl.

Ha cepBepe

OnTuMM3sauna npoBepkun

Bbl MmO>XeTe 3ajaTb ycnoBuMe, NPW BbIMOJHEHUN KOTOPOrO CIOXHOYCTPOEHHbIE MUCbMa,
npoBepka KOTOPbIX ABAAETCA Ype3MEPHO TPYAOEMKOW, MPU3HALOTCA HENPOBEPEHHbIMU. ns
3TOro BIOUMTE onuuto TaiiM-ayT npoBepky NUCbMa U 3aaliTe MakCMMalbHOe Bpems, B
TeyeHme KOTOPOro NMCbMO nNpoBepseTcs. 1o ncTeyeHMn ykazaHHOTrO BPEMEH M MOYTOBbIN
ctopox SplDer Mail npekpatnT nposepky nnucbma. Mo ymonuaHuto 3agaHo 3HayeHue 250

CeKyHA,

MNpoBepka apxnBos

Bxkntoumte onuumto NMpoBepaTb apxuBbl, 4Tob6bl SplDer Mail npoBepsan coaep>xMmoe apxmBoOB,
nepesaBaeMblx MO 3NEKTPOHHOWN noute. Mpwu 3TOM ByayT AOCTYMNHbI CAeAytoLmMe HaCTPOMKW:

e MakcumanbHbIV pa3mep ¢aiina npu pacnakoBke. ECan pacnakoBaHHbIN apXxvB NPeBbICUT
yKa3aHHbIV pa3mMep, TO NouToBbIv cTOpox SplDer Mail He 6yaeT pacnakoBbiBaThb U
npoBepATb ero. o ymonyaHuo 3agaHo 3HadeHne 30720 KB;

¢ MakcumanbHbIN KO3 PULMEHT okaTua apxmsa. Eciv koadduuneHT cxkatna npesbiwaeT
yKa3saHHbIM, TO nouToBbIn cTopox SplDer Mail He ByaeT pacnakoBbiBaTb M NPOBEPATb €ro.
Mo ymonuyaHuto 3agaHo 3HayeHue O;

¢ MakcumanbHbI ypoBeHb BJIOXKEHHOCTU B apXuB. EC/ ypOBEHb BIOXKEHHOCTH
npeBbIlLaeT 3alaHHOe 3HaYeHne, TO NoYTOBLIN cTopox SplDer Mail npoBepuT apxmB TONbKO
[0 YKa3aHHOro ypoBHsA. [10 ymonuyaHuto 3aaHo 3HayeHne 64.

[na BKAKOUEHWA OAHOTO UAM HECKOJIbKUX NapaMeTpoB ONTUMU3aLMN YCTaHOBUTE
COOTBETCTBYIOLLME DAAXKKN.

f | : OrpaHuueHus 418 napameTpa OTCYTCTBYHOT, eC/iu 3ajaHo 3HaueHue 0.

AO"OHHMTeﬂbele HaCTpOVIKM
JTa rpynna Hactpoek 3agaet JONONHUTENbHbIE MapaMeTPbl NPOBEPKA BJ'IeKTpOHHOl\;I MoYThbl:

® ICMOJIb30BaHUE 3BPUCTNYHECKOTO aHann3a — B JaHHOM peXnmMe NCNnonb3yroTCA
cnelnanbHble MeXxaH3Mbl, NO3BOAKOLWLNE BbIABUTb B 3J'IEKTpOHHOI\/II nouyre
noAO3puUTE/IbHbIE O6'b€KTbI, c 6bonbLon BEPOATHOCTbIO 3apa>eHHble eLlle HEU3BECTHbIMMU

PyKOBO,ELCTBO nosab3oBaTenda
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BMpycaMn. YTobbl OTKAHOUNTL IBPUCTUYECKUIA aHanun3s, cHumuTe dnaxok Mcnonbsosatb
3BPUCTUUECKUI aHaNu3 (pekomeHayeTcA);

e NMpoBepka MHCTANNALMOHHbIX NaKeTOB. Ta HAaCTPOMKa MO YMONUYaHWIO BbIK/IOYEHA.

11.3.2. AHTUCNam

TexHonormm aHTucnam-euabTpa Dr.Web cocToaT U3 HeckoNbKMX TbICAY NPaBuUJ, KOTOPble
YCNOBHO MOXHO pa3butb Ha HECKO/IbKO TPymM:

e 3BPUCTUUECKNIA aHA/IN3 — UPE3BbIUANHO CIOXKHAsA BbICOKOMHTENIEKTYaNbHAs TEXHONOT LS
3MNMUpUYecKoro pasbopa Bcex YacTeil MMcbMa: NoJisA 3aro/ioBKa, Tela, CoAepXKaHus
BIOXEHWS;

¢ punbTpaLMa NPOTUBOAEUCTBUA — COCTOUT B Pacno3HaBaHUM YN10BOK, MCMONb3yeMbIX
cnamepamu ana obxoga aHTMCNaM-epuabTpoB;

e aHanu3 Ha ocHoBe HTML-curHatyp — coobuueHuns, B coctaB KoTopbix BxoanT HTML-kog,
CcpaBHMBatoTCA ¢ obpasuamn 6ubanotekn HTML-curHatyp aHTUCnama. Takoe CpaBHeHMe, B
coYeTaHWN C AaHHbIMU O pa3Mepax n3obpaxkeHni, 0BbIYHO NCMONb3YeMbIX OTMPaBUTENAMN
cnama, 3almLLaeT Noib3oBaTeNen OT CNaM-COOBLEHWIA, COAEPXKALUMX CChbINKM Ha BEO-
CTpaHULbI;

e CeMaHTNYeCcKUii aHanus — CpaBHeEHUE CNOB U Bblpa)KeHI/II\/'I COO6LLI,eHI/IF| CO cnoBaMun m
nanomMamMu, TMNNYHbIMU ANA CraMa, Npon3BoAMNTCA MO CcneynasbHOMY CN10BapPHo. AHaJ'II/I3y
noaBepraroTca Kak BUanMMble, Tak M BU3yaabHO CKPbITble CnelnaibHbIMU TEXHUYECKUMUA
YyA0BKaMu CA0OBa, Bblpa>XXeHnA U CMUMBObI;

® dHTU-CKAMMMHTI TeXHOJIOrnA — K Yncly CKaMMUHT- A ¢apMMHF-COO6LLI,EHI/II‘/’I OTHOCATCA T. H.
<<HI/II'epVIl\/’ICKI/Ie nncbMa», COO6LLI,eHVIF| O BblUTpbIlax B 10TEPEN], Ka3UHO, NnoaAaeibHblIe
nMcbMa 6aHKOB. ,ﬂ,}'lﬂ nXx CI)I/IJ'IpraLI,I/II/I npumMeHAeTCA CI'IGLI,I/IafIbeIl‘/JI MOAYy/b;

¢ pUNbTpaLUA TEXHMUECKOrO Crama — TaK Ha3blBaeMble bounce-coobLeHns BO3HMKatOT
Kak peakLmsa Ha BUPYCbl AN KaK NPOSBAEHME BUPYCHOM aKTMBHOCTU. CneumanbHbIi MOAy/b
aHTMCNama onpejenseT Takve CoOobLEeHNA Kak HexenaTesbHble.

Bbl MO>XeTe HacTponTb cieayroime napameTpbl paboTbl AHTUCNaMA:

Hacrtpoiika OnwucaHue

Paspewunts  YcraHoBsieHa MO yMONYaHWMIO.

TEKCT Ha

kmpuiavue  [laHHas HacTpovika ykasbiBaeT noutoBOoMy cTopoxXy SplDer Mail 6e3 npeasaputensHoro
aHanM3a He NPUUUCAATL K CMamy MUCbMa, HanmMcaHHble B COOTBETCTBUM C YCTAHOBJIEHHOW
KUPWUNNYECKOM KOAMPOBKOM. ECiv 3TOT dnaxkok CHAT, TO Takune nnucbMa ¢ 60bLLOW
BEPOATHOCTbIO ByAyT OTMEeUeHbl GUAbTPOM Kak CraMm.

Pa3peLIJI/ITb YcTaHoBAeHa Mo YMOYaHWIO.

TEKCT Ha
asmatckmx  [laHHas HacTpoiika ykasbiBaeT noutoBoMy ctopoxy SplDer Mail 6e3 npeaeaputensHoro
A3bIKax aHaau3a He MPUYUCAATL K Cramy NMCbMa, HanucaHHble B COOTBETCTBUM C Hanbosiee

PyKOBO,ELCTBO nosab3oBaTenda
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Hactpoiika OnucaHue

pacnpocTpaHeHHbIMU KOAVPOBKaMM a3naTcKux A3blKoB. Ecv 3TOT daxkok cHAT, To Takue
n1cbMa ¢ 60JbLLION BEPOATHOCTbIO ByAyT OTMeUeHbl GUALTPOM Kak Cram.

[obaBnatb  YcTaHOBAEHa MO yMO/YaHMIO. B Hauano Tembl cnam-nmcem fobaeaserca noAcTpoka
npegukc «[SPAM]».

K Teme

nmcem, [JaHHan HacTpovika yka3sbiBaeT noutoBoMy ctopoxxy SplDer Mail go6aBaaTb yKasaHHbI
cofepxalim Mpedukc K TeMaM M1ceM, pacno3HaBaeMblxX Kak Cram.

X crnam

Job6aBneHvie npedukca MOMOXET BaM CO34aTb MpaBwuaa A8 GUIbTPaLMM MOYTOBbIX
COODBLLLEHMIA, MOMEYEHHbIX Kak cram, B TexX MOYUTOBbIX KineHTax (Hanpumep, MS Outlook
Express), B KOTOPbIX HEBO3MOXHO HAaCTPOUTb GUALTPbI MO 3aroJI0BKaM MUCEM.

O6paboTtka nucem cnam-¢puabTpom

MoutoBbI cTopox SplDer Mail gobaBnsieT KO BCeM NpoBepeHHbIM NMMCbMaM ClegytoLume
3aroJIoBKu:

e X-DrWeb-SpamState: <3Ha4YeHue>, rae <3Ha4eHue> yKa3blBA€T Ha TO, ABAAETCSA /N
MUCbMO cnamMom (Yes) No MHeHUIO No4yToBoro ctopoxa SplDer Mail nan Het (No);

e X-Drileb-SpamVersion: <gepcus>, rae <gepcus> — Bepcus 6ubanotekn AHTMCNamMa
Dr.Web;

e X-Drileb-SpamReason: <pelimuHz cnama>, rae <pelimuHe cnama> — nepeyeHb OLLEeHOK
MO Pa3NNYHbIM KPUTEPUAM NPUHAAIEXHOCTU K ClaMmy.

Ncnonb3ylite 371 3aronoBku 1 npedurKkc B TeMe NmcbMa (eciv COOTBETCTBYHOLLMIA GAadKoK
YCTaHOBJIEH) A1 HACTPOVKM GUAbTPaLMM CamMa Balleil NoYTOBOM MPOrpamMmon.

| Ecnv ans nosyyeHns noutToBbIX COOBLLEHMI Bbl Ucrosib3yeTe npoTokobl IMAP/NNTP, To

A HacTpoliTe Bally NOYTOBYO MPOrpamMmy TakuMm 06pa3om, UTo6bl NCbMa 3arpy>Kanmnch C
NMoYTOBOTO CepBepa cpasy LeankoM, 6e3 npesBapuTeibHOro NPOCMOTPa 3aro/IoBKOB. IT0
Heo6X0ANMO ANA KOPPEKTHOM paboTbl cnam-GuabTpa.

[Ans noBblleHMsA kKayecTBa paboTbl cnamM-duabTpa, Bbl MOXeTe coobllath 06 owmnbkax
pacrno3HaBaHuAa cnama.

i|§ Cnam-¢unbTpom obpabaTbiBatoTCA MOYTOBbIE COODLLEHMA, COCTaBAEHHbIE B COOTBETCTBUN
: co ctaHgaptom MIME RFC 822.

WcnpaBneHune owimbok pacnosHaBaHUsA

1. Mpwn obHapykeHnn ownbkM B paboTte cnam-puabTpa, Co3zanTe HOBOE MUCbMO U
NPUAOXNTE K HEMY HEMpPaBUIbHO pacno3HaHHoe coobuleHme. NrcbMa, oTnpaBaeHHbIE B
TekcTe NMMCbMa, aHaAM3MpoBaTbCca He ByayT.

PyKOBO,ELCTBO nosab3oBaTenda
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2. OTnpaBbTe MMCbMO C BNOXEHWEM aAMUHUCTPATOPY Ballein aHTUBMPYCHON ceTw.

11.4. CkaHep

flf V3meHeHve HAaCTPOEK KOMMNOHEHTa BO3MOXXHO, eC/I aAMUHUCTPATOP CeEpBeEpa
LI,eHTpa.ﬂMBOBaHHOVI 3aLWKThbl, K KOTOPOMY MNOAKNHOYaeTCA Dr.Web, Aan Ha 3TO pa3pelleHne.

[ns poctyna k Hactpovikam CkaHepa 3anpallvBaeTcs Napob, ecaun B pasgene Hactpoliku
Bbl BK/IOUMAM ONUMIO 3awmiiatb naposieMm Hactpoiiku Dr.Web.

HacTponkun nporpamMbl N0 yMOAYAHWUIO ABASKOTCA ONTUMaNAbHbIMU AN 6ONbLUMHCTBA
NPUMEHEHNN, NX He cnesyeT N3MeHATb 6e3 HeobxoaMMOocCTy.

u DrWeb » Hactpoikm > KoMNoHEHTEI 3aWmTel > CRaHep — O X
@ KOMMOHEHTHI Onuwun nposepkw

3a|_|_LMT|3| MpepklEaTh NPOEEPKY MPW NEPEXOAE HA MNTAHWE OT AaKKYMYNATOPA
B o

SplDer Guard
Mcnons20BaTs 3BYKOBLIE ONOBELLLEHWUA

SplDer Gate

. CID omn

SplDer Mail
Vicnons20BaHMe pecypcoB KOMNBKOTERE

Ckanep OnTumansHoe (pexomeHayeTca) ~

bpanamay3p

anEEE'HTHEHaﬂ 3dlliTa AEMCTBMH

WMHduuMpoeaHHke

Neunts, nepemMelllaTts B KapaHTUH HelznedumMble (percomeH,ﬂ.yercn) W

Mogoz PUTENEHEIE

MepemellaTs B KapaHTUH (pekoMmeHayeTcr) v
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PucyHok 30. Hacrtpoiika CkaHepa

Onuuu npoBepkun
B aTol rpynne goctynHbl o6Lme napametpbl pabotbl CkaHepa Dr.Web:

e MpepbiBaTh NpOBEpPKy NpU Nepexoge Ha NMUTAHUE OT akKKymyAaaTopa. Bkarounte 31y
onuuto, YTobbI NPU Nepexose Ha NUTaHKe OT akkyMyasTopa nposepka 6bina npepBaHa. Mo
YMOIYaHWUIO ONLMS OTKIFOYUEHA.

¢ Ncnonb3oBaTb 3ByKOBble onoBeLeHus. Bintounte 3ty onuyuto, utobel CkaHep Dr.Web
COMPOBOXAaN KaXkaoe cobbiThe 3ByKOBbIM CUTHaNOM. 10 yMOAYAHWNIO OMNLMA OTKAKOUEHa.

PyKO BOACTBO NoJib30OBaTend
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¢ Mcnonb3oBaHune pecypcoB KOMMblOTEpa. OTa ONUMA yCTaHaBAMBaET OrpaHMyeHre Ha
ncnosnb3oBaHue pecypcoB koMnbtotepa CkaHepom Dr.Web. Mo ymonuaHuto 3agaHo
ONTMMaNbHOE 3HayeHue.

DencrBna

B 3ToM pa3gene 3asaetcs peakums CkaHepa Ha O6Hapy>XeHWE 3apaxkeHHbIX UK
noAo3puTesnbHbIX GalnioB N BPeAOHOCHbIX MPOrpamMM.

Peakuns 3agaeTca OTAe/NbHO ANA KaX0W KaTeropum o6bekToB:
¢ NHdunumpoBaHHble — 06beKTbI, 3apa>KeHHbIe N3BECTHbIM U (MPeAnON0XUTENbHO)
N31€UMbIM BUPYCOM;

¢ Mopo3purenbHble — 06BEKTHI, MPEANONOXUTENBHO 3apaXkeHHble BUPYCOM MK
cozep>kallume BpeZOHOCHbIN 06BbeKT;

® pa3nyHblE€ NOTEHLUMANbHO OMNacCHble 06BbEKTHI.

Bbl MmOXeTe nameHuTb peakumnto CkaHepa Ha obHapy>KeHMe Kaxkaoro Tuna o6bEeKTOB B
oTaenbHocTn. CocTaB AOCTYMHbIX pPeakLuMii NPy 3TOM 3aBUCUT OT TMNa Yrpos3bl.

Mo ymonuaHuto CkaHep NbiTaeTcs BblAeUNTb dalinbl, 3apakeHHble N3BECTHLIM U
NOTEHLMANbHO U31€UYNMbIM BUPYCOM, OCTalbHble Hanbosiee onacHble 06beKTbl —

nepeMetltaeT B KapaHTuH.

CyLLecTBYHOT CesytoLme AeNCTBUSA, NPUMEHSAEMble K OBHapy>KeHHbIM 0H6beKTaM:

AeiicTBue OnucaHue

JNeuwnts, BoccTtaHOBUTL COCTOSIHME 06beKTa A0 3apaxkeHus. Ecav BUpYC Hemsneunm mim
nepemMeLyatb B nomnbITka JeyeHus He Hbiia yCnewHoW, ToO 06bekT ByAeT nepemMelLeH B KapaHTUH.
KapaHTUH

Heunsneuynmble [laHHoe feicTBME BO3MOXKHO TONIbKO AN OOBEKTOB, 3apaKeHHbIX M3BECTHbIM

M3NEUMMbIM BMPYCOM, 3@ UCKIFOYEHNEM TPOAHCKMX MPOrpamMM 1 3apadkeHHbIX
dalinoB BHYTPK COCTaBHbIX O6BEKTOB (apX1BOB, GaOB 3NEKTPOHHOW MOYTLI UK
balinoBbIx KOHTENHEPOB).

Jleuntp, YAanAaTb BocctaHOBUWTL CcOCTOsIHME 06beKTa A0 3apa>eHua. Ecan BUPYC HEM3ieunm nan
Hensne4vynmble nonbiTka AeYyeHns He bbiia ycnew HOl‘;I, TO 06BbEKT 6yp,eT YAaneH.

[JaHHoe AeicTBME BO3MOXHO TOIbKO AN 0H6BEKTOB, 3apadkeHHbIX U3BEeCTHbIM
M3NE€UMMbBIM BMPYCOM, 3@ UCKIHOYEHNEM TPOAHCKMX NPOrpamMM 1 3apadkeHHbIX
dalinoB BHYTPK COCTaBHbIX 06BEKTOB (apX1BOB, GaIOB 3NEKTPOHHOW MOYTLI UK
dalinoBbIX KOHTENHEPOB).

Ypanutb Yaanutb o6bekT.

[Nl 3arpy30YHbIX CEKTOPOB HWKaKUX AEWCTBUIA MPOU3BOAUTLCA He ByaeT.

Mepemelyatb MepemecTuTb 06BEKT B crieumanbHyto nanky KapaHtvHa.
B KapaHTuH

PyKOBO,ELCTBO nosab3oBaTenda
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AeiicTBMe OnucaHue
[ns 3arpy304HbIX CEKTOPOB HUKAKMX AEWCTBUA MPOU3BOAUTLCS He ByaerT.

WNrHopupoBaTb MponycTuTb 06beKT 63 BbINOJHEHUA Kakux-1Mbo AEUCTBUIA 1 HE BbIBOAUTH
OnoBeLLEeHNS.

[laHHOe AeiCTBME BO3MOXHO TOJIbKO A1 BPEAOHOCHbIX MPOrpamMm: pekiamHble
nporpammbl, MPOrpamMmMbl JO3BOHA, MPOrPaMMBbl-LLYTKY, MOTEHLMANBHO OMNacHble
nporpammebl 1 NPporpamMmel B3noMa.

CoobuuTbL BbiBOAWTL OMOBeELLEHNE ¥ NMPONYCTUTL 06bEKT 63 BbINONHEHUsS KaKUX-T160
JLeNCTBUN.

[JlaHHOE ZeiicTBMEe BO3MOXKHO TOJIbKO A/s1 NMOAO03PUTENbHBIX 06BEKTOB 1
BPEAOHOCHBIX MPOrpamMm.

| Mpu 06Hapy>KeHW BUPYCOB WK NMOAO3PUTENIbHOTO KOAa BHYTPU COCTaBHbIX 06BbEKTOB

& (apx1BoB, GainoB 3NEKTPOHHON NOYUTbl UK PaliNOBbIX KOHTEMHEPOB) AENCTBUA MO
OTHOLLEHWIO K YrpO3aM BHYTPU TakuX O6BEKTOB BbINMOAHAIOTCA Haj BCEM 06BEKTOM, a He
TOJIbKO Haj, 3apa>keHHOM ero 4acTbio.

[AononHurtenbHble HACTPONKMN

Bbl MOXeTe OTK/IHOUNTL MPOBEPKY UCTAIALNOHHBIX MAaKeTOB, apXMBOB W NOUTOBbIX GaliNoB.
Mo ymonuyaHuto NpoBepka 3TMX 06 bEKTOB BK/IOYEHA.

Bbl Taikoke MmoxeTe HaCTPOUTb nNoBeAeHNe CKaHepa nocne OKOHYaHMA NPOBEPKU:

1. He npumeHsaTb geiictBue. CkaHep BbiBeEeT TabanLy CO CMMCKOM OHBHapY>KeHHbIX Yrpo3.

2. O6e3BpeauTb 06Hapy>KeHHble yrpo3bl. CkaHep aBTOMaTUYeCKM MPUMEHUT AENCTBUSA K
0BHapy>XeHHbIM yrpo3am.

3. O6e3BpeanTb 06HapY>KeHHbIe Yrpo3bl U BbIKIOUUTL KOMMbioTep. CkaHep
aBTOMaTUYeCKN MPUMEHUT AeNCTBMA K OOHapYy>XXeHHbIM yrpo3aM M Mocae 3TOro BblKAOUNT
KOMMbtOTEP.

11.5. bpangmaysp

BpaH,u,Mayap Dr.Web npegHasHayveH 414 3alnTbl Ballero KOMnbHoTEPa OT

HECAHKUMOHMPOBAHHOIO A0CTyNa M3BHE N NPpefOoTBPaLLEHNA YyTEUKN Ba>KHbIX AaHHbIX MO CETN.
DTOT KOMMOHEHT NO3BOJIAET BaM KOHTPOAMPOBATb NOAKAOHEHUE U NMepedady JaHHbBIX MO CETU
|/|HTepHeT n 6}10KI/IpOBaTb noao3punTeENbHblE COEAMHEHNA Ha YPOBHE NMAakKeTOB U I'IpI/IJ'IO)KEHI/Il\/JI.

BpaH,u,Mayap npejocTtaBadAeT BaM caejyrouie npemnmMmyLliecrtea:

e KOHTPO/Ib N GUABTPALIMA BCErO BXOAALLErO U NCXOAsLLero Tpaduka;

® KOHTPOJIb NOAKNHOYEHNA Ha YPOBHE I'IpVIﬂO)KGHVIVI;

PyKOBO,ELCTBO nosab3oBaTenda
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e GUAbTPaALIMA MaKeTOB Ha CETEBOM YPOBHE;
e ObICTPOE NepektoYeHre Mexay Habopamu npasus;

e pervcrpaumsa cobbITun.

11.5.1. O6yueHue bpaHgmayapa

Mocne yctaHoBKM bpaHaMayspa HeKOTOpoe BpeMs B NpoLecce Ballen paboTbl 3a
KOMMbFOTEPOM NMPOU3BOAUTCA OByUYeHMe NporpammMsbl. Pexxnum obyueHns aktyaneH ans
cnepyrowmx pexnmos pabotel BpaHamayspa (nogpobHee o pexnmax paboTtbl bpaHamayapa

CM. pa3gen Hactpolika 6paHamayspa):

° Pa3peu.|a'rb coeaunHeHuA ana AoBepPEeHHbIX l'IpVIIIO)KGHVIVI (yCTaHOB}'IeH no yMOJ'I'—IaHVII-O);

¢ IHTepaKTUBHbIA peXXxum.

B pexxvme Pa3pelwartb coeAHEHUA ANA A0BEPEHHbIX MPUIOXKEHNIA NPY OOHapyXXeHNK
MOMbITKA CUCTEMbI MW NPUIOXKEHNN NOAKNHOUMTLCA K ceTn BpaHamayasp nposepser,
ABNAKOTCA N 3TV NPUNOXKEHUA JOBEPEHHBIMW U 3aJaHbl N A8 HUX NpaBuaa GuabTpaumu.
Ecav npaBuna otcytctBytoT, Dr.Web BbIBOAUT COOTBETCTBYIOLLIEE NpeaynpeXxXaeHme, rae Bbl
MoOXeTe 3asaTb NpaBuao. [Ina AoBEePEeHHbIX MPUAOXKEHW NMPaBuUaa MNP 3TOM He CO3JaroTCA.
MoAkNtOUEeHWE K CeTU ANS TaKMX MPUNOXKEHNI pa3peLLeHo.

K soBepeHHbIM MPUAOXKEHNAM OTHOCATCA: CUCTEMHbIE AN MetoLme cepTudukat Microsoft
NPUIOXKEHNSA, @ TakoKe MPUNOXKEHMA N3 CNUCKA AOBEPEHHbIX NpuaoxeHnin DrWeb.

B pexxume NHTepaKTUBHbIV peXXuM npu 06Hapy>KeHUM NMOMbITKA CUCTEMbI UV MPUIOXKEHW
NOAKNOUNTLCA K ceT bpaHaMayap npoBepsieT, 3ajaHbl N A8 3TUX NPOrpamMmM npasuia
dunbTpaumn. Ecam npaBmaa oTCyTCTBYHOT, TO BbIBOAUTCA COOTBETCTBYHOLLEE MPeAynpexaeHue,
rfe Bbl MOXeTe 3ajaTb NpaBuo. B ganbHenwem nogobHble noaknoueHus byayT
0b6pabaTbiBaTbCA MO 3TOMY NpPaBUY.

' Mpwn paboTe Noj orpaHNYeHHOW yueTHOM 3anuckto (Foctb) bpaHamaysp Dr.Web He Bbizaet

A} nosib30BaTeNto NpeaynpeXaeHna O MonbITkax 4OCTyna K ceTv. MNpeaynpexaeHna 6yayT
BblaBaTbCs MOJ, YYETHOM 3aNnCbto C MpaBamMun aMUHMUCTPaTOPa, eC/n Takas ceccums
aKTVBHa OJHOBPEMEHHO C FOCTEBOM.

MpaBuna ansa npunoXkeHuni

1. Mpw 06Hapy>XeHWM NONbITKN NOAKNHOUYEHNS K CETU CO CTOPOHbI MPUNOXKEHMS,
03HakKOMbTeCb CO C/eayroLlen nHdopmaLmen:

Mone OnucaHue

MpunoxeHune HanmeHoBaHWe nporpammbl. YA0CTOBEPbTECH, YTO MyTb K HEMY, YKa3aHHbIA B noje
MyTb K NPUNOXKEHUID, COOTBETCTBYET NMPaBUIbHOMY PaCcroIOXKEHNKO NMPOrPamMMbl.

PyKOBO,ELCTBO nosab3oBaTenda
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OnucaHue

MonHbIN NyTb K UCMONHAEMOMY Galiy MPUNOXKEHMA 1N ero UMS.

Lindposas noanncb NpuaoxeHus.

MpoTokon 1 agpec XocTa, K KOTOPOMY COBepLUAETCsl MOMbITKA NMOAKAHOYEHMS.
MopT, N0 KOTOPOMY COBEpLUAETCA MOMbITKA MOAKIHO YEHNS.

HanpasneHve coegnHeHus.

2. MpumunTe pelleHre o NOAXOAALLEN ANA JAHHOrO Ciyyas onepaumn n Boibepute
COOTBETCTBYHOLLEE AENCTBNE B HUXKHEW YaCTU OKHa:

e YTOObI OAHOKpPaTHO 6J'IOKVIpOBaTb AaHHOE NoAKNHOUEHNE, Bbl6epl/ITe AeVICTBMe 3anpe'rvrrb

OAHOKpPATHO;

e YTOObI OAHOKPATHO MO3BOJ/INTL MPUNTOXKEHWNIO JaHHOE NOAKNKOUYEHUE, Bbl6epVITe
Ael‘/JICTBMe Pa3peu.|wrb OAHOKpPATHO;

e yTO6bI NEeperT K GopmMe co3zaHunsa npasmna uabTpaumnm, Bbibepute aerictere Cospgatb
npaBuio. OTKPOeTCcA OKHO, B KOTOPOM Bbl MOXeTe N1Mbo BbibpaTh NpeaycTaHOBAEHHOE
npaBunao, IO BPYUHYHO CO34aThb NPABUIO ANSA NPUNOXKEHUN.

3. Haxmute kHonky OK. BpaHamaysp BbIMOHUT yKa3aHHYO BaMW orepaumto, h OKHO
onogeLleHnsa byaeT 3aKkpbITo.

' B HekoTopbIX cayyasx onepaupmoHHas cuctema Windows He no3BosiseT 04HO3HaUYHO

& UAeHTVOVUMPOBaTh Cyxby, paboTatoLLyto Kak CUCTEMHBIV Mpouecc. Mpu obHapyeHUn
MOMbITKN MOAKIOYEHNS CO CTOPOHbI CUCTEMHOTO MpoLiecca, obpaTute BHYMaHVE Ha Nopr,
yKa3aHHbIl B CBEJEHUAX O COeAMHeHUW. Ecav Bbl Ucnonb3yeTe NpuioXeHWe, KOTOPOE MOXKET
obpalLatbCs K yKazaHHOMY MOPTY, pa3peLunTe AaHHOE MOAKAHOYEHVE.

B cnyuasx korga nporpamma, ocyLLecTBASOLAA NONbITKY MOAKNHOUEHMS, Y)Ke N3BEeCTHa
BpaHamayapy (To ecTb Ans Hee 3aaHbl NpaBuaa GUabTPaLMK), HO 3aMyckaeTcs APYruM
HEeN3BECTHbIM MPUNOXKEHNEM (POANTENBCKMM NpoLeccoM), BpaHamayap BeiBOAUT
COOTBETCTBYHOLLEE MpeAynpexaeHue.

MpaBuna ans poauTeNbCKUX NPOLLECCOB

1. Mpun 0BHapy>KeHNM MOMNbITKA NOAKNOUYEHWNS K CETU CO CTOPOHbI MPUIOXKEH NS,
3anyLLeHHOro Hen3BecTHOW Ana bpaHamayspa nporpamMMon, 03HaKOMbTeCh C
MHbOpMaumen ob ncnonHaemom darine poANTENLCKON NPOrpaMMbl.

PyKOBO,ELCTBO nosab3oBaTenda
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2. Korpa Bbl npuMeTe pelueHne O NOAXOAALEN A8 JaHHOTO C/lyyas onepauum, BbiMOJHUTE
OAHO V3 CieAytoWwmnii AeUCTBUN:

e YTO6bI OAHOKPATHO 610KMPOBaTb MOAKIKOUEHME MPUIOXKEHUA K CETU, HAXXMUTE KHOTKY
3anpeTutsb;

e UTO6bl OAHOKPATHO MO3BOJIUTb MPUNOXKEHMIO MOAKNOUNTECA K CETU, HAXKMUTE KHOMKY
Paspewuurs;

e YTOObI CO034aTb NpaBnNoO, HaAXXMNUTE Cosp,an; npaBuao 1 B OTKPbIBLLEMCA OKHE 3a,qa|7|Te
HeO6XOAI/IMbIe HaCTQOIZKI/I ANA POAVTE/IbCKOIO NpoLecca.

3. Haxmute kHonky OK. BpaHamay3p BbINOAHWT yKa3aHHY BaMy OMfepauuto, U OKHO
onoseLleHna ByaeT 3aKpbITO.

Takke BO3MOXHa CUTyauuns, Npu KOTOPOU HEM3BECTHOE MPUIOXKEHMEe 3anyCckaeTcs ApYrm
HEW3BECTHbIM NMPUJIOXKEHMEM, B TaKOM C/lyyae B npeaynpexaeHunn byaeT BoiBejeHa
cooTBeTCTBYtOWan MHGopMaLnsa n npu Bolbope Co3paatb NpaBUIO OTKPOETCSA OKHO, B
KOTOPOM Bbl MOXeTe HaCTPOUTb NpaBmaa Kak A8 MPUAOKEHUI, Tak U AN POAUTENbCKNX
npoLLeccos.

11.5.2. HacTtponka bpangmayaspa

B 3TOM pa3zesie Bbl MOXETe HAaCTPOUTL C/iedyroLive napamMeTpbl paboTbl bpaHamayapa:

e BbIOpaTh pexumM paboTbl NPorpaMmbl;

® HACTPOWUTL CMNMNCOK aBTOPU30OBaAHHbIX npvmo>|<eH|/||7|;

e HaCTPOWTb NapaMeTpbl 419 U3BECTHbIX CETEN.

/|\ [nsa poctyna K HacTpowkam bpaHamayspa 3anpallvBaeTcs napob, eCAnN B pasjene
y  Hactpoviku Bbl BIHOUMAK ONumio 3awuwaTtb naposaem Hactpoiiku Dr.Web.

PyKOBO,CLCTBO nosab3oBaTenda
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[MpeBeHTMBHaA 3almTa CeTb

Pazpelwats dMnbTpaUMK NaKeToR

[ a3

MNapameTpbl paBoThl ANA UZBECTHLIX ceTed  VzmenwTs

PucyHok 31. OcHoBHble HacTpoviku BpaHamayapa

Mo ymonuaHuto bpaHamaysp He co3gaeTt npaBuia Ans U3BECTHbLIX MPUNOXKEHNN. BHe
3aBMCMMOCTM OT pexkrmMa paboTbl MPON3BOAMTCA PerncTpanms cobbITUN.

HacTtpolikun nporpaMmMbl MO yMONYaHWIO ABASKOTCA ONTUMaNbHbIMU AN 60bLINHCTBA
NPUMEHEHWNN, UX He cnesyeT N3MeHATb 6e3 HeobxoaMMOoCTy.

HaCTpOI‘/JIKa Pa3peu1aTb JIOKaJibHble coegUHEeHUA NO3BONAET BCEM MPUNTOXKEHUNAM
6ECI'IpeI'IFITCTBeHHO yCTaHaB/MBaTb COEAMHEHMA Ha BalleM KOMMNbLOTEPE. K Taknm
NOAKNHOYEHUNAM NpaBnia NPUMEHATLCA HE 6y,£l,yT CHUMUTE 3TOT q)na>|<0|<, yTOObI NPUMEHATb
npaswnna q)I/IJ'IpraLU/II/I BHE 3aBNCMMOCTU OT TOTO, NPONCXO4NT I COegNHEHUNE MO CETU NN B
PamMKax Ballero KomMmnbroTepa.

Bbi6op pexxuma pabortbl
BbibepuTe 0anH 13 Ceayolmx pexXMmMoB paboThbl:

e Paspeluatb coeguHeHUs ANA AOBEPEHHbIX NPUIOXKEHUI — PEXUM, MPU KOTOPOM BCEM
[OBEPEHHbBIM MPUIOXKEHUAM NPEeOCTaBaAseTCs AOCTYN K CETEBbIM pecypcam (MCnosib3yeTcs
MO YMOJIYaHWIO), ANS BCEX OCTaNbHbIX MPUIOXKEHWNIN BblAAETCA NPeaynpexXaeHme, rae Bbl

MoO>KeTe 3ajaTtb NpaBuao (cM. pasgen ObyuyeHune bpaHamayapa);

° Pa3peu.|a1'b HeunsBecCTHble COeAMHEHUNA — PEXMM, NMPN KOTOPOM BCEM HEN3BECTHLIM
NPUNOXKEHNAM NpefocCTaBadaeTca 4OCTyN K CETEBbIM pecypcaM,;

o VIHTepaKTMBHbINA PeXXumM — pexxiM 00yYeHus, Npu KOTOPOM MOJb30BaTeso
NpeAOCTaBAAETCA MONHbIA KOHTPO/Ib Haj peakumei bpaHamayapa;

PyKO BOACTBO NoJib30OBaTend
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¢ BnoknpoBaTb HEM3BECTHbIE COEAVNHEHUA — PEXUM, NPU KOTOPOM BCE HEU3BECTHbIE
NOAKIIOUEHNA aBTOMaTMueckn 6aokmpytotca. M3BecTHble coegnHeHns obpabaTbiBatoTcs
BpaHamayspom corniacHo 3asaHHbIM Npasuiam GuabTpaumnmn.

Pa3pemaTb coeauHeHnA ana AoBepPeHHbIX ﬂpI/IﬂO)KeHI/IFI

1ot pPexXnmMm ncnosibdyeTca no yMoad4aHUHo.

B 3TOM pexume BceM JOBEPEHHbBIM MPUIOXKEHUAM pa3peLlaeTcs JOCTyN K CETEBbIM
pecypcaM, Bkatovasa VIHTepHeT. K AoBEpEeHHbIM NPUAOXKEHNAM OTHOCATCA: CUCTEMHbIE NN
nmetowwme ceptndnkaT Microsoft npunoxkeHns, a Takke NPUNOXKEHMA N3 CNUCKA AOBEPEHHbIX
npunoxeHnin DrWeb. MNpaBunna ana Takmx NPUAOXKEHNIN He OTOBpaKatoTca B CMUCKe NpaBuI.
Ana apyrux npunoxeHnin bpaHamaysp npesoctaBaseT BaM BO3MOXHOCTb BPYYHYHO
3anpeluatb WK paspellaTb HEM3BECTHOE COeANHEHME, a Takoke co3AaBaTb ANA HEro nNpasuo.

Mpn 06Hapy>KeHUN NOMbITKA CO CTOPOHbI ONEPALMOHHON CUCTEMBI UM MONb30BaTE/bCKOrO
NPUNOXKEHWUA NONYUMTb JOCTYN K CETEBbIM pecypcaM bpaHamMayap npoBepseT, 3agaHbl 1 Ans
3TUX Nporpamm npasuaa ¢uabTpaumnmn. Ecam npaBuaa oTCyTCTBYHOT, TO BbIBOAMTCA
COOTBETCTBYHOLLIEE NpeAynpexaeHe, rae Bam npeanaraerca Bbibpatb 1M60 BpemMeHHoe
pelueHne, MMHO co3patb NPaBKUAO, MO KOTOPOMY B AajbHelleM NojoOHbIe NOAKNHOUEHNA
6yayT obpabaTbiBaThCA.

Pa3peu1a1'b HeunsBecCTHble coegnHeHnA

B 3TOM pexume JOCTyn K CeTeBbIM pecypcaM, BItovas VIHTepHeT, npegoctaBaseTcs BCeM
HEN3BECTHbIM NMPUIOXEHUSAM, ANS1 KOTOPbIX He 3ajaHbl Npasuaa duabtpaumu. Mpu
O6HapY>XEHUN NOMbITKA MNOAKIOYEHNA BpaHaMay3p He BbIBOAUT HUKAKUX COODLLEHNA.

MHTepaKTUBHbIA peXxum

B 3TOM pexunme BaM NpesoCTaBAsSeTCs MO/HbIA KOHTPOAb Haj peakunen bpaHamayspa Ha
O6Hapy>KeHNE HEN3BECTHOTO MOAKIHOUEHNS, N TaKMM 06pPa3oM Npomn3BoaMTCS 0byyeHme
nporpamMmmMsbl B NpoLiecce Ballen paboTbl 38 KOMMbHOTEPOM.

Mpn 06Hapy>KEHUN NOMbITKA CO CTOPOHbI ONEPALMOHHON CUCTEMbI UM MONb30BaTENbCKOrO
NPUNOXEHNS MONYUNTb JOCTYN K CeTeBbIM pecypcam bpaHamayap npoBepsieT, 3ajaHbl AN ANS
3TUX Nporpamm npasuna ¢uabTpaymnmn. Ecam npaeuna oTCyTCTBYHOT, TO BbIBOAUTCS
COOTBETCTBYHOLLEE NpeaynpexaeHue, rae BaM npeanaraetca BbibpaTb MM60 BpeMeHHoe
peLleHne, MM60O co3aaTth NPaBMIO, MO KOTOPOMY B AasibHENLIEM NOAOOHbIE MOAKIHOYEHNS
6yayT obpabaTtbiBaThCA.

BIIOKVIpOBaTb HensBecTHble coegnHeHunA

B atom pexnme BCe HEN3BECTHbIE NOAKNHOYEHUA K CETEBBIM peCypCaM, BKAKOYaA VlHTepHeT,
aBTOMaTn4ecKkn 6I'IOKVIpyI-OTCF|.

PyKOBO,ELCTBO nosab3oBaTenda
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Mpn 06Hapy>XeHUM MNOMbITKN CO CTOPOHbI ONepPaLLMOHHON CUCTEMbI UM MO/Ib30BaTEbCKOTO
NPUIOXEHNS NONYYNTb JOCTYN K CETEBbIM pecypcam bpaHamaysp nposepseT, 3agaHbl A A5
3TUX Nporpamm npasuaa puabtpaumm. Ecam npasuna GuabTpaumm oTCyTCTBYHOT, TO
BpaHamaysp aBToMaTMUeckn 610KMpPYET JOCTYN K CETU U HE BbIBOAUT HUKAKMX COOBLLEHWN.
Ecav npaBuna ¢puabTpaunm Ans JaHHOro NOAKNOUEHUS 3a/aHbl, TO BbIMONHAKTCA YKa3aHHbIe
B HUX AencTBuS.

Flapameprl Aana I'IpI/II'IO)KeHI/Iﬁ
f | : Ans kaxzaowv nporpammbl MOXeT 6biTb He 6osiee 04HOTO Habopa NpaBua GUALTPALMN.

®dunbTpaLms Ha YPOBHE NPUNOXKEHWI NO3BONSET KOHTPOANPOBATb AOCTYMN KOHKPETHbIX
nporpamMmMm v NPoLEeCccoB K CETEBbIM pecypcaM, a TakKe pa3pewnTb NN 3anNpeTUTb 3TUM
NPUIOXEHUAM 3anycK APYrMx NPoLLeccoB. Bbl MoXeTe 3ajaBaTb NpaBuia Kak Ans
MOJIb30BaTENbCKUX, TaK U A1 CUCTEMHbIX MPUNOXKEHWUN.

B AAHHOM pa3jene Bbl MOXeTe q)OpMI/IpOBaTb Ha6OQbI npasun anprau,mm, CO3aaBaA

HOBbIE, PeAAaKTUPYA CYLLECTBYHOLLME UM YAaNasn HEHYXHble npaBuaa. MNpuaoxeHue
OAHO3HAUHO UAEHTUPULMPYETCA MNONHBIM NYyTEM K UCNOAHAeMoMy danny. [ins ykasaHua aapa
onepaumoHHon cuctemsl Microsoft Windows (npouecc system, ans Kotoporo Het
COOTBETCTBYHOLLErO UCNOAHAEMOro daina) UCnob3lyeTca UM SYSTEM.

| Ecawv Bbl co3ganv 6aokvipytoLee NpaBuao A5 NpoLlecca WAN YCTaHOBUAN PEXUM

A BrokupoBaTb Hen3BeCTHble COeAVHEHUs, a MOTOM OTKA UMM BAOKMPYtOLLLee MPaBUIO WK
M3MeHUNN pexum paboTbl, 610kMpoBKa byAeT AelicTBOBaTb 4O NMOBTOPHOM MOMbITKM
YCTaHOBWTb COeJMHeHWe Moc/e nepesanycka npoLecca.

Ans NpUNOXEHW, KOTOPbIe YXe yAasieHbl C Ballero KOMMbioTepa, NpaBuia He yAansoTcs
aBTOMaTU4ecku. Bbl MoXeTe yaanuTb Takve npasBmaa, Bbibpas NyHKT Yaanutb
Hencnosib3yemMble NpaBuia B KOHTEKCTHOM MeHH Crmcka.

MpaBuna ana npnaoXxeHun

B okHe HoBbiin Ha6bop npaBun ana npuaoXkeHusa (Min PepakTtupoBaHue Habopa npaBun)
Bbl MOXETEe HaCTPOUTb AOCTYMN NMPUIOXKEHMNA K CETEBbIM pecypcaM, a TakKe 3anpeTuTb Uan
pa3peLwwnTb 3anyck ApYrmx MPUIOXKEHNUN.

[Ansa poctyna K 3TOMy OKHY B HacTpoiikax bpaHamayspa B nyHkTe MpaBuna ana npuaoXKeHuin
HaxxMuTe M3MeHUTBb 11 B NOABMBLLEMCA OKHE HaxMuTe kHonky "2/ nan soibepute

)

MPUIOXEHNE Y HAXMUTE KHOMKY "=/,

PyKOBO,CLCTBO nosab3oBaTenda
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Mpu pabote bpaHamayapa B pexxvme 0byyeHVs, Bbl MOXeETE MHULIMMPOBATb CO3AaHne
npaBuia HEMOCPEACTBEHHO M3 OKHa OMOBELLEHWA O MOMbITKe HEeCAaHKLMOHUPOBaHHOrO
NOAKNOUEHNS.

3anyck Apyrux npuioXXeHuu

UT00BbI Pa3pewinTb UAN 3aNpPETUTb NPUNTOXKEHWNKO 3anyCkaTb APYyr1ne Npuao>XXeHus, B
BblMadatoWeM Crincke 3aI1YCK ceTeBbIX I'IpI/InO)KEHVIﬁ Bbl6epl/ITeZ

° Pa3pe|.ua'rb, yTOObI pa3pewnTb NPUNOXKEHNKO 3aMyCKaTb MPOLUECCHI;

o 3anpeu.|,a1'b, yTOObI 3anpeTnTb NPUNOXKEHUIO 3anyCKaTb MPOLEeCChl;

e He 3apaHo. B 3TOM cnyvae Ha 3TO NpuaoxeHUe ByayT pacnpoCcTpaHaTbCA HAaCTPOMKM
BbI6paHHOro pexuma pabotsl bpaHamayapa.

Aoctyn K ceTeBbIM pecypcam
1. BbibepuTe pexunm AocTyna K ceTeBbIM pecypcam:

e Paspeliatb Bce — BCe COeNHEHMUA MPUNOXKEHUA ByayT pa3peLleHb;
¢ BbrokupoBaTb Bce — BCe COeNHEHMS MPUNOXKEHNS 3arpeLLeHbl;

¢ He 3apaHo. B 3TOM cnyyae Ha 37O NpuaoxeHne 6yayT pacnpoCcTpaHATbCA HAaCTPOMKM
BbibpaHHOro pexxvma pabotel bpaHamayapa.

¢ Monb3oBaTeNbCKUi — B 3TOM pexKrMe Bbl MOXeTe co3aaTb Habop npasuma,
paspeLuatowyx Uav 3anpeLaroLmnx Te Man UHble COeAMHEHUA NPUNOXKEHUS.

2. Ecnv 6bin BbiGpaH Monb3oBaTenbCknii PeXXMM JOCTyMNa K CETEBbIM pecypcam, TO HUXe
oTobpa3nTcs Tabanua c MHpopmaLmen o Habope NpaBua AN AAHHOTO MPUIOXKEHUS.

Mapametp OnucaHue
BrknatoueHo CocTosiHVe npasuna.
[encteure Yka3blBaeT Ha AeNCTBUE, BbIMOJHAEMOE

BpaHaMay3pom npuv nonbiTke NporpamMmbl
MNOAKNUNTLCA K ceTn VIHTepHeT:

¢ bnokupoBaTtb nakerTbl — 6/10KMpOBaTh
NomMbITKY NOAKNHOYEHNS;

e Paspewartb nakeTbl — pa3peLluntb

NOAKNOYEHVE.
Vimsa npasuna Ha3BaHwe npasuna.
Twn coeanHeHus HanpaBneHune coegmHeHus:

° BXOAﬂl.I.l,ee — NpaBWaO NPUMEHAETCA, eCin
coeanHeHne NHMUMMpyeTca 13 Ccetn K
nporpaMmMe Ha BalleM KOMMNbHOTEPE;

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp OnucaHue

. I/chop,au.q,ee — NpaBWIO NPUMEHAETCA, eCin
coefnHeHne nHnmummnpyeTca I'IpOI'paMMOl‘/’I Ha
BallemM KOMMbHOTEPE,

o Jllo6oe — MpaBWIO NMPUMEHSETCS BHE
3aBUCUMOCTMN OT HanpaB/eHUs COeAMHEHVS.

OnucaHve [Monb3oBaTenbCkoe onuncaHune npaswvna.

3. Mpwn HeobxoANMOCTIN OTpeAaKTUPYNTE NPeayCTaHOBAEHHbIA UK CO3JaiTe HOBbIN Habop
NpaBuUA AN NPUNOXKEHWS.

4. Ecnv Bbl BbIGpanv co3gaHne HOBOTO UM peAakTMpOBaHMe CyLLLEeCTBYHOLLErO NpaBua,
HaCTPOWNTe ero napamMeTpbl B OTO6pa3nBLLEMCS OKHeE.

5. lMo okoHYaHuUKM pegakTnpoBaHmsa Habopa npaBua Haxmute kHonky OK ana coxpaHeHus
BHECEHHbIX U3MEHEHUW AN KHOMKY OTMEeHUTb A5 OTKa3a OT U3MEeHeHUW. MIameHeHus,
BHECEeHHble B HAbOp NpaBuW, COXPAHAOTCA NMPU NEPEKIFOUYEHUN Ha APYTOr PEXUM.

YcraHoBuTe dnaxkok 3anpawimMBatbh NoATBepXKAeHNE NPU U3MeHeHMn obbekTa
(pekomeHAyeTcA), €CNN Bbl XOTUTE, YTOObI NPU M3MEHEHWUN NN OBHOBAEHNU NPUNOXKEHNN
AOCTYN K CeTeBbIM pecypcaM ANf NPUNOXKEHMA 3anpallnBanca 3aHOBO.

Hactpoika napametpoB npaBuia

I'lpanma q)l/I}'IpraLI,I/II/I PEeryampyroT cetesoe B3aVIMO,£I,eI7ICTBl/Ie nporpamMmmMbl C KOHKPETHbIMUA
XOCTaMK CceTn.

Co3paHue u pegakTpoBaHue npaBuna

Ana pobasneHuna HoBoro npasuna B okHe PegakTmpoBaHue Habopa npaBua HaxmuTe
kHorky \/. [ins peAakTMpoBaHMA CyLLECTBYIOLLEro Npasuia Bbibepute HeobxoAnMoe

MpaBuao 1 HaxmMuTe KHoMKy /. Mpu 3ToM B NyHKTe [LOCTYN K CeTeBbIM pecypcam JOJ/KeH
6bITb BbIOpaH pexxnm Monb3oBaTeNbCKUn.

3agaliTe cneaytolme napameTpbl NpaBuia:

Mapametp OnucaHue

Ob6uwee

Vimsa npaBuna Vima cospaBaemoro/pegakivpyemMoro npasuna.
OnucaHwve KpaTkoe onucaHve npasuna.

PyKOBO,ELCTBO nosab3oBaTenda
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Mapametp

[Jencteure

CocTtosiHve

Twun coeanHeHns

Beserve xypHana

Hacrpoiiku npaBuna

MpoTokon

JlokanbHbI agpec/YaaneHH
bl agpec

KomnoHeHTbI 3alnTbl

OnucaHue

YKka3blBaeT Ha AEVICTBME, BblMONHAEMOE BpaH,ﬂ,MaprOM npwv NonbiTke
nporpamMmbl NOAKNHOYNTBCA K CETU MHTepHETI

. BI'IOKI/IpOBaTb nakeTbl — 6}'IOKI/IpOBaTb NOnbITKY NOAKNHOYEHNA,;

e PaspeluaTb nakeTbl — paspeLLnTb NOAKIOYEHME.
CocrosiHve npaswna:

e BraroueHo — npaBwIoO NPUMeEHAETCS;

e OTKNIOUEHO — npaBuioO BpEMEHHO HE NMPUMEHAETCA.
HanpaBneHme coeanHeHnA:

e Bxopsuiee — npaBuno NPUMEHAETCA, €CIN COeAVHEHNE UHILMMPYeTCS
13 CeTV K MporpaMMe Ha BalleM KOMMbLoTepe;

¢ Ncxopsnuwee — npaBuao NPUMEHAETCA, eCIN COeANHEHNe UHNLMMPYeTCA
nporpamMmMon Ha BalleM KOMMboTepe;

e Jlroboe — npaBuaO NMPUMEHSIETCS BHE 3aBUCMMOCTM OT HaMpaBAeHNs
COeAVHEHUS.

Pexxum BegeHus xypHana:

e BknroueHo — pernctmpoBaTb cobbITus;

o OTK/IOUEHO — He COXpPaHsATb MHPOPMaLMIO O MpaBue.

MpOTOKO/bI CETEBOTO U TPAHCMOPTHOTO YPOBHS, MO KOTOPbIM
OCYLLECTB/IAETCS MOAKIHOUEHVE.

Moasep>kvBatoTCa cnefyroLme NPOTOKO/bl CETEBOrO YPOBHS:
o |Pv4;
e |Pv6;

e |P all — npoTokon IP ntob6oi Bepcun.

Moasep>knBatoTCa cneayrome NpoOTOKObl TPAHCMOPTHOTO YPOBHS:
o TCP;

o UDP;

TCP & UDP — npotokon TCP nan UDP;
e RAW.

IP-agpec yfaneHHOro xocra, y4acTByHOLLEro B NOAKIHOYeHUN. Bbl moxeTe
ykasblBaTb Kak KOHKpeTHbIM agpec (PaBeH), Tak 1 agnanasoH agpecos (B
AvanasoHe), a Takxke Macky KOHKpeTHon noacetv (Macka) nnn macku Bcex
I'IOACGTeI‘/II, B KOTOPbIX Ball KOMMbHOTEP UMEET ceTeBOW ajpec
(MY_NETWORK).

UTtobbl 3a4aTh NPaBUIO A/ BCEX XOCTOB, BbibepuTte BapuaHT JIo6oIA.

PyKOBO,ELCTBO nosab3oBaTenda
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Mapametp OnucaHue

NokanbHbIli nopT/YaaneHHsl opT, NO KOTOPOMY OCYLLECTBAAETCA NMOAKItOUEeHMe. Bbl MOXeTe yka3blBaTb
n nopT Kak KOHKpeTHbI nopT (PaBeH), Tak 1 Avana3oH noptos (B gnanasoHe).

YT06bI 33aTh NPaBUIO A/ BCEX MOPTOB, Bbibepute BapuaHT Jltoboii.

MapameTpbl ana cetTen

(DVI}'IpraLI,I/Iﬂ Ha YPOBHE MakKeTOB NMO3BONAET KOHTPOJIMPOBATb AOCTYMN K CETVN BHE 3aBNCMMOCTU
OT nporpamMmm, MHNLUMNPYROLWNX NOAK/IHOYEHKE. I'Ipanma NMPUMEHAKOTCA KO BCEM CETEBbLIM
NnaketTamMm onpeaeseHHoOro Tina, KOTopble NepPefaroTca Yepe3s O4NH U3 CETEBbIX MHTepq)eVICOB
Ballero KomMnbroTEPA.

ﬂ'aHHbIVI BUA q)VI}'IpraLI,I/II/I npejgocTtaBndA€eT BaM o6u.|,v|e MeXaHN3Mbl KOHTPOAA, B OTIYNE OT

OUAbTPALNK Ha YOPOBHE I'IQI/IJ'IO)KeHI/II\/JI.

PunbTp NakeToB

B okHe CeTb Bbl MOXeTe 3asaTb Habop NpaBua GUabTPaLUM NAKETOB, MepPesaroLLNXCs Yepes
onpeaeneHHbI HTepdENnC.

Ansa poctyna K 3TOMy OKHY B OKHe HacTpoek bpaHamayapa B nyHkTe Mapametpbl paboTbi ansa
M3BECTHbIX ceTel HaxkxmuTe U3meHuTb. HallanTe B cnvcke MHTEpECYHOLWMI Bac MHTepdeNc
conocTaBbTe eMy COOTBETCTBYHOLMIN Habop npaBua. Ecan nogxoaawmii Habop npasu
OTCYTCTBYET B CMINCKe, CO3jaliTe ero.

BpaHaMay3p NocTaBAseTCA CO CAeAyHOLLMMU MpesyCcTaHOBIeHHbIMW HabopamMu NpaBu:

e Default Rule — npaBuna, onuceiBarowme Hanbonee YacTo BCTpeUaroLLmecs KoOHGUrypaumnm
CeTU 1 pacnpocTpaHeHHble aTakn (MCNONb3yeTCs MO YMONUYAHWUIO /1A BCEX HOBbIX

nHTepdencos);

e Allow All — Bce nakeTbl nponyckatoTcs;

e Block All — Bce nakeTbl 610knpyroTCA.

ﬂ'ﬂﬂ yAO6CTBa MCNoJsib30BaHNA N 6bICTpOFO nepexkntovYeHna Mexxay pexxmmMmamum (1)VIﬂpraLI,VIVI

Bbl MO>KeTe 3a/4aTb AOMNOJIHNTEIbHbIE Ha60[2bl npaswn.

[Ana Toro utobbl yBrAETb BCE AOCTYMHbIE MHTEPdENChI AW 406aBUTb B TabnLy HOBbIN

NHTEepdec, HaxxmuTe KHOMKy "2/, B OTKpbIBLIEMCS OKHE Bbl MOXeTe yKa3aTh, Kakue
NHTepdencbl AONXKHbI Bcerga otobpaxkatbca B Tabavue. AKTVBHbIE UHTepdenchl byayT
oTobpaxkaTbcs B Tabanue aBToMaTUYeCKu.

HeakTBHble ceTeBble MHTEPEVCbl MOXHO yaannTb U3 oTobpaxkaemMomn Tabamnupl, Haxas

i,

kHonky “,

PyKOBO,CLCTBO nosab3oBaTenda
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Hacrpoiiku nakeTHoro ¢punbrpa

Ana ynpaeneHuns cywecTeyowmmMm Habopamm npasua 1 JobaBieHNA HOBbIX NepenanTe B
okHO HacTpoWkun nakeTHoro ¢punbTpa, Haxas kHonky Habopbl npaBun.

Ha aTowu CTpaHuLe Bbl MOXETE!
° QDOQMI/IQOBaTb Ha60pr npasun CI)I/IIIpraLI,I/IVI, cO34aBad HOBble, pefaKTnpya cywecTByrowne
NN yaanaa HeHY>XXHble npaBunia;

e 33/1aBaTb AOMOJIHUTENAbHbIE MapaMeTpbl GUabTpaLmu.

®opmupoBaHue Habopa npasun

Ans dopmupoBaHma Habopa NpaBm BbIMOJHUTE OAHO U3 CeAYIOLWMIA eNCTBUN:

P

e yTO6bI CO3AaTb HABOP NpaBWA AN CeTeBOro MHTepdelica, HaxmuTe “2/;
e yTO06bl OTPEAAKTUPOBATL CyLIECTBYHOLIMIA HAbOP NpaBu, BbibepuTte ero B Crmcke v
HaxmmTe

e yTO6bI 4O06ABUTL KOMUIO CyLLLECTBYIOLLEro Habopa NpaBua, HaXXMuTe . Konusa
pobaensetca nog BblIbpaHHbIM Habopowm;

e

e YTO6bI Y1 UTb BbIGPAHHbIN Habop Npasu, HaxmuTe ",

[lononHnTenbHble HaCTPOAKU

YTtobbl 334aTb 4ONONHUTENbHbBIE HACTPOMKN GUAbTPaLIMK NakeToB, B okHe HacTpoiiku
nakeTHoro ¢puabTpa yCcTaHOBUTE cneaytoLime Gaaxku:

®dnaxkok OnucaHue

Brnrountb YctaHoBUTe 3TOT GaxkoK, UTOHObI yunTtbiBaTh Npy GuabTpaLmm coctosHmne TCP-
ANHaMUYeCKyro coeMHEHNA 1 MPOMyckaTb TOJIbKO Te MakeTbl, COAEePXKMMOe KOTOPbIX
dunbTpaumto COOTBETCTBYET TEKYLLLEeMy COCTOAHMIO. B TakoM ciyyae Bce nmakeTbl, nepesaBaemble
nakeToB B paMKax COeAVHeHNs, HO He COOTBETCTBYHOLME cneumdmrKaLmm NpoTokoaa,

610KMpYOTCA. ITOT MeXaHM3M MO3BOIAET Jyyllie 3aLWUTUTb Ball KOMMbIOTEP OT
DoS-aTak (0TKa3 B 06CNy>XMBaHWM), CKaHUPOBAHUA PeCypCOB, BHEAPEHMA AaHHbIX
N APYrux 3N10HaMepeHHbIX omnepaLyii.

Takoke pekoMeHAyeTcs ycTaHaBavBaTb 3TOT GAaXKOK MPU UCMOAb30BaHUM
NPOTOKOJ/IOB CO CNOXHbIMU anroputMamm nepegaunm gaxHoix (FTP, SIP n 1. n.).

CHUMUTE 3TOT BaxOoK, YToObl GUALTPOBaTL NMakeTbl 6e3 yueta TCP-coeanHeHNIA.

ObpabaTbiBaTh YcTaHoOBUTE 3TOT Giaxkok, YToHbl KOpPEKTHO obpabaTbiBaTh Nepesavy 60bLINX
dparmeHTMpoBaHHbl  0H6BbEeMOB AaHHbIX. PazamMep MakcMmanbHoro naketa (MTU — Maximum
e IP nakeTbl Transmission Unit) ans pasHbix ceTell MOXeT BapbUpOBaTbCs, MNO3TOMY YacTb IP-

MakeToB Mpu nepesave MoxeT ObiTb pa3buta Ha Heckonbko dparMeHToB. Mpwu
MCMO/Ib30BaHNN JAaHHON ONUMK KO BCeM dparMeHTapHbIM nakeTaM NpuMeHseTcs

PyKOBO,ELCTBO nosab3oBaTenda
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OnucaHue

O4HO Y TO e AeNcTBUE, NpeaycMOTPeHHOE npaBmiammn GuabTpaumm Ans
roNoBHOroO (MepBOro) nakerta.

CHumMmUTE 3TOT q)ﬂa)KOK, yTOObI O6pa6aTbIBaTb BCe MNMakeTbl NO OTAE/IbHOCTWU.

Haxmute kHonky OK ans coxpaHeHMs BHECEHHbIX U3MEHEHWUIN 1AM KHOMKY OTMeHUTb A5
BbIXOZa U3 OkHa 6e3 coXxpaHeHUs U3MEHEHUNA.

B okHe PepakTupoBaHue Habopa npaBun oTo6pa>kaeTcs CNNCOK NpaBua GUabTpaLLUm
NMakeToB, BXOAALLMX B KOHKPETHbIV Habop. Bbl MoxeTe dopmmpoBaTth cnncok, so6aBnss
HOBbIE UM pPeakTUpys CyLLEeCTBYIOLLME NpaBuaa GuabTpaymm, a Takke N3MeHAA NOPALOK UX
BbINONHEHWA. [paBuia NPYMEHAIOTCA MOCNeA0BaTENbHO, COTIACHO OYEePESHOCTU B CNUCKE.

Ans Kaxkaoro npasuaa B CNUCKe NPesoCTaBAseTCA caeaytowas Kpatkas nHdopmaums:

Mapamertp
BrntoueHo

[Jewncteure

Vimsa npasuna

HanpasneHwve

BeaeHne
>KypHana

OnucaHwve

OnucaHue
CocTtosiHve npaBuna.

Yka3blBaeT Ha AelcTBUE, BbiMoNHAeMoe BpaHamayspom npu o6paboTke nakeTa:

o Bnoxupoaa'rb nakeTbl — 6.I'IOKI/IpOBaTb NnakeT;

o Pa3peu.|a'rb nakKeTbl — nepejatb NMaker.

Vimsa npaswuna.
HanpaBneHve coesnHeHuns:

o €« — NpaBuvao NPUMEHAETCA, €CNN NakKeT NPUHNMaETCA U3 CeTy;

o ’ npaBuao NPUMEHAETCA, eC/IN NaKeT OTNpPpaBAAETCA C Ballero KOMnbroTepa;
x4

. — NpaBuUNO NPVMEHAETCA BHE 3aBUCMMOCTW OT HanpaBaeHUAa CoOeANHEHUA.

Pexxum pernctpaumm cobbITviA. YkasbiBaeT Ha To, kakas MHGOopMaLws Ao/KHa 6biTb
3aHeceHa B XXypHa:

e TonbKO 3aro1IOBKM — 3aHOCUTb B >KypHan T0JibKO 3aroJIOBKU NnakeToBs;
o Becb nakeTr — 3aHOCUTb B >KypHana nakeTbl UENVKOM;

e OTK/IFOUEHO — He COXPaHATb MHPOPMALIMIO O MakeTe.

KpaTKoe onncaHwme npasuia.

PepakTupoBaHue 1 co3gaHne Habopa npasun

1. TMpn HeOb6XOAMMOCTHM 3ajalTe UMA NN U3MEHUTE MMS Habopa npasBu.

PyKOBO,ELCTBO nosab3oBaTenda
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1. B OKHe peAakTMpoBaHus Habopa NpaBua ANA NaKeTHOro GprabTPa HaxMmUTe KHomKy “*/

KomnoHeHTbI 3alnTbl

Co3galite npaBuaa GuAbTPALUN, UCNOb3YS CeAyroLmMe Onunn:

e uTo6bI 406aBMTL HOBOE MPaBMAO, HaxMuTe "=/, Mpasuao gob6aBaseTCs B HaYyaao CrUCKa;

oy

e UTO6bI OTPeAaKTUPOBaTh BbIGPaHHOE MPaBUAO, HaxmuTe \/;

e yTO6bI f06aBUTL KONUIO BEIGPAHHOIO NpaBuaa, HaXKMUTE KHOMKY . Konus
pobasnaetca nepes BbIbpaHHbIM MPaBUAOM;

P

e UTO6bI YAAUTL BbIGPAHHOE NPaBMAO, HaXxMuTe '

Ecnv Bbl BbIBpann co3gaHne HOBOrO MM pesakTUpOBaHWE CyLLECTBYHOLLErO NpaBmaa,
HaCTpoWnTe ero NnapameTpsbl.

Ncnonb3yiite cTpenoukn cnpaa oT CNurcka, YTobbl onpesenmTe NOPsaA0K BbINOAHEH WS
npasuA. lpaBuaa BbIMONHAKTCA NOCAeA0BaTe/IbHO, COrNacHO 0YepPeAHOCTN B CMUCKE.

Mo OKOHYaHUN pesaktmpoBaHMa CNCKa Ha>XXMmMTe KHOMKY OK ANA COXpaHeHMA BHECEHHDbIX
N3MEHEeHUN nan KHOMKY OTMEeHUTDb ANnAa OTKa3a OoT N3MEHEHUMN.

| Te nakeTbl, AN KOTOPLIX HET NMPaBWA B Habope, aBTOMaTUYECKN BOKMPYHOTCS.
VickntoueHums coctaBAstoT Te MakeTbl, KOTOPble Pa3peLlatoTcsa npasuiamMu B
PunbTpe NPUNOXKEHWUN.

D o6aBneHne nnn pegaktupoBaHue npasuna GpuabTpaLm

Py

nnam kHonky 2/, OTKkpoeTca OKHO CO34aHNA UK peaakTUPOBaHUA NpaBuUa NakeTHOI
bunbTpaumn.

2. 3ajaiiTe cneaytolime napamMeTpbl NpaBuaa:

Mapametp OnucaHue

Vima npaBwuna Vima co3gaBaeMoro/peaaktmpyemoro npasuia.
OnvcaHve KpaTtkoe onucaHne npasuna.

[JencTtBre Yka3blBaeT Ha AleCcTBYE, BbIMOHAEMOoe

BbpaHgmayspom npu o6paboTke naketa:

e bnokupoBaTtb nakeTbl — 6/10kMPOBaTb MaKeT,
e Paspewartb nakeTbl — nepejaTtb Naker.
Hanpasnerve HanpasneHve coefnHeHus:
e BxopsAuiee — npaBuao NpUMeEHAETCA, eCan
nakeT NPUHUMaeTCa U3 CeTy;

° MCXOAﬂl.I.l,ee — NpaBWaO NPUMEHAETCA, eCin
NakeT OTNnpaB/AETCA C Ballero KoOoMnbroTepa,;

e Jllo6oe — MpaBWIO NMPUMEHSETCS BHE
3aBUCUMOCTMN OT HanpaBJeHUs COeAMHEHVS.

PyKOBO,ELCTBO nosab3oBaTenda
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Mapametp OnucaHue
BeseHwve xypHana Pexxum pernctpaumm cobbiThid. YkasbiBaeT Ha To,
Kakas MHGopMaLma AoskHa ObiTb 3aHeCeHa B
>KYPHa:
e Becb nakeT — 3aHOCUTb B XXypHa/ MakeTbl
Lie/INKOM,;

¢ TonbKo 3aro1I0OBKMU — 3aHOCUTb B KypHan
TOJIbKO 3aro/JioBkKuM nakeTos,

o OTK/IIOUEHO — He COXPaHATb MHPOPMaLMIO O
nakere.

3. Mpun HeobxoaMMOCTN f0BaBbTE KPUTEPUIN PUABTPALIMK, HAaNPUMEP, TPAHCMOPTHbIN UK
CeTeBOW MPOTOKOJ, HaxaB KHoMnky /lo6aButb kputepuii. OTkpoeTcs okHO [Lo6aBUTb

Kputepui punbTpaLmum:

m JoBasuTh NAKETHOE NPABUNG

[lobaBuTb KpuTepuiA duUabTpaLMK
BribepuTe kpuTepui

L ARP v

o]

Het HacTpaneaeMblx NapamMeToBe

0K ‘ ‘ OTMEHNTE @

PucyHok 32. [lo6baBneHune kputepua ¢punbTpaLum

BbibepuTe HY>XHbIN KpUTEpUIA B BbiNaatoLleM Cnncke. B 3ToM ke okHe Bbl MOXeTe
HaCTPOWUTb NapameTpbl ANs BbibpaHHOro Kputepus. Bel moxeTe gobaButb ntoboe
HeobxoAnMOe KOANYeCTBO KputepuneB. [Ins HEKOTOPbIX 3aroJI0OBKOB AOCTYMHbI
AOMONHUTENBHBIE KpUTepUK duabTpaunn. Bce gobaBneHHble KpuTepum oTobpaxatoTcs B
OKHe pefakTMPOBaHWUSA MakKeTHOro NpaBuaa U AOCTYMHbI AN peAakTMpoBaHMA.

PyKOBO,CLCTBO nosab3oBaTenda
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4. 1o oKOHYaHUn pefakTMpoBaHNA HaXKMUTE KHOTMKY OK ANnA COXpaHeHMA BHECEHHDbIX

N3MEHEHUM NN KHOMKY OTMeHUTb ANA BblXOJa M3 OKHa be3 COXpaHeHuA N3MEHEHUN.

| Ecnv Bbl He fo6aBWTE HM OAHOTO KpUTepus GUabTPaLMK, TO JaHHOe MpaBuno byaet
: pa3pelaTb Wi 610KMPOBaATb BCE MakeTbl (B 3aBMCUMOCTU OT HACTPOWKKN B noJie
JelicTBune).

Ecnv B JaHHOM npaBusie BHYTpW 3aronoBka IPv4 ans napametpoB JlokanbHbiv IP-agpec v
YaaneHHbit IP-aapec ykazatb 3HaueHue JIroboir, npaBuao cpaboTtaeT ansa ntoboro nakerta,
cofep>kalero 3aronoBok IPv4 n otnpaBieHHOro ¢ pusanyeckoro agpeca A0KajibHOro
KOMMbrOTEpa.

11.6. Dr.Web ana Outlook

OcHoBHble PYHKLUN KOMMOHEHTa

Moakntoyaembii Mogynb DrWeb ana Outlook BeimonHsaeT cregyrowme GyHKLmm:

aHTVMBUPYCHas NPOBEPKa BAOXEHHbIX GaiNoB BXOAALLMX MOYTOBbIX COOOLLEHWN;
npoBepka NOYTOBbIX COOBLLEHWI Ha cnawm;
obHapy>XeHWe N HeMTpaan3aumnto BpeJOHOCHOrO NPOrpamMMHOro obecneyeHms;

MCNOAb30BaHMeE 3BPUCTMYECKOTO aHaan3aTopa A4 AONOAHUTENbHOW 3alUmThbl OT
HEeN3BeCTHbIX BUPYCOB.

Hactpoiika moayna Dr.Web ana Outlook

Hactpoiika napameTpoB 1 NPOCMOTP CTaTUCTUKM PaboTbl MPOrpaMMbl OCYLLECTBASETCA B
noytoBoM npwuaoxeHun Microsoft Outlook B pasgene CepBuc — MapameTpbl — Bk1aAka
AHnTuBMpYc Dr.Web (a11 Microsoft Outlook 2010 B pa3aene ®aiin — Mapamerpbl —
Haacrpownkun Heobxoammo BbibpaTe moaynb Dr.Web ans Outlook n HaxaTb KHOMKy
MapameTpbl HAACTPONKN).

ii Bknaska AHTMBUMpPYC Dr.Web B HacTpolikax npunoxeHus Microsoft Outlook goctyrHa
: TOJIbKO MPW Ha/JIMuuMKM Y NOJIb30BaTeNs MNPaB, NMO3BOAOLWMUX U3MEHSATb AaHHbIE HACTPOWKM.

Ha Bkiagke AHTUBMpYC Dr.Web oto6paxkaeTcsa Tekyliee COCTOSHUE 3aLLmUThI
(BK/IHOYEHa/BbIK/IOYEHA). KpoMe TOro, oHa npeAocTaBaseT AOCTyN K CAeAyroWwmnM GyHKUNAM
nporpammsi:

e JKypHan — no3BosiAeT HaCTPOUTb PerncTpaLmio cobbITUIA NPorpaMmbl;

e [1poBepKa BAOXEHWNN — MNO3BOASET HACTPOUTb NPOBEPKY 31E€KTPOHHOW MOYTbI U

onpeaenvTb AeACTBUSA NPOrpaMmMbl A8 06HapPY>KEHHbIX BPeAOHOCHbIX OO bEKTOB;

PyKOBO,CLCTBO nosab3oBaTenda
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e Cnam-ouabTp — NO3BONAET ONpesennTb AeNCTBUA NPOrpaMMbl ANA CNam-coobLweHni, a
TakKe co34aTb 6eNblii 1 YepPHbIN CMNCKM 31eKTPOHHbIX afpecos;

e CTaTNCTVKa — NMOKa3blBaeT AaHHble 06 06bekTax, MpoOBepeHHbIX N 06paboTaHHbIX
nporpaMmMon.

11.6.1. lNpoBepka Ha BUpPYCbI

Dr.Web ans Outlook ncnonb3yet pasnnuHble Metoabl 06HapyxeHns Bupycos. K HanAeHHbIM
BPEAOHOCHbBIM 06beKTaM MPUMEHAIOTCA Onpesensemble NoAb30BaTeNIeM AeNCTBUA:
nporpamMmmMa MOXeT N1eUnTb MHOULIMPOBaHHbIE 06BEKTbI, yAaNATb UX UAN NepeMeLLaTb B
KapaHTVH Ans nx n3onaumm n 6€30nacHoro XxpaHeHwus.

Mporpamma Dr.Web ans Outlook o6HapyxunBaeT cneayrolme BpeJOHOCHbIE 0O BEKTbI:

® NHOMUMNPOBAHHbIE OOBEKTHI;

e $alinbl-60MObI AN apXMBbI-H6OMObI;
e pekaaMHble MPorpaMmmel;

e NMporpamMmmMbl B3/10Ma;

e NporpamMmmbl JO3BOHa;

e NMPOrpaMMbl-LUYTKHK;

e MOTEHLMANbHO OMNACHblE MPOrpamMmMmbl;
e LLIMMOHCKNE NPOrpaMmbl;

e TPOSAHCKME NPOrpaMMmbl;

e KOMMbIOTEPHbIE YEPBUN N BUPYCHI.

DencrBna

Dr.Web ans Outlook no3BosisieT 3agaTb peakumio NporpamMmMbl Ha OBHapyXXeHne 3apaXKeHHbIX
WAV NOJ03pUTENBHBLIX GainoB 1N BPeLOHOCHbIX MPOrpamMM Mpu NPoBepKe BAOXKEHWNN
3/1EKTPOHHO NOYTbI.

YT06bI HACTPOUTL MPOBEPKY BIOXKEHUW U ONpPeAennUTb AeACTBMA NPOrpamMMbl A/s
06HapYy>KEHHbIX BPEAOHOCHbIX 06BEKTOB, B MOUYTOBOM NpuaoxeHnn Microsoft Outlook
BbI6epuTe CepBuc — Mapamertpsbl — Bkiagka AHTUBUpPYC Dr.Web (o158 Microsoft Outlook
2010 B pa3gene ®ann — MapameTtpbl - Hapcrpoinku Heobxoammo BeibpaTh mogynb Dr.Web
ana Outlook n HaxaTb kHoMKy MapameTpbl HaACTPOWUKK) 1 HaxkmuTe kHonky MpoBepka
BJIO)XKEHUMA.

f l : OkHo I'IposepKa BJIOXKEHUW AOCTYMNMHO TOJIbKO MPW HaJIM4nn y NMoJib30BaTeNA MNMpas
aAMNHUCTPAaTOPa CUCTEMBI.

[Jna OC Windows Vista n 6onee no3gHWx Bepcuii npu Haxkatun kHormkn MpoBepka
BJIOXKEHWN:

PyKOBO,ELCTBO nosab3oBaTenda
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o [1pu BkatoueHHoM UAC: agmuHucTpaTopy ByaeT BblgaH 3anpocC Ha NOATBEP KAEHME
[elCTBMA NporpamMmel, Noab3oBaTtento 6e3 agMUHUCTPATUBHBIX NpaB byaeT BblgaH
3anpoc Ha BBOJ YYETHbIX JaHHbIX agMUHUCTPATOpa CUCTEMbI;

e [pu BbikNtoUeHHOM UAC: agMUHMUCTPATOP CMOXKET M3MEHSTb HaCTPOMKN MPOrpaMMbl,
NnoJib30BaTe/ib HE CMOXET MOJIYUnTb AOCTYN K USMEHEHMIO HacTPOEK.

B okHe MNMpoBepKa BNOXKEHUW Bbl MOXeTe 3aAaTb AeMCTBUA NPOrpaMmMbl 418 Pa3INYHbIX
KaTeropui nposepseMbix OObEKTOB, a Takxke ANA Clyyas, Koraa npu npoBepke BO3HUKIM
owmnbkun. Kpome TOro, Bbl MOXeTe BKAKOUMTL UM BbIKIHOYNTL MPOBEPKY apX1BOB.

Ana 3apaHuna paeiAcTBUIA Haga O6HapY>KeHHbIMU BPeAOHOCHbIMU 06beKkTamu cayxxar
Ccnepyrouine HaCTPOMKM:

e BbiNagarowmin cnucok MHpuUuMpoBaHHbIe 3a/aeT peakLmto Ha obHapyxxeHe 06BbEKTOB,
3apa>kKeHHbIX N3BECTHBLIMU U (MPEANONOXUTENBHO) U3NEUNMBIMU BUPYCAMU;

e BbiNajaoWwmin cnncok HeBblleueHHbIe 3aJaeT peakLnto Ha ObHapy>XeHNE 0OBEKTOB,
3apa>keHHbIX N3BECTHbIM HEM3IeUMMbIM BMPYCOM, @ Takxke Korga npeAnpuHATas nonbiTka
N3NEYEHNs He NPUHeCsa ycnexa;

e BbiNagatowmin cnmcok Mopo3putenbHble 3ajaeT peakLmio Ha OH6Hapy>XeHVe 06BEKTOB,
NPeAnoNoXNTENbHO 3apaXKeHHbIX BUPYCOM (CpabaTbiBaHMe 3BPUCTMUYECKOrO aHanM3aTopa);

e pa3zen BpepaoHocHble NnporpamMMbl 3a/jaeT peakLmio Ha ObHapyXXeHMe CeytoLLero
HexkenaTtenbHoro M0

o pekaaMHble NPorpaMmbl;
5 MporpamMmbl JO3BOHa3;

5 MporpamMmbl-LUyTKM;

5 MporpamMMbl B310Ma;

o MOTEHUMANbHO OMacHbIE;

e BbiNagatowumin cnmcok Mpm owmnbke NnpoBepkn NO3BONSET HACTPOUTL AENCTBUA MPOrPamMMbl
B C/lyyae, eC/Iv NpoBepKa BJIOXKEHNA HEBO3MOXHA, Hanpumep, ecin OHO NpejcTaBaseT
cob01 NOBPEXAEHHbIV MK 3alUMLLEHHbIN NnapoaemM dann;

e dnaxok MpoBepaATb apXMBbI NMO3BOJIAET BKIHOUMTD UAN OTKIHOUNTL MPOBEPKY BAOXKEHHbIX
dannoB, NnpeacTaBAsOLWMX COOOW apXMBbl. YCTaHOBUTE 3TOT GAAXKOK ANA BKAHOUEHUSA
NPOBEPKMN, CHAMUTE — A/IA OTKIHOUEHMS.

CocTaB fOCTYMNHbIX peakLuuii 3aBUCUT OT TUMNa BUPYCHOTO CObbITUA.

MpeaycmoTpeHbl cnegyrouue a4eiAcTBUA Hag o6Hapy)KeHHbIMU o6beKkTamu:
e Bbineuntb (4elicTBMe JOCTYMHO TONbKO A1 MHOULMPOBAHHbIX OO bEKTOB) — O3HAYaeT, UTo
nporpaMma npeanpuMeT NOMbITKY Bbl1€UMTb MHPULMPOBAHHBIN 0OBbEKT;

e Kak ans HeBbI/IeUEHHbIX (4elICTBUE AOCTYMHO TONbKO AN MHPULNPOBAHHbIX OOBbEKTOB) —
03HauaeT, UTo K UHOULMPOBAHHOMY BIOXEHUIO ByAeT NPUMEHEHO AelCTBUE, BbIOpaHHOe
A5 HEBbIJIEUEHHbIX OO BEKTOB;

PyKOBO,ELCTBO nosab3oBaTenda
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e Yaanutb — O3HayvaeT, uUto 06beKT ByAeT yaaneH;
e MepemecTUTb B KAPAHTUH — O3HAYaeT, UTo 06BEKT ByAeT M30aMpoBaH B Nanke KapaHTnHa;

e Mponyctutb — 03HauvaeT, UtTo 06BeKT HyaeT NnponyLleH 6e3 N3MEHEHUNA.

11.6.2. NMNpoBepka Ha cnam

Dr.Web ans Outlook npoBepsieT Ha cnam Bce NOYTOBbIE COOOLLEHMA C MOMOLLLIO AHTUCMaMa
Dr.Web u ocywectBasieT GuabTpaLmio COObLEHNN B COOTBETCTBUN C HACTPONKAMMU,
3a/laBaeMbIMU NOJb30BaTENEM.

Y106bl HAaCTPOUTL NPOBEPKY COOBLLIEHNI Ha CnNam, B MOYTOBOM NpuaoxeHun Microsoft
Outlook BbibepunTe CepBuc — Mapametpbl — Bkiagka AHTUBMpYC Dr.Web (a5 Microsoft
Outlook 2010 B pa3aene ®aiin — Mapamerpbl — HagcTpoiikn Heob6xoanMo BbibpaTe MOAy /b
Dr.Web ans Outlook n HaxaTb kHonky MapameTpbl HAACTPOMKM) 1 HaxXMKTe KHOMKY Cnam-

$unbTp. OTKpPOETCH OKHO HacTpoek Cnam-OuabTpa.

| OkHo Cnam-¢uabTp AOCTYNHO TOALKO MPW HaAWUWK Y NMOAb30BaTeNs Nnpas
aAMUHUCTPATOpa CUCTEMbI.

[na OC Windows Vista n 6o1ee no3gHvx BepCuin Npu HaXaTum KHonkv Cnam-punbtp:

e npu BrItoueHHoM UAC: agMmuHUCTpaTopy 6yAeT BblAaH 3aMpocC Ha MOATBEP XKAEHWE
[eNCTBUIM NporpaMMebl, NMosib30BaTento 6e3 aMUHUCTPATUBHLIX NpaB byaeT BblgaH
3anpoc Ha BBOJ, yYeTHbIX AaHHbIX aMVHUCTPaTopa CUCTEMBI;

e npu BbikItoUeHHOM UAC: aMVHUCTPATOP CMOXKET M3MEHSTb HAaCTPOWKM MPOrpaMMbl,
NoJIb30BaTelb He CMOXET MOYUYnUTb AOCTYN K U3MEHEHMIO HAaCTPOeK.

Hactpowika cnam-¢punbrpa

Ana HacTpoikn napameTpoB cnam-¢uabrpa:

e YctaHoBuTe dpnaxkok NMpoBepATb NOUTY Ha cnam A1 akTMBaL MK cnam-ouabTpa.

e Ecnv Bbl XOTUTE f06aBAATL CNeUManbHbIN TEKCT B 3ar010BOK COOBLLIEHNS, paCMO3HAaHHOTO
Kak cnam, yctaHoBute ¢pnaxxok [Lo6aBnaTb npedukc B TeMy nucbma. [lobaBnsemMblii TEKCT
MO>HO BBECTW B TEKCTOBOM MNoJje cnpasa oT dpaxka. o ymonvaHuto gobasnsetca npeduke
***SPAM***

e [poBepeHHble COOBLLEHNA MOTYT OTMEUYaTbCA Kak MPOYNTaHHbIE B CBONCTBAX NucbmMa. [ns
3TOro HEOHXOAMMO YCTaHOBUTL Ga>kKoK OTMETUTb NUCbMO KaK NMpouutaHHoe. 1o
yMoYaHuo Gaaxxok OTMETUTb NMCbMO KaK NPOUYMUTaHHOE YCTaHOBJIEH.

e Takke Bbl MOXeTe HaCTPOUTb benble n YepHble CMNCKWN ANnA (I)I/IJ'IpraLl,VIVI nnceM.

i|§ Ecnun HekoTopble NcbMa 6V HeMPaBWIbHO pacno3HaHbl, ciedyeT OTNPaBUTb MX
aAMUHMCTPaTOPY Ballieil aHTUBMPYCHOW CeTu.

PyKOBO,ELCTBO nosab3oBaTenda
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Besibin U UEepPHbINA CNUCKN
Benbii 1 YepHbIN CMNCKN NEKTPOHHbIX aApPecoB CayXaT Ans GuabTpauum coobLeHnI.

,ﬂ,flﬂ NpPoCMOTPa N pefakTMpOBaHNA 6enoro nan YEepPpHOro Cnncka, B HaCTQOI\/’IKaX cnamMm-
QDI/I}'II:TF_)a, Ha>XXMUTE KHOMKY Benblii cnucok nan ‘-Ieprlﬁ CMUCOK COOTBETCTBEHHO.

UTo6bI 406aBUTbL agpec B 6e1bi UM YUepPHbIU CNUCOK:

1. HaxxmuTe kHonky [Lo6aBuUTh.
2. BBeauTe 31eKTPOHHbIN agpec B COOTBETCTBYHOLLEE Noe.

3. Haxmurte kHonky OK B okHe PepakTnpoBaTb CNMCOK.

UT06b1 N3MEHUTb agpeca B CnUcKe:

1. BoibepuTe agpec B cnncke, HaXXmuTe KHOMKY M3MeHUTD.
2. Otpepaktnpyinte HeobxoanMyo MHOOPMaLMLO.

3. Haxmurte kHonky OK B okHe PepakTnpoBaTb CNMCOK.

UTto6b1 yAanuUTb agpec U3 cnucka:

1. BbibepuTe agpec B cnmcke.

2. Haxxmute KkHoNKy Yaanure.

B okHe benble n UepHbleé CMUCKUN Ha>KMUTE KHOTKY oK, yTOObI COXPaHNTb BHECEHHbIE
M3MeHeHnA.

Benbi cnucok

Ecav agpec otnpaBuTens gobasieH B 6eblil CNUCOK, MUCbMO He NoJBepraeTcs aHann3y Ha
cogepxaHune cnama. OaHako, ecav JOMEHHOE MMSA aApecoB NoJjiyyaTtens 1 oTnpaBuTens
nMcbMa COBMNajatoT M 3TO AOMEHHOEe MMA 3aHeceHO B Hesblii CMNCOK C UCNOb30BaHMEM
3HaKka «*», TO MMCbMO NoABepraeTcs NpoBepke Ha cnam. MeToapl BBOAa:

e yto6bI JOOABUTL B CMNCOK ONMpPeAEeNeHHOro OTNpaBMTeNs, BBEAUTE €ro MOAHbIN MOYTOBbIN
agpec (Hanpumep, mail@example.net). Bce nucbma, nonyueHHble ¢ 3Toro agpeca, byayr
AOCTaBNATbCA 6e3 NpoBepKkn Ha crawm;

o Ka)K,D,bII‘/’I SNEMEHT CNCKa MOXKeET CoAep>KaTb TOJIbKO OAMNH NMOYTOBbIN agpec nan ogHy Macky
MOYTOBbLIX a4PECOB;

e yto6bI 4O0OaBUTL B CMNCOK OTMPaBUTENEN ajpeca ONpeseNeHHOro B1aa, BBeAnTe Macky,
onpejenstoLLyto AaHHble agpeca. Macka 3agaeT wabnoH ans onpeseneHns obvekta. OHa
MO>ET BK/IF0YaTb 06bIUHbIE CMMBOJIbI, AOMYCTVMMbIE B MOYTOBbIX agpecax, a Takke
CcneunanbHbI CUMBOA «*», KOTOPbIV 3aMeHsAeT Nt0byLo (B TOM uncie NycTyro)
nocneaoBaTeNbHOCTb N0ObIX CUMBOJIOB.

Hanpumep, gonyckatoTcs cregyrolme BapuaHTbl:

PyKOBO,ELCTBO nosab3oBaTenda

114



A7

-
g

A
d
A

KomnoHeHTbI 3alnTbl

mailbox@domain.com

*box@domain.com

mailbox@dom*

*box@dom*

/l\ 3HaK «*» MOXeT CTaBUTbCA TOJbKO B Ha4asne Win B KOHLUE ajpeca.
LI Y

CumBoN «@» obA3aTeneH.

YTO6bI rapPaHTMPOBAHHO MONyYaTh MMCbMa C MOYTOBbIX aAPECOB B KOHKPETHOM JJOMEHE,
MCMOb3ylTe CUMBOJI «*» BMECTO UMEHU NoJsb3oBaTess. HanpumMep, 4tobbl noayyatb Bce
nMcbMa OT OTNpaBuUTesiei N3 foMeHa example.net, BBeanTe *@example.net;

yTO6bI rapaHTMPOBAHHO NOAYYaTb MUCbMa C MOYTOBbIX aAPECOB C KOHKPETHbIM UMEHEM
nosib3oBaTens C NH0H6Oro JOMeHa, NCNOAb3ynTe CUMBO «*» BMECTO UMEHU JOMEHa.
Hanpumep, uto6bl nonyyaTh BCe NMCbMa OT OTMpaBUTesIen C Ha3BaHWEM MOYTOBOTO fALLUMKa
«ivanov», BBeAUTE ivanov@x*.

YepHbIN cnncok

Ecan ajpec otnpaButend AO6aBJ'IeH B l-IeprII\/’I CMNCOK, TO NNCbMY 6e3 AONOJIHNTENIbHOIO
aHaan3a npunceamBaeTca CctaTtyC crnam. MeTozabl BBOAA:!

yTO6bI 406ABMTH B CMUCOK OMpPeAeNeHHOro OTNpaBuTeNs, BBEAUTE €ro MOJIHbINA NMOYTOBbIN
agpec (HanpuMmep, spam@spam.ru). Bce nucbMa, nonyyeHHble € 3Toro agpeca, obyayt
aBTOMATMYEeCKM pacrno3HaBaTbCs Kak crnam;

Ka)KAbIVI S/IEMEHT CMCKa MOXET Coaep>aTb TONIbKO OAUNH NMOYTOBbIV agpec nan ogHy Macky
MOYTOBbLIX aAPECOB;

yTO6bI 06aBUTHL B CMNCOK OTNPABUTENEN aZpeca ONpeseNeHHOro B1aa, BBEANTE Macky,
onpezenstoLLytO JaHHble agpeca. Macka 3ajaeT WwabaoH Ans onpeseneHns obbekta. OHa
MOXET BKIHOUaTb 0ObIUHbIE CUMBOJIbI, ZOMYCTMMbIE B MOUTOBbIX apecax, a Takxe
cneumanbHbIA CUMBOA «*», KOTOPbIV 3aMeHsET IH0BYH (B TOM Yncie NycTyro)
nocaeAoBaTeNbHOCTb N0H6bIX CUMBOJIOB.

Hanpvuvlep, A4OMNYyCKakoTCA cnejyrowime BapumaHTbl:

e mailbox@domain.com
e *box(@domain.com
e mailbox@dom*

e *box@dom*

/l\ 3HaK «*» MOXEeT CTaBUTbCA TO/IbKO B Ha4asne Win B KOHLUE ajpeca.
b 1

CumBON «@» obsA3aTeneH.

PyKOBO,CLCTBO nosab3oBaTenda
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e 4yTOObI rapaHTMPOBAHHO MOMeYaTh Kak crnamM MMcbMa C MOYTOBBIX aAPECOB B KOHKPETHOM
AOMEHE, MCMOoNb3yNTe CUMBOA «*» BMECTO MMEeHW nosib3oBaTtens. Hanpumep, utobol

nomeyaTb Kak CriaM BCe NMMCbMa OT OTNpaBUTENEN U3 JOMEHA Spam.ru, BBEAUTE
*@spam.ru;

e yTOObI rapaHTMpoBaHHO NOMeYaTb KakK CcrnamM nnUcbmMa C MNOYTOBbIX ajpecOoB C KOHKPETHbIM
MMeHeM noJsib3oBaTens ¢ Atoboro AOMEHa, VICI'IO}'Ib3yl7ITe CMMBOA «*» BMECTO UMEHU
AOMEHa. HaanMep, ytobHbl MOMeYaTb Kak cram BCe NM1cbma OT OTI'IpaBMTe}'Iel‘/JI C Ha3BaHMeM
MOYTOBOTO ALIMKA «ivanov», BBEANTE ivanov@x*;

e ajpeca 13 JoMeHa noJsyyatens He obpabaTbiBatoTca. Hanpumep, ecam NoYToBbIA ALWMK
nosyyatens (Ball MOYTOBbIM ALMK) HAXOANTCA B JOMEHe mail.ru, To nncbMa, oTnpaBaeHHble
¢ foMeHa mail.ru obpabaTbiBaTbCs CNam-GUAbBTPOM He ByayT.

11.6.3. Peructpauymnsa cobbitnmn

Dr.Web ans Outlook pernctpupyet owmnbkm 1 npoucxoasaiime cobbiT1s B CRefyHOLLNX
XXypHasiax perncrpauunm:

e XypHane perncrpaunmn cobuitni onepaumoHHou cuctemsl (Event Log);

e TEKCTOBOM XXYPHaje OTAaAKN.

)KypHan onepayMOHHOU CUCTEMBbI

B >xypHan peructpauunmn onepaymoHHom cuctemsl (Event Log) 3aHocuTcs cnepytoluas
nHpopmauma:
e cOObLEHNA O 3anycKe N OCTaHOBKE NMPOrpamMmbl;

e MapamMeTpbl MOAyNel NPorpaMmbl: CkaHepa, a4pa, BUPYCHbIX 6a3 (MHbopmaLma 3aHOCKTCS
npwv 3anycke NporpamMMbl ¥ Npy 06HOBAEHWW MOaynel);

e coobueHns 06 obHapy>XeHN BUPYCOB.

UT06b1 MPOCMOTPETb XXYPHa/l perucTpaLum cobbiTuii onepaL,MOHHOW CUCTEMbI:

1. Otkpovite MaHenb ynpaBaAeHUsA onepaLoOHHOM CUCTEMBI.
2. Bbibepute pasgen AamuHucrpupoBaHue — MpocmoTtp CobbiTuiA.

3. B neBoi uactn okHa MpocmoTp CobbiTnii BbibepurTe NyHKT MpunoxxeHue. OTkpoeTcs
CMUCOK COBbITUI, 3aperncTpPUPOBaHHbIX B XXypHase NoNb30BaTeENbCKUMU MPUNOXKEHUAMMN.
NctouHnkom coobeHunt DrWeb ans Outlook ssnsetca npunoxerHne Dr.Web ansa Outlook.

TeKcToBbIN YXypHan oTnagkv

B TeKCTOBbIV XypHan OTAaAKN 3aHOCUTCS Ciedyrollas MHGopMaLms:

e coobLueHns 06 obHapy>KeHUN BUPYCOB;

e cooblueHns 06 owmbkax 3anncu nam yteHnsa Gannos, ownbkax aHaan3a apxmBoOB UK
dannoB., 3aWyMLLEHHbIX Napoaem;

PyKOBO,CLCTBO nosab3oBaTenda
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e NapameTpbl MOAyNeN NporpaMmbl: CkaHepa, AApa, BUPYCHbIX 6a3;

o COO6LLI,eHI/IF| 06 SKCTPEHHbBIX OCTAaHOBKaXx AApa NporpaMmmeobl.

Hacrpoiika perncrpauum cobbituii

1. Ha Bknaake AHTuBMpyc Dr.Web Haxxmute kHonky XKypHan. OTKpoeTca OKHO HacTpoekK
XypHana.

2. [lna makcMManbHOW feTann3aumnm pernctpupyemMbix cobbiTMin yctaHoBuTe daaxkok Bectn
noApo6HbIN XXypHa. [10 yMOonyYaHWIO COObITUA PErMCTPUPYHOTCA B OObIYHOM pexxrMme.

' BeneHvie nogpo6HOro TeKCTOBOrO XypHasia nporpamMmMbl MPUBOAUT K CHUKEHWUHO

A 6bICTPOAENCTBUA CUCTEMBI, MO3TOMY PEKOMEHAYETCA BK/IOYATb MakKCMMabHYHO
perncTpaLmo CobbITUIA TONbKO B Clyyae BO3HUKHOBEHMS OLLIMOOK paboTbl MPUAOKEHMS
Dr.Web ansa Outlook.

3. Haxwmwute kHonky OK ans coxpaHeHusa n3MeHeHU.

f'i OkHo XKypHan JOCTyMHO TO/bKO MPW Ha/MumMm y MoJ/ib30BaTeNs Npae aZiMUHMCTPaTOPa
CUCTEMBI.

[na onepaumoHHor cuctembl Windows Vista 1 6osee no3aHUX BepCuiA Npu HaxkaTm
kHonku XKypHan:

e npu BItoueHHoM UAC: agmuHUCTpaTopy 6yaeT BbiZaH 3anpoc Ha NOATBEPXKAeHue
[eNCTBUM NporpaMMebl, NMoJib3oBaTento 6e3 aAMUHUCTPATUBHLIX NpaB byaeT BblgaH
3anpocC Ha BBOZ YYeTHbIX AaHHbIX aAMUHUCTPATOPa CUCTEMbI;

e npu BoikItoUeHHOM UAC: aiMVHUCTPATOP CMOXKET M3MEHSATb HAaCTPOWKM MPOrpaMMbl,
MoJIb30BaTeNlb HE CMOXKET MOJYUYNTb AOCTYN K U3SMEHEHWIO HAaCcTPOEK.

MpocmoTp >XypHana cobbiTHiA NporpamMmbl

[lns npocmMoTpa TEKCTOBOTO XypHasia cobbITi NnporpamMmmMbl HaxkMmute kHonky Mokasatb B
nanke. OTKpoeTCs nanka, B KOTOPOWM XPaHUTCA XypHa.

11.6.4. Cratucrtuka

B noutoBom npunoxeHun Microsoft Outlook B pa3zgene CepBuc — MapameTpbl — Bkiajka
AHnTuBMpYCc Dr.Web (a11 Microsoft Outlook 2010 B pa3aene ®aiin — Mapamerpbl —
Haacrpowkun Heobxoammo Bbibpate Dr.Web ana Outlook n HaxaTb kHonky MapameTpbl
HaACTPOMKM) COLEPXKNTCA CTaTUCTMYeCKas MHPopMaLuumsa 06 obluem konnuyectse 06bEKTOB,
npoBepeHHbIX N 06paboTaHHbIX MPOrPamMMONn.

O6beKTbl pa3fensatoTca Ha CesytoLlime KaTeropumn:

e MpoBepeHo — 06LLee KOANYECTBO MPOBEPEHHBIX MUCEM;

° MHq)VIIJ,VIPOBaHHbIX— KOJINYECTBO NMnceMm, cojep>kalline Bnpychbl;

PyKOBO,ELCTBO nosab3oBaTenda
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Moao3puTeNbHbIX — KOIMYECTBO MUCEM, MPEAMOIOXMTENbHO 3apaXkeHHbIX BUPYCOM
(cpabaTbiBaHMeE 3BPUCTUYECKOrO aHannsaTopa);

BblieueHo — KONMYeCTBO 06 BEKTOB, YCNELIHO BbIN€YEHHbIX MPOrpPamMMon;

HenpoBepeHHbIX — KONMYeCTBO 0OBEKTOB, MPOBEpPKa KOTOPbIX HEBO3MOXHA UAN NpU
NpoBepKe BO3HUK/IN OLLNOKY;

YucrbiX — KONNYECTBO NUCEM, HE COAep KalnX BPeAOHOCHbIX O6BbEKTOB.
3aTeM yKa3biBaeTCs KOAMYECTBO OHBEKTOB, K KOTOPbIM OblI MPUMEHEHbI AeACTBUSA:

e MNepemeleHo — KOIMYECTBO OHBEKTOB, NepemMeLleHHbIX B KapaHTuH;
e YaaneHo — KONMYeCTBO OOBbEKTOB, yAaleHHbIX U3 CUCTEMBbI;
e MponyuweHo — KoANYeCcTBO 06BEKTOB, MPOMYLLEHHbIX 6€3 N3MEHEeHW;

e Cnam-nucem — KO/INMYECTBO MUNCEM, pacCno3HaHHbIX KakK Crnam.

Mo ymonuyaHuto cTatucTuka coxpaHsetcs B Ganne drwebforoutlook.stat, kotopbin HaxoanTca B
nanke %USERPROFILE%\Doctor Web.

Cratnctnyeckas nHGopMaLma HakanaMBaeTcs B pamMkax ofHon ceccuu. Mocne
2 nepesarpy3ku komnbtoTepa, wiv npu pectapte AreHt Dr.Web gna Windows, ctatuctika
0bHynseTcs.

11.7. NpeBeHTUBHaA 3awWUTa

B saHHOM pa3gene Bbl MOXeTe HacTPouTb peakumto Dr\Web Ha fecTBUS CTOPOHHMX
NPUNOXEHWNI, KOTOPbIE MOTYT MPUBECTU K 3apa>KeHMIO Ballero KomnbtoTepa 1 BbibpaThb
YPOBEHb 3aLLMTbl OT 3KCMIOUTOB.

PyKOBO,ELCTBO nosab3oBaTenda
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u Dr.Web » Hactpoikm > KoMnoHeHTe 3awmTel > [peBeHTUEHAA 3aLLMTa — O X

(© KoMmnoHeHTb Pexxum paboTbl
3alUT

ONTUManeHbIA (pekoMeHLyeTCR) w

SplDer Guard ~ ~
MzmeHnTs napamMeTpel 6J’IOKHFJCIEIKI(1 NoAOZPUTENEHBIX 4EWMCTENK

SplDer Gate WzmMeHnTs NapameTpsl 40CTYNA AR NPUACKEHMA
SplDer Mail

CkaHep 3aluTa OT 3KCMAOWTOB

EpaH,ﬂ,Mayap EJ'IOKIr‘IpOEIETb HMCNOAHEHWE HeAaETOPKME0EaHHONO Koga hd

3Ta onumA No3ecnfeT 6A0KMPORATE BPEAOHOCHEIE 06LEKThI, KOTOPhIE MCNOAL3YHIT
yAzEMMOCTKH B Adobe Reader, Internet Explorer, Firefox n apyrix W2eecTHbx
nporpamMma.

HDEEIEHTI.‘IEIHBFI 3dllTa

PucyHok 33. Hacrpoiika NpeBeHTUBHOW 3allUTbI

Mpwr 3TOM Bbl MOXeTe 3aZaTb OTAENbHbIN PEXUM 3aLWMUThl AN KOHKPETHbBIX MPUAOXKEHWI 1
06N pexxnM, HaCTPOMKN KOTOPOTo ByayT MPUMEHATHCSA KO BCEM OCTa/lbHbIM NpoLeccam.

Ana 3agaHna obLero pexxvMa NpeBeHTUBHOW 3aLLmnTbl, BbibepuTe ero B cnucke Pexxum
pabotbl AN HaxxmuTe Ha onuuto M3MmeHuTb NapamMmeTpbl 6/10KMPOBKM NOA03PUTENbHbIX
AEeNCTBUIA. B nocnesHem cnyyae oTKPOETCA OKHO, rie Bbl CMOXeTe nogpobHee 03HaKOMUTLCA
C HaCTPOMKaMU ANS KaXAOro U3 pexXxMMOB UAN M3MEHUTb UX. Bce nameHeHWsa B HacTpomKax
coxpaHatoTca B [Nosb30BaTeNbCKOM pexkmme paboTbl. B 3TOM OKHe Bbl Takke MOXeTe Co34aTb
HOBbIN NPO®UAb ANA COXPAHEHWUS HYXXHbIX HaCTPOeK.

Co3paHue HoBOro npogpwuns

1. HaxxmuTte KHoMky @
2. B OTKpbIBLLIEMCA OKHE YKaXXnTe Ha3BaHWe A HOBOro npoduns.

3. MMpocmoTpuTe HaCTPONKM 3aLUKWTbI, 3ajaHHbIE MO YMONYAHUIO U, MPU HEOBXOAMMOCTH,
OTpesaKTUpynTe nx.

[ns 3ajaHNA HaCTPOEK NPEBEHTUBHOW 3aLUMTbl A1 KOHKPETHbIX MPUAOXEHWUIN, HAXXMUTE Ha
onuuto U3meHUTb NapameTpbl A0OCTYNa AlA NPUIOXKEHUIA. B OTKpbIBLLUEMCS OKHE Bbl
Mo>eTe 406aBMTb HOBOE NPaBMJIO A/ NPUNOXEHWUS, OTPEAAKTUPOBATL Y>XKe Co34aHHOe
NpPaBUAO NN YAANUTb HEHYXKHOE.

PyKO BOACTBO NoJib30OBaTend
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[ o6aBneHve npaBuna

1. Haxmute kHonky "\,
2. B OTKpbIBLIEMCS OKHE HaXMuTe KHOMKy O630p 1 yKaxuTe NyTb K UCMONHAEMOMY baiiay
MPUNOXKEHUA.

3. MpocmoTpUTe HACTPOMKM 3aLLMTbI, 3aJaHHbIE MO YMOTYAHUIO U, PN HEOHBXOANMOCTH,
OTpeAakTMpynTe mx.

l“|_'I'O6b| OoTpeAaKTnpOBaTh y>Ke CoO34aHHOEe NnpaBunio, Bbl6epl/ITe €ro U3 CnNncka " Ha>XXMuTe Ha

Ll

P

YT0bbI Y4a/InTb y>XKe CO34aHHOEe NpaBunio, Bbl6epVITe €ro 13 cnmncka n HaxmuTe Ha "=/,

MoapobHee C HAacTporiKaMm KaXA0ro U3 pexxuMoB paboTbl Bbl MOXETe O3HAaKOMUTHLCS HUXKE B
paszene YpoBeHb NPEBEHTUBHOM 3aLLUMThI.

YpoBeHb NpeBeHTMBHOW 3aluUThbl

B pexxume paboTbl OnTumanbHbin, Dr\Web 3anpelaet aBTomatnyeckoe namMeHeHmne
CUCTEMHbIX 06BEKTOB, MOANDMKALMA KOTOPbIX OA4HO3HAUYHO CBUAETENLCTBYHOT O MOMbITKE
BPeAOHOCHOTrO BO3JeNCTBMA Ha ONepaLmnoHHYr cuctemy. Takoke 3anpellaerca
HWU3KOYPOBHEBbIN AOCTYN K ANCKY U MoanduKauma darina HOSTS npunoxkeHuam, 4encTems
KOTOpPbIX TakKKe OAHO3HAYHO OMpPeAensatoTCs, Kak MOonbITKa BPeLOHOCHOTO BO34ENCTBMA Ha
ornepaumnmoHHYH CUCTEMY.

f | : BrokupytoTcs TONbKO AEVCTBUS MPUNOXKEHUH, KOTOPbIE He ABAAIOTCA AOBEPEHHbLIMMU.

CpeaHWiA ypOBeEHb 3aLMTbl MOXHO YCTaHOBUTb MPW NMOBbILLIEHHON ONAacHOCTU 3apaxeHus. B
AaHHOM peXuMe AOMONHUTEIbHO 3anpeLyaeTcs AOCTyNn K TeM KpUTUYeCKUM 0bbekTaMm,
KOTOpble MOTYT MOTEHLMaNbHO UCMONb30BaThCS BPEAOHOCHBIMWU MPOrpamMmMamMu.

f E B AAHHOM pe>XXUmMe 3aLlTbl BO3MOXHbI KOHq)J'II/IKTbI COBMECTUMOCTN CO CTOPOHHUM
g nporpaMmMHbIM obecneueHvem, MCNONIb3yHOLW MM 3alluiliaeMble BETKN peecTpa.

MapaHomaanbHbIA ypOBEHb 3aLUMTbl HEOHXOAMM A1S MOJIHOTO KOHTPOJIA 3@ JOCTYNOM K
Kputnueckmm obbektam Windows. B saHHOM ciyyae Bam Takoke byzaeT AOCTyneH
NHTEPaKTUBHbI KOHTPO/b 3a 3arpy3koi ApalBepoB 1 aBTOMATUYECKMM 3aMyCKOM
nporpamm.

B pexxvme paboTbl Monb3oBaTenbcknii Bbl MOXeTe BbIOpaTh YPOBHU 3aLUUThI A5 KaXXAOro
0b6bekTa MO CBOEMY YCMOTPEHMIO.

PyKOBO,ELCTBO nosab3oBaTenda
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LlenocTtHoCTb

3anyLLeHHbIX
NPWIOXKEHNN

LenoctHoctb dannos

nonb3oBaTenemn

HOSTS daiin

HuzkoypoBHeBbIN
AOCTyN K AWCKY

3arpyska gpaviBepoB

Kputnueckre obnactm
Windows

KomnoHeHTbI 3alnTbl

OnucaHue

[aHHas HacTpoWika No3BOASET OTCIEXMBATb NMPOLECChI, KOTOPbIe BHEAPSAOTCA B
3anyLleHHble NMPUIOXKEHUA, UTO ABAAETCA YrpO30i 6e30MacHOCTN KOMMbloTepa.
He oTcnexvBaeTtca noBeseHve Tex NPOLECCOB, KOTOpble A0HaB/eHb! B
Wcknroyerus.

[laHHas HacTpoiika NMO3BOISET OTCIEXNBATb NMPOLECCh], KOTOpble
MOANOULMPYHOT NMOJIb30BaTeNbCkre Gaiisibl MO M3BECTHOMY airopUTMY,
CBUAETENBCTBYHOLLLEMY O TOM, YTO Takue MPOLECChl ABASOTCS Yrpo30ii
6e30MacHOCTV KOMMbtoTepa. He oTcnexviBaeTcs noBejeHvie Tex MPOLECCOB,
KoTopble Ao6aBneHbl B UckitoueHus.

®aiin HOSTS ncnonb3yeTcs onepaLMoHHON CUCTEMOW ANA YNPOLLLeHMA A0CTyna K
cetn ViHTepHeT. VI3mMeHeHus 31oro daina mMoryt 6biTb pesynbtatom paboTbl
BUPYCa WAN JPYroli BPeJOHOCHOW NporpamMmbi.

[JaHHas HacTpolika NO3BOASAET 3anpeLLaTb NPUIOKEHNUSM 3aMUCh Ha XKECTKUI
JMCK NMOCEKTOPHO, He obpaluasck K GanoBol cucteme.

[aHHaa HacTpolika No3BosAeT 3anpeLlatb NPUAOXKEHUAM 3arpy3ky HOBbIX WU
Heun3BeCTHbIX ApalrBepoB.

Mpouve HacTPOKKM NO3BONAIOT 3aLLMLLATL OT MOAMMUKALMK BETKM peecTpa (Kak
B CUCTEMHOM Mpodune, Tak 1 B Npoduasx Bcex nosib3oBaTtenen).

[Joctyn k Image File Execution Options:

o Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options

[octyn k User Drivers:

e Software\Microsoft\Windows NT\CurrentVersion\Drivers32

e Software\Microsoft\Windows NT\CurrentVersion\Userinstallable.drivers
MapameTpbl o60n0ukm Winlogon:

e Software\Microsoft\Windows NT\CurrentVersion\Winlogon, Userinit, Shell,
UIHost, System, Taskman, GinaDLL

HoTudukatopsl Winlogon:
o Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Notify
AsTo3anyck ob6onoukmn Windows:

o Software\Microsoft\Windows NT\CurrentVersion\Windows, ApplInit_DLLs,
LoadApplnit_DLLs, Load, Run, IconServiceLib

Accoumaumm UcroHsemblx haiinos:

e Software\Classes\.exe, .pif, .com, .bat, .cmd, .scr, .Ink (k1touw)

o Software\Classes\exefile, piffile, comfile, batfile, cmdfile, scrfile, Inkfile (knroun)

PyKOBO,ELCTBO nosab3oBaTenda
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3awmaemMbi OnucaHue
ob6beKT

Monntnkm orpaHnyeHna 3anycka nporpamm (SRP):
e Software\Policies\Microsoft\Windows\Safer
MnaruHbl Internet Explorer (BHO):

o Software\Microsoft\Windows\CurrentVersion\Explorer\Browser Helper
Objects

ABTO3anycK Nporpamm:

e Software\Microsoft\Windows\CurrentVersion\Run

o Software\Microsoft\Windows\CurrentVersion\RunOnce

o Software\Microsoft\Windows\CurrentVersion\RunOnceEx

e Software\Microsoft\Windows\CurrentVersion\RunOnce\Setup
o Software\Microsoft\Windows\CurrentVersion\RunOnceEx\Setup
e Software\Microsoft\Windows\CurrentVersion\RunServices

o Software\Microsoft\Windows\CurrentVersion\RunServicesOnce
ABTO3anycK NOANUTKK:

e Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run
KoHurypaums 6esonacHoro pexmma:

e SYSTEM\ControlSetXXX\Control\SafeBoot\Minimal
e SYSTEM\ControlSetXXX\Control\SafeBoot\Network

MapameTpbl Session Manager:
e System\ControlSetXXX\Control\Session Manager\SubSystems, Windows
CucteMHble cny>x6bl:

e System\CurrentControlXXX\Services

| Ecnun npu yctaHoBKe BaxkHbIx 06HOB/IeHUI 0T Microsoft wim npu yctaHoBke u pabote
nporpamm (B TOM uucie nporpamm gedbparmMmeHTaLpym) BO3HUKaOT NpobieMbl, BOEMEHHO
OTK/IOUUTE MPEBEHTUBHYHO 3aLLUTY.

Bbl MOXKeTe HacTpouTh BbIBOZ YBEAOMIEHWA O AEACTBMAX NMPEBEHTVBHOM 3aLLWTbl Ha dKPaH.

3awmTa oT 3KCN/IONTOB

OTa onuus No3BoaseT 6J10kMpoBaTh BPeAOHOCHbIE 06bEKTbI, KOTOPbIE MCMONb3YHOT
yS3BUMOCTM B MOMNYASPHbIX MPUIOXKEHUSAX. B COOTBETCTBYHOLLLEM BbINajatoWEeM CrMcKe
BblbepuTe NOAXOAALLMIA YPOBEHb 3aLLMTbl OT 3KCMIOMUTOB.

PyKOBO,CLCTBO nosab3oBaTenda
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BJ'IOKI/IpOBaTb NCNONIHEHKE

HEABTOPM30BAHHOIO KOAa

VHTepaKT1BHbIA pexxum

Pa3pemaTb NCNONHEHWE
HEABTOPM30BAHHOIO KoAa

KomnoHeHTbI 3alnTbl

OnucaHue

[MonbiTka BPeAOHOCHOTO obbekTa UCNoabL30BaTh yA3BMMOCTU B
nporpaMmMHOM obecneyeHmm ANA nonyyeHuna JoCTyna K KpUtnyeCcknm
obnactam Ol'lepaLl,I/IOHHOIZ CNCTEMDI 6y,a,eT aBTOMaTU4eCKn 3a6n0|<|/|pOBaHa.

Mpw NombITke BPeJOHOCHOTO 06beKTa UCMONb30BaTh YSI3BUMOCTU B
NporpamMMHOM 0becneyeHnn A/is NoyUYeHUs AOCTyna K KPUTUUYECKM
06.1acTAM onepaumoHHo cuctemsl, Dr.Web BbiBegeT COOTBETCTBYHOLLLEE
coobuieHre. O3HakoMbTECh C MHPOPMaLWMEN 1 BbIBepUTE HY>XXHOE AeiCTBYE.

[MonbiTka BPeAOHOCHOTO ob6bekTa UCNoabL30BaTh yA3BMOCTU B

nporpamMMHOM obecneyeHnn Ais NoJydYeHus ZOCTyna K KPUTUYECKUM
obnacTaM onepaLMOHHON cMcTeMbl ByaeT aBTOMaTMYeCKM pa3peLleHa.

PyKOBO,CLCTBO nosab3oBaTenda
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Cratuctnka

12. CtaTuctnka
B AaHHOM OKHe co6paHa CTaTUCTMKa NO Ba>XHbIM CO6bITI/IFIM B pa60Te KOMMNOHEHTOB BaLLI,I/ITbI.

YT0b6bI NPoCMOTPETb CBEAEHNA O pa60Te KOMMOHEHTOB, OTKpOI7IT€ MEHHO @ B pexnme

aAMUHNCTPaTOpa 1 nepenamte B pasgen Cratucrmka i Ha cTpaHuue CraTUCTUKa JOCTYMHbI
OTYeTbI /1 CNIeAYHOLLNX TPYM:

e Yrpossl
e ObHOBNEHME

o OPUCHbBIN KOHTPOb

Ansa 3anuceit rpynn Yrpo3sl 1 O6HOBAEHMEe JOCTyNeH NOAPOOHbIN OTYeT. [N 3anuncen otyeta
BO3MOXHO NMpUMeHeHMe GUAbTPOB.

B rpynne O¢uUCHBbIN KOHTPOJIb OTpaXkaeTcs cTaTucTMKa 3abaokmpoBaHHbix URL ans kaxaow
yUYeTHOW 3anucu.

B oTueTte CI)VIKCVIpyI-OTCH caepgyrouime ceefeHnAa:

e YacToTa nocelleHui;
e [leicTBuE,;

e URL

,ﬂ,flﬂ 3anuncen otyeTa MMerTCA npegycraHOBAEHHbIE CI)VIJ'IprbI, KOTOpPblIE AOCTYlMHbI B
BbiNajaroweM Cnmcke BBeEpPXy CTpaHULUbI.

C nomoLLbo KHOMKKM -7 BbI MOXeTe yaannTb, CKOMMPOBaTh, SKCMOPTVPOBATL BbigeNeHHbIe
COBbITUA MW BECb OTYET LIEJIMKOM, @ TakKe OUUCTUTb OTYET.

CeTeBas aKTUBHOCTb

Ecan YCTaHOBJIEH BpaHgmayap Dr.Web, BaM AOCTyrneH OTYeT rno CeTeBOM aKTUBHOCTM.

Bbl MOXeTe yBMAETb AaHHbIE€ MO aKTUBHbLIM MPUAOXEHUAM, XXYPHaNy NPUAOXEHWUR, XXypHany
nakeTHoro puabtpa. s 3Toro BbibepuTe HY>KHbI O6bEKT B BbiNaaroLLEM CMIUCKE.

[na KaXAaoro akTMBHOIO NPUAOXKEHMA B OTUeTe OTObpaXkaeTcs:

e HanpaeJeHne nepejaydn AaHHbIX;

npoTokon paboThbl;

NOKaNbHbIA ajpec;

yAaneHHbIN agpec;

pa3Mep oTnpaBAEeHHOIO NMakeTa AaHHbIX;

pa3mep NoJiy4eHHOro nakeTa AaHHbIX.

PyKOBO,ELCTBO nosab3oBaTenda
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B >ypHane NpuaoXXeHU Bbl yBUANTE:

e BpemMs Hayana paboTbl MPUIOXKEHUS;
e IMSA NPUIOXKEHUS;
e UMA NpaBuia 06paboTkmM NPUNOXKEHUS;

® HanpaeJeHne nepejaydn AaHHbIX;

NencTBue;

LueneBowu agpec.
B >ypHane nakeTHoro ¢puibTpa oTobpakatoTcs caefyrolime AaHHble:

e BpeMs Hauana 06paboTkm nakeTa AaHHbIX;

HanpaB/JeHWe nepejayun NakeTa AaHHbIX;
e VMA nNpaBuaa obpaboTky;

e NHTEpdenc;

CoepPXnmMoe nakeTta.

5

C noMoLLpbHO KHOMKK 22/ Bbl MOXKeTe 3KCMOPTMPOBaTb 3aMUCK XXYPHANOB UM OUNCTUTD
XYpPHanbl OT 3anucen.

Moapo6HbIn oTuer

YT06bI NPOCMOTPETL NOAPO6HLIN OTYET O CObbITUAX PaboTel Dr.Web, BoibepuTe HyxxHOE

cobbITME N HaXXMUTe KHOMKy “L/. [lOBTOpHOE HaXaTune 3TOM KHOMKW CKPOeT NoApobHbIe
JAaHHble O COBbITUN.

C NnoMOLLb KHOMKM 22 Bbl MOXETE YAaANTb, CKOMMPOBATb, IKCMOPTUPOBATL OTAENbHbIE
cobbITMA UM BeCb OTYET LIeIMKOM, @ Tak)Ke OUMCTUTb OTYeT.

Ana otbopa cobbITUIA MOXHO BOCMO/Ib30BaTbCA GUAbTPaAMMU.

DunbTpbl

Y1066l NOCMOTPETL B CMNCKE TOJIbKO Te COBbITMSA, KOTOPble COOTBETCTBYHOT ONpeAeNeHHbIM
napameTpam, BOCNOAb3ynTech GuabTpamMu. [Ins BCcex OTUETOB MMEROTCA NMPesyCTaHOB/IEHHbIEe
bUAbTPLI, KOTOPbIE AOCTYMHbI B BbINAJatOLWEM CMIUCKE BBEPXY CTPAHMULbI KaXAOW rpynmbl.

Bbl MOXeTe co3saBaTb cOBCTBEHHbIE GUALTPLI COOBITUI. YTOOBLI CO3AaTb HOBbIM GUABLTP,

P

HaxxmuTe kHonky '/ 1 Boi6epuTe NyHKT Co3aaTh B BbiNaAatoLLeM crivcke. B oTkpbiBLIeMcs
OKHe yKaxunte HeobxoamMble Kputepun dunbTpaymm. ObpaTtnte BHUMAHMUE, UTO B NoJie
KoMnoHeHT Bbl MOXeTe 3aZaTb Cpa3y HECKOIbKO KOMMOHEHTOB.

PyKOBO,ELCTBO nosab3oBaTenda

125



A
d
A

A\

Cratuctnka

CobbITMA MOXHO 0TOMABTPOBATL NO KoAaM. [na 3Toro ykaxute nx B none Koa, (Hanpumep:
100-103, -102, 403) B COOTBETCTBUWN CO CAEAYOLWMMU NPaBUIaMu:

e KOZbl HYXXHO yKa3blBaTb Yepes 3anAaTyto;
e MOXHO yKa3blBaTb Anana3oH kogos (Hanpumep, 100-103);

® CUMBOJ «-» nepes KogOM UCKIKOYaEeT ero U3 agnana3oHa.

Takvmm obpa3om, 3annck Buga «100-103, -102, 403» 03HayaeT, YTo HeEOBXOAMMO Moka3aTb
BCe cobbiTna ¢ «100» no «103», HO NnckNOUNTb U3 PuabTpa Kog «-102» 1 NokasaTb CobbITME
«403».

COBAaHHbIe noJib3oBaTtenem CI)VIIIprbI MO>XXHO U3MEHWUTb U YA/ INTb.

PyKOBO,ELCTBO nosab3oBaTenda
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13. CoobueHus cepBepa

Y agMuHUCTpaTOpa CeTu eCTb BO3MOXHOCTb HaCTPOUTb OTNPaBKy CEPBEPHbIX COODLLEHNA Ha
Nobyro 13 cTaHUmM. ITa GyHKUMA yaobHa npu paboTe agMUHMUCTpaTOpa CeTU Ha OAHOWN U3
CTaHUMW A8 NONyYeHNs OMNOBELLEHWIA C cepBepa.

Bce nonyyeHHble COOBLLEHNSA BbIBOAATCA CMTUCKOM B BEPXHEN YacTu OKHa. YTobbl mocMoTpeTb
B CMMCKE TO/IbKO Te COOBLLEHMSA, KOTOPble COOTBETCTBYHOT OMpPeAeNeHHbIM NapaMeTpam,
BOCMO/b3yNTECh GUAbTPamMU. VIMetoTcs npeaycTaHOBAEHHbIE GUABTPbI, KOTOPbIE AOCTYMHbI B
BblMajatoLwem Crncke.

Bbl MOXeTe co3paBaTtbh COBCTBEHHbIE GUNBTPLI COOOLLEHNR. YTOObI co34aTh HOBbIV GUABLTP,

HaXXmuTe KHomMky ““/ 1 BblbepuTe NyHKT Co3paTth B BbiNajatowwemM cnucke. B oTkpbiBLUemcs
OKHe yKaXknte Heobxoaumble KpUTepUn GuabTpaLmu.

CDI/IflepOBaTb COO6LLI,eHI/IFI MO>XHO MO Caejgyrolnm KaTteropnam:

e CTaHuwnu;

e Penosutopuu;

e JlnueHsuny;

o AAMUHUCTPATOPSI;

o [Ipyroe.

COB,D,aHHbIe NMoNb30BaTeENEM q)VI}'IprbI MO>XHO M3MEHWUTb WUJIN YAaNTb.

C noMoLbto KHOMKKM =2 Bbl MOXETE YAaANTb, CKOMMPOBATb, SKCMOPTUPOBATbL BblAeNEHHbIE
COODBLLEHNS, a TaKkKe YAaaUTb BCe COOBLEHMS.

PyKOBO,CLCTBO nosab3oBaTenda
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14. TexHnueckasa noaaeprkka

Mpn BO3HWKHOBEHWUWN NPO6AEM C YCTaHOBKOW MAN paboTon NPOAYKTOB KOMMaHUK, Npexae
yem obpaLlaTbCa 3a MOMOLLBIO B CAYXKOY TEXHNUYECKOW NoAAepP>KKN, MonpobyrTe HanuTh
pelleHVe cneayrolmmm cnocobamm:

e 03HAKOMbTECb C NOCAEAHNMUN BEPCUMAMU ONMUCAHWI U PYKOBOACTB MO agpecy
https://download.drweb.com/doc/;

e NpouvnTalite paszen yacto 3aZaBaeMbix BOMPOCOB MO aZpecy

https://support.drweb.com/show_faq/;
e nocetnte dopyMbl kKoMnaHuu «okrop Beb» no agpecy https://forum.drweb.com/.

Ecnv nocne 31oro He yaanoch pewnTb Npobiemy, Bbl MOXeTe BOCNO/1b30BaTbCA OAHUM U3
cnesyoLlmx cnocoboB, UTobbl CBA3ATHCSA CO CNYXKOOM TEXHUUECKON NOAAEPXKKN KOMMAaHUN
«[JokTop Beb»:

e 3anosHUTe Be6-dOpMy B COOTBETCTBYIOLLEN Cekumnu pasgena https://support.drweb.com/;

e No3BOHMUTe No TenedoHy B Mockae: +7 (495) 789-45-86 nan no becnnaTHOM AMHWK AN1A BCEN
Poccun: 8-800-333-7932.

NHbopMaLmio 0 permoHanbHbIX NpeacTaBuTenbCcTBax n odprcax komnanmm «loktop Beb» Bbl
MoOXeTe HaluTV Ha opuLManbLHOM canTe No agpecy

https://company.drweb.com/contacts/offices/.

PyKOBO,CLCTBO nosab3oBaTenda
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MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

15. Mpuno>xkeHne A. lonosHnTe/IbHbIe NapaMeTpPbl KOMaHA4HOW

CTPOKM

MNapameTpbl KOMaHAHOW CTPOKN UCMOb3YIOTCA ANA 3aZaHNA MapamMeTpoB NporpaMmam,
KOTOpble MOTyT 6bITb 3anyLLUeHbl MyTEM OTKPbITUA Ha BbINOJHEHWE ncnoaHaemoro darna. 31o
oTHocuTCA K CkaHepy Dr.Web 1 KoHconbHoMy ckaHepy. [Mpu 3TOM katoum MOryT 3asaBaTtb
napameTpbl, OTCYTCTBYHOLLME B KOHOUTYPALMOHHOM daiine, a ANns Tex NapaMeTpoB, KOTOpble B
HeM 3ajaHbl, UMetoT 6oa1ee BbICOKNI NPUOPUTET.

Knroum HaunmHaroTCa € CUMBOAA «/» U, KaK M OCTaJjibHble napaMeTpbl KOME:]H,D,HOI7I CTPOKWN,

pa3genatorca npobenamu.

15.1. Napametpbl ana CkaHepa n KoHconbHoro CkaHepa

Knrou

/BAA

/AC

/AFS

/AR

/ARC : <K03ghpuyueHm_cxamus>

/ARL : <yposeHb_8J10KeHHOCMU >

/ARS : <pasmep>

/ART : <pasmep>

/ARX: <pasmep>

/BI

OnucaHue

ABTOMaTUYECKN MPUMEHATL AENCTBMA K OO HapYy>KEHHbIM
yrpo3am. (Tosnbko ana CkaHepa).

npOBepﬂTb MHCTanNnAauUMOHHbIE MaKeTbl. Mo yMOJl4aHUO onunsa
BK/IKOYeEHa.

Mcnonb3oBaTtb I'IpFIMOI\/JI cnew npu ykasaHmn BJIOKEHHOCTU
BHYTPW apXuBa. Mo YMOYaHMKO ONnuuA OTKAKOYEeHa.

MpoBepsTb apxuBbl. [0 yMOAUaHWIO ONLWA BKIHOUEHa.

MakcuMmanbHbI ypoBeHb CxaTus. Ecim ckaHep onpegenser,
UTO KO3ODULMEHT CKaTUA apxvBa MpeBbIaeT yKazaHHbIN,
pacnakoBKa 1 MpoBepka He nNpounssBoautca. Mo ymonyaHmo —
6e3 orpaHuYeHu.

MakcMaibHbI YPOBEHb BAOXEHHOCTV NMPOBEPSEMOTO
apxuBa. o ymonyaHUo — 6e3 orpaHuYeHuii.

MaKCUMasbHbIA pa3Mep NpoBepseMoro apxuea, B
kunobawtax. o ymonyaHuo — 6e3 orpaHuyeHuil.

Mopor NpoBepky ypoBHS CkaTtusi (MMHUMAasIbHbIA pa3mep
dalina BHyTpM apxumBa, HauMHas ¢ KoToporo byaet
NPOV3BOAUTLCA MpoBepka KoadduLmeHTa CKaTus), B
kunobawtax. Mo ymonyaHuo — 6e3 orpaHuyeHuil.

MakcManbHbI pa3Mep NpoBepseMbix 06bEKTOB B apxumBax,
B kunobantax. Mo ymonuaHno — 6e3 orpaHuUeHui.

BbiBecTn MHGOPMaLMIO O BMPYCHbIX 6a3zax. Mo ymonvaHuo
onuMsa BKAOYEHa.

PyKOBO,CLCTBO nosab3oBaTenda
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Knrou

/CUSTOM

/CL

/DCT

/DR

/E : <K0/1U4ecmeo_nomokos >

/EFAST

/FL: <ums_cpalina>

/FM: <macka>

/ FR: <pezy/ispHoe_sblpaxeHue>

/FULL

/FX: <macka>

/GO

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue

3anyctutb CkaHep Ha CTpaHwuLe BbIGOPOYHOM npoBepku. Ecan
npwv 3TOM 3ajaHbl AOMNOAHUTEIbHbIE MapamMeTpbl (Hanpumep,
06bekTbl AN NpoBepku Win napameTpbl /TM, /TB), To byaet
3anyLeHa BbI6OpOYHas NpoBepka yka3aHHbIX 06 beKTOB.
(Tonbko ans CkaHepa).

Vcnonb3oBate o6nauHbIvi cepsuc Dr.Web. Mo ymonuanuo
onuma BrkatoyeHa. (Toabko ana KoHconbHoro CkaHepa).

He otobpaxaTb pacueTHoe Bpema nposepku. (Tosbko Ans
KoHconbHoro CkaHepa).

PekypcrBHO npoBepATb nanku (NposepATb nognanku). Mo
YMOJIYaHVIO OMNUMA BKIKOYEHA.

ﬂpOBECTVI NPOBEPKY B YKa3aHHOE KOJ/INYECTBO MNMOTOKOB.

Mpow3BecTn GbiCTPYIO NpoBepKy cucTeMbl. Ecan npm aTom
3ajaHbl AOMNONHUTEbHbIE NapamMeTpbl (Hanpmep, 06beKTbl
AN NpoBepku nan napametpsbl /TM, /TB), TO yka3saHHble
06bekTbl Takke 6yayT nposepeHbl. (Toabko ans CkaHepa).

MpoBepATb MyTH, yKa3aHHble B paline.

MpoBepATb Gainbl No Macke. Mo ymonyaHWO NpoBepke
noggepraroTca Bce dannbl.

MpoBepaTb ¢ainbl NO perynspHomMy BbipaxeHuto. Mo
YMOUaHWUIO NpOBepKe NojBepraroTcs Bce daiinbl.

MpoW3BECTM MOJHYH MPOBEPKY BCEX XKECTKUX AUCKOB U
CbeMHbIX HOCUTesIel (BKItoYas 3arpy30uHble cekTopbl). Ecim
npwv 3TOM 3a4aHbl ZOMNOAHUTE/IbHbIE MapamMeTpbl (HanpuUMep,
06beKTbl AN NPOBEPKM Unn napameTpbl /TM, /TB), To 6yaet
npowusBeseHa HbICTpas NpoBepka v NPoBepKa yKa3aHHbIX
06bekToB. (Tosbko ans CkaHepa).

He npoBepaTb dainbl, cootBeTcTBYOWME Macke. (TosbKo Ans
KoHconbHoro CkaHepa).

Pexxum paboTbl CkaHepa, NPy KOTOPOM BOMPOCHI,
nozpasymeBaroLyve oXuaaHne oTeeTa OT NoJb3oBaTens,
nponyckaroTcsa; pellerus, TpebyroLmne Boibopa, NpUHMMatoTCA
aBTOMaTMYECKN. ITOT PEXUM MOJIE3HO UCMONb30BaTh A4
aBTOMaTMYeCcKOW NpoBepkn Gainnos, Hanpumep, Npu
eXeJHEBHOW UK exkeHeaeIbHO NpoBepKe XeCTKoro Aucka. B
KOMaHZAHOM CTpoKke HeoH6X0AMMO yKazaTb 0ObeKT A/is
nposepku. Bmecte ¢ napametpom /GO Takke MOXHO
ncnosb3oBaTtb napametpsbl /LITE, /FAST, /FULL. B aTom pexume

PyKOBO,CLCTBO nosab3oBaTenda
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/H unm /?

/HA

/KEY : <ksroyesoli_chalin>

/LITE

/LN

/LS

/MA

/MC : <4UC/10_NONbIMOK >

/NB
/NI[:X]
/NOREBOOT
/NT

/OK

/P : <npuopumem>

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue

npu nepexoge Ha paboTy oT HaTapewn NpoBepka
npekpalyaercs.

BbiBeCTM Ha 3KpaH KpaTkyro cnpaBky o paboTe ¢ MporpamMmMoil.

(Tonbko ans KoHconbHoro CkaHepa).

|_|pOI/I3BOAI/ITb 3BpI/ICTI/Il-IECKI/II\/II aHanns q>a|7|nos N NOUNCK B HUX
HEN3BECTHbIX Yrpo3. Mo YMOYaHNKO ONuua BKIKOYEHA.

YkazaTb nyTb K KitoueBoMmy dainny. Mapametp HeobxoauM B
TOM C/ly4yae, ecaun KNtoUeBON Galin HaXOAUTCA He B TOM Xe
narke, 4To u ckaHep. o ymMonuaHUO NCnosnb3yeTca
drweb32.key nnun apyron noaxoaawmii u3 nanku C:\Program
Files\DrWeb\.

Mpowu3BecTn CTapTOBYO MPOBEPKY CUCTEMbI, MPW KOTOPON
NpoBepAOTCA onepaTMBHaA NaMATb W 3arpy304Hble CEKTOPbI
BCEX AMCKOB, @ TakXke NPOBECTV NPOBepPKy Ha Haanune
pyTknTOB. (Tonbko ans CkaHepa).

MpoBepAaTb ¢painbl, Ha KOTOPbIE YKa3bIBatOT APbIKK. [10
YMOJIUaHMIO OMUMA OTKAHOYEHa.

MpoBepaTb Noj y4eTHOM 3anmcbto LocalSystem. Mo
YMOJIYaHMIO OMNUpA OTKAOYEHa.

MpoBepATb NouToBble dannbl. Mo ymoauaHuo onums
BKIFOYEHA.

YCTaHOBUTb MakKCUMaibHOE YMCNO MOMbITOK BblieUUTb daii.
Mo ymonuyaHuio — 6e3 orpaHuyeHuin.

He co3gaBaTtb pesepBHble KOMUM BblEUYEHHbBIX/YaleHHbIX
danno.. Mo yMonUYaHMIO ONUMSA OTKIHOUeHa.

YPOBEHb UCMOJIb30BaHUSA PECYPCOB CUCTEMbI, B MPOLIEHTAX.
OnpegensieT KOMYECTBO MaMATU UCMO/Ib3YEMON A5l
NPOBEPKU U CUCTEMHBIV NMPUOpPUTET NpoBepku. Mo
YMONYaHWo — 6€e3 orpaHuyeHum.

OTMeHseT nepesarpysky 1 BbIKIKOUEHME Nocae NPOBEPKU.
(Tonbko ans CkaHepa).

MposepaTe NTFS-noTtoku. Mo ymoa4aHWO onuys BKAKOYEHa.
BbIBOAUTL MOJIHBIV CMNCOK MPOBEPSEMbIX 06 BEKTOB,

conpoBoXzaas HesapaxkeHHble nomeTkor Ok. Mo ymonuaHwo
onuus OTKIOUEHa

MpriopwuTeT 3anyLLLeHHON 3a4aun NPoBepkM B 06LLelt ouepean

3aZlay Ha NpoBepKy:

PyKOBO,ELCTBO nosab3oBaTenda
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/ PAL: <ypOBeHb_B8/10XKeHHoCmu >

/QL

/ QL : <UMS_J102udecko2o_oucka>

/QNA

/QR[:[d][:p]]

/QUIT

/RA: <ums ¢alina>

/REP

/RK

/RP: <ums ¢alina>

/RPC: <ceKk>

/RPCD

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue

0 — HUM3LW WA

L — HU3KMIA.

N — 06blUHbIW. MpUOPUTET MO YMONYAHWIO.
H — BbICOKMIA.

M — MaKCUManbHbIN.

MaKcrManbHbIN YPOBEHb BAOXKEHHOCTU YNakoBLLMKOB
ncnonHsemoro danna. Ecam ypoBeHb BAOXEHHOCTH
npeBblllaeT yka3aHHbIN, NpoBepka 6ygeT NPOU3BOANTLCA
TONIbKO A0 YKa3aHHOTO YPOBHA BJIOXEHHOCTW. [0 ymonuaHmo
— 1000.

BbiBecTn cnncok Bcex $GalnoB, MOMELLEHHbIX B KAPaHTUH Ha
Bcex aunckax. (Tonbko ansa KoHconbHoro CkaHepa).

BbiBecTu cnncok Bcex $annos, MOMELLLEHHbIX B KapaHTUH Ha
yKa3aHHOM siorndyeckom gucke. (Tonbko ana KOHcoabHOro
CkaHepa).

BbIBOAWTb MYyTWN B ,CI,BOI7IHbIX KaBblYKaXx.

Ypanutb $ainbl € ykazaHHOTO Ancka <d>
(MMA_NOrnYeckoro_ancka), Haxoaslme B KapaHTuHe JoJbLue
<p> (konmuyecTBO) AHeW. Ecam <d> 1 <p> He ykaszaHbl, TO
6yayT yAaaneHbl Bce daiinbl, HaXOAALWMECH B KapaHTUHe, CO

BCeX norunveckmx anckos. (Toabko ana KoHconbHoro CkaHepa).

3akpbiTb CkaHep nocne NpoBepku (BHE 3aBUCUMOCTU OT TOTO,
6N 1N MPUMEHEHbI AENCTBMA K 0OHAPY>KEHHBIM Yrpo3am).
(Tonbko ansa CkaHepa).

[Jonvcatb otyeT 0 paboTe NporpaMMbl B ykazaHHbI datin. Mo
YMOJIYaHMIO 3anucb B daiin XypHasia He NPOU3BOAUTCA.

I'IposepﬂTb Mo CUMBOJIbHbIM CCbhlIKam. 1o yMOAYaHMKO onunA
OTKNHOYEHa.

lMpoBepka Ha Hannuve pyTkUTOB. o yMOYaHWIO OnumA
OTK/IIOYEHa.

3anwucaTb oTyeT 0 paboTe NporpamMmsbl B ykasaHHbI daiin. Mo
YMOJIYaHWIO 3anncb B daiin XXypHaia He MPOU3BOAUTCA.

Talim-ayT coeanHeHus ¢ Scanning Engine, B cekyHgax. Mo
ymondaHuto — 30 cekyHa. (Tonbko ana KoHConbHOro
CkaHepa).

Vcnonb3oBaTtb gnHamuuecknii uaeHtndrkatop RPC. (Tosnbko
ans KoHconbHoro CkaHepa).

PyKOBO,ELCTBO nosab3oBaTenda
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/RPCE

/RPCE : <yenesol_adpec>

/RPCH: <umMms xocma>

/RPCP : <npomokos >

/SCC

/SCN

/SLS

/SPN

/SPS

/SST

/ST

/TB

/TM

/TR

/W:<cek>

/WCL

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue

Vicnonb3oBaTth gnHamMumuecknii Lenesoin agpec RPC. (Toabko
ana KoHconbHoro CkaHepa).

Vicnonb3oBaTb ykasaHHbIV LeneBoi agpec RPC. (Tonbko ans
KoHconbHoro CkaHepa).

Vicmonb3oBaTh yka3aHHOe MMA XocTa Ans BbizoBoB RPC.
(Tonbko ana KoHconbHoro CkaHepa).

Vicnosnb3oBaTh ykasaHHbIM npoTokos RPC. Bo3MoXHO
Mcnonb30BaHWe NPoTokooB: Ipc, np, tcp. (Tonbko Ans
KoHconbHoro CkaHepa).

BbIBOAUTL COAEPXKUMOE COCTaBHbIX 06BbEKTOB. [0 yMOUaHMIO
OnuUs OTKIFOYEHa.

BbIBOAVITb Ha3BaHME UHCTaANAUMOHHOTO MakeTa. Mo
YMOYaHMKO ONunAa OTKAHKOYEHa.

BbIBOAI/ITb JIOTW Ha 3KpaH. Mo YMOYaHUKO ONnumAa BKIKOYEHa.
(Tonbko ans KoHconbHoro CkaHepa).

BbIBO,D'I/ITb Ha3BaHWe yrnakKoBLUVKa. Mo YMOYaHNKO OonunA
OTK/ZIFOYEHa.

OTobpaxaTb Npouecc npoBeaeHUs nposepku. 1o ymonyaHuto
onuma BrkatoyeHa. (Tonbko ana KoHconbHoro CkaHepa).

BoiBOAUTL BpeMs npoBepku o06bekTa. Mo ymMonuaHuo onuums
OTKIIOYEHa.

3anyck CkaHepa B GOHOBOM pexume. Ecam He 3asaH
napameTp /GO, To rpadumuecknii pexxmM oTobpaxkaeTcs TOAbKO
npv o6Hapy>KeHWn yrpo3. B aTom pexxvme npu nepexoje Ha
paboTy oT 6baTapen NpoBepka npekpaLlaerca.

BbINoAHATL NpOBepKy 3arpy304HbIX CEKTOPOB U rNaBHbIX
3arpy30u4HbIx cektopos (MBR) xectkoro amcka.

BbINONHATb MOUCK YrpO3 B ONepaTMBHOMN NamMsATW (BKAtOYas
cucteMHyro obnacte Windows).

I'Iposep;m: CUCTEMHbIE TOUKM BOCCTaHOBJIEHUA.

MakcumanbHoe Bpems MpPOBEPKY, B cekyHaax. o
yMOYaHWO — 6e3 orpaHuyeHuin.

BbiBOA, coBMecTuMbIli ¢ drwebwcl. (Toabko ans KoHconbHOro
CkaHepa).

PyKOBO,ELCTBO nosab3oBaTenda

133



A7

-
g

A
d
A

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

Knrou OnucaHue

/X:S[:R] Mo OKOHYaHWM MNPOBEPKM NEPEBECTM MALLMHY B YKa3aHHbIN
PEXVM: BbIK/HOUEHMe/Mepe3arpysKka/KayLwmin peskmm/crsui
PEXNM.

3agaHve AenCcTBUiA C pa3anyHbiMu obbektamm (C — BblneunTtb, Q — nepemecTTb B KapaHTUH,
D — ypanutb, | — nrHopupoBatb, R — nHdopmuposats. [lectBue R BOIMOXHO TO/IbKO A/
KoHconbHoro CkaHepa. [10 ymonyaHuto ansa Bcex — MHPOPMMPOBaTh (Takxke TONbKO ANA
KoHconbHoro CkaHepa)):

AeiicrBne OnucaHwue
/AAD:<pelicTBMe>  AeWCTBUS AN pekNamHbIX nporpamMm (BOo3MoxkHble sencteus: DQIR)
/AAR:<peicTBME>  AEeNCTBUS C MHOULMPOBAHHLIMU apxmBamMmn (BO3MOXHble aericteus: DQIR)

/ACN:<pelictBue>  [elcTBUS C UHOULMPOBAHHBIMW MHCTANALMOHHBIMI NakeTamMun (BO3MOXHbIE AeNCTBUS:
DQIR)

/ADL:<peinctBue>  feiCTBUS C NporpaMMamu Ao3BoHa (Bo3MOXHble aeicteus: DQIR)
/AHT:<peicTBMe>  felcTBUSA C MporpaMMamu B3oMa (BO3MokHble geincteums: DQIR)
/AIC:<penctBMe>  felcTBUS C HemseummbiMK dainamm (BO3MOXHble aencteums: DQR)
/AIN:<pelictBue>  felcTBUS C UHPULMPOBAHHbIMK dainamm (BO3MOXHbIe aelicteua: CDQR)
/AJK:<perictBue>  feicTBUSA C NporpaMMamMum-LyTkamm (Bo3modkHble aericteus: DQIR)
/AML:<pelictBue>  [elcTBUA C UHOULMPOBAHHBIMW MOYTOBbLIMU Galinamu (BO3MOXHble aerctBus: QIR)
/ARW:<seinctBre>  elcTBUs C MOTEHUMANbHO OMacHbIMU dainamu (Bo3moxkHble geincteus: DQIR)

/ASU:<peictBre>  AelCTBUS C MOA03pUTEIbHBIMY dalinammn (BO3MOXHble aelicteus: DQIR)

HekoTopble katoun MOryT uMeTb MOANGUKaTOPbI, C MOMOLLIbHO KOTOPbIX PEXMM fBHO
BKU/ItOYaeTca mMbo oTkntovaetca. Hanpumep:

/AC- PeXVM IBHO OTK/ItOYaeTcs

/AC, /AC+ peXxum ABHO BKItOYaeTcA

Takas BO3MOXHOCTb MOXeET ObITb NMOJIE3HA B CyYae, eC/IV PEXUM BKIOUEH/OTK/IOUYEH MO
YMOJYaHMIO UM MO BbINMOJHEHHbBIM paHee ycTaHOBKaM B KOHGUTrypaunoHHoM dainne. Cnmvcok
KNrOYEW, AOMYyCKatoLLMX MPUMEHeHNe MOAN(UKATOPOB:

PyKOBO,ELCTBO nosab3oBaTenda
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/AC, /AFS, /AR, /BI, /DR, /HA, /LN, /LS, /MA, /NB, /NT, /OK, /QNA,
/REP, /Scc, /scnN, /sLs, /SPN, /SPS, /ssT, /TB, /TM, /TR, /WCL.

Ana kntova /FL MOAMPMKATOP «—» O3HAYaEeT: MPOBEPUTb NMYTU, NEPEUYNCNEHHbIE B yKa3aHHOM
davine, n ysanutb 3T0T dan.

[na kntouelt /ARC, /ARL, /ARS, /ART, /ARX, /NI[:X], /PAL, /RPC, /W
3Ha4yeHune napamMeTpa «0» O3Ha4aeT, YToO NapamMeTp UCNonb3yeTca 6e3 OrpaHquHMVI.

Mpumep ncnonb3oBaHua Kiouven Npu 3anycke KoHconbHOro ckaHepa:
[<nyme_k_npoepamme>]dwscancl /AR- /AIN:C /AIC:Q C:\

npoBepuTb BCe ¢alinbl, 38 UCKIOYEHUEM apXMBOB, Ha ancke C, MHOULMPOBaHHbIE danbl
NeYnTb, HemsneummMmble NMOMECTUTb B KapaHTUH. [na aHanormyHoro 3anycka CkaHepa ans
Windows Heobxoanmo BMecTo dwscancl HabpaTb MMA KOMaHAbl dwscanner.

15.2. MapameTpbl ANA NHCTANNALUOHHBbIX NAaKeTOB

/compression <pexum> — pexum cxatnsa Tpadurka C CepBepOM LieHTPaIn30BaHHOMN
3awmTbl. MapameTp <pexum> MOXeT MPUHMMATb CAeAyroLLMe 3HAUYEHWS:

e yes — WUCMNONb30BaTh CXKaTue.

® No — He MCMoJib30BaTb CXKaTue.

e possible — cKaTne BO3MOXHO. OKOHUaTeNbHOE pelleHne NPUHUMaeTca B

3aBNCNMOCTM OT HAaCTPOEK Ha CTOPOHE cepBepa.

Ecan kntou He 3ajaH, Mo YMOJIYaHUNIO UCMNONb3YyeTCA 3Ha4YeHne possible.

/encryption <pexum> — pexum WwndpoBaHns Tpaduka C CEPBEPOM LEHTPANN3OBAHHOM
3awmnTbl. [NapameTp <pexum> MOXeT MPUHMMaTb Chefyrolme 3HauYeHUA:

e yes — WCNONb30BaTh WNPPOBaHUe.

® Nno — He NCnoJb30oBaTh WNdpoBaHMe.

e possible — wWneppoBaHme BO3MOXHO. OKOHUaTe/IbHOE peLleHre NPUHMMaeTca B

3aBUCNMOCTM OT HaCTpOEK Ha CTOPOHE CcepBepa.

Ecam kntou He 3agaH, NO YMOYaHWIO NCMONb3YeTCa 3HaueHne possible.

/excludeFeatures <KOMNOHEHMbI> — CMNCOK KOMMOHEHTOB, KOTOPbIE BYAYT NCK/IHOYEHbI

npw yctaHoBke. MNpu 3ajaHnn HECKONbKMX KOMMOHEHTOB NCMO/b3yMTe 3HaK *," B kKayecTse
pa3genntens. JOCTynHble KOMMOHEHTbI:

e scanner — CkaHep Dr.Web,

e spider-mail — SplDer Mail,

e spider-g3 — SplDer Guard,

outlook-plugin — Dr.Web ans Microsoft Outlook,
firewall — BbpaHamayap Dr.Web,

PyKOBO,CLCTBO nosab3oBaTenda
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e spider—gate — SplDer Gate,
e parental-control — OQUCHBIN KOHTPOb,

e antispam-outlook — AHTKcnam Dr.Web ans komnoHeHTa Dr.\Web ana Microsoft
Outlook,

e antispam-spidermail — AHTucnam Dr.Web ans komnoHeHTa SplDer Mail.

,ﬂflﬂ KOMMOHEHTOB, HE YKa3aHHbIX HAMPAMYHO, COXPaHAETCA CTaTyC YCTaHOBKMU, SaAaHHbIVI AanAa
HUX MO YMOJIHaHUHO.

/1id <udeHMuguKkamop_cmaHyuu> — NAeHTMOUKATOpP CTaHLMUK, Ha KOTOPYH YCTaHaBANBAETCA
Arent Dr.Web.

3agaeTca BMecTe ¢ naposiem (kKitod /pwd) ana pyyHow aBTopu3aLumm Ha cepeepe. Ecim
napameTpbl aBTOpM3aLmMmn He 3ajaHbl, peleHre o6 aBTopmusaL My NPUHUMaETCA Ha CTOPOHE
cepBepa.

/includeFeatures <KOMNOHEHMbI> — CMUCOK KOMMOHEHTOB, KOTOPble HEOBXO0ANMO

yCTaHOBWUTb. MNpn 3agaHMN HECKONBKMX KOMMOHEHTOB UCMO/Ib3yNTe 3HaK "," B KauecTBe
pa3genntens. JOCTynHble KOMMOHEHTbI:

e scanner — CkaHep Dr.Web,

e spider-mail — SpIDer Mail,

e spider-g3 — SplDer Guard,

e outlook-plugin — Dr.Web ana Microsoft Outlook,

e firewall — bpaHamaysp Dr.Web,

e spider-gate — SplDer Gate,

e parental-control — OPUCHBIN KOHTPOb,

e antispam-outlook — AHTKUcnam Dr.Web ans komnoHeHTa Dr.\Web ana Microsoft
Outlook,

e antispam-spidermail — AHTMcnam Dr.Web ans komnoHeHTa SplDer Mail.

g KOMNOHEHTOB, He YKa3aHHbIX HaNnpAMYH, COXpaHAETCA CTaTyC YCTaHOBKW, BaAaHHbIVI AnA
HUX MO YMOJIHaHUHO.

/installdir <nanka> — narnka yCTaHOBKMU.

Ecnm kntod He 3asaH, NO YMOYaHWUIO YCTaHOBKA OCYLLLEeCTBASETCA B KaTasor Program
Files\DrWeb Ha cnctemHoM ancke.

/instMode <pexum> — pexxMM 3anycka nHcTaanstopa. lNapameTp <pexum> MoxeT
NPUHUMaTb Caeaytollee 3HaueHue:

e remove — YAaJUTb YCTaHOBNEHHbI MPOAYKT.

Ecan kntou He 3ajaH, N0 YMOJMYaHUNIO UHCTANIZIATOP aBTOMATUUECKN ONMPELENAET PEXNM
3anycka.

PyKOBO,ELCTBO nosab3oBaTenda
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/lang <K0O_fA3bIKa> — A3blK UHCTAANATOPA M yCTaHaBANBaeMOro nNpoaykTa. 3ajaetca B
dopmate ISO-639-1 ana koga A3bika.

Ecam kntou He 3asaH, NO YMOJTYaHUIO UCMONb3YeTCs CUCTEMHBbIN A3bIK.
/pubkey <nyme > — NOAHbIA NyTb K Gainy ceptndurkaTa AN OTKPLITOrO KtoYa cepBepa.

Ecnm cepTvdumkaT Man OTKPbITbIN KJIKOY He 3aaH, MO YMOJYaHMWIO NpUY 3amnycke JIoKabHOW
YCTaHOBKW MHCTaANATOP aBTOMaTUUeCKM NoaxBaTbiBaeT cepTudukaT (C paclumpeHmemM .pem)
AW OTKPbITLIN Kntod (drwesd.pub) 13 nanku cBoero 3anycka. B cayvyae pasmelyeHus
cepTmdurKaTta Uan OTKPbLITOrO K/IkoYa B Manke, OTANYHOM OT Nankn UHCTaAnsaTopa, HeobxoAnMo
BPYYHYHO 3aZaTb MOHbIM NYTb A0 cepTudMKaTa UAM OTKPLITOTO KIroYa.

Mpw 3anycke MHCTaNNALMOHHOTO nakeTa, co3gaHHoro B LieHTpe YnpasneHus, ceptudmkar
WAN OTKPbITbIV KAHOY BXOAWT B COCTaB MHCTaNSLLMOHHOIO NakeTa, U JOMNOJHUTEeNbHOE
ykaszaHue He TpebyeTcs.

/pwd <naposs> — naponb AreHta Dr.Web ana goctyna k cepepy.

3afaeTca BMeCTe € naeHTMUKaTOPOM CTaHumu (kntod /id) ans pyyHol aBTopmM3aumnm Ha
cepBep. Ecan napameTtpbl aBTOpM3aumm He 3ajaHbl, pelleHre 06 aBTopusaunmn NnpuHMUMaeTcs
Ha CTOpOHe cepBepa.

/regagent <pexum> — onpegenset, byaet am 3apernctpuposaH AreHT Dr.Web B cnncke
yCTaHOBJIEHHbIX MporpaMm. [MapameTp <pexunm> MOXET NPUHUMaTb CleAyHoLLMe 3HaUeHNS:

e yes — 3apeructpupoBatb AreHT Dr.Web B cnuncke ycTaHOBAEHHbIX MpOrpamMm.

e no — He peructpmpoBaTb AreHT Dr.Web B cnuncke ycTaHOBAEHHbIX NMPOrpamMm.

Ecan kntou He 3ajaH, Mo YMOJIHaHUIO NCMNONb3YeTCA 3HaYeHME no.

/retry <Ko/IU4ecmeo> — KOJMYECTBO MOMbITOK MOWUCKa cepBepa NoCPeACTBOM OTMPaBKM
multicast-3anpocos. Mpwn oTCyTCTBMM OTBETa OT CepBeEpa MO UCTEYEHNMN 3aJaHHOTO
KOJIMYEeCTBa MOMbITOK, CYUNTAETCS, UTO CEpPBEP He HalZeH.

Ecan kntou He 3ajaH, Mo YMOJIHaHUIO OCYyLLEeCTBAAETCA 3 NonbITKM Noucka cepBepa.

/server [<npomokos>/]1<adpec_cepsepa>[:<nopm>] — ajpec cepBepa, C KOToporo byaet
OCYyLLEeCTBAATLCA YcTaHOBKa AreHTa Dr.Web 1 K koTopomy nocne yctaHOBKM MOAKNOUNTCA
AreHT Dr.Web.

Ecam knrou He 3aZaH, MO YMOJTYaHWIO OCYLLLECTBASETCA MOUCK CepBepa NOCPeACTBOM OTMPaBKU
multicast-3anpocos.

/silent <pexum> — onpegenset, byAeT M NHCTaANATOP 3anyLleH B GOHOBOM pexuMe.
MapameTp <pexum> MOXET MPUHMMaTb CefyroLme 3HaUeHNs:

e yes — 3anyckaTb MHCTaANATOP B POHOBOM pexunme.

® no — 3anyckaTb MHCTaNNATOP B rpadryeckoM pexnme.

PyKOBO,ELCTBO nosab3oBaTenda

137



A7

-
g

A
d
A

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

Ecam kntou He 3agaH, No ymonYaHuio ycTaHoBka AreHta Dr.\Web ocyulectBisietcs B
rpaduyeckom pexuvme.

/timeout <8pems> — npejesbHOe BPeEMS OXUAAHUA Kaxoro oTBeTa Npu Noucke cepeepa.
3afaetcs B cekyHAax. [Tprem oTBETHbIX COOBLLEHMI MPOAOAXKAETCSA, MOKa BPEMSA OXMAAHWS
OTBEeTa He MpeBbILIAeT 3HaYeHne TaiM-ayTa.

Ecan kntou He 3ajaH, Mo YMOJIYaHUNIO UCMNONb3YEeTCA 3Ha4YeHne 3 CEKYHAbI.

15.3. Koabl Bo3Bpara

Bo3MOXHbIe 3HaUYeHUs KOZa BO3BpaTa N COOTBETCTBYHOLLNE UM cobbITuA cnegyrowine:

Kop CobbiTue

BO3BpaTa

0 BupycoB mnn nofo3peHnin Ha BUPYCbl He 0BHapyKeHo.

1 O6Hapy>eHbl U3BECTHbIE BUPYChI.

2 O6Hapy>keHbl MOoANGMKALIM U3BECTHBIX BUPYCOB.

4 O6Hapy>eHbl NOA03pUTE/IbHbIE Ha BUPYC 06 BbeKTbI.

8 B apxvBe, KOHTeHepe Win NOUYTOBOM fiLLKKe OBHapy>KeHbl N3BECTHbIe BMPYCHI.

16 B apxvBe, KOHTelHepe Win MOUYTOBOM sLLMKe OBHapy>KeHbl MOAVPUKALN N3BECTHBIX
BMPYCOB.

32 B apxuBe, KOHTelHEPE AN NOYUTOBOM ALLUKe OH6HapYXKeHbl MOAO03pUTE/IbHbIE HA BUPYC
06BbeKTbI.

64 YcnewHo BbINONHEHO NeyeHne XOTa Hbl OAHOrO 3apaXKeHHOro BUPYCOM ObbekTa.

128 BbinonHeHO yaaneHve/nepenMeHoBaHve/nepemMeLLeHre XxoTa 6bl 0AHOTO 3apa>KeHHOro
davina.

Pe3ynbTupytowmin Koz Bo3BpaTa, GopMUpyemMblii MO 3aBepLIEHMIO MPOBEPKN, PaBEH CyMMe
KOZOB TeX COBbITUI, KOTOPblE MPOM3OLLIN BO BPEMSA NMPOBEPKM (MU €ro cnaraemMble MOryT
OAHO3HAYHO 6bITb MO HEMY BOCCTAHOB/EHDI).

Hanpumep, kog Bo3BpaTa 9 = 1 + 8 03HavaeT, UTo BO BpeMs NPOBePKN OBHapy>KeHbI
N3BECTHbIE BUPYChI (BUPYC), B TOM UnCae B apxunBe; obe3BpexnBaHne He MPOBOANIOCH;
6onbLUe HMKaKNX «BUPYCHbIX» COBbITUIA He Bblno.

PyKOBO,ELCTBO nosab3oBaTenda
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16. Mpuno>keHne b. Yrposbl n cnocobbl nx o6esBperxnBaHunA

C pa3BUTMEM KOMMbBIOTEPHbIX TEXHONOTNIA N CETEBLIX PELLEHMN, BCe Bonbluee
pacrnpocTpaHeHne Noay4aroT pasNMyHble BPeLOHOCHbIE MPOrpamMMbl, HarnpaB/ieHHble Ha TO,
4yTOObI TaK NIV MHAYe HaHeCTW Bpes No/b3oBaTensaM. VIx pa3BmMTne Hayanochb elle B 3Noxy
3apOXAEHNA BblUMCANTENbHOW TEXHUKW, N NapaaieNlbHO pa3BMBaINCh CPEACTBA 3aLlUUTbl OT
HUX. TeM He MeHee, 0 CUX MOpP He CyLLEeCTBYET eAMHOWN KnaccudmnkaLmm Bcex BO3MOXHbIX
Yrpos, 4To CBA3aHO, B MEPBYHO oYepelb, C Henpeacka3yeMblM XapakTepoM UX Pa3BUTUSA U
NMOCTOSIHHBIM COBEPLUEHCTBOBAHWEM MPUMEHAEMbIX TEXHONOTUNA.

BpesoHOCHbIe MporpamMMbl MOTYT pacnpoCcTpaHaTbCs Yepes VIHTepHeT, NoKaibHYHO CeTb,
3/IEKTPOHHYHO NMOYUTY U CbEMHbIE HOCUTENN MHDOPMaLMK. HekoTopble paccumTaHbl Ha
HEOCTOPOXHOCTb N HEOMbITHOCTb MOb30BATENA U MOTYT AEACTBOBATb MOJHOCTHHO
aBTOHOMHO, ApYyrve ABAAFOTCA NLWb UHCTPYMEHTaMU NOA ynpaBaeHMeM KOMMbOTEPHbIX
B3/IOMLUMKOB U CMOCOOHbI HAaHECTN Bpes Aaxe HaZeXHO 3alMLLEHHBIM CUCTEMAM.

B naHHOM rnaBe npeacTaBaeHbl ONMCaHUA BCEX OCHOBHbIX U Hanbosiee pacnpoCcTpaHEeHHbIX
TUMNOB BPEeAOHOCHbIX MPOrpamMMm, Ha 6opbbYy C KOTOPbLIMUK B MEPBYO OUYEpPesb M HamnpaB/eHbl
pa3paboTkn «JokTop Beb».

16.1. Knaccnpumkauumsa yrpos

MNoa TepMUMHOM «yrpo3a» B JaHHOW Knaccudukaumm cresyet noHMMaTh toboe nporpaMmHoe
CPeACTBO, KOCBEHHO WM HaMNpPAMYH COCOBHOE HaHecTH yllepb KOMMbIOTEpY, CETH,
MHbOpPMaLMK AN NpaBaM MONb30BaTeNsA (TO eCTb BPEAOHOCHbIE U MPOUNE HEXENATe/IbHbIe
nporpammel). B 6onee WMPOKOM CMbIC/Ie TEPMUH «YrpO3a» MOXKET 03HauaTh /10Oy
NOTEHLMaNbHY OMacHOCTb ANS KOMMbOTEPA UK CETU (TO ECTb ee Y3BUMOCTb, KOTOpas
MOXEeT 6bITb NCNOJIb30BaHa A/ MPOBEAEHNS XaKePCKMX aTak).

Bce Tvnbl NnporpaMm, onucaHHble HUXKE, MOTEHLMANbHO 061a4at0T CNOCOBHOCTLIO
NOZABEPrHYTb OMACHOCTM AaHHble NOJAb30BaTENS UAN UX KOHOUAEHLMANBHOCTL. [porpammel,
KOTOpble He CKpbIBatOT CBOEro NPUCYTCTBUA B CMCTEMe (Hanpumep, HEKOTOPbIE MPOrpaMmbl
A/19 PacCblIKM Cnama UM aHanmsaTopbl Tpaduka), 06bIUHO He MPUHATO NPUUMCAATD K
KOMMbIOTEPHbBIM Yrpo3am, XOTs Npu onpeaeneHHbIX 06CTOATENbCTBAX OHM MOTYT HAaHECTM
BpeJ NoAb30BaTesto.

B npoaykTax n JoKyMeHTaLmMn koMnaHum «Joktop Beb» yrposbl NnpuHATO pa3aenatb Ha jBa
TMMNa B COOTBETCTBMU C YPOBHEM OMACHOCTU:

e 3HaUUTE/IbHbIe YIrPo3bl — KJ1aCCUYECKNe KOMMbIOTEPHbIE YTPO3bl, KOTOPbIE Camu No cebe
CMOCOOHbI BbIMOHATL Pa3/NyHble AeCTPYKTMBHbIE N HE3aKOHHbIe AeNCTBUSA B CMCTEME
(yaaneHve u kpaxa BaxxHo nHGopMauun, HapyweHne paboTbl ceTn 1 T.4.). ITOT TUM
KOMMbHOTEPHBIX YTPO3 COCTOUT U3 MPOrpaMm, KOTOpble TPAANLMOHHO Ha3blBarOT
BPEAOHOCHbBIMU (BUPYCbI, YePBU U TPOSIHCKME MPOrpamMMbl);

PyKOBO,CLCTBO nosab3oBaTenda
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¢ Hé3HauuTeJibHbleé Yrpo3bl — KOMMbOTEPHbIE YIrPO3bl, KOTOPbIE CHNTAHOTCA MEHEE
ornacHbIMK MO CPAaBHEHNHKO CO 3HAYNTENbHBIMW YrpO3aMn, HO MOTYT ObITb MCMO/Ib30BaHbI
TpeTbUMWN NnMUuamMin Anda copeplieHna BpejoOHOCHbIX AeVICTBMIZ. [MTomumo 3TOrO, CaMo
NPpUNCyTCTBME HE3HAYMTE/IbHBLIX YTPO3 B CUCTEME ABNAETCA HECOMHEHHbBIM CBUAETE/IbCTBOM
HWN3KOro ypoOBHA €€ 3alMLLEHHOCTH. Cl'IeLI,I/IaIIVICTbI B obnactm MHCI)OpMaLLMOHHOVI

6e30MacHOCTN MHOTAA Ha3bIBAKOT 3TOT TUM KOMMbIOTEPHbIX YIPO3 «CePbIM» MPOrPaMMHbIM
obecneyeHnem Uan NOTEHLMANBHO HeXenaTelbHbIMU NnporpammamMmn. K HeaHaumTenbHbIM

yrpo3am OTHOCATCA pekaaMHble MporpamMMbl, IPOrpaMmbl AO3BOHA, MPOrpPamMMbl-LLYTKM,
NOTeHLMaAbHO OMacHble MPOorpaMMbl U MPOrpamMMbl B3J10Ma.

3HauunTe/ibHble Yrpo3bl

KomnblroTepHble BUpYCbl

[aHHbIV TMM KOMMbIOTEPHbIX YTPO3 XapaKTepu3yeTca CNOCOBHOCTbHO BHEAPATb CBOW KOJ, B
NCMONHAEMBIN KOZ APYrUX Nporpamm. Takoe BHeApeHWe Ha3biBaeTca UHguUyuposaHuem. B
60NbLUMHCTBE CyYaeB MHPULMPOBaHHbIN dalin cam CTaHOBUTCSA HOCUTEsleM BMUpPYCa, a
BHEAPEHHbIV KOJ He 0653aTe/IbHO MONHOCTLHO COOTBETCTBYET OpUTMHany. bonbLuas YacTb
BMPYCOB CO3JaeTcs A/ MOBPEXAEHUA AN YHUUTOXEHUS AaHHbIX.

B komnaHun «loktop Beb» Bupychl Aenat no tuny ¢Gannos, KOTOPble OHWN UHPULMPYIOT:

¢ (aiinoBblie BUPYCbl NHOMLMPYOT Galabl OonepaLyoHHON cncTeMbl (06bIYHO, NCMONHAEMbIE
darinbl N AMHaMunyeckme 6UHAMOTEKN) M aKTUBU3NPYHOTCA NpY 0bpaLLeHnI K 3apaKeHHOMY

danny;

* MaKpo-BUPYCbl MHOULMPYIOT Gaiinbl JOKYMEHTOB, UCMOb3yeMble MPUNOXKEHUAMMN
Microsoft® Office nan gpyrummn nporpammMamu, 4ONyCKatoLMMUN Haanume MakpoKOMaHs,
HamuncaHHbIX, Yalle Bcero Ha a3bike Visual Basic. MakpokomaHabl — 3TO BCTPOEHHbIE
nporpammMbl (MakpoChbl), HaMMCaHHble Ha MOJHOLLEHHOM A3blke MPOrpaMMMpPOBaHuA,

KOTOpble MOTYT 3anyckaTbCsi NPU onpeaesneHHbIX ycnoBuax (Hanpumep, B Microsoft® Word

MaKpOCbl MOTYT 3aMycKaTbCa MPW OTKPbITUM, 3aKPbITUN UAN COXPAHEHWUWN AOKYMEHTA);

e CKPVUNT-BUPYCbI NMULLYTCA Ha A3blKax CLLleHapueB (CKPUNTOB) U B HONbLUMHCTBE C/lyYaeB
3apaxkatot agpyrue dannbl cueHapueB (Hanpumep, cnykebHble daiibl onepauoHHOM

cnctembl). OHM MOTYT MHOULIMPOBaTb Takke Apyrve Tunbl GainNos, KOTOPble MOAAEPKNBAKOT

NncnonHeHne cueHapmes, NONb3yACb YA3BNMMbIMU CUEHAPNAMN B BE6-I'IpMJ'IO>KeHI/IFIX,'

e 3arpy3ouHble BUPYCbI 3aPa>katoT 3arpy30yHble ceKTopa AMCKOB W pa3ienos, a Takke
rnaBHble 3arpy304Hble CEKTOPA XEeCTKMX ANCKOB. OHM 3aHMMatOT OYeHb Masio NaMATU U
OCTatoTCA rOTOBLIMU K BbINMOAHEHMIO CBOUX QYHKLMIA A0 TeX MOp, Moka He byaeTt
npoun3BeseHa BbIrpyska, nepesarpyska uav 3aBeplueHve paboTbl cUcTeMbl.

BonblwMHCTBO BUpYcOB obnajaeT onpeseneHHbIMM 3alLMTHBIMW MeXaHU3MaMun NpoTne
obHapy>xeHuns. MeToabl 3aWmTbl OT OBHaPY>XXEeHNA MOCTOAHHO Y/IyYLLatoTCA, MO3TOMY ANA
aHTMBUPYCHBIX NpOrpaMmM paspabaTtbiBaroTCs HOBble CMOCOObI MPEOAONEHNA 3TON 3aLUNTDI.
Bupycbl MOXHO pa3aenvTb NO NMPUHLMMY 3aWmTbl OT OBHaPYXKEeHWS:

PyKOBO,ELCTBO nosab3oBaTenda
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¢ WKndpoBaHHbIe BUPYChI LLUNGPYHOT CBOM KOA MPY Ka>AOM HOBOM 3apaXkeHWnu, Yto
3aTpyAHAeT ero obHapy>xeHne B dansie, NaMATU UK 3arpy304YHOM cekTope. Kaxkapii
3K3eMMNAsApP TaKOro BMpYyCa COAEPXKUT TONbKO KOPOTKUI 0BLWmin dparMeHT (Mpoueaypy
pacndpoBKHM), KOTOPbIA MOXHO BbibpaTb B KauecTBe CUTHaTypbl;

e nonMvop@Hbie BUPYCbl NCMOb3YHT MOMUMO LWNGPOBaHMA KOAa CreunanbHyo
npoueaypy paclindpoBKM, NU3IMEHAOLLYHO caMy ceba B KaX40M HOBOM 3K3eMMnispe BUpYca,
YTO BeAeT K OTCYTCTBUIO y TaKOTrO BMpYyca 6aToOBbIX CUTHATYp.

Bupychbl Takoke MOXHO knaccpuumpoBaTtb MO A3bIKy, HA KOTOPOM OHW HamncaHbl
(6ONBLUMHCTBO NULLYTCA Ha accembaepe, BbICOKOYPOBHEBbIX f3blKaX MPOrpamMmMmnpoBaHus,
A3blKax CLieHapwWeB 1 T.4.) U MO NopaXaemMmbiM ONepaLMOHHbIM CUCTEMAM.

KomnbloTepHble yepBu

B nocnegHee Bpems BpeAOHOCHbIE MPOrpamMMbl TUMa «KOMMbHOTEPHbIV YepBb» CTau
ropasgo 6oJsiee pacnpocTpaHeHbl, YeM BUPYCbl U MPOYUMe BPesOHOCHbIe NporpaMmbl. Kak u
BMPYCbl, Takve nporpamMmMbl CNOCO6HbI cO34aBaTb CBOM KOMUWU. YepBb MPOHMKAET Ha
KOMMbIOTEP M3 CeTU (Yalle BCEro kak BAOXeEHMEe B COODOLLEHNAX INEKTPOHHOW NOYTbI) U
paccblnaeT CBON GYHKLMOHaAbHbIe KOMUK Ha Apyrne KomnbtoTepsbl. Ana Havyana
pacnpocTpaHeHna YepBM MOTYT MCMOJ/Ib30BaTh Kak AeNCTBUA MONb30BaTeNd, Tak U
aBTOMaTMUeCKUI pexxuM Bblbopa 1 aTakvm KOMMbloTepa.

YepBu He 06A3aTe/IbHO LIEIMKOM COCTOAT U3 oaHOro darina (tena yepss). Y MHOrmMX YepBen
eCTb TakK Ha3blBaeMasa NHPEKLMOHHAaA YacTb (Lenn-Koa), KoTopas 3arpyxaercs B
ornepaTMBHYHO NaMATb KOMMbIOTEPA U «AOrpy>KaeT» Mo CeT HenoCpPeACTBEHHO CaMO Teno
yepBsa B BUAE UcnoaHaemoro darina. lNoka B cucteme HeT Tesla YepBs, OT HEr0 MOXHO
n36aBUTbCA Mepe3arpy3kon KoOMMbtoTepa (Mpu KOTOPON NPOUCXOAUT COPOC onepaTMBHOM
namaTtn). Ecam xe B cucteMe okasbiBaeTCca TeNO YepBs, TO CNPaBUTLCA C HUM MOXET TO/IbKO
aHTMBMPYC.

3a cYeT MHTEHCMBHOTO PacNpPOCTPaHEeHMA YepBU CNOCOOHBI BbIBECTU U3 CTPOA Liesble CeTH,
Aa>Xe ec/I OHN He HeCyT HMKakoW MONe3HOW Harpy3ku (He HaHOCAT NPAMOW Bpes cUcTeMe).

B komnaHuu «/Joktop Beb» uepBei aenat no cnocoby (cpese) pacnpocTpaHeHus:
e ceTeBble YUepBU PaCNPOCTPAHAKTCA MOCPEACTBOM Pa3NYHbIX CETEBbIX MPOTOKO/OB U
NpoTOoKo/I0B 06bMeHa dannamu;

* MOYUTOBbIE YEPBU PACNPOCTPAHALOTCA NOCPEACTBOM NOYTOBbLIX NpoTokosos (POP3, SMTP un
T.A.).

TposAHcKkue nporpammbil

3TOT TMN BPEAOHOCHbIX MPOrpaMM He CNoCcobeH K caMopenamnkaumn. TposiHCKMe nporpamMmbl
NPOM3BOAAT Kakne-nMbo BpeOHOCHbIE AeNCTBMA (MOBPEXAEHME U yAaNeHWe JaHHbIX,
nepecblsika KOHGUAEHUNANbHOW MHPOPMALUN U T.4.), NGO AeNatoT BO3MOXKHbIM

PyKOBO,ELCTBO nosab3oBaTenda
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HECAaHKUMOHMPOBAaHHOE NCMNO/ZIb30BaHME KOMNbHOTEPA 3/I0YMbILWLWNEHHWUKOM, HanpuMep, anA
HaHeCeHNA Bpeja TPpeTbM nL.aM.

3TV nporpaMmbl 061a4ak0T CXOXMMU C BUPYCOM MACKMPOBOYHbBIMUN U BPEAOHOCHbBIMU
bYHKUMAMU 1 faxe MOryT BbITb MOZY/IEM BUPYCa, HO, Kak MPaBuUaO, TPOAHCKME NPOrpamMmbl
pPacrnpoCTPaHALOTCA Kak OTAe/IbHble UcnoHsAeMble Gaibl (BbiknazbiBatoTca Ha GanioBble
cepBepa, 3anncbiBatOTCA Ha HOCUTENN MHDOPMALMK UAKN NEPECHINALOTCA B BUAE BJIOXEHUN B
COOBLLEHNAX INEKTPOHHOM MOYThI), KOTOPbIe 3anyckatoTca IMb60 caMuUM nosb3oBaTteneMm, 1Mbo
onpeseneHHbIM NPOLECCOM CUCTEMBI.

Hw>e npnBeaeH CNMCOK HEKOTOPbLIX TUMOB TPOAHCKUX MPOrpaMM, KOTOpble B KOMMAaHMN
«[loktop Beb6» BbIAENAIOT B OTAEAbHbIE KAACChI:

¢ 63KA0pPbI — 3TO TPOSIHCKME NPOrPamMMbl, KOTOPbIE MO3BOAIOT NOJYyYaTh
NPVBUIErMPOBAHHBIN JOCTYN K CUCTEME B 06X0J, CYLLECTBYHOLLErO MeXaHM3Ma
npesocTaBieHns AOCTyNa 1 3awWwumThl. bakgopbl He MHOULMPYHOT daliabl, OHM NPONUCHIBAtOT
cebs B peectpe, MOANOULIMPYA KNHOUW;

e Aponnepbl — 3T0 Galibl-HOCKUTENN, KOTOPbIE COAepKaT B CBOEM Tesle BPeLOHOCHbIe
nporpammsl. [Mpwu 3anycke agponnepa oH KOMUPYET Ha AMUCK NO/Ib30BaTeNs BPeAOHOCHbIE
dalnbl, He onoBeLlas Noib30BaTeNs, U 3aMyCcKaeT ux;

e K1aBUaTypHble NepexBaTumKku (Kensorrepbl) MCMOb3yrOTCA A1a cbopa AaHHbIX, KOTOpble
no/ab30BaTe/lb BBOAUT MPW MOMOLLM KnaBuaTtypsbl. Lienbto Taknx 4encTBmA ABASETCA KpaXKa
NNYHOU MHDOPMaLnUK (HanpuMep, CeTeBbIX Mapoien, TIOTMHOB, HOMepPOB BaHKOBCKMX KapT
nT.A);

e KJIMKePbl NePeONnpesenatoT CCbIIKU MPU HaXkaT Ha HUX 1 TakuM obpa3om
nepeHanpasBAAtOT NONb30BaTENEN Ha OonpeseneHHble (BO3MOXHO, BPEJOHOCHbIE) CalTbl.
O6bIYHO NoNb30BaTE/b NEpPeHanpPaBAseTCA C LeNbio YBENMYEHUA pPeKNaMHOro Tpaduka
Be6-calTOB MM A8 opraHM3aLumm pacnpejeneHHblx atak oTkasa B obcnyxmBaHum (DoS-
aTak);

* NPOKCU-TPOAHbI NPEAOCTABAAIOT 3N10YMbILLIEHHUKY aHOHUMHbIN BbIXOZ B CceTb VIHTepHeT
yepes KOMMbHOTEP XepTBb;

* PYTKWUTbI NpeAHa3HauYeHbl NS nepexsata CUCTEMHbIX GYHKLMA onepaLMoOHHON CUCTEMbI C
LlesIbl0 COKPbITUA CBOEro MPUCYTCTBUA B cucTeMe. Kpome Toro, pyTKUT MOXKeT MackupoBaThb
npoLuecchl Apyrnx NporpamMmmM, pasinyHble KIKUM peectpa, nanku, darinbl. PyTkuT
pacnpoCTpaHAeTCca Kak caMocToATeNbHasA NporpaMma Uan Kak JONONHNTENbHBbIN
KOMMOHEHT B COCTaBe APYron BpeAoHOCHOW nporpammel. o npuHumny cBoen paboTbl
PYTKWTbI YCNOBHO Pa3fenstoT Ha ABe rpynnbl: pyTKUTbI, paboTatoLime B pexxmme
nosb3oBatens (nepexeat GyHKUMIA BubanoTek nosb3oBaTenbckoro pexunma) (User Mode
Rootkits (UMR)), n pyTknTbl, paboTatowime B pexume agpa (nepexsat GyHKLUNN Ha YpOBHE
CUCTEMHOrO A4Pa, YTO 3HAUUTENBHO YCNOXHAET ObHapyxeHne n obesspexnsaHue) (Kernel
Mode Rootkits (KMR)).

Kpome nepeuncneHHbIx Bbille, TPOSSHCKME MPOrpamMMbl MOTYT BbIMONHATb U Apyrne
BPeAOHOCHbIE EeNCTBMA, HAaNpPUMep, U3MeHATb CTaPTOBYHO CTpaHuMLYy B Beb-bpay3epe nau
yAanaTb onpegeneHHblie daninbl. OgHaKo TakMe AeNCTBUSA MOTYT BbIMOJHATLCA U yrpo3amMu
APYrvx TMNoB (HanpumMep, BUpycaMmun 1 YepBamu).

PyKOBO,ELCTBO nosab3oBaTenda
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He3HauuTenbHble yrpo3bl

Mporpammbl B310Ma

MporpamMbl B310OMa CO34aHbl C LieNbo MOMOYb B3/IOMLMKY. Hanbonee pacnpocTpaHeHHbIM
BMAOM NOAOGHBIX MPOrpaMm fBAAKOTCA CKaHePbl MOPTOB, KOTOPbIE MO3BOAAIOT
06Hapy>1BaTb YA3BUMOCTU B MEXCETEBbIX IKpaHax (daliepBonax, bpaHaMayspax) 1 Apyrux
KOMMOHeHTax, obecneunBatoLLmx He3onacHoOCTb KoMMnbtoTepa. Kpome xakepoB, Taknmm
MHCTPYMEHTaMW MOTYT NOJIb30BaTbCsA aAMUHUCTPATOPbI A/ MPOBEPKN HAZEXHOCTU CBOMX
ceTei. IHorga Kk nporpammMam B3noMa OTHOCAT MPOrpaMMbl, MCMO/b3YOLME METOAbI
COLMANbHOW UHXEHEPUN (INEMEHTBI COLMOTEXHUKN).

PexnamHblie nporpammbl

Yale Bcero nog 3TMM TEPMUHOM MOHUMAKOT MPOTrPaMMHbIA KOJ, BCTPOEHHbIV B Pa3IMyHOe
6ecniatHoe NporpaMMHoe obecrnevyeHre, NPy NCNOb30BaHNM KOTOPOTO MOJb30BaTeNO
NPUHYAMTENIbHO NOKa3biBaeTCs peknama. Ho MHoraa Takor Koz MOXET CKPbITHO
PacnpoCTPaHATLCA MOCPEACTBOM APYrMX BPeAOHOCHbIX MPOrpaMM 1 AeMOHCTPUPOBATb
pekiamy, Hanpumep B BeH6-6paysepax. 3auacTyto pekiamHble NporpaMmMbl paboTaroT Ha
OCHOBaHMM AaHHbIX, COBPaHHbIX LWMNUOHCKAMM MpOrpaMmMamu.

MporpamMmmbi-wWwyTKKN

3TO TN BPEAOHOCHbIX MPOrpaMm, KOTOpbIe, Kak ¥ peknaMHble MPorpaMMbl, He HAHOCAT
NpsMOro Bpesa cvcteMe. Yallie BCEro OHM reHEPUPYHOT COOBLLEHNS O HECYLLECTBYHOLLMX
OLINBKAX M YrpOXKatoT AENCTBUSAMM, KOTOPbIE MOTYT MPUBECTU K MOBPEXAEHWNIO AaHHbIX. VX
OCHOBHOW GyHKUMeW ABASETCA 3anyrMBaHue noab3oBaTtess, AMbo HaBA3UMBOE ero
pasjpaxeHue.

Mporpammbl g 03BOHA

JTO creumanbHble KOMMbHOTEPHbIE MPOrpaMMbl, MCMONb3YHOLMe AOCTYN K ceTn VIHTepHeT ¢
pa3peLueHna Nonb3oBaTens A4 Toro, Ytobbl NonacTb Ha onpeseneHHble canTbl. OBbIYHO
MMET NOAMMUCAHHbIA cepTUdUKaT U YBEAOMAAIOT O BCEX CBOUX AEACTBUAX.

MNMoTeHumanbHO onacHble NPOrpaMmbl

OT1 NporpamMMbl He CO3AaBannCh ANA HaHECEHMA BpeAa, HO B CUJy CBOMX OCOBEHHOCTew
MOTYT NPeACTaBAATb Yrpo3y Ana 6e3onacHocT cuctembl. K Takmm nporpaMmam OTHOCATCA He
TONbKO T€, KOTOPbIE€ MOTYT CIy4YaiHO NMOBPEAUTb UV YAANUTb AaHHbIE, HO 1 Te, KOTOPble MOTyT
MCNONb30BaTbCA XakepaMun Uan ApyrumMu nporpaMmMmamMu Ansa HaHeceHua Bpega cucteme. K
NOTeHUMaAbHO OMacHbIM MNPOrpamMmmMamM MOXHO OTHECTU pa3/inyHble MPOorpamMmbl yaajseHHOro
obLweHns 1 agMuHucTpupoBaHus, FTP-cepeepa 1 1.4,

PyKOBO,CLCTBO nosab3oBaTenda
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MNopo3purtenbHblie 06bEKTHI

K nogo3putenbHbiM 06beKkTaM OTHOCATCA NtoOble NOTEHLMabHbIE YrPO3bl, 06OHaPY>KEHHbIE
NPV MOMOLLY 3BPUCTUYECKOTO aHanm3a. Takne 06bekTbl MOTYT ABAATLCA AHOOLIM TUMOM
KOMMbIOTEPHBIX YrPpO3 (BO3MOXHO, aXe HEU3BECTHbIM ANS CNELUANNCTOB NO
MHPOPMaLMOHHOM 6€30NacHOCTL), a MOTyT Oka3aTbCst 6€30MacHbIMMN B C/lyYae OXKHOIo
cpabatbiBaHMA. Qainibl, cogepKalume Nojo3puTenbHble 06bEKTbI, PEKOMEHAYeTCA NoMeLLaTh
B KapaHTWH, a TakxKe OTNPaBAATb Ha aHaNn3 cneumnanmcTaM aHTUBUPYCHOW nabopatopum
kKomnaHun «/loktop Beb».

PyKOBO,CLCTBO nosab3oBaTenda
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16.2. [lerictBuAa ana ob6e3BpeXxnBaHusA yrpos

CyLLecTByeT MHOXECTBO pPa3IMUHbIX METOL0B 60PbObI C KOMMbIOTEPHbLIMM Yyrpo3amMu. [ns
HaZEe>XXHOW 3aLUMTbl KOMMbKOTEPOB 1 ceTen NpoaykTbl «/JokTop Beb» 06beanHaAOT B cebe aTn
MeTOZbl MPWY MOMOLLM TMBKMX HAaCTPOEK N KOMMAEKCHOTO Noaxoza K obecrneyeHunto
6e3onacHocT. OCHOBHbIMW AENCTBUAMMU /1 00e3BpexXmBaHMA BPEAOHOCHbIX MPOrpaMm
ABNAOTCA:

1. JleueHne — feiCTBME, NPUMEHSEMOe K BUpycaM, YepBaM 1 TposHam. OHO nogpa3ymeBaeT
yAaneHne BPeJOHOCHOrO KoAa 13 3apaXKeHHbIx annos nbo yaaneHne GyHKLMOHaNbHbIX
KOMWA BPEJOHOCHBIX MPOrpaMM, a Takke, Mo BO3MOXHOCTW, BOCCTaHOBAEHME
paboTOCNOCOBHOCTN NOpPa>KEHHbIX OO BEKTOB (T. €. BO3BpPaLLeHWe CTPYKTYpbI U
dyHKUMOHaNa NporpaMmbl K COCTOAHMIO, KOTOpOe 6bIN0 A0 3apaxeHus). [laneko He Bce
BPEJOHOCHbIE NPOrpaMmMbl MOTYT ObITb BblleYeHbl, OAHAKO MMEHHO NPOAYKTbl «[JoKTOp
Beb» npepoctaBaatot camble 3QdEKTUBHbBIE aATOPUTMbI JIeYEHMA N BOCCTAHOBAEHNS
dalrinoB, NOABEPTLLMXCA 3apaKeHWHo.

2. MepemeleHne B KapaHTUH — JElCTBME, MPY KOTOPOM BPEAOHOCHbI 06beKT
MoMeLLaeTcs B CreLmanbHyo nanky, rae N30AnpyeTcs oT OCTalbHOW cuctemsl. JaHHoe
AencTBme ABAAETCA NPeAnoYTUTENbHBIM MPY HEBO3MOXXHOCTU IeUEHMS, @ TakKe ANs BCeX
noAo3puTesnbHbIX 06bekToB. Konumun Taknx Gpannos xenatesbHO nepecbiiate A1 aHaan3a B
aHTUBMpPYCHYtO nabopaTtoputo «loktop Beb».

3. YpaneHue — 3¢pdekTnBHOE AencTBre And 60pbObl C KOMMbIOTEPHBIMU Yrpo3amu. OHO
NPUMEHNUMO Ans NHH6Oro TMna BpeAoHOCHbIX 06bekToB. CieayeT OTMETUTb, UTO MHOTAA
yaaneHue 6yaet NpMMeHeHO K HEKOTOPbIM dalinam, Ais KOTOPbIX ObI0 BbIBpaHO feyeHme.
OTO NPOUCXOANT B CNyyae, KOrja BeCb dalin LesIMKOM COCTOUT 13 BPeAOHOCHOTO KoJa N He
COAEPXKMUT HUKAKOM Mofe3HOM MHPopMaLmn. Tak, HanpuMep, NoA NeyeHnem
KOMMbIOTEPHOrO YepBs Nogpa3yMeBaeTcs yaaneHune Bcex ero GyHKUMOHaNbHbIX KOMWM.

4. BbnokupoBKa, NepeuMeHoBaHne — 3TO TakKe AeCTBUSA, NO3BOAsOWME 06e3BpeanTb
BPEAOHOCHbIE MPOTrPaMMbl, MPU KOTOPLIX, OAHAKO, B GpaiIoBOM CUCTEME OCTAtOTCA UX
MOJIHOLLEHHbIE KONUK. B nepBoM cayuae 610KMpytoTcs Ntobble NOMbITKM 06paLleHus oT U K
BPeAOHOCHOMY 061BbekTy. Bo BTopom cnyuae, pacwumpeHune daiina n3aMeHseTcs, uto genaet
ero HepaboTocnocobHbIM.
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17. Mpunoxxenue B. MpuUHLUMNbI NMEeHOBaHUA Yrpo3

Mpw 0bHapy>XeHnn BUPYCHOro Koga kKomnoHeHTbl Dr.Web coobuwatoT noab3oBatento
cpeacTBaMu nHTepdenca n 3aHOCAT B dai oTyeTa MMS BUpYCa, MPUCBOEHHOE eMy
cneymannctamm «JJoktop Beb». 3T nMeHa CTpoATCA No onpeAeneHHbIM NpUHLUNamM m
OTpa>katoT KOHCTPYKLMIO BMpPYCa, KNacChbl yi3BUMbIX 06BEKTOB, cpesy pacnpocTtpaHeHusa (OC u
npuKnagHble nakeTbl) U paj ApYrux ocCobeHHOCTeN. 3HaHWe 3TUX MPUHLMMOB MOXKET ObITb
None3HO AN BbIABAEHWA MPOrpaMMHbIX U OPraHM3aLMOHHbIX YA3BMMOCTEN 3aLUMLLaeMOoM
cucteMbl. Huxke gaetcsa kpatkoe U3noxXeHne NpUHLNMMNOB MMEHOBaHWUA BUPYCOB; bonee
No/aHaa U NOCTOAHHO OBHOBAsSIeMas BEPCUSA ONMCaHUA AOCTyMHa No agpecy

https://vms.drweb.com/classification/.

JTa kKnaccndmkauma B psaje cyyaeB YCNOBHA, MOCKO/IbKY KOHKPETHbIE BUAbl BUPYCOB MOTYT
ob6sasaTb OJHOBPEMEHHO HECKO/IbKMMMW MPUBEAEHHbIMU Mpu3Hakamu. Kpome Toro, oHa He
MOXET CUMTaTbCs MCUEPMbIBAOLWEN, MOCKO/bKY MOCTOAHHO NOSABASAIOTCA HOBblE BUAbI
BMPYCOB U, COOTBETCTBEHHO, MAET paboTa Mo YTOUHEHMIO KnaccnudukaLlmm.

MonHoe nma Bnpyca COCTOUT U3 HECKOJIbKNX 31eMEHTOB, pa3je/ieHHbIX ToukaMu. [1pm 3Tom
HeKOTopble 3N1eMeHTbl, CToALME B Hayane NOHOrO MMeHU (NMpedurKcbl) U B KOHLLE
(cyddukcbl), ABAAKOTCA TUMOBbLIMW B COOTBETCTBUM C MPUHATOM Knaccudukaumen.

OcHoBHble npedUKChbI

Mpedukcbl onepauMoHHON CMCTEeMBbI

Huxxecneayrolwme npedurkcbl NPUMEHAOTCA ANA Ha3blBaHUA BUPYCOB, MHOULIMPYHOLLMX
ncnonHsemole darnbl onpegeneHHbix naatdopm (OC):

e Win — 16-pa3pagHbie nporpammbl OC Windows 3.1;

e Win95 — 32-pa3psaaHble nporpammbl OC Windows 95, OC Windows 98, OC Windows Me;

e WinNT — 32-pa3psasgHble nporpammbl OC Windows NT, OC Windows 2000, OC Windows XP,
OC Windows Vista;

e Win32 — 32-pa3psasHble nporpammbl pasamuHbix cpeg OC Windows 95, OC Windows 98, OC
Windows Me n OC Windows NT, OC Windows 2000, OC Windows XP, OC Windows Vista;

e Win32.NET — nporpammbl B OC Microsoft .NET Framework;
e 0S2 — nporpammbl OC OS/2;

e Unix — nporpammsbl pasnnuHbix UNIX-cucrem;

e Linux — nporpammsbl OC Linux;

e FreeBSD — nporpammbl OC FreeBSD;

e Sun0S — nporpammbl OC SunOS (Solaris);

e Symbian — nporpammbl OC Symbian OS (mobunbHas OC).
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3amMeTuM, UTo HEKOTOpPbIE BUPYChl MOTYT 3apaXkaTb NPOrpaMmMbl OAHOW CUCTEMBI, XOTH CaMu

[EVCTBYIOT B PYrOW.

Bupycbl, nopaxxatowme pannbl MS Office

Mpynna npedunkcoB BUPYcOB, nopaxkatowmx o6bekTbl MS Office (yka3aH A3blk MakpocosB,

nopaxaembIX JaHHbIM TUMOM BUPYCOB):

e WM — Word Basic (MS Word 6.0-7.0);

e XM — VBA3 (MS Excel 5.0-7.0);

e W97M — VBAS5 (MS Word 8.0), VBA6 (MS Word 9.0);
e X97M — VBAS (MS Excel 8.0), VBA6 (MS Excel 9.0);
e A97M — 6a3bl gaHHbIX MS Access'97/2000;

e PP97M — darnbi-npeseHTaumm MS PowerPoint;

e 097M — VBAS5 (MS Office'97), VBA6 (MS Office'2000), Bupyc 3apaxaet daninbl bonee uem

oAHoro komnoHeHTa MS Office.

MNpedukcnbl A3bika pa3paborkm

Mpynna npedunkcoB HLL NPUMEHAETCA AN UMEHOBaHUA BUPYCOB, HAaNMCaHHbIX Ha A3blKax
nporpaMMmnpoBaHms BbICOKOro YpoBHS, Takmx kak C, C++, Pascal, Basic u gpyrue.
Ncnonb3yrtotca moandunkaTopsl, ykasbiBatolime Ha 6a30Bbli anroputM GyHKLUMOHNPOBaHWSA, B

YaCTHOCTW:

e HLLW — YepBy;

e HLLM — NOYTOBbIE YEPBY;

e HLLO — BMPYCbl, Nepe3anuncbiBatolpme Koz NporpaMmbl XePTBbI;
e HLLP — BMpPYCbI-NapasuTsl;

e HLLC — BMPYCbI-CNYTHUKM.
K rpynne npedunkcos A3bika pa3paboTkn MOXHO Takxke OTHEeCTH:

e Java — BUPYCbl and cpeabl BMpTyaﬂbHOVI MallMHbI Java.

TposHckme nporpamMmmbl

Trojan — 0bLlee Ha3BaHWe 411 Pa3NNUHbIX TPOAHCKMX NporpamMm (TposiHLeB). Bo MHOrmx
cnyydanx npeduKcbl 3TOM rpynnbl NCMONb3YHOTCA COBMECTHO C npedukcom Trojan.

e PWS — TPOsIHEL, BOPYHOLLUMIA Naponu;

e Backdoor — TposaHel, ¢ RAT-pyHkunen (Remote Administration Tool — ytnanta

yAaNeHHOro aAMUHUCTPUPOBAHWA);

e TRC — TPOsHeL, UCNONb3YOWNIA Ana cBoero GyHKLMOHUpPOBaHMsA cpeay Internet Relayed

Chat channels;

PyKOBO,CLCTBO nosab3oBaTenda
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DownLoader — TPOsSiHEL, CKPbITHO OT MOJ/Ib30BaTeNA 3arpy>katoLLmii pa3nnyHble
BPeAOHOCHbIe painnbl U3 VIHTEpHET];

MulDrop — TPOsiHEL, CKPbITHO OT MNOJIb30BaTeNA 3arpy>KatoLLmMii pa3inyHble BUPYCHI,
coAep>Kallmecs HenmoCpPeACTBEHHO B €ro Tene;

Proxy — TPOsAHeL, MO3BO/AOLLMI 3/10yMblLUNEHHUKY paboTaTtb B VIHTEpHETE aHOHVMMHO
Yyepes Nopa>keHHbI KOMMbLOTEP;

StartPage (CMHOHUM: Seeker) — TPOAHEL, HECAHKLMOHMPOBAHHO NOAMEHSAIOLWMIA aapec
CTPaHULbI, yKazaHHOW Bpay3epy B KayecTBe JOMAaLUHEN (CTapTOBOM);

Click — TpOsiHeL, OpraHM3yrLWMn NepeHanpaBaeHe NoJb30BaTeIbCKUX 3aMpOCOB
6pay3epy Ha onpeAeneHHbI CanT (MK CanTbl);

KeyLogger — TPOAHELU-LUMNOH; OTCNEXMBAET N 3aNUCbIBAET Ha>XaThA KnaBuULL Ha
KinaBuaTtype;, MOXeT nepnogmyeckm nepecblnatb CO6paHHbIe AAaHHbI€ 3N10yMblLWUNEHHWUKY;

AVKill — octaHaBAuBaeT paboTy nporpammM aHTUBUPYCHOW 3aLLMTbl, CETEBbIE 3KPaHbI U
T. N.; Takke MOXET YAanATb 3TM NPOrpaMmbl € ANCKa;

KillFiles, KillDisk, DiskEraser — yAansitOT HEKOTOPOE MHOXeCTBO darnnos (danbl
B onpejeneHHbIX Katanorax, gparabl No Macke, Bce Gparinbl Ha AUCKe U T. M.);

DelWin — yaanaet Heobxoanmble ana paboTbl onepaynoHHou cuctembl (Windows) dannbl;

FormatC — popmatumpyeT gnuck C: (C(MHOHUM: FormatAll — dopMaTUpyeT HECKONbKO UK
BCE ANCKWN);

Kil1MBR — MOPTUT UAN CTUPAET COAEPXMMOE r1aBHOTro 3arpy3oyHoro cekropa (MBR);

K111CMOS — noptUT nam ctupaet cogepxnmoe CMOS.

CpeacTBO NCNO/b30BaHNA YA3BMMOCTEN

Exploit — CcpeacTBO, ncnonb3yrouwlee N3BeCTHble YA3SBUMOCTU HeKOTOpOVI OﬂepaLl,VIOHHOI\/’I
CNCTEMbBI NN NPUNOXKEHNA ANnA BHELAPEHNA B CUCTEMY BPEAJOHOCHOTO KOJZa, BUMpYyCa Unn
BbIMOJNHEHWNA KaKNX-TNB0 HECAHKLUMNOHUNPOBAHHbIX ,D,el\/’ICTBVIl\/’I.

CpeactBa ANnA ceTeBbIX aTakK

Nuke — cpeactBa Ana CETEBbIX aTakK HAa HEKOTOPbIE N3BECTHbIE YA3BUMOCT/ ONepaLNOHHbIX
CNCTEM C LLEZIbHO BbI3BaATb aBapVII7IHO€ 3aBepuweHune pa6OTbI aTaKyGMOI7I CNCTEMDbI;

DDoS — nporpaMmMa-areHT A5 NpoBeAeHMs pacnpeseieHHbIX CeTeBbIX aTak TUMNa «0TKa3 B
obcnyxunaHum» (Distributed Denial Of Service);

FDOS (cuHoHuM: Flooder) — Flooder Denial Of Service — nporpammebl gns pasHoro poja
BPEAOHOCHbIX AercTBUn B CeTn, Tak MAM MHaUe UCMONb3YHOLLME NAEH aTaky TUMa «OTKas B
obcnyxunBaHumn»; B omimumne ot DDOS, rae npotme ogHON Lenn oAHOBPEMEHHO
MCNOb3YyeTCa MHOXECTBO areHToB, paboTatoLwmx Ha pa3Hbix komnbtotepax, FDOS-
nporpammMa paboTaeT kak OTAeNbHasn, «CaMo0CTaTOYHasA» nNporpaMmma.
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CkpunT-BUPYCHbI
ﬂpe(l)l/lKCbI BUPYCOB, HAaNMMCaHHbIX Ha Pa3/IMYHbIX A3blKaX CUEHAPUEB!:

e VBS — Visual Basic Script;

JS — Java Script;

e Wscript — Visual Basic Script u/vau Java Script;

Perl — Perl;
PHP — PHP;

BAT — A3bIk KOMaHAHOro nHTepnpetatopa OC MS-DOS.

BpepoHocHble nporpamMmmbl
MNpedurkcbl 06BEKTOB, ABAAOLIMXCA HE BUPYCAMU, @ UHBIMW BPEAOHOCHBIMUW NPOrpaMmMamMu:

e Adware — peKsaMHas nporpamMmma;

e Dialer — nporpamMmma 03BOHa (NepeHanpasastoLLlas 3BOHOK MOZeMa Ha 3apaHee
3anporpaMMUpPOBaHHbIV NAaTHbIA HOMeP WAN NAATHbIN pecypc);

Joke — nporpamMmma-LuyTKa;

e Program— MOTEHLMANbLHO ONacHas nporpamma (riskware);

Tool — nporpamMmMa-mHCTpyMeHT B3soma (hacktool).

Pa3Hoe

Mpedukc generic ncnonbyetcs nocne gpyroro npedukca, obosHavatoLero cpesy nam
MeToJ pa3paboTku, AN 0603HaYEHNA TUMMYHOTO MPeACTaBUTENA 3TOTO TUMa BUPYCOB. Takow
BMPYC He 061aZaeT HUKaKMMU XapakTepHbIMUW NMPU3Hakamu (Kak TEKCTOBbIE CTPOKY,
cneymnanbHbie 3PeKTbl U T. 4.), KOTOpble MO3BOANAM 6bl MPUCBOUTL EMY KaKoe-TO 0CObeHHoe
Ha3BaHue.

PaHee ans UMeHOBaHMA NPOCTENLLNX HE3MKMX BUPYCOB MCMOb30BaNcs npedukc Silly ¢
pPa3NNyYHbIMU MOANPMKaTOPaMK.

CydPpukcbl

qu)q)l/IKCbl MCMNONBb3YHOTCA ANIA MMEHOBaHNA HEKOTOPbIX CI'IeLI,VIq)VI‘-IeCKVIX BUPYCHbBIX 061BbEKTOB:

e generator — OHBEKT ABAAETCA HE BUPYCOM, @ BUPYCHbIM FrEeHepaTopoMm;

¢ based — BMpYC pa3paboTaH C MOMOLLIO YKa3aHHOTO BUPYCHOrO reHepaTopa Uan nytem
BUAOV3MEHEHWNS yKa3aHHOro BMpyca. B obomx cayyasx MMmeHa 3Toro Tvna sBastoTCA
POAOBBLIMMN 1 MOTYT 0603HaYaTb COTHU U MHOTAA Aa>e TbICSYN BUPYCOB;

e dropper — yKa3blBaeT, YTO OBBEKT ABAAETCA He BUPYCOM, @ MHCTaNNATOPOM YKa3aHHOro
BUpYCa.

PyKOBO,CLCTBO nosab3oBaTenda
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