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«okTop Be6»

«[lokTop Beb» — poccuiickmii paspaboTumk cpescTs MHGOpPMaLMOHHON He3onacHOCTU.

«[lokTop Beb» npeanaraet 3G eKTUBHbIE aHTUBUPYCHbIE W aHTUCNaM-PeLLEHINS KaK A/ rocyAap-
CTBEHHbIX OpPraHM3aL i U KPYMHbIX KOMMAHWIA, Tak U A1 YaCTHbIX MOJIb30BaTENEN.

AHTMBUPYCHble pelleHns cemeinctea Dr.Web pa3spabatbiBatotcs ¢ 1992 roga 1 HeM3MeHHO ae-
MOHCTPUPYHOT NPEBOCXOAHbIE pe3y/ibTaTbl AETEKTMPOBAHNA BPEAOHOCHbIX MPOrpaMm, COOTBET-
CTBYIOT MUPOBbIM CTaHAapTaM 6e3onacHoCTw.

CeptudukaTtbl 1 Harpaabl, a Takxke 0blmpHas reorpadumsa nNoab3oBaTenen CBUAETeNbCTBYHOT 06
NCKOUNTENBHOM AOBEPUM K MPOAYKTaM KOMMaHMK.

Mbi 6naropgapHbl Nosib3oBaTe/IfM 3a NOAAEPIXKKY pelwueHuin cemeirictea Dr.Web!
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FnaBa 1: Dr.Web Enterprise Security Suite

FnaBa 1: Dr.Web Enterprise Security Suite

1.1. BBegeHune
1.1.1. Ha3HaueHune goKymeHTa

NHCTpyKLMsa No pa3BepTbiBaHWIO aHTUBUPYCHOW CETU COAEPKUT KpaTKyro MHGOpMaL Mo No ycTa-
HOBKE 1 MepBOHaYalbHOW HAaCTPOMKE KOMMOHEHTOB aHTUBMPYCHOM ceTW. 3a nogpobHon nHdop-
MaLmelr obpallantech K JOKYMeHTaLuMn agMUHUCTpaTopa.

JlokymeHTauma agMmHucTpaTopa aHTuBmpycHown cetn Dr.Web Enterprise Security Suite coctout
V3 CNeAyHOLLIMX OCHOBHBbIX YacTel:

1. PykoBogcTBO no ycraHoBke (danin drweb-11.0-esuite-install-manual-ru.pdf)

2. PykoBoacTtBO agMuHuctpatopa (daiin drweb-11.0-esuite-admin-manual-ru.pdf)

3. Mpunoxkenns (parin drweb-11.0-esuite-appendices-ru.pdf)

B AOKYMEHTaLMN MPUCYTCTBYHOT NMEPEKPECTHbIE CCbIIKM MEXAY MePeYnNCcNeHHbIMY AOKY-
MeHTamu. [pw 3arpyske AOKYMEHTOB Ha IOKaNbHbIN KOMMbHOTEP, NEPEKPECTHbIE CCbIIKN
6yayT PYHKLMOHMPOBATL TOJIbKO B TOM C/1y4ae, EC/IN JOKYMEHTbI PacrooXKeHb! B O4HOM
KaTasiore U UMELOT N3HaYalbHble Ha3BaHWS.

Mepea NpouTeHNEM JOKYMEHTOB ybeAnTeCh, UTO 3TO NocaesHAs Bepcua PykoBoacTB. Pyko-
BOZACTBA MOCTOAHHO OBHOBAAIOTCA, Y MOCNEAHIOK UX BEPCUIO MOXHO HalTV Ha odULLMaIbHOM
Beb-canTe komnaHum «Jloktop Beb» no agpecy https://download.drweb.com/doc/.

VHCTpyKLMS NO pa3BepTbiBaHWIO aHTUBUPYCHOW CETU
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FnaBa 1: Dr.Web Enterprise Security Suite

1.1.2. YcnoBHble 0603HaueHus

B ZaHHOM pyKOBOACTBE MCMOJ/Ib3YOTCS CeaytoLne YCIOBHble 0603HaueHus:

O6o3HaueHue

@

AHmMusupycHas
cemo

<|P-address>

CoxpaHuTtb

CTRL

C:\Windows\

[Mpunoxenve A

KommeHTapui

BakHoe 3ameyaHve Wi ykasaHue.

MpeaynpexaeHne 0 BO3MOXHbIX OLUIMOOYHBIX CUTYyaLMAX, @ TakKe BaXKHbIX MOMEH-
Tax, Ha KOTopble ciesyeT obpatnTb 0cob0e BHUMaHMeE.

HoBbin TEPMUH NAN aKLLEHT Ha TepMKHE B ONNCaHUAX.

Mons ans 3aMeHbl GYHKLMOHaIbHbIX Ha3BaHUA GakTUUYEeCKUMU 3HAUYEHUAMMN.

Ha3BaHWs 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEHHO U APYr1X SN1EMEHTOB NMPOrpaMM-
HOro nHTepderica.

O603HaueHVs KnaBuULL KAaBUATYpPbl.
HavmeHoBaHus dalinoB 1 Katanoros, ¢parMeHTbl MPOrpamMMHOro Koza.

MepekpecTHble CCbIIKM Ha r1aBbl ZOKYMEHTa WWN TMNepCCbIKN Ha BHELLHWE pecyp-
Cbl.

VHCTpyKLMS NO pa3BepTbiBaHWIO aHTUBUPYCHOW CETU
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1.2. O npoaykre

FnaBa 1: Dr.Web Enterprise Security Suite

Dr.Web Enterprise Security Suite npegHa3HaueH 418 OpraHn3aunm 1 ynpaeaeHns eAnNHON 1 Ha-
AEXHOWN KOMMIEKCHOW aHTMBMPYCHOW 3aLLMTON Kak BHYTPEHHEeWN CeT! KOMMaHuUW, BKIo4Yasa Mo-
BunbHblE YCTPOMCTBA, Tak U JOMALIHUX KOMMbIOTEPOB COTPYAHWUKOB.

COBOKYMHOCTb KOMMbBIOTEPOB Y MOBUJIbHBIX YCTPOWUCTB, Ha KOTOPbIX YCTaHOBEHbI B3aUMOJEN-
cTBytoLme koMmnoHeHTbl Dr.Web Enterprise Security Suite, npeacraBaseT cobom eanHyo aHmusu-

PYCHYH ceme.

@ :
N

Cepsep Dr.Web S

LleHTp ynpaBaeHus 6e30MacHOCTbIO
Dr.Web

MobunbHbIN LeHTp ynpaBaeHus Dr.Web

3awmiLaemasn ctaHLns E

© = g g
|

HTTP/HTTPS

CeTb Ha ocHoBe TCP/IP

MNepenaya 06HOBEHWI Yepes
HTTP/HTTPS

BCO Dr.Web

PucyHok 1-1. Jlornueckas cTpykTypa aHTUBUPYCHOMN CETU

AHTMBUpYCHas ceTb Dr.Web Enterprise Security Suite nmeet apxutekTypy kiueHm-cepgep. Ee
KOMMOHEHTbI YCTaHaB/NMBAOTCA Ha KOMMbIOTEPbI U MOBWbHbIE YCTPOWCTBA NOb30BaTENEN U
aAMVHUCTPATOPOB, a TakXXe Ha KOMMNboTepPsI, BbinoaHatowme dbyHkunn cepsepos JIBC. Komno-
HEHTbl aHTUBUPYCHOWN CeT 0bMeHnBatoTCA MHGOPMALIMEN, NCNONb3YA CETEBbIE MPOTOKObI

VIHCTpYKUMSl MO pa3BepTbIBaHWIO aHTUBMPYCHOMN CETH

7



N . e
fw‘r FnaBa 1: Dr.Web Enterprise Security Suite
A\ d

TCP/IP. AHTnBMpycHoe MO Ha 3awuiiaemMble CTaHLMW BO3MOXXHO yCTaHaBAMBaTb (M BNOCAes-
CTBUM yNpaBaaTb nmK) Kak vepes JIBC, Tak 1 yepes MHTepHer.

CepBep LeHTpa/In30BaHHOM 3aLUThI

CepBep LeHTpasM30BaHHOM 3aL1Tbl YCTaHaB/IMBAETCSA Ha OAHOM U3 KOMMbOTEPOB aHTUBY-
PYCHOW CeTu, Npu 3TOM YCTaHOBKa BO3MOXHa Ha J1t060M KOMMbIOTEPE, a He TO/IbKO Ha
KOMMbrOTEpE, BbiNOAHSAOWEM dyHKLUMK cepepa JIBC. OcCHOBHble TpeboBaHMA K 3TOMY
KOMMbrOTEpy NpuBeseHbl B N. CuctemHble TpeboBaHuA.

KpOCC-I‘IJ’IaTq)OpMeHHOCTb CepBEPHOro nporpaMmMHOro obecrneyeHns NO3BOASET UCMOAb30-
BaTb B Ka4ecTBe CepBepa KOMMNbHOTEP NOA ynpaBaeHNeEM Chelyroumnx onepaumMoHHbIX CUCTEM!

e OC Windows®,
e OC cemerictBa UNIX® (Linux®, FreeBSD®).

CepBep LLeHTPann30BaHHON 3alLMTbl XPaHUT AUCTPUOYTUBLI aHTUBUPYCHBIX NMaKeTOB A/s pas-
AnuHbIx OC 3aLMLLaeMbiX KOMMbIOTEPOB, O6HOBAEHWUS BUPYCHBIX 6a3 U aHTUBUPYCHBIX Nake-
TOB, IMLLEH3NOHHbIE KNFOUW N HAaCTPONKMN aHTUBMPYCHBIX NMaKETOB 3aLLMLLAEMbIX KOMMbHOTE-
poB. CepBep nosiyyaeT 06HOBNEHUSI KOMMOHEHTOB aHTUBUPYCHON 3aLUMTbl U BUPYCHbIX 6a3
yepes VIHTepHeT ¢ cepBepoB BcemupHon Cnuctembl O6HOBAEHUS U OCYLLLECTBASET Pacnpo-
CTpaHeHVe O6HOBNIEHNI Ha 3alMLLaeMble CTaHLMN.

EauHana 6a3a gaHHbIX

EavHas 6a3a gaHHbIx nogkntoyaetca kK CepBepy LIeHTPaAn30BaHHOM 3aLMTbl M XPaHWUT CTaTu-
CTUYEeCKMNe JaHHble Mo COBbITUAM aHTUBMPYCHOM CeTH, HacTponkn camoro Cepsepa, NnapameT-
Pbl 3aLMLL@EeMbIX CTAHLMA M aHTUBUPYCHbIX KOMMOHEHTOB, yCTaHaBAMBAaEMbIX Ha 3aLluLae-
Mble CTaHLMW.

LLeHTp ynpaB/ieHNA LLeHTPa/Iu30BaHHOMW 3aLLUTOMN

LleHTp ynpaBaeHna LieHTpaan3oBaHHON 3aLLMTOM yCTaHaBAMBAETCA aBTOMaTUYeCKN BMeCTe C
CepsepoM v npegocTtaBaseT Beb-nHTepdenc Ana yaaneHHoro ynpasaeHna Cepsepom 1 aHTU-
BMPYCHOW CeTbto NyTeM peAakTMpoBaHua HacTpoek CepBepa, a Tak>Ke HacTpoeK 3allyLiaeMbiX
KOMMbIOTEPOB, XpaHALWMxca Ha CepBepe 1 Ha 3aluLiaeMblx KOMMbIOTEPaX.

LleHTp ynpaBaeHuns MoOXeT 6biTb OTKPbIT Ha IFOHOM KOMMbIOTEPE, MMEROLLLEM CETEBOWN AOCTYMN
k CepBepy. Bo3mMoxHO ncnonb3oBaHue LleHTpa ynpaBaeHus nog ynpaBaeHMeM npakTnyecku
o060l onepauoHHON CMCTEMBbI, C MONHOPYHKLIMOHAIbHBIM UCMOJ/Ib30BaHNEM Ha CIEeAYHOLLX
Beb-6payzepax:

e Windows® Internet Explorer®,
Microsoft Edge ®,
Mozilla® Firefox®,

Google Chrome®.

CnmcoK BO3MOXHbIX BapMaHTOB UCMONAb30BaHUA NpuBeaeH B M. CuctemMHble TpeboBaHMA.

VHCTpyKLMS NO pa3BepTbiBaHWIO aHTUBUPYCHOW CETU
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FnaBa 1: Dr.Web Enterprise Security Suite

Yactbto LieHTpa ynpaBneHus 6e3onacHocTtbto Dr.Web apnsetca Be6-cepBep, koTopbIn ycTa-
HaBAMBaeTcA aBToMaTnyeckn Bmecte ¢ CepeepoM. OcHOBHOW 3agayel Beb-cepBepa sBaseTcs
obecneyeHne paboTbl co cTpaHuLamMu LieHTpa ynpaBaeHns n KAMEHTCKUMU CETEBbIMU COeAM-
HEeHUAMMN.

Mo6unbHbIN LEeHTP ynpaB/ieHNA LLeHTPaJIM30BaHHOW 3aLuToMn

B kauecTBe OTAE/BbHOrO KOMMOHEHTa NpesocTaBaseTcs MobunbHbIN LEHTP yNpaBaeHuUs,
npeAHa3Ha4YeHHbIN AN YCTaHOBKM M 3anycka Ha MOBUIbHBIX YCTPOUCTBAX MOJ ynpaBieHNnemM
iOS® 1 OC Android™. OcHOBHble TpeboBaHMA K MPUNOXKEHUIO NpUBeAeHbl B M. CUCTEMHbIE

1peboBaHus.
MoakntoueHe MobuabHOro LeHTpa ynpaeieHns k CepBepy OCyLLLECTBASETCA Ha OCHOBE

YYETHbIX AaHHbIX aAMUHUCTPATOPa aHTUBUPYCHOW CETH, B TOM Unc/e Mo 3alimdpoBaHHOMY
NpOTOKOY.

CkayaTb MOGUNBHBIN LEHTP yNpaBieHNs Bbl MOXeTe 13 LieHTpa ynpaBaeHns nav Hanpsamyto
B App Store n Google Play.

3awumTa CTaHUMI ceTn

Ha 3awuiaembix KomnbroTepax 1 MOBWbHBIX YCTPOMCTBAX CETU OCYLLECTBASETCA YCTaHOBKA
ynpasastowero moayns (AreHta) 1 aHTUBMPYCHOTO NakeTa A8 COOTBETCTBYHOLLEN OnepaLm-
OHHOW CUCTEMBI.

Kpocc-nnatpopmeHHOCTb NporpaMmMHOro obecneyeHms NO3BOAET OCYLLECTBAATb aHTUBUPYC-
HYHO 3aLLUTy KOMMbIOTEPOB M MOBW/IbHBIX YCTPOWCTB NOZ YNpaBAeHVEM CeAytoL X onepa-
LMOHHbIX CUCTEM:

e OC Windows®,

e OC cemenctea UNIX®,
e macOS®,

e OC Android.

B kauecTBe 3alyMLLaeMbIX CTaHLMIA MOTYT BbICTyMaTb Kak NoJjib30BaTeNbCKMEe KOMMbHOTEPDI, TakK
n cepeepbl JIBC. B yacTHOCTW, MoaAep>KMBaeTCA aHTMBUPYCHaA 3allimTa MOYTOBOW CUCTEMBI
Microsoft® Outlook®.

Ynpasastowmii Moaynb NPOU3BOANUT PerynsapHble O6HOBNEHUS aHTUBUPYCHBIX KOMMOHEHTOB U
BMPYCHbIX 6a3 ¢ CepBepa, a Takxe oTrnpasaseT Cepeepy MHPOPMALNIO O BUPYCHBIX COBbITUAX
Ha 3alyMLLaeMOM KOMMbLOTEpe.

B cnyuae HepgoctynHocT CepBepa LeHTPaan30BaHHOW 3aLLMTbl BO3MOXHO OBHOBAEHWE BU-
PYCHbIX 6a3 3aLmMLLaeMblx CTaHLMIM HEMOCPEACTBEHHO Yepe3 VIHTepHeT 13 BcemupHom Cucre-
Mbl OB6HOBEHMS.

VHCTpyKLMS NO pa3BepTbiBaHWIO aHTUBUPYCHOW CETU
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FnaBa 1: Dr.Web Enterprise Security Suite

Ob6ecneueHue cBA3U MeXay KOMMOHEeHTaAMM aHTI/IBI/IpyCHOI7| cetn

[na obecneyeHuns ctabunbHOM 1 6€30MacHOM CBA3M MeXAY KOMMOHEHTaMWU aHTUBUPYCHOWN CeTu
NPesOCTaBAAOTCA CesytoLe BO3MOXHOCTH:

Mpokcn-cepsep Dr.Web

Mpokcn-cepBep MOXET OMLUMOHaNbHO BK/IHOYATbCA B COCTaB aHTUBUPYCHOW ceTn. OCHOB-
HaAa 3agaya Mpokcn-cepeepa — obecneyerue cBasn CepBepa v 3alMLLaeMbIX CTaHLW B
Clyyae HeBO3MOXHOCTU OpraHu3aL My NpAamMoro AocTyna.

Cxatue Tpaduka

npeAOCTaBJ'IﬂI-OTCFl cneumnanbHble airOPUTMbl OKaThA Npu nepegadve AaHHbIX MEXAY
KOMIMOHEHTaMU aHTMBMpyCHOVI Cetwn, uTo obecneurBaeT MUHNUMAbHbIV CETEBOM Tpaq)vu(.

WundposaHue Tpaduka

MpesocTaBAseTca BO3MOXHOCTb WN(POBaHMA Npu nepegaye aHHbIX MeXAY KOMMOHEeH-
TamMn aHTUBMPYCHOW CeTH, YTo obecneyrBaeT AOMONHUTENbHBIN YPOBEHb 3aLLUThI.

AOI’IOHHVITEH bHbI@ BO3SMOXXHOCTUA
NAP Validator

NAP Validator noctaBasietcs B BUAe AOMNOJHUTENBHOTO KOMMOHEHTA W MO3BONSET UCMOb-
30BaTb TexHonornto Microsoft Network Access Protection (NAP) ans npoBepku paboto-
cnocobHoctn MO 3awmiaemMbix paboumnx CTaHLUUi.

3arpy3uuk penosuropus

3arpy3uuk penosutopus Dr.Web noctasnsetcs B BUAE LONONHUTENBHOWN YTUAUTbI U NO3BO-
NAET OCyLWecTBAATbL 3arpy3ky npogyktoB Dr.Web Enterprise Security Suite n3 BcemmnpHowu
Cuctembl O6HOBNEHMI. MOXET MCMOAb30BaTLCA ANs 3arpy3K OBHOBAEHWI NPOAYKTOB
Dr.Web Enterprise Security Suite ana pasmelieHma obHoBneHn Ha CepBepe, He NOAKILO-
YyeHHOM K VHTepHeTy.

1.3. CnucremHblie TpeboBaHusA

Ana pabotbl CepBepa Dr.Web Tpebyerca:

KomnoHeHT Tpeb6oBaHus
Mpoueccop CPU ¢ noasep>kkoinl MHCTpykumia SSE2 n TaktoBom yactoton 1,3 Ty 1 Bbiwwe.
OnepatvieHas  ° MwuHuMmanbHble TpeboBaHua: 1 6.

namsTb e PekomeHayeMble TpeboBaHus: 2 ['b 1 BbiLe.

VHCTpyKLMS NO pa3BepTbiBaHWIO aHTUBUPYCHOW CETU
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FnaBa 1: Dr.Web Enterprise Security Suite

KomnoHeHT Tpeb6oBaHus

MecTo Ha He meHee 12 I'b: so 8 I'b ana BcTpoeHHOW Ha3bl AaHHbIX (KaTanor yctaHoBku), o 4 b B
>KECTKOM ANCKE CUCTEMHOM BPEMEHHOM KaTasore (ans paboumx dannos).

OnepauuoH-  °® Windows;
Haa cucTema e Linux;
e FreeBSD.

MonHbIn cnncok noaaepxmeaemMbix OC npuseseH B gokymeHTe MpunoxkeHuns, B [1pu-
noxeHuu A.

@ JononHutesnbHble yTUAUTLI, MocTaBasieMble BMecTe ¢ CepsepoM Dr.Web (goctynHbl ans
ckaumBaHus yepes LieHTp ynpaBaeHus, pa3sen AAMUHUCTPUpPOBaHUe — YTUINTDI),
[OJIKHbI 3aMycKaTbCs Ha KOMMbIOTEPE, YAOBIETBOPSAOLWLEM CUCTEMHbBIM TPEOOBaHUAM A5
Cepsepa Dr.Web.

Ana pabortbi LieHTpa ynpaBneHus 6esonacHoctbio Dr.Web Tpebyertca:
a) Beb-6payzep:

Be6-6paysep Mopaepixka

Windows Internet Explorer 11

Microsoft Edge 0.10 1 Bbiwe

Mopaep>xmnBaeTtcs.

Mozilla Firefox 25 u Bbiwwe

Google Chrome 30 v Bbilwe

Opera® 10 v BbiLwe Vicnonb3oBaHwme fonyckaeTcs, 04HaKo BO3MOXHOCTb paboTbl He
rapaHTMpyeTcs.

Safari® 4 v Bbiwe

b) PekomeHayemoe pa3spelueHue 3kpaHa ana paboTbl ¢ LleHTpom ynpasnenns 1280x1024 px.

VHCTpyKLMS NO pa3BepTbiBaHWIO aHTUBUPYCHOW CETU
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FnaBa 1: Dr.Web Enterprise Security Suite

Ana paborbl Mo6bunbHoro ueHTpa ynpasneHuna Dr.Web tpebyercs:

Tpe6OBaHl/If-| pa3nn4yaroTca B 3aBMCUMOCTUN OT OI'IepaLI,VIOHHOVI CNCTeMbl, Ha KOTOPYHO YCTaHaB/IN-

BaeTCA NPUNOXKEHNE!:

OnepauuoHHasA cuctema Tpeb6oBaHue
Bepcusa onepauvoHHO cucTembl YcrpoiictBo
i0S iOS 7 v Bblwe Apple® iPhone®
Apple® iPad®
Android Android 4.0 v Bblwwe -

Ana pabotbl AreHta Dr.Web n nonHoro aHTuBMpycHoro naketa Tpebyercs:

TpeboBaHWA pa3MyatoTCA B 3aBUCMMOCTM OT OMNepaLMOHHON CUCTEMBI, Ha KOTOPYHO YCTaHaB/M-
BaeTCs aHTUBMPYCHOE peLleHne (MOAHbIM CNNCOK noaaepmBaembix OC npuBeaeH B JOKYMeEHTe
Mpwunoxxenuns, B [1punoxennn A. MosaHbIn cnucok noaaepxunsaembix Bepcnin OC):

e OC Windows:
KomnoHeHT
Mpoueccop

CBobogHas onepa-
TMBHas NamsTb

CBoboaHOE MecTo
Ha >XeCTKOM Ancke

e OC cemenicTBa Linux:
KomnoHeHT
Mpoueccop
CBobogHas onepa-
TVBHaA NamaTb

CBobosHOE MecTo
Ha XeCTKOM Jucke

Tpe6oBaHue
CPU ¢ TaktoBoW vactotoin 1 [T 1 Bbiwwe.
He meHee 512 Mb.

1 Tb ana ncnonHaeMbix GaioB + AOMONHUTENBHO /18 XXYPHAN0OB paboTsl 1
BpeMeHHbIX $arnos.

TpeboBaHue

Moasep>KMBakOTC NPOLLECCOPbI C apXUTEKTYPON 1 cucTemor koMaHg Intel/AMD:
32-6uTt (IA-32, x86); 64-6UT (x86-64, x64, amd64).

He meHee 512 MB.

He meHee 400 M6anT cBO6OAHOIO ANCKOBOrO MNPOCTPAHCTBA Ha TOME, Ha KOTO-
pPOM pa3meLLaroTcs katanorn AHTUBMpPYCa.

e macOS, OC Android: TpeboBaHus K KOHOUrypaumm coBnagaroT ¢ TpeboBaHUAMU A8 onepaLm-

OHHOW CUCTEMBbI.

VHCTpyKLMS NO pa3BepTbiBaHWIO aHTUBUPYCHOW CETU
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FnaBa 1: Dr.Web Enterprise Security Suite

1.4. KoMnaekT noctaBKu

Ancrpnbytnse Dr.Web Enterprise Security Suite noctaBnserca B 3aBucumoctu ot OC Bbi-
6paHHoro CepBepa Dr.Web:

1. Ana OC cemerictea UNIX:

HasBaHue daiina

drweb-11.00.0-<cbopka>-esuite-server-<gepcus OC>.run

drweb-11.00.0-<cbopka>-esuite-extra-<gepcus OC>.run

drweb-11.00.0-<cbopka>-esuite-proxy-<sepcus OC>.run

drweb-reploader-<OC>-<pa3psadHocme >

2. Ona OC Windows:

HasBaHue ¢aiina

drweb-11.00.0-<cbopka>-esuite-server-<gepcus OC>.exe

drweb-11.00.0-<cbopka>-esuite-extra-<gepcus OC>.exe

drweb-11.00.0-<cbopka>-esuite-proxy-<sepcus OC>.exe

drweb-11.00.0-<cbopka>-esuite-agent-
activedirectory.msi

drweb-11.00.0-<cbopka>-esuite-modify-ad-schema-
<gepcua_0OC> .exe

drweb-11.00.0-<cbopka>-esuite-aduac-<sepcus_ OC>.msi

drweb-11.00.0-<cbopka>-esuite-napshv-<gepcus OC>.msi

drweb-11.05.0-<cbopka>-esuite-agent-full-windows.exe

drweb-reploader-windows—<paspaoHocme> . exe

VHCTpyKLMS NO pa3BepTbiBaHWIO aHTUBUPYCHOW CETU

KomnoHeHT

OcHoBHoW anctpunbyTtmne Cepsepa
Dr.Web*

[ onoNHUTENBHBIN ANCTPUBYTUB
Cepsepa Dr.Web

Mpokcn-cepsep Dr.Web

KoHconbHasa Bepcus 3arpysumka
peno3utopus Dr.Web

KomnoHeHT

OcHoBHoW auncTpubyTtme Cepaepa
Dr.Web*

JononHuTenbHbIM ANCTPUOYTUB
Cepsepa Dr.Web

Mpokcu-cepsep Dr.Web

AreHT Dr.Web ans Active Directory

Ytnavta gna mogmdukaumm cxembl
Active Directory

Ytunuta gns namMeHeHus atpuoy-
TOB Yy 06bekToB Active Directory

NAP Validator

MonHbI MHCTannATop AreHTa
Dr.Web. Tak>xe BXoAMT B COCTaB
JLOMOTHUTENBHOTO ANCTPUOYTHBA
Cepsepa Dr.Web.

KoHconbHas Bepcma 3arpy3sumka
peno3untopusa Dr.Web

13
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FnaBa 1: Dr.Web Enterprise Security Suite

HasBaHue daiina KomnoHeHT

drweb-reploader-gui-windows-<paspadHocme> . exe Ipadurueckan Bepcma 3arpysumka
peno3utopus Dr.Web

*B cocTtaB ocHOBHOro auctpnbyrtusa Cepsepa Dr.Web Bxogar cnepayrouwjme KOMNOHeHTbI:

MO Cepsepa Dr.Web ansa cootsetctytowen OC,

MO AreHtoB Dr.Web 1 aHTMBUpPYCHbIX NakeToB ans ctaHumi nog OC Windows,

MO UeHTtpa ynpasneHusa 6esonacHocTtbo Dr.Web,

BUPYCHble 6a3bl,

PacwwnpeHmne LieHTpa ynpaBneHusa 6esonacHocTtbio Dr.Web,

PacwupeHmne Dr.Web Server FrontDoor,

AOKyMeHTaLuuA, LABAOHbI U npuMepsbl.

KpOMe camMoro AVICTpVI6yTl/IBa NMOCTaBAAKOTCA TakKXe Cepl/IVIHbIe HOMeEpPa, nocne perncTtpaynm
KOTOPbIX Bbl nosay4ynTe q)aIZHbI C IMUEH3NOHHbIMW KNTKOYaMMW.

VHCTpyKLMS NO pa3BepTbiBaHWIO aHTUBUPYCHOW CETU
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MnaBa 2: Co3paHne aHTUBUPYCHOM ceTU

KpaTkaa MHCTpyKuuMA no pasBepTbiBaHUIO aHTUBUPYCHOMW CeTU:

1. CocTaBbTe MNaH CTPYKTypbl aHTUBUPYCHOM CETU, BKAKOUUTE B HEFO BCE 3alluLLaemMble
KOMMbIOTEPbl N MOBUAbHbIE YCTPOMCTBA.

Bbibepute KoMnbroTep, KOTOpbIN ByaeT BbinoaHATb dyHKUMM Cepepa Dr.Web. B coctaB aHTu-
BMPYCHOM CETU MOXET BXOAUTb Heckonbko CepBepos Dr.Web. OcobeHHOCTM Takol KOHUrY-

pauuu onvcaHbl B PykoBoacTBe agMuHMUcTpaTopa, n. OcobeHHOCTM CeTU C HECKOIbKUMM
CepBepamu Dr.Web.

| CepBep Dr.Web MOXHO ycTaHOBUTbL Ha 1t06OM KOMMbIOTEPE, @ HE TOIbKO Ha KOMIMbHO-
: Tepe, BbinoaHarowem GyHKLn cepBepa JIBC. OcHoBHble TpeboBaHMEM K 3TOMY KOMIMbIO-
Tepy npuBeseHbl B N. CUcTeMHble TpeboBaHus.

Ha Bce 3awumaemble cTaHumKW, BKAtoYasa cepsepbl JIBC, ycTtaHaBAMBaeTCa o4Ha 1 Ta XKe
Bepcusa AreHta Dr.Web. Otanume coctaBaseT Cnmcok ycTaHaBMBaEMbIX aHTVBUPYCHbIX
KOMMOHEHTOB, onpesensembli HacTponkamu Ha CepBepe.

Ans ycraHoBkm Cepeepa Dr.Web n Arenta Dr.Web Tpebyetcs ogHoKpaTHbI gocTyn (du3nye-
CKWIM AN C NCMONb30BaHNEM CPEACTB YAANEHHOTO YNpaBAeHUA 1 3anycka NporpaMmm) K cooT-
BETCTBYHOLLMM KOMMblOTepaM. Bce ganbHeliive fecTBUA BbINONHAOTCA C paboyero mecra
aAMUHUCTPaTOpPa aHTUBUPYCHOW CETU (B TOM YMCAE, BO3MOXHO, M3BHE IOKAIbHOW CETUN) N He
TpebytoT goctyna k Cepeepam Dr.Web nan paboumm craHumam.

2. CornacHoO COCTaBNEHHOMY MJaHy OonpeaenvTe, Kakne NPoAyKTbl A KaKUX OnepaLMoHHbIX CU-
cTem noTpebyeTcs yCTaHOBUTb Ha COOTBETCTBYHOLLME Y3/bl ceTU. MNogpobHas nHpopmaums no
npesocTaBaseMbIM NPOAYKTaM NpuBejeHa B pasgene KOMMIekT NocTaBKu.

Bce Tpebyemble npoaykTbl MOTyT ObITb NprObpeTeHbl B BUAe KOpobouHoro pelueHus Dr.Web
Enterprise Security Suite nam ckauaHbl Ha Beb-cavite kKoMnaHun «Joktop Beb»
https://download.drweb.com/.

@ AreHTtbl Dr.Web ans craHumm nog OC Android, OC Linux, macOS Takxke MOoryT 6biTb ycTa-

: HOBJIEHbI 13 NMaKETOB AJ/11 aBTOHOMHbIX MPOAYKTOB U B Aa/ibHEMLLEM MOAKIFHOUEHbI K LieH-
TpanmszoBaHHomMmy Cepsepy Dr.Web. OnuncaHve HacTpoek AreHTOB NpUBEAEHO B COOTBET-
cTByOLWNX PyKoBoACTBaxX Nosib3oBaTens.

3. YcraHoBuTte ocHoBHOW ancTpubyTne Cepsepa Dr.Web Ha BbIOpaHHbIN KOMMNbIOTEP UK
KomnbtoTepbl. OnncaHve ycTaHOBKW NpuBeeHO B PykoBoACTBe MO ycTaHOBKE, M. YCTaHOBKA
Cepsepa Dr.Web.

Bmecte c CepBepoM yctaHaBavBaeTcs LleHTp ynpaBaeHus 6e3onacHocTtbio Dr.Web.

Mo ymonuanuto Cepsep Dr.Web 3anyckaeTcs aBToMaTUyeck NoC/ie YCTaHOBKU M NMOC/Ie Kax-
A0V nepesarpyskin onepaLyioHHOW CUCTEMBI.

VHCTpyKLMS NO pa3BepTbiBaHWIO aHTUBUPYCHOW CETU
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FnaBa 2: Co3paHue aHTUBUPYCHOM ceTn

Ecan aHTMBMpYyCHas ceTb ByaeT BOYaTh 3awmuaemsle ctaHumm nog OC Android, OC Linux,
macQOS, ycTaHOBMWTe AOMNONHUTENbHBIN AncTpnbyTne Cepeepa Dr.Web Ha Bce koMnbroTepsbl ¢
YCTaHOBJ/IEHHbIM OCHOBHbIM AncTpubyTnBom Cepsepa.

Mpy HEOBXOAMMOCTM yCcTaHOBUTE M HacTpolTe Mpokcn-cepeep. OnucaHve npreeseHo B Py-
KOBOJCTBE MO YCTaHOBKe, MN. YcTaHoBKa [1pokcn-cepeepa.

. Ansa HacTpovikm CepBepa v aHTMBMPYCHOTO MO Ha cTaHLMAX HEOBXOAMMO NOAKAOUNTLCS K

Cepepy npu nomowm LleHTpa ynpaeneHuns 6e3onacHoctbio Dr.Web.

LleHTp ynpaBaeHns MOXeT 6biTb OTKPbIT Ha NIH06OM KOMMbIOTEPE, @ HE TOJIbKO Ha TOM, Ha
: KoTopoM yctaHoBsieH CepBep. [loCTaTOUHO CBA3M MO CETU C KOMMbOTEPOM, Ha KOTOPOM
yctaHoBneH Cepaep.

LleHTp ynpaBaeHuns foCTyneH no agpecy:
http://<Adpec_Cepsepa>:9080

nan

https://<Adpec_Cepsepa>:9081

roe B kavectBe <Adpec_Cepsepa> ykaxute IP-agpec unm JOMeHHOe MMs KOMMbIOTEPa, Ha KO-
TopoM ycTtaHoBneH Cepsep Dr.Web.

B AnanoroBom okHe 3anpoca Ha aBTOPM3aLIMIO BBEAUTE PerncTpaLmoHHble JaHHble aAMUHM-
cTpatopa. [laHHble aAMUHNCTPATOPa C NOJIHbIMUW NPaBaMu MO YMOJYAHWIO:

e /Ims —admin.
e [Taposib:
o ana OC Windows — naposib, KOTopbIi 6611 3agaH Npu yctaHoBke Cepaepa.

o ana OC cemenctea UNIX — naponb, KOTOpbIV Hbl1 aBTOMaTUYECKM CO34aH B MpoLecce
yctaHoBkun CepBepa (cM. Takxke PykoBopacTBO No yctaHOBKe, M. YcraHoska Cepsepa
Dr.Web ans OC cemerictea UNIX®).

Mpw ycnewHom noakatoueHnmn k CepBepy OTKPOeTCs rnaBHOe okHO LleHTpa ynpasieHus (no-
ApobHoe onuncaHue cMm. B PykoBoacTBe agMMHUCTpATOPa, B M. LleHTp ynpaeieHns 6e3onac-
HocTbo Dr.\Web).

MpownsBeanTe HauanbHyto HacTpoliky Cepsepa (MogpobHoe onuncaHne Hactpoek Cepeepa
npueeseHo B PykoBoacTBe agMuHuUcTpartopa, B [n1ase 8: Hactpounka Cepsepa Dr.Web):

a. B pa3zgene MeHezaxxep nviLeH3nii fobaBbTe OANH NAN HECKOABKO MLLEH3NOHHbIX KAKUeEN U1
pacrnpocTpaHnTe NX Ha COOTBETCTBYHOLLME rPynMbl, B YacTHOCTM Ha rpynny Everyone. Lar
obszateneH, ecam npu yctaHoBke CepBepa He Obll 3a4aH JIMLLEH3NOHHBIN K.

b. B pa3gene Obuias koHdUrypauma peno3nTopus 3aganTe, Kakme KOMMNOHEHTbI aHTUBUPYC-
How ceTn 6yayT obHoBasaTbca ¢ BCO Dr.Web. B pasgene CocrtosHune peno3utopus npovsse-
Ante obHOBNEeHMe NpoAykToB B peno3utopun Cepeepa. ObHOBAEHME MOXET 3aHATb NPO-
AoKUTENBHOE Bpemsa. [JoXXanNTeCb OKOHYaHWA npouecca O6HOBIEHMA Nepes Tem Kak npo-
[AO/DKUTL AaNbHENLLYHO HAaCTPOMKY.

c. Ha ctpaHnue AamuHuctpupoBaHue — Cepsep Dr.Web npveegeHa nHdopmauums o Bep-
cum CepBepa. Mpu Hanmumm HoBon BepcuK, obHoBMTe CepBep Kak onncaHo B Pyko-

VHCTpyKLMS NO pa3BepTbiBaHWIO aHTUBUPYCHOW CETU
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BOACTBe agMUHUCTpaTopa, N. O6HosneHne Cepeepa Dr.Web v BocctaHoBAeHMWE 13 pe-
3epBHON KOMWUW.

d. |_|pl/l HeO6XO,£I,I/IMOCTI/I HaCTpOIZTe CeteBble coeanHeHUS ANA NSMEHEHUA CETEBbLIX HACTPOEK
no yMOJI4aHUKO, NCNOJIb3yeMbIX ANA B3aVIMO,£I|eVICTBVIF| BCEX KOMIMOHEHTOB aHTVIBVIpyCHOVI
cetn.

e. MNMpn HeobXxoaMMOCTN HacTponTe CNMCoK agMuHUcTpatopoB Cepaepa. Takxke AOCTyMNHa
BHELUHAA ayTeHTUdMKaLma agMuHUCTpaTopos. NogpobHee cm. B PykoBoacTBe agMUHU-
cTpartopa, B [s1aBe 5: AAMUHNCTPATOPbI aHTUBUPYCHOW CETU.

f. Mepepn Havanom akcnayataumm aHTMBMpPYcHoro MO pekomMeHAyeTCA N3MEHUTb HAaCTPOWKY
KaTasiora pe3epBHOro KONMpoBaHWA KpUTUYHBIX JaHHbIX Cepsepa (cM. PykoBoacTBO
aAgMUHMUCTpaTopa, n. Hactporika pacnvcanuna Cepeepa Dr.Web). [laHHbIV KaTanor xena-
Te/IbHO Pa3MecTUTb Ha APYroM NOKaJbHOM ANCKe, YTOObl yMEHbLUNTL BEPOATHOCTb Of-
HoBpemeHHoW noTepu ¢annos NO Cepeepa 1 pe3epBHON KOMUK.

3asaiTe HacTpPOMKK U KOHOUrypaumto aHTueupycHoro MO ans paboumx ctaHumi (NogpobHoe
onuncaHme HacTPOWVKM rpynn v CTaHUmMl NnpuseseHo B PykoBogcTBe agMUHUCTpaTopa, B [1a-
Be 6 n [naee 7):

a. lMpn HeobxoANMMOCTM cO3aanTe NOAb30BATENbCKME TPYMMbI CTAaHLMWNA.

b. 3asalite HacTpoWku rpynnbl Everyone v co3saHHbIX NO/b30BaTENLCKMX FPyN. B yacTHoCTH
HaCTPONTe pasaen yCTaHaB/IMBaeMbIX KOMMOHEHTOB.

. YcraHosuTte MO AreHTa Dr.Web Ha pabouune ctaHumm.

B pasgene NHcTannaumoHHble daisibl 03HaKOMbTECh CO CMUCKOM MpesocTaBaseMblx pannios
ANf ycTaHOBKW AreHTa. BbibepuTe noaxoaaLmii ANa BaC BapyaHT YCTaHOBKW, UCXOAA 13 one-
PaLMOHHOW CUCTEMBI CTaHLMKN, BO3SMOXHOCTU yjaleHHON YCTaHOBKM, BapyaHTa 3ajaHuns Ha-
ctpoek CepBepa npw yctaHoBke AreHTa 1 T.n. Hanpumep:

e Ecam nonb3oBaTenun yctaHaBANBAKOT aHTUBMPYC CAMOCTOATE/IbHO, BOCMOb3YMUTeCh NEPCOo-
Ha/ZIbHBbIMW MHCTANNALNOHHBIMW NakeTaMu, KOTOpble co3zaroTcs vepes LieHTp ynpasaeHus
OTAENbHO AN KaXA0MW CTaHUUW. JaHHbIA TUN NakeTOB TakXKe BO3MOXHO OTMPaBUTb NOJ/b30-
BaTENSIM Ha 3/IEKTPOHHYHO NOYTY HEMOCPeACTBEHHO U3 LieHTpa ynpasaeHus. MNocne ycTa-
HOBKM MOAKNtOUYeHMe cTaHUm K CepBepy OCyLLEeCTBAAETCA aBTOMATUYECKW.

e Ecnm HeobXoaMMO yCTaHOBUTb @aHTUBUPYC Ha HECKOJIbKO CTaHLMI U3 OLHOW NoJib30BaTe b-
CKOW rpynnbl, MOXeTe BOCMO/Ib30BaTbCA rPYNMNOBbIM MHCTAIALMOHHBIM MakeTOM, KOTOPbIN
co3gaetca yepes LleHTp ynpaBaeHuna B eJMHCTBEHHOM 3K3eMMaApe A9 HECKONbKUX CTaH-
LM onpeseneHHon rpynnel.

e [1ns yAaneHHOM yCTaHOBKM MO CETU Ha CTaHLUMIO MW HECKOIbKO CTaHLMA OfHOBPEMEHHO
(tonbko ans ctaHumin nog OC Windows) BOCNoab3ymTeCh CETEBbIM MHCTANNATOPOM. YCTa-
HOBKa ocyLecTBaseTca vepes LleHTp ynpaBaeHus.

e Tak>ke BO3MOXHa yAaseHHas yCTaHOBKa MO CeTW Ha CTaHLMIO AN HECKONbKO CTaHLMIN Of-
HOBPEMEHHO C Ucrnoab3oBaHneM cnyx6bl Active Directory. ns 3TOoro ncnonb3yerca nHCTan-
natop AreHta Dr.Web gnq cetein ¢ Active Directory, noctaBasiemblin B KOMMJIEKTe ANCTPUOY-
TBa Dr.Web Enterprise Security Suite, Ho oTaenbHO OT nHcTannsTopa Cepsepa.

e EC/Iv HEO6XOAMMO YMEHbLINTL HarpysKy Ha KaHan cBsasu Mexay CepBepoM 1 CTaHLMAMU B
npoLiecce yCTaHOBKM, MOXeTe BOCMO/1b30BaTbCA MONHbIM UHCTANNATOPOM, KOTOPbIN OCyLLie-
CTBAAET YCTaHOBKY AreHTa 1 KOMMOHEHTOB 3aLUuTbl e4UHOBPEMEHHO.

VHCTpyKLMS NO pa3BepTbiBaHWIO aHTUBUPYCHOW CETU
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e YcTtaHoBka Ha ctaHumm nog OC Android, OC Linux, macOS MoO>eT BbINOJHATLCA JI0Ka/bHO
no obwmmM npaBunam. TakKe y>ke yCTaHOBJIEHHbI aBTOHOMHbIV MPOAYKT MOXET MOAKH-
yaTbcs K CepBepy Ha OCHOBE COOTBETCTBYHOLLLEN KOHbUIrypaumn.

[ns nonyyYeHns MHCTaNATOPOB NOJ OMNepaLMOHHbIMIU CUCTEMaMK, OTIMYHbIMK OT OC
Windows, a Takxke nofHoro anctpnbytmea nHctaanstopa nog OC Windows Heobxoanma
yCTaHOBKa AOMONHUTENbHOrO ANCTpMbyTHBa (extra) Cepsepa Dr.Web.

10.Cpa3y nocne ycTaHOBKM Ha KOMMbOTEPb! AreHTbl aBTOMaTUYeCkn yCTaHaBANBAIOT COeAMHe-
Hue c CepBepoM. ABTOpU3aLLMA aHTUBMPYCHBIX CTaHLMI Ha CepBepe NPOUCXOAUT B COOTBET-
CTBUM C BbIBPaHHOM BaMu NOAUTUKOM (cM. PyKoBOACTBO agMUHUCTpaTOpa, M. [loavTrka
NOAKNHOUYEHWNS CTaHLN):

a. pw yctaHOBKe U3 UHCTAANALMOHHbIX MAaKeTOB, a TakXe Mpu HacTpoke aBTOMaTU4eCcKoro
noaTeepxaerHnsa Ha Cepepe paboune CTaHLMM aBTOMaTUYECKW MOAYYaroT perncrTpaLmio
npv nepBom nogkatoueHnn kK Cepeepy, 1 AOMNOAHUTENBHOE NOATBEPXKAEHNE He TpebyeTcs.

b. Mpw ycTaHOBKE U3 MHCTANNATOPOB M HACTPOMKE PYYHOTO MOATBEPXKAEHMS AOCTyMNa aiMu-
HUCTPaTOPYy HEOBXOAMMO BPYUYHYH NMOATBEPAUTL HOBblE paboumre CTaHLUW ANs UX perv-
cTpaumm Ha CepBepe. [Npu 3TOM HOBble paboune CTaHL MW He NOAKIHYAOTCA aBTOMaTUYe-
ckw, a nomelLarotcs CepBepom B rpyrnny HOBUYKOB.

11.Mocne noaknroueHns Kk Cepepy 1 NONYYEHUS HAaCTPOEK, Ha CTaHLUMIO yCTaHaBAMBAETCA COOT-
BETCTBYHOLLMA HABOP KOMMOHEHTOB aHTMBMPYCHOTO NakeTa, 3afjaHHbl/i B HACTPOMKax NepBmY-
HOW rpynmbl CTaHLUW.

| [nsa 3aBepLueHNs yCTaHOBKM KOMMOHEHTOB paboyel cTaHuumn notpebyercs nepesarpyska
: KOMMbtoTepa.

12.Hactpowika ctaHumi 1 aHTnBMpycHoro MO BO3MOXHa TakxXe nocsie yCTaHOBKM (NogpobHoe
onuncaHue npueeseHo B PykoBoacTBe agMmMHUCTpaTopa, B [n1ase 7).

VHCTpyKLMS NO pa3BepTbiBaHWIO aHTUBUPYCHOW CETU
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Mpwunoxxenue A. JiuueHsnposaHume

NMpunoxxeHune A. JinueHsnposaHme

[nsa paboTbl aHTUBMpPYCHOro pelueHns Dr.Web Enterprise Security Suite TpebyeTcsa anueH3us.

CocTaB 1 CTOMMOCTb IMLLEH3UN Ha ncnoab3oBaHue Dr.Web Enterprise Security Suite 3aBucar ot
KONMYECTBa 3alLMLL@eMblX CTaHLWUI, BKAKOYAs CepBepSI, BXoAALLMe B cocTaB ceTv Dr.Web
Enterprise Security Suite kak 3awMLlaemMble CTaHLMW.

| 3Ty nHopmaLmnro Heobxoanmo obs3aTeNbHO coobLlath NPoAaBLY ANULIEH3UM NPW MOKYM-
: ke peweHusa Dr.Web Enterprise Security Suite. Koanuectso ncnonssyembix Cepsepos
Dr.Web He BavseT Ha yBeanYeHNE CTOMMOCTU INLLEH3UN.

JInueH3noHHbIN KAtoueBon Ppann

MpaBa Ha ncnonb3zosaHue Dr.Web Enterprise Security Suite peryanpytoTcs npy NOMOLLM NLEH-
3MOHHbIX K/H0YeBbIX GalrinoB.

dopmaT IMLEH3MOHHOrO KAtoYeBOro dalina 3aluLleH OT peAakTUPOBaHWS NPW MOMOLLM
MeXaHW3Ma 3NeKTPOHHOM nognucun. PesaktupoBaHve daina Aenaet ero HejencTBuTeNb-
HbIM. YTO6bI N36eXKaTh CyYaiHON MOPYN AMLEH3VOHHOTO K/IOUEBOro Gaiina, He ciesyet
MOANPULIMPOBATL /UM COXPaHATL ero Mocae NPOCMoTpa B TEKCTOBOM peAakTope.

JInLeH3NOHHbIe KatoueBble hanbl MOCTABAAKTCA B BUAE Zip-apXMBa, COAEPXKALLErO OANH UK
HEeCKOIbKO KrUeBbIX GarnoB A1 3amLiaeMbiX CTaHL MK,

Monb3oBaTesb MOXET NOYUUTb JINL,EH3NOHHbIE KtoueBble (pail/ibl OAHMM U3 C/IeAYIOLLUX
crnocoboB:

e JIVLLEH3MOHHBIN KAHOUYEBON Galin BXOAUT B KOMMIEKT aHTuBMpYca Dr.Web Enterprise Security
Suite npu nokynke, ecv OH H6blN BKAKOYEH B COCTaB AUCTPMOYTUBa NPOAYKTa Npu ero
kKomniekTaummn. OfHaKo, Kak NpaBuO, MOCTaBAAOTCA TONbKO CEPUNHbIE HOMEpA.

o JINUEH3NOHHBIV KNtoUYeBOW $aiin BbICbIIAeTCA NONb30BaTeNAM MO INEKTPOHHOW NoyTe nocne
perncrpalmmn cepunHoro Homepa Ha Beb-carite komnaHum «JJokTop Beb» no agpecy
https://products.drweb.com/register/, echn nHon agpec He ykazaH B permcTpaumoHHON
KapTouKe, MpuiaraemMow K NpoayKTy. 3aliAnTe Ha yKasaHHbIM cavT, 3anonHunTe ¢opmy co ceeje-
HUAMW O MoKynaTesie 1 BBeAWUTE B yKazaHHOE MoJie PerncTpaunoHHbIn CEpUHBI HOMep (Ha-
XOAMUTCA Ha PErncTpaLlMoOHHOM KapTouke). ApXuB C KatoueBbiMU dainamm byaeT BbichaH Mo
yKa3aHHOMY BaMu aApecy 371eKTPOHHOW MouThl. Bbl Takke cMOXKeTe 3arpy3unTb KAroYeBble
Painbl HemocpeACTBEHHO C YKa3aHHOro cawTa.

o JIVLLEH3NOHHBIN KAHOYEBOW Garin MOXET MOCTaBAATLCA Ha OTAE/IbHOM HOCUTENE.

PekomeHAayeTCs COXpaHATb NMLEH3NOHHbBIV KAroUYeBOW $alrian J0 NCTEeUYEeHNA CpoKa ero AencTBrA U
MCNoNb30BaTh €ro Npu nepeycraHoBKe UM BOCCTaHOBNEHUM KOMMOHEHTOB NporpamMmmsl. B cay-
Yyae yTpaTbl IMLEH3NOHHOrO KAH04YeBOro darina Bbl MOXeTe MOBTOPUTL NPOLEAypPY perncrpaumm
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Mpwunoxxenue A. JiueHsnposanue | 20

Ha yKa3aHHOM CailTe 1 CHOBa MOJYyYUTb JIMLEH3MOHHBIN Katovesoin daiin. [Mpu 3ToM Heobxoa1Mmo
yKa3blBaTb TOT XK€ PerncTpaLnoOHHbIA CEPUIHBIM HOMEP 1 Te XXe CBeAEeHWs O NMoKynaTtese, Yto v
NPV NepBOW perncTpauum; MoXeT U3MEHUTLCA TONbKO afpec 31eKTPOHHON NouThkl. B aTom cayyae
JMUEH3NOHHbBIV KtoYeBoW darn byaeT BbiCaaH MO HOBOMY agpecy.

[ns o3HakoMAeHWA ¢ AHTUBMPYCOM MOXHO MCMO/b30BaTh AEMOHCTPALMOHHbIE KAHOUeBble
dannbl. Takme katouesble dpaibl obecneynmBatoT NOAHYH GYHKLMOHANBHOCTb OCHOBHbIX aHTUBU-
PYCHbIX KOMMOHEHTOB, HO MMEHT OrpaHUYEHHbIN CPOK AeUcTBUA. [lns Toro 4tobbl MOAYUNTDb Je-
MOHCTPaALUMNOHHbIe KatoueBble hannbl, creayeT 3anoaHnTb GOPMY, PacrMONOXEHHYHO Ha CTpaHMLLe
https://download.drweb.com/demoreq/biz/. Baw 3anpoc 6yaet pacCMOTpPeH B UHANBUAYANbHOM
nopsake. B cnyvae nonoXnTenbHOro pelleHnsa apxmBe C IMLEH3MOHHBIMUW KAKOUYEBbIMU Gannamm
6yaeT BbiC/aH Mo yKa3zaHHOMY BaMu afpecy 31eKTPOHHOM NOoYTbl.

| MNMoapobHas nHGopmaLma O MPUHLMNAxX N 0COBEHHOCTAX AnLeH3npoBaHusa Dr.Web
: Enterprise Security Suite npuBeseHa B PykoBoaCTBe agMUHUCTpATOPa, B Nojpa3genax
[naBbl 2. J/InLeH3npoBaHue.

Vicnonb3oBaHWe AMLLEH3MOHHbIX KAto4eBbIX GariioB B NpoLecce yCTaHOBKM NMPOrpamMmbl
onucbiBaeTcs B PykoBoAcCTBe Mo ycTaHOBKe, M. YcraHoBka Cepsepa Dr.Web.

cnonb3oBaHWe NNLLEH3MOHHbIX KAHOUeBbIX GalriioB ANs yXKe pa3BepHYTON aHTMBMPYCHOM
ceTn onucbiBaeTcs B PykoBogcTBe agmMuMHUCTpaTopa, M. MeHeakep JVLEH3NN.
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MpunoxxeHue B. TexHnueckasa noaaeprkka

MpunoxxeHune B. TexHnueckasa nogaeprkka

MNpwn BO3HWKHOBEHUWN NpobaeM C YyCTaHOBKOW nan paboTon NpoayKTOB KOMMaHUN, Mpexae Yyem
obpaLLaTbCa 3a MOMOLLBIO B CNY>XOY TEXHUYECKOWN NOAAEPKKM, MONPOBYINTe HaNTK pelueHme cne-
Ayrownmmn cnocobamm:

e 03HAKOMbTECh C MOCAEAHUMMN BEPCUAMM ONMUCAHUI N PYKOBOACTB MO ajpecy
https://download.drweb.com/doc/;

e MpouMTanTe passen yacto 3aZaBaeMblx BOMPOCOB MO agpecy
https://support.drweb.com/show faqg/;

e nocetute Gopymbl KomnaHmm «oktop Beb» no agpecy https://forum.drweb.com/.

Ecav nocne 3Toro He yaanoch pewwmnTb Npobaemy, Bbl MOXeTe BOCMOAb30BaTbCA OAHUM U3 Caesy-
FOLLMX CMOCOH0B, UTOObI CBA3ATLCA CO CNYXKOON TEXHNUECKOW MOAAEPKKM KOMMaHuM «[JokTop
Beb»:

e 3anosHUTe Beb-GopMy B COOTBETCTBYHOLLEN CEKLUN pa3aena https://support.drweb.com/;
e no3BoHUTE Nno TenepoHy B Mockae: +7 (495) 789-45-86 nan no 6ecnnatHON NMHUM ANS BCEW
Poccnn: 8-800-333-7932.

NHpopmaLmio 0 permoHanbHbIx NpeACTaBUTeNbCTBAX M opucax komnaHum «loktop Beb6» Bbl Mo-
XeTe HalTh Ha oduLmanbHOM canTe no agpecy https://company.drweb.com/contacts/offices/.
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