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AHHOTaUMS

HacTosawmi AoKyMeHT onucbiBaeT cocTaB dyHKumi n TectoBoe MO CK3U «Kpuntolpo CSP» u
npeaHasHauyeH ans paspabotkm npuknagHoro MO ¢ HenocpeaCcTBEHHbIM BbI30BOM dyHKUMI CK3U, a
Takxe onpegenseT TpeboBaHMsa K onepaumoHHbIM cucTteMam npu BcTtpansaHmm CK3U.

1. OnucaHue nporpaMMHbIX MHTepdencos

Ncnonb3oBaHMe  HM3KOYPOBHEBOro  UMHTepdelica  KpunTonposangepa, MNO3BOMSIOLWErO
BbIMOJSIHATb TakMe (YHKUMM KaK reHepauus v pabota ¢ knwuyamu, wundpoBaHue/pacwmdpoBaHme
AaHHbIX, X3WMPOBaHME M 3NEKTPOHHAsA NOAMNUCL, ONMUCbIBAeTCsa B daline

CSP_4_0.chm - System Program Interface (CryptoAPI).

MNpn WMCNONb30BaHWUM AAHHOrO TWUMNA AUCTPUBYTMBOB ANS ayTeHTUdukauum TpebyeTcs
NCMo/ib30BaThb AOMO/HUTENbHbLIE MEXAHU3MBbI.

Ncnonb3oBaHne wuHTepderica SSPI, obecneumBatowero peanmsaumio npoTtokona TLS,
obecrieumBatowero paboty ¢ naketamm 6e3omacHOCTM npu BbibOpe W MHUUMANM3aUMW NakeTa, C
yOoOCTOBepeHusaMn cybbekToB 6e30MacHOCTH, YCTaHOBMeHMe COeAMHEHWUN, nepeaadvy AaHHbIX,
pacnpeneneHne namsiTn, onucoisaeTcsa B daline

SSPI_4_0.chm - Security Support Provider Interface (SSPI).

Mcnonb3oBaHne BbICOKOypoBHeBOro WuHTepderica CryptoAPI, obecneumBatowero Habop
dyHKUMA ans obpaboTkn cepTudmnKaToB, CMNUCKOB OTO3BaHHbIX CepTUPMKATOB, PaCLIMPEHHOrO
NCNOAb30BaHUa Knto4da, paboTbl C npoBanaepoM, BblpaboTKM 3HAYEeHUs DYHKUMM X3LWMPOBAHUSA U
3/IEKTPOHHOM NOAMUCKH, 3awndpoBaHns W pacwudpoBaHmMa AaHHbIX, paboTbl C XpaHWUIULLEM
cepTMdunKaToOB U NOAAEPXKKM naeHTUdUKaTopa obbekTa, onmcaHo B darine

CAPILite_4_0.chm - CryptoAPI Lite (CAPILite).

O6waa wuHdopMauus, wucnonblyemas Aas COo34aHUA MoAyNns MNOoAAEpXKUM CUUTbIBaATENewn,
HOCUTENEen M AaTUMKOB CNydalHbIX YUCesn, coAepixallas HeobxoAuMble OnucaHus U onpeaeneHus,
copepxutcsa B darine

reader_4_0.chm

NHTepdelic PKCS#11, peanunsytowmnn 6asosoe onmcaHne RSA Labs v2.30, ¢ gopabotkamn B
cooTBeTCTBMM C  TpeboBaHMAMM  NOAAEPXKKM  POCCMNCKUX  CTaHAApPTOB Ha  peanm3auuto
KpunTorpaduyecknx @yHKUNNI.

PKCS11_4 0.chm

CoBMecTHO € AUCTpMBYTMBOM  MNOCTaBASAOTCA  crefdylowme nakeTbl, NO3Bofasowme
nHterpmpoBsaTb «Kpuntollpo CSP» Bepcun 4.0 B npunoxeHus, ucnonbytowmne OpenSSL API (takue
kak Web-cepeep ngnix): cprocsp-cpopenssl, cprocsp-cpopenssl-base, cprocsp-cpopenssl-devel,
cprocsp-cpopenssl-gost.

MogpobHee 06 MxX yCTaHOBKE W HACTPOMKE MOXHO Yy3HaTb Ha MopTane TexnoaAepXKW W
dopyme Kpunrollpo.
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2. TpeboBaHMsA K oNepaLnOHHON CUCTEME A1 BCTPOEHHOrO NpuMeHeHus. Linux.

CK3M pna cBoero dyHKUMOHUpPOBaHMA TpebyeT cneaywuwme 6ubnnotekmn 6asoson
onepaunoHHON CUCTEMBbI:

LSB 4.x, pasgen III. Base Libraries

Cnucok HeobxoanMbIX BUBNNOTEK MO NaKeTaM:

cprocsp-curl libuuid.so.1

libc.so.6 libX11.s0.6 Isb-cprocsp-capilite
libdl.so.2 libXau.s0.6 libc.so0.6
libgcc_s.so.1 libxcb.so.1 libdl.so0.2
libidn.so.11 libXdmcp.so.6 libgcc_s.so.1
/lib/ld-linux.so0.2 libXext.so0.6 /lib/ld-linux.so.2
libm.so.6 libXm.so.3 libm.so.6
libpthread.so.0 libXmu.so0.6 libpthread.so.0
librt.so.1 libXp.s0.6 libstdc++.50.6
libstdc++.50.6 libXt.so0.6 linux-gate.so.1
libz.so.1 linux-gate.so.1

linux-gate.so.1

cprocsp-ipsec-ike
libc.so0.6
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libstdc++.50.6
linux-gate.so.1

cprocsp-npcades
libc.so0.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.s0.6
linux-gate.so.1

cprocsp-rdr-gui
libc.so.6
libdl.so.2
libgcc_s.so.1
libICE.s0.6
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libSM.s0.6
libstdc++.50.6

cprocsp-rdr-pcsc
libc.so.6
libdl.so0.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.s0.6
linux-gate.so.1

cprocsp-rsa
libc.so.6
libdl.so0.2
libgcc_s.so.1
/lib/1ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.s0.6
linux-gate.so.1

Isb-cprocsp-cades
libc.so0.6

libdl.so0.2
libgcc_s.so.1
/lib/ld-linux.so.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-kcl
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.s0.2
libm.so.6
libncurses.so.5
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-kc2
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.s0.6
linux-gate.so.1

Isb-cprocsp-ocsp-util
libc.so0.6
libgcc_s.so.1
/lib/ld-linux.so.2
libm.so.6
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-pkcsiil

3
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libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-rdr
libc.so.6
libdl.so0.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0

libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-rdr-fkc
libc.so.6

libdl.so0.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.s0.6
linux-gate.so.1

Isb-cprocsp-rdr-sobol
libc.s0.6
libdl.so0.2

libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

rtsupcp

libc.so0.6
libgcc_s.so.1
/lib/ld-linux.so.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Kpome Toro, nakety Isb-cprocsp-capilite ans pabotbl ¢ ceTbto Heob6xoanm nNMbO NakeT cprocsp-
curl nmbo naket curl (nocneaHnMin MOXHO B3aTb M3 anctpmbyTtmuea OC, n3 noctaskm CSP unm c canTta
pa3pabotumka: http://curl.haxx.se/). MNpun oTcyTcTBMM 3TOro naketa 6azoBas (GpYHKUMOHANBLHOCTb
COXpaHUTCS, HO Takme PyHKUMKM paboTbl C CETbIO Kak aBTOMaTnyeckoe BbikaymeaHue CRL unam 3anpoc
ceptudukaTa Ha YL uepes ytunauty cryptcp 6yayT He AOCTYMHbI.

MakeTy Isb-cprocsp-rdr-pcsc ans paboTbl co cMapT-kapTamu Heobxoamm nakeT libpcsclite mn3
anctpnbytmea OC. B 3aBMCMMOCTM OT TOro, KakoW ucnonb3yetcsa AucTpmbyTtmB Linux HasBaHue

nakeTta mMoxeT BapbupoBatbcs (libpcsclite, libpcsclitel).
LSB 4.x, pa3gen VI. Commands and Utilities

[Ona yctaHoBKM Heobxoammoro naketa Isb-cprocsp-base TpebytoTca yTMnnThbI:
'cat’
'chmod'
'ep
'crontab’
'echo’
'fgrep'
'grep’
"n'
'mkdir'
'rm
'sed'
'sysctl'
'test’
'true’
'dpkg' * Tonbko ana Debian n Ubuntu

Ons yCcTaHOBKM BCeX OCTasjlbHbIX MaKeToOB 3a MWCKAl4YeHueM cprocsp-drv-devel goctaTo4yHo
MOAMHOXECTBA 3TUX YTUIKUT. [Ans ycTaHoOBKK cprocsp-drv-devel Takxe HeobxoanMa yTunura

'uname’

LSB 4.x, pa3gen VI. Execution Environment 16. File System Hierarchy
HeobxoanMmbl cnepytowmne pasaesnbl CO CNeayrowmmMm BO3MOXHOCTSIMA
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XKTAM.00088-01 96 01. KpunTtollpo CSP. PykoBoacTBo nporpamMMumcTa

Tabnuua 2.1 - Heobxoanmbie pasnensl

Mocne ycTaHOBKW AUCTpMbyTMBa AN (YHKUMOHMPOBAHUSA MpoAyKTa

/opt/cprocsp

[OCTAaTOYHO NpaB TOSIbKO Ha YTeHMe.
Mocne ycTaHOBKM AucTpmbytmBa ana @YHKUMOHMPOBAHMS MNpoAyKTa
[OCTAaTOYHO NpaB TOJSIbKO Ha YTEHME.

/etc/opt/cprocsp .
Mpn M3MeHeHMM HaCTpoeK, a TaKXe Mpu onepauusax C JIMUEH3Men TaKxe
HeobxoAnMbl MpaBa Ha 3anuchb.
Bo Bpemsi pabotbl ¢ CSP HeobxoauMbl MpaBa Ha 4YTEHWE M Ha 3anuchb.

/var/opt/cprocsp

ColepXXnUMoe ANPEKTOPUMN AOSIKHO COXPAHSATLCA Mexay nepesarpy3kamu.

Mpn ncnonb30BaHUM B KAa4YecTBe OTYYXAAEMOro KJl0YeBOro HOCUTENA AUCKET OXUAAETCs, UTO
ANCKETAM COOTBETCTBYHOT YCTpomCTBa

/dev/fd0, /dev/fd1 n Tak nanee.

LSB 4.0, pasgen VIII. System Initialization 20. System Initialization 20.1. Cron Jobs
Heobxoanmo 6azosoe GyHKLUNOHMPOBaHME cron .

Ona wucnonb3oBaHMS B KadecTBe OT4yXAaemMoro kw4yeBoro Hocutens USB flash drive
Heobxoanmo pyHKUMOHUpoBaHMe cnyxbbl udev.

LSB 4.0, pasgen X. Package Format and Installation

Heobxoanma noaaepXkKa MexaHU3Ma YCTaHOBKU rpm.
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3. TpeboBaHMs K onepaumMoHHON CMCTEMEe AN BCTPOEHHOro npuMeHeHusd. Solaris.

CK3M pna cBoero dyHKUMOHUpPOBaHMA TpebyeT cneaywuwme 6ubnnotekmn 6asoson
onepaunoHHON CUCTEMBbI:

libc_psr.so.1 libbsm.so.1 libplds4.so
libmd_psr.so.1 libc.so.1 libpthread.so.1
libCstd_isa.so.1 libcmd.so.1 librt.so.1
libnspr_flt4.so libdl.so.1 libsasl.so.1
libCrun.so.1 libdoor.so.1 libscf.so.1
libCstd.so.1 libgen.so.1 libsecdb.so.1
libICE.so0.6 lib/libldap.so.5 libsocket.so.1
libSM.s0.6 libm.so.1 libsoftokn3.so
libX11.s0.4 libm.so.2 libssl3.so
libXext.so0.0 libmd.so.1 libthread.so.1
libXm.so.4 libmp.so.2 libtsol.s0.2
libXt.so0.4 libnsl.so.1 libuutil.so.1
libXtsol.so.1 libnspr4.so libvolmgt.so.1
libadm.so.1 libnss3.s0 libz.so.1
libaio.so.1 libplc4.so
Cnuncok Heobxoammbix 6MBNMOTEK NO NakeTaMm:
CPROCades libm.so.2 libnsl.so.1
libaio.so.1 libmd.so.1 libnspr4.so
libc.so.1 libpthread.so.1 libnss3.s0
libCrun.so.1 librt.so.1 libnssutil3.so
libCstd.so.1 libthread.so.1 libplc4.so
libdl.so.1 libaio.so.1 libplds4.so
libm.so.2 libc.so.1 libpthread.so.1
libmd.so.1 libCrun.so.1 librt.so.1
libpthread.so.1 libCstd.so.1 libsasl.so.1
librt.so.1 libdl.so.1 libscf.so.1
libthread.so.1 libm.so.2 libsocket.so.1
libaio.so.1 libmd.so.1 libssl3.so
libc.so.1 libpthread.so.1 libthread.so.1
libCrun.so.1 librt.so.1 libuutil.so.1
libCstd.so.1 libthread.so.1 libz.so.1
libdl.so.1 libaio.so.1
libm.so.2 CPROcurl libc.so.1
libmd.so.1 libaio.so.1 libCrun.so.1
libpthread.so.1 libc.so.1 libCstd.so.1
librt.so.1 libCrun.so.1 libdl.so.1
libthread.so.1 libCstd.so.1 libdoor.so.1
libdl.so.1 libgen.so.1
CPROCcpl libdoor.so.1 libldap.so.5
libaio.so.1 libgen.so.1 libm.so.2
libc.so.1 libldap.so.5 libmd.so.1
libCrun.so.1 libm.so.2 libmp.so.2
libCstd.so.1 libmd.so.1 libnsl.so.1
libdl.so.1 libmp.so.2 libnspr4.so




XKTAM.00088-01 96 01. KpunTtollpo CSP. PykoBoacTBo nporpamMMumcTa

libnss3.s0
libnssutil3.so
libplc4.so
libplds4.so
libpthread.so.1
librt.so.1
libsasl.so.1
libscf.so.1
libsocket.so.1
libssl3.so
libthread.so.1
libuutil.so.1
libz.so.1

CPROkc1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libcurses.so.1
libdl.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libcurses.so.1
libdl.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1

CPROkc2
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libm.so.2
libmd.so.1
libmp.so.2

libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsocket.so.1
libthread.so.1
libuutil.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsocket.so.1
libthread.so.1
libuutil.so.1

CPROOCSPut
libc.so.1
libCrun.so.1
libCstd.so.1
libm.so.2
libc.so.1
libCrun.so.1
libCstd.so.1
libm.so.2

CPROrdfk
libadm.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libgen.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libvolmgt.so.1

libadm.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libgen.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libvolmgt.so.1

CPROrdg
libaio.so.1
libbsm.so.1
libc.so.1
libcmd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libICE.s0.6
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsecdb.so.1
libSM.s0.6
libsocket.so.1
libthread.so.1
libtsol.so.2
libuutil.so.1
libX11.s0.4
libXext.so0.0
libXm.so.4
libXt.so0.4
libXtsol.so.1
libaio.so.1
libbsm.so.1
libc.so.1
libcmd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libICE.s0.6
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libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsecdb.so.1
libSM.s0.6
libsocket.so.1
libthread.so.1
libtsol.so.2
libuutil.so.1
libX11l.s0.4
libXext.so0.0
libXm.so.4
libXt.so.4
libXtsol.so.1

CPROrdp
libaio.so.1
libc.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libm.so.2

libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsocket.so.1
libthread.so.1
libuutil.so.1
libaio.so.1
libc.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsocket.so.1
libthread.so.1
libuutil.so.1

CPROrdr

libadm.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libgen.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libvolmgt.so.1
libadm.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libgen.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libvolmgt.so.1

Kpome Toro, naketry CPROcpl gna pabotbl ¢ ceTbto Heobxoaum nmbo naketr CPROcurl wm3
noctaemkn CSP nubo naket curl (nocnegHnint MoOXHO B3sTb M3 anctpubytuesa OC, n3 nocraBskn CSP
wan c canmta paspabortumka: http://curl.haxx.se/). [pu oTcyTcTBUM 3TOro naketa 6asoBas
(YHKLUMOHANbHOCTb COXPaHUTCS, HO TakuMe QyHKUMM paboTbl C CETbK KakK aBToOMaTUyecKkoe
BblkaumBaHmne CRL nnu 3anpoc ceptudunkarta Ha YL, uepes ytunuty cryptcp 6yayT He AOCTYMHbI.

Makety CPROrdp ana paboTbl co cMapT-KapTaMn HeobxoanM naket pcsclite (Hanpumep, naker
SUNWpcsclite ns ancrtpubytusa OC).

Tpe6OBaHVIFI K CUCTEMHbBIM YTUJIUTAM.

Ona yctaHoBku HeobxoauMmbix naketoB CPRObase CPROrdr HeobxoomMo (yHKUMOHUPOBaHME
YTUNUT:

'cat’
'chmod'
'ep
'crontab’
'echo’
'fgrep’
'grep’
n'

'mv

rm
'sed’
'sysctl'



http://curl.haxx.se/
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'test’
'true'

[ns yCcTaHOBKWM BCeX OCTasibHbIX NAaKeToB 3a uckatodveHneMm CPROdrv u CPROdrvd

[OCTAaTOYHO MOAMHOXeCTBa 3TUX YyTUAuT. [Ong yCTaHOBKMU CPROdrv Takxe HeobxoauMbl
YTUNUT:

'add_drv'
'isainfo'
'rem_drv'
'sync'

Onsa yctaHosku CPROdrvd:
'add_drVv'

'isainfo’

'rem_drv'

'sync'

'uname’

TpeboBaHusa k dalninoBon cucreme.
HeobxoanMmbl cnepytowme pasaesbl CO CNeaywmmMm BO3MOXHOCTSMN

Tabnuua 3.1 - Heobxoanmble pasgensl

Jopt/cprocs Mocne ycraHoBkn auctpubyTtmBa And  GYHKUMOHMPOBaAHUSA  MpPOAYKTa
pt/cp P [OCTaTOYHO NpaB TOJIbKO Ha YTeHue.
Mocne yctaHoBkn auctpubyTtmBa And  GYHKUMOHMPOBaHUSA  MpPOAYKTa
[OCTaTOYHO NpaB TOJIbKO Ha YTeHue.
/etc/opt/cprocsp .
Mpn mM3MeHeHWM HaCTpoOeK, a Takxke npu onepauusax C JIMUEH3UMEN Takxe
HeobxoaMMbl NpaBa Ha 3anuck.
Bo Bpems pabotbl ¢ CSP HeobxoAuMMbl MpaBa Ha 4YTeHME M Ha 3anuchb.
/var/opt/cprocsp
Coaep>xnmoe AMpeKTOpUnN AO/IKHO COXPAHATLCA MexAy rnepesarpy3kamu.

TpeboBaHusa k cnyxbam.
Heobxoanmo 6asoBoe pyHKLUNOHMPOBAHUE Cron.

Onsa paboTbl C OTYYXAAEMBIMW HOCUTENSAMWU TUNa «ancketa» u «USB flash drive» Heobxognmo
dyHKUMOHMpPOBaHMe cnyx6bbl Volume Management.

Tpe6OBaHVIFI K CUCTEME YyNnpaBJIEHNA NaKETaMU.

Heobxoanmo wtaTHoe MYHKUMOHUPOBaHME CUCTEMbI YNpaBNEHUS NakeTamu.




XKTAM.00088-01 96 01. KpunTtollpo CSP. PykoBoacTBo nporpamMMumcTa

4, TpeboBaHMSA K UCMOb30BAHUIO DYHKLIUN

Heob6xoanMo BbINONHATL KOHTPOJ1Ib KOAO0B OUJVI6OK, BO3HUMKaAKOWNX TMpPpU OTKJIOHEHUAX OT
LUTATHOINoO BbINOJIHEHNA KOMaHA.

Tab6muma 4.1 — [lepedeHb BO3MOXKHBIX OIIHOOK.

KOIZBgéI)ﬁ i KOIE:'EI;([? o Onucanne omuOKH
536871012 20000064 Majo namsitu
536871013 20000065 He ynamock OTKpBITh aiin
536871014 20000066 Omnepalysi OTMEHEHA MOJIb30BaTeIeM
536871015 20000067 HexoppektHoe npeodpazoBanne BASE64
536871016 20000068 Ecnu yka3zan napametp '-help', To npyrux ObITh He JOMKHO
536871112 200000C8 Yka3zaH JUIIHUK (aiin
536871113 200000C9 ‘YKa3aH HEM3BECTHBIN KIIOY
536871114 200000CA Vka3zaHa JIUIIHSAA KOMaH1a
536871115 200000CB JUist KITio4a He yKasaH napamerp
536871116 200000CC He yka3zana komaHzma
536871117 200000CD He yxa3aH He0OXOIMMBIH KIIIOY:
536871118 200000CE YkazaH HeBEepHBIH KIIIOY:
536871119 200000CF [TapameTpoM kmto4a '-Q' JOIDKHO OBITh HATYpaJIbHOE YHCIIO
536871120 200000D0 He yxa3aH BXxojHOi#1 (aiin
536871121 200000D1 He ykasan BeIxogHOi# aiin
536871122 200000D2 KomanJia He UCTIONIB3yeT mapaMeTp ¢ uMeHeM (¢aiia
536871123 200000D3 He yxazaH ¢aiin coobleHus
536871212 2000012C He ynajiock OTKpBITh XpaHWINIIE CEPTU(HKATOB:
536871213 2000012D Ceprudukarsl He HaiICHbBI
536871214 2000012E Haiineno 6oiee oaHoro ceprudukara (ko4 '-1")
536871215 2000012F Komansia nmojipazymMeBaeT MCIoib30BaHUe TOIBKO OJHOTO cepTU(HKaTa
536871216 20000130 HeBepHo yka3an HoMep
536871217 20000131 Her ucronp3yeMbIx cepTHPHUKATOB
536871218 20000132 JlaHHbIH cepTrdUKAT HE MOXKET IPUMEHSTHCS 1Sl 9TOH onepaiuu
536871219 20000133 Ienouka cepTH(HKATOB HE POBEpEHa
536871220 20000134 KpurrronpoBsaiiziep, morep>KuBaomyii HEOOXOAMMBIN aITrOpPUTM, HE HaleH
536871221 20000135 Heynaunslii BBOJ apoJisi KIIFOYEBOTO KOHTCHHEpa
536871312 20000190 He yka3ana macka (aiisioB
536871313 20000191 Yka3aHbl HECKOJIbKO Macok (haiisioB
536871314 20000192 Daiipl He HalIeHBI
536871315 20000193 3ajaHa HEBEpHasl MacKa
536871316 20000194 HeepHblii Xo11
536871412 200001F4 Kurou '-start' ykasan, a BeIxoHO# (aitn HeT
536871413 200001F5 Conepxumoe aiisa - He TOAMMCaHHOE COOOIICHNE
536871414 200001F6 Hewu3BecTHBIH alITOPUTM TOJIITHCH
536871415 200001F7 Ceprudukar aBTopa HOANKICH HE HAWJCH
536871416 200001F8 IMonnuck He HaliieHa
536871417 200001F9 IToanuce He BepHA
536871418 20000200 IIITamn BpeMeHU He BEPEH
536871512 20000258 Conepxumoe Gaiisia - He 3aUpPOBAHHOE COOOIICHIE
536871513 20000259 HewnsecTHbIH anroput™ mudpoBaHUs
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Kon ommoxu | Koa ommoxu Onncanme omusKm
(DEC) (HEX)
536871514 2000025A He HaiineH cepTugukar ¢ COOTBETCTBYIOUIMM CEKPETHBIM KIFOYOM
536871612 200002BC He ynanock naunmanusuposats COM
536871613 200002BD KonTelineps! He HalICHBI
536871614 200002BE He ynanock mony4uTh OTBET OT cepBepa
536871615 200002BF Ceprudukat He HaiiJleH B OTBETe cepBepa
536871616 200002C0 Daii He CONEPIKUT UAESHTU(HHUKATOP 3aIpoca:
536871617 200002C1 Hexoppexrhsrii agpec 1{C
536871618 200002C2 IMony4en HeBepubiii Cookie kakue dynkuuu paboraror ¢ cookie?
536871712 20000320 CepuiiHblii HOMEp COJEPKUT HEIOITYCTHMOE KOJIMYECTBO CHMBOJIOB
536871713 20000321 HeBepHblii KO/ TPOAYKTA
536871714 20000322 He ynanmock npoBepHTh cepuitHBIii HOMEp
536871715 20000323 He ynajiock coXpaHuTh cepuiiHbIi HOMEp
536871716 20000324 He ynasiock 3arpy3uth cepuiHbIi HOMep
536871717 20000325 Jlunensus npocpoueHa

MpuMedaHue: KpOMe KOAOB, NMpUBEAEHHbIX B Tabnuue, NpUIoXeHUe MOXET BO3BpallaTbh KoA
nobol CUCTEMHON OLLUUDOKMN.
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5. OCo6eHHOCTM MCMOIb30BaAHUS PEXNUMA YCUNEHHOIO KOHTPOISI UCMOJIb30BaHUS

Knouen

PeXnM yCMneHHOro KOHTPO/S UCNOAb30BaHUSA KJtoder, HeobxoauMbln ANs MCNONb30BaHUS B
CK3M BHe TecToBOM 3KCMyaTauuu, OCYLLUECTBSET KOHTPO/SIb AOBEPEHHOCTU OTKPbITbIX KJ/o4Yen,
CpOKa AeNCTBMSA Ko4Yelr NoAnMCKM U KK4YeBOro obMeHa, a TakXe KOPPEKTHOCTM MHMuManuMsaumnm
nporpammMHbix CH. 2To HakaabiBaeT AOMNOSIHUTENbHbIE TpeboBaHMS K BbIMOMHEHMIO psda onepauuni,
dYHKUMOHaN KOTOPbIX NpeaoCcTaBAsaeTCs KpUNTonpoBangepom.

1)

2)

3)

4)

@OyHKUMWN, NpU BbINOJIHEHUM KOTOPbIX Mpeanofniaraetcss BblpaboTka Cry4YamHbIX AaHHbIX
(CryptGenKey ans BpemeHHbIx kntodel, CryptGenRandom), 6yayT Bo3Bpalwatbh ownbKy,
ecnu nporpammHbin ACH He 6bin MHMumanusmposaH C dusmdeckoro ACH m nposecTu
MHUUManNM3aumo B AaHHbIX MOMEHT HEBO3MOXHO (HanpuMep, B CMCTEME He YCTAHOBJIEH HU
oanH dusnyeckmin ACH). Ansa ncnpaBneHus owmnbku cneayeT NpousBecTU YyCTaHOBKY XOTS
6bl ogHoro dusmueckoro ACYH (Hanpumep, BHewHen rammbl, annapaTtHoro ACH), nocne
yero NpPousBeCcTn nHMUManusaumo nporpammuoro ACHY ogHMM M3 cneaytowmx cnocobos:

a) BOCMONIb30BaTbCs YTUANTON csptest:

# ./csptest -keyset -verifycontext -hard_rng

6) npounsBecTn BbipaboTKy AOTOBPEMEHHOIO Katoya ¢ noMowbto dyHkumn CryptGenKey;
B) npomn3BecTu Bbi3oB dyHKUnM CryptSetProvParam c dnarom PP_USE_HARDWARE_RNG.

®yHkuma CryptVerifySignature() npuvHUMaeT Ha BXO4 AECKPUNTOP OTKPLITOro Kik4a, C
NMOMOLbLIO KOTOPOro MnpouM3BOAMUTCA rMpoBepka noanucu. [puM BKAIOYEHHOM pexuMe
YCU/IEHHOIrO0 KOHTPOSS MCMNONb30BaHMA K/OYEW A0MNYyCTMMO nepefaBaTb 3TON yHKUMU
OECKpUNTOPbI CeayoLWnX KYen:

a) JeckpunTtop Koya, n3BneyéHHoro u3 KOHTelHepa (AT_SIGNATURE,
AT_KEYEXCHANGE).

6) AdeckpunTop KtOYa, NONYYEHHOrO U3 cepTUdmKaTa OTKPbITOrO Kya. [Ana nonyyeHus
3TOro peckpuntopa Heobxoammo nonyuutb CcTpykTypy CERT_CONTEXT, coaepykaluyto
nHdbopmauuno o] HeobxoaAnMoOM ceptudukare, C NOMOLLIO dyHKUMI
CertCreateCertificateContext/CertFindCertificateInStore. © 3atem TpebyeTca  BbI3BaTb
dyHkumio  CryptImportPublicKkeyInfoEx, nepegaB el ykasatenb Ha  CTPYKTYpy
CERT_CONTEXT.pCertInfo.SubjectPublicKkeyInfo Tuna CERT_PUBLIC_KEY_INFO. ®yHkuUuMSA
CryptImportPublicKeyInfoEx BepHET HeobxoaMMbIN AecKpunTop.

OYHKUWM, NCNONb3YHOLWME A0NroBpeMeHHble Ktoum, 6yayT Bo3BpalwaTb owmnbKy, B cay4yae
eCcnin UX cpok aencremsa Ucték. Cpok gencreusa kntoden NOCT P 34.10-2001/TOCT P 34.10-
2012 coctasnsetr 1 rog 3 Mmecsua. lMonyuntb MHGMOpPMaUMIO O CpoKe AENCTBUS KJto4a
MOXXHO C NOMOWbI KOHTponbHOM naHenn Kpuntollpo CSP (3aknagka «CepBuc» >
MpoTectnposaTtb), NMb0 ocywecTBmTb BbI30B dyHKUMM CryptGetKeyParam c napameTpom
KP_NOTAFTER.

Ona obecneyeHMs KOHTPOAS [AOBEPEHHOCTUM CEpPTUMUKATOB OTKPbITbIX KAKYen npu
ncnonb3osaHum CK3W nog ynpasneHnem OC Windows npu  Haanymm KOPHEBOTrO
ceptudmkaTta, YCTAaHOBNEHHONO B AoBepeHHoe XpaHunuuwe Kpuntollpo noKanbHOro
koMmnbloTepa («[oBepeHHble KopHeBble cepTudukatel Kpuntolpo CSP», “CryptoPro
Trusted Roots”, CryptoProTrustedStore), ocywecTBnsieTcd MNOCTPOEHNE  LEMNOYKU
ceptudmkatoB. B cnyyae, ecnm TaKyk LUENoYykKy MOCTPOUTb HEBO3MOXHO, (QYyHKUMSA
CertFindCertificateInStore, Ha Bxoa koTopoi nepepaértca cTpyktypa CERT_CONTEXT,
COOTBETCTBYKOLWAsA HeooBepeHHOMY cepTudukaTty, n dyHKuusa npoBepkm noanucu CMS
(CryptMsgControl), B cnyyae ecnn CMS-nognucb He COAEPXWUT yKalaHMe Ha AOBEpPEHHbIN
ceptndukaT, 6yayT 3aBepwatbca € owmnbkon. Ans Toro, 4ytobbl M3baBUTCA OT owmnbKkM,
Heob6xoaMMO YCTaHOBUTb HEOBXOANMbIM KOPHEBOW CepTU@UKAT B AOBEPEHHOE XpaHuIuLie
Kpuntolpo (cM. Pykosoactso AaMmnHmuctpaTtopa 6esonacHoctn Windows).
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