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1. AHHOTaUMS

[JaHHbIA  OOKYMEHT COAEepXWUT npaBuia NoOMb30BaHUA CpeacTBa KpunTorpaduyeckor  3awmTbl
nHdopmaumnm (CK3U) «Kpuntollpo CSP» Bepcua 4.0, ero cocrtaB, Ha3HaA4YeHMe, KIKYEBYIO cucTeMy, TpeboBaHus

rno 3awmute ot HCA.

JOoKyMeHT npefHasHayeH Ana aAMUHUCTPATOpPOB MHMOPMaUWMOHHOW 6e30MacHOCTU  yUYpeXAeHUn,
OCYLLEeCTBASALWMX YCTaHOBKY, 06CNyXnBaHNE KOHTPONb 3a cobnogeHnem TpeboBaHWMn K aKCnyaTaunum cpeacTs
CK3W, a Takxe agMmHucTpatopam CepBepoB, CeTEeBbIX pecypCOB NpeanpusaTvs U ApYrux paboTHUKOB cnyxbbl
MHpOpMaLMOHHOM 6e30MacHOCTN, OCYLLUECTBASIOWMM HaCcTporKy pabouymx MecT Ana paboTbl co cpeacTBamu
CK3W.

NHCTpyKUuMN aaMUHUCTpaTopaM 6e30MacHOCTM U MNOMb30BaTENAM Pa3fIMYHbIX aBTOMATU3UPOBAHHbIX
cucteMm, ncnonbsywwmx CK3UM «Kpuntollpo CSP» Bepcmsa 4.0 aomxkHbl paspabaTtbiBaTbCs € yyeToM TpeboBaHui

HacToawmx Mpaswun.
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2. HasHaudeHune CK3W. Ycnosus skcnnyaTtaumm

CK3N «Kpuntollpo CSP» Bepcus 4.0 npeaHasHayeHo A75 3alnTbl OTKPbITOM WHOpMauMn B
MH(OPMaLMOHHBIX CUCTEMAxX 06LLero nosb3oBaHMs (BbluncneHne n nposepka dI1) n 3awmTbl KOHDUAEHUMANBHOM
WHdOpMaUnM, He coaepxalen CBeAeHUMN, COCTaBASALWMX [OCYAapCTBEHHYIO TalHy, B KOPNOPATUBHbIX
MHMOPMaUMOHHBIX cucTemMax (wudpoBaHme u pacwudpoBaHne wuHdbOpMauMmM, BblYMCIEHME W NpOBeEpKa

NMWUTOBCTABKMW, BblUMCNIEHWUE 3HAUEHUSA X3L-(PYHKLMM, BblUMCIEHME U npoBepka IM).

Mpn skcnnyataumn CK3UW  «Kpuntollpo CSP» Bepcuss 4.0 [0/MKHbI  BbIMOMHATBCA  cneaywouwime

TpeboBaHus:

—CpeactBamm CK3WM He ponyckaetca obpabaTtbiBaTb MHMOPMaUMio, COAEpXKallylo CBeAeHus,

COCTaBnsoWme rocyaapCTBEHHYIO TalHy.
— JonyckaeTtca ncnonb3osaHne CK3U ans kpuntorpaduyeckon 3amTbl NepCoOHanbHbIX AaHHbIX.
- KntoueBas nHdopmauma aBngeTca KoHbduaeHUManbHON.

—Cpok paeictBua Kaua npoBepku I - He 6onee 15 neT nocine OKOHYAHWS CpoKa [AencTBuA

COOTBETCTBYHOLWero kaw4a 2r1.

— BHewHaa ramma, ncnonbdyemaa Anda WHuunanmdaumn CoCToaHUA NporpaMMHOro ,U,Cq, ABNAETCA

KoHdMAEHUMANbHON.

— CK3M pomxHO MCcnonb30BaTbCA CO CpeAcTBaMM aHTUBMPYCHOW 3awuTbl, cepTuduumpoBaHHbiMn ®CB
Poccuun. B cnyyae nx oTCyTCTBUS pEKOMEHAYeTCS MO BO3MOXHOCTU UCMO/b30BaTh CYLLECTBYOWME aHTUBUPYCHbIE
cpeacTsBa 3awWuTbl. Knacc aHTUMBUPYCHbIX CPeACTB 3aluuTbl Onpeaensercs ycnoBusMu skcnnyataumm CK3U B

aBTOMaTU3NPOBAHHbLIX CUCTEMAX.

- PasMmeweHe CK3M B noMelleHWUsiX, NpeaHasHauYeHHbIX ANS BeAEHWUS MEepPeroBopoB, B XOAE KOTOPbIX
06Cy>aatoTcsl BOMPOChI, COAEpXallMe CBEAEHWS, COCTaBsAlOLIME FOCYAApPCTBEHHYIO TaliHy, OCYLeCTBASIETCS

YCTaHOB/1IEHHbBIM NMOPAAKOM.

- M3BM, Ha koTopbix ncnonb3yetcs CK3W, gonxHbl 6biTb gonyLeHbl Ans 06paboTkmn KoOHPUAEHUMaNnbHOM
nHdopmaunm no gencreyowmnm B Poccuiickon ®egepaunmn tpebosBaHnaM Mo 3awmte nHboOpMaunm oT yTeUYKM Mo
TEXHWYECKUM KaHanaMm, B TOM 4ucne, no KaHany ceBa3um (Hanpumep, CTP-K), ¢ yuyeTtoM Mogenu yrpos B

NHMOPMaLIMOHHOW CUCTEME 3aKa3umnka, KOTOPbIM JO/KHO NPoTUBOCTOSTL CK3U.

— WMHcTtannauma CK3U Ha pa6oqu MeCTax AO0JKHa Npoun3BoaAnUTbCA TOJIbKO C ﬂ,VICTpVI6YTMBa, nony4vyeHHoOro

Nno AOBEPEHHOMY KaHany.

— BcTtpavBaHne CK3W B agpyrue cpeactBa BO3MOXHO TOSIbKO C UCMO/Sb30BaHMEM DYHKUWIA, yKa3aHHbIX B
MpunoxeHun 2. B cny4vyae MCNoAb30BaHMSA MPOYMX BbI30OBOB (DYHKLUMWA MPOrpaMMHbIX MHTEpdencoB (ypoBHEWN
BcTpanBaHms) CK3UW HeobxoamMmMo npomsBoauTb pa3paboTky otaenbHoro CK3M B cOOTBETCTBUM C AEUCTBYHOLLEN
HopMaTmBHOM 6a3om (B yacTtHocTh, ¢ lNoctaHoBneHueM [lpasuTtenbcTBa Poccuiickon depepaummn oT 16 anpens
2012 r. N° 313 wn MNonoxeHnem o pa3paboTke, NPOM3BOACTBE, peanusauum M 3KcAayaTauum WndpoBanbHbIX

(kpunTOorpaduyeckmx) cpeacTs 3awwmTbl Hdopmaumn (MonoxeHune MK3-2005)).

- Mpu 3kcnayataumn CK3WM  gonXHbl MCNOb30BaTbCA  TONbKO CEePTUdUKATbl OTKPbITbIX KJOYeEn,
BbiNylWeHHble [OOBEPEHHbIM OpraHoM cepTudukaumm. B KadecTBe TaKkoro opraHa [AOSXKEeH BbICTynaTb
ceptudunumpoBaHHbii  ®Cb Poccunm  Ypoctosepstowmn  ueHtp  (YU), Bbinyckawowun ceptudukatbl W

no,u,,qepmwsarou.mﬁ CMUCKN OTO3BaHHbIX CepTMd)VIKaTOB B COOTBETCTBUM C PernameHTOoM YL, a Takxe cny>|<6a

5
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KOPMOpaTUBHON CUCTEMbI, ObecrneynBalowas AOBEPEHHbIe CMPaBOYHWKU CEPTUGDUKATOB OTKPbIThIX KIOUen C

I'IO,EI,,CI,Ep)KKOVI AKTyaJZiIbHOCTU BKJ/TKOHAEMbIX B CNpaBOYHUKU CepTMq)VIKaTOB.

Mopsipok opraHm3aunm m obecnedeHne 6e30MacHOCTM XpaHeHus, o6paboTku U nepefaym Mo KaHanam
CBSI3M C WCNONb30BaHWEM CpeAcTB KpunTorpaduyeckor 3awmTbl MHGOPMauMu CBEAEHMN, COCTaBASHOLWNX
KOHdMAeHUManbHy0 MHQOpMauunio, OCYLLEeCTBASETCS B COOTBETCTBMM C AOKYMeHTamMn <«UHcTpykumsa 06
opraHmsaumm un obecnedeHun 6e30MacHOCTM XpaHeHus, o6paboTkM W nepegayM MO KaHanam CBSA3U C
NCNONb30BaHMEM CpeAcTB KpuaTorpaduyeckon 3awmTbl WHOOPMauMM C  OrpaHUYEHHbIM AOCTYMOM, He
coaepXxallen CBeAeHWUIn, COCTaBMSOWMX rocyaapcTBeHHyto TanHy» (Mpuka3 GAMCU N° 152 ot 13 uoHsa 2001
roga), «lMNonoxeHne o pa3paboTke, nNpOM3BOACTBE, peanusaumMm U 3KCrayaTauum  WndpoBanbHbIX
(kpynTorpaduyeckmx) cpeacTts 3awmTbl HPopmauum» (Mpukas ®Cb Poccum N2 66 oT 9 despansa 2005 roga) u

APYrMMU pYKOBOASLMMM [OKYMEHTaMM Mo obecrneyeHmto 6e30nacHoCTM MHbopMaLuu.

CK3N «Kpuntollpo CSP» Bepcum 4.0 MOXHO 3KCnayatupoBaTb CO CAeAyrowuMM MporpaMMHbIMU

npoaykKtamum 6e3 npoeeaeHnsa AONOJTHUTENIbHbIX TEMATUYECKUX nccnenoBaHUm U/VUNK OLEHKN BAUSHUSA:

—  npunoxeHus, Bxoasawme B coctaB OC;

- MS Outlook (Office 2003, Office 2007, Office 2010, Office 2013, Office 2016);

—  cepsep IIS;

Cneaytowume nporpaMmHble KoMnoHeHTbl CK3WM «Kpuntollpo CSP» Bepcmn 4.0 MOXHO mcnosnb3oBatb 6e3

npoeeaeHna OONONHUTENIbHbIX TEMAaTUYECKUX nccnenoBaHuii:

—  MpUWIOXEHWE KOMaHAHOW CTPOKM ANS NMOANUCK U WndpoBaHus dainos cryptcp;
-  MPWIOXEHWEe KOMaHAHOW CTPOoKM ANns paboTbl ¢ cepTudukaTammu certmgr;

- npunoxeHue ansa cosgaHmsa TLS-TyHHens stunnel.

Ucnonb3oBaHne CK3U «Kpuntollpo CSP» Bepcun 4.0 C BbIK/THOYEHHBIM PEXWUMOM YCUJIEHHOI0 KOHTPOJIS
MCMNOJIb30BaHUS KJIlOUEN He aonyckaeTcs. BkioueHne gaHHOro pexmma onucaHo B AoKyMeHTax XTAM.00088-01
91 02. PykoBOoACTBO agaMuHucTpatopa 6e3onacHoctu. Windows, XTAW.00088-01 91 03. PykoBoAcTBO
aaMuHucTpatopa 6esonacHoctu. Linux, XTHAN.00088-01 91 04. PykoBOACTBO agMmHMUCTpaTopa 6e3omacHoCTwU.
FreeBSD, XT511.00088-01 91 05. PykoBoacTBo agMnHucTpatopa 6esonacHocTtu. Solaris, XXTAM.00088-01 91 06.
PykoBoacTtBo agMuHucTpatopa 6esonacHoctun. AIX.
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3. NMopsagok pacnpocTtpaHeHns CK3U

YcTaHoBOYHble Moaynn CK3U «Kpuntollpo CSP» v 4.0 1 KOMMNAEKT 3KCnyaTauMOHHOW AOKYMEHTauum K

HEeMY MOFyT MOCTaBATbLCS MOJSIb30BaTEN0 YMNOHOMOYEHHOW OpraHu3saumen AByMs crnocobamu:
1. Ha HocuTtene (CD, DVD - anckn);
2. MNocpeacTBoM 3arpy3ku yepe3 HTepHeT.

Ons nonyyeHms BO3MOXHOCTW 3arpy3kum yCTaHOBOYHbIX moaynen CK3U «Kpuntollpo CSP» v 4.0 un
KOMMAeKTa 3KCnjayaTauMOHHOM  AOKYMEeHTauum nofb3oBaTeNb  HanpaBAseT CBOW  Y4YyeTHble  AaHHble
YNONHOMOYEHHON oOpraHu3aunun. Y4yeTHble JAaHHble MOryT ObiTb HanpaBieHbl MNOCPEACTBOM 3aroJiHEHUS

cneunanm3nupoBaHHON perucTpaumMoHHon ¢hopMbl Ha carTe YNOJTHOMOYEHHOM OpraHm3aumu.

Mocne nonyyeHus YrNosIHOMOYEHHOM OpraHm3aumen y4dyeTHbIX AaHHbIX MOofb30BaTeNto npeaocTaBnseTcs
OOCTYM Ha CTpaHuuy 3arpy3ku YCTaHOBO4YHbIX Moaynen CK3W «Kpuntollpo CSP» v 4.0 u KoMmnnekra
3KCMAyaTauuoHHOW AOKyMeHTauuu. MNpu 3arpy3ke nosb3oBaTesleM yCTaHOBOYHbIX mMoaynen CK3U «Kpuntollpo
CSP» v 4.0 n KoMnieKkTa 3KCnayaTauMOHHON AOKYMeHTauumu YNOSIHOMOYEHHOM OpraHu3auunern npuceavBaeTcs
YYETHbIN HOMep, wuaeHTuduumpytowmm 3sk3emnnap CK3UN  «Kpuntollpo CSP» v 4.0, npeaoctaBneHHbIN

nonb3oBaTesio.

Ha cTpaHuue 3arpysku BMecTe C AUCTpMOYyTMBOM W [OKYMeHTauueln pasMellaetcss oTaeneHHas
3NEKTPOHHAs MoAMUCb, ANs MPOBEPKM KOTOPOM Heo6XoAMMO WCMONAb30BaTb YTUAUTY cpverify, monyyeHHyto
[oBepeHHbIM 06pa3oM 1 cogepxallyro KoY NMpoBepKU AAHHON 3/IEKTPOHHOM NoAnuncu.

YcraHoBka CK3U «Kpuntollpo CSP» v 4.0 Ha pabo4yee MeCTO NOAb30BaTeNss MOXET ObiTb OCYLLUECTB/IEHA

TOSIbKO B C/lyyae MOATBEPXKAEHMUS LIETOCTHOCTU MOJSyUYEHHbIX YCTaHOBOYHbIX Mogynein CK3W «Kpuntolpo CSP» v

4.0 n 3KCcnayaTaunoOHHOM AOKYMEeHTaumu.

1. CpeacTBo KOHTpoONSA LenocTHocTu (cpverify.exe) nepBoHayanbHO AOMXKHO ObITb NONYy4YEHO

nonb3oBaTteneM Ha pusndeckoMm Hocutene B opumce komnaHnm OO0 «KPUMTO-MPO», nnbéo y

odbumumanbHoro awunepa. Takas yTuamMTa CUYMTAETCS MNOJIYYEHHOM [OBEpPEHHbIM obpasom.

[Janee nonydyeHHoOM p[oBepeHHbIM 06pa3oM nMpu3HaeTcsa odepenHass BepCcUs YTUAUTHI,

nonydyeHHas nwbbiMm o06pa3oMm, HanpuMmep, CKadaHHass C cahTta www.cryptopro.ru, npu

M yC/l0BMW, 4TO OHa b6blna npoBepeHa APYrMM 3K3eMIJISPOM YTWIUTbI, MOSYYEHHbIM paHee
AoBepeHHbIM 06pa3oM, 1 npoBepka 6bia yCneLwHon.

2. Knou nposepkn 2OI, a Takxke MHboOpMaumss O HeM (AaTa CO34aHMSA, anroputM XaLl-
dYHKUMN, MAEeHTUUKATOP anroputMa noarnmcm) 3anucblBalOTCs B UCXOAHbINM KOA YTUIUTDI
Ha aTane cbopku.
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4. OCHOBHble TeXHUYEeCKne gaHHble U XapaKTepnCTmuKun

4.1. CK3U dyHKUMOHMPYET B CNeayroLwwmx nporpaMmMHo-annapaTHbIX cpeaax:
Windows
BkntoyaeT nporpaMMHo-annapaTHble cpefbl:

Windows XP! (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

BkntouvaeT anctpubyTtmsbl Linux, yaosneTsopstowme ctaHaapTty Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:

CentOS 4/5/6 (x86, x64);

CentOS 7 (x86, x64, POWER, ARM, ARM64);

OCb (OS-RT) (x64);

TA OC AUC ®CCIM Poccum (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora 25/26/27 (x86, x64, ARM);

Oracle Linux 4/5/6 (x86, x64);

Oracle Linux 7 (x64);

OpenSUSE Leap 42 (x86, x64, ARM, ARM64);

SUSE Linux Enterprise Server 11SP4 (x86, x64);

SUSE Linux Enterprise Server 12, Desktop 12 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);

Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
CnHTe3-0OC.PC (x86, x64);

Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
Ubuntu 17.04/17.10 (x86, x64);

Linux Mint 17/18 (x86, x64);

Debian 7/8/9 (x86, x64, POWER, ARM, ARM64);

Astra Linux Special Edition, Common Edition (x64).

Unix
BkntoyaeT nporpaMMHo-annapaTHble cpefbl:

ALT Linux 6/7 (x86, x64, ARM);

AnbT Cepsep 8, AnbT Pabouas ctaHumsa 8, AnbT Pabouas ctaHums K 8 (x86, x64, ARM, ARM64);
ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);

POCA XPOM/KOBANbT/HUKEb (x86, x64);

FreeBSD 9/10/11, pfSense 2.x (x86, x64);

AIX 5/6/7 (POWER).

Solaris

BkntoyaeT nporpaMMHoO-annapaTHble cpeabl:
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Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

MpnMeyaHus:

1. Bepcus POSReady.

4.2. Knwo4yesas cucteMa M KJIlo4UEBbIE HOCUTENN

CK3WN «Kpuntollpo CSP» v 4.0 aBnseTCA CUCTEMOM C OTKPbITbIM pacrnpegeneHneM Ki4ven Ha OCHOoBe
ACMMMETPUYHOW KpunTorpamn € MCNofb30BaHMEM 3aKPbITOr0 K/to4Ya Ha OAHOM CTOPOHE U COOTBETCTBYHOLLErO

€My OTKpbITOro K/to4ya MHPOPMALMOHHOIO B3aMMOAENCTBUSA Ha APYron CTOPOHeE.

[Monb3oBaTenb BKAKYAETCA B CUCTeMYy WU WUCKNKOYaeTca w3 Heé YCTaHOB/1IEHHbLIM y,El,OCTOBepﬂI-OLLI,VIM

LEHTPOM NOPAAKOM.

Monb3oBaTtenb, obnagawowmn npasom noanucu u/vnun wndpoBaHUA AaHHbIX, BbipabaTbiBaeT Ha CBOEM
paboueM MecTe wnu nofay4vyaer y aAMWHUCTpaTopa 6e3onacHoCcTU (B 3aBUMCMMOCTW OT MPUHATOM MOAUTUKM
6e30MacHOCTN) NMYHbIe 3aKpbITbid KAoY (ka4d OM) u OTKpbITLIM KN4 (knod nposepku IM1). Ha ocHose
KaXxgoro OTKpbITOro k4va (knwo4va nposepku 3M1) Ypoctosepsawowmm UeHTpom dopmupyetca ceptudukar

OTKPbITOro ktoya (ceptndukar kaoya nposepku II).

4.2.1. KnoyeBown HoCUTENb

B kauecTBe KOUYEBLIX HOCUTENEN MCNOJIb3YOTCA:

-I™MA 3,5”, USB gucku;

— CmaptkapTtbl GEMALTO (GemSim1, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
- eToken, Jacarta;

— USB-TokeHbl PyTokeH 3LM (Flash, Bluetooth), PyTokeH Lite Rutoken S;

— CMmapTkapTbl PyTokeH Lite SC, PytokeH 3L SC;

— PyToKeH S;

- Novacard;

— CmapTtkaptbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);
— CmapTkapTa Y2K;

— CMmapTkapTta MS_KEY K;

— ESMART Token;

— CmapTtkaptbl Athena IDProtect, MorphoKST, Cha cardQS, Cha JCOP;

— CMmapTkapTtbl AnmnoT INPASPOT Series, SCOne Series;

— Rosan;

— Paspen HDD M3BM (B Windows - peecTtp);

- Npentndpukartopsl Touch-Memory DS1995, DS1996.

Mcnonb3oBaHMe KJKYEBbIX HOCUTENEN B 3aBUCMMOCTM OT MNpOrpaMMHo-annapaTtHoOM nnaTgopMbl
oTpaxeHo B XXTAM.00088-01 30 01. CK3UN «Kpuntolpo CSP 4.0». ®opmynsap, n. 3.8.

1.XpaHeHune 3akpbiTbiX Kaove Ha HDD M3BM u USB auckax (B peectpe OC Windows, B pasagene
HDD npwu pabote nog ynpasneHuem apyrnx OC) gonyckaeTcs TO/IbKO Mpu yC0BUM pacrnpoCTpaHeHus
Ha HDD, USB aunck mnun Ha MN3BM c HDD TpeboBaHuit No obpalleHUto C KYEBbIMU HOCUTENSIMU
ll_-!_.-_“ (n.6.7 XTAKN.00087-01 91 01. PykoBoACTBO agMuMHUCTpaTopa 6e3onacHoCTn obwas 4yacTb).

2.Bce BbllLENEPEYNCNIEHHbIE HOCUTENN UCNONb3YKTCAAO/XHbBI MCMNOJIb30BATbCA TOJZIbKO B Ka4yecTBe

9



XKTAN.00088-01 95 01. KpunTtollpo CSP. MNpaBuna nonb3osBaHus

NMacCMBHOIro  XpaHwuwnuuia Kt04eBOm VIHd)OpMaLI,VIVI 6e3 uMcnonb3oBaHUA KpVIFITOI'paCbVIHECKMX

MEXaHU3MOB, pean30BaHHbIX Ha CMapT-KapTe/TOKEHe.

3.Mcnonb3oBaHMe HocuTenel Apyrnux TMNOB - TOMbKO MO cornacosaHuto ¢ ®CB Poccuu.

4.2.2. Pa3zMepbl U CPOKU AENCTBUS KIHOUEN

[ONviHbI KNoYelr 3N1eKTPOHHOM NoanucK:
KJ1H0Y 3/IEKTPOHHOW moanuncu 256 nnn 512 6uT;
KJ1H0Y NMPOBEPKN 3NEKTPOHHOM MOAMNUCH 512 wnun 1024 6uT.

ONunHbI KNtOYel, UCMOb3YEMbIX MPY WKUGhPOBAHUN:

3aKpbITbIA K04 256 6uT unn 512 6ur;
OTKPbITbIA K/1HOY 512 6ut nnn 1024 6uTa;
CMMMETPUYHbIN KoY 256 6uT.

Mpwn akcnnyataumm CK3UN «Kpuntolpo CSP». v 4.0 4O/MKHBI cobntoaaTbCa cneayowme Cpoku

MCNOJIb30BaHMA NMOJIb30BATEJIbCKNX 3aKpPbITbIX Kno4yen un CepTl/ICbMKaTOB:

— MaKCUMarnbHbIA CPOK AENCTBUSA 3aKpbIToro kntova 3M-256 (knoda 3M) - 1 rog 3 mecaua;
— MaKCMManbHbIN CPOK AENCTBUSA 3aKpbITOro kawoda 3M-512 (knawoua 3M) - 1 roa 3 mecsaua;
— MaKCuUMalbHbI CPOK AENCTBUSA OTKPbITOro knto4da IM-256 (knawua nposepku M) - 15 neT;
— MaKCMMalbHbI CPOK AENCTBUSA OTKPbITOro knto4da 3M-512 (knwua nposepku M) - 15 neT;
— MaKCUManbHbI CPOK AENCTBUSA 3aKpbITbIX M OTKPbITbIX Kaoyenhn obmeHa — 1 rog 3 mecsaua.

Mpu OpPMUPOBAHUM 3aKPLITOrO KAHOYa B KOHTEWHEp 3anmucbiBaeTcs [aTa UCTEYEHMS CpoKa
OEeNcTBMA 3TOro KAW4Ya, MO WCTEYEHWM KOTOPOro B 3aBUMCUMMOCTM OT 3HAUEHMs napameTpa

ControlKeyTimeValidity BO3MOXHbI pa3/inyHbie BapnaHTbl MCNOJIb30BAHUS 3TOrO Kiko4a.
3HayeHue «0» NapaMeTpa He HaklaAblBaeT HMKAKNUX OrpaHUYEeHMn Ha MCMNONb30BaHMe Kikuva.

3HadeHne «1» napameTpa 3anpewaer ¢dopMmupoBaHme 3 M wWndpoBaHMe B KOHTEKCTE 3TOro
kn4ya (BO3MOXHO pacwudpoBaHme paHee 3awundpoBaHHbIX coobuweHunit) (3HavyeHme no

YMOJT4aHUI0);

3HaudeHue «2» napaMeTpa 3anpellaeT nobble 4EACTBUS C 3aKPbITbIM K/THOUOM.

Cpok penicteusa kntoda 6epetcs 3 (B nopsake yMeHblUeHMs NpuopuTeTa):

— PacwmnpeHna KoHTenHepa K4a;
— PacwmnpeHunsa ceptndukaTa KIw4a;
— [AaTbl co3aaHunsa knoya + 1 roa 3 mecsaua.
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M3meHeHMe napameTpa ControlKeyTimeValidity

[ns onepaumMoHHbIX cuctem rpynnbl Windows Heo6xoAMMO M3MEHUTb 3HavyeHue KJioua

peecTpa

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion

\Parameters\ControlKeyTimeValidity (4158 64-6MTHbIX oNnepaunOHHbIX CUCTEM),

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\Co

ntrolKeyTimeValidity (ana 32-6MTHbIX ONepauMOHHbIX CUCTEM).

HacTtpoiika CK3W ana octanbHbix OC oOCywWecTBASETCS C MNOMOWbK yTuamTbl cpconfig ¢

NMOMOLLbHO KOMaHAbl

./cpconfig -ini \config\parameters -add long ControlKeyTimeValidity <3HaueHune>

4.2.3. XpaHeHMe KNKYEBbIX HOCUTENEN

Mpu xpaHeHnun Knoyen Heobxoanmo obecneynmTb HEBO3MOXHOCTb AOCTyna K KKH4YeBbIM HOCUTENAM HE
LOMNYyLWeHHbIX K HUM nuu. lNonb3oBaTenb HECET NepcoHasbHY0 OTBETCTBEHHOCTb 3a XPaHEeHUEe NINYHbIX K/HoYEeBbIX

HocuTenen.

3anpeLlaeTcs 0CTaBNsATb 6€3 KOHTPOS BblYUCUTENbHbBIE CPeACTBa C yCTaHoBeHHbIM CK3UM nocne BBoAa

KNto4YeBoOn nHbopmaunm.

B cnyyae UEHTpanM30BaHHOINO XPaHEHMS K/IOUEBLIX HOCUTENEN B OpraHusauuu, 3KCniyaTupylowen
CK3W, agMuHucTpaTop 6€30MmacHoCTM (ec/iM OH UMeeTCs) HEeCET MepCOHaslbHYH OTBETCTBEHHOCTb 3a XpaHeHue

JIMYHBIX KJTIOYEBBLIX HOCUTENEN NONb30BaTeNen.

Mpu xpaHeHun kntoden B peectpe Windows v Ha HDD [3BM TpeboBaHMs MO XPaHEHWUD JINYHbIX
KJIIOUYEBbLIX HOCUTENEN pacnpocTpaHsaTca Ha NMOBM (HDD M3BM) (B TOM uncie u nocne yaaneHus K4den m3

peectpa, us HDD).

B cnyyae HEBO3MOXHOCTU OTUYXAEHWUS KJOUYEBOrO HOCUTENA C Ko4YeBoi WHdbopMauueinn ot MIBM
OpPraHn3aLMOHHO-TEXHNYECKMMU MEpPONpUATUAMU A0/DKEH 6biTb WCKIOYEH AOCTYM HapyluuTtenein k MN3BM c

Knro4vamu.

Monb3oBaTtenb, MMEKLWWUI AEACTBYIOWMN cepTUduKaT U COOTBETCTBYOWMA eMy knawod 3, B nwobon
MOMEHT BpeMeHM (HO He Mno3AHee Heaenu) A0 OKOHYaHUS CpokKa AeWCTBUS AENCTBYIOLLErO 3aKpbITOro Kiw4a,

MOXET NPoM3BECTM (OpPMUPOBaHME HOBOTO Ktoda .

dopMupoBaHMe HoBOro Kkit4da DI, 3anpoca Ha cepTudukaT, nepegadya 3anpoca B LIP v nonyyeHue
cepTudukaTa nNpoOM3BOAUTCS COMMAcHO MOCNELOBATENbHOCTU, OMUCAHHOW B pasgene 8.5 «®dopMuMpoBaHue

K/toYer nonb3oBaTensa».

KntoueBble HocuTenn c kAw4yoM I, CpoK AeWCTBUS KOTOPOrO0 WUCTEK, YHUYUTOXAlTCA MyTeM

nepedopMaTUpoBaHna (OUMCTKM), O YEM AeNaeTcsa 3anuck B «XypHane nofb3oBaTens cetTus.

K CO6bITVI$'—|M, CBA3adHHbIM C KOMﬂpOMETaLLMEVI Knto4en OTHOCATCA, BKK4YasdA, HO He orpaHuMymBasicChb,

cnegywwme:
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— NoTeps kNtOYEBbIX HOCUTENEN.

— MNoTeps kNOYEBbIX HOCUTENEN C UX NOCAEAYIOWMM 06HapyXXeHneM.

— YBONIbHEHWNE COTPYAHUKOB, MMEBLUMX AOCTYN K KJIKOYEBOM MHpOpMaumu.

— HapylweHne npaBui XpaHeHUs U YHUYTOXEHUSA (MOoCne OKOHYaHMUS Cpoka AENCTBMS) 3aKpbITOro K/toua.

— Bo3HMKHOBEHME MOAO3PEHUI Ha YyTeuky MWHGOpMauMm WAM  ee  WUCKaXEeHWe B  CUCTEME
KoHdMAEHUMaNbLHOM CBA3MU.

— HapyweHune ne4vaTtu Ha cende C KIYEBLIMU HOCUTENSMMU.

Cnyqam, Korga Henb3Aa AO0CTOBEPHO YCTaHOBWUTb, YTO MNpPOU30OWIO C K/KYEBBLIMKU HOCUTENAMU (B TOM
yncne cny4daum, Korga KIIOYEBOM HOCUTENb Bblwen u3 CTpoA M A0Ka3aTesibHO HE ONpoOBEPrHyTa BO3MOXHOCTb

TOro, YTo, AAHHbIM aKT NpousoLlen B pe3yabTaTe HECAHKUMOHNUPOBAHHbIX AEACTBUIA 310yMbILIEHHUKA)

PasnuualoTca aBa BuMAa KOMMpOMeTauuu 3aKpbiTOro K/4ya: AABHAA W HesiBHas. [lepBble 4eTbipe
CcobbITMA TPaKTYIOTCA KakK $BHas KOMMpoMmeTauus knwodeih. Cnegywowme Tpu  TpebyoT cneumanbHOro
paccMOTPEHUS B KaXXJOM KOHKPETHOM Clyyae.

Mpy KOMMpoMeTauuu Ka4da y Mnonb3oBaTens OH AO/DKEH HeMeAsIeHHO MNpeKkpaTUTb CBSA3b MO CeTU C
APYTrMMUW NMOsib30BaTeNsiMU.

Monb3oBatens (MM agMuMHUCTpaTop 6e30MacHOCTU opraHu3auuu) AO/MHKEH HeMenslieHHO u3BecTuTb LIP
(YLW) o koMnpoMeTauun Knto4dein nonb3oBaTens.

NHdopMaumsa o kKomnpomeTauuum MoxeT nepefdaBaTbcsd B YL no TenedoHy ¢ coobuieHnem 3apaHee
YC/IOBIEHHOrO NMaposs, 3aperMcTpMpoBaHHoOro B «KapTtouke onoBeLlleHNs 0 KOMApoMeTaummn».

Mocne koMnpomeTauuMm KYer Monb3oBaTenb QOPMUPYET HOBLIN 3aKpbITbI KAKOY W 3anpoc Ha
ceptudukaTt. Tak Kak Nosib30BaTesib HE MOXET UCMO0/b30BaTb CKOMMPOMETUPOBaHHbLIN K04 AN popMnpoBaHums
3N wn nepepayn 3anpoca B 3alUMLWEHHOM BWAE MO CETW, 3anpoc Ha cepTudukaT BMecTe C 6naHkamu

OOCTaBNSETCS JIMYHO nofnb3oBaTeneM (aaMmMHUcTpaTopoM 6esonacHocTn) B LleHTp Permuctpauum.
Mpn xpaHeHun kno4yen Ha HDD MN3BM HeobxoAMMO MCMOAb30BaTh NApPObHYO 3aLUNUTY.
CK3WM MoxeT yHKLNMOHMPOBATb U XpaHUTb K/OYEBYO MHGHOPMaUMIO B ABYX pexmMax:
— B NaMATN NPUSIOXKEHUS;
- B «Cnyx6e xpaHeHUs Kn4eln», pean3oBaHHOM B BUAE CUCTEMHOIO cepBuca.

Knoun HaxoasaTcs B KawWwe A0 3aBeplieHUs NPUIoXKeHUs Uan A0 BbIKIOYEHUS KOMMbloTepa (OCTaHOBKI/I
Cﬂy>K6bI), YTO MO3BOJIAET WUCNONb30BaATb 3aKprTbIVI KoY daXe nocne 3aKpbiTusa KpVIﬂTOFpad)MLIECKOFO

KOHTEKCTa.

OyHKUMOHMpOBaHME u XxpaHeHune knoden CK3U «Kpuntollpo CSP». v 4.0 B «Cnyxb6e xpaHeHus
Knoyen» obecneunsBaeT OOMOMHUTENBHYIO 3aWMTy K/AKOYEeBOW MHMOpMauum OT APYrnx MNPUSIOXEHUN,

BbIMONHAOLWMXCA Ha N3BM, HO MOXET HE3HAaYUTENbHO 3aMeaNnTb npon3BoANTENBbHOCTb CUCTEMDI.

B cnyyae Heob6Xx0AMMOCTM MpOBEAEHUS PEMOHTHbIX W pernaMeHTHbIX paboT annapaTHOW 4acTu
CK3N/COK Heobxoammo obecneyntb HEBO3MOXHOCTb AOCTyNa Hapywutens K Kiao4dyeson wHdbopMmaumu,
cogepxaulencsa B annapaTtHon yactn CK3U/COK. KoHKpeTHbIM nepeveHb Mep Ao/mKeH 6biTb onpeaeneH ucxoas

13 ycnosuii akcnnyataummn CK3U.

4.2.4. YHNUYTOXEHME K0YEeN Ha KJIKOYEBbIX HOCUTENNAX
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Kntoun Ha kntoyesBbIX HocuTenax (Bkawo4vas Touch Memory m cMapT-KapTbl), CPOK AEWUCTBUS KOTOPbIX
NCTEK, YHUYTOXAITCA NyTeM nepedopMaTUpOBaHUA KIOYEBbIX HocuTenen cpeactsamu MO CK3W, nocne 4vero
KJII0YEBbIE HOCUTENN MOMYT MCNOMb30BaTbCA A/ 3aMMCU Ha HUX HOBOWM KJIIOYEBOM MHMOpMauunm.

06 YHMUTOXEHUU KIOYEeN AenaeTcs COOTBETCTBYHOLWASA 3anucb B «XXypHane nosb3oBaTens cetn» (CM.

BepneHwe xypHanos n.8.11).

4.2.5. Bzanmogencrteme c nonb3osartesieM npu pabote C KNOYEBbIMU HOCUTENAMMU

Mpu paboTe c kno4yeBbiMM HocuTenamMm CK3UM MoOXeT MCnonb30BaTb KaKoOM-M60 MNonb30BaTENbCKUM
nHtepderic (UI). OTo MOXeT NponCXoanTb, Hanpumep, npu HeobxoanmmocTn BblbpaTb HocuTenb unun Beectn PIN.
YT106bI OTKNIOUYNTL MOSIb30BATENLCKUIN UHTEPdEeC (HanpuMep, ANsS aBToMaTM3aunm), B HEKOTOPbLIX MPUIIOXKEHUAX
cywecTtByeT onumsa -silent. Takxxe BO3MOXHO 3anpetuTb CK3U oTobpaxaTb MNoNb30BaTeNbCKUI UHTepdelic
rnobanbHO ANns BCex npunoXxeHun Ha pgaHHoMm [MK. [Ons atoro B HacTponkax CK3WM HyXHO 3agaTb napaMeTp
force_silent paBHbIM eanHuue (cMm. Hmxe), force_silent paBHbIM HyNtO BEpHET NoBeAeHMe MO yMosiYaHuo. Ecnu
Xe BbI30Bbl MYHKUMI TpebytoT oTob6paxeHus nonb3oBaTeNbCKoro uHTepdelica, 6yaetr Bo3BpalleHa owwnbka
NTE_SILENT_CONTEXT.

N3meHeHne napameTpa force_silent:

Ona onepaunoHHbIxX cucteM rpynnbl Windows Heo6xoAMMO M3MEHUTb 3HaYeHMe Ki4va peecTpa

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion\Paramete

rs\force_silent (ans 64-6UTHbIX ONEepauUnNOHHbIX CUCTEM),

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\force_silent

(ansa 32-6UTHbIX ONEpauNOHHbIX CUCTEM).

Hactporika CK3U ansa octanbHbix OC OCYyLLeCTBASAETCA C MOMOLbIO YTUAUTbI cpconfig:

./cpconfig -ini "\config\parameters' -add long force_silent 1
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5. Coctas CK3U

NcnonHeHne 2-Base knacca 3awmtbl KC2 BbINOSHEHO B cnefyoweM cocTaBe:

— KPpUMNTOCEPBUC;

— KpunToaparveep;

— MoAy/b ceTeBoM ayTeHTudMKkaunm (Kpuntollpo TLS);

- Moaynb 06paboTku ceptudmkatos n CMS npoTokona;

— YTUAMTa BblpabOTKM BHELLHEN FraMMbl;

— yTUAUTa KOMaHAHOM CTPOKM Ansa wudpoBaHusa dannos;

— YTUANTa KOMaHAHOW CTpOoKK anst paboTbl ¢ ceptudmnkatamm;
— MOAY/b ayTeHTUdMKaunm nonb3osaTens B gomeHe Windows;
— nakeT paspaboTumka Ans mcnonb3oBaHus npotokosios IPsec (IPsec SDK);
— nakeT pa3spaboTtumka ans scrpamBaHma CK3U (CSP SDK);

— MoAyNnb NoaaepxXku nHtepdgenca Mozilla NSS;

— cepBucHble moaynu (cpverify, wipefile, stunnel);

—6M6J'IV|0TeKa, o6ecnet-|MBa}ou.|,a9| noaKnw4yeHmne mn CIJYHKLlMOHMpOBaHMe K/1IOUYEBbIX HOCUTENEN
(RDK)

— 1 DYHKUMOHUPYET B rpynnax nporpaMMHo-annapaTHbIX cpes n.4.

CK3W «KpunTtollpo CSP» v 4.0 dyHKUMOHUPYET Ha O4HOM M3 ABYX YPOBHEN:

— YPOBEHb MPUSIOXKEHUS;
—ypoBeHb aapa OC.

B coctas CK3U «KpunTtollpo CSP» v 4.0 BxoaaT:

— bubnuoTteku dll, cepsuchol, gpansepbl «Kpuntollpo CSP».
— Moaynb ceteBon ayteHTUdmKaumm «Kpmuntollpo TLS».

— Moaynb «Kpuntolpo Winlogon».

— KpunTtorpadunueckuin nutepdenc «Kpmntolpo CSP».

— MporpaMMHbIN gaTtunk cnydarHeix yucen (MACY) ¢ uHcTannsauuen ot dusmnyeckoro ACH
(®OCH) BcTpamBaemoro nporpamMmmHo-annapatHoro komnnekca (MAK) sawutel oTr HCH, BHewHewn
rammbi.

— KOHTpOb LUenoCTHOCTU NMporpaMMHoOro obecneyeHus.
— Cncrema nHxeHepHo-KpunTorpaduieckomn 3anThbl.
— Cncrema 3awmtbl oT HCA (Mcnonb3yeTcsa onumMoHasnbHO).

5.1. CoctaB nogcuctembl COK

Mpunoxexune (MpuknagHoe nporpaMmmHoe obecnevyerHune, ncrnonbaytowee CK3N).

UHTepdeiic SSPI (noaMHOXeCTBO WHTepdelca Kpuntorpaduyeckmx npoTokosoB Secure Support
Provider Interface (SSPI, CryptoAPI v. 2.0) ana peanusauum NpoToKosa ceTeBOM ayTeHTudukaumm TLS v. 1.0

(nog ynpasnennem OC Windows).

Moaynun Hactponkn OC Windows ans obecneyeHuns dyHkumoHMposaHusa CK3U.
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NHTepdelic CryptoAPI 2.0.

CpeactBa Crypt32(Win32,64) pnsa obecneyeHuss paboTbl € cepTudukaTtaMm C  UCMONIb30BaHUEM
nHTepderica CryptoAPI 2.0 yepe3 kpuntorpadpuyeckmin nHtepdenc «Kpuntollpo CSP» noa ynpasneHnem OC

Windows.

CpeactBa CapilLite - ana obecneveHusa paboTbl Cc cepTudukatamMm C WUCNONbL3OBAHWEM WHTepdelica
CryptoAPI 2.0 yepe3 kpuntorpadpunyeckmin nutepdenc «Kpmuntollpo CSP» nog ynpasneHnem OC cemenctea UNIX
(Linux , FreeBSD, Solaris, AIX).

Kpuntorpaduueckun nHrtepdeinc «Kpuntollpo CSP».
LLTaTHble MHTEP(ENCHI KTHOUYEBBLIX HOCUTENEN.

ASN.1 - cuctema KoAMpOBaHUs/AEKOAMPOBAHUSA AaHHbIX B popmaTtax ASN.1.

CoctaB Moaynen CK3W wn nogcucteMmbl nporpammHon COK ang COOTBETCTBYHOWMX MNpPOrpaMMHO-
annapaTHbIX cpel KOoHKpeTusmpyeTcsa B pononHeHusax XTAW.00088-01 91 02, XKXTHAKM.00088-01 91 03,
XKTAKM.00088-01 91 04, XTSN.00088-01 91 05, XKTAN.00088-01 91 06 Kk HacToALWEMY AOKYMEHTY.
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6. ObecneyeHmne KOHTPOISA LEOCTHOCTH

6.1. KoHTponb uenoctHoctn MO CK3U Kpuntollpo CSP

KOHTpOMb LENOCTHOCTU ANCTPUBYTUBa obecrneymBaeTcs npu NoMoLWm yTUAKTLI cpverify.exe, noslyueHHoM

AOBepeHHbIM CNocoboM B COOTBETCTBMUMU C lNMpunoxeHnem 1.

CK3W Kpuntollpo CSP no3sonseT ocyLwWwecTBAATb ANHAMUYECKUIA KOHTPOJb LenoctHocTu MO.
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7. TpeboBaHns No BCTpamBaHMiO N ucnonb3osaHuto MO CK3U

BctpansaHue CK3U B 3awmwaemMblie MHHOOPMALMOHHbIE CUCTEMbI AO/IXXHO NMPOU3BOANTLCS B COOTBETCTBUMA
c lMonoxeHneMm MK3-2005. BcTpaMBaHue [OMMKHbI MPOBOAUTbL OpraHuM3aumu, MMelLlune NUMUEH3UI0 Ha npaso

npoBeAeHns Taknx pabor.

Mpn co3gaHum 3awneHHONn MHPOPMaLMOHHOM CUCTEMbI AO/MKHbI ObiTb onpeaeseHbl MoAeb BO3MOXHbIX
yrpo3 v nonutmka ee 6e3onacHocTu. B 3aBMCMMOCTM OT MONUTUKKM 6e30macHOCTM onpegenserca HeobxoanMbIn
Habop kpunTorpadunyeckmx GOYHKUMIA M OpraHU3auMOHHO-TEXHMYECKUX Mep, peasn3yemblx B CO34aBaeMom

cucrteme.

3alwmTa oT 3aKNafoK, BUPYCOB, MOAMMUKALIMM CUCTEMHOrO U NpuknaaHoro MO goskHa 6bITb obecneveHa

MCNONb30BaHNEM, CPEACTB aHTUBUPYCHOW 3alUnThl U OPraHM3aLMOHHbIX MEPONPUATUIA.

MpaBnna BCTpanBaHusa n ncnonb3oBaHmns CK3U

Mpu BcTpamBaHum CK3U Kpuntollpo CSP B npuknaaHoe nNporpaMMHoe obecneyeHme nam UCnosib3o0BaHum

€ro B CoCtaBe CTaHAAQPTHOIo NpuUKnagHoro MO A0MKHbI BbINOMHATLCA cnegywwme Tpe6OBaHVIﬂ:

1.Mpu MCNoONb30BaHUM OTKPbLITOFO K4Ya wMaM kiodva nposepku SM AomkHbl 6biTb obecneyeHbl ero

aBTOpM3aLUMa, AOCTOBEPHOCTb, LENOCTHOCTb U MAEHTMUYHOCTb C MOMOLLbLIO Npoueayp YA0CTOBEPSAIOLIEro LEeHTpa.

2. Mpn wncnonb3oBaHWW CepTUPUKATOB OTKPbITbIX KYern u kawden nposepku 31, 3aBepeHHbIX
NoAMNUCbI0 AOBEPEHHON CTOPOHbI, A0/MKHa 6bITb obecneveHa 6e3onacHas AoCTaBKa M XpaHeHWe cepTudukaTa
K/lo4a AO0BEPEHHON CTOPOHbI, C WCMOJSIb30BAaHMEM KOTOPOro MPOBEPSAIOTCH OCTasjibHble cepTuduKaTbl KOYeNn

nposepkn Il nonb3oBaTenen.

3. Kpuntorpacdunyeckoe Cpeactso, C MOMOLLbIO KOTOPOro MPOM3BOAMTCSA 3aBEpPeHUE KJIOYEl MPOBEPKU
3l, OTKPbITbIX KIHOYEN WAN CMPAaBOYHUKOB OTKPbITbIX K/OUEN, AOMXKHO ObiTb CEPTUMOUUMPOBAHO MO Knaccy,

COOTBETCTBYIOLWEMY MPUHATON Nonntnke 6e3onacHoOCTu.

4. 0na oT3biBa (BblBOAA W3 AEWCTBMSA) OTKPbITbIX KAKOYENn U Ka4ved nposepkn Sl AOMKHbI
NCMonb30BaTbCs CPEACTBA, MO3BONSAOLME MPOU3BECTU aBTOPM3aUMIO OT3biBaloWwero nuua (B 3TUX Uensx MoxeT
6bITb MCMOSIb30BaH CNUCOK OTO3BaHHbIX CEPTU(UKATOB, 3aBEPEHHbIN I LOBEPEHHOI CTOPOHbI).

5. Mpu Bbi3oBe npuaoxeHmeM yHkumMmM CK3U B NpuKNaaHOM NporpaMMHOM obecrneyeHun AoKHa 6biTh

npeaycMoTpeHa NpoBepka KoAa 3aBEPLUEHUS Bbl3bIBa€MOWM yHKLMK.
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8. TpeboBaHua no 3awmte ot HCA

8.1. O6wme TpeboBaHMa No opraHmsaunm paboTtbl no 3awmte ot HCA

3awuTa annapaTHOro m nporpammHoro obecneyenms ot HCA npu yctaHoBke M ucnosb3oBaHum CK3U
ABMISIETCA COCTaBHOM 4acTbio obwen 3agadm obecnedveHus 6e3onacHOCTM MHGOpPMauum B CUCTEMe, B COCTaB

kKoTopon Bxoant CK3WU.

Hapsagy ¢ npuMeHeHweM cpeactB 3awmtbl oT HCA HeobxoAMMO BbINOSIHEHME npuBeaAEHHbIX HUXE
OpraHM3aunoHHO-TEXHUYECKUX U aAMUHUCTPATUBHbLIX Mep Nno obecneyeHunto npaBuibHOIro CDYHKLLVIOHVIpOBaHVIF!
cpencTts O6pa6OTKVI n nepegayu VIHCbOpMaLI,VIVI, a TaKXe YCTaHOBJIEHME COOTBETCTBYWOWNUX NpaBun AnA

obcnyxuBatlLero nepcoHana, 4onyLweHHOro K paborte ¢ KOHpUAeHUMANbHOW MHPOPMaLMeN.

3awmTta mHdbopmauum ot HCA pomkHa obecneumBaTbCsl Ha BCEX TEXHONOMM4YecKMx dTanax obpaboTku
MHdoOpMauMM M BO BCEX pexuMax @YHKUMOHMPOBaAHMS, B TOM 4YMUCIE MNpU MNPOBEAEHUM PEMOHTHBbIX U

pernamMeHTHbIX paboT.

3awuTa mHdopmauumn ot HC AonxHa npeaycMaTpuBaTb KOHTPOJb 3DMEKTUBHOCTM CPEACTB 3aLnUTbl OT
HCA. DTOT KOHTpOSib [O/DKEH MepuoAMyYecKn BbIMOHATLCA aAMUHUCTPATOPOM 6e30MacHOCTM Ha OCHOBe

TpeboBaHWUI AOKYMEHTAUMM Ha cpeacTBa 3awmTbl oT HCA.

B opraHumsaumun, akcnnyatumpytowen CK3U, ponxeH 6biTb Ha3zHadeH aaMMHUCTpaTop 6e3o0macHoCTU, Ha
KOTOpPOro BO3/aratoTcs 3agaynm opraHmsauum paboTt no ucnonb3oBaHuio CK3U, BbipabOTKM COOTBETCTBYHOLLMX

WHCTPYKUMIA ANS NOoNb30BaTeNen, a TakXXe KOHTpob 3a cobntogeHneM TpeboBaHuin No 6€30nacHoOCTy.

AaMuHUCTpaTOp 6e3onacHocTH He AOMKEH nMeTb BO3MO>HOCTH AocTtyna K

koHdMaeHUManbHoW uHcdhopMaLum Nosib3oBaTeNen.

MpaBoM gocTtyna k paboynm MecTam c yctaHoBneHHbIMM CK3W gomkHbl 06nagaTe TONbKO onpeaeneHHble
L1 3KCn/lyaTtaumu nvua, npoweawmne COOTBETCTBYHOLLYIO MOAroToBKY. AaMmMHMCTpaTop 6e30macHOCTU [O0JSIXKEH
03HaKOMUTb KaXxaoro nosnb3oBaTtens, npuMmeHstowero CK3W, c gokymeHTaumen Ha CK3U, a Takxke c gpyrumm

HOpMaTUBHbIMW AOKYMEHTaMWN, CO34aHHbIMU Ha eé ocHoBe.

8.2. TpeboBaHMs NO pa3MeLLEHNIO TEXHUYECKMX CPeacTB C yCTaHOoBeHHbIM CK3U

Mpwn pa3sMeweHnn TeEXHUYECKNX CPeACTB C yCTaHOoBNEeHHbIM CK3W:

— [omxHbl 6blTb MPUHSTHI Mepbl MO UCKIOYEHUIO HECAHKLUMOHWMPOBAHHOIO AOCTYMNa B MOMELUEHMs, B
KOTOpbIX pa3MelleHbl TEXHUYECKME CpeAcTBa C YCTaHOBMEHHbIM CK3W, MOCTOPOHHMX fuu, MO pody CBOEM
OESATENBHOCTU He  SABMSIOWMXCA MEepCcoHasoM, JAOMylWeHHbIM K paboTe B 3TMX MoMeweHusax. B cnydae
Heo6X0ANMMOCTUN NMPUCYTCTBUSA MOCTOPOHHUX UL, B YKa3aHHbIX MOMELLEHMAX AOMKEH 6biTb 06ecrnevyeH KOHTPOJb
3a UX AeUCTBUSIMM M obecrneyeHa HEBO3MOXHOCTb HEraTUBHbIX AENCTBMIA C MX CTOpPOHbI Ha CK3U, TexHuuyeckue
CpPeAcTBa, Ha KOTopbIX 3KkcnyaTupyetcs CK3M 1 3awmwaemyto nHdopMaumio.

— JonxHbl 6bITb MPUHATLI MEPbI, UCK/IOYalOWME HECAHKUMOHNUPOBAHHOE BCKPbLITUE KOPMNYCOB U CPeacTs,

BXoAsALWmMX B coctaB CK3W.

— BHyTpeHHsis nnaHWpoBKa, PacriofioKeHUe M YKOMMIEKTOBAaHHOCTb paboumx MecT B MOMeLeHUsIX
AO/MKHbI obecrneunBaTb UCMONHUTENSIM paboT, COXPaHHOCTb AOBEPEHHbIX UM KOH(pUAEHUMANTbHBIX 4OKYMEHTOB U

CBeleHW, BKoUas KoUYeByo MHdopMaLMIo.

18



XKTAN.00088-01 95 01. KpunTtollpo CSP. MNpaBuna nonb3osBaHus

— PasmewieHne CK3U «Kpuntollpo CSP» Bepcus 4.0 B noMelleHUsAX, B KOTOPbIX OCYLECTBASETCA
obpaboTtka MHdOpMauum, coaepxawen CBeAeHUSs, COCTaBNSOWME rOCyAapCTBEHHYH TalHy, OCYLECTBNSETCS

YCTaHOB/1IEHHbIM MOPAAKOM.

— CK3N «Kpuntollpo CSP» Bepcusa 4.0 BBOAUTLCSA B 3KCMJyaTauumio U BbIBOAUTCS M3 3dKCNayaTauuum B

COOTBETCTBMU C AIOKYMeHTauunen Ha CK3N.

8.3. TpeboBaHunsa no ycraHoske CK3U, obwecncremHoro n cneymanbHoro MO Ha M2BM

1. M2BM, Ha «koTopbix wucnonb3dyercs CK3W, pomkHbl 6biTb  gonyuweHbl ans  o6paboTku
KoHduMaeHUManbHOM MWHpOpMauMn no Aencteywwmm B Poccuinickon ®depepaunm TpeboBaHMSAM MO 3aluute
nHdOpMaUnmM OT YTEUKN NO TEXHWUYECKUM KaHanam, B TOM 4ucie, no kaHany ceasmn (Hanpumep, CTP-K), c yyeTom
MoZenn yrpo3 B MH(pOPMauUMOHHOM CUCTEME 3aKa3uMKa, KOTOpbIM AO/IHKHO mnpoTuBocTosaTb CK3U «Kpuntollpo
CSP» Bepcus 4.0.

2. NHctannauns CK3U «Kpuntollpo CSP» Bepcums 4.0 Ha paboumx MecTax [AO0SHKHA MNpPOM3BOAUTLCS

TOJIbKO C AUCTPpUBYTMBA, NOJTYYEHHOIO MO AOBEPEHHOMY KaHany.

3. K ycraHoBKe 06LWWEeCMCTEMHOrO W ChneumanbHOro nporpaMMHoro obecneyeHusi, a Takxe CK3U
«Kpuntollpo CSP» Bepcus 4.0, gonyckawTca navua, npoweawime COOTBETCTBYHOLWY NMOANOTOBKY UM U3yyuBLUME

OOKYMeHTauuto Ha cootBeTcTByowee MO n Ha CK3U.
4. Mpwu yctaHoBKe nporpaMMHoro obecneyeHmnsa CK3MN «Kpuntollpo CSP» Bepcus 4.0 cnepyert:

5. Ha TexHuuyeckux cpeacTtBax, npeaHasHayeHHbiXx ana pabortbl ¢ CK3W, wucnonb3oBaTb TONLKO

NMNUEH3NOHHOE NporpaMMHoe obecneveHune CbMpM - U3roToBUTENEMN.

6. Mpwn ycraHoBke MO CK3U Ha MN3BM pomxeH 6biTb o6ecrnedeH KOHTPOJb LE/IOCTHOCTU U AOCTOBEPHOCTb

pnctpnbytnesa CK3U n coBmecTHO nocTtaensaembix ¢ CK3M komnoHeHT COK.

7. Ha M2BM He pomxHbl yCTaHaBnuBaTbCs cpeacTBa paspaborku MO u oTtnagumkn. Ecnn cpeactsa
OT/IaAKM NPUNOXEHUIN HYXHbI ANS TEXHOMOrMYecknx notpebHocTen opraHusaumm, To UX UCMOAb30BaHME AOKHO
6bITb CaHKUMOHMPOBAHO aAMUHMUCTpPATopoM 6e3onacHocTu. [pn 3TOM AO0/MKHbI ObITb peanuMsoBaHbl Mepbl,
NCKoYaoLWwme BO3MOXHOCTb MCMNOMb30BaHUA 3TUX CPeACTB A9 pefakTMpoBaHusa koga v namatm CK3U um
npunoxennn, ucnonbdywwmnx CK3W, a Takxke ana npocmoTpa koga u namatu CK3UWM un npunoxeHun,
ncrnonb3ytowmx CK3W, B npouecce obpabotkm CK3WN 3awmuwaemon uHdbopMauum u/mnan Npu 3arpyxeHHOMN

KJII04EBOM MHpOpMaLum.

- MNpepycMoTpeTb Mepbl, UCKAOYaloWwmMe BO3MOXHOCTb HECAaHKLMOHMPOBAHHOIMO He Ob6HapyXuBaemoro
W3MEHEHMS anmnapaTHOM 4YacTu TeXHUYEeCKUX CpPeacTB, Ha KOTopbiX YycTaHoBneHbl CK3W (Hanpumep, nyTtem

oneyaTtbiBaHMSA cMCTEMHOro 6510ka 1 pas3bemos MOBM).

—lMocne 3aBepleHns npouecca YCTaHOBKU [AOSDKHbI 6bITb BbIMNOSIHEHDI AEVICTBMH, Heobxoanmble ans
OCyLlecTBJIEHUA NeEPUNOOANYECKOIo KOHTPOIA LENOCTHOCTUN YCTAHOB/NEHHOIO MO CK3W, a takxe ero OKPY>XEHNA B

COOTBETCTBUM C AOKYMEHTauunen.

- MporpamMMHoe obecnedyeHne, ycTaHaBnmBaemoe Ha [IOBM ¢ CK3M He [O/MKHO coaepxaTb

BO3MOXXHOCTEN, NO3BOJISIOWMNX:
= MOAMMDUUMPOBaTb COAEPXKMMOE NPON3BOJIbHBIX 06nacTen nNamsTu;
= MOAMMdMUMpPOBaTbL COBCTBEHHbIM KOA M KOA APYTMX NOAMNPOrpamm;

= MOANDUUMPOBATbL NaMsTb, BbIAENEHHYO ANs APYTMX NOAMNPOrpamMm;
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* NepeAaBaTb yrnpasieHne B 061acTb COBCTBEHHbIX AAHHbIX U AAHHbIX APYrMX MOAMNPOrpamM;

* HECAaHKUMOHMPOBAHHO MoAUGMUUMPOBaTL (ainbl, coaepXalme WCMHoMHsAEMble KoAbl MpU  UX

XPaHEHUN Ha XXECTKOM AUCKE;
* MOBbIWATb NPeAOCTaBNEHHbIE NPUBUNErNN;
= MogmdunumpoBaTb HacTpolikn OC;

* UCMOJIb30BaTb HELOKYMEHTUPOBaHHbIE hUPMOit-paspaboTunkom dyHkumumn OC.

8.4. Mepbl No obecneyeHuto 3awmnTtbl oT HCA

Mpu ncnonbzoBaHnm CK3M A0/KHbI BbIMOMHATLCS Ceayolme Mepbl No 3awmte nHdopmaumm ot HCA:

- HeobxoamMo paspaboTaTb U NPUMEHUTb MOSNTUKY Ha3HayeHMs U CMeHbl naponen (Ans sxopa B OC,
BIOS, npu wudpoBaHUn Ha napone u T.A.), UCMOb30BaTb PUNLTPLI Napofiiert B COOTBETCTBUM CO CleAyoLWnMm

npaBuIamMu:
— ANIMHa Naposs AoMXHa 6blTb HE MeHee 8 CUMBOJIOB;

— B 4uncne CuUMMBOJZIOB nNapond obsi3aTenbHO  A0NXKHbI NMPUCYTCTBOBATb 6YKBbI B BEPXHEM WU HWXHEM

pernctpax, umdpbl n cneunanbHble cumBonbl (@, #, $, &, *, % 1 1.n.);

— Napojib He AO0JIXKeH BKAKO4YaTb B cebsa nerko BblYMCISiIEMblE COYETaAHNS CUMBOJIOB (I/IMeHa, (baMVIJ'II/II/I nT.

A.), a Takxe obwenpuHaTble cokpawenmsa (USER, ADMIN, ALEX u T. 4.);

—rMpu CMeHe raposidi HOBOE 3HauyeHWe [AO/DKHO OTNM4YaTbCs OT rnpeablaylwero He MeHee 4yeM B 4-X

nosnuunsax;
— JINYHBIN napoJsib Nonb3oBaTe/lb HE UMEET MNpaBa coobwatb HUKOMY,

— NepnoanvyHOCTb CMEHbI Maponia onpeaensaeTcs I'IpVIHﬂTOVI MOANTUKOMN 6630I'IaCHOCTVI, HO HE€ A0J1XKHa

npeBbIilWaTb 6 Mecsues.
— YKa3aHHaa NoJnTuKa obs3aTenbHa ans Bcex YYETHbIX 3anV|ce171, 3aperncTpnpoBaHHbLIX B OC.

— cpeactBamum BIOS pgomkHa 6bITb UCKIOYEHA BO3MOXHOCTb paboTbl Ha MN3BM c CK3W, ecnn Bo BpeMsi eé

HavyanbHOWN 3arpy3sku He nNpoxoadaT BCTPOEHHbIE TECThI.

— aAMUHNCTPATOp 6e3onacHoCcTn (ECJ'IM OH MMEETCH) HECET NepCoHa/IbHYK OTBETCTBEHHOCTb 3a XpaHEHKNE

JIMYHbIX KJTIOYEBBLIX HOCUTENEN NOSb30BaTeNen.

3ANPELLAETCA:

— 0CTaBNsATb 6€3 KOHTPOSS BblUMC/IUTENbHbIE CPEACTBA, Ha KOTOpbIX akcnayatupyetrca CK3W (B ToMm

ynucne cMapT-KapTbl), Nocie BBoAa Kaoyeson nHdopmaunm nmbo nHon koHdbduaeHumanbHom nHbopMmaunm;
— BHOCUTb Kakue-nmbo namMeHeHns B nporpamMmHoe obecneyeHne CK3U;

— ocyulwecTBnaATb HECaHKUMOHMPOBaAHHOE aAMWUHUCTPATOPOM 6e3onacHocTn KonnpoBaHue KK4YEBbIX

HocuTenen;

— pa3rnawaTtb coAepXXumoe HOCUTENEN KIH4YEeBOWN VIH(DOpMaLI,MM nnn nepegasaTtb CaMm HOCUTENU NULaM,
K HMM He [AonyWweHHbIM, BbIBOAUTb KMKYEBYHO VIHd)OpMaLI,VIIO Ha ,qmcnneﬁ, NPpUHTEP W T.M. WUHbIE CpeacTBa

oTo6paxkeHus nHdbopMaumu;

— UCMOJIb30BaTb KJIIOUYEBbLIE HOCUTENM B pPEXMMAX, He NpeayCcMOTpeHHbIX dyHKUMoHMpoBaHmeM CK3U;
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— 3aMnCbiBaTb Ha K/lOYEBble HOCUTENM MOCTOPOHHIOK MHGbOPMaLMIo;

AaMUHUCTpaTop 6€30MacHOCTU AO0/HKEH CKOHMUIrypupoBaTb OMepauMOHHYI0 CUCTEMY, B cpeae KOTOpoW
nnaHupyertcs wucnons3osatb CK3W, U oOCylWEecTBAATbL MNEPUOAMYECKUI KOHTPOAb CAEMaHHbIX HAcTpoeK B

COOTBETCTBUUN CO Ceayrowmnmm Tpe6OBaHVIFIMVI:
— He NCnonb30BaTb HECTaHAApPTHbIE, U3MEHEHHbIE UK OoTnagouHble Bepcumn OC.

— UCKII0YUTb BO3MOXHOCTb 3arpy3ku u ucnosnb3oBaHnsa OC, OTAMYHON OT NMpeAyCMOTPEHHOM LITATHOWM

paboToii.

— UCKJTOYNTb BO3MOXHOCTb yAa/l€HHOINo ynpaBl€eHusd, aAMUHUCTPUPOBAHUA U MO[J,VICbVIKaLI,VIVI OC un eé

HacCTpoeK.
— Ha N3BM pomxkHa 6bITb YyCTaHOB/IEHA TO/IBKO OA4Ha OnepauuoHHas cucrteMa.
— NMpaBoOM yCTaHOBKK K HacTponkn OC n CK3U gomxkeH obnagatb TOAbKO agMMHUCTpaTop 6e30macHoCTy.
— BCE Hencnosb3yeMmble pecypcCbl CUCTEMbl HEOH6XOAMMO OTKAOUNTL (MPOTOKONbI, CEPBUCHI U T.MM.).
— pexumbl 6esonacHocTn, peanmsoBaHHble B OC, AO/MKHbI 6bITb HACTPOEHbI HA MaKCUMalbHbIN YPOBEHbD.

— BCeM noJsib3oBaTtendaM u rpynnam, 3apernMctpMpoBaHHbIM B OC, Heo6X0AMMO Ha3HaA4YUTb MUHMMANbHO

BO3MOXHblE AN HOpMaJ'IbHOVI pa60TbI npasa.

— He06X0AMMO MpeayCMOTPETb MEpbl, MaKCMMasbHO OrpaHuM4YMBaOLWMeE AOCTYN K CleAyHolMM pecypcam
cucTeMbl (B COOTBETCTBYIOLLMX YCNOBUSIX BO3MOXHO MOSHOE YyJalieHMe pecypca Wu ero Hemcrnosib3yeMmomn

yacTtmn):
= CUCTEMHbIN peecTp;
= hainbl U KaTanoru;
" BpeMeHHble dalinbl;
" XXYpHanbl CUCTEMbI;
= halinbl NoAKayKu;
» KaWwmnpyemas nidopmaumsa (Naponvm un T.m.);

» oTnago4vHas nHdbopmaums.

Kpome TOro, Heob6xoanMMo opraHuM3oBaTb CTUpaHue (MO OKOH4YaHWW ceaHca paboTbl CK3M) BpeMeHHbIX
dannos n dannos noakavkm, opMmpyembix uan moambuumpyembix B npouecce pabotbl CK3W. Ecnm 370 He
BbIMOIHUMO, TO HA XXECTKWUWA AUCK AO/KHbI PacnpoCTPaHATbCA TpeboBaHWA, MpeabsBhAsSEMble K KAHYEBbIM

HOCUTENAM.

— [AOJIKHO 6bITb MCKJIKOYEHO nonajaHue B CUCTEMY NporpamMMm, No3BondrOWKMX, NoJb3yACb owmnbkamm 0C,

MoBbIWaTb NPeAoCTaB/IEHHbIE NMPUBUNETUN.

— HeobxoAMMO perynsapHo ycTaHaBMBaTb NakeTbl 06HoBNeHUs 6e3onacHocTn OC (Service Packs, Hot fix
M T.N.), OBHOBNSTb AHTUBMpPYCHble 6a3bl, a Takxe uccnefoBaTb WMHGMOPMaUMOHHbIE pecypcbl MO BOMpocaM
KOMMNbOTEPHON 6€30MacHOCTU C Lesbld CBOEBPEMEHHOW MWUHMMM3ALMM OMACHbIX MOCNEACTBUIA OT BO3MOXHOMO

Bo3aencTena Ha OC.

— B cny4ae noakntoyvenms MIBM ¢ yctaHoBneHHbIM CK3U k 06LeaoCTynHbIM CETSM Nepeaayn AaHHbIX,

Heo6Xo0ANMMO WCK/TOUYUTb BO3MOXHOCTb OTKPbLITUS M UCNONMHEHUS (aiioB M CKPMNTOBbIX 06bekToB (Hanpumep,
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JavaScript, VBScript, ActiveX), monyyeHHbIX M3 06WeEnOCTYNHbIX CETeN nepenadn AaHHbiX, 6e3 npoBeaeHus
COOTBETCTBYHOLWMX NMPOBEPOK Ha NMpeaMeT CcoAepXKaHMsa B HUX MPOrpaMMHbIX 3aKnagoK U BUPYCOB, 3arpyaemblX

n3 CeTu.

— npun ucnonb3oBaHnm CK3W Ha M3BM, noakfOYeHHbIX K 06wenoCTynHbIM CEeTSM CBS3M, C Lesblo
WCK/TIOYEHNS  BO3MOXHOCTM  HECaHKUMOHMPOBAHHOIO AOCTyna K CUCTEMHbIM pecypCaM  WCMoJib3yeMblX
onepauMoHHbIX CUCTEM, K MpOrpaMMHOMy obecneyeHuto, B OKpYXeHWU KoToporo dyHkumoHmpytoT CK3U, n k
koMnoHeHTaM CK3W cO CTOpPOHbI yKa3aHHbIX CEeTeW, AOJIKHbl WCMNOAb30BaTbCSA AOMOJSIHUTENIbHbIE METOoAbl U
cpeacTeBa 3awmMTbl (HanmpuMmep, yYCTaHOBKa MeXCeTeBblX 3KpaHoB, opraHusauus VPN ceten un T1.M.). MNpn 3TOM
npeanoyTeHne AO/MKHO OTAaBaTbCA CPeAcTBaM 3aluuThbl, MMewLwmMMm cepTuduKaT YynosHOMOYEHHOrO opraHa no

cepTudukaumu.

OpraHvM3oBaTb W MCMOSb30BaTb CUCTEMY ayAWTa, OPraHU30BaTb PEry/spHbIA aHanvM3 pe3ysibTaToB

ayauTa.

— OpraHu3oBaTb W UCMOMb30BaTb KOMMIEKC MEPONPUSATUA aHTUBUPYCHON 3aLLUTHI.

— AO/MKHO 6bITb 3anpeleHo ncnonb3osaHme CK3U ang 3awmTbl peyeBon MHdpopMauum.

— AO/MKHa 6biTb 3anpeweHa pabota CK3UM npu BkAYeHHbIX B M3BM wTaTHbIX CpeAcTBax BbiXoda B
pagnokaHan.

— Mcnonb3oBaTtb KUK CBbIlWe CpoOKa, YKasaHHOro B Hactoduwmx npasunax.
— OCyLWlecCcTB/14ATb HECAHKLUMNOHNPOBAHHOE KOMNMMpOBaHUE Ko4eBbIX HOCUTENEeN.

— pa3rnawaTtb coaep>xxumoe HOCUTENEN KIH4YEeBOWN VIHCbOpMaLI,MM nnn nepenasatb CaMmM HOCUTENN NNLaM,
K HUM HE AO0NyLWeEHHbIM, BbIBOAUTb K/IHOYEBYHO VIHd)OpMaLI,VIIO Ha aucnnaen um NpUHTEP (3a NCKNTIOYEHNEM CNly4aeEB,

npeayCcMOTPEHHbIX AaHHbIMU NpaBunamn).

— BCTaBNATb KJIOYEBOW HOCUTENDb B YCTpOVICTBO CUUTbIBAHNA B peXUMaX, HE NPEAYCMOTPEHHbLIX WTATHbIM

PEXNMOM MUCMOJIb30BaHUA KJTIOYEBOI0O HOCUTENA.

- noaknyate K M3BM gononHUTENbHbIE YCTPOMCTBA UM COEAMHUTENN, HE MPeAyCMOTPEHHbIE LITATHOM

KOMMJeKTauuen.

— pa6oTaTb Ha KOMMbIOTEPE, €C/N BO BpeMs ero HayasbHOW 3arpy3ku He MpPOXOAMT BCTPOEHHbIN TecT

03Y, npeaycMoTpeHHbI B [MOBM.
— BHOCUTb Kakme-nmbo naMmeHeHus B nporpamMMHoe obecnedeHne CK3U.
— U3MEHSATb HaCTPONKM, YCTAHOBJIEHHbIE Nporpammoin yctaHoBkn CK3W nnm agMMHUCTPaToOpoM.
— NCNoNb30BaTb CMHXPOMNOCHISIKK, BblpabaTbiBaeMble He cpeacTsamm CK3N.
— obpabaTbiBaTb Ha M3BM, ocHaweHHon CK3U, nHdpopmaumio, coaepxxallyto rocyAapCTBEHHYIO TalHy.

—uncnonb3oBaTtb 6HbiBlIME B pa60Te K/IlOYEBblE HOCUTENM ANs  3anucu  HOBOW MHCbOpMaLI,VIVI 6e3

npeaBapuTENbHOIO YHUUTOXEHNS Ha HUX KAoYeBon nHdopmMauum cpeacrteamm CK3U Kpuntollpo CSP.
— OCYLEeCTB/ATb HECAaHKLMOHWPOBAHHOE BCKPbITUE CUCTEMHbIX 610K0B MN2BM.

— MPUHOCUTb U MUCMONb30BaTb B NMOMELLEHUMN, rae pa3melleHbl cpeactea CK3U, pagmnotenedoHbl 1 Apyryto

pagvonepefaioLyto annapaTypy (TpeboBaHWe HOCUT peKoMeHAaTeNbHbIA XapakTep).

PekomeHpyeTca annapaTtypy, Ha KoTopon ycTtaHaBnuaetca CK3W, npoBepuTb Ha OTCyTCTBUE

annapaTHbIX 3aKsiagok.
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8.5. [lencTtBus Npmn KOMMNpoMeTaummn Kir4en

B cnyyae kommnpoMeTauum Kaw4ven no dakTy KOMMpoMeTauum A0/KHO 6biTb MpoBeAeHO cnyXxebHoe

paccneaoBaHue. CKOMI'IpOMETVIpOBaHHbIe KIHOYN BbIBOASTCS U3 AENCTBUS.

BbiBeaeHHble U3 AeNCTBUS CKOMIMNPOMETUPOBAHHbIE KNKOYEBbIE HOCUTENN NOCTE NpoBEAEHUA C}'IY)KE6HOI'O

paccneaoBaHUsa YHUUTOXXAKOTCA, O 4UeEM AeslaeTCa 3anuncb B <<>KypHane nonb3oBaTens CeTun>»,
CKOMI'IpOMeTVIpOBaHHbIe KJTIO4UKM noAanexat 3aMeHe.

MoapobHble AeNCTBUA NpM KOMNpOMeTauuu Ki4Yen onucaHbl B n. 6.8 gokyMeHTa «XTAW.00088-01 91

01. PykoBoACTBO agMmHuUcTpaTopa 6e3onacHoctu. Obuwas yacTb.»

8.6. TpeboBaHusa no nogkntoueHuto CK3UN ana paboTtel No o6Wen0CTyNHbIM KaHanam
nepenayn AaHHbIX

1. Mopsagok noaknoyeHns CK3UW Kk KaHanaMm CBs3M A0/HKeH ObiTb onpeaeneH 3KCnayaTUpyroLlen
opraHusauuen. JInuom, oTBeTCTBEHHbIM 3a 6e3onacHocTb paboTbl CK3UM no obwenocTynHbiM KaHanam, Kak
npaBmno, fomkeH 6bITb agMMHUCTpaTop 6e3onacHoOCTy.

2. Mpwn noakntoyeHnn CK3N k obwenocTynHbIM KaHanaM nepefadun AaHHbIX AomkHa 6biTb obecneveHa
6e30nacHOCTb 3almnLeHHON CBA3KU. py 3TOM A0/MKHbI 6bITb ONpeaesneHsbl:

— Mopspok noakntodeHns CK3M k kaHanam.

— Jlnuo, oTBeTCcTBEHHOE 3a 6e30nacHOCTb paboThbl Mo 06WenOoCTYNMHLIM KaHanaM.

— Pa3paboTaH TMNOBOW pernaMeHT 3alMLEHHON CBA3W, BKIKOYAKOLWNIA:
" NONUTUKY 6€30MacHOCTM 3alMLLEHHON CBA3N.

. LI,OHYCTMMbIVI COCTaB NpuKnagHbIX NpOrpaMMHbIX CpencTs, A1 KOTOPOro AOJIXKHO 6bITb MCCiefoBaHo

M 060CHOBaHO OTCYTCTBUE HEMrATUBHOIO BJIMAHUA Ha CK3M no KaHany nepeaayn AaHHbIX.
" repeyvyeHb 40NyCTUMbIX CETEBbIX MPOTOKOJIOB.
" 3alLNTy CETEBDbIX coeanHeHuMn (nepequb AO0NYCTUMbIX CETEBbIX 3KpaHOB).

= CMCTEeMa M CpeacTBa aHTMBUPYCHOM 3alUnTHI.

3. MNepeyeHb cTaHaapTHbIX cpeactB OC, MOXET BK/OYaTbCS aAMWMHUCTPATOPOM B TUMOBOW pernamMeHT
6e3 npoBeneHMa AOMOAHUTENBHbIX MWCCNEeAOBaHMM MO oueHke uXx BanaHus Ha CK3W. Tpu 3TOM A0MXKHBbI
BbINOMHATLCS:

— cBOeBpeMeHHoe 06HOBeHNe NPOrpaMMHbIX CPEACTB, BK/IKOYEHHbIX B COCTaB perjiaMeHTa.

— KOHTpO/b cpeabl PyHKUMOHUpoBaHusa CK3U.

— onpeaenieHne u KOHTPOJ/b 3@ UCMOJIb30BaHNEM CETEBbIX MPOTOKOJIOB.

- cobnioageHune npasun nonbsosaHusa CK3U u cpeport dyHkumMoHnposaHus CK3U.

4. JonxeH 6biTb obecnedyeH OpraHM3auMOHHO-TEXHUYECKUI KOHTPOJSIb 3anpoCcOB Ha YCTaHOBJIEHWE
coegnHeHna aboHeHTOB MO npoTtokony TLS ¢ wucnonb3oBaHMEM 3dEMEpPHbIX KI4Yer, WCKYaoWwmnx

BO3MOXHOCTb MCNOSIb30BaHNa aboHEHTOM He cBouX aTpubyToB coeanHeHus (Takue, kak Client_Id u T.n.).

5. Mpu wucnonb3oBaHun CK3U c ApyrMMu CTaHAapTHbIMW MPOrpaMmMHbIMU CPeACTBaMW, BO3MOXHOCTb
nogkntoueHmns CK3UM k obwenocTynHbiM KaHanaMm nepefadu AaHHbIX A0/MKHA 6biTb onpeaesieHa TOMbKO Mocse
npoeeaeHna AONOJTHUTENbHbIX MCCﬂeAOBaHMVI C OLI,EHKOVI HEBO3MOXHOCTU HErATUBHOIO BJZINAHUA HapylwinTensd Ha

dyHKumoHmnpoBaHme CK3U, ncrnonb3ytowero BO3MOXHOCTM 06LLeA0CTYMHbIX KaHanoB.
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6. MNpu ycTaHoBKE NapaMeTpoB, MO3BOMAOLWMX CO34aBaTb COEANHEHMUS, OT/IMYHbIE OT KpunTorpaduyecku
3alWMLLEHHbIX, B COOTBETCTBUU C HacTosawmMMm npasunamu (TLS Ha ocHoBe cepTudmkaTos kaoven FOCT P 34.10-
2001), AonxHbl 6bITb MPUHATLI MEPBI, UCKOYaloWme yTeuky Tpebyrolen 3awmnTbl tHOOpMaUnm C 3anaemoro
obbekTa MHdbopmauumn. NMpoBepka AOCTAaTOYHOCTU MPUHATLIX MEp 3allMTbl NMPOBOANTCS MpW aTTecTauuu obbvekTa

nHdpopmaTtusaumm ¢ CK3M no tpeboBaHuam nHbopmMaumoHHon 6e3onacHoCTy.

8.7. TpeboBaHuMsa no ncnonb3oBaHmio B CK3M nporpaMMHO-annapaTHbIX CpeACTB 3alunTbl OT
HCO

B kauyecTtBe nporpaMMHo-annapaTHbiX cpeacTB 3awmTtbl oT HCA B CK3M MOXeT Mcnonb3oBaTbCs
CepTUPUUMNPOBAHHbIN 31EKTPOHHbIN 3aMoK «Cobosib», NnporpaMMHo-annapaTtHblin koMmniekc «KPUMTOH-3AMOK>,
AMA3 «Akkopa» n ANMMA3 «MAKCUM-M1».

8.7.1. DNeKTpPOHHbIN 3aMoK «Cobonb»

Cucrema 3HeKTpOHHLIﬁ 3aMOK npeaHa3HadeHa Anas opraHm3aumnm 3aluTbl KOMMbKOTEpPaA OT BXOoAa
MOCTOPOHHUX nosib3oBaTesnen. Mon MOCTOPOHHUMMU nonib3oBaTensaMun MOHMMaAlOTCA BCe nnua, He

3aperucTpmMpoBaHHble B cucteMe JJIeKTPOHHBINA 3aMOK Kak Mnosib30BaTeny AaHHOrO KOMMboTepa.

DNeKTPOHHbIN 3aMOK «Cob0onb» ncnonb3yeTcs Ha nnaTtdopmax
» Windows (nnatdopma IA32);
» Linux (nnatdopma IA32);
= FreeBSD 7/8/9/10 (nnatdopma IA32);
= Solaris 10/11 (nnaTtdopma IA32).

DNeKTPOHHbIN 3aMok «Cobonb» obecneumBaerT:

— pernctpauuio nosib3oBaTefniell KOMMbioTEpPa WM HasHayeHWe WM MepcoHasnbHbIX WMAEHTUHUKATOPOB W
naposen Ha BXOZ4 B CUCTEMY;

— 3anpoc NepcoHanbHOro naeHTU@MKaTopa M Naposns Noab3oBaTeNs Npu 3arpy3ke KOMNbOTEPa;

— BO3MOXHOCTb 6/10KMpOBaHMs BXoAa B CUCTEMY 3aperMcTpupoBaHHOroO Nosib30BaTeNs;

— BeleHMe CUCTEMHOI0 XypHana, B KOTOPOM MpOM3BOAMTCS perncrpaumns cobbiTuin, MMelLWwmnx oTHOWeHNEe
Kk 6e30MacHOCTN CUCTEMBI;

— KOHTPO/b L€NIOCTHOCTM (halinioB Ha XecTkoM ancke (Tonbko B OC Windows);

— KOHTPOJIb LEeNTOCTHOCTU (DU3NUYECKMX CEKTOPOB XecTKoro ancka (toneko B OC Windows);

— annapaTHy 3alunTy OT HECAHKLMOHWPOBAHHOM 3arpy3ku OonepauMoHHON CUCTEMbl C TMOKOro amMcka u
CD-ROM pucka.

YcTaHOBKa M HacTpoliKa 3NeKTPOHHOro 3amMka Ha APM nonb3oBaTens AO/MKHA NpOM3BOAUTBHCS B
COOTBETCTBUM C 3KCMAyaTauMOHHOM AOKyMeHTaumen. Mepen akcnnyaTaumen a1eKTPOHHOMoO 3aMKka B coctaBe APM
nonb3oBartens HeobxoAMMO O0O3HAKOMUTLCSA C KOMMIEKTOM fAOKyMeHTauun (B COOTBETCTBMM C MNACMOpPTOM
YBAJ1.00300-04 NC/ KBOAX.468243.067 TY) Ha AaHHbIN KOMMMEKC N MPUHATb PEKOMEHAYEMbIE B AOKYMEHTauMn

3allNTHblIE OpraHn3aunoOHHbIE MEpPBbI.
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HacTpoiika 3neKTpoHHOro 3aMKa Ha TpebyeMyl KOHMUrypauuio BbIMOMHAETCS aAMUMHUCTPATOPOM
6e3onacHocTM. HacTpolika [o/XHa WCKIYaTb BO3MOXHOCTb BMeLllaTeNbCTBa MOJb30BaTeNs B MPOLECChHI

3arpysKu onepauMoHHOM cUCTeMbl U NpukiagHoro MO “ NpoBEpPKU LeTOCTHOCTU MPOrpaMMHON cpebl.
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9. YcTtaHoBka anctpmbytmusos MO CK3U

YcraHoBka MO «Kpuntollpo CSP» Bepcus 4.0 B 3aBUCUMMOCTM OT MWCMOSAb3yeMON NNaTdOpMbl
NMPOM3BOANTCSA B COOTBETCTBUMU C AonosiHeHusaMn XKTAN.00088-01 91 02, XTAN.00088-01 91 03, XXTAN.00088-
01 91 04, XTAKN.00088-01 91 05, XKTAM.00088-01 91 06, k pokyMeHTy XTHAMN.00088-01 91 01. KpunTollpo
CSP. PykoBoAcTBO agMuMHuMcTpaTtopa 6e3sonacHoctn. Obwas 4yactb».

YctaHoBka pguctpmbytmea Kpuntollpo CSP posmkHa Npou3BOAMTBLCA MNOSb30BaTEsIEM, MMEKLWMM MpaBa
agMMHUCTpaTopa.

MNepen yCTaHOBKOW HeO6XOAMMO OCYLLECTBUTb KOHTPOJSIb  LIEMIOCTHOCTUM  YCTAHOBOYHbIX MOAYJeN

ANCTPUBYTMBA NpuU MOMOLLM YTUNUTBLI cpverify.exe, Bxoasllei B coctas anctpmbytmea CK3UM KpunTolpo CSP.
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10. HewTaTHble cuTyaumm npu akcnayataumm CK3U

Hwuxe npueeneH OCHOBHOM nepe4vyeHb HeWTaTHbIX cwryau,mﬁ M COOTBETCTBYlOLLME aencremns nepcoHana

npn nxX BO3HUNKHOBEHUMN.

Tabnuua 1 - [lencTBus NepcoHasna B HELTATHbIX CUTYaUUsAX

N°n/n | HewTaTHas cuTyauus [encTemsa nepcoHana
OcTtaHoBuUTb BCe DBM.
MepcoHan, umerwmn AoCTyn K Katoyam, obs3aH caaTb BCe uMetowmecs y
HEro B Ha/lM4YuM KJo4YeBble HOCUTENN aaMUHUCTpaTopy 6e3onacHocTu.
AaMuHMUcTpaTop 6€30MacHOCTM YNaKoBbIBAET BCE K/llOUEBbIE HOCUTENN,
pPErncTpaumoHHbIE KAapTOUKM CePTUMMKATOB OTKPbLITbIX Kitoven
DBaKyauus, yrposa nonb3oBartenen, ceptnudukaTtol kKaoven nposepkn Il nonb3oBaTenen B
HanajeHus, B3pbiBa U oneyaTbIBAaeMbIN KOHTEHep, KOTOPbIN BbIHOCUT B 6e30nacHoe nomelleHune
T.M., CTUXMHbIE nnn 3aaHne. OneyaTaHHbIN KOHTENHeEp AO/MKEH HAaX0AMTbCS MoA OXpaHoOWM
1. 6encreums, aBapmmn obwero | A0 OKOHYaHUs AEACTBUS HEWTATHOM CUTyauMmn U BOCCTAHOBJIEHUS
xapakTtepa B LleHTpe HOpManbHOM paboTbl annapaTHbIX U NporpamMMHbIX cpeacts CK3U.
YNPaBNEHNA KNOYEBON | AqmpHMCTpaTop 6€30MacHOCTY OMoBeLWaeT no TenedOoHHbIM KaHanam
cucremon. obuiero nonb3oBaHNA BCeX Nofib3oBaTeNen o NpMocTaHoBKe paboTol
CUCTEMBI.
B cnyuyae HacTynneHms cobbiTus, noBnekwero 3a cobon A40nroBpeMeHHbIN
BbIX0A M3 CTPOS annapaTHbix cpeacTts CK3U, agMuHUcTpaTop
6e30MacHOCTM YHMUYTOXAET BCKO K/4YeBYO MHMOPMaLMIO C HocuTenen,
HaxOo4SLWMXCA B KOHTENHEpE.
KomnpomeTaumnsa ogHoro o o o
2 MopsaoKk AeNCTBMIA NpU KOMMpOMeTauumn Ki4den onvcad B pasgene 9.5
. M3 INYHbIX KHOYEBbIX o o
. «[lencTemsa Npn KOMMpoOMETaUMn Knyen».
HOoCcUTenen.
Bbixoa v3 cTposi nepBoro | Heo6xoanMo coobwmTb no TenedoHy B YL o dakTe Bbixoaa U3 cTpost
3. JINYHOro Kr4yeBoro JIMYHOrO K/II0YEBOro HocuTens n obecneynTb ero 4octaBky B YL ans
HOCUTENS. BbISICHEHWS NPUYUH BbIXOoAa M3 cTpos. [Ansa paboTbl MCNOAb3yeTCs BTOPOWN
JINYHBIA KJIOYEBOW HOCUTESb.
Bbixoa 13 cTpost BTOpoOro
JINYHOIO K/HOYEBOro Monb3oBaTtesnb, y KOTOPOro BbIW/N U3 CTPOS 06a JIMUHbIX KJHOYEBbIX
4. HocuTensa (Npw ycnosun, | HocuTens, asnsetcs B YU ana noBTopHon perncrpauum (6e€3 namMmeHeHus
YTO NEPBbIN TOXE BbIWeEN | AaHHbLIX perncrpaunn).
M3 cTpos).
Mpwu oTkasax u cbosx B paboTte annapatHoin Yactn APM co BCTpoeHHOM
OTtkasbl n cbon B pabore
5 o CK3U HeobxoanMMo ocTaHOBUTL paboTy, NO BO3MOXHOCTU JIOKaNM30BaTh
. annapaTtHon yactu APM co o
" HEMCNpaBHOCTb U B AajibHENLLIEM NMPOU3BECTU PEMOHT B YCTAaHOB/IEHHOM
BCTpoeHHon CK3MU.
nopsiake u, npu Heob6xoanMMocTn, nepeycraHosky CK3W.
Mpwn oTkasax u cbosix B pabote cpeacts 3awmnTbl oT HC, aaMnHMCTpaTop
6e30macHoOCTH, A0IXKEH BOCCTaHOBUTL paboTtocnocobHocTb cpeacts HCA.
6 OTkasbl n cbon B paboTe _
. Mpn Heob6xo0aMMOCTN NepeyCcTaHOBUTbL NMpOrpaMMHO-annapaTHble cpeacTsa
cpeacTs 3awmTtbl oT HCA. HCA
YTepst IMYHOr0 KKOYEBOr0 HOCUTENS NPUBOANT K KOMMpoOMeTauum
7. YTepsa NNYHOro KN4yeBoro | XpaHALWErocsi B HEM Kiilo4a.
HOCUTENS. Mopsaok AeNCcTBMIA NpUM KOMMpOMeTauum Kito4den onvcaH B pasgene 9.5
«[1encTBMA Npu KOMNpOMETaUnmM KIoven».
OTkasbl n cbon B paboTte |[lpu oTkasax u cb6osx B paboTe NporpaMMHbIX CpeaCcTB, BCNEeACTBME He
8. NporpaMMHbIX CpeacTB BbISIBIEHHbIX paHee owunbok B nporpaMMHOM obecnedeHnmn, HeobxoamMmo

BCNeacTBue He
BbIABJIEHHbLIX paHEE

OCTaHOBUTb paboTy, /IOKanAn3oBaTb MO BO3MOXHOCTU MNPUYNHY OTKA30B U
c60oeB 1 BbI3BaATb pa3pa60TqV||<a AaHHoro MO wnnu ero npeacrasutens ons
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Nen/n | HewTaTHas cuTyauus [encTBna nepcoHana
OLWKNBOK B MPOrpaMMHOM | yCTpaHEeHUs MPUYMH, Bbi3blBaloWMX 0TKasbl U cbou.
obecneyeHum.
Mpu oTkasax B paboTe NporpamMMHbIX CPeACTB, BCeACTBUE ClydalHOro
OTkasbl B paboTe p P porp PEACTB, A Y
WM YMbILWIEHHOTO UX MOBPEXAEHUS, TNLO, OTBETCTBEHHOE 3a
NporpaMMHbIX CPeacTB
9 o 6e30nacHOCTb PYHKLMOHMPOBAHMS MPOrpaMMHbIX M annapaTHbIX CPeACTB,
" BCcneactemne cny4amHoro
0653aHO NPOM3BECTM CNyXxebHoe paccrnefoBaHMe No AaHHOMY daKTy C
WN YMbILWNEHHOIO X .
noBpexaeHus Uenbio YCTaHOBTIEHUA NMPUYNHBI OTKa3a M BOCCTAHOBJIEHUA NMPaBUJIbHOU
’ paboTbl MpOrpaMMHbIX CPeACTB B YCTAaHOBJ/IEHHOM MOpsAaKe.
Mpu oTkasax B paboTe NporpamMMHbIX CPeACcTB, BCAeACTBUE OLWNBOK
OTkasel B paGoTe onepartopa, onepaTtop coobuiaet 0 AaHHOM dakTe nuy, OTBETCTBEHHOMY
P 3a 6e30nacHOCTb (PYHKUMOHMPOBAHMS NPOrpaMMHbIX M annapaTHbIX
10. NporpaMMHbIX CPeacTB

BCneacTBMe ownbok
onepartopa.

cpeactB. OTBETCTBEHHbIN 3a 6e30MacHOCTb PYHKLWOHUPOBAaHUSA
NporpaMMHbIX U annapaTHbIX CPeACTB AaeT COOTBETCTBYIOLWMNE YKa3aHUS
obcnyxuBatoweMy nepcoHasny no BOCCTAHOBEHUIO NMpaBubHOM paboTbl
NporpaMMHbIX CPeACTB B YCTaHOBJIEHHOM MopsigKe.

Bce HewTaTHblEe CUTYaUUN AOKHbLI OTpaXaTbCa B «XKypHane rnosib3oBaTens ceTn».
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11. BctpameaHue CK3U

Mpn BctpamBaHum CK3W «Kpuntollpo CSP» B npuknagHble CMCTEMbl HEO6XOAMMO MPOBOAUTL OLIEHKY
BMSIHMA annapaTHbIX, NPOrpaMMHO-annapaTHbIX U NPOrpaMMHbIX CPeACcTB CETU (CUCTEMbl) KOHpUAEHLUManbHOM
CBSI3M, COBMECTHO C KOTOpbIMW Mpejanofaraetcs wraTtHoe @yHKuMoHMpoaHe CK3W, Ha BbiNonHeHWe

npeabsieneHHblX K CK3W TpeboBaHuin B cnegylowmx ciyyasx:

1) ecnu  uvHdopMauusi KOH(MUAEHUMANbHOIO XapakTepa MOANEXWT 3aluTe B COOTBETCTBUMM C

3aKoHoAaTeNnbCcTBOM Poccuiickoin deaepauuu;

2) Npy opraHuMsauun Kpuntorpaduyeckoi 3awuTbl MHGOPMALUN KOHPUAEHUMANBLHOrO XapakTtepa B
(henepanbHbiX OpraHax MCMNOMHWUTENbHOW BNacTW, OpraHax WCMOJIHUTENbHOW BNacTu cyb6bekToB Poccuiickoi

®epgepaumn (fanee - rocygapCTBeHHble opraHbl);

3) npu opraHusauum Kpuntorpaduyeckon 3awuTbl MHPOPMAUMM KOHMDWUAEHUMANBbHONO XapakTtepa B
OpraHu3aumnax He3aBMCUMO OT MX OPraHM3auMOHHO-NPaBoBON HGOPMbl U GOPMbl CO6CTBEHHOCTM MPU BbINOSTHEHUN
MMW 3aKa30B Ha MOCTaBKYy TOBApOB, BbiNOSHEHWE paboT MK OKa3aHWe ycnyr Ans rocyaapCTBEHHbIX HYxA (Aanee

- OpraHnsauunun, BbINOJIHAOWME FOCYyAapCTBEHHbIE 3a|<a3b|);

4) ecnn obs3aTtenbHOCTb  3aWwuTbl  MHMOPMauuM  KOHMUAEHUMANbLHOrO  XapakTepa BoO3/araeTtcs
3aKkoHoAaTenbCTBOM Poccuinckon depepaunm Ha nuu, MMeLWwux AOCTYN K 3TOM MHbOpMauMn Uan HadeneHHbIX

MOTHOMOYMAMU NO paCnopsAXeHUo CBeadEHNAMN, coaep>XXaWwnMnNcs B AaHHON VIHCI)OpMaLI,VIVI;

5) npu o6bpabaTbiBaHUN MHDOPMauMn KOHOUAEHLMANbHOIO XapakTepa, obnagareneMm KoOTopol SBNATCS
rocy4apCTBEHHbIE OpraHbl UIW OpraHM3aummn, BbIMOJHAWME FOCYAAPCTBEHHbIE 3aKa3bl, B C/ly4ae NPUHATUS UMUK

Mep No oxpaHe ee KOHDUAEHUNANBHOCTU NYTEM UCMONb30BAHUSA CPEACTB KPUNTOrpacdmnyeckon 3almThbl;

6) npu obpabaTbiBaHMM MHPOPMALMN KOHPUAEHUNANBHOIO XapaKkTepa B rocyAapCTBEHHbIX OpraHax u B
opraHu3aumsx, BbIMNOJHSAIOWNX FOCYAAapPCTBEHHbIE 3aKa3bl, obnagatenb KOTOPOM MPUMHMMaEeT Mepbl K OXpaHe ee

KOHPUAEHUMANBHOCTU NYTEM YCTaHOBNEHNS HEOH6X0AMMOCTU KpUNTorpadmMyeckon 3awmnTbl AaHHON nHdopMaunu.
YKasaHHYy0 NpoBepKy Heobxoammo nposBoamTb nNo T3, cornacoBaHHoMy ¢ 8 LleHTpom ®CB Poccum.

ONns UCKNoUYeHNs BO3MOXHOCTM BAUMSHMSA annapaTHbiX KoMnoHeHToB COK Ha dyHKkUunoHupoBaHue CK3U

LOMKHbI 6bITb BbINOSTHEHbI cnegywwmne TpeﬁoBaHVIFI:

eB [0 BIOS M2BM pomxHbl 6biTb onpeaeneHbl yCTaHOBKM, WCK/OYalOWMe BO3MOXHOCTb 3arpy3Kku
onepaumMoHHOM CUCTEMbI, OT/IMYHON OT YCTAaHOBJIEHHOW Ha XXECTKOM AMUCKe.

e Bxoa B BIOS M3BM pgonxeH 6bITh 3alUMLEH NApOJIEM C AJINHON He MeHee 6 CMMBOJIOB;

e cpeactBamMm BIOS pomkHa 6biTb MCKAOYEHa BO3MOXHOCTb pabotel Ha [2BM, ecnu Bo Bpems ero
HayasibHOW 3arpy3kKn He NPOXOAAT BCTPOEHHbIE TeCThl;

e O/KHO 6bITb MpoBeAeHO onedvaTbiBaHMe cucTeMHoro 6s1oka € yctaHoBaeHHbiM CK3U, mckntovatowee
BO3MOXHOCTb 6ECKOHTPO/IbHOIMO W3MEHEeHUs annapaTHOW 4acTu paboyer CTaHUMM M MOAKIIHOYEHUS BHELUHUX
YCTPONCTB.

e ycTaHoBKa CK3M npom3BoaMTCA TOMBKO SiML@MK, MMelLWUMM AoNyck K pabotam (B COOTBETCTBMU C
HOpMaMu rno 6e30NacHOCTU, NPUHATLIMU B OpraHn3aunmn);

e noaknoyaemoe k [MIOBM obopyaoBaHMe He [AO/MKHO co3gaBaTb yrpo3 6e3onacHoctu OC m CK3U,
YCTaHOBNEHHbIX Ha MN3BM;

¢ [12BM, Ha koTopoi yctaHaBnuBaetcs CK3W, nonkHa BbIMOAHATbL Mpoueaypbl CAMOKOHTPOASS OCHOBHbIX

annapaTHbIX KOMMNOHEHTOB NMOCne KaXa0ro c6poca CUCTEMDbI BKJTlO4Yasa MOMEHT NodaBNeEHUA NUTaHUA;
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e K aKkcnayataumm CK3UM gonyckakoTcs nuvua, npowejlne COOTBETCTBYIOWYO MOArOTOBKY M U3yduMBLUME
3KCMAyaTauMoHHY AOKyMeHTauuo Ha CK3U.
B ycnosuax:

- ecam  wuHdopmaumsa, obpabatbiBaemas [MAK, nopgnexut 3awmte B  COOTBETCTBMM C
3aKoHozaTenbCcTBOM Poccuiickon depepaunm;

- MNpuW opraHusaummu Kpuntorpaduyeckorn 3awmtbl wuHbOpMaumm B deaepanbHbIX oOpraHax
WUCMONIHUTENBHOM BRacTM M B OpraHax WCMNOJIHUTENbHOW Bnactu cybbekToB Poccuimnckomn
depepauun;

- Npuy opraHuMsauum kpuntorpaduyeckon 3awntbl obpabaTtbiBaemort [MAK wuHdopmauun, B
opraHm3aumax Hes3aBMCMMO OT MX OpraHu3aunOHHO-NpPaBoBOM (GOpPMbl M GOPMbl COBCTBEHHOCTM
npyv BbINOSIHEHUM UMW 3aKa30B Ha MOCTaBKY TOBApOB, BblMOSIHEHME paboT MNM OKasaHWe ycnyr

ANa rocyaapCrtBEHHbIX HYXA,;

019 OFpaHNYEHUST BO3MOXHOCTU BNMSAHMS annapaTHbiX KoMnoHeHToB CBT Ha dyHkumoHmpoBaHue CK3U
HeobxoaAMMO npoBeAeHWEe wuccneaoBaHu Ha cooTsetcTBuMe MO BIOS CBT, Ha koOTopbix ycTaHoBneHo CK3U
«BpeMeHHbIM MeToAMYeCKUM peKkoMeHAauusM K NpoBeAeHU0 uccnefoBaHuin nporpamMmHoro obecneyeHns BIOS

no AOKYMEHTUPOBAHHbIM BO3MOXHOCTAM>,
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12. Ncnonb3oBaHWe NporpaMMHbIX MHTEpdENCcoB

Paspabotka nporpamMMmHoro obecneyeHns Ha ocHoBe CK3W «Kpuntollpo CSP» ¢ yuyetom n.1.5
dopmynsipa XXTAM.00088-01 30 01 mMoxeT npomsBoanTbCs 6€3 co3aaHus HoBbix CK3U B criyyae Mcrnonb3oBaHus
BbI30BOB MHTepdencos CryptoAPI CK3WN mn3 nepeuHs MpunoxeHunsa 2. [aHHble BbI30OBbl MOMYT MCMO/b30BaTbCA

KakK HanpsaMyto, Tak 1 ONocpeaoBaHHO Yepes NpoMeXyTouHble UHTepdelichl.

B cnyyae wvcnonb3oBaHWA HaanpsMyl WAW OMNOCPeAOBaHHO) B MNporpamMMHOM obecneyeHun npoymx
Bbi30BOB MHTepdencoB CryptoAPI CK3W Heobxogmmo npomsBoauTb pas3pabotky otaenbHoro CK3UN B
COOTBETCTBMM C AEWCTBYHOLWENH HopMmaTMBHOM 6asor (B 4yacTtHocTu, C [locTtaHoBneHuneMm [lpaBuTenbCTBa
Poccuiickon ®epepaunm ot 16 anpens 2012 r. N°313 u lNMonoxeHnem o paspaboTke, Npon3BOACTBE, peannsaunm
M 3Kcnyataumu wndgpoBanbHbix (Kpuntorpaduyeckmx) cpeacts 3awuTtbl uMH@opmauunm (MonoxeHue MK3-
2005)).
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MpunoxeHne 1.KOHTpPONb LENOCTHOCTU NporpaMMHOro obecneveHuns

KOHTpO/Ib LeNOCTHOCTM NMPOrpaMMHOro obecrneyeHmsi C MOMOLLbIO aifopUTMOB

XaWwnpoBaHuA

Moaynb cpverify.exe no3BonseT OCYLWeCTBAATb KOHTPOJSb LENOCTHOCTM YCTaHOBJIEHHOIro
nporpamMHoro obecnedeHns. KOHTposb LENOCTHOCTM (pannoB OCYLWECTBASETCA Npu 3arpyske darna
Ha UcnosnHeHue (M nepuoauMyeckm BO BPEMS BbINMOJIHEHUS) WMAM MPU PYYHOM 3anycke MporpamMmmbl
KOHTPO/IS LEeNOoCTHOCTM (CM. OMUMI0 —rV HUXe).

MpyY NOMOLLUN NEPEUYNCTIEHHBIX HUXE ONUUN MOoAyb cpverify.exe MOXeT 6biTb UCNONb30BaH A
crneayLwmx KOHTPObHbIX Lenei:

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>]- BbluncneHne 3Ha4yeHus
xaw-dyHkumn ana danna ¢ umeHem filename ¢ nomowbio anroputMma algid. Mone algid Moxer
npuHumath 3HadeHns GR3411, GR3411_2012_ 256 u GR3411_2012_512 (no yMon4daHuiwo
ncnonbsyetca GR3411). [-inverted_halfbytes <inv>] ykasbiBaeTcsd, ecnm nonybantbl B hashvalue
nepesepHyTbl (N0 yMmonyaHuto pnsa GR3411 inv NpuHMMaeTCa pasBHbIM <«1», Ana anropuTtMoB
GR3411_2012_256 n GR3411_2012_512 «0»).

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - nposepka
uenoctHoctn danna ¢ uMmeHeMm filename, ucnonb3lysa anroputm algid n xsw-3HayeHne hashvalue.
Mone algid MoxeT npuHMMaTb 3HadveHumss GR3411, GR3411_2012_256 u GR3411_2012_512 (no
yMonyaHuio ucnonbsyetcs GR3411). Ecnu hashvalue He ykasaH, To Xx3w-3HadyeHue bepeTtca u3
danna filename.hsh. [-inverted_halfbytes <inv>] ykasbiBaetca, ecnu nonybantel B hashvalue
nepesepHyTbl (N0 yMmonyaHuto pnsa GR3411 inv NpuHMMaeTCa pasBHbIM «1», Ana anropuTtMoB
GR3411_2012_256 n GR3411_2012_512 «0»).

cpverify -rm [-alg algid] [catname] - BbluncneHne 3HavyeHus X3W-PyHKUUM AN KaX[oro m3
annos, coaepxalmnxcs B KaTanore catname B pa3sgene peectpa (ecnu cathame He ykasaH, TO
6yayT nepecymTaHbl BCe X3LW-3Ha4YeHUs B pasgesie peectpa). Tekyllee 3HaYeHne X3W-(PyHKLMA npu
3TOM 3aMeHsieTCa Ha BHOBb nocymMTaHHoe. [lone algid MoxeT npuHUMMaTb 3HadeHus GR3411,
GR3411_2012_256 n GR3411_2012_512 (no ymonyanuto ncnonbdyertcss GR3411).

cpverify —-rv [catname] - npoBepka LeNoCTHOCTK ¢ainoB M3 kKaTanora cathname B pasaene
peecTtpa (ecnu catname He ykasaH, To 6yayT npoBepeHbl BCe dansbl B pasgene peecrpa).

cpverify -xm in_file out_file [-alg algid] [xmlcatname]- BbluMcCieHne 3HaueHns xaw-PyHKUNU
ana dannos, nepeuncneHHbix B xml-danne ¢ umeHem in_file B katanore xmlcatname (ecnm
xmlcatname He ykasaH, TO X3W-3HadeHus 6yayT nocuyuTaHbl Ans Bcex danoB, NEPEYUCNEHHbIX B
xml-panne ¢ mmeHem in_file), n 3annucb Nony4YeHHbIX 3HayeHMn B xml-danin ¢ mmeHem out_file.
Tekyllee 3HadYeHMe X3W-PyHKLUMA NpUM 3TOM 3aMeHsIeTCa Ha BHOBb NocuymTaHHoe. lMone algid moxeTt
npuHumatb 3HadeHns GR3411, GR3411_2012_ 256 u GR3411_2012_512 (no yMon4daHuiwo
ncnonbsyetca GR3411).

cpverify —xv in_file [xmlcatname] - npoBepka UENOCTHOCTM annoB, NEPEUUCIEHHbIX B
xml-cbanne c umeHeM in_file B kaTtanore xmlcatname (ecnn xmlcatname He ykasaH, TO npoBepka
6yaeT BbiNO/HEHA ANa BCex (hanos, nepedncneHHblix B Xxml-gaine ¢ nmeHem in_file).

cpverify —-r2x out_file - dopMuposaHmne xmli-carina c nmeHem out_file, cogepxxawero cnncok
darnoB, HaxoAsWMXCA B pasjenie peectpa NoA KOHTPOAEM LENOCTHOCTU, M X3W-3HaudeHUs 3TUX
daiinos.

cpverify —-x2r in_file - yctaHoBka nog KOHTPO/b LENOCTHOCTM (alinoB, MNepeyYncieHHbIX B
xml-panne c nmeHewm in_file.

CnnCOK KOHTPOJIMPYEMbIX MOAYNEeN 3aBUCUT OT MCMONHEHUS M MOXET ObiTb MosiydyeH npu
noMoLn KomaHabl cpverify —r2x in_file.

Ona Toro, utobbl NOCTaBMTbL MNOA KOHTPOJSIb LENOCTHOCTM YCTaHOBJSIEHHOE MporpaMMHoe
obecneyeHne, HY>XHO BbINOJIHUTL CEeAYIOLY NOCNeaAoBaTeIbHOCTb AENCTBUN:

1. Cozpgatb xml-dann, coaepxawmii CrNCOK YCTaHaB/IMBAEMbIX MOA KOHTPOJIb LLESTOCTHOCTU
dannos. AaHHblh xml-hann gomkeH MMeTb CNeayroLwyto CTPYKTYpY:
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<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity >

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
<Algid>00008021</Algid>

</entry>

<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
<Algid>00008021</Algid>

</entry>

</catalog>

</CProlntegrity >

3HadeHune nons Algid gosmkHo paBHATbCa 00008021.

2. 3anyctntb Mmoaynb cpverify —xm in_file out_file TestControl, ykasas B kauecTBe napameTpa

in_file nma cospgaHHoro xml-danina. PesynbtatoMm paboTel mMoayna 6yper aBnatbca xml-dann ¢
nmeHeM out_file, cogepxalimin BbluMCNEHHbIE 3HAYEHUS X3W-DYHKLUUM AN NepedmncneHHbix B in_file
halinoB U UMEILWMA CreayroLyo CTPYKTYpY:

Tag>

Tag>

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<CProlntegrity>

<catalog>

<entry name="calc.exe">

<Path>C:\WINDOWS\system32\calc.exe</Path>

<Algid>00008021</Algid>
<Tag>679837307CDC7AA1E4BDBB75194A24D42C782079AF08E2D362D7624A90D604C7</

</entry>

<entry name="verifier.exe">

<Path>C:\WINDOWS\system32\verifier.exe</Path>

<Algid>00008021</Algid>
<Tag>9DF987B89A323BEBC3C29BACOAED42A4F5BD651892AAE79F1EC1D05288D06B9C</

</entry>
</catalog>
</CProlntegrity >

3HaueHue nonga Algid gomkHO paBHATECA 00008021.

3. YCTaHOBUTb NMOA4 KOHTPOJIb LIEOCTHOCTU halisibl, AN KOTOPbIX 6bI710 BbIYMC/IEHO 3HaYeHME

xaw-dyHKUMK, ncnonblys moaynb cpverify —x2r in_file TestControl, raoe napameTtpowm in_file sBnsetcs
xml-cann, nosyyeHHbIh B pe3yfibTaTe BblUMCIEHUS 3HAYEeHUS XaWw-PYyHKLUMN B NYHKTe 2.

33



XKTAN.00088-01 95 01. KpunTtollpo CSP. MNpaBuna nonb3osBaHus

KOHTpO/Ib LEeNOCTHOCTM NPOrpaMMHOro obecrneyeHmst C MOMOLLbIO aifOpUTMOB
noAnucu

- cpverify -file_verify nmsa_danna [3HavyeHne_nognucu] -timestamp gata

MpoBepka mnognucm danna c wuMeHeM <«uMms_cdanna». [MapamMeTp <«3HauyeHue_noanucu»
HeobxoanMmo nepepaBaTthb B Buae 6aiToBOM CTPOKKN. ECnn napaMeTp «3HayeHne_NnoAanmcu» He yKasaH,
TO 3HadeHume noanucm bepetca u3 danna uMma_darna.sgn. NapameTp «AaTa» ykKasblBaeT, Koraa
noanuce 6bina chopmmpoBaHa, Heob6xoAMMO yKasbiBaTb B dopmaTte A4.MM.rrrr. [JaHHasa KoMaHAa
NpoBepsieT NOAMNUCL C NMPSIMOM NMOCNeA0BaTE/IbHOCTBLIO NoNybanT, AN NpoBepKK noanucu ¢ obpaTHoOM
nocnenoBaTesibHOCTbIO 6anT Heo6xoAMMO MCNONb30BaTb KOMaHAY versign ¢ aHanormdHbiM Habopom
napameTpoB. [loanncb npoBepseTcs Ha OTKPbITOM KJ4Ye M3 chneumanbHoro ceptudukaTta Ans
noanucu koaa komnaHun «KPUMTO-TMPO».

— cpverify —pe_sign FileName [kpuTepun noucka ceptudukartal [Aon. napameTpsbl]

Jobaenenne B dann c mmeHeMm FileName uudposon noanmcu B ¢dopmaTe authenticode
NOSTHOCTbID Ha POCCUMWCKMX anroputMax C nomowbio Microsoft CryptoAPI. C nomowbio AaHHOWM
KOMaHAbl MOXHO NoAnucaTb ToNbKO dannbl hopmaTtos .exe u .dll.

Ona Toro utobbl nopgnucaTtb ann, HeobxoAMMO B XpaHunuwe <«JInyHoe» TeKyLlero
nonb3oBaTenss UMeTb YCTAHOBJIEHHbLIN CcepTUdMKAT CO CCbISIKOW Ha 3aKpbITbIN KAKOY, B Ha3HA4YeHUAX
KOTOpOro npucytcTeyeT «lloanucbiBaHne Koga».

MoncKk Hy>XHoOro ceptTudurKaTa oCyLEecTBIAETCS C MOMOLLbIO C/TeAYWNX KpUTEPUEB:

NMs cybbekTa cepTudmnkata noagnncu. 3To 3HaYeHme

-name SubjectName N
MOXET 6bITb MOACTPOKOM MNOSTHOro MMeHU cybbekTa.

ANropuTM X3aWMpoBaHUA 415 NOANMUCK B

-alg Algld ceptudmkaTe. JonycTtuMble 3HavyeHnsa GR3411,
GR3411_2012_256, GR3411_2012 512.
-fp FingerPrint 3HadeHue shal oTneuvaTka ceptTudukarta.

Moanunce 6yanet nobasneHa Kak BTOpOCTENeHHas.
Ecnu B panne HeT OCHOBHOM NOAMNMUCK UK NapaMeTp
—append He nepegaH, To noanuce byaet
AobaBneHa Kak OCHOBHas.

-append

Ecnu Heckonbko cepTudumKaToB YAOBNETBOPSAIOT 3a4aHHbIM KpUTEpUsIM, TO MNOSb30BaTeso
6yneT npenocTaB/aeHa BO3MOXXHOCTb BPYYHYIO Bbi6paTb HYXXHbIN cepTudunkar.

- cpverify —pe_verify FileName [aon. napameTpbi]

MpoBepka authenticode noanucu dana ¢ uMeHem FileName 6e3 mcnonb3oBaHus Microsoft
CryptoAPI.

MpoBepka Bcex authenticode nognucei, HangeHHbIX
-multiple B dhanne. Ecnn napameTp He nepenaH, 1o byaer
NpoBepeHa TOJIbKO OCHOBHAs MOAMWUChH.
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MpunoxeHune 2.lMepeyeHb BbI3OBOB, UCMOSIb30BaHME KOTOPbIX NMpu pa3paboTke cUCTeM Ha
ocHoBe CK3U «KpunTtollpo CSP» ¢ yyeTtom n.1.5 ®opmynapa XTAN.00088-01 30 01

BO3MOXHO 6e3 A0MNOMHUTENbHbIX TEMAaTUYECKUX UCCNeaoBaHNN:

DyHKUMA

Onucanune

Orpannqennﬂ Ha UCITOJIB30BaHUE

byHkuun

DYyHKUMHM THULIHMAJTU3ALMUN U HACTPOMKHM NpoBaiigepa

CryptAcquireContext

®yHkumsa CryptAcquireContext
NCNONb3YyeTCcs ANsa co3haHus
AeckpunTopa
KpunTonpoBangepa C MUMEHEM
K/1l0YEBOIro KOHTeNHepa,
onpeaenéHHbIM NapamMeTpoMm

pszContainer

CryptReleaseContext

oOyHkuma CryptReleaseContext
ncnonb3yeTcs Ans yaaneHus
AeckpunTopa
KpunTonpoBangepa, co3gaHHOro

CryptAcquireContext.

CryptContextAddRef

YnpaBnseT cHETUMKOM
AEeCKpUNTOpOB CO34aHHOIo

CryptAcquireContext.

CryptEnumProviders

MepeuncneHne ycTaHOBJ/IEHHbIX

KpunTOonpoBanaepos

CryptEnumProviderTypes

MepeuncneHne ycTaHOBJ/IEHHbIX

TUMNOB KpMNTONpOBanaepos

CryptGetDefaultProvider

MonyyeHne KOHTEKCTa
nposavaepa, yCTaHOB/IEHHOIO B

CNUCTEME MO YMOJTHYaAHUIO

OyHkunsa CryptGetProvParam

CryptGetProvParam rnosy4yaeTt napameTpbl
Kpuntonposanaepa.
CryptSetProvParam @OyHKkumnsa CryptSetProvParam
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yCTaHaB/IMBaeT NapaMeTpbl

Kpuntonposangepa.

FreeCryptProvFromCertEx

@OyHKUMS MCNOMb3yeTcs ANs
yAaneHus geckpunropa
KpunTonpoBanaepa, Co34aHHOIo
CryptAcquireContext nnm uepes
CNG.

CryptlnstallDefaultContext,
CryptSetProvider,
CryptSetProviderEx,
CryptUninstallDefaultContext

®yHKUMM yrnpaBieHus
KOHTEKCTOM npoBangepa rno

yMOJTY@HUIO

DyHKUMHU reHepauuu 1 00

MCEHaA KJII0YaMH, CO3JaHUuEC KOH(])I’IF

YPUPOBaHUe U ylajJeHHe KJIoYei

CryptGenKey

OyHkuma CryptGenKey
reHepupyeT cnydamnHble
KpunTorpaduyeckue Kaoum um
K/IOYEBYLO nNapy

(3aKpbITbIN/OTKPbITbINA KAKOYMK).

CryptDestroyKey

OyHkuma CryptDestroyKey
yOansieT K4, nepegaBaemblii
yepes napameTtp hKey. Nocne
yaaneHus Koy (Aeckpuntop

K/lto4a) He MoXeT

MCNOJIb30BaTbCA.

CryptExportKey

OyHkumsa CryptExportKey
MCNoSb3YyeTCsa AN aKcnopTta
Kpuntorpauyecknx Kden m3
K/1l04EBOro KOHTenHepa
KpunTonpoBaiaepa, coxpaHsas

MX B 3allULLEHHOM BMUae.

PaspelueHo 3KCMopTUPOBaTh TOJIbKO
OTKPbITblIE K/1HOYN
(PUBLICKEYBLOB).

CryptGenRandom

OyHkuna CryptGenRandom
3anonHgeTt bydep cnyyanHbiMn

6arviTamu.

CryptGetKeyParam

OyHkuma CryptGetKeyParam

BO3BpallaeT napamMeTpbl Ktoya.

CryptGetUserKey

OyHkumsa CryptGetUserKey
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BO3BpaLLaeT AEeCKPUNTOP OA4HOM
N3 AOJITOBPEMEHHbIX K/OYEBbIX

nap B KJlO4EBOM KOHTENHepe.

®yHkuma CryptimportKey

MCNOJIb3YETCA ANnAa uMnopTa

Pa3pelueHo MMNOpPTMPOBATb TOJIbKO

CryptImportKey KpunTorpadunuyeckoro Kaw4a us OTKPbITbIE KJTHOUN
knto4yeBoro 6106a B KoHTElHep (PUBLICKEYBLOB).
Kpuntonposanaepa.
Pa3pelueHo ncnonb3oBaHne TObKO
OyHKkuma CryptSetKeyParam CO cneayrwmMmMm CUMBOJSIbHbIMUY
CryptSetKeyParam yCTaHaBAMBaeT napaMeTpsl aprymeHtamu: KP_CERTIFICATE,

KJito4a.

KP_CIPHEROID, KP_DHOID,
KP_HASHOID.

@OyHkuun 00padoTKkN KpUNTOrpadpuyeckux coo0eHni

CryptSignMessage

dyHkumsa CryptSignMessage
co3gaeT X3 onpenesieHHoro
cogeprkaHus, NoanucbiBaeT X
M 3aTEM NpPOU3BOAUT
3aKoaMpoBaHMeE N TeKCTa
MCXOAHOro coobuieHus, m

noanmMCaHHOro Xsuwa

CryptVerifyMessageSignature

OyHKLMA
CryptVerifyMessageSignature
npoBepsieT 3/IeKTPOHHO-
uMdpoByo NoaNUCh

noanucaHHoro coobuieHus.

CryptVerifyDetachedMessageSignat

dyHKUMA
CryptVerifyDetachedMessageSig

nature npoBepsAeT nognncaHHoe

ure coobLleHne, coaepxallee
oTcoegmHeHHyto (detached)
NoANMUCb WUIN NOAMNUCHK
OYHKLUMA LeKOOUNPYET,
CryptDecodeMessage pacwmndpoBbIBaEeT N NpoBepseT

coobLieHune
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CryptDecryptAndVerifyMessageSign

ature

DyHKUNS AeKOAMPYET U

nposBepsieT cooblieHune

CryptEncryptMessage

OyHkumnsa CryptEncryptMessage
3aWwn@poBbIBAET U NPOU3BOAUT
3aKoAnpoBaHue coobLieHus.
AYTEHTUYHOCTb COOOLLEHMUS He

obecneymBaeTcs.

CryptDecryptMessage

OyHkuunsa CryptDecryptMessage
NpPOV3BOAMT PacKoAMpOBaHME U
pacwundpoBaHne coobLueHuns.
MpoBepka ayTEHTUYHOCTU

coobuieHns He NpoM3BOANTCS.

MpuMeyaHune: He gonyckaetcs
aBTOMaTU4YeCKMn aHanus
pe3ynbTaTta paboTbl HyHKUNM,
HanpaBfieHHbI Ha NPOBEpPKY

KOPPEKTHOCTM COObLLEHUS.

CryptGetMessageCertificates

OyHKUMA BO3BpaLlaeT
XpaHuauLle ceptTmdukaTos 1
CMUCKN aHHYIUPOBAHHbIX

cepTmdmKaToB U3 COobLLEHNS

CryptGetMessageSignerCount

®yHKUMA BO3BpaLLaeT
KOJINYECTBO MOAMUCaBLLNX

coobLieHune

CryptHashMessage

®yHKUMA co3naeT

X3WnpoBaHHOE coobuieHune

CryptSignAndEncryptMessage

OYyHKUMA co34aeT noanmcaHHoe

M 3awmndpoBaHHOe cooblieHne

CryptSignMessageWithKey

OYyHKUMA co34aeT noanmcaHHoe

coobLieHune

CryptVerifyDetachedMessageHash

CDYH KUnA NpoBEPAET

OTerHﬂeHHbIVI XoLW

CryptVerifyMessageHash

OyHKUMA npoBepseT

X3WnpoBaHHOE coobuieHune
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CryptVerifyMessageSignatureWithK
ey

OyHKUMA npoBepseT

noanmcaHHoe coobuieHmne

CryptMsgCalculateEncodedlLength

OyHKLMA
CryptMsgCalculateEncodedlLengt
h BbluMCNSIET MaKCMMasibHOE
KonnyecTtso 6aiTos,
Heobxoanmoe ans
3aKOANPOBAHHOIO
KpunTorpaduyeckoro
coobuweHns, 3aa4aHHOro TUMOM
coobLieHns, napameTpamm
KOAMpPOBaHMs 1 obwen annHom
nHdopMaunm, KoTopast 40JKHA

6bITb 3aKoaMpoOBaHa.

CryptMsgOpenToEncode

OyHKLMA
CryptMsgOpenToEncode
OTKpbIBaET KpunTorpaduyeckoe
coobuieHne Ans 3aKoANpOBaHMUS
W BO3BpaLLaeT AeCKpUNTOp

OTKPbITOro coobweHus.

CryptMsgOpenTo-Decode

OyHKLMA
CryptMsgOpenToDecode
OTKpbIBaET KpunTorpaduyeckoe
coobuieHne ans
packoaMpoBaHuS M BO3BpallaeTt
AEeCKPUNTOp OTKPbLITOro

coobLleHuns.

OyHkumsa CryptMsgUpdate

MOMONHAET TEKCT

CryptMsgUpdate
KpunTorpaguyeckoro
coobuieHus.
OyHkumsa CryptMsgGetParam
nony4vaeTt napameTp coobLieHuns
CryptMsgGetParam nocne Toro, Kak

Kpuntorpaduyeckoe coobuieHne

6bl10 packognpoBaHoO UIn
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3aKoanpoBaHo.

CryptMsgControl

®yHkumsa CryptMsgControl
BbINOJSTHAET KOHTPOJIbHOE

aencreune.

CryptMsgClose

OyHkumnsa CryptMsgClose
3aKpblBaeT A4eCKpUnTop
Kpuntorpagunyekoro

coobueHuns.

CryptMsgDuplicate

®yHkuma CryptMsgDuplicate
aybnupyet geckpuntop
KpunTorpadunyeckoro
CcoOobLLEeHMS NyTEM YBENNYEHUS

CYEeTYMKa CCbIJTIOK

@OyHKUIMH padoThl € AATOPUTMAMM XIIMPOBAHUSA

OyHkumnsa CryptCreateHash

MHUUMANU3NPYET AeCKPUNTOP

PaspelueHo ncnosb3oBaHMe TObKO
CO CneayroLwuMm CMMBOJIbHBIMU
aprymeHTammn: CALG_GR3411,

CALG_GR3411_2012_256,

CryptCreateHash CALG_GR3411_2012_512,
HOBOro obbekTa yHKUUMK
CALG_GR3411_HMAC,
X3LWMPOBaHMS NOTOKA AaHHbIX.
CALG_GR3411_2012_256_HMAC,
CALG_GR3411_2012_512_HMAC,
CALG_SHAREDKEY_HASH.
OyHkumsa CryptDestroyHash
CryptDestroyHash yAanseTr o6bekT hyHKUUn

XaWunpoBaHn4.

CryptDuplicateHash

dyHkuma CryptDuplicateHash
CO34a€T TOUHYHO KOMUo obbekTa
dYHKUUN X3LWMPOBaHUS,
BKJIlOUas BCE ero rnepeMeHHble,
onpegensolme BHyTpeHHee
COCTOsIHME obbekTa hyHKUMN

X3aWnpoBaHuA.

CryptGetHashParam

OyHkuma CryptGetHashParam
BO3BpallaeT napameTpbl

obbekTa PYHKUNM X3LWNPOBAHUS
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M 3HaYeHne pyHKUnm

XaWnpoBaHuA.

OyHkumsa CryptHashData
nepenaért faHHble yKa3zaHHOMY

CryptHashData

06bekTy pyHKUNMU

X3aWunpoBaHn4.

PaspeleHo ncnonb3oBaHme TOIbKO
OyHkuma CryptSetHashParam

C CUMBOJIbHbIMW aprymeHTamu
CryptSetHashParam yCTaHaBAMBaeT napaMeTpsl
HP_HASHSIZE,
obbeKkTa XaWwmnpoBaHus.
HP_OID/KP_HASHOID, HP_OPEN.
PaspelleHo ncnonb3oBaHMe TOAbKO
C KJII0MEBbIMU KOHTENHEpPaMMU,
_ NOSTYYEHHbIMWN paHee C NMOMOLLbHO
OyHkumsa CryptSignHash
BbI30Ba
BO3BpaLLaeT 3Ha4YeHune ) N _
) . . CryptAcquireCertificatePrivateKey
CryptSignHash 3NEeKTPOHHOM UMb poson
nnb0o C NOMOLLbIO BbI30BaA
NOAMNUCK OT 3HAYEHUSA PYHKLUN
CertGetCertificateContextProperty
X3LWMUPOBaHUS.
n3 ceptudmukarta, NpoOBEpPEHHOro C
MOMOLLbIO PYHKL MK
CertVerifyCertificateChainPolicy
PaspeleHo ncnonb3oBaHme TOIbKO
C AECKpUMTOPaMM KK4en,
NOSTYYEHHbIX paHee C NOMOLLbLO
OyHkumsa CryptVerifySignature )
o Bbi3oBa CryptImportPublicKeyInfo
CryptVerifySignature

OCYLLECTBNISIET NPOBEPKY

. (CryptImportPublickeyInfoEx) ns

uMdpoBOM NoAMUCH.

ceptudunkaTa, NpoBEPEHHOIO C
NMOMOLLBbIO PYHKLNMK

CertVerifyCertificateChainPolicy

®OYHKUMKN paboTbl C cepTUdunKaTaMmn, CNUCKaMM aHHYIMPOBaHHbIX CEPTUDUKATOB, XPaHUIULLEM

cepTndunkaToB

CnuckM aHHYJTMPOBAHHBIX CEPTU(PUKATOB

OyHKLUMSA
CertAddCRLContextToStore

CertAddCRLContextToStore

nobaenset koHTekcT COC B

XpaHunuuie cepTudnKaToB.
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CertAddCRLLinkToStore

DYHKLMSA CO34aET CChI/IKY Ha
CMNCOK @aHHYJIMPOBAHHbIX
CcepTMdUKaToB B APYroM

XpaHunnuue

CertAddEncodedCRLToStore

OyHKUMSA
CertAddEncodedCRLToStore
co3paet kKoHTekcT COC un3
3akogmpoBaHHoro COC u
pobaBnseT ero B XxpaHunuue
ceptudmkaToB. OyHKLMSA
co3gaeTt konuo KoHTekcta COC
nepes nob6asneHnem ero B

XpaHUuLle.

CertEnumCRLsInStore

OyHKLUMA
CertEnumCRLsInStore
noay4aeT nepsblii Unn

cneayowmn COC B
XpaHumnuuwe. 3ta GyHKUnS
NMCNONb3YyeTCHa B UMKIe ANs

TOro, 4tobbl NnocnegoBaTesibHO
nonyuntb Bce COC B

XpaHunuLie.

CertFreeCRLContext

OyHkuma CertFreeCRLContext
ocBoboxaaeT kKoHTekcT COC,
yMeHbllas CYETUYMK CCbIJTIOK Ha
eanHuuy. Korga cyeTtumk
CCbINIOK 06HYynseTcs, PyHKUNS
CertFreeCRLContext
ocsoboxpgaeT namsTb,
BblAENEHHYI0 NOA4 KOHTEKCT
COC.

CertCreateCRLContext

OyHKUMSA
CertCreateCRLContext co3naeT
kKoHTekcT COC un3
3akogmposaHHoro COC.
Co34aHHbI KOHTEKCT He

NMOMELWLAETCA B XpaHuUauuie
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ceptudmkaTtoB. B cozgaHHOM
KOHTEKCTE PyHKLUMSA
pa3sMeLllaeT Konuk

3akogmposaHHoro COC.

CertDeleteCRLFromStore

OYHKUMS yaanseT Cnmcok
AHHYIMPOBAHHbIX

cepTMdUKaToOB M3 XpaHUIMLWaA

CertDuplicateCRLContext

OyHKLUMA
CertDuplicateCRLContext
aybnunpyet koHTekcT COC,

yBenunumBas CHYeTUMK CCbIIOK

Ha COC Ha eanHuuy.

CertFindCRLINnStore

®yHkumsa CertFindCRLINnStore
HaxoAuT NepBbIA UNn
cnepyowmn KoHTtekct COC B
XpaHunuuie cepTudnKaTos,
KOTOPbIA COOTBETCTBYET
KPUTEPUIO NOnCKa,
onpeaenseMoMy napameTpom
dwFindType n cBSi3aHHbIM C
HUM pvFindPara. 2Ta ¢yHKums
MOXeT 6bITb NCMOSIb30BaHa B
unkne ans Toro, 4Ytobbl HaNTK
Bce COC B xpaHunuue
cepTndunKaTos,
yAOBneTBOpSoLWmMe 3a4aHHOMY

KpUTEpPUIO NMonCKa.

CertDeleteCertificateFromStore

OyHKLMSA
CertDeleteCertificateFromStore
yoanseT onpefeseHHbIN
KOHTeKkcT COC 13 xpaHunuwia

cepTMdmnKaToB.

CertFindCertificateInCRL

®OYHKUMNSA OCYLLECTBNAET NMOUCK
3ajlaHHoOro ceptudmukaTta B
CMUCKE aHHYJIMPOBAHHbIX

cepTudmkKaToB
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OyHKUMA
CertGetCRLFromStore
nony4daet nepsbli Un

cnepyowmi koHtekct COC ans
CertGetCRLFromStore onpepeneHHoro nsgartens
cepTudukata U3 XxpaHunuma
cepTnudukaToB. ITa DyHKLUUSA
Takxe ocylecTsnsiet

BO3MOXHY0 rnpoBepky COC.

OyHKUMA cepuanunsaumnm
o CNMCKa aHHYIMPOBAHHbIX
CertSerializeCRLStoreElement
cepTmdnKaToB CO CBOMMMU

CBONCTBaMU

Pacuimpennbie cBoiicTBa ceprtudukara cnucka oro3BaHHbIX (COC) ceprudpuxaroB u CTL

OyHKUMA
CertGetCRLContextProperty
CertGetCRLContextProperty rnoslyyaeT paclUpeHHble
CBOWNCTBa onpefeneHHOro

koHTekcTa COC.

OyHKUMA
CertSetCRLContextProperty
CertSetCRLContextProperty yCTaHaBNIMBAET paclUMpeEHHbIe
CBOICTBa onpeaeneHHoro

koHTekcTa COC.

OyHKLMSA
CertGetCertificateContextPropert
. y nonydaet nHdopmaumio,
CertGetCertificateContextProperty
COAEepXaLLYyCa B paclUMPEHHbIX

CBOMCTBaxX KOHTEKCTa

ceptudumkaTa.

OyHKLMSA
CertEnumcCertificateContextProp
CertEnumCertificateContextProperti erties no3BonsieT NepeyYncnnTb

es nHdopMaunio, coaepxallytcs B
pacCLIMpPEHHbIX CBOMCTBaX

KOHTEKCTa cepTudukarta.
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CertSetCertificateContextProperty

OyHKLMA
CertSetCertificateContextPropert
y yCTaHaBMBaeT pacliMpeHHble

CBOICTBa ANs1 onpefesieHHOoro

KOHTEKCTa ce pTVI(bVI KaTa.

CertEnumCRLContextProperties

MepeyncneHne paclMpeHHbIX
CBOWCTB cnucka

dHHYJTMPOBAHHbIX CepTM(bVIKaTOB

CertEnumCTLContextProperties

MepeuncneHme paclMpeHHbIX

ceomncTte CTL

CertGetCTLContextProperty

MonyyeHne pacliMpPeHHOro

csomncTtBa CTL

CertSetCTLContextProperty

YcTaHOBKa pacliMpeHHbIX

ceomncTte CTL

CertAddCTLContextToStore

OyHKUMA
CertAddCTLContextToStore
pobasnseTt koHTekcT CTL B

XpaHunuuie cepTudunkaTos

CertCreateCTLContext

OyHkuma CertCreateCTLContext
co3faeT KOHTEKCT
3akoanposaHHoro CTL.
Co34aHHbIN KOHTEKCT He
noMeLlaeTcsl B XpaHunuwe
ceptudumkaToB. OyHKUMSA aenaer
konuto CTL B co3gaHHOM

KOHTEKCTE.

CertDuplicateCTLContext

OyHKLMSA
CertDuplicateCTLContext
aybnupyet koHTekcT CTL,

yBennumBas CHETUMK CCbIJIOK Ha

CTL Ha eanHnuy.

CertFreeCTLContext

OyHkumsa CertFreeCTLContext
ocBoboxaaeT kKoHTekcT CTL,
YMEHbLLUAs CYETUYMK CCbIJIOK Ha

eamHuuy. Korga cyeTtumk CCblloK
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obHynsercs, pyHKums
CertFreeCTLContext
ocBoboXxaaeT namsThb,

BblaeneHHyto nog koHtekct CTL.

®yHkuun padoThl ¢ cepTuGuUKaTAMU

CertAddCertificateContextToStore

OyHKLUMA
CertAddCertificateContextToStor
e nobaBnseT KOHTEKCT
cepTudmKaTa B XpaHunmLle

cepTudmKaToB.

CertAddCertificateLinkToStore

JobaBnseTt CCbISIKY Ha
ceptTndukaT B 4pYrom

XpaHunuuie

CertAddEncodedCertificateToStore

OyHKLMA
CertAddEncodedCertificateToSto
re co3paeT KOHTEeKCT
ceptudmkaTta mn3
3aKOAMPOBAHHOIO cepTudukaTa
n pobaBnseT ero B XxpaHunuuie
ceptudmkaTtoB. Co3aaHHbIN
KOHTEKCT HE COAEPXUT HUKaKUX

pacLIMPEHHbIX CBOMCTB.

CertEnumCertificatesInStore

OyHKLMA
CertEnumCertificatesInStore
Noay4YaeT nepsbli Unu
cneaywowmn ceptudukar B
XpaHunuule cepTudukaTos. ITa
dYHKUMS UCMONb3yeTcsa B UMKe
Ans Toro, 4tobwbl
nocnenoBaTesibHO NOSYYUTb BCE
cepTudukaTbl B XpaHunuuie

cepTnudunKaToB.

CertFreeCertificateContext

OyHKUMA
CertFreeCertificateContext
OCBOOOXAAET KOHTEKCT

cepTudunKkaTa, yMmeHbllas
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CYETYUK CCbIJTOK Ha eanHunuy.

CertCreateCertificateContext

OyHKLMA
CertCreateCertificateContext
co34aeT KOHTEKCT cepTudukaTa
N3 3aKOAMPOBAHHOIoO
ceptudmkaTta. Co3gaHHbIN
KOHTEKCT He noMeLlaeTcs B
XpaHunuue ceptndukaTos. B
CO3@aHHOM KOHTeKcTe yHKUMS
pa3MeLlaeT Konuto

3aKoAMpPOBaHHOro cepTudukara.

CertDuplicateCertificateContext

dyHKUMA
CertDuplicateCertificateContext
Ay6nnpyeTt KOHTEKCT
ceptTudukaTta, ysenmymeas

CYHETYUK CCbIJTOK Ha €eAnHunLUYy.

CertFindCertificateInStore

OyHKLMA
CertFindCertificateInStore
HaxoauT NepBbIN UIn
cneaywmn KOHTEKCT
cepTndmKaTa B XpaHuUNuLLe
ceptTmdunKaToB, KOTOpPbIN
COOTBETCTBYET KPUTEPUIO
rnomucka, onpegensieMomy
napametpom dwFindType u

CBSA3aHHbIM C HUM pvFindPara.

CertDeleteCertificateFromStore

OyHKUMA
CertDeleteCertificateFromStore
yAanseTt onpeaeneHHbli
KOHTeKCT cepTudmkarta m3

XpaHunuila ceptTudmKaToB.

CertGetSubjectCertificateFromStor

e

OyHKLMSA
CertGetSubjectCertificateFromSt
ore nosilyvyaeT KOHTEKCT
cepTudukaTa n3 XxpaHunuuia
ceptudunkaToB, 04HO3HAYHO

Oﬂpe,ﬂ,eﬂﬂeMbIVI ero nsagartenem m
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CEPUIAHbIM HOMEPOM

CertGetlssuerCertificateFromStore

Mouck cepTndukaToB nlgartenemn

3afaHHoro ceptudukara

CertGetSubjectCertificateFromStor

e

Mouck ceptndunkaTa no

CepMnHOMy HOMepy M nsgaTesnto

CertGetValidUsages

Mouck nepeceveHns KeyUsage

AN MaccmBa cepTudukaToB

CertSerializeCertificateStoreElemen

e

Cepuanunsauns aneMeHTa

XpaHuauwa

CertComparePublicKeyInfo

OyHKLMA
CertComparePublicKeyInfo
CpaBHUBAaET ABa OTKPbITbIX

KJllo4a 1 onpegenseT, ABASIOTCS

N OHN MOEHTUYHbBIMU

CertFindExtension

OyHkumsa CertFindExtension
Haxo4WT paclWMpeHne B MacCuBe
M BO3BpallaeT yKasaTesb Ha

Hero.

CertGetPublicKkeyLength

OYyKHLMA
CertGetPublicKkeyLength
BO3BpallaeT A/INHY K/lo4ya B

6uTax.

CertGetIntendedKeyUsage

OyHKLMA
CertGetIntendedKeyUsage
nosily4yaeT Ha3HayeHue K4va 13

cepTudmkaTa.

CertCompareCertificateName

OyHKLMA
CertCompareCertificateName
CpaBHMBaEeT ABa cepTudmKaTa U
onpeaenseT, ABASATCA /I OHU

NAEHTUYHbIMA.

OCSP

CertAddRefServerOcspResponse

YBennueHue cyeTumka CCblylIoK

Ha OCSP oTtBet
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CertAddRefServerOcspResponseCo

ntext

YBenunueHue cyeTumKa CCblIoK

Ha koHTekcT OCSP oTBeTa

CertCloseServerOcspResponse

3akpbiTve geckpuntopa OCSP

OTBETa

CertGetServerOcspResponseContex
t

Mony4veHne koHTekcTta OCSP

OTBETa

CertOpenServerOcspResponse

OTkpbITHe geckpuntopa OCSP
oTBeTa ANSA 3a4aHHOM Leno4kun

cepTndmkaTos

OxonHbIe PyHKIUH

CertSelectCertificate

OTobpaxxeHne gnanora sbibopa
ceptudmkaTa No 3a4aHHbIM

KpUTEpPUSM

CryptUIDIgCertMgr

OTobpaxeHune gmnanora

ynpaBneHus ceptudmkaTamm

CryptUIDIgSelectCertificate

OTobpaxxeHne gnanora sbibopa

ceptTudukaTa

CryptUIDIgSelectCertificateFromSto

re

OTtobpaxxeHne gnanora sbibopa

ceptudmkaTa M3 xpaHunuwia

CryptUIDIgViewCertificate

OTobpaxeHune gmanora co

CBOMCTBaMU cepTudukaTta

CryptUIDIgViewContext

OTobpaxeHune ceptTudukara,
CMUCKa aHHY/IMPOBAHHbIX

ceptudmkartos nam CTL

CryptUIDIgViewSignerInfo

OTobpaxeHne gmnanora c

nHdopMaumnen o nognucasLuem

CertSelectionGetSerializedBlob

Cepunanusaumsa ceptudukarta ums
CTPYKTYpbl, NICNOJSIb3yeMON Ans

oTobpaxkeHus

GetFriendlyNameOfCert

MpeobpaszoBaHne MMeHU
cepTudumkaTa K «<4nTaemMomy»

BUAY

@OyHKIMHU NPOBEPKH LeNoYeK
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CertVerifyCertificateChainPolicy

OyHKLMA
CertVerifyCertificateChainPolicy
npoBepsieT Leno4ky
ceptTmdunkaToB Ha
OOCTOBEPHOCTb, BK/OYas
COOTBETCTBUE KPUTEPULD

MCTUHHOCTWU.

CertGetCertificateChain

OyHKUMA
CertGetCertificateChain ctpout
Lenoyky ceptndukaTos,
HaymMHasa c nocneaHero
ceptudmkaTta, B o6paTHOM
HanpaB/ieHnn 40 AOBEPEHHOro
KOopHeBoro ceptudukarta, ecnm

3TO BO3MOXHO.

CertFreeCertificateChain

OyHKLMA
CertFreeCertificateChain
ocoboxxgaeT Lenoyky
cepTndmkKaToB NyTeEM
YMEHbLUEeHNS CYEeTYMKA CCbINOK.
Ecnuv cyeTumnK CCbISIOK paBeH
HY/t0, TO NaMATb, BblAeNEeHHas

nog uenoyky, ocsoboxagaercs.

CertCreateCertificateChainEngine

OyHKLMA
CertCreateCertificateChainEngin
€ CO34aeT KOHTeKCT
HCERTCHAINENGINE, koTopbi
NO3BOJISIET U3MEHSATbL NapaMeTpbl
MexXaHM3Ma NOCTPOEHMUS LenoYKm
ceptudmkaToB. ossonser
OrpaHM4YMBaTb MHOXECTBO

AOBEPEHHbIX CepTMCbMKaTOB.

CertFreeCertificate-ChainEngine

dyHKUMA
CertFreeCertificateChainEngine
0CBO6OXAAET KOHTEKCT
HCERTCHAINENGINE.

CertCreateCTLEntryFromCertificate

Co3aaHune CTL Ha OCHOBE CBOWCT
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ContextProperties aTpmMbyTOB KOHTEKCTa

ceptTndukaTta

_ . _ AybnnposaHue KOHTeEKCTa
CertDuplicateCertificateChain
LEenoyKM.

QOYHKUNSA MOCTPOEHMUS LEenoyku
CertFindChainInStore Nno 3afaHHbIM KpUTEPUSM U3

XpaHunuuia

N o ®yHKUMSA 0CBOOOXAEHUA
CertFreeCertificateChainList
MaccuBa Lienoyek

QYHKLUMS MPOBEPKN HaNM4uns
CertIsValidCRLForCertificate ceptudmkaTta B Cnmcke

AHHYIMPOBaHHbIX cepTUdMKaTOB

CertSetCertificateContextProperties | YcTraHoBKa CBOMCTB B KOHTEKCT

FromCTLEntry ceptudmkaTta Ha ocHose CTL

Pacmiupennsie cBoiictBa ceprupurkara (EKU)

OyHKUMA
CertGetEnhancedKeyUsage
nony4daeT nHdopMaLuuio o
pacClWMpPEHHOM UCMNOIb30BaHNM
K/1t04a N3 COOTBETCTBYHOLLErO

CertGetEnhancedKeyUsage pacwmpeHns unu ms3
paclNpeHHbIX CBOMNCTB
ceptudmkaTta. PaclumpeHHoe
NCNOSb30BaHUe K/toua CIyXuT
NPU3HAKOM NMPaBOMEPHOro

MCNoNb30BaHUsA cepTudmrkara.

OyHKLMA
CryptAcquireCertificatePrivateKe
y nony4aeTt AecKpunTop
HCRYPTPROV n napameTtp

dwKeySpec ansa onpeneneHHoro

CryptAcquireCertificatePrivateKey

KOHTEKCTa cepTudukaTta.

@®yHKIMH padoThl ¢ HICHTH(PUKATOPAMHU

® CryptFindOIDInf
CryptFindOIDInfo yHKuna CryptFin nfo

NnoslyyaeT nepByto
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npeaonpeaenexHHyo unm
3aperncTpMpoBaHHYI CTPYKTYpyY
CRYPT_OID_INFO,
COrNAcoBaHHYH0 C
onpeaenieHHbIM TUMOM KJlto4a U C

KJTIO4YOM.

MepeuncneHue
3apermcTpmpoBaHHbIX
CryptEnumOIDInfo
MAEHTUPUKATOPOB U NoayyeHune

NHdOpMaLUUN ANA HUX

DyHKIUH pad0ThI ¢ XPAHUIHILEM

O®yHkunsa CertOpenStore
OTKpbIBAET XpaHunuwie
CertOpenStore
cepTmdmKaToB, NCNOMb3YS

3aZlaHHbIN TUN NpoBanaepa.

®yHkumsa CertDuplicateStore
aybnupyet geckpuntop

CertDuplicateStore XpaHunuuwa, ysenunumsas

CYETUMK CCbIJIOK Ha XpaHuimwa

Ha eanHuuy.

OyHkuma CertOpenSystemStore
NCNOb3YETCHA ANA OTKPbITUA
CertOpenSystemStore
Hambosee 4acTto MCnonb3yeMblX

XpaHunuw, ceptudmnKaTos.

OyHkums CertCloseStore
3aKpblBaeT AEeCKPUMTOp
CertCloseStore XpaHunuua cepTmunKkaTos u
YMEHbLIAET CHETHUNK CCbIJIOK Ha

XpaHunnuwa Ha eanHuuy.

) JobaBneHune xpaHunuuwa B
CertAddStoreToCollection
KONnekuyuto

YcTtaHoBka HoTuduKaummn npwu
pasnnynax B 3aKeMpoBaHHOM
CertControlStore
XpaHunvwe n pusndeckom

XpaHunuuie
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DyHKIMH, HCTI0JIBb3YeMble 1/ Pa00ThI ¢ OTKPBHITHIMH AAHHBIMH U 00beKTAMH

CryptImportPublicKeyInfoEx2

OyHKLMA
CryptImportPublicKeyInfoEx2
nMnopTupyeT nHpopmaumno ob

OTKpbITOM KNtode B CNG un
BO3BpallaeT 4eCKpMnTop

OTKPbITOro Knsk4a.

CryptImportPublicKkeyInfoEx

dyHKUMA
CryptImportPublicKkeyInfoEx
nMnopTupyet nHdbopmauunto 06
OTKPbITOM Kkitove B CSP u
BO3BpallaeT AeCKpunTop

OTKPbITOro Ksro4ya.

CryptImportPublickeyInfo

OyHKLMA
CryptImportPublickeyInfo
npeobpasoBbiBaeT 1
nMnopTupyet nuHdopmaunto o6
OTKpPbITOM KJIH0U€e B NpoBaaep u
BO3BpallaeT AeCKpunTop

OTKPbITOro Kjk4a.

CryptExportPublicKeyInfoEx

OyHKUMA
CryptExportPublicKeyInfoEx
aKcnopTupyeTt nHdopmaumio o6
OTKPbITOM KJItOUe, CBA3@HHYIO C
COOTBETCTBYIOLLNM CEKPETHbIM

Kl0O4YOM npoBsaligepa.

CryptExportPublicKkeyInfo

OyHKLMSA
CryptExportPublicKeyInfo
aKcnopTupyeTt nHdopmaumio o6
OTKPbITOM KJltoue,
aCcCoOUNMPOBAHHYIO C
COOTBETCTBYIOLLNM CEKPETHbIM

KJII04OM MpoBangepa.

CertCompareCertificate

OyHKLMA
CertCompareCertificate

CpaBHMBAET ABa cepTudukaTa
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AN Toro, 4tobbl onpeaenuTs,

ABNAKOTCA NN OHUN NAEHTUYHBIMW.

OyHKLMA
CertComparelntegerBlob
CpaBHMBaeT ABa LE/I0UYNCNEHHbIX
CertComparelntegerBlob
6noba gnsa onpeagenexHms Toro,
npeacTaBnsloT In oHU cobon aBa

paBHbIX 4YK1CNa.

2kcnopTupyeT nHdopmMauumto o6

OTKPbITOM KJ/1lO4e,

CryptExportPublicKeyInfoFromBCry
aCCOLMNPOBAHHYIO C

ptKeyHandle
COOTBETCTBYHOLUMM CEKPETHbLIM

Kl0O4YOM nposanjepa.

DYHKIHUN KOTMPOBAHMS/IEKOIUPOBAHUSA

OyHkumnsa CryptDecodeObject
NCMoJb3yoTCa Ans
AeKoAMpPOBaHUS cepTndmKaTos,
CryptDecodeObject
CMWUCKOB aHHYJIMPOBAHHbIX
ceptudumkartos (COC) n

3anpocoB Ha cepTudukaThbl.

OyHkuma CryptDecodeObjectEx
NCMoMb3YTCA ANS

] AekoanposaHmsa ceptudukaTtos,

CryptDecodeObjectEx

CMUCKOB aHHY/IMPOBAHHbIX

cepTudmkaToB U 3anpocoB Ha

cepTudmKaThl

OyHkumnsa CryptEncodeObject
NMCNONb3YIOTCA AN KOANPOBAHMUSA
CryptEncodeObject cepTndmKaToB, CMNCKOB
@HHY/IMPOBAHHbIX CepTUPUKaTOB

M 3anpocoB Ha cepTuduKaTbl.

OyHkuma CryptEncodeObjectEx
MCNONb3YHTCA AN KOANPOBaHUS
CryptEncodeObjectEx cepTndmKaToB, CMNCKOB

aHHY/TIMPOBaAHHbIX CEpTUPUKATOB

M 3anpocoB Ha cepTuduKaTbl.
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Honyqelme 00bEKTOB U3 YiaJleHHBIX HCTOYHUKOB

OyHKLMA
CryptRetrieveObjectByUrlA
CryptRetrieveObjectByUrlA nony4yaer obbekT
NHPACTPYKTYPbl OTKPbLITbIX

Kno4yen no 3agaHHomy URL.

OyHkumnsa CryptRetrieveObject-
ByUrlW aBngeTtcsa unicode
CryptRetrieveObjectByUrlW .
Bepcuen dyHKuMn

CryptRetrieveObjectByUrlA.

JlonotHUTeIbHBIE (PYHKIHH

CryptBinaryToString OYyHKUNS NepeBOAUT ABOUYHYIO
CTPOKY B CTpoKy Base64/HEX.

OYHKLUMS| NEPEBOAUT CTPOKY
CryptStringToBinary HEX/Base64 B ABOVUHYIO
CTPOKY.

@yHKUNA MPOU3BOANT NOUCK
CertFindAttribute aTpubyTta ceptudunkaTa no

naeHTudunkaTopy.

OYHKUMA nonydaeT nms
CertGetNameString Bnagenbua nnm mnigatend

cepTmudumkaTa.

OYyHKUMSA NPON3BOAUT
CertNameToStr packogmpoBaHue nmenun ns ASN
cTpykTypbl B DN (RFC1779).

DYHKUNS NPOM3BOANT 3annchb
XpaHunmuia cepTndunkaTos
(BKAKOYASA CMUCKM OTO3BaHHbIX U
CertSaveStore [OBepeHHbIX CepTU@UKaToB) B
Buae cTpyktypbl PKCS#7 nnum
6buHapHOro gamMna B NaMsaTb UK

dann.

DYHKUMNSA OCYLLECTBNSIET MOMCK

CryptFindCertificateKeyProvInfo 3aKpbITOro Kaua,

COOTBETCTBYIOLLErO OTKPbITOMY
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K4y ceptudumkara.

CryptHashPublicKeyInfo

OyHKUmMa ocywectenser ASN1
KOAMPOBaAHME N X3WMpoBaHue

CTPYKTYpbl
CERT_PUBLIC_KEY_INFO

CryptMsgCountersign

®dyHKUKSA BblpabaTbiBaeT

[06aBoOYHYIO0 NOAMUCH.

CryptMsgCountersignEncoded

®dyHKUKA BblpabaTbiBaeT
[06aBoOYHYIO0 NOAMNMUCH.
(koamnpyet cTpykTypy Signerinfo,
Kak onpegeneHo B PKCS #7).

CryptMsgVerifyCountersignatureEncode
d

OyHKUMA npoBepsieT
[06aBoOYHYIO0 NOAMNMUCH.
(AekoanpyeT CTpyKTypy

Signerinfo, kak onpegeneHo B
PKCS #7).

CryptMsgVerifyCountersignatureEncode
dEx

®dyHKUMS npoBepsieT A06aBOYHYIO
noAnuck. (AeKoANPYET CTPYKTYpPY
Signerinfo, kak onpegeneHo B PKCS
#7).
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Jlntepatypa

FOCT 28147-89. lNocypapcTBeHHbI cTaHaapT Poccuiickon ®egepaunmn. Cuctembl 06paboTkn MHdopMaumu.
3awuTa KpunTorpaduyeckas. ANroputM Kkpuntorpadunyeckoro npeobpasosaHus.

FOCT P 34.10-94. locymapcTBeHHbI cTaHaapT Poccuiickon ®epepaummn. NHbDoOpMauMOHHAs TEXHONOruUs.
Kpuntorpadguyeckasa 3awmta MHGopmaumun. Mpoueaypbl BbipabOTKM M MPOBEPKU 3/IEKTPOHHON UMM pPOBOMA
noAanucu Ha 6ase aCMMMETPUYHOro KpunTorpadmnyeckoro anropmuTMa.

FOCT P 34.10-2001. lNocynapcTBeHHbIn cTaHaapT Poccuickon ®egepaunn. MHPOpMaUMOHHAs TEXHONOMMS.
Kpuntorpadgunuyeckas 3awmTta nHdopmaumnm. MNMpoueccbl hopMMpoBaHNS U NPOBEPKM SNEKTPOHHOM LNDPOBOWA
noAnucu.

FOCT P 34.11-94. locynapcTBeHHbIn cTaHgapT Poccuitckon Q®epepaumn. NHbopMauMOHHAs TexXHOAOrus.
Kpuntorpaduyeckas 3awmTa nHpopmMaumn. OyHKUMUS X3WMPOBAHUS.

FOCT P 34.10-12 WHdopMaumoHHasa TexHonorus. Kpuntorpadwuyeckas 3sawmta uHdopMauuun. [lMpoueccol
dhopMMpoBaHMS N NPOBEPKN 3/IEKTPOHHOWN LMGPOBOMN NOAMNMUCH.

FOCT P 34.11-12 WHdopMaumoHHas TexHonorusa. Kpuntorpaduyeckas 3sawmta mHdopmaumu. OyHkuums
X3LWMPOBaAHUS.

XKTSAN.00088-01 30 01. KpunTollpo CSP. ®opmynsp.

XKTSAN.00088-01 90 01. Kpuntollpo CSP. OnucaHue peanusaumu.

XXTAN.00088-01 91 01. KpunTtollpo CSP. PykoBoactso AaMmnHmuctpaTtopa 6esonacHoctu. Ob6uwas yacTb.
XTAN.00088-01 91 02. Kpuntollpo CSP. PykoBoactBo AgMmHUCTpaTopa 6e30macHOCTU. Mcnonb3oBaHue
CK3U nog ynpasneHnem OC Windows .

XKTAN.00088-01 91 03. Kpuntollpo CSP. PykoBoactBo AaMuHucTpaTtopa 6e3onacHoctu. Mcnosb3oBaHue
CK3U nop ynpasnenmnem OC Linux.

XKXTAN.00088-01 91 04. Kpuntollpo CSP. PykoBoactBo AaMuMHMCTpaTopa 6e3onacHocTu. Mcnonb3oBaHue
CK3WU nog ynpaenexHunem OC FreeBSD.

XXTAN.00088-01 92 01. KpunTtollpo CSP. NHCTpyKumMs no ucrnonb3oBaHuto. Windows.

XXTAN.00088-01 94 01. KpunTtollpo CSP. APM BblpaboTKkM BHELIHEN FraMMbl.

XT5N.00088-01 96 01. Kpuntollpo CSP. PykoBoACTBO NporpamMmMmumcra.

[X.680-X.699]. OSI NETWORKING AND SYSTEM ASPECTS. Abstract Syntax Notation One (ASN.1)

[X.509]. ITU-T Recommendation X.509 (1997 E): Information Technology - Open Systems Interconnection
- The Directory: Authentication Framework, June 1997.

[PKIX]. RFC 2459. Housley, W. Ford, W. Polk, D. Solo, «Internet X.509 Public Key Infrastructure Certificate
and CRL Profile», January 1999.

MonoxeHne o  paspaboTke, NpOun3BOACTBE, peanusauum M 3Kcnayatayum wundpoBanbHbIX
(kpunTorpadunyeckmnx) cpeacTts 3awnTbl MHGopMauun (MonoxeHne MK3-2005).

Mpukas OAMNCU ot 13.06.2001r. N2152 «0O6 uHCTpyKummn o6 opraHusaumm mn obecneyeHum HesonacHOCTU
XpaHeHus, 06paboTknm M nepedayn No KaHanaMm CBSI3M C WUCNOSIb30BaHWEM CPeAcCTB KpunTorpaduyeckon
3aWmTbl  UHGOPMauMM C OrpaHWYEHHbIM AOCTYNOM, He coAepXalwen CBeAeHWlr, COCTaBASOLWMX
roCyfAapCTBEHHYIO TalHy».
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XKTAN.00088-01 95 01. KpunTtollpo CSP. MNpaBuna nonb3osBaHus

JInCT perncrtpaumm M3aMeHeHumn

Homepa nuctos (cTpaHuu)

NU3M.

U3MEHEHHbIX

3aMEeHEHHbIX

HOBbIX

@HHYMpo-

BaHHbIX

Bcero nucros

(cTpanuu) B

[OKYM.

NO

[OKyMeHTa

Bxoasawui
N® conposoaun-

TENbHON0 AOKYM.

1 aata

Moan.

[aTa
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