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1. OBWWHMNE YKA3AHWA

1.1 dopmynssp Ha wu3genve «Cpencrtso Kpuntorpaduyeckon 3awmuTtbl  mMHbOpMaunm
«Kpuntollpo CSP» v 4.0» XXTAWN.00088-01 (nanee - CK3W), aBnsieTca AOKYMEHTOM, YAOCTOBEPSIOLWNM
rapaHTUpoOBaHHbIE W3roTOBUTENEM OCHOBHble Xapaktepuctukm CK3W, onpeaensowyMm KOMMONEKT
NOCTaBKM, OTpaxawLwMM CBeAEHMS O MPOU3BOANMbBIX U3MEHEHUSIX B KOMIMIEKTE MOCTaBKW U Apyrue
AaHHble 3@ BECb Nepuog aKCnayaTaunmm.

1.2 3kcnnyataums CK3WM pgomkHa npoBOAUTBCS B COOTBETCTBMM € 3KCMyaTauMOHHOM
OOKYMEeHTaumen, npeaycMOTpeHHOW HactoswmMm PopMynsipoM, M B COOTBETCTBMM C pasgesnoMm V
«MonoxeHna o pa3paboTke, nNpoM3BOACTBE, peanMsaunmm U 3KCNJyaTtaumm LWnNgpoBanbHbIX
(kpunTorpadgpunyecknx) cpeacTts 3awmnTbl MHDopMaumn (MonoxeHune MK3-2005)».

1.3 Mopsaok obecnevyeHns uHPOpMaUMOHHOM 6e3onacHOCTM nNpu  ucnosb3oBaHunm CK3U
onpeaensieTca pyKoBoAUTENEM 3KCMAyaTUPYOWeEN OpraHmMs3auuMm Ha ocHoBe TpeboBaHuMM Mo
OpraHM3auNOHHO-TEXHMYECKNM MepaM 3allMTbl, U3/10XKEHHbIM B 3KCM/yaTauMOHHOMN AOKYMEHTaLUM M.

1.4 MMpwn akcnnyaTtaumm CK3UM Ao/mkHbl MCNOAb30BaTbCs cepTuUduKaTbl KAKOYEN 3NeKTPOHHOMN
noanmcn  (ceptudukaTbl  OTKPbITbIX  K/OYEN),  BbiMyLWEHHble  YAOCTOBEPSIOWMM  LIEHTPOM,
ceptudmumnmpoBaHHbiM O®CB Poccmm NO Knaccy 3alunTbl HE HMXE Kjacca 3alinTbl WUCMOSIb3YEMOro
CK3Wu.

1.5 Mpun BcTpamBaHum CK3W B npuknagHble cuUCTeMbl HeobXoAMMO MO TexHUYEeCcKoMY
3agaHuto, cornacosaHHomy c¢ 8 LUeHTpom ®CB Poccumu, npoBOAWTb OLEHKY BAUSIHUSA cCpenbl
dyHKUMOHMpoBaHUSA CK3W Ha BbinonHeHWe nNpeabsaBieHHbix kK CK3W TpeboBaHuin B cny4vasx:

— ecnu uHdopMauusa KoHbUAEHUMANbHOrO XapakTepa, MOANIEXWUT 3aluTe B COOTBETCTBUM C
3aKoHoAaTenbCcTBOM Poccuiickoin deaepaunu;

— Npu opraHusauum 3awmTbl KoHpuaeHumanbHoON mMHbopMaumm, obpabaTtbiBaemon CK3U, B
denepanbHbiX oOpraHax WCNOMHUTENbLHON BAaCcTU, OpraHax MWCNOMHUTENbHOM BNactTu CcybbekToB
Poccuinckonn ®egepaunu;

— Mpu opraHusaumm Kpuntorpadunyeckon 3awWuTbl KOHdUAEHUMANbHOW UMHGOpMauun,
obpabaTtbiBaemon CK3W, B opraHusaumax He3aBuUCMMO OT MX OpraHu3auMoHHO-MpaBoBOM (OpPMbI U
¢opMbl COBCTBEHHOCTW MPU BbIMOHEHUN UMUK 3aKa30B Ha MOCTaBKy TOBApPOB, BbIMOSIHEHWE paboT nnu
OKasaHue ycnyr Ans rocyAapCTBEHHbIX HYXA,;

— ecnun o06sA3aTeNbHOCTb 3aWmTbl MHPOPMaLUMN KOHDUAEHLMANBHOIO XapakTtepa BoO3J/laraeTcs
3aKoHoAaTeNnbCTBOM Poccuinckon depepauum Ha nuy, UMEKLWMX AOCTYN K 3TOM MHbopMaumu mnu
HadeNeHHbIX MOJIHOMOYUAMU MO  PACMOPSXKEHUKD CBEAEHUSAMW, CcoAepXKaluMmcs B AaHHOM
nHpopMauun;

— npwu obpabaTtbiBaHMN MHPOPMaUnMnM KOHDMAEHUMANBHOro XapakTepa, obnagateneMm KoTopomn
ABMSATCA FOCYAAPCTBEHHbIE OpraHbl MW OpraHuM3aumu, BbIMOHSAWMNME rOCyAapCTBEHHbIE 3aKasbl, B
c/lydae MpuHSATUS UMUMKW Mep MO OXpaHe ee KOHMUAEHUMANbHOCTM MyTEM WCMNONb30BaHUA CPeACTB
KpunTorpadunyeckon 3alnThbl;

— npu obpabaTtbiBaHUM MHbOpMaUnMM KOHMUAEHLUMANbHOMO XapaKTepa B rocyAapCTBEHHbIX
opraHax M B OpraHu3auusix, BbIMOJHAKLWNX rOCyAapCTBEHHbIE 3akasbl, obnagaTtesnb KOTOPOM
nNpUHUMaeT Mepbl K OXpaHe ee KOH(PUAEHUWANbHOCTM NyTEM YCTAHOB/EHUS HeobXxoaAnMOCTU
KpunTorpaduyeckon 3awmnTbl AaHHON MHDOpMaLMK.

B ocTanbHbIX Cnyyasx PpeKoMeHAYeTCs MpPOBOAUTb YCTAHOBJIEHHbIM MOPSIAKOM MpPOBEPKY
KOppeKTHOCTM BCTpamBaHusa CK3W B npuknagHble CUCTEMbl C LENbl OLEHKM O0HBOCHOBAHHOCTU U
OOCTaTOYHOCTM Mep, MPUHATBIX 419 3awunTbl MHopMauun, obpabaTteiBaemoin CK3U.

lNpoBeaeHWEe OLEHKM BAUSHWUSA TMPUSIOKEHUI, MEPEeUYUCNeHHbIX B M.2 [lpaBuna nonb3oBaHuS
XTAKN.00088-01 95 01, He TpebyeTcs.

B cnyyae ucnonb3oBaHMSA BbI30BOB, HE BXOAAWMX B rnepedeHb [MpunoxeHuss 2 AOKYMEHTa
XTAN.00088-01 95 01. MpaBunia nonb3oBaHMsl, HEO6XO0AMMO NMPOM3BOAUTL pa3paboTKy OTAENbHOro
CK3W Ha 6a3e «Kpuntollpo CSP» Bepcusa 4.0 B COOTBETCTBUM C AENCTBYOLWWEN HOpMaTMBHON 6a3oi (B
yacTtHocTu, c NMoctaHoBneHuem lMpaButenbcTBa Poccuimnckon ®epgepaunm ot 16 anpens 2012 r. N°313
n TlonoxeHneMm o pa3paboTke, NpPoM3BOACTBE, peanmMs3auuMm W 3SKCnayaTauum WndpoBanbHbIX
(kpunTorpacgpunyecknx) cpeacts 3awmTbl MHDopMaumun (Monoxernune MK3-2005)).
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1.6 CK3W cooTtBetcTBYeT «TpeboBaHMAM K CcpeAcTBaM 3/eKTPOHHOM nognucu» (MpunoxeHue
1 k Mpukasy ®Cb PO ot 27 pekabps 2011 r. N2 796 «0O6 yTtBepxaeHun TpeboBaHuii K cpeacTtBam
3/1eKTPOHHON noanncu n TpeboBaHMI K cpeacTBaM yAOCTOBEPSIOWErO LEeHTpa») nNpmM MCNoib30BaHUM
B CMCTeMax C aBTOMATM4YeCKMM co3gaHmem u (nnm) aBTOMATUYECKOM MNPOBEPKON 31EKTPOHHOM

noanmcu.

1.7 ®opmyndap BxogmT B KoMnnekT noctaBkn CK3U u fo/mKeH NOCTOSHHO XPaHUTbCS B OpraHe
(nogpa3saeneHunmn), oTBETCTBEHHOM 3a 3KcnayaTauunto CK3U.

1.8 Bce 3anucu, BHOCMMble B OpPMYnsp, A0/KHbI ObiTb 3aBepeHbl 1MLAaMK, OTBETCTBEHHbIMU
3a akcnnyaTtauunio CK3N.
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2. TPEBOBAHNA K SKCINJTYATALUUWN CK3N

Mpun skcnnyataunm CK3U gomkHbl BINOMHATHCA cieaytowwme TpeboBaHms :

2.1 C nomowbio CK3M He ponyckaerca obpabaTtbiBaTb WHpOpPMaUMIO, CcoaepXKallyro
CcBeaeHus, cCoCcTaBnslowme rocyaapCTBEHHYO TalHy.

2.2 [JdonyckaeTcs ucnonb3oBaHne CK3W gna kpuntorpaduyeckon 3aluTbl NepCcoHasbHbIX
AaHHbIX.

2.3 KnwoueBasa nHbopMaums sBnsieTcss KoHduaeHUNnaNbHOMN.

2.4 Cpok pgencrteus knw4ya nposepkn 31 — He 6onee 15 neT nocnie OKOHYaHMS Cpoka
AEeNCTBMS COOTBETCTBYOWEro katoda II1.

2.5 BHewHas ramma, mcnonb3yemas 478 WMHULMANM3aUMKM COCTOSHUS nporpamMmHoro [CH,
ABNseTcs KoHdMaeHUManbHON.

2.6 CK3M OOJDKHO MCNoJ/1b30BaTbCA co cpencrtesamm AHTMBMPYCHOM 3alUnThI,
ceptudunumposaHHbeiMmu ®CB Poccmun. B cnyyae mx OTCYTCTBMS pEKOMEHAYETCS MO BO3MOXHOCTMU
MCNONb30BaTb CYLECTBYOWME aHTUBMPYCHble CpeacTBa 3awuTtbl. Knacc aHTUBUPYCHbIX CpeacTB
3aWMTbl onpegenseTcs ycnosusamm skcnayataunm CK3U B aBTOMaTU3MPOBAHHbLIX CUCTEMaX.

2.7 Pa3MelweHne CK3UM B noMeLleHUsIX, B KOTOPbIX ocyLuiecTBnsieTcss o6paboTka nHdopmaumm,
coAepkallel cBeAeHMUs, COCTaBAsilOWME FOCYAAPCTBEHHYO TaliHY, OCYLLECTBASIETCS YCTaHOBEHHbIM
NOpsIAKOM.

2.8 Mpwu akcnnyatauum CK3U Heobxoammo pykoBoacTBoBaThCA MNonoxeHuem MK3-2005.

2.9 Mpu 3kcnnyataumm CK3WN HeobxoaMMO BbINOMHEHWE AEUCTBYHOWMX B Poccuinckom
®depepaumn TpeboBaHM NO 3alnTe MHPOPMALMKN OT YTEUKN MO TEXHUYECKUM KaHanaMm, B TOM uucne,
no kKaHany ceasu (Hanpumep, CTP-K).

2.10 YcraHoBka CK3W Ha pabouee mMecTo Nosb3oBaTens MOXeT 6biTb OCYLLECTBAEHA TONbKO B
cnydyae  noATBEpPXAEHUS  LUENOCTHOCTM  MOJIYYEHHbIX  YCTaHOBOYHbIX  Mogynen CK3U wu
aKCnayaTauMoHHOMW AokyMeHTaumu (n. 2 XTAKW.00088-01 91 01. Kpuntollpo CSP. PykoBoACTBO
aaMmHucTpatopa 6esonacHocTn. Obwas 4YacTb).
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3. ObWME CBEAEHNA N OCHOBHbIE TEXHUYECKWE OAHHbIE

3.1 CK3W npepHasHayeHO ANs 3alMTbl OTKPbITOM MH(OPpMauumn B MHGMOPMALMOHHbBIX CMCTEMaXxX
obuwero MoJsib30BaHMS (BbluMCNEHMe/npoBepkKa 3/IEKTPOHHOMN noanucm) 7 3aWnThbl
KoHduMaeHUManbHON WHGOpMaUnM, He coaepxxawel CBefeHWN, COCTaBASKWNX FOCyAapCTBEHHYHO
TalHy, B KOPNOpaTUBHbIX NHPOPMALUMOHHBLIX CUCTEMAX C BbINOSIHEHNEM Cnefywmx QyHKUUNA:

1) 3aWwMuleHHOe XpaHeHMe MoNb30BaTENbCKUX K/KOYEeN B  K/AKOYEBOM KOHTelHepe C
NCNoAb30BaHMeM WKdpoBaHNSA, UMUTO3ALLNTbI U ayTeHTUdMKaLMKM 40CTYNa;

2) wndpoBaHue, BblYMCNIEHME MMUTOBCTaBKMN, X3LMpOBaHu1e, co3aaHue/npoBepka
3/TEKTPOHHOW MOAMUCU AAHHbIX B 061acTsaX NaMsTu;

3) dopMmpoBaHMeE CECCUOHHBIX Ko4Yen, kndyen obMeHa n K4yen cosgaHus/nposepku I,
X UMMOPT/3KCNOPT MU3/B KNOHYEBOW KOHTENHEp;

4) ngeHtTndpukaums, ayteHtudmkaums, wndposaHme n nMutTosawmra TLS-coegnHeHun;

5) ayteHTudunkaumsa s sgomeHe Windows ¢ ncnonb3sosaHnem «Kpuntollpo Winlogon».

3.2 CK3U ¢yHKLUMOHUPYET B CIeayowmx NporpamMMHo-annapaTHbIX cpeaax:
Windows
BkntoyaeT nporpaMMHo-annapaTHble cpeabl:
Windows XP* (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).
LSB Linux

BkntouaeT auctpubyTtmesl Linux, yaosnetsopstowme ctaHaapTy Linux Standard Base ISO/IEC
23360 Bepcun LSB 4.x:

CentOS 4/5/6 (x86, x64);
CentOS 7 (x86, x64, POWER, ARM, ARM64);
OCb (OS-RT) (x64);
TA OC AUC ®CCN Poccum (GosLinux) (x86, x64);
Red OS (x86, x64);
Fedora 25/26/27 (x86, x64, ARM);
Oracle Linux 4/5/6 (x86, x64);
Oracle Linux 7 (x64);
OpenSUSE Leap 42 (x86, x64, ARM, ARM64);
SUSE Linux Enterprise Server 11SP4 (x86, x64);
SUSE Linux Enterprise Server 12, Desktop 12 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);
Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
CnnTe3-0C.PC (x86, x64);
Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
Ubuntu 17.04/17.10 (x86, x64);
Linux Mint 17/18 (x86, x64);
Debian 7/8/9 (x86, x64, POWER, ARM, ARM64);
Astra Linux Special Edition, Common Edition (x64).
nix
BkntoyaeT nporpaMMHO-annapaTHble Cpeabl:
ALT Linux 6/7 (x86, x64, ARM);
AnbT CepBep 8, AnbT Pabouan ctaHuma 8, AnbT Pabouas ctaHuma K 8 (x86, x64, ARM, ARM64);
ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);
POCA XPOM/KOBA/IbT/HUKE/b (x86, x64);
FreeBSD 9/10/11, pfSense 2.x (x86, x64);
AIX 5/6/7 (POWER).
Solaris

[




XKTAM.00088-01 30 01. Kpuntollpo CSP. ®opmynsp

BkntoyaeT nporpaMMHo-annapaTHble cpeabl:
Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

MpumeyaHuns:

1. Mpu akcnnyataumm CK3U HeobxoamMO yumTbiBaTb, UYTO MOPSAOK M CPOKW 3KCyaTauuu
OnepaumnoHHbIX CUCTEM, B cpefe KOoTopbix dyHKUMOHMpyeT CK3U, onpenenstotcs NpousBoauTensamMm
onepauMoHHbIX CucTeM. Mcnonb3oBaHMe onepauuoHHbIX CUCTEM, NOAAEP)XKA KOTOPbIX OCTaHOBEHA
npousBoauTeNeM, He AONYyCKaeTcs.

2. HeobxoauMMo wucnonb3oBaTb AUCTPUMOYTMBbBI  yKa3aHHbIX OMNEpPaLMOHHbLIX  CUCTEM,
No/ly4YeHHble y pa3paboTumka ornepaumoHHOM CUCTEMbI, U UX LUTATHble PENO3UTOPUK C MakKeTaMmu.
Ncnonb3oBaHue npounx cé6opok OC He gonyckaeTcs.

3. Onsa cepsepHoro npuMeHeHus CK3W (maccoBoe obcnyxumBaHue) Heobxoamma cepsepHas
nvueH3ns. CepBepHbIMU CHUTAOTCA:

- OC cemenctBa Windows Server (2003/2008/2008R2/2012/2012R2/2016);

- OC cemerictBa Linux Server (Red Hat Enterprise Linux Server, SuSE Linux Server, Ubuntu
Server, Mandriva Enterprise Server 5, Business Server 1, ROSA Enterprise Linux Server);

- CepBepHble u ceteBble OC (AIX, FreeBSD, Solaris);

- Bce nnatdopMbl ¢ cepBepHOM npoueccopHon apxutektypomn (PowerPC, Sparc).

4. Bepcusa POSReady.

3.3 Anroput™M  3awudpoBaHus/paclumdpoBaHns  AaHHbIX M BblUUC/IEHME  UMUTOBCTaBKU
peanusoBaH B cooTBeTcTBMM C [OCT 28147-89 «Cuctembl 06paboTkm wuHdopMauum. 3awmTa
KpunTorpadguueckasi. ATropuTM Kpuntorpadumyeckoro npeobpasoBaHums».

3.4 AnropuTMbl OPMMPOBaHMUA U TMPOBEPKU 3/EKTPOHHOW MNOAMNUCKM peanu3oBaHbl B
cootBeTcTBMM € TOCT P 34.10-2012 «NHdbopmaumoHHas TexHonorusa. Kpuntorpaduyeckas sawmrta
nHdopmauumn. lMpoueccbl GopMUPOBaAHUSA N MPOBEPKU 3MIEKTPOHHOMN undposon noanucu» un FOCT P
34.10-2001 «NHdopmaunoHHasa TexHonornsa. Kpuntorpadumyeckasa 3awmta nHdopmaummn. Mpouecchl
GdhopMMpOBaHMSA N NPOBEPKU INTEKTPOHHOM LMMPOBOM NOAANCU>».

3.5 AnropuTMmbl BblpaboTKM 3Ha4vyeHus Xx3W-dyHKUMWM peanu3oBaHbl B COOTBETCTBUU C
FOCT P 34.11-2012 «WHdpopmaunmoHHasa TexHonorus. Kpuntorpaduueckas 3awmta wnHdbopMauumm.
OyHKuna xawmposaHusa» n TOCT P 34.11-94 «MHbopMaumoHHaa TexHonormsa. Kpuntorpaduueckas
3awmTa nHpopMaumn. OyHKUMSA X3WNPOBAHNS».

Ncnonb3oBaHne cxembl nognucu NOCT P 34.10-2001 gna dpopMmupoBaHms noanmcu nocne 31
aekabpsa 2018 roga He gonyckaeTcs.

3.6 CeteBas ayTeHTUdMKaUNg peanmsoBaHa Ha 6a3e npoTtokona TLS v.1.0 ¢ ucnonb3osaHneM
anroputMoB n.n. 3.3-3.5 B COOTBETCTBUM C JAOKYMEHTOM <«WNHMOpMaUMOHHaAsA TEeXHOMorms.
KpunTtorpaduueckas 3awmTta WH@opMauun. PekomeHpauum no craHgapTtmsauun. WMcnonb3oBaHue
HabopoB anroputMoB wWwudpoBaHma Ha ocHoBe [OCT 28147-89 ansa npotokona 6e3onacHoCTH
TpaHcnopTHoro ypoBHS (TLS). TexHuMueckuihi KOMWUTET Mo CcTaHaapTtmaumm <«Kpuntorpaduyeckas
3awmTa nHobopmaummn» (TK 26)»;

3.7 KnwoueBas cuctema CK3WM obecneunBaeT BO3MOXHOCTb MapHO-BbIGOPOYHON CBSA3U
aboHeHTOB ceTu (N0 TUNY <KaXAbl C KaXXAbIM») C MCMNONb30BaHMEM AN Ka)XAoM napbl abOHEHTOB
YHUKANbHbIX K/KOYEN, co34aBaeMbiX Ha OCHOBE MpUHLUMMNA OTKPbLITOrO pacnpenesieHns Kyen.

3.8 BapwuaHTbl BO3MOXHbIX HOCUTenenm Ansa XpaHeHusa kawden Il (3aKpbITblX KA4Yen) B
3aBUCUMOCTM OT ncnonbdyemor OC oTpaxkeHbl B Tabnuue 3.1.

Tabnnua 3.1 - Mcnonb3oBaHWe K/KYEBbLIX HOCUTENEN B 3aBUCMMOCTM OT MpOrpamMMHO-anmnapaTHOWn
nnatgopMbl.

Hocutenb/OC Wil'xj;’;vs Wi:gzws Linux FresBS Solaris | AIX
rMAj 3,5”, USB ancku + + + + + -
CmapTkapTbl GEM_ALTO (GemSiml, GemSimZ, Optelio, + + + + + )
OptelioCL, OptelioCL2, Native)
eToken, Jacarta + + + - - -




XKTAM.00088-01 30 01. Kpuntollpo CSP. ®opmynsp

USB-TokeHbl PyTokeH 3LIM (Flash, Bluetooth), PyTokeH Lite + + + + - -

CmapTkapTbl PyTokeH Lite SC, PytokeH 3N SC + + + + - -

PyTtokeH S + + + - - -

Novacard + + + + + -

Cmaptkaptbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, + + + + + )

TRUSTS, TRUSTD)

CmapTtkapTa Y3K + + + + + -

Cmaptkapta MS_KEY K + - - - -

ESMART Token + + + - - -

CmapTtkapTbl Athena IDProtect, MorphoKST, Cha cardOS, + + ) ) ) )
Cha JCOP

CmaptkapTtbl Annot INPASPOT Series, SCOne Series + + - - -

Rosan + + + + -

Pasgen HDD M3BM (B Windows - peecTtp) + + + + + +

NpeHTndukaTtopbl Touch-Memory DS1995, DS1996 + - - - - -

MpuMevaHus:

1. XpaHeHune 3akpbITbix kntodert Ha HDD M3BM mn USB auckax (B peectpe OC Windows, B pa3aene HDD
npu pabote nog ynpasneHnem apyrux OC) gonyckaeTcsl TOIbKO MpW YCNOBMKM pacrnpocTpaHeHuss Ha HDD, USB
anck  wmnum Ha TI9BM ¢ HDD TpeboBaHuii no obpaweHno C  KA4YeBbiIMM  HocuTenamu  (n.6.7
XKTAN.00088-01 91 01. PykoBoaCTBO agMuHUCTpaTopa 6e3onacHocTm obwas yacTb).

2. Bce BbllWenepeyncrieHHble HOCUTENM WCMOJb3YKOTCS TOJIbKO B KayecTBe MacCUMBHOMO XpaHuauviia
Knto4yeBon MHdbOpMaumm 6e3 MCnosb30BaHUS KpUMTOrpauuyeckmx MExXaHM3MOB, peasin3oBaHHbIX Ha cMapT-
KapTe/TOKeHe.

3. icnonb3oBaHmMe HoCcUTeNen Apyrux TMNOB - TOJIbKO NO cornacosaHuto ¢ ®Cb Poccumn.

4. cnonb3oBaHMe B KayecTBe MacCMBHOIO XpaHunuuia Knw4veBol MHgopMauunm PytokeH DUIM Bluetooth
BO3MOXHO TOJIbKO Mpw Hanuumun ceptudukata coorsetcTemsa OCb Poccumn Ha ykasaHHOE YyCTPOMWCTBO; AN MHbIX
HOCUTEeNnen UCnonb3oBaTb AN Nepefayn AaHHbIX 6€CKOHTaKTHbIN MHTepdhENC 3anpeLleHo.

3.9 dopMupoBaHMe 3aKpbITbIX KOYEH NPOU3BOAMUTCS C UCMNOAb30BaHMEM CreAyrLlwnx TUMNOB
cuuTbiBaTENEN, YKasaHHbix B Tabnnue 3.2.

Tabnuua 3.2 - Cnocobbl GOPMUPOBAHUSA 3aKPbITbIX KKOUEN.

Windows Windows - FreeBS .
CuutbiBaTtenn/0C IA32 x64 Linux D Solaris | AIX
OunckoBoa/USB anckosoa + + + + + -
PS/SC coBMeCTMMbIN cunTbIBaTENb CMApT-KapT + + + - + -
MAK sawwTsbl oT HCA «Cobonb» RU.40308570.501410.001 + + + + _ B
(Bepcumn koaa pacwwmpenuns BIOS 1.0.99, 1.0.180)
C3U HC «Akkopa-AMA3» TY 4012-054-11443195-2013, + + + ) ) )
4012-006-11443195-2005 TY
YcTpoicTeo uTeHns Tabnetok Touch-Memory Dallas: DS9097E, + ) ) ) ) )
DS9097U, DS1410E
Pazpen, peectp HDD M>5BM + + + + + +
3.10 ®opmMupoBaHME Cy4YaWHOMW MNOCNeA0BaTE/IbHOCTM MNPOU3BOAUTCS C UCMNOJSIb30BAaHUEM

[OCH, ykazaHHbIx B Tabnnue 3.3.

Tabnunua 3.3 — BO3MOXHble BapuMaHTbl UCMOJIb30BaHUS pa3nunyHbix ACYH ans BbipaboTkn cny4danHom
nocneaoBaTesIbHOCTH.

Windows

Windows

FreeBS

1.0.99, 1.0.180)

aAc4y/0cC IA32 x64 Linux D Solaris | AIX
Odusnyeckmin CH B coctaBe MNAK 3awmntbl oT HC «Cobonb»
RU.40308570.501410.001 NC (Bepcuun koaa pacwimpenus BIOS + + + + - -




XKTAM.00088-01 30 01. Kpuntollpo CSP. ®opmynsp

dusmyeckunin ICYH B coctaBe C3N HCA «Akkopa-AMA3» TY + + + _ _ _
4012-054-11443195-2013, 4012-006-11443195-2005 TY
dusunyeckunt ICH B coctase ANMA3-Y M-5266
(KPUMNTOH-3AMOK/Y) KBX.468243.067 TY, M-526E1 + + - - - -
(KPUNTOH-3AMOK/E) KB4XK.468243.090 TY
dusnyeckmn ACH B coctaBe ANMA3 «MAKCUM-M1» + + + - - -
BHewHaq ramma + + + + + +

MpumMeuyaHue: CnMCKM BEPCUIn MpOrpaMMHO-anmnapaTHbiX Cpefl, B KOTOPbIX (PYHKLMOHUPYIOT NepeyncrieHHble
cpeacTBa 3allMTbl OT HECAHKLMOHMPOBAHHOIrO [0CTyna, MpUBEAEHbl B AOKYMEHTaUMW Ha COOTBETCTBYHOLLEE
CpeAcTBa 3alunTbl OT HECAaHKLMOHMPOBAHHOMO AOCTYMa.

MpumeyaHmne: Ncnonb3oBaHue Apyrux ceptuduumpoBaHHbix TMnoB ACH - Tonbko no cornacoBaHuto ¢ ®CHb
Poccun.
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4. KOMMNEKTHOCTb

Tabnuua 4.1 - Komnnektauusa ncnonHeHunsa 2-Base

HauMmeHoBaHue O603HaueHue
Kpuntolpo CSP. basosbie Moaynu. XKTAKN.00088-01 99 01
CpeAcTBO 3alMTbl OT HECAaHKLMOHMPOBAHHOIO A0CTYyMNa CwM. MpumeyaHue n. 1
Kpuntolpo CSP v. 4.0. ®opmynsp. XKTAKM.00088-01 30 01
Kpuntollpo CSP. OnucaHune peanusaumu. XXTAKN.00088-01 90 01
KpuntolNpo CSP. PykoBoacTBO agMuHMCTpaTopa 6e3zonacHocTn. Obwas yacTb. XTAN.00088-01 91 01
Kpuntolpo CSP. PykoBoacTeBo agMuHucTpatopa 6esonacHoctn. cnonb3osaHme CK3U noa XKTAM.00088-01 91 02
ynpaeneHnem OC Windows.
Kpuntolpo CSP. PykoBoacTBo agMmHucTpatopa 6esonacHoctu. Micnonb3oBaHme CK3U nog XKXTAKN.00088-01 91 03
ynpasneHunem OC Linux.
Kpuntolpo CSP. PykoBoacTBO agMMHUCTpaTopa 6e3onacHoctn. Mcnonb3oBaHne CK3W nog XXTAKN.00088-01 91 04
ynpasneHnem OC FreeBSD.
KpuntolMpo CSP. PykoBoacTBO aaMuHMUcTpaTopa 6e3onacHoctu. Mcnonb3oBaHme CK3U nog XKTSAKM.00088-01 91 05
ynpasnenuem OC Solaris.
Kpuntolpo CSP. PykoBoacTBo agMuHucTpatopa 6esonacHoctu. Mcnone3osaHme CK3U nop XTAM.00088-01 91 06
ynpasnexHnem OC AIX.
KpunTtolpo CSP. UHcTpyKkums no ncrnonb3osaHuio CK3M noa ynpasneHnem OC Windows. XKTAKN.00088-01 92 01
Kpuntolpo CSP. MpunoxeHne KOMaHAHOW CTPOKM AJis noAnucu n wudposaHusa daiinos XKXTAKN.00088-01 93 01
KpuntolMpo CSP. MpunoxeHne KOMaHAHOW CTPOKMK ANnsl paboTbl € cepTudUKaTamm. XKTAKN.00088-01 93 02
KpuntolNpo CSP. MNMpunoxeHne KOMaHAHOW CTPOKU ANSA co3aaHus TLS-TyHHens. XTAM.00088-01 93 03
KpunTolpo CSP. PykoBoACTBO NMporpamMMmucra. XKTAKN.00088-01 94 01
KpunTtollpo CSP. MNpaBuia nosb3oBaHus. XTAKN.00088-01 95 01
Kpuntolpo CSP. PykoBoACTBO nporpaMMucTa. XKTAN.00088-01 96 01
CepTtudukat CK3U (konus).

MpuMevaHuns:
1.B ka

yecTBe CcpeactBa 3aWnTbl OT HECAHKUMOHUPOBAHHOIO A0CTyna HeobxoANMMO MCMonb30BaTh OAHO

U3 CrneayoLwmx CpeacTB 3aliMTbl, MpU YCNOBUW Hanuuus aenctsytouero ceptudukata coorsetcteus OCH

Poccuum:

MocTas

MAK 3awwutbl ot HCO «Cobonb» RU.40308570.501410.001 (Bepcum kopa pacwmpeHust BIOS
1.0.99, 1.0.180);

AnnapaTHO-NporpaMMHbIi MoAayb [OBEpPEHHOM 3arpysku YHUBEpCanbHbIN M-526b6
(KPUMTOH-3AMOK/Y) KBOXX.468243.067 TY, M-526E1 (KPMNTOH-3AMOK/E)
KBOXX.468243.090 TY;

C3U HCAO «Akkopa-AM3» TY 4012-054-11443195-2013, 4012-006-11443195-2005 TY;
AMMA3 «<MAKCUM-M1».»

Ka - No cornacoBaHuMto C NOJIb30OBATENEM.

2. KoMnneKkT AOKyMeHTauuu npeAHasHayeH Ans aaMUHUCTPATOpoB 6e30MacHoCTM, paspaboTymkoB
NpUKNaZHOro NporpaMMHoro o6ecnedyeHns n nosnbsosarteneit CK3U.

3. MporpamMmMHoe obecnedyeHne n AOKYMeEHTauUWs B 3/1€KTPOHHOM Buae B ¢opmaTe PDF (Adobe Acrobat
Reader) Ha CD-ROM ans Bcex mcnonHeHun CK3W nocrtaBnsieTca eanHbiM ANCTPUOYTMBOM, opMynsp n Konus
ceptudukaTa, 3aBepeHHas OO0 «KPUMTO-MPO», - B neyaTHOM BuAe.

4. Ncnonb3oBaHne BapuaHTa wucnosHeHMsas CK3M B KOHKpETHON MporpaMMHo-annapaTHoit cpeae
OrpaHMuYMBaETCA NULLEH3NEN.

10
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5. AMMAPATHO-MPOIrPAMMHOE CPEACTBO 3AWLNTBI OT HCA

N3genne  «Kpuntollpo CSP» v 4.0» XXTSAM.00088-01, BapumaHT wucnonHeHuns  2-Base
YKOMMJIEKTOBAHO annapaTHO-NpOrpamMMHbIM CpeacTBOM 3alWuThl nHpopMauum oT
HeCaHKLMOHMPOBAHHOIo AoCTyna.

HauMeHoBaHuWe cpeacTtBa, TY CepWuiiHbIn HOMEp, AaTa BbiMycka

M.IL. / /
«_» 20 .

11
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6. CBUAETENBCTBO O NPUEMKE

N3spenue «Kpuntollpo CSP» v 4.0» XTAN.00088-01,

cepuiiHbin N2 auctpmbyTtuBa

HOCUTENN:
O CD-ROM wT.

COOTBETCTBYET 3TasioHy, XpaHswemyca B 000 <«KPUMTO-MPO», w”n npu3HaHo
3KCrayaTaumm.

[aTta Bbinycka: " " 20 r.

M.I. /

roaoHbIM

ans

12
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7. CBUWAOETEJIbCTBO OB YNAKOBKE

N3genne «Kpuntollpo CSP» v 4.0» XTAKN.00088-01,

cepunHblin N° anctpmbyTtmea

ynakoBaHo B
O 6yMaxkHblin KOHBEPT
O kopobky
O nnacTtuKoBbIN KOHBEPT
O

OaTa ynakosku: " " 20 r.

M. 1. YNakoBKy npousBen /

13
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8. TAPAHTUWN N3TOTOBUTENA (MOCTABLUMKA)

8.1 lMonb3oBaTtesnb npmo6peTaeT n3genne n HeECET OTBETCTBEHHOCTb 3a €ro MCcnoJib3o0BaHME B
COOTBETCTBMUN C peKkoOMeHAaUunaMmn, N310XXeEHHbIMN B 3KCI'I}'IyaTaLI,VIOHHOI7I AOKYMEeHTauunun.

8.2 lMpeanpusaTMe-n3roToBuUTENb rapaHTMpyeT paboTocnocobHOCTb U34enms B COOTBETCTBUM C
3as1BNIEHHbIMN XapaKTepUCTMKaMM.

8.3 B cnyyae BbISIBNIEHUMS B MNpPOrpaMMHOM obecnevyeHnn  AedeKTOB, He CBA3aHHbIX C
HapyweHWeM npaBwua 3KCrJlyaTauuMu, TPaHCNOPTUPOBAHUA W XpaHEeHUs, W3Aenve MoANexXuT
peknaMaumun. [peanpusaTMe-u3rotoBUTeNb 0653yeTcsl MO MOSYYEHUMM peKsaMauuMm B  BO3MOXHO
KOPOTKWN CPOK YCTpaHuUTb AedeKTbl CBOMMW CUIAaMWU M CPeACTBaMWM BMJIOTb A0 MOCTaBKM HOBOMO
M30envs, a TakKXe TMpUHSATb MEepbl, UCK/4Yallne 3TM AedeKTbl B MNOCNeAyLWnX 3K3eMNispax
nspenus.

8.4 lapaHTUMHbIA CpOK wu3genms — 12 MecsueB C MOMEHTa NOCTaBkuM Mpu  ycaoBuu
cobntogeHns nonb3osaTesieM TpeboBaHUN KCNTyaTaUMOHHON AOKYMEHTAUUN Ha usgenue.

MpuMeyaHue. Mpu OTCYTCTBUM AAHHbLIX O AaTe MOCTaBKW U3AeNNsl rapaHTUMHBIN CPOK OTCUMTbIBAETCS
OT [aThl €ro BbiMyCKa, YKa3aHHOW B pa3aesne 6 «CBUAETENbCTBO O NMPUEMKE>.

8.5 [aHHble 0 nocTaBke (Npoaaxe) nsaenusa:

(HaMMeHOBaHMe opraHmsauum-nocTasLmMKa (Npoaasua) usaenns)

Hdata nocraBku: " " 20_r.

M.T.

(noanuce)

14
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9. CBEAEHNA O PEKJTAMALINAX

9.1 Peknamaummn, cBsA3aHHble C 3KCI'IJ'IyaTaLl,VIel7I n3genna, AOJ/DKHbl  HaMpaBiATbCA
npeanpunaTnio-n3rotoBnTeNto B NTMCbMEHHOM BUAE MO aApecy.

127018 r. Mocksa, a/a KPUMNTO-MPO.
9.2 Cpok paccMOTpeHus peknaMauum — 1 (0AnH) Mecsl Co AHA NOSyYeHUs peknamaunu.

9.3 Mpn HecooTBETCTBMW TMOCTaBMSEMOrO W3Aenus, ero Tapbl, YNaKOBKW, KOHCepBauuu,
MapKmMpoBkn W KOMMJEKTHOCTU TpGﬁOBaHMﬂM COI'IpOBO,D,VITGJ'IbHOVI AOKYyMeHTauunn, noJsib30BaTeslb
06s3aH HanpaBuTb peK/aMauuio NpeanpuAaATUO-n3rotoBUTENO B TEYEHUN 60 gHel co AHS NOCTaBKU
n3anenuns.

9.4 [lpeanpusaTue-u3roToBuUTENb MNPUHUMAET peKnamMauumio, ecnm He YCTaHOBJ/IeHa BMHA
nony4yaTtens B BO3HMKHOBEHMWN aedeKkTa B n3genmu.

9.5 CeefeHus o peknamaumsax dukcmnpytotcs B Tabnuue 9.1.

Tabnuua 9.1 - CeBefeHns 0 peknaMaumsx.

Mepbl, NpUHATbIE MoAnncb OTBETCTBEHHOTO
Oata CoaeprxaHue peknamaumm no peknamaumm avua

15
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10. CBEAEHWA O XPAHEHUN

[aTa ycTaHOBKM Ha
XpaHeHune

[aTta cHaTua ¢
XpaHeHus

YcnoBus xpaHeHus

[oMmKHOCTb, haMunmsa 1 noanuncb
OTBETCTBEHHOMO MLA

16
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11. CBEAEHWA O SAKPEMMNEHUN USAEJTUA MPUN SKCIIJTYATALNN

JOMKHOCTb
OTBETCTBEHHOI0
nvua

damunus
OTBETCTBEHHOr0
niua

Homep v pata
rnpukasa o
Ha3HayeHun

Homep v gaTta npukasa
06 ocsoboxaeHun

MoAnncb OTBETCTBEHHOIO
nvua

17
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12. CBEAEHNA OB USMEHEHUAX

N9
n/n

OcHoBaHue (Bx. N?
COMpOBOANTENIBHOIO
[oKyMeHTa 1 gaTta)

[aTa
npoBeaeHust
MU3MEHEeHMUs

CoaepxxaHne u3aMeHeHus

[JomkHoCTb, pamMunus u
noanuce nuua,
OTBETCTBEHHOrO 3a
N3MeHeHuns

Moanuce nuua,
OTBETCTBEHHOIO 3a
3KcnayaTauymio
nsgenus

18
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13. OCOBbIE OTMETKW

19
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