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1. OBWWHMNE YKA3AHWA

1.1 dopmynssp Ha wu3genve «Cpencrtso Kpuntorpaduyeckon 3awmuTtbl  mMHbOpMaunm
«Kpuntollpo CSP» v 4.0» XXTAWN.00087-01 (nanee - CK3W), aBnsieTca AOKYMEHTOM, YAOCTOBEPSAIOLWNM
rapaHTUpoOBaHHbIE W3roTOBUTENEM OCHOBHble Xapaktepuctukm CK3W, onpeaensowyMm KOMMONEKT
NOCTaBKM, OTpaxawLwMM CBeAEHMS O MPOU3BOANMbBIX U3MEHEHUSIX B KOMIMIEKTE MOCTaBKW U Apyrue
AaHHble 3@ BECb Nepuog aKCnayaTaunmm.

1.2 3kcnnyataums CK3WM pgomkHa npoBOAUTBCS B COOTBETCTBMM € 3KCMyaTauMOHHOM
OOKYMEeHTaumen, npeaycMOTpeHHOW HactoswmMm PopMynsipoM, M B COOTBETCTBMM C pasgesnoMm V
«MonoxeHna o pa3paboTke, nNpoM3BOACTBE, peanMsaunmm U 3KCNJyaTtaumm LWnNgpoBanbHbIX
(kpunTorpadgpunyecknx) cpeacTts 3awmnTbl MHDopMaumn (MonoxeHune MK3-2005)».

1.3 Mopsaok obecnevyeHns uHPOpMaUMOHHOM 6e3onacHOCTM nNpu  ucnosb3oBaHunm CK3U
onpeaensieTca pyKoBoAUTENEM 3KCMAyaTUPYOWeEN OpraHmMs3auuMm Ha ocHoBe TpeboBaHuMM Mo
OpraHM3auNOHHO-TEXHMYECKNM MepaM 3allMTbl, U3/10XKEHHbIM B 3KCM/yaTauMOHHOMN AOKYMEHTaLUM M.

1.4 MMpwn akcnnyaTtaumm CK3UM Ao/mkHbl MCNOAb30BaTbCs cepTuduKaTbl KAKOYEN 3N1eKTPOHHOMN
noanmcn  (ceptudukaTbl  OTKPbITbIX  K/OYEN),  BbiMyLWEHHble  YAOCTOBEPSIOWMM  LIEHTPOM,
ceptudmumnmpoBaHHbiM O®CB Poccmm NO Knaccy 3alunTbl HE HMXE Kjacca 3alinTbl WUCMOSIb3YEMOro
CK3Wu.

1.5 Mpun BcTpamBaHum CK3W B npuknagHble cuUCTeMbl HeobXoAMMO MO TexHUYEeCcKoMY
3agaHuto, cornacosaHHomy c¢ 8 LUeHTpom ®CB Poccumu, npoBOAWTb OLEHKY BAUSIHUSA cCpenbl
dyHKUMOHMpoBaHUSA CK3W Ha BbinonHeHWe nNpeabsaBieHHbix kK CK3W TpeboBaHuin B cny4vasx:

— ecnn MHdopMaums KoHGUAEHUMANbHOro XapakTepa MNOANEXUT 3alunTe B COOTBETCTBMU C
3aKoHoAaTenbCcTBOM Poccuiickoin deaepaunu;

— Npu opraHusauum 3awmTbl KoHdpuaeHumanbHONM mMHpopmaumm, obpabatbiBaemon CK3U, B
denepanbHbIX oOpraHax WCNOMHUTENbLHOM BACTU, OpraHax MWCMNONHUTEIbHOW BNacTu CybbekToB
Poccuinckonn ®egepaunu;

— MNpu opraHusaumm Kpuntorpadunyeckon 3awuTbl KOHdMAaeHUManbHOW MHMOPMaumu,
obpabaTtbiBaemon CK3W, B opraHusaumax He3aBuUCMMO OT MX OpraHu3auMoHHO-MpaBoBOM (OpPMbI U
¢opMbl COBCTBEHHOCTM NPU BbIMOHEHUN UMUK 3aKa30B Ha MOCTaBKy TOBApPOB, BbIMOSHEHWE paboT nnu
OKasaHue ycnyr Ans rocyAapCTBEHHbIX HYXA,;

— ecnun o06sA3aTeNbHOCTb 3aWmTbl MHPOPMaLUMN KOHDUAEHLMANBHOIO XapakTtepa BoO3J/laraeTcs
3aKoHoAaTeNnbCTBOM Poccuinckon depepauum Ha nuy, UMEKLWMX AOCTYN K 3TOM MHbopMaumu mnu
HaZeNeHHbIX MOJIHOMOYUAMU MO  PACNOPSXKEHUK CBEAEHUSAMW, coAepXKalnMmcs B AaHHOM
nHpopMauun;

— npwu obpabaTtbiBaHMN MHPOPMaUnMnM KOHDMAEHUMANBHOro XapakTepa, obnagateneMm KoTopomn
ABMSATCA FOCYAAPCTBEHHbIE OpraHbl MW OpraHuM3aumu, BbIMOHSAWMNME rOCyAapCTBEHHbIE 3aKasbl, B
c/lydae npuHSATUS UMUMKW Mep MO OXpaHe ee KOHMUAEHUMANbHOCTM MyTEM WCMNONb30BaHUA CPeACTB
KpunTorpadunyeckon 3alnThbl;

— npu obpabaTtbiBaHUM MHbOpMaUnMM KOHMUAEHLUMANbHOMO XapaKTepa B rocyAapCTBEHHbIX
opraHax M B OpraHu3auusix, BbIMOJHAKLWNX rOCyAapCTBEHHbIE 3akasbl, obnagaTtesnb KOTOPOM
nNpUHUMaeT Mepbl K OXpaHe ee KOH(PUAEHUMANbHOCTM NyTEM YCTAHOB/EHUS HeobxoanMMoCTu
KpunTorpaduyeckon 3awmnTbl AaHHON MHDOpMaLMK.

B ocTanbHbIX Cnyyasx PpeKoMeHAYeTCs MpPOBOAUTb YCTAHOBJIEHHbIM MOPSIAKOM MpPOBEPKY
KOppeKTHOCTM BCTpamBaHusa CK3W B npuknagHble CUCTEMbl C LENbl OLEHKM 0HBOCHOBAHHOCTU U
OOCTaTOYHOCTM Mep, MPUHATBIX 419 3awunTbl MHopMauun, obpabaTteiBaemoin CK3U.

lNpoBeaeHWEe OLEHKM BAUSHWUSA TMPUSIOKEHUI, MEPEeUYUCNeHHbIX B M.2 [lpaBuna nonb3oBaHuS
XTAKN.00087-01 95 01, He TpebyeTcs.

B cnyyae ucnonb3oBaHMSA BbI30BOB, HE BXOAAWMX B rnepedeHb [MpunoxeHuss 2 AOKYMEHTa
XTAN.00087-01 95 01. MpaBunia nonb3oBaHMsl, HEOH6XO0AMMO NMPOM3BOAUTL pa3paboTKy OTAENbHOro
CK3W Ha 6a3e «Kpuntollpo CSP» Bepcusa 4.0 B COOTBETCTBUM C AENCTBYOLWWEN HOpMaTMBHON 6a3oi (B
yacTtHocTu, c NMoctaHoBneHuem lMpaButenbcTBa Poccuimnckon ®epgepaunm ot 16 anpens 2012 r. N°313
n TlonoxeHneMm o pa3paboTke, NpPoM3BOACTBE, peanmMs3auuMm W 3SKCnayaTauum WndpoBanbHbIX
(kpunTorpacgpunyecknx) cpeacts 3awmTbl MHDopMaumun (Monoxernune MK3-2005)).
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1.6 CK3W cooTtBetcTBYeT «TpeboBaHMAM K CcpeAcTBaM 3/eKTPOHHOM nognucu» (MpunoxeHue
1 k Mpukasy ®Cb PO ot 27 pekabps 2011 r. N2 796 «0O6 yTtBepxaeHun TpeboBaHuii K cpeacTtBam
3/1eKTPOHHON noanncu n TpeboBaHMI K cpeacTBaM yAOCTOBEPSIOWErO LEeHTpa») nNpmM MCNoib30BaHUM
B CMCTeMax C aBTOMATM4YeCKMM co3gaHmem u (nnm) aBTOMATUYECKOM MNPOBEPKON 31EKTPOHHOM

noanmcu.

1.7 ®opmyndap BxogmT B KoMnnekT noctaBkn CK3U u fo/mKeH NOCTOSHHO XPaHUTbCS B OpraHe
(nogpa3saeneHunmn), oTBETCTBEHHOM 3a 3KcnayaTauunto CK3U.

1.8 Bce 3anucu, BHOCMMble B OpPMYnsp, A0/KHbI ObiTb 3aBepeHbl 1MLAaMK, OTBETCTBEHHbIMU
3a akcnnyaTtauunio CK3N.
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2. TPEBOBAHNA K SKCINJTYATALUUWN CK3N

Mpun skcnnyataunm CK3U gomkHbl BINOMHATHCA cieaytowwme TpeboBaHms :

2.1 C nomowbio CK3M He ponyckaerca obpabaTtbiBaTb WHpOpPMaUMIO, CcoaepXKallyro
CcBeaeHus, cCoCcTaBnslowme rocyaapCTBEHHYO TalHy.

2.2 [JdonyckaeTcsi ucnonb3oBaHne CK3W gna kpuntorpaduyeckon 3aluTbl NepCcoHanbHbIX
AaHHbIX.

2.3 KnwoueBasa nHbopMaums sBnsieTcss KoHduaeHUNnaNbHOMN.

2.4 Cpok pgencrteus knw4ya nposepkn 31 — He 6onee 15 neT nocnie OKOHYaHMS Cpoka
AEeNCTBMS COOTBETCTBYOWEro katoda II1.

2.5 BHewHas ramma, mcnonb3yemas 478 WMHULMANM3aUMKM COCTOSHUS nporpamMmHoro [CH,
ABNseTcs KoHdMaeHUManbHON.

2.6 CK3M OOJDKHO MCNoJ/1b30BaTbCA co cpencrtesamm AHTMBMPYCHOM 3alUnThI,
ceptudunumposaHHbeiMmu ®CB Poccmun. B cnyyae mx OTCYTCTBMS pEKOMEHAYETCS MO BO3MOXHOCTMU
MCNONb30BaTb CYLECTBYOWME aHTUBMPYCHble CpeacTBa 3awuTtbl. Knacc aHTUBUPYCHbIX CpeacTB
3aWMTbl onpepenseTcs ycnosusamm skcnayataunm CK3U B aBTOMaTU3MPOBAHHbLIX CUCTEMaX.

2.7 Pa3MelweHne CK3UM B noMeLleHUsIX, B KOTOPbIX ocyLuiecTBnsieTcss o6paboTka nHdopmaumm,
coAepkallel cBeAeHMUs, COCTaBAsilOWME FOCYAAPCTBEHHYO TaliHY, OCYLLECTBASIETCS YCTaHOBEHHbIM
NOpsIAKOM.

2.8 Mpwu akcnnyatauum CK3U Heobxoammo pykoBoacTBoBaThCA MNonoxeHuem MK3-2005.

2.9 Mpu 3kcnnyataumm CK3WN HeobxoaMMO BbINOMHEHWE AEUCTBYHOWMX B Poccuinckom
®depepaumn TpeboBaHM NO 3alnTe MHPOPMALMKN OT YTEUKN MO TEXHUYECKUM KaHanaMm, B TOM uucne,
no kKaHany ceasu (Hanpumep, CTP-K).

Mpn akcnnyataumm CK3WM Ha nnatdopme i0OS npu obpaboTke KoHpuaeHUMaNbHON
MHpopMaunM Anss KOHKpPeTHOro MobunbHOro ycTpoiicTea, paboTtatouwero nog ynpasneHmem OC iOS
MpomM3BoACTBa KOMMNaHuM Apple, AOMKHbI BbINOMHATLCSA Aencrteyrowme B Poccuinckonn depepauunn
TpeboBaHMsA MO 3awWnTe OTKPbITON (KOHMDMAEHUMaNnbHOMW) MHMOPMaLUM OT YTEUKM MO TEXHUUYECKUM
KaHanam. [laHHoe TpeboBaHMne He npeabsaBnseTcs B cny4yae akcnnyataumm CK3W Ha nnatdopme iOS
npu o6paboTke OTKPLITOM MWHMOpPMaUuM, AOCTYN K KOTOPOM HE OrpaHMYMBaeTCs COrnacHo
3akoHogaTenbcTBy Poccuinckon ®degepaumm. BHOC M wmcnonb3oBaHMe MOOBWUIBHOrO YCTPOWCTBA,
paboTatowero noa ynpasneHmeMm OC iOS npomsBoacTtBa KomnaHun Apple, B noMelleHnax, B KOTOPbIX
BeAyTCs NeperoBopbl CEKPETHOro CoAepXaHUsa UM NpoBoAATCA paboTbl CeKpeTHOro xapakTtepa, 6e3
NpoBefeHUs ero crneumasnbHbIX NCCNeA0BAHMN N CNELnanbHON NPOBEPKU 3anpeLLalTcs.

2.10 YcraHoBka CK3W Ha pabouyee MeCTo Nonb30BaTens MOXET ObiTb OCYLLECTBEHA TONbLKO B
cnydyae  noATBEpPXAEHUS  LUENOCTHOCTM  MOJIYYEHHbIX  YCTaHOBOYHbIX  Mogynen CK3U wu
aKCnayaTauMoHHOMW AokyMeHTaumu (n. 2 XTAKM.00087-01 91 01. Kpuntollpo CSP. PykoBOACTBO
aaMmHucTpatopa 6esonacHocTn. Obwas 4YacTb).
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3. ObWME CBEAEHNA N OCHOBHbIE TEXHUYECKWE OAHHbIE

3.1 CK3W npepHasHayeHO ANs 3alMTbl OTKPbITOM MH(OPpMauumn B MHGMOPMALMOHHbBIX CMCTEMaXxX
obuwero MoJsib30BaHMS (BbluMCNEHMe/npoBepkKa 3/IEKTPOHHOMN noanucm) 7 3aWnThbl
KoHduMaeHUManbHON WHGOpMaUnM, He coaepxalweln CBeaeHWN, COCTaBASOWNX FOCyAapCTBEHHYIO
TalHy, B KOPNOpaTUBHbIX NHPOPMALUMOHHBLIX CUCTEMAX C BbINOSIHEHNEM Cnefywmx QyHKUUNA:

1) 3alUMLIEHHOE XpaHEHME MOMb30BATENIbCKMX KJOUEN B  KJIIOUEBOM KOHTENHepe C
NCNONb30BaHUEM WNGDPOBAHUSA, UMUTO3ALWMUTbI U ayTEHTUDUKAUNKN AOCTYNa;

2) wudpoBaHme, BbluMClieHne MMNTOBCTABKM, X3LWKWpPOBaHue, co3aaHune/nposepka
3/1EeKTPOHHON MoANuUCK;

3) dopMMpoBaHME CECCUOHHBIX KAOYeln, kKnven obMeHa un Kaw4yeln cosgaHus/nposepkn M1,
MX MMMOOPT/3KCNOPT U3/B KAKOYEBON KOHTENHEDP;

4) nageHtTudukaums, ayteHTndmkaums, wndposaHme n nMmutosawmra TLS-coegnHeHun;

5) ayteHTudmkaumsa B aomeHe Windows ¢ ncnosnbsosaHmeM «Kpuntollpo Winlogon».

3.2 CK3U dyHKLUMOHUPYET B Cleayowmx NporpaMMHO-annapaTHbIX cpeaax:
Windows
BkntoyaeT nporpaMMHo-annapaTHble cpefbl:
Windows XP* (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).
LSB Linux

BkntouaeTt auctpmnbyTtmesbl Linux, yaosneTtsopsowme ctaHaapTy Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:

CentOS 4/5/6 (x86, x64);
CentOS 7 (x86, x64, POWER, ARM, ARM64);
OCb (OS-RT) (x64);
T4 OC AUC dCCN Poccum (GosLinux) (x86, x64);
Red OS (x86, x64);
Fedora 25/26/27 (x86, x64, ARM);
Oracle Linux 4/5/6 (x86, x64);
Oracle Linux 7 (x64);
OpenSUSE Leap 42 (x86, x64, ARM, ARM64);
SUSE Linux Enterprise Server 11SP4 (x86, x64);
SUSE Linux Enterprise Server 12, Desktop 12 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);
Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
CuHTe3-OC.PC (x86, x64);
Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
Ubuntu 17.04/17.10 (x86, x64);
Linux Mint 17/18 (x86, x64);
Debian 7/8/9 (x86, x64, POWER, ARM, ARM64, MIPS);
Astra Linux Special Edition, Common Edition (x64).
nix
BkntoyaeT nporpaMMHo-annapaTHble cpeabl:
ALT Linux 6/7 (x86, x64, ARM);
AnbT Cepsep 8, AnbT Pabouan ctaHuma 8, AnbT Pabouas ctaHuma K 8 (x86, x64, ARM, ARM64);
ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);
POCA XPOM/KOBA/IbT/HUKE/Ib (x86, x64);
FreeBSD 9/10/11, pfSense 2.x (x86, x64);
AIX 5/6/7 (POWER);
Mac OS X 10.9/10.10/10.11/10.12 (x64).
Solaris
BkntoyaeT nporpaMMHo-annapaTHble cpeabl:

C
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Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).
i0Ss
BkntoyaeT nporpaMMHo-annapaTHble cpeabl:
Apple i0S 8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.0.1/9.0.2/9.1/9.2/9.2.1/9.3/9.3
.1/9.3.2/9.3.3/9.3.4/9.3.5/10/11 (ARMv7, ARM®64).

BupTyanbHble cpeabl
Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
Microsoft Hyper-V 8/8.1/10 (x64);
Citrix XenServer 7.1/7.2 (x64);
VMWare WorkStation 11/12 (x86-64);
VMWare Player 7/12 (x86, x64);
VMWare Sphere ESXi 5.5/6.0 (x64);
Virtual Box 3.2/4.0/4.1/4.2/4.3/5.0/5.1 (x86, x64);
RHEV 3.4/3.5/3.6/4.0 (x64).

MpuMeyaHuns:

1. MNpwn akcnnyataunm CK3UN HeobxoamMO y4ynTbiBaTb, UYTO MOPSAOK WM CPOKM 3KCMyaTaumm
OnepaumnoHHbIX CUCTEM, B cpefe KOoTopbix dyHKUMoHnpyeT CK3U, onpenensaiTcs NpousBoauTENsIMU
onepauMoHHbIX CUCTeM. Mcnonb3oBaHMe onepauuoHHbIX CUCTEM, NOAAEP)XKA KOTOPbIX OCTAaHOBEHA
npoussoamTeneM, He AoNycKaeTcs.

2. HeobxoauMMo wucnonb3oBaTb ANCTPUMOYTMBbBI  YKa3aHHbIX OMNEpPaLMOHHbLIX  CUCTEM,
NOly4YeHHble y pa3paboTumka ornepaumoHHOM CUCTEMbI, U UX LUTaTHble Peno3uTopuvn C nakeTamu.
Mcnonb3oBaHue npounx céopok OC He gonyckaeTcs.

3. Ona cepsepHoro npummeHeHns CK3W (maccoBoe obcnyxunBaHme) Heobxoamma cepBepHas
nvueH3ns. CepBepHbIMU CUYMTAOTCSA:

- OC cemeiictBa Windows Server (2003/2008/2008R2/2012/2012R2/2016);

- OC cemeiictBa Linux Server (Red Hat Enterprise Linux Server, SUSE Linux Server, Ubuntu
Server, Mandriva Enterprise Server 5, Business Server 1, ROSA Enterprise Linux Server);

- CepBepHble u ceteBble OC (AIX, FreeBSD, Solaris);

- Bce nnatdopmbl ¢ cepBepHoOl npoueccopHon apxutektypomn (PowerPC, Sparc).

4. Bepcus POSReady.

3.3 AnroputM  3awmdpoBaHus/paclumdpoBaHMa  AaHHbIX W Bbl4MCIIEHME  UMUTOBCTABKMU
peanu3oBaH B cooTBeTcTBMM C [OCT 28147-89 «Cucrtembl o06paboTtkm wuHbOpMaumn. 3awmTa
KpunTorpadguueckas. AnroputM Kpuntorpadumyeckoro npeobpasoBaHums».

3.4 AnroputMbl (OPMUPOBAHUS W MPOBEPKU INEKTPOHHOMW NOAMUCK peann3oBaHbl B
cootBetcTBMU € TOCT P 34.10-2012 «NHPopmauroHHasa TexHonorus. Kpuntorpaduyeckas 3awura
nHdopmMaunm. Mpoueccbl GOPMUPOBAHUA U NPOBEPKWU 3EKTPOHHON umndposoin nognucu» n FOCT P
34.10-2001 «MNHdopmMaumoHHas TexHonorusa. Kpuntorpaduueckasa 3awmta mHdopmaumn. MNpoueccsl
¢dopMUpPOBaHUS U NPOBEPKN INEKTPOHHOM LMGPOBON NOAMNCU>.

3.5 AnropuTMmbl BblpaboTkKM 3HaueHus X3W-DYyHKUUM peanum3oBaHbl B COOTBETCTBUM C
FOCT P 34.11-2012 <«WHdopMaumoHHas TexHosornsa. Kpuntorpadwudeckas 3awmta mHdboOpMauumu.
OyHKumsa xawmposaHua» n FOCT P 34.11-94 «UHdopMaumoHHas TexHonorunsa. Kpuntorpaduyeckas
3awmTa nHpopMaumn. OYHKUMSA X3WNPOBAHNS».

Ncnonb3oBaHue cxembl nognucn FOCT P 34.10-2001 gnsa dopMupoBaHua noanucu nocne 31
nekabps 2018 roga He gonyckaeTcs.

3.6 CeteBas ayTeHTUdUKaUNS peannsoBaHa Ha 6a3e npoTtokona TLS v.1.0 ¢ ncnonb3oBaHMEM
anroputMoB n.n. 3.3-3.5 B cooTBeTCTBUM C [AOKYMeHTOM «WHdDOpMaUMOHHAs TexHOosorms.
KpunTtorpaduueckas 3awmTta uWHopMauun. PekomeHpauum no craHgaptmsauun. Wcnonb3oBaHue
HabopoB anroputMoB WUdpoBaHna Ha ocHoBe [OCT 28147-89 pnsa npoTtokona 6e3onacHOCTU
TpaHCMopTHOro ypoBHA (TLS). TexHuuyeckumihi KOMUTET MO CTaHaapTusauumm «KpunTtorpaduyeckas
3awmTa nHpopmaummn» (TK 26)»;
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3.7 KnwueBaa cuctema CK3UW obecneuynmBaeT BO3MOXHOCTb MapHO-BbIGOPOYHON CBSA3U
aboHeHTOB ceTn (N0 TUNY <«KaXAbli C KaXAbIM») C MCMNO/b30BaHWEM ANS KaXxaolh napbl abOHEHTOB
YHUKasbHbIX K/OYEN, CO34aBaeMbIX Ha OCHOBE MPUHLMMNA OTKPbITOrO pacrpenenenHmnst Ka4en.

3.8 BapuaHTbl BO3MOXHbIX HOCUTENEN ANs XpaHeHus Kawouden DI (3aKpbITbiX KAKOYEN) B
3aBUCUMOCTM OT ncnonbdyemon OC oTpaxkeHbl B Tabnunue 3.1.

Tabnnua 3.1 - Mcnonb3oBaHWe K/KYEBbLIX HOCUTENEN B 3aBUCMMOCTM OT MpOrpamMMHO-anmnapaTHOWn
nnathopMbil.

Windows | Windows Linu FreeBS Solari AI Mac Apple
Hocutenb/0OC IA32 x64 X D . X oS X 105
rMA 3,5”, USB auncku + + + + + - + -
CmapTtkapTtbl GEMALTO (GemSim1, GemSim2, + + + + + ) 4 )
Optelio, OptelioCL, OptelioCL2, Native)
eToken, Jacarta + + + - - - - +
USB-TokeHbl PyTOoKeH 3LI,I'I.(FIash, Bluetooth), + + + + ) ) N i
PyTokeH Lite
CmapTkapTbl PyTokeH Lite SC, PytokeH 3LIM SC + + + + - - + -
PyTokeH S + + + - - - + -
Novacard + + + + + - + -
CmapTtkapTtbl PUK (OCKAP 1, OCKAP 2, _ _
Maructpa, TRUST, TRUSTS, TRUSTD) + + + + + +
CmapTkapTta Y3K + + + + + - + +
CmaptkapTta MS_KEY K + + - - - - - -
ESMART Token + + + - - - + -
CmapTtkapTtbl Athena IDProtect, MorphoKST, Cha " + ) ) ) ) ) )
cardOS, Cha JCOP
CmapTtkapTbl AnnoT INPASPOT Series, SCOne
. + + + - - - - -
Series
Rosan + + + + + - + -
Pasaen HDD M3BM (B Windows - peecTtp) + + + + + + + +
NaeHTudmnkaTopbl Touch-Memory DS1995, + ) ) ) ) ) ) i
DS1996

MpumeyvaHusa:

1. XpaHeHune 3akpbiTbix kntoderr Ha HDD MN3BM mn USB auckax (B peectpe OC Windows, B pa3aene HDD
npn pabote nog ynpasneHnem apyrux OC) gonyckaeTcs TOJIbKO MpwW yCnoBMKW pacnpocTpaHeHus Ha HDD, USB
anck  mnum Ha TI9BM ¢ HDD TpeboBanHuii no obpaweHno C  KAwo4YeBbiIMM  HocuTenamu  (n.6.7
XXTAN.00087-01 91 01. PykoBoACTBO agMUHUCTpaTopa 6e3onacHoCTM obLlas 4acTb).

2. Bce BbllenepeuncrieHHble HOCUTENW WCMNOMb3YTCS TOMbKO B KayecTBe MNACCMBHOMO XpaHWauLia
KIto4YeBO WMHGpOpMauMn 6e3 MUCNoMb30BaHUS KpUNTOrpaduueckMx MexXaHW3MOB, peasi30BaHHbIX Ha CMapT-
KapTe/TOKeHe.

3. icnonb3oBaHme HocUTeNen Apyrux TMNOB - TOIbKO NO cornacosaHuto ¢ ®Ch Poccum.

4. lcnonb3oBaHMe B KayecTBe MacCMBHOIO XpaHuauvuwia Knw4veBor nHgopmauum PytokeH DUIM Bluetooth
BO3MOXHO TO/IbKO MpU Hanmnuum ceptudukata cooreetctBus ®CB Poccum Ha ykasaHHOe YCTPOWCTBO; ANS MHbIX
HOCUTEeNen NCNonb3oBaTh AN Nepefayn AaHHbiX 6€CKOHTaKTHbIN MHTepdhEeNnC 3anpeLueHo.

3.9 ®opmupoBaHMe 3aKpbITbIX KAOYEH NpOU3BOAMTCS C UCMNOAb30BaHMEM CreayroLwwnx TUMNOB
cuuTbiBaTENEN, YKasaHHbixX B Tabanue 3.2.

Tabnuua 3.2 - Cnocobbl hopMMPOBaHUS 3aKPbITbIX KITOYEN.

CuuntbiBatenn/0C Wilrx:l3o;v s Wi:ggws Linux Fre;BS Solaris | AIX :::; ?Bplse
Ownckoeoa/USB anckosog + + + + + - + -
PS/SC coBMeCTMMbIN CYUTbIBaTENb CMapT-KapT + + + - + - - +
MAK sawmTbl oT HCA «Cobonb» + + + + - - - -
RU.40308570.501410.001 (Bepcuu Koaa
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pacwwmpeHusa BIOS 1.0.99, 1.0.180)

C31 HCA «Axkkopa-AMA3» TY 4012-054-
11443195-2013, 4012-006-11443195-2005 TY

YCcTponcTBo YTeHus Tabnetok Touch-Memory
Dallas: DS9097E, DS9097U, DS1410E

Paspen, peectp HDD M3BM + + + + + + + -

YcTpoicTteo Apple iOS - - - - - - - +

3.10 dopmMupoBaHMe CAy4YamHOW MocCAenoBaTeNbHOCTM MPOM3BOANTCA C WCMNOb30BaHMEM
[OCH, ykazaHHbIx B Tabnnue 3.3.

Tabnuua 3.3 — BO3MOXHble BapuaHTbl MCNONb30BaHMSA pa3nuuHbix OCYH anga BblpaboTku cny4vanHom
nocneaoBaTENIbHOCTH.

Windows Windows - FreeBS - Mac Apple
AcCY/0C IA32 x64 Linux D Solaris | AIX 0S X i0s
Buonornyecknin 4CH + + + + + + + +
dusnyecknin ACH B coctase MAK 3awmtbl oT HCA
«Cobonb» RU.40308570.501410.001 NC + + + + _ ) } }

(Bepcumn kopa pacwmpenus BIOS 1.0.99,
1.0.180)

odusnyeckmin CH B coctaBe
C3W1 HCAO «Akkopa-AMA3» TY 4012-054- + + + - - - - -
11443195-2013, 4012-006-11443195-2005 TY

dusunyeckmin CH B coctaBe ANMA3-Y M-526b
(KPUMTOH-3AMOK/Y) KBAXK.468243.067 TY,

M-526E1 (KPUMTOH-3AMOK/E) + + ) ) - B B B
KBAX.468243.090 TY
®usnyeckunii ICH B coctase ANMMA3 + + + ) ) ) ) )
«MAKCUM-M1»
BHelwHAa raMma + + + + + + + -

MpumMeuvaHue: CnMCKM BEPCUI MpPOrpaMMHO-anmnapaTHbiX Cped, B KOTOPbIX (PYHKLMOHUPYIOT MNEepeyYncrieHHble
CpefcTBa 3aliuTbl OT HECAHKLUMOHMPOBAHHOMO [OCTyrna, NpuBeAeHbl B AOKYMEHTaLMM Ha COOTBETCTBYlOLlEE
cpeacTBa 3aluTbl OT HECAaHKLMOHMPOBAHHOMO AOCTYNa.

MpuMmedanue: Ucnonb3osaHune apyrux ceptuduumpoBaHHbix Tunos ACYH - Tonbko no cornacosanuio ¢ OCHb
Poccun.
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4. KOMMNEKTHOCTb

Tabnuua 4.1 - KomnnekTtauusa ncnonHeHnsa 1-Base

HanmeHoBaHue

O603HauyeHue

Kpuntolpo CSP. basosbie Moaynu.

XTAKN.00087-01

Kpuntolpo CSP v. 4.0. ®opmynsp.

XTAK1.00087-01 30 01

Kpuntolpo CSP. OnucaHue peanunsaumu.

XTAN.00087-01 90 01

Kpuntolpo CSP. PykoBoaCcTBO agMMHUCTpaTopa 6e3onacHocTn. Obuwas yacTb.

XTAKN.00087-01 91 01

ynpaeneHnem OC Windows.

KpuntolMpo CSP. PykoBoacTBO agMuHMCTpaTopa 6esonacHocTu. Mcnonb3osaHme CK3U noa

XTAKN.00087-01 91 02

ynpasneHnem OC Linux.

Kpuntolpo CSP. PykoBoacTBO agMumHucTpatopa 6esonacHoctu. Mcnone3osaHme CK3U nog

XTAK1.00087-01 91 03

ynpasneHunem OC FreeBSD.

Kpuntolpo CSP. PykoBoacTBo agMuHucTpatopa 6esonacHoctu. Mcnonb3osaHue CK3U nopa

XTAN.00087-01 91 04

ynpasneHnem OC Solaris.

Kpuntolpo CSP. PykoBoacTBO agMMHUCTpaTopa 6e3onacHoctn. Mcnonb3oBaHne CK3U nog

XTAKN.00087-01 91 05

ynpasnenmem OC AIX.

KpuntolMpo CSP. PykoBoacTBO agMuHuUcTpaTtopa 6e3onacHoctu. Mcnonb3oBaHmne CK3U nopg

XTAKN.00087-01 91 06

ynpasnexHnem OC Mac OS X.

KpuntolNpo CSP. PykoBoacTBo agMuHucTpatopa 6esonacHocTtu. Mcnone3osaHme CK3U nop

XTAK1.00087-01 91 07

ynpasneHunem OC iOS.

Kpuntolpo CSP. PykoBoacTBo agMuHucTpatopa 6esonacHoctu. Mcnonb3osaHue CK3U nopg

XTAN.00087-01 91 08

BMPTYaJibHbIX Cpeaax.

Kpuntolpo CSP. PykoBoacTBO agMMHUCTpaTopa 6e3onacHoctn. Ucnonb3oaHne CK3U B

XTAKN.00087-01 91 09

Kpuntolpo CSP. UHcTpykums no ncnonb3osanuio CK3U nog ynpaeneHvem OC Windows.

XTAKN.00087-01 92 01

Kpuntolpo CSP. UHcTpyKkums no ncrnonb3osaHuio CK3W noa ynpasneHunem OC iOS.

XTAK1.00087-01 92 02

Kpuntolpo CSP. MNMpunoxeHne KOMaHAHOW CTPOKK ANS NOANUCK 1 WndpoBaHus dhannos.

XTAN.00087-01 93 01

Kpuntolpo CSP. MpunoxeHne KOMaHAHOW CTPOKM Ans paboTbl ¢ cepTuduKaTamm.

XTAKN.00087-01 93 02

Kpuntolpo CSP. MpunoxeHne KOMaHAHOW CTPOKU ANs co3aaHus TLS-TyHHens.

XTAK1.00087-01 93 03

Kpuntolpo CSP. APM BbIpaboTKM BHELLHEN raMMbl.

XTAKM.00087-01 94 01

KpunTtollpo CSP. MNMpasunia nonb30BaHUs.

XTAN.00087-01 95 01

KpunTtollpo CSP. PyKoBOACTBO NporpamMMucTa.

XTAKN.00087-01 96 01

Ceptudukat CK3U (konus).

MpuMevaHus:

1. Ang 3aWwunTbl OT HECAHKLMOHWUPOBAHHOIO AOCTYMa MOryT UCMNOb30BaTbCA cneaylolme cpeacrsea:

—  NAK 3awutbl ot HC «Cobonb» RU.40308570.501410.001 (Bepcum kopa pacwwmpenusa BIOS

1.0.99, 1.0.180);

— AnnapaTHO-MpOrpaMMHbIi  MOAy/lb  [LOBEPEHHOW  3arpyskwu

(KPUMTOH-3AMOK/Y) KBOX.468243.067 TY,
KBOX.468243.090 TY,

YHUBEpPCanbHbIi

(KPUMTOH-3AMOK/E)

- C3M HCAO «Akkopa-AMI3» TY 4012-054-11443195-2013, 4012-006-11443195-2005 TV,

- ANMA3 «<MAKCUM-M1».

MocTaBka - NO COrIacoBaHUIO C NMoJsib30BaTeNneM.

2. KoMNneKT [oKyMeHTauuu npeaHasHayeH Ana aAMUHUCTpaTopoB 6e30MacHOCTH,

npuvKIagHoOro nporpamMMHoro obecneyenus u nonb3osatenen CK3U.

10

M-526b

pa3paboTunkos
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3. MporpamMmMHoe obecnedyeHne n AOKYMeHTaUUs B 3NeKTpOHHOM Buae B ¢opmaTte PDF (Adobe Acrobat
Reader) Ha CD-ROM ans Bcex mcnonHeHun CK3W nocrtaBnsietca eanHbiM ANCTPUOYTMBOM, opMynsp n Konus
ceptudukaTa, 3aBepeHHas OO0 «KPUMTO-MPO», - B neyaTHOM BuAeE.

4. Ncnonb3oBaHne BapuaHTa ucnonHeHnsa CK3W B KOHKpeTHOW nporpaMMHo-annapaTHoit cpeae
OrpaHMuYMBaETCA NULLEH3NEN.

11
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5. AMMAPATHO-MPOIrPAMMHOE CPEACTBO 3AWLNTBI OT HCA

N3genne  «Kpuntollpo CSP» v 4.0» XTSAM.00087-01, BapumaHT wucnonHeHuns  1-Base
YKOMMJIEKTOBAHO annapaTHO-NpOrpamMMHbIM CpeacTBOM 3alWuThl nHpopMaunm oT
HeCaHKLMOHMPOBAHHOIo AoCTyna.

HauMeHoBaHuWe cpeacTtBa, TY CepWuiiHbIn HOMEp, AaTa BbiMycka

M.IL. / /
«_» 20 .

12
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6. CBUAETENBCTBO O NPUEMKE

Nspenue «Kpuntollpo CSP» v 4.0» XT4AN.00087-01,

cepuiiHbin N2 auctpmbyTtuBa

HOCUTENN:
O CD-ROM wT.

COOTBETCTBYET 3TasioHy, XpaHswemyca B 000 <«KPUMTO-MPO», w”n npu3HaHo
3KCrayaTaumm.

[aTta Bbinycka: " " 20 r.

M.I. /

roaoHbIM

ans

13
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7. CBUWAOETEJIbCTBO OB YNAKOBKE

N3genne «Kpuntollpo CSP» v 4.0» XTAN.00087-01,

cepunHblin N° anctpmbyTtmea

ynakoBaHo B
O 6yMaxkHbln KOHBEPT
O kopobky
O nnacTtuKoBbIN KOHBEPT
O

OaTa ynakosku: " " 20 r.

M. 1. YNakoBKy npousBen /

14
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8. TAPAHTUWN N3TOTOBUTENA (MOCTABLUMKA)

8.1 lMonb3oBaTtesnb npmo6peTaeT n3genne n HECET OTBETCTBEHHOCTb 3a €ro MCnoJib3oBaHMeE B
COOTBETCTBMUN C peKoOMeHAaUunaAMn, N310XXEHHbIMN B 3KCI'IJ'IyaTaLI,VIOHHOI7I AOKYMEHTaunn.

8.2 lMpeanpusaTMe-n3roToBuUTENb rapaHTMpyeT paboTocnocobHOCTb U34enms B COOTBETCTBUM C
3as1BNIEHHbIMN XapaKTepUCTMKaMM.

8.3 B cnyyae BbISIBNIEHUMS B MNporpaMMHOM obecnevyeHnn  OedeKTOB, HE CBA3aHHbIX C
HapyweHWeM npaBwua 3KCrJlyaTauuMu, TPaHCNOPTUPOBAHUA W XpaHeHUs, W3Aenve MoanexuT
peknaMaumun. [peanpusaTMe-u3rotoBUTeNb 0653yeTcsl MO MOSYYEHUMM peKsaMauuMm B  BO3MOXHO
KOPOTKWN CPOK YCTpaHuUTb AedeKTbl CBOMMW CUIAaMM U CPeACTBaMW BMJIOTb A0 MOCTaBKM HOBOIO
M30envs, a TakKXe TMpUHSATb Mepbl, UCK/YalolmMe 3TU AedeKTbl B MOCNEAYLWNX 3K3eMnasapax
nspenus.

8.4 lapaHTUMHbIA CpOK wu3genms — 12 MecsueB C MOMEHTa NOCTaBkuM Mpu  ycaoBuu
cobntogeHns nonb3oBaTesieM TpeboBaHUN SKCNTyaTaUMOHHON AOKYMEHTaLUUN Ha usgenue.

MNpuMeyaHue. Mpu OTCYTCTBUM AAHHbLIX O AaTe NOCTAaBKWU U3AENUS FrapaHTUMHbBIA CPOK OTCUMTbIBAETCS
OT [aThl €ro BbiMyCKa, YKa3aHHOW B pa3aesne 6 «CBUAETENbCTBO O NMPUEMKE>.

8.5 [aHHble 0 nocTaBke (Npoaaxe) nsaenusa:

(HaMMeHOBaHMe opraHmsauum-nocTasLWmKa (Npoaasua) usaenns)

Hdata nocraBku: " " 20_r.

M.T.

(noanuce)

15
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9. CBEAEHNA O PEKJTAMALINAX

9.1 Peknamaummn, cBsA3aHHble C 3KCI'IJ'IyaTaLl,VIel7I n3genna, AOJ/DKHbl  HaMpaBiATbCA
npeanpunaTnio-n3rotoBnTeNnto B NTMCbMEHHOM BUAE MO aApecy.

127018 r. Mocksa, a/a KPUMNTO-MPO.
9.2 Cpok paccMOTpeHus peknamauum — 1 (0AnH) Mecsly Co AHA NOMyYeHUs peknamaunu.

9.3 Mpn HecooTBETCTBMW TMOCTaBMSEMOrO W3Aenus, ero Tapbl, YNaKOBKW, KOHCepBauuu,
MapKmMpoBkn W KOMMJEKTHOCTU TpGﬁOBaHMﬂM COI'IpOBO,CI,VITGJ'IbHOVI AOKYMeHTaunMn, noJsib3o0BaTeslb
06s3aH HanpaBuTb peK/aMaunio NpeanpuUAaATUO-n3rotoBUTENO B TEYEHUN 60 gHel co AHS NOCTaBKU
n3anenuns.

9.4 [lpeanpusaTue-u3roToBuUTENb MNPUHUMAET peKnamMauumio, ecnm He YCTaHOBJ/IeHa BMHA
nony4yaTtens B BO3HMKHOBEHMWN aedeKkTa B n3genmu.

9.5 CeepeHus o peknamaumax dukcupytotcs B Tabnuue 9.1.

Tabnuua 9.1 - CeBefeHns 0 peknamMaumsx.

Mepbl, NpUHATbIE MoAnncb OTBETCTBEHHOTO
Oata CoaeprxaHue peknamaumm no peknamaumm avua

16
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10. CBEAEHWA O XPAHEHUN

[aTa ycTaHOBKM Ha
XpaHeHune

[aTta cHaTua ¢
XpaHeHus

YcnoBus xpaHeHus

[oMmKHOCTb, haMunmsa 1 noanuncb
OTBETCTBEHHOMO nLA

17
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11. CBEAEHWA O SAKPEMMNEHUN USAEJTUA MPUN SKCIIJTYATALNN

JOMKHOCTb
OTBETCTBEHHOI0
nvua

damunus
OTBETCTBEHHOr0
niua

Homep v pata
rnpukasa o
Ha3HayeHun

Homep v paTta npukasa
06 ocsoboxaeHun

MoAnncb OTBETCTBEHHOIO
nvua

18
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12. CBEAEHNA OB USMEHEHUAX

N9
n/n

OcHoBaHue (Bx. N?
COMpOBOANTENIBHOIO
[oKyMeHTa 1 gaTta)

[aTa
npoBeaeHust
MU3MEHEeHMUs

CoaepxxaHne u3aMeHeHus

[JomkHoCTb, pamMunus u
noanuce nuua,
OTBETCTBEHHOrO 3a
N3MeHeHuns

Moanuce nuua,
OTBETCTBEHHOIO 3a
3KcnayaTauymio
nsgenus

19
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13. OCOBbIE OTMETKW

20
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