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AHHOTaUMSA

HacTosiwee PykoBoacTBO gonosiHAeT AokyMeHT «XTAM.00087-01 91 01. Kpuntollpo CSP. PykoBoacTtso
aaMuHuUcTpaTopa 6e3onacHocTn. Obwasa Yyactb» npu ncnonb3osaHum CK3W noa ynpasneHuem OC Solaris.

MHCTpyKkuMN aaMUMHUCTpaTopaM 6e30MacHOCTM U MOMb30BaTeNAM  Pa3fIMYHbIX aBTOMATU3UPOBAHHbIX
cuctem, ucnonbsytowmx CK3U «Kpuntollpo CSP», gomkHbl pa3pabaTtbiBaTbCs C YYETOM TPebOBaHMIA HACTOSILWLErO
OOKYMeHTa.

Cnuncok cokpalleHui

APM ABTOMaTM3MpOBaHHOE paboyee MecTo
rMa TMBKUN MarHUTHbIN AUCK
AcCH [aTuumk cnyyamnHbIX yncen
HDD XKeCTKMUM MarHUTHbIN ANUCK
HCA HecaHKUMOHMPOBAHHbIN AOCTYN
OC OnepaumnoHHasa cuctema
MAK MporpaMMHO-annapaTHbIN KOMMIEKC
no MporpamMmMHoe obecnevyeHne
COBOKYMHOCTb MHCTPYKLUMA N APYIrOWA pernaMeHTUpytowen AoKyMeHTaumm,
PernameHT obecneumBatowen GyHKLUNOHNPOBaHNE aBTOMaTU3MPOBAHHOW CUCTEMbI BO BCEX
pexumax.
CepTudmkar DNEeKTPOHHbIM AOKYMEHT, NOATBEPXKAAIOLWMA NPUHAANEXHOCTb KO4a NpoBEpKU

3N1EeKTPOHHOM MOAMNUCKU U onpefeneHHbIX aTPUByTOB KOHKPETHOMY aboHEHTY

Mpouecc M3roToBaeHns cepTudmKaTa Kioda NpoBepKn 3/1eKTPOHHOW NoAnUcU

Cepruduikauns aboHeHTa B UeHTpe cepTudmrKaumm
CK3u Cpeacteo kKpuntorpadunyeckon 3awwmTbl MHGOpMaLmm
Sl DNeKTpPOHHas NoAnucb
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1.1.

1. OCHOBHble TeXHMUYeCcKne AaHHble N xapakrtepuctnkm CK3U

MporpaMMHoO-annapaTHble cpeabl

CK3N «Kpuntolpo CSP» noa ynpaBneHmem OC Tuna Solaris ncnonb3yeTcsa B crefyrowwmx

nporpaMMHoO-annapaTHbIX cpeaax:

Solaris 10 (sparc, x86, x64);

Solaris 11 (sparc, x64).

Mpn HeobxoanmmocTn ucnonb3oBaHus CK3U ypoBHa aapa OC apxutekTypbl IA32 ana OC

Solaris 10 cneayetr o6HOBUTb cucteMy A0 ucnpasneHms 142901-03 n yCTaHOBUTb MCMpas/ieHue
IDR144030.

Co cpokaMm akcnnyaTtauum onepaumoHHbIX CUCTEM, B cpede KOoTopbix dyHKumnmoHunpyet CK3WU,

MOX>XHO 03HaKOMUTbCS MO cAeaylowemMy agpecy:
<http://www.sun.com/service/eosl/solaris/solaris _vintage eol 5.2005.xml

1.2,

KntoueBble HocuTenm

B KauecTBe K/KO4YEBbIX HOCUTENEN 3aKpbITbIX Kno4yen un knwden oM MOryT MCNOJZ1Ib30BaTbCA:

-MAa 3,5”, USB auncku;

— CmapTtkapTtbl GEMALTO (GemSim1, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
- Novacard;

— CmapTtkapTtbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);

— Rosan;

— Paspen HDD N3BM (B Windows - peecTp).

[

1. B cocTtaB guctpubytnsa CK3UN BxoaaT 6ubnmoteku noaaepxkKm BCEX NEPEUNCIEHHbIX HOCUTENEN, HO
He BxoasaT apansepbl ans OC. Mo BonpocaMm nosydeHus apariBepoB Heobxoammo obpawartbcs K
NpPOV3BOANTENSIM COOTBETCTBYIOLMX YCTPONCTB.

2. XpaHeHue 3aKkpbiTbix kao4verr Ha HDD MN3BM u USB auckax (B peectpe OC Windows, B pa3gene
HDD npwu pabote noa ynpasneHuem gpyrnx OC) AonycKaeTcs TONbKO MNpU YCNOBUU pacnpocTpaHeHns
Ha HDD, USB auck wnun Ha MN3BM c HDD TpeboBaHuii no obpaleHunio C K/HYEBbIMWU HOCUTENSMU
(n.6.7 XTAN.00087-01 91 01. PykoBoACTBO aAMUHUCTpaTopa 6e3onacHOCTM obLlas 4acTtb).

3. Bce BblWenepeyncneHHble HOCUTENN UCMOJIb3YITCA TO/IbKO B KayecTBe MaCcCUMBHOMO XpaHwiuwa
Knto4yeBon nHdbopmaumm 6e3 Mcnosib3oBaHMSA KpunTorpadnyecknx MexaHusMOB, peasiM30BaHHbIX Ha
CMapT-KapTe/TOKeHe.

4. Mcnonb3oBaHue HOCUTENEN APYrMX TUMOB - TOSIbKO NO cornacosaHunio ¢ ®Cb Poccun.
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2. YcraHoBka auctpmbytumea MO CK3U

YcTaHoBKa, yaaneHne n obHoBneHue MO ocylecTBAAETCS C NpaBaMu agMUHUCTpaTopa: noj
YUETHOM 3anncbio root MM ¢ UCNosb30BaHMEM KOMaHAbl sudo.

CK3N «Kpuntollpo CSP» TpebyeT cneaytowein nocieaoBaTeNbHOCTU YCTaHOBKM: CHadana
yCTaHaBNMBaeTCs npoBakjep, 3aTeM YyCTaHaBMBAOTCA OCTasjibHble MOAY/W, BXOAsiLiMEe B COCTaB
KOoMMnJieKTaumu.

B OC Solaris ana ycraHoBku, yaaneHua n obHoBneHus MO npumeHatoTca nakeTtol (packages).
MakeT - pacnakoBaHHbIN apxuB AucTpmbyTtmBa (dakTMyecknm 3TO namnka), coaepxawun dannbl
yCTaHaBnMBaeMoro NPpUNOXEHUS " dannsl, ncnonb3yowmecs WHCTaNNaTOpOM ans
KOHpUrypupoBaHusa cpeabl. ApXnB MMeeT paclimnpeHune .tar.gz un aenseTcs obbl4HbIM apX1MBOM gzip.

Mepen YCTaHOBKOVI dpXuUBbl ,D,MCTpM6YTMBa Haao pacnakoBaTb.

foriin *.tar.gz;do gzip -cd $i|tar -xf -;done
[na ycTaHOBKM NakeTa MCMosb3yeTcsl KoMaHaa:
pkgadd -d <nanka_c_nakeramMn> <uMsA_nakerta>
Hanpumep: pkgadd -d . CPRObase
[Ona yaaneHuns naketa UCMonb3yeTcs KoMaHaa:
pkgrm <umMms_naketa>
Hanpumep: pkgrm CPRObase

dainbl N3 NakeToB ycTaHaBnmBaroTca B /opt/cprocsp.

MakeTbl 3aBUCAT ApPYyr OT Apyra, MO3TOMY AOJ/KHblI YCTaHaBAMBATbLCSA MO MNOPSAKY C YYETOM
3TUX 3aBUCUMOCTEN, a yAansaTbCsa B o0b6bpaTHOM nopsake. YCNOBHO MOXHO cCuuMTaTb MNpaBMibHbIM
nopsiAKOM TOT, KOTOPbIA onucaH B Tabnnue 3aBUCMMOCTEN N HA3HAYEHUS MaKETOB.

MakeTbl MOryT 6bITb AN 32-6UTHOM apXUTEKTYpPbl, @ Takxke ana 64-6MTHOM apxuTekTypbl (MMS
Maketa 3aKaHuyMBaeTCsa Ha X), Torga oHWM YycTaHaeauBakTcs Ha OC, cobpaHHy noj
COOTBETCTBYHOLLYI apXUTekTypy. Yacto 64-6utHble OC 0g4HOBpPEMEHHO NOAAEPXWUBAKT U 32-6UTHblE
NpuaoXeHuns, M 64-buTtHble, TOrga npu Heo6XOAMMOCTM MOXHO YCTaHOBUMTb 0b6a KoMnnekTa.
NcknoyeHneM aBNaoTCS ApariBepbl: OHU YCTaHaBMBAOTCS B TOYHOM COOTBETCTBUM C apXUTEKTYPOW
aapa OC.

Tabnuua 1 - 3aBUCUMMOCTb 1 Ha3HavyeHUst NakeToB (419 NPOCTOTbl ONUCaHbl 32-6UTHbIE NaKeThbl).

Mma naketa 3aBUCUMOCTH ‘ Ha3HayeHne nakeTa

Obna3aTesnbHble NakeThbl

CPRObase Ba3oBbI NakeT, ycTaHaBnMBaeTcsa nepsBbiM. He
3aBUCUT OT apxuUTEeKTypbl, MNO3TOMY Ans 64-
6uTtHOro KOMMJieKTa 3TOT nakeTr
yCTaHaBnuBaeTtcs U3 32-6UTHOro KoMnaekTa.

CPROrdr CPRObase OCHOBHble NpUIoXeHus, cunToiBaTenn n ACH.

CPROcpl CPROrdr CAPILite, nporpammbl u 6ubnmnotekn ans

BbICOKOYpPOBHEBOW paboTbl C kpuntorpaduen
(ceptndpukarammu, CMS...).

CPROkc1 CPROrdr Mposangep KC1.
JononHutenbHble NakeThbl
CPROrdg CPROrdr, SUNWmfrun, | F'paduuecknin Buo[CH, 3anpoc napons wu
SUNWxwrtl apyrue GUI-guanoru.
CPROrdp CPROrdr, pcsclite Moaynu noaaepxKu PCSC-cuutbiBaTenen,

cmapTt-kapT (PUK, Ockap, Maructpa...).

CPROcspd CPRObase MNakeT, NpeAHa3HaYeHHbIN Ansa pa3paboTuunka.

-6-
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CPROdrv CPRObase OpaneepHas 6ubnunoteka.

CPROdrvd CPROcspd MNakeT, npeaHasHaudeHHbIn Ans paspaboTumka
[panBepoB.

CPROstnl CPRObase YHuBepcasnbHbli SSL/TLS TyHHenNb.
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3. O6HoBNeHue MO CK3U

Ona o6bHoBnermns CK3U Ha OC Solaris Heobxoammo:
—  3anoOMHUTb TEKYLLY KoHdurypauuto CSP:
*Habop YCTaHOBMNEHHbIX MaKETOB;

"HACTPOMNKMN nposanaepa (ans NpPOCTOThbI MO>HO COXpaHUTb
/etc/opt/cprocsp/config[64].ini);

— yAanuTb wTaTtHbiMK cpeacteamMmn OC Bce nakeTbl CK3U;
— YCTaHOBWUTb aHasnoru4dHbole HoBble nakeTbl CK3U;

—  nNpun HeO6XO0AMMOCTM BHECTU M3MEHEHMSI B HACTpPOMKM (MOoXHO nocMmoTtpeTh diff ctaporo
n HoBoro config[64].ini);

-  KJIK4Yn " CepTMCbMKaTbI COXpPaHAKTCA aBTOMaTU4YECKN.
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4. Hactponka CK3U

4.1. [docTtyn K yTmnuTte ana Hactponkn CK3U

Hactpoitka CK3U «Kpuntollpo CSP» ocywecTBnseTcs C NOMOLWb0 yTuUnmMTbl cpconfig, koTopas
BXOAUT B cocTaB ancTpmbyTtmea " pacnosoxeHa B AnpeKTopumn
/opt/cprocsp/sbin/<Ha3BaHue_apxutekTypbl>. Ecnm ycrtaHoBneHbl naketbl CK3W agna  asyx
apXuUTeKTyp, HanpuMmep, ia32 n x64, To AeNCTBUS MO HACTPOWMKE HYXXHO MPOBOAWTb ABaXAbl — AN
KaXkAon apxmteKkTypbl cpconfig-OM M3 COOTBETCTBYHOLWEN NManku.

4.2. BBoj cepunHOro Homepa NnuUeH3nn

Mpwn ycTaHoBke nporpamMMHoro obecnedveHmsa CK3WN 6e3 BBOAa /NMUEH3UM MOJSb30BaTesNto
NpeaocTaBAseTCa JMLUEH3US C OrpaHUM4YeHHbIM CPOKOM AenctBusa. Onsa ucnonb3oBaHusa Kpuntollpo
CSP nocne oOKOH4YaHMSA 3TOro Cpoka nofnb3oBaTeNlb AO/KEH BBECTM CepUMHbIN HOMep C 6naHka
JVLUEH3MN, TMONYYEeHHON Yy oOpraHumsauum-paspaboTtumka wWAWM oOpraHusaumu, WMelwern npasa
pacnpocTpaHeHus npoaykTta (aunepa). Ans npocMoTpa MHGOpPMaLMn O NMULEH3UN BbIMONHUTE:

# cpconfig -license -view

[Ona BBOAA NULIEH3MW BbIMOJIHUTE:

# cpconfig -license -set <cepuiHbIN_HOMep>

CepwuiiHbIi HOMEp cneayeT BBOAUTb C cobntogeHnemM permcrtpa CMMBOJIOB.

4.3. Hactpownka obopyanosaHusa CK3U

Ytunuta cpconfig Takxe npegHasHayeHa pAns8 W3MeHeHuss Habopa YCTPOWCTB XpaHeHus
(HocuTenen) n cuntbiBaHns (CYUMTbIBATENEN) KIKOYEBON MHGOPMAUNM N AATYMKOB CIlyYaMHbIX Yuncen.
MpepycTaHOBNEHHbIMU ABNAOTCA cunTbiBaTenu flash-Hocutenei n obpas AnckeTbl Ha XXECTKOM ANCKe.

[0S NpoCcMoOTpa CNMCcKa HAaCTPOEHHbIX CYUMUTbIBATENEN:
# ./cpconfig -hardware reader -view

CuuTbiBaTENb AUCKET HE YCTaHaB/MBAETCH MO YMOSIYAHMIO, TaK KakK Npu OTCYTCTBUU ANCKETHI B
ANCKOBOAE nNepeyvyncrneHne KOHTGVIHGpOB cunbHO 3ameansetcsd. [Ona pobaBneHus cuymTbiBaTens
ANCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"
[0ns npocMoTpa cnmcka HacTpoeHHbIx ACH:
# ./cpconfig -hardware rndm -view

Ons kKoHconbHoro bnoZlCH Ttpebyetcsa naket naket CPROkcl, kpoMe Toro oH paboTtaeT TONbKO
¢ KC1 npoBanagepoM. Ansa nobaBneHmnss KoHconbHoro bmnolC4:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"

Ons rpadudeckoro bnolCH tpebyetcs naket CPROrdg n X-cepsep, KpoMe Toro oH paboTtaeTt
Tonbko ¢ KC1 npoBangepoM. [nga nobasnenusa rpacdmyeckoro bnolC4:

# ./cpconfig -hardware rndm -add bio_gui -level 4 -name "GUI BioRNG"

ana pobasneHuna ACY KMNANM:

# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# .Jcpconfig -hardware rndm -configure cpsd -add string /dbl/kis_1
/var/opt/cprocsp/dsrf/db1/kis_1

# .Jcpconfig -hardware rndm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

Takxe HaAo cKoOnMMpoBaTb (annbl C AAHHBIMW, NOSy4YeHHbIMM Ha "APM BbipaboTkn BHelwHewn
rammbl", MOSIOXKM, 4YTO OHU fiexaT B /tmp/db[1,2]:

# cp /tmp/db1/kis_1 /var/opt/cprocsp/dsrf/db1/kis_1
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# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1
Ona pabotbl co cuutbiBaTenem PC/SC Tpebyetrca naketr CPROrdp. [lNocne nogkatoyYeHus
CuynTbIBaTENS Y3HANTE UMS YCTPOMNCTBA:

# /opt/cprocsp/bin/ia32/csptest -card -enum

Gemplus GemPC Twin 00 00

Total:

[ErrorCode: 0x00000000]

Ons nobaBneHns cuMTbIBAaTENNSA UCMOb3YHATE 3TO UMS:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"
Ona nonydeHuns noapobHon cnpasku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware —help

4.4, YcCTaHOBKa NapaMeTpoB XYypHanmpoBaHUS

CK3U nos3BonsieT cobnpaTb 0TIaa0uHYH0 MHDOpMaLmio n nuMeeT

BO3MOXHOCTb MPOTOKO/IMPOBaHMSA CobbITuiA. MHdOPMaums 3anmcbiBaeTcsi B CUCTEMHDbIN XypHan
(0bbluHO B /var/adm/messages). CyLlecTBYET BO3MOXHOCTb M3MEHEHMSI HACTPOEK XypHaJIMpoBaHUS
pasnMyHbIX Moaynen npoaykta. CyllecTBYeT BO3MOXHOCTb WM3MEHEHUS YPOBHS XYpPHaAMpoOBaHUSA U
dopmaTta BbIBOAUMbBIX OTAAAO0OYHbLIX COObWeHnn. [Ons nony4vyeHus CrnpaBkM MO  HACTpoKKam
XYpHanMpoBaHus:

# cpconfig -loglevel -help

Moaynu, Ans KoTopbiX NOAAEPXXMBAETCH XYypHanpoBaHue:
CpCsp - 94p0 KpunTonposanaepa

capilO - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyxxba xpaHeHus Ko4en
libssp - TLS

cppkecs1l - PKCS11
cpdrv - gpanBep
dmntcs

4.5. HacTpoiika Kkpuntonposaijepa no yMoa4aHuio

[Ons npocMoTpa TMMNOB AOCTYMNHbIX KpUMTONPOBaAEPOB:

$ ./cpconfig -defprov -view_type

[na npocMOTpa CBOMCTB KpUMTONpoOBanAepa HY>XHOro Tmna:

# ./cpconfig -defprov -view -provtype <provtype>

Ons ycTaHOBKWM npoBangepa Mo yMONYaHUIO NS HYXXHOro Tuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provhame>
Ons nonyyeHus MMeHM npoBangepa Mo YMOJIYAHUIO ANS HYXXHOro Tuna:

# ./cpconfig -defprov -getdef -provtype <provtype>

4.6. BkntoueHne pexnma yCUNEeHHOro KOHTPOA UCMNO/b30BaHUSA Knouen
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PeXWUM YCWUNIEHHOrO KOHTPOJIS WCMOMb30BaHUA K/oyelt obecrneymBaeT OCyLECTB/IEHME
KOHTPOJIA CpOKa AENCTBUSA AONTOBPEMEHHbIX KOUEN 3NEKTPOHHON MOAMUCU U KUYeBOro o6MeHa,
KOHTPOJIS [OBEPEHHOCTM KJIIOYEN TMPOBEPKU 3SMEKTPOHHON MOAMUCU U KOHTPOJSIS KOPPEKTHOMO
MCMONb30BaHUA MNPOrpaMMHOr0 JAaTyMka C/lydyalHbiX uucen. [locne ycnewHow WHCTannsaumm
HE06X0ANUMO BK/HOUUTL IaHHbIN PEXMM, BbINOHUB KOMaHAY:

#./cpconfig -ini "\config\parameters' -add long StrengthenedKeyUsageControl 1

Ona obecneyeHnss KOpPPEKTHOro @yHKUMOHUPOBaAHMS NpoBangepa B 4acTtu BblpaboTku
3/1IEKTPOHHOM MoAMUCKU, a Takxe paboTbl C BPEMEHHbLIMW Kto4yaMu (B 4YacTHOCTM, ANns paboTbl B
pamMkax TLS-coeamHeHuss 6e3 ayTeHTUdMKAUMM KAWMEHTA) WM reHepauum CiyvarHbiX AaHHbIX
Heo6xoaAnMMO MNpou3BecTM BbIpaboTKy AONrOBPEMEHHbIX KAKYEeNn WAW 3anyCTuTb yTunuTy csptest,
rnpeaBapuTesibHO NMPOBEPUB, YTO 3apPErMCTpUpoOBaH XOTs 6bl OANH AaTUMK CAYYAMHbIX YMcen.

# ./csptest -keyset -verifycontext -hard_rng

Mcnonb3oBaHne CK3U 6e3 BKIOUYEHUS pexXnMa YCUIEHHOIO KOHTPOAS MCNOAb30BaHUS KOYeNn

pa3peLaeTcs NCKIKYNTENTbHO B TECTOBbIX Lensx.

-11-



XXTAN.00087-01 91 05. Kpuntollpo CSP. PykoBoACTBO agMUHUCTpaTopa 6€30nacHOCTHU.
Mcnonb3oBaHme CK3U nog ynpasnenmem OC Solaris.

5. YcTaHoBKa conyTCTBYOLWMX NAKETOB

[Ons nepefauM no ceTM 3anpocoB Ha ceptudumkatbl, CRL M T.n., a Takxke ANsS NoAAEpXKKU
ZOTMOJTHUTENbHBIX K/THOYEBbIX CUMTbIBATENE UM HOCUTENEe MOXET MoTpeboBaTbCsl YCTaHOBKA AOMOMHUTENbHBIX
NakeToB.

Ecnu conyTtcTBylowmMe nakeTbl ckaumBatoTcs M3 MHTepHeTa, Heo6xoaAMMO MOATBEPAUTb MX LIeNOCTHOCTb,
npoBepmMB NOAMNUCH MNKM X3W. ECnm ncTouHuk He obecneymBaeT Takme MexaHM3Mbl, AOMYCKAETCS UCMOSb30BaHMe
NMakeToB TOSIbKO C AucKka ¢ anctpmbytmeom CK3W, raoe aTm MexaHu3Mbl MCNONb3YIOTCA. Ha AMCKe nmakeTbl nexar B
nanke extra.

5.1. Bunbnunoteka libcurl

Ncnonb3yeTtca ans nepeaayn 3anpocos Ha cepTudmkatsl, CRL 1 T.M. No ceTu.

C canita pa3pabotumka npoekta http://curl.haxx.se/ MOXHO ckayaTb NakeT C UCXOAHbIMM TeKCTaMu Ans
camocTosaTenbHoM cbopku. Kak npaBuio, TaM xe ecTb 32-6UTHble BEpcUM BUHaApPHbIX NaKeToB.

Mocne yctaHoBKkW 6MBANOTEK HaAOo 3aperncTpupoBaTh NyTU K HUM. Hanpumep:
# /opt/cprocsp/sbin/ia32/cpconfig -ini "\config\apppath' -add string libcurl.so /usr/local/lib/libcurl.so

# /opt/cprocsp/sbin/amd64/cpconfig -ini "\config\apppath' -add string libcurl.so
/usr/local/lib/64/libcurl.so
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6. CocTaB M Ha3Ha4YeHWe KOMMOHEHT nNporpaMMHoro obecrieveHmss CK3U

6.1. bBbasosble Mmoagynun CK3U

MO CK3WU conepxunt 6a3oBble MOAyNN:

Setup - Mmoaynb nHctannaumu MO CK3W.

libcsp — anHaMmmnyeckmn 3arpyxaemas 6ubnmorteka Kpunrtollpo CSP.

libcspst - ctatnyeckasa 6ubnmoteka Kpmuntolfpo CSP

libcspr - 6ubnmnoteka paboTbl ¢ yaanénHbeiM Kpuntollpo CSP

drvcsp — AMHaMM4ecKun 3arpyxaeMblil Moay/b s4apa.

libssp — 6ubnnoteka NnoaaepPKKN Moayns ceTeBon ayTeHTUdmKaunm Kpuntollpo TLS
cpverify — Moay/sb KOHTPO/SA LENOCTHOCTM.

wipefile — mogynb yaaneHmsa gainnoB BMeCTe C COAEPXKMUMbIM.

B Ha3zBaHuax anctpmbyTtmeos CK3U ncnonblyerca HOTaums:
CPRO - npedwukc;
CSp — KpunTonpoBanaep;
drv - 3arpy>aemblin Moaynb sapa OC;
[d] - onuwnoHanbHO — yKa3biBaeT Ha AOKYMEHTauuto (TECTOBblE NpUMEpHI);
[x] - onunoHanbHO — yka3biBaeT Ha 64-6utosyto Bepcuio OC; SPARC;
i386 - nnatdopma Intel;
sparc - nnatdopma SPARC.

6.1.1. Moaynb SETUP

Moaynb Setup obecneumBaloT MHCTanNsauMiO nporpamMmHoro obecneuernmnss CK3WN Kpuntollpo
CSP. B npouecce uHCTanNaUMmM NpousBoamTcs KOHTpoab uenoctHoctn MO CK3W ¢ ucnonb3oBaHMeEM
mMoayns cpverify.

6.1.2. bubnuotekn libcsp un libcspst

bubnnotekn libcsp un libcspst peanunsytoT yenesbie GyHKUMN KpUNTOrpaduyeckor 3aluTbl
nHdpopmauum, paboTy € KaOYaMK, AOCTYN K KOYEBbIM HOCUTENNAM, KnaBuaTypHbin JCH.

6.1.3. bubnnoteka libcspr

bubnuoteka libcspr obecneumMBaeT  ypaneHHbli  AocTyn K  KpunTonpoBanaepy,
(bYHKLUMOHMPYIOWEMY KaK OTAEebHbIN cepBuC.

6.1.4. pansepHas 6bubnmnorteka drvcsp

Bubnuorteka drvcsp, ncnonb3yemasl B KayecTBe AMHAMUUYECKM 3arpyxaemoro Moayns sapa
OC, peanusyetr ueneBble dYHKUMM KpunTOrpadmnyeckon 3awmTtbl  uHdbDOpMauum  (Kpome
dopmmposanHms IIM) n paboTy C KNL4YaMu.

6.1.5. Moaynu cetesor ayteHTudumkaumm Kpuntollpo TLS

Moaynb libssp obecneunBaeT peanmnsaunto NpoToKosa ceTeBon ayTeHTUdmKaummn Kpuntollpo
TLS. O6wee onuncaHne nNpoTOKOSA TMpuMBEAEHO B COOTBETCTBYHOLWEM pasgene [AOKyMeHTa
"XTAN.00087-01 91 01. Kpuntollpo CSP. PykoBoACTBO agMuHucTpatopa 6e3onacHoctn. O6uwas
yacTb."

6.1.6. Moaynb cpverify

Moaynb cpverify npegHasHayeH Ass KOHTPOAS LENoCTHOCTU npu yctaHoeke O CK3UN u
dyHKUMOHMpoBaHuUM CK3U Ha NM2BM nonb3oBaTens.

6.1.7. Moaynb wipefile
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Moaynb wipefile ncnonbsyerca ans yganeHus dansoB BMECTE C COAEPXMMbIM MPU WITATHbIX
N HewTaTHbIX (CBONMpPOBaHME) CUTyaumsX.

6.2. Moaynun noacucrtembl nporpammHoin COK

6.2.1. Moayneb libcapi20

Moaynb libcapi20 wucnonb3yetca Ang ynpaBieHWs cepTudukatamMnm OTKPbITbIX K/o4ven, a
Takxe pans obecnevyeHnss BbIMNOSIHEHUSA KpunTorpaduyecknx 3anpocoB Ha YpOBHe WHTepdelica
CryptoAPI v. 2.0. NHTepdenc moaynsa capilite apnsgerca nogMHoxecTBoM MHTepdeinca CryptoAPI v.
2.0.

6.2.2. bubnuoteka librdrrdr gocTtyna K Kat04YeBbIM HOCUTENSAM

bubnnoteka librdrrdr (release) obecneumBaeTr yHUDUUMPOBAHHLIN MHTepdENC AOCTyna K
KJIHOYEBbIM HOCUTENAM BHE 3aBUCMMOCTM OT UX TMNa.

6.2.3. Moaynun yCTpoUCTB XpaHeHuUs Knto4eBon nHbopmaumm

Moaynn obecneumBaloT peanmsaunto AOCTyNa K KOHKPETHbIM TMMaM KJOYEBbIX HOCUTENEN U
cYuTbIBATENEN:

o librdrfatl2 « guckosoay, anckete 3.5", pasgeny HDD

6.2.4. bnbnuoteka librdrsup nogaep>xxkm Aoctyna K KoUYeBbIM HOCUTENSAM

bubnnoteka librdrsup obecneunBaeTr peanmsaumto obWMX DYHKUMA AOCTyNa K pasiMyHbIM
YCTPOMCTBaM XpaHEHUS KJIH0YEBbIX HOCUTENEN.

6.2.5. Moaynu gatumkoB Cny4YanHbIX yncen

bubnuotekn librdrrndm wu librdrrndmbio o6ecneumBaioTr nopgaepxky paboTbl C
bU3nYecKMMn gaTumkKamm cnyyvamHbiX Ymcen.

6.2.6. bubnunoteka libasnldata nogaepxxkun npotokona ASN1

bubnnoteka libasnldata cogepxut dyHkuMn npeobpaszoBaHNa CTPYKTYpP AaHHbIX B
MalMHHO-HE3aBNUCMMOe NnpeacTaBrieHune.
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7. BctpamBanue CK3U B npukiagHoe M0

Mpn BcTpaneBaHun CK3W B npuknagHoe nporpamMMHoe obecnedeHue AO0/KHbI BbIMOAHATLCS
TpeboBaHua pasgena 17 pokymeHTa <«XTHAM.00087-01 91 01. Kpuntollpo CSP. PykoBOACTBO
aAMunHucTpaTopa 6e3onacHocTn. Obwasa yacTb» M gokyMeHTa «XKTAM.00087-01 96 01. PykoBOACTBO
nporpamMmcTa».
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8. TpeboBaH1si NO OpraHN3aUMOHHO-TEXHUYECKMM N aAMUHUCTPATUBHbLIM Mepam
obecneyeHunsa akcnnyaTaumm CK3U

[OMKHbI BbIMOAHATECA TpeboBaHMSA MO OpraHM3auMOHHO-TEXHUYECKMM U aAMUHUCTPATUBHbIM
MepaM obecnedyeHns 6esonacHoctn akcnnyaTtaumm CK3W B obbeme pasgenos 15 n 16 goKyMmeHTa
«XTAN.00087-01 91 01. Kpuntollpo CSP. PykoBoACTBO aaAMuHuUcTpatopa 6e3onacHoctu. Obuias
yacTb».

8.1. O6uwume mepbl 3awmTbl oT HCA MO ¢ yctaHosneHHbiMn CK3W ana OC Solaris

Mog ynpasnenHmem UNIX-nogobHbix onepauunoHHbiXx cucteM CK3UM Kpuntollpo CSP gomnxHo
MCNO/b30BaTbCs C NpOrpaMMHbIM obecneyeHnemM:

e Certmgr (Kpuntollpo Certmgr).
e CryptCP.

e Apache Trusted TLS (Digt).

e Trusted TLS (Digt).

Mpn wucnonb3oBaHum CK3W noa ynpaeneHmem OC Solaris HeobxoaMMo npeanpuHATb
OOMONHUTENbHbIE  MEepbl  OPraHuM3auMOHHONO0 UM TEXHMYECKOro  XapakTepa U BbINOJIHUTL
OOMONHUTENbHbIE HACTPOMKW OnepaumoHHON cucTtembl. lMpu 3TOM CTaBUTCS 3ajadva He TONbKO
obecneunTb AOMNONHUTENbHYO 3awmTy cepBepa n OC ot HC[O, HO mn obecneuntb 6ecnepeboliHblii
pexuMm paboTbl MU UCKAKYNUTbL BO3MOXHOCTM "OTKaza B 06cnyxmBaHuMn", BbI3BAHHOIO BHYTPEHHWUMU
npuynHamMmn (HanpuMep - nepenosiHeHMeM annoBbIX CUCTEM).

K opraHm3auMoHHO-TEXHUYECKNUM MepaM OTHOCATCS:
e obecneuveHne pusmyeckom 6e3onacHOCTM cepBepa;
e yCTaHOBKa NpOrpaMMHbIX OBHOBNEHUN;
e OpraHusaumsi npoueaypbl pe3epBHOr0 KONMPOBAHUS U XpPaHEHUS pe3epBHbIX KOMMUA.
e [lononHuTenbHble HacTporkm OC Solaris KacatoTcs cnegytowero:
e OrpaHuyeHue AOCTyna Nosib30BaTesien U HAaCTPOMKM MNONb30BATENbCKOrO OKPYXEHUS;
e OrpaHWYeHue CeTeBbIX COEANHEHWIA;
e OrpaHWYeHus NpuM MOHTMPOBAHUN HPANNOBbLIX CUCTEM;
e OrpaHWYeHus Ha 3amnycK NpoLeccoB;
e [OMOJIHUTENbHbIE HacTponkn sgpa OC;
e HaCTpOMKa CeTeBbIX CEPBMCOB;
e OrpaHW4yeHue KoAn4yecTsa «BUAUMOM U3BHE» MHGOPMaLMN O CUCTEME;
e HacCTpoMKa NOACUCTEMbI MPOTOKOJIMPOBAHNSA U ayanUTa.

8.1.1. OpraHnsaunoHHO-TEXHNYECKNE MepbI

1. C uenbio UCKIOYEHUS BO3MOXHOCTM 3arpy3km OC, OT/IMYHOWM OT ycCTaHoBseHHoW Ha HDD
M3BM, M2BM wn ycTtponcTtBa 3arpy3ku A0/MKHbl 6bITb oneyaTaHbl. [osmkeH 6bITb obecneyeH
Heob6X04MMbIN KOHTPOJIb LIeSIOCTHOCTM nevaTen.

2. ObecneyveHune dpunsmyeckon 6e3onacHOCTMN cepBepa

CnenyetT WCKAKOYUTb BO3MOXHOCTb AOCTyNna HEaBTOPM30BAHHOINO MepCcoHasa K KOHCOM,
cucTemMe NMUTaHus M JOMNOSTHUTESNIbHLIM YCTPOMCTBAM, NOAK/IIOYEHHbIM K 3allMULLAEMOMY CEpPBEPY MyTeM
yCTaHOBKK 060pyAoOBaHMS B CreuuasbHO BblAeNleHHOe M 3anMpaeMoe nomeueHue (annapaTtHy uam
CEepBEPHYO KOMHATY).

JocTyn nepcoHana B CepBepHYK KOMHATy A[O/MKeH ObiTb pernamMeHTUpoBaH BHYTPEHHUM
pacnopsaKoM 3KCIyaTUpYowWwen opraHmsaumm n 4OSHKHOCTHBIMU MHCTPYKUMSAMM.

KpoMe 3TOro, npu ucnosab3oBaHUW B KadecTBe cepsepa komnbitoTepa SUN SPARC, cneayet
YCTaHOBWUTb Napofb 4758 AOCTyNa K KOHCOMM, BbIMOMHUB criegytouiee:
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e [Ipy 3arpy3Kke CUCTEMbl B peXWMe Ananora C MHTEpNpeTaTopoM KOMaHA 3arpy3ynka BBECTU
cneayoumMe KoMaHbl:

<ok> password
<ok> setenv security-mode command

e [locne 3arpy3ku CUCTEMbI, C KOHCOMM MOC/Ee perncrpaumm oT UMEHWU Cyneprnosib3oBaTens
BBECTU Crieaytolime KoMaHabl:

# eeprom security-mode=command
# eeprom security-password=
N BBECTU Naposib Ha AOCTYMN K KOHCOJN.

BHumMaHue! B cnyyae ecnm cynepnosib3oBaTesib 3abyaeT naposb, BO3HUKHET HEOOX0AMMOCTb
3aMeHbl MM3Y nepBUYHOro 3arpysumka B cepBUCHOM LeHTpe SUN.

Ona  uckniodeHna cboeB  KOMMNbOTEPA, BbI3BaHHbIX OTK/KOYEHWEM  DNEKTPONMUTAHUS,
HeobxogmMo obecneunTb 2neKTponuTaHne cepBepa OT MWCToYHMKa 6ecnepebolHOro nuTaHms
AOCTaTOYHOM MOLWHOCTU. Kak MUMHMMYM, MowHOCTM 6aTtapei MUCTOYHMKa 6ecrnepebonHOro nuTaHus
OO/MKHO XBaTaTb Ha BPeMs A0CTaTouyHOe AJ19 KOPPEeKTHOro aBTOMaTMYeCKOoro 3aBeplleHuns paboThbl
cepsepa.

3. OpraHusaums npoueaypbl pe3epBHOr0 KONMPOBaHMA U XpaHeHUs pe3epBHbIX KOMUM

Mpwn onpepeneHMn pernaMeHTa pe3epBHOr0 KOMMPOBAHMA W XPaHEHUS pe3epBHbIX KOMui
cnepyet obecneunTb OTBETCTBEHHOE XpaHEeHWe pe3epBHbIX KOMNUIA B 3annpaemMblix cendax (wkadax) um
onpeaenuTb npoueaypy BblAauyn pe3epBHbIX KOMWI OTBETCTBEHHOMY MEpPCOHany U YHUUYTOXEHMUS
BbllWeaLwmnX n3 ynotpebneHms Hocutenen (1eHT, 04HOKPaTHO 3anncbliBaeMbiX AUCKOB M Mp.).

CraHaapTHbIMM MepaMu No opraHn3aunm OTBETCTBEHHOIO XpaHeHUs HOCUTeNen ABASITCS:
® MApKMpoBKa HOCMTeJ'IEI;’I;

e COCTaBJIEHME OMUCU XPaHUMbIX HOCUTENIEN C YKa3aHMeEM CepUNHbIX (MHBEHTapHbIX) HOMEpPOB,
AaT 3anucu HocuTenen, hamMmunnen CoTpyaHuka, cosgaBLllero Konumi Ans Kaxaoro wkada(cenda);

e NepuoanyecKas CBepka onmcu U coaepxunmoro ceingos (wkados);
e OpraH13aums OTBETCTBEHHOIO XpaHeHMs 1 BblAauuM KNo4ven oT cendos (wKkados);
e BO3MOXHOe oneyaTbiBaHue (onsoMbupoBaHue) cencdos(wkados).

YHUUYTOXEHWE BbllWeawmnx u3 yn0Tpe6neHM9| HOCUTEenen LOJIKHO npomn3soanTCcd KoMuUcecmen ¢
cocTaBfieHneM akTa 06 YHUYTOXEHUMN.

1. B cucteMe perncrtpupyetcss oAnMH Nosib3oBaTesib, obnagatowmnin npasaMm aaMUHUCTpaTopa,
HOCAWMA UM root, Ha KOTOporo BoO3naraeTcd o0653aHHOCTb KOHdurypmposatb OC Solaris,
HacTpauBaTb 6e3onacHocTb OC Solaris, a Takxke KoHpUrypuposaTb N2BM, Ha KOTOpYylO yCTaHOBNEHA
OC Solaris.

2. Ona nonb3oBatena root BblbupaeTca HadexHbl naposib  BXoAa B CUCTEMY,
YAOBNETBOPAOWNMIA cneayowmMm TpeboBaHMaM: AnMHA Naposiis He MeHee 6 CUMBOJIOB, cpeau
CMMBOJIOB Napons AO/KHbl BCTpe4vaTbCs 3arflaBHble CMMBOJIbI, MPOMUCHbIE CUMMBOAbLI, UWDPbI U
crneumanbHble CMMBOJIbI, CPOK CMeHbl MNaposid He pexXe OAHOro pasa B Mecsl, AOCTYN K naposto
AomkeH 6bITb obecneyveH ToNbKO MoJsib30BaTesNto root

3. Monb3oBaTtento root AOCTYMHbI HACTPOMKKW BCex nosb3oBaTtenerr OC Solaris, KoTopble OH
MOXeT npocMaTpusaTb, peaakTupoBaTh, yoansaTb, co3jaBaTh. Bcem nosib3oBaTensm,
3apeructpmpoBaHHbiM B OC Solaris, nonb3oBatenb root B COOTBETCTBUM C MONUTUKON 6e3onacHocTy,
NPUHATOM B OpraHmMsaunm, gaeT MUHUMasibHO BO3MOXHble A1 HOpMasibHOM paboTbl npaBa. Kaxkabii
nonb3oBatens OC Solaris, He gaBnswOWMACA Nonb3oBaTenemMm root, MoOXeT npocMaTpuBaTb W
pefakTupoBaTb TOSIbKO CBOWM YCTAaHOBKWM B paMKax MnpasB AOCTyna, Ha3Ha4YeHHbIX eMy MNoJfib30BaTeNeM
root.

4. Bcex nonb3oBaTtenen [M2BM, kKoTopble He MOMb3YOTCA [AaHHOMW CUCTEMOM, U BcCeX
CTaHOapTHbLIX Nosib30oBaTtesier, KoTtopble co3gatTcs B OC Solaris BO BpeMsi yCTaHOBKM (TakuX, Kak
"sys", "uucp", "nuucp", n "listen"), kpomMe nonb3oBaTens root, cneayet yaanuTb.

5.B OC Solaris cywecTtByloT wucCnonHsemble dannbl, KOTOpble 3anycKakTca C npasaMu
nonb3osatens root. T dannbl MMeKT yCTaHoBMeHHbI dnar SUID. Monb3oBaTenb root posxeH
onpenenuTtb, KakuMM U3 3TUX (annoB B paMKax OMpeaeneHHoOW B oOpraHmMs3aumn MNOSUTUKK
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6e3onacHocTM He TpebyeTca 3amyck C aAMUMHUCTPATMBHBLIMU MOSIHOMOYMSIMM, U C MOMOLLbIO cHpoca
¢nara SUID fonkeH CBECTM KOMMYECTBO TakmX haliyioB K MUHUMYMY. 3anycK OCTaBLUMXCa (ainnos
yCTaHOBMEHHbIM pnarom SUID Ao/mKeH KOHTPOMPOBATLCS NMosib30BaTeneMm root.

6. Mpn ncnonbszosaHmn CK3N «Kpuntolpo CSP» Ha DBM, noaKntOYEHHbIX K 06LWeA0CTYNHbIM
CeTsM CBSA3UW, AO/MKHbI 6bITb NpeanpuHSATbl AOMNOSHUTENbHbIE Mepbl, WUCK/Yalowme BO3MOXHOCTb
HeCaHKLMOHMPOBAHHOIO A0CTYNa K CUCTEMHbLIM pecypcaM MCMoJib3yeMblX OnepaumoHHbIX CUCTEM, K
nporpamMMHOMy obecneyeHunto, B OKPYXEHUN KOTOpPOoro pyHKUMOHUPYT CK3U, n K KOMMOHEeHTaM
CK3W co cTOpOHbI yKa3aHHbIX CeTei.

7.MpaBo poctyna Kk pabouymm Mectam € ycTaHoBneHHbiM O CK3U «Kpuntollpo CSP»
NnpeaocTaBasieTcsa TOMbKO JnuaM, O3HAaKOMJIEHHbIM C MpaBWiaMu MOMb30BaHMA W U3YUYUBLUUM
3KCNyaTauuoHHYIO OKYMEHTaUMo Ha nporpaMMHoe obecneyeHne, nMmewllee B cBoeM coctase CK3U
«KpunTtollpo CSP».

8. Ha TexHuueckmx cpeacTtBax, ocHaweHHbix CK3UM  «Kpuntollpo CSP»  AO/MKHO
MCMNOsIb30BaTbCs TONbKO IMLUEH3NOHHOE nporpaMMHoe obecrnedyeHne GMpM-NponsBoanTeNen.

9. Mpun ncnonb3oBaHnun nnatdopmbl Intel B BIOS, a npn ncnonb3soBaHum nnatdopmbl Sparc B
PROM onpenensaiTcss YCTAaHOBKW, UCKOYaloLWmMe BO3MOXHOCTb 3arpy3ku onepaumoHHOW CUCTEMBI,
OT/IMYHOM OT YycCTaHoBneHHOM Ha HDD: oTkio4yaeTca BO3MOXHOCTb 3arpy3skm c rmbkoro aucka,
npueoga CD-ROM un npoume HecTaHpapTHble BUAbl 3arpy3km OC, BKA4asa ceTeByk 3arpysky. He
npumeHstoTcs N3BM ¢ BIOS, ncknioyarowmM BO3MOXHOCTb OTKAKOYEHNS ceTeBon 3arpy3km OC.

10. Mpn wucnonb3oBaHun nnatdopmbel Intel, cpeactsamm BIOS pomkHa ObiTb MCKAOYEHA
BO3MOXHOCTb OTK/IlOUYEHUs nonb3oBatensamu ISA-yctponcts u PCI-yCcTpOMCTB Npu MUCMOAb30BaHUM
MAK 3awmnTtbl oT HCA,

11. Mpwn 3arpyske OC ponxeH 6bITb peanus3oBaH KOHTPOJb LEOCTHOCTM MNPOrpaMmMHOro
obecneyveHuns, sxopgsawero B coctaB CK3UW «Kpuntollpo CSP», camon OC mn BCeX MCNONHSAEMbIX
dannos, GyHKUMOHMPYOWMX coBMecTHO ¢ CK3W ¢ ncnonbsoBaHnem nporpammbl CPVERIFY.

12. Bxog B BIOS (PROM) 2BM pomxeH 6bITb 3alMLLEH NAaposeM, K KOTOPOMY MpeabsBnstoTCS
Te xe TpeboBaHMs, YTO K K nMaposto nonb3osatens root. Maponb ana exoga B BIOS (PROM) pgonxeH
6bITb M3BECTEH TONbKO Nofnb3oBaTento root v 6bITb OTAMYHBIM OT Mapons nosjb3oBaTtens root aong
Bxoga B OC Solaris.

13. Cpeacteamn BIOS (PROM) pgosnxHa 6bITb UCKAOUYEHa BO3MOXHOCTb paboTel Ha 2BM, ecnu
BO BpeMs ero Ha4dasbHOWM 3arpy3ku He NpoXOoASAT BCTPOEHHbIE TECThI.

14. Ha komnbtloTepe ycTaHaBnmBaeTcs Tonbko ogHa OC. Ha MawwuHe He ycTaHasnuBaeTcs
cpeacts paspabotkm MO wm otnagumkn. Ecnu cpeactBa oOTnagkuv  MNPUIOXKEHUA  HYXHbl  ANS
TEXHONOrMYeCckux  noTpebHoOCTEN  opraHusauumm, TO  UX  UCNOMb30BaHWE  AO/MKHO  6biTb
CaHKLUMOHMPOBAHO aAMUHUCTpATOpOM 6He3onacHocTu. B nwbom cnyyae 3anpellaeTcs MCNofb30BaTb
3TV CpeacTBa A1 NpOCMOTpa M peAaKTUpPOBaHMS Koga WU NaMATU MPUNOXKEHUN, ncnonbayowmx CK3U
«Kpuntollpo CSP». Cnegyet usberatb nonagaHust B CUCTEMY MNporpaMM, Mo3BOSSIOLWNMX, NOSb3YSCh
owmnbkammn OC, nonyyaTtb npusmnermm root.

15. Jo/MKHO  6bITb  OrpaHMYyeHo (C  y4yeToM BblibpaHHOM B  OpraHuMsaunn  MNOJINTUKMU
6e30MacHOCTM) MCNob30BaHWE MOMb30BaTENSIMM KOMaHA cron M at — 3anycka KOMaHA B yKa3aHHoe
BpeMsi.

16. JomkHO 6bITb peannsoBaHo u3nUeckKoe 3aTupaHue CoAepXMMOro ygansembix $annos C
ncnonb3oBaHmeM nporpammbel Wipe n3 coctasa CK3U.

17. JomkHbl 6bITb OTKAKOYEHBI BCE HEUCMO/Ib3YeMble HA AaHHOW DBM ceTeBble NPOTOKO/bI.

18. B cnyydae noakntoyeHns 2BM ¢ yctaHoBneHHbIM CK3W k ob6wenocTynHbIM ceTaM nepeaayu
OAHHbIX JO/MKHO ObiTb  OTKAKOYEHO uUcnonb3oBaHue JavaScript, VBScript, ActiveX wun apyrux
NporpaMMHbIX 06BLEKTOB 3arpyXaeMbixX U3 ceTu.

19. lomkHbl  6bITb  MNPUHATBI  Mepbl MO  WUCK/IIOYEHUIO HEeCAHKLUMOHMPOBAHHOIO A0CTyna
MOCTOPOHHMX UL, B NOMELLEHNS, B KOTOPbIX YCTaHOBEHbI TexHnyeckne cpeacresa CK3UN «Kpuntollpo
CSP», no poay cBoel [AeATeNbHOCTU He SBASIOWMXCA MNepcoHanoMm, AonylweHHbIM kK paboTe B
YKa3aHHbIX MoMeLleHnsX.

20. lomkHO ObITb 3anpeweHo ocTaBnAaTb 6e3 KOHTPOAS BblUMCAUTENbHblE CPeacTBa, Ha
KoTopbiXx akcrnyatupyetrcs CK3W «Kpuntollpo CSP» nocne BBoAa knwuyeBon WHGopmauun. [MNpu
yxoAe nosnb3oBaTens C paboyero Mecta [AO/MHKHO MCMOJIb30BaTbCs aBTOMATMYECKOE BKJIHOYEHMUE
MapoJ/ibHOW 3acTaBKMu.
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21. AAMUHMCTpaATOpOM 6e30MacHOCTU AO0/IKHO 6biTb MpPoOBeAEHO oredaTbiBaHME CUCTEMHOIMO
6noka C YCTaHOBNEHHbIM CK3M «KpunTtollpo CSP», nckvarwllee BO3MOXHOCTb
HEeCaHKLUMOHMPOBAHHOIO U3MEHEHUS annapaTHOM YyacTn paboyen ctaHUuK.

22. 13 cocTtaBa cuCTeEMbl AO/MKHO ObITb WCKNOYEHO BCe 06OpyaoBaHMe, KOTOpPOE MOXET
cosgaBaTb yrposy 6esonacHoctm OC Solaris. Takxe cneayer wusberatb MCNoOAb30BaHUS NOH6bIX
HeCcTaHAapTHbIX annapaTHbIX CPeACTB, UMEKLWMX BO3MOXHOCTb B/AUATb Ha HOpManbHbIn Xo4 paboThbl
koMmnbtoTepa mnm OC Solaris.

23. Mocne UHCTannaumm 0]® Solaris cnepyet YCTaHOBUTb C caunTa
http://www.sunsolve.sun.com/ BCe peKOMeHAOBaHHbIE MPOrpaMMHble OBHOBJSIEHMS W MPOrpaMMHbIE
obHoBMeHus, cesa3aHHble ¢ 6e3onacHocTbio (recommended and security patches) ot komnaHun SUN,
CyLLecTBylOWME HA MOMEHT MHCTAIAUMN.

24. Ha Bce aupektopumn, copepxawume cucteMHble dannbl OC Solaris n katanoru CK3Mu,
yCTaHaBNMBalT MpaBa [OCTyna, 3anpewatowme BCEM MoJib3oBaTensaM, kpome Bnagenbua (Owner),
3anuchb.

25.B cBsA3M C TeMm, u4TO aBapuMiHbIn AaMn onepaTMBHON NaMATU MOXET coaepXaTb
KpunTtorpaduyeckn onacHy WHdOpMauuo, cneayer OTKAUYUTb BO3MOXHOCTb €ro Cco3haHus C
nomowbio dyHKUKnK setrlimit ¢ napamerpom RLIMIT_CORE=0.

26. B OC Solaris ncnonb3yetca BupTyanbHas namatb. Ob6nactb BUPTyanbHON NamMaTu AOIKHA
6bITb OpraHu3oBaHa Ha otaenbHoM HDD v goctyn K Hel AoXKeH MMETb TOJSIbKO Mosib3oBaTtesnb root.
Mo okoH4yaHun pabotbl CK3W coapepxumoe BUPTyasbHOM MNaMATU AO/MKHO 3aTMpaTbCs C MOMOLLbHO
ytunutbl wipefile, Bxoaswen B coctaBs CK3U «Kpuntollpo CSP». B cnydae Bbixoaa us ctpos HDD, Ha
KOTOPOM HaxoauTcs obnactb BUPTyanbHOM NaMaTn, KpunTorpaduyeckue Kaovm noanexart BbiBOAY U3
aenctemsa, a HDD He noanexawmm peMoHTy. DToT HDD yHuUTOXaeTcs no npasuiaM YHUUTOXEHUS
KJIOYEBbIX HOCUTENEN.

8.1.2. lononHuTenbHble HacTpoikm OC Solaris

HacTtpoitkn OC Solaris BbIMONHAKTCSA, B OCHOBHOM, MNyTeM peaakTUpoBaHusa (ypanenus,
nobaBneHns) pasnnyHbiX KOHPUrypaunMOHHbIX U KOMaHAHbIX (annoB.

Ons coxpaHeHns BO3MOXHOCTM "OTKaTUTb" BHECEHHble W3MeHeHUs creayeT COXpaHUTb
Mmoaundunumpyemble dannbl B "6e3onacHoM" MecTe (Ha BHEWHEM HOCUTENe WM Ha HE MOHTUPYEMOW
aBTOMaTuMyecku dainnosor cucteme). XenatenbHO CKONMPOBaATb M3MeHseMble darnbl (KaTtanorun) ¢
COXpaHEHWEM CTPYKTYPbl KaTasoros.

OrpaHunyeHne AoCTyna nojb3oBaTenen U HaCTPOMKN NOAb30BaTENbCKOr0 OKPYXEHUS

HacTpoika nosb30BaTeNbCKOr0 OKPYXEHMNS 3aK/o4YaeTcs B Cneaylwmx 4encTBmsaX:
1. B dpanne /etc/default/login cnegyeTt ycTaHOBUTL Crieaylowne AUPEKTUBSI:
PASSREQ=YES (TpebyeT ncnonb3oBaHusa naposemn)

SUPATH=/usr/sbin:/usr/bin (3agaet 3HayeHme nepemeHHoh PATH nocne BbINOAHEHUS
KOMaHAbl su);

RETRIES=3 (3agaeT 4MCno MNOBTOPHbLIX MOMbITOK perncrpauum nonb3oBaTtens nporpamMmon
login)

SYSLOG_FAILED_LOGINS=0 (avpekTuBa npeanucbiBaeT MpPOTOKONMPOBATb BCE MOMbITKK
HeyAauyHOW perncrpaummn rnonb3oBartens)

UMASK=077 (napaMeTp 3agaeT MacKy co3gaHus dainna no-yMoadaHuto).

CONSOLE=/dev/console (napameTtp orpaHuMymBaeTt BO3MOXHOCTb permcrpaumm
cyneprnonb3oBaTeniss  TOJIbKO CUCTEMHOM KOHCOMbO M 3anpellaeTr YyaaseHHble perncrpauunm
cynepnonb3oBaTens);

2. Ansa nonb3oBaTens root yctTaHOBUTb MacKy pexuma cosganms dannos 077 nnn 027:
umask 077 (umask 027);

3. Ana oTKAYEeHUs BO3MOXHOCTM AOCTyMNa Mnosib3oBaTens root K paboyei cTaHUMM Mo ceTu
packommeHTmMpoBaTb cTpoky "CONSOLE" B cdanne /etc/default/login;
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4. CozpaTb (oTpegakTMpoBaTb cywecTBytowmin) dann /etc/shells 1 nomectnts B HEero nMeHa (c
MOSHbIM NYTEM) TONbKO A TeX UCMOJIHAEMbIX (ainioB 060/104EK, KOTOpPblE YCTAaHOBJ/IEHbI B CUCTEME.
Mo ymonuaHuio, cogepxummoe damnna /etc/shells moxeT 6bITb TaKNM:

/bin/bash /usr/bin/bash
/bin/csh /usr/bin/csh
/bin/ksh /usr/bin/ksh
/bin/sh /usr/bin/sh
/sbin/sh Jusr/bin/zsh

5. YpanuTtb daiin (ecnm oH cywectsyeT) /.rhosts.
6. YopanuTtb cogepxumoe danna /etc/host.equiv.

7. OTpepaktnpoBaTtb ann /etc/pam.conf ¢ uenbto 3anpeta rhosts-ayTeHTndunka-unm.
BbinosHsAeTCs KOMMEHTMPOBaAHUEM BCEX CTPOK, coaepXalumx noactpoky "pam_rhosts_auth.so".

8. OTkntounTb cnyx6y RPC ypaneHHoro Bbi3oBa npoueayp, 475 4ero cneayeT yaanutb gann
/etc/rc2.d/s71rpc;

9. MpoBepuTb MaeHTUdUKATOPLI NOMb30OBaTENSs W [IPyMnMbl A48 BCEX Nonb3oBaTenen,
nepeuyncneHHolx B danne /etc/passwd. Cneagyetr ybeauTbCsi, UTO HE CYyLLECTBYET MoJsib30BaTesien,
nMerwmx unaeHTudukatop nonb3osatens 0 wu unaeHtTudukatop rpynnbl 0 Kpome, BO3MOXHO,
rnosib3oBaTtens root.

10. YCTaHOBUTb MWHMUManNbHYK ANUMHY napona B 8 cumBonoB B ¢anne /etc/default/passwd
anpektmeoir PASSLENGTH=8. TaMm e BO3MOXHO 3adaTb MWHMMaJIbHOE W MaKCuMasnbHoe "BpeMms
Xn3HU" naponsa B Heaenax napamerpamn MINWEEKS n MAXWEEKS.

11. Co3gatb nepedyeHb MNporpaMmMm, KOTOpble 3arnyckakwTcss C npaBaMm agMUHUCTpaTopa, W
KOHTPOSINpOBaTb €r0 HEM3MEHHOCTb;

12. 3anpeTuTb perncrtpauuio B CUCTEME MOSb30BaTeNeN, UMEKLWMX creayowmne «cnyxebHble
NMeHa»:

daemon uucp

bin nuucp
sys listen
adm nobody4
Ip nobody
smtp noaccess

[elicTtBue BbINONHAETCA NMyTeM ykaslaHua B danne /etc/passwd ctpokm '/bin/false' B shell-
nporpaMmbl U yKasaHusa cumeona 'x' B nose napons.

OrpaHmMyeHmns Npu MOHTUPOBAHUKU (hanIoBbIX CUCTEM

OrpaHuyeHns npu MOHTUPOBaHUWM (anoOBbIX CUCTEM peann3ylTCa pefakTupoBaHuveMm danna
/etc/mnttab:

1. YcTaHoBUTb onumio nosuid npu MOHTUpOBaHUK dalnoBbix cuctem /opt u /var.

2. OrpaHnunTb pasmep danaoBor cmcrtemsl /tmp onumen size. MNpn 3TOM 3HaYEHUE oNuUM Size
OOJKHO ObITb MeHblue pa3mepa obnactm nogkadkm (swap). Mockonbky, OC Solaris MoHTUpYeET
dannoByto cuctemy /tmp B 0bnactb nogkaukm, TO MCNOAb30BaHWE AAHHOW OMuMK NpeaoTBpaTUT ee
nepenosiHeHue.
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Mpn MHCTaNASUMM CUCTEMBI CrieayeT BblAennTb ansa dannosbix cuctem /, /usr, /usr/local, /var,
/opt, /export pa3sHble pa3genbl AMCKa ANS NpeaoTBpalleHMsl NepenosiHEHNS KPUTUYHbBIX (alifoBbIX
cuctem (/, /var) 3a CYET, HanNpuMep, MONb30BATENIbCKUX AaHHbIX U obecrneyeHnss BO3MOXHOCTU
MOHTMpPOBaHNA anioBbIX CUCTEM /usr u /opt B pexnme "TONbKO ANS YyTeHus".

OrpaHn4yeHmns Ha 3anycK NpPoLIeccoB

CnepyeT orpaHuymMTb MCMNONb30OBaHME B CUCTEME MJIaHMPOBLUMKA 3ajady Ccron W CpeacTts
naketHonm o6paboTkn 3agaHuin. [Ona HOpManbHOro @GYHKUMOHUPOBAHUSA CUCTEMbl MWHWUManbHO
HeobXoAnMbIM ABMSETCS pas3pelleHnMe WCNoNb30BaHUA MAaHMPOBLUMKA 3adady Ccron M CPeacTB
nakeTHoMm o06paboTkM 3agaHWMM TONbKO nMosb3oBaTento root. [ns 3TOro creayeTr BbINOSHUTD
cneayrowme koMmaHabl (OT MMEHW Cynepnonib30BaTeNs):

echo root > /etc/cron.d/cron.allow
echo root > /etc/cron.d/at.allow

OrpaHu4nTb 4YUCNO CUCTEMHbIX CEPBUCOB W MpoOrpaMmM, MWHUUMANM3MpyeMblX B Mpouecce
3arpys3ku OC. [ns sToro:

M3 kaTanora /etc/rcS.d yaanuTtb Bce daibl, Kpome:

S30rootusr.sh S50drvconfig
S40standardmounts.sh S70buildmnttabs
S50drvconfig
M3 katanora /etc/rc2.d ynanutb BCce dalinbl, Kpome:
S02MOUNTFSYS S20sysetup
SO5RMTMPFILES S25cspcheck
S69inet S75cron
S72inetsvc S88utmpd
S74syslog
W3 katanora /etc/init.d yaanutb Bce dalinbl, Kpome:
MOUNTFSYS buildmnttab
RMTMPFILES rootusr
inetsvc sysetup
standardmounts syslog
dev inetinit
inks utmpd
cron dtlogin
drvconfig

Yapanntb BCce dannbl n3 Katanora /etc/rc3d.

Ypannte BCe dannbl u3 katanoros /etc/rc0.d wmn /etc/rcl.d, kpome Tex, KOTopble
nepedyuncneHsbl Bbllle.

HacTpolika ceTeBbix CEpPBMCOB
HacTpoiika ceTeBbIX CEPBMCOB 3aK/0YAETCSA B CleAYOLEeM:

1. CnepgyeT orpaHuMunTb (PYHKUWMOHANbHOCTb AEMOHA YMpPaBJ/IEHUS CETEBbIMU COEAUHEHUAMU
inetd. [encTBme 3akntodaeTcsd B pedaktupoBaHuu danna /etc/inetd.conf. B danne /etc/inetd.conf
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cneayeT 3aKOMMeEHTpOoBaTh (yAanuTb) CTPOKW, coAepiKalluMe ONMuMcaHus TeX CEPBUCOB, UCMOMb30BaHME
KOTOpPbIX Ha KOH(pUIYPUPYEMOM KOMMBIOTEPE HE ABNAETCA HEOBXOAMMOCTLIO.

Kak MMHMMYM, crieayeT 3anpeTuTb Cieaytowme CEPBUCHI:

echo systat
discard netstat
daytime tftp
chargen telnet

finger

Bo3MOXHO TakKXxe cHadana 3akoMMeHTUpoBaTb B anne /etc/inetd.conf onucaHumsa Bcex
CepBUCOB M 3aTEM paCKOMMEHTUPOBATb TO/IbKO UCMOJIb3YEMbIE.

2. Ecnn  He nnaHupyeTca  MCNOMb30BaTb HacTpavMBaeMbli  KOMMbKOTEP B KayecTsBe
MapwpyTusatopa (4a)ke nNpuM HaaMuMM HECKOSIbKMX CeTeBbiX afdanTtepoB), HeobxoamMo co3gaTtb B
KaTanore /etc dann notrouter Hynesom aAnnHebl.

3. Cneayet 3anpetuTb NpMeM U3 BHeELWHeN ceTn "wnpokosewaTtencHbix" (broadcast) nakeTos,
a TakxXe rnepenayvy OTBETOB Ha MpUHATLIE "lWIMpOKoBeLllaTesnbHble" nakeTbl. A4 3Toro, B KoHel danna
/etc/rc2.d/S69inet cneayet nobaBuThb cneayowme KOMaHabl:

ndd -set /dev/ip ip_forward_directed_broadcasts 0

ndd -set /dev/ip ip_respond_to_echo_broadcast 0

4. CnenyeT 3anpeTuTb MUCMNoONb30BaHMWe ceTeBon damnoson cuctembl NFS. [ng storo cneayet
yaanuTb dannbl:

/etc/dfs/dfstab
/etc/rc3.d/S15nfs.server
/etc/rc2.d/S73nfs.client

5. 3anpetntb cynepnonb3oBaTtento goctyn no ftp, ana atoro pobasutb "root" B dann
/etc/ftpusers

6. 3anyCcTuTb YTUIUTY KOHTPOAS CUCTEMHbIX pPecypcoB M CpeacTB CcUCTeMHoro ayauta ASET ¢
BbICOKMM ypoBHeM 6e3onacHocTu: /usr/aset/aset -1 high ana npoBepknm yCTaHOBOK CUCTEMHbIX
dannoB n npoaHaHInsnpoBaTb danna oTyeTa, KoTopblih 6yaeTt cozgaH B /usr/aset/reports

7. Ecnu nnaHupyeTca ucnosnb3oBaTb Ha HacTpamBaeMoM cepBepe cepsuc FTP, TO cnepyet
co3aaTtb (oTpepakTupoBaTtb) dann /etc/ftpusers co cnMcKoM nonb3oBaTenen, Ans KOTOpbIX 3anpeLeH
AOCTyn K cepBepy no npotokony FTP. ®aiin uMMeeT TeKCTOBbI (opMaT M AOKEH coAaepxaTb Mo
O0AHOMY MMEHU MNonb30BaTenss B CTpoke. B cnucke "3anpelleHHbIX" nosib3oBaTtesier, Kak MUHUMYM,
OOMKHbI 6bITb Mepeyncnerbl creayrowme MMeHa Nob3oBaTenen:

adm nobody4
bin nuucp
daemon root
listen smtp
Ip sys
nobody uucp
noaccese

8. Ana orpaHWYyeHMss [OCTyna K CUCTEMHbIM aiinaM Aand  HenpuBuUNerMpoBaHHbIX
nosib3oBaTenen, 3 KOMaHAHOW CTPOKU CNeayeT BbIMOMHUTL Ceaytolne KOMaHAab!:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
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chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at
chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
chmod u-s /usr/lib/fs/ufs/ufsdump
chmod u-s /usr/lib/fs/ufs/ufsrestore
Takxe cneayet 06HynnTb dnar SGID ansa HeKOTOPbIX UCMONIHAEMbIX (hannoB:
chmod g-s /usr/bin/mail
chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat
chmod g-s /usr/bin/ipcs

chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef

chmod g-s /usr/sbin/wall

chmod g-s /usr/openwin/bin/ff.core

chmod g-s /usr/openwin/bin/mailtool
chmod g-s /usr/openwin/bin/wsinfo
chmod g-s /usr/openwin/bin/xload

chmod g-s /usr/lib/fs/ufs/ufsdump
chmod g-s /usr/lib/fs/ufs/ufsrestore

OrpaHnyeHmne KoanM4YecTBa «BUANMON U3BHE» MHAOPMALIMM O CUCTEME

O6bIYHO, HayanbHyl WMHMOPMAUMIO O CUCTEME MOTEHUMasbHbIA HapylwuTenb Mony4YyaeT u3
CUCTEMHbIX MpUrnaweHnini, BblaaBaeMbIX ceTeBbiMU cnyxbamu cepsepa (telnet-cepsep, ftp-cepsep u

np.).

MoaToMy, K MepaM MO OrpaHU4YeHuto Konm4dectBa "BMAMMON M3BHE" MHMOpPMaLMM O cucTeme
OTHOCATCS:

— OTKa3 oT CTaHAapTHOro "3arososBka", BbIBOAMMOro cepsepoM ftp npu oTBeTe nosnb3oBaTento.
JocturaeTtcsa ykasaHueM B danne /etc/default/ftpd cneayowmx ampekTmBbi:

BANNER=""

- OTka3z oOT crTaHgapTHoro "s3arosnoska", BbiBOAMMOro cepsepoM telnet npu oTBeTe
nonb3oBaTtento. [loctmraercsa ykasaHuem B danne /etc/default/telnetd cnegyowen anpekTmnssbi:

BANNER=""

- PepaktnpoBaHune dannos /etc/issue, /etc/ftp-banner n /etc/motd ¢ uenbio pasbsacHeHUS
nonb3oBaTensaM npaBwus U NOAUTUKKM AOCTyNa K cepeepy ftp.

HaCTQOVIKa NnoACUCTEMbI NMPOTOKOJINPOBAHUA U ayANUTA
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1. CnepyeT yAoCTOBEpUTbLCS, YTO TOMbKO MOSb30BaTeNb root MMeeT AOCTYM Ha 3anucb Ans
cneayrowmx gannos:

/var/log/authlog
/var/log/syslog

/var/adm/messages*
/var/adm/sulog
/var/adm/utmp
/var/adm/utmpx
2. Ecnn Ha HacTpanBaeMmoM cepBepe ucnosnb3yetcs web-cepsep, To cneayet ybeamTcsi, 4to
TOoNbkO "Bnageney" npouecca httpd nmmeer goctyn nmo 3anucu K npotokonam httpd.3. OrpaHmunts (c
y4yeTOM Bbl6paHHOﬁ B OpraHunsauunn NOaNTUKU 6630I'IaCHOCTM) MCNnoJZib30BaHMNE MnoJsib3oBatesiIdMM KOMaHAbl SuUu -
NpefoCTaB/eHnUs MOMb30BaTENO aAMUHUCTPATUBHBLIX MonHoMounid.4. CrnefyeT NpOTOKONMPOBaTb MOMbITKU
NMCnonb30BaHMs Nporpammel su. [nga atoro, B dann /etc/syslog.conf cnegyer nob6aBUTb 3anuch:
auth.notice /var/log/authlog
nnm
auth.notice ifdef (' LOGHOST ", /var/log/authlog, @loghost)
BTtopasi cTpoka aHanorMyHa nepBOiW, HO YyKa3biBaeT, YTO MPOTOKOS MepenaeTcss Ha cepsep

cbopa npotokonos. Mpn pegakTnpoBaHmn danna /etc/syslog.conf B Kauectse pasgenutens nonen B
CTpOKe c/ieayeT MCnofib3oBaTb CMMBOA Tabynauum

Cnepyet obecneuynmTb MPOTOKOSIMPOBAHME HEeyCMnelwHbIX MOMbITOK perncrpaunm B cCUCTeEME B
JIOKanbHOM NpoToKone. [Ansa 3Toro, c/ieAyeT BbIMOJAHUTL Cneayowme KoMaHabl:

touch /var/adm/loginlog

chown root /var/adm/loginlog chgrp sys /var/adm/loginlog

chmod 644 /var/adm/loginlog

Ans NpOTOKONMPOBAHUS CETEBbIX COEANHEHMIN, KOHTPONIMPYEMbLIX AEMOHOM inetd (Bkatoyas
narty/BpemMsi coeauHeHus, IP-agpec KnMeHTa, YCTAaHOBUBLUENo COEAMHEHME U UMMS CEPBUCA,
obcnyxmnsatowlero coegnHenune), B dann /etc/syslog.conf cnegyet no6aeButb 3anNunch:

daemon.notice /var/log/syslog

n B danne /etc/rc2.d/S72inetsvc 3aMeHNTb CTPOKY

/usr/sbin/inetd -s

Ha

/usr/sbin/inetd -s -t

8.2. TpeboBaHWsi NO pa3MeLLEHNIO TEXHNUYECKMX CPEACTB C YCTaHOBNEHHbIM CK3U
Mpwn pa3MeLleHnn TEXHUYECKNX CPEACTB C YCTaHOBNEHHbIM CK3U:

1. JonmxHbl 6bITb MPUHATBI Mepbl NO 3aluTe OT HEeCAaHKUMOHWMPOBAHHOrO AO0CTyna B MNOMeWeHusl, B
KOTOpbIX pa3MeLleHbl TeXHUYEeCKne cpeacrtsa C ycTaHoBneHHbiM CK3W, NOCTOPOHHMX nul, NO poay CBOEeW
OesATeNbHOCTU He SBASAILWMXCA MepcoHasoM, AOMyweHHbiM K paboTe B 3Tux nomelweHusx. B cnyuae
Heo6XoANMMOCTU MPUCYTCTBUS MOCTOPOHHUX NUL, B YKa3aHHbIX NMOMeLLeHnaX AomkeH bbiTb obecnevyeH KOHTPOsb
3a UX AenctemsaMm n obecneyeHa HEBO3MOXHOCTb HEraTUBHbIX AEACTBUIA C UX CTOPOHbI Ha CK3W, TexHundeckue
CpeAcTBa, Ha KOTopbIX akcnyatupyetcss CK3U v 3awmwaemyo nHdpopmauumto.

2. BHYTpeHHsIS NaHUpOBKa, PacroioXeHWe W YKOMMJEKTOBAHHOCTb pabouymMx MecT B MOMeLleHusaX
[O/KHbI 06ecrneunBaTb UCMOMHUTENSAM paboT, COXPaHHOCTb AOBEPEHHbIX UM KOHMUAEHUNANbHBIX 4OKYMEHTOB U
CBEAEHWN, BKOUYAs KNOUEBYo MHGOPMaLUIO.

3.B cnydyae nnaHumpoBaHusa pasMeweHns CK3M B noMmelweHusx, rae npuUCyTCTBYET peueBas,
aKycTuyeckasa u BmsyanbHas uHdopMauusa, cogepxalas CBeAeHUs, COCTaBASloWmne rocygapCTBEHHYO TalHy, U
(nnn) ycTaHoOBNEHbl TeXHWYeckne cpeacTtBa W CUCTEMbI NpueMa, nepepayn, o06paboTkM, XpaHeHuUs u
oTobpaxeHuss MHdopMaumn, coaepkalle CBeAeHWsl, COCTaBsoWME roCyfapCTBEHHYH TaWHy, TexXHu4yeckue
cpeacTBa MHOCTPAHHOIO MPOM3BOACTBA, Ha KOTOPbIX (YHKUMOHMPYHT MNporpaMMmHble mMoaynu CK3W, pomkHbI
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6bITb MOABEPrHyTbl CreuManbHOW MpOBEpKe MO BbISIBEHUIO YCTPOWCTB, MpeAHasHayeHHbIX AN HernacHoro
noslyyeHust MHhopMaunmns.
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9. TpeboBaHuMs Mo KpuntTorpadnuyeckon 3alumTe

JOomXKHbI BbINOAHATLCA Tpe6OBaHVIﬂ:
1. icnonb3oBaHWe TOIbKO IMLEH3NOHHOMO CUCTEMHOIO NPOrpaMMHOro obecneyeHus.

2. Pasgen 16 pokyMeHTa XTAN.00087-01 91 01.
3. Mepen Ha4yanoM paboTbl fOMKEH 6bITb MPOBEAEH KOHTPOb LeNOoCTHOCTU. KOHTponeMm
LLeNIOCTHOCTU A0/MKHbI 6bITb OXBayeHbl alinbl, yKasaHHble B N. 16.

4. Hactpolika onepaumoHHOM cuctembl ans pabotbl ¢ CK3M no n.8.1.2.

5.Mpn uHctannsumum CK3WN pgomkHbl 6biTb 0becrneveHbl OpraHM3aLUMOHHO-TEXHUYECKME Mepbl MO
WCKIOYEHMIO NOAMEHbI ANCTPUBYTUBA N BHeCeHWUs n3MeHeHnn B CK3W nocne ycrtaHoBKM.

6. NcknoyeHne wmn3 nporpammHoro obecneyenumss MN3BM c ycraHoBneHHbiM CK3WM cpeacts
oTnagkwm.

7.MNaponb, uCnonb3yeMmblii ANS ayTeHTUdMKauMm nonb3oBaTenen, AOMKEH COAEpXaTb He
MeHee 6 cuMBOJIOB andasBuTa MOWHOCTU He MeHee 10. MepnMoAMYHOCTb CMEHbl NApPOSI — HEe pexe
OfHOro pasa B 3 Mecsaua.

8. MepnoanyHOCTb TECTOBOIrO0 KOHTPONA Kpuntorpadpumuecknx yHkumni - 10 MUHYT.

9. BExxecyTo4yHada nepesarpyska MN2BM.

10. NepuoanyHocTb ocTaHoBa [19BM c o06a3aTefibHOM NPOBEPKON CUCTEMbI OXNAXAEHUS
npoueccopHoro 6noka MN3BM - 1 mecsu.

11. 3anpewaeTrcs WCNOAb30BaTb pexuM npocton 3ameHbl (ECB) TOCT 28147-89 pans
WwndgpoBaHus nHbopMaLnm, KpoMe KIHYeBON.

12. lomkHO AaBaTbCs nNpeaynpexaeHne o ToM, YTO Npu MCMNOoSIb30BaHNM pexuMa WwndposaHns
CRYPT_SIMPLEMIX_MODE wm™atepuan, obpabatbiBaeMbii Ha O0OAHOM KJlO4e, aBTOMaTU4YeCcKu
OrpaHM4MBaeTCs BEIMUYMHON 4 MB.

13. Mpn dyHkunoHnposaHmn CK3WN AomxkHblI BbINOAHATLCA TpeboBaHMS 3KCyaTauMOHHOWN
nokyMeHTaumun Ha MAK 3awmtel oT HC/A.

14. JonmkHO 6bITb 3anpelweHo ncnonb3oBaHne CK3UW ans 3awmTtbl TenedoHHbIX Neperosopos
6e3 NpuHATUA B CUCTEME Mep MO 3aluTte OoT MHPOPMATUBHOCTM NOBOYHbLIX KaHanoB, crneunduyecknx
npu nepegave peuu.

15. JomkHa 6bITb 3anpeweHa pabota CK3UM npu BKkAOYEHHbIX B M3BM wWTaTHbIX CpeacTBax
BbIXO4a B paguvoKaHal.

16. KOHTposieM LenoCTHOCTM A0MXKHbI 6bITb OXBadeHbl daknbl:

Sparc Solaris (32-bits)

/opt/cprocsp/bin/sparc/cryptcp
/opt/cprocsp/bin/sparc/certmgr
/opt/cprocsp/bin/sparc/inittst
/opt/cprocsp/bin/sparc/csptestf
/opt/cprocsp/bin/sparc/der2xer
/opt/cprocsp/lib/sparc/libcapi20.s0.4.0.4
/opt/cprocsp/lib/sparc/libcpext.so.4.0.4
/opt/cprocsp/lib/sparc/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/sparc/libasnldata.so.4.0.4
/opt/cprocsp/lib/sparc/libssp.so0.4.0.4
/opt/cprocsp/lib/sparc/libenroll.so0.4.0.4
/opt/cprocsp/lib/sparc/liburlretrieve.so.4.0.4
/opt/cprocsp/bin/sparc/curl
/opt/cprocsp/lib/sparc/libcpcurl.so.4.2.0
/opt/cprocsp/lib/sparc/libcpcurl.a
/opt/cprocsp/lib/sparc/libcsp.so0.4.0.4
/opt/cprocsp/lib/sparc/librdrrndmbio tui.so.4.0.4
/opt/cprocsp/lib/sparc/librdrrndmbio gui.so.4.0.4
/opt/cprocsp/lib/sparc/libxcpui.so.4.0.4
/opt/cprocsp/lib/sparc/librdrpcsc.so0.4.0.4
/opt/cprocsp/lib/sparc/librdrric.s0.4.0.4
/opt/cprocsp/sbin/sparc/ccid reg.sh
/opt/cprocsp/bin/sparc/cpverify
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/opt/cprocsp/bin/sparc/wipefile
/opt/cprocsp/bin/sparc/csptest
/opt/cprocsp/lib/sparc/librdrrdr.so.4.0.4
/opt/cprocsp/lib/sparc/librdrrndm.so.4.0.4
/opt/cprocsp/lib/sparc/librdrsup.so0.4.0.4
/opt/cprocsp/lib/sparc/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/sparc/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/sparc/libcapil0.so0.4.0.4
/opt/cprocsp/lib/sparc/libcpui.so.4.0.4
/opt/cprocsp/sbin/sparc/unreg prov_type name.sh
/opt/cprocsp/sbin/sparc/cpconfig
/opt/cprocsp/sbin/sparc/mount flash.sh
/opt/cprocsp/lib/sparc/librdruec.so0.4.0.4
/opt/cprocsp/lib/sparc/libcpcvcert.so.4.0.4
/opt/cprocsp/lib/sparc/librsaenh.so0.4.0.4
/opt/cprocsp/sbin/sparc/stunnel thread
/opt/cprocsp/sbin/sparc/stunnel fork
/opt/cprocsp/sbin/sparc/stunnel hsm

Sparc Solaris (64-bits)
/opt/cprocsp/bin/sparc/cryptcp
/opt/cprocsp/bin/sparc/certmgr
/opt/cprocsp/bin/sparc/inittst
/opt/cprocsp/bin/sparc/csptestf
/opt/cprocsp/bin/sparc/der2xer
/opt/cprocsp/lib/sparc/libcapi20.s0.4.0.4
/opt/cprocsp/lib/sparc/libcpext.so.4.0.4
/opt/cprocsp/lib/sparc/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/sparc/libasnldata.so.4.0.4
/opt/cprocsp/lib/sparc/libssp.so0.4.0.4
/opt/cprocsp/lib/sparc/libenroll.so.4.0.4
/opt/cprocsp/lib/sparc/liburlretrieve.so0.4.0.4
/opt/cprocsp/bin/sparcv9/cryptcp
/opt/cprocsp/bin/sparcv9/certmgr
/opt/cprocsp/bin/sparcvd/inittst
/opt/cprocsp/bin/sparcv9/csptestf
/opt/cprocsp/bin/sparcv9/der2xer
/opt/cprocsp/lib/sparcv9/libcapi20.s0.4.0.4
/opt/cprocsp/lib/sparcv9/libcpext.so.4.0.4
/opt/cprocsp/lib/sparcv9/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/sparcv9/libasnldata.so.4.0.4
/opt/cprocsp/lib/sparcv9/libssp.so0.4.0.4
/opt/cprocsp/lib/sparcv9/libenroll.so.4.0.4
/opt/cprocsp/lib/sparcv9/liburlretrieve.so0.4.0.4
/opt/cprocsp/bin/sparc/curl
/opt/cprocsp/lib/sparc/libcpcurl.so.4.2.0
/opt/cprocsp/lib/sparc/libcpcurl.a
/opt/cprocsp/bin/sparcv9/curl
/opt/cprocsp/lib/sparcv9/libcpcurl.so.4.2.0
/opt/cprocsp/lib/sparcv9/libcpcurl.a
/opt/cprocsp/lib/sparc/libcpcdrv_emul.a
/opt/cprocsp/lib/sparc/libcsp.so.4.0.4
/opt/cprocsp/lib/sparc/librdrrndmbio tui.so.4.0.4
/opt/cprocsp/lib/sparcv9/libcsp.so0.4.0.4
/opt/cprocsp/lib/sparcv9/librdrrndmbio tui.so.4.0.4
/opt/cprocsp/lib/sparc/librdrrndmbio gui.so.4.0.
/opt/cprocsp/lib/sparc/libxcpui.so.4.0.4
/opt/cprocsp/lib/sparcv9/librdrrndmbio gui.so.4.0.4
/opt/cprocsp/lib/sparcv9/libxcpui.so.4.0.4
/opt/cprocsp/lib/sparc/librdrpcsc.so.4.0.4
/opt/cprocsp/lib/sparc/librdrric.so0.4.0.4
/opt/cprocsp/sbin/sparc/ccid reg.sh
/opt/cprocsp/lib/sparcv9/librdrpcsc.so.4.0.4

ISy
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/opt/cprocsp/lib/sparcv9/librdrric.so0.4.0.4
/opt/cprocsp/sbin/sparcv9/ccid reg.sh
/opt/cprocsp/bin/sparc/cpverify
/opt/cprocsp/bin/sparc/wipefile
/opt/cprocsp/bin/sparc/csptest
/opt/cprocsp/lib/sparc/librdrrdr.so0.4.0.4
/opt/cprocsp/lib/sparc/librdrrndm.so.4.0.4
/opt/cprocsp/lib/sparc/librdrsup.so.4.0.4
/opt/cprocsp/lib/sparc/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/sparc/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/sparc/libcapil0.so0.4.0.4
/opt/cprocsp/lib/sparc/libcpui.so.4.0.4
/opt/cprocsp/sbin/sparc/unreg prov_type name.sh
/opt/cprocsp/sbin/sparc/cpconfig
/opt/cprocsp/sbin/sparc/mount flash.sh
/opt/cprocsp/bin/sparcvd/cpverify
/opt/cprocsp/bin/sparcv9/wipefile
/opt/cprocsp/bin/sparcv9/csptest
/opt/cprocsp/lib/sparcv9/librdrrdr.so.4.0.4
/opt/cprocsp/lib/sparcv9/librdrrndm.so.4.0.4
/opt/cprocsp/lib/sparcv9/librdrsup.so.4.0.4
/opt/cprocsp/lib/sparcv9/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/sparcv9/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/sparcv9/libcapil0.so0.4.0.4
/opt/cprocsp/lib/sparcv9/libcpui.so.4.0.4
/opt/cprocsp/sbin/sparcvd/unreg prov_type name.sh
/opt/cprocsp/sbin/sparcv9/cpconfig
/opt/cprocsp/sbin/sparcvd/mount flash.sh

/opt/cprocsp/lib/sparc/librdruec.so0.4.0.4
/opt/cprocsp/lib/sparc/libcpcvcert.so.4.0.4
/opt/cprocsp/lib/sparcv9/librdruec.so0.4.0.4
/opt/cprocsp/lib/sparcv9/libcpcvcert.so.4.0.4
/opt/cprocsp/lib/sparc/librsaenh.so0.4.0.4
/opt/cprocsp/lib/sparcv9/librsaenh.so0.4.0.4

/opt/cprocsp/sbin/sparc/stunnel thread
/opt/cprocsp/sbin/sparc/stunnel fork
/opt/cprocsp/sbin/sparc/stunnel hsm
/opt/cprocsp/sbin/sparcvd/stunnel thread
/opt/cprocsp/sbin/sparcvy/stunnel fork
/opt/cprocsp/sbin/sparcvy/stunnel hsm

Intel Solaris (32-bits)
/opt/cprocsp/bin/ia32/cryptcp
/opt/cprocsp/bin/ia32/certmgr
/opt/cprocsp/bin/ia32/inittst
/opt/cprocsp/bin/ia32/csptestf
/opt/cprocsp/bin/ia32/der2xer
/opt/cprocsp/lib/ia32/1libcapi20.s0.4.0.4
/opt/cprocsp/lib/ia32/libcpext.so.4.0.4
/opt/cprocsp/lib/ia32/1libpkixcmp.so.4.0.4
/opt/cprocsp/lib/ia32/1libasnldata.so.4.0.4
/opt/cprocsp/lib/ia32/1ibssp.so0.4.0.4
/opt/cprocsp/lib/ia32/1libenroll.so.4.0.4
/opt/cprocsp/lib/ia32/liburlretrieve.so.4.0.4
/opt/cprocsp/bin/ia32/curl
/opt/cprocsp/lib/ia32/1libcpcurl.so.4.2.0
/opt/cprocsp/lib/ia32/1libcpcurl.a
/opt/cprocsp/lib/ia32/libcpcdrv_emul.a
/opt/cprocsp/lib/ia32/1libcsp.so0.4.0.4
/opt/cprocsp/lib/ia32/librdrrndmbio tui.so.4.0.4
/opt/cprocsp/lib/ia32/librdrrndmbio gui.so.4.0.4
/opt/cprocsp/lib/ia32/1libxcpui.so.4.0.4
/opt/cprocsp/lib/ia32/librdrpcsc.s0.4.0.4
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/opt/cprocsp/lib/ia32/librdrric.so0.4.0.4
/opt/cprocsp/sbin/ia32/ccid reg.sh
/opt/cprocsp/bin/ia32/cpverify
/opt/cprocsp/bin/ia32/wipefile
/opt/cprocsp/bin/ia32/csptest
/opt/cprocsp/lib/ia32/librdrrdr.so.4.0.4
/opt/cprocsp/lib/ia32/librdrrndm.so.4.0.4
/opt/cprocsp/lib/ia32/librdrsup.so.4.0.4
/opt/cprocsp/lib/ia32/1librdrdsrf.so0.4.0.4
/opt/cprocsp/lib/ia32/librdrfatl2.s0.4.0.4
/opt/cprocsp/lib/ia32/1libcapil0.so0.4.0.4
/opt/cprocsp/lib/ia32/1libcpui.so.4.0.4
/opt/cprocsp/sbin/ia32/unreg prov_type name.sh
/opt/cprocsp/sbin/ia32/cpconfig
/opt/cprocsp/sbin/ia32/mount flash.sh
/opt/cprocsp/lib/ia32/librdruec.so0.4.0.4
/opt/cprocsp/lib/ia32/1libcpcvcert.so.4.0.4
/opt/cprocsp/lib/ia32/1librsaenh.so0.4.0.4
/opt/cprocsp/sbin/ia32/stunnel thread
/opt/cprocsp/sbin/ia32/stunnel fork
/opt/cprocsp/sbin/ia32/stunnel hsm

Intel Solaris (64-bits)
/opt/cprocsp/bin/ia32/cryptcp
/opt/cprocsp/bin/ia32/certmgr
/opt/cprocsp/bin/ia32/inittst
/opt/cprocsp/bin/ia32/csptestf
/opt/cprocsp/bin/ia32/der2xer
/opt/cprocsp/lib/ia32/1libcapi20.s0.4.0.4
/opt/cprocsp/lib/ia32/libcpext.so.4.0.4
/opt/cprocsp/lib/ia32/1libpkixcmp.so0.4.0.4
/opt/cprocsp/lib/ia32/1libasnldata.so0.4.0.4
/opt/cprocsp/lib/ia32/1libssp.so0.4.0.4
/opt/cprocsp/lib/ia32/libenroll.so.4.0.4
/opt/cprocsp/lib/ia32/liburlretrieve.so.4.0.4
/opt/cprocsp/bin/amdé64/cryptcp
/opt/cprocsp/bin/amd64/certmgr
/opt/cprocsp/bin/amd64/inittst
/opt/cprocsp/bin/amd64/csptestf
/opt/cprocsp/bin/amd64/der2xer
/opt/cprocsp/lib/amdé64/1ibcapi?20.s0.4.0.4
/opt/cprocsp/lib/amd64/1libcpext.so.4.0.4
/opt/cprocsp/lib/amd64/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/amd64/libasnldata.so.4.0.4
/opt/cprocsp/lib/amd64/1libssp.so0.4.0.4
/opt/cprocsp/lib/amdé4/libenroll.so.4.0.4
/opt/cprocsp/lib/amdé64/liburlretrieve.so0.4.0.4
/opt/cprocsp/bin/ia32/curl
/opt/cprocsp/lib/ia32/1libcpcurl.so.4.2.0
/opt/cprocsp/lib/ia32/1libcpcurl.a
/opt/cprocsp/bin/amd64/curl
/opt/cprocsp/lib/amdé64/libcpcurl.so.4.2.0
/opt/cprocsp/lib/amd64/libcpcurl.a
/opt/cprocsp/lib/ia32/libcpcdrv_emul.a
/opt/cprocsp/lib/ia32/1libcsp.so.4.0.4
/opt/cprocsp/lib/ia32/librdrrndmbio tui.so.4.0.4
/opt/cprocsp/lib/amdé64/1libcsp.so0.4.0.4
/opt/cprocsp/lib/amd64/librdrrndmbio tui.so.4.0.4
/opt/cprocsp/lib/ia32/librdrrndmbio gui.so.4.0.4
/opt/cprocsp/lib/ia32/libxcpui.so.4.0.4
/opt/cprocsp/lib/amdé64/librdrrndmbio gui.so0.4.0.4
/opt/cprocsp/lib/amd64/1libxcpui.so.4.0.4
/opt/cprocsp/lib/ia32/librdrpcsc.s0.4.0.4
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/opt/cprocsp/lib/ia32/librdrric.so0.4.0.4
/opt/cprocsp/sbin/ia32/ccid reg.sh
/opt/cprocsp/lib/amdé64/librdrpcsc.so0.4.0.4
/opt/cprocsp/lib/amdé64/1librdrric.so0.4.0.4
/opt/cprocsp/sbin/amd64/ccid reg.sh
/opt/cprocsp/bin/ia32/cpverify
/opt/cprocsp/bin/ia32/wipefile
/opt/cprocsp/bin/ia32/csptest
/opt/cprocsp/lib/ia32/1librdrrdr.so.4.0.4
/opt/cprocsp/lib/ia32/librdrrndm.so0.4.0.4
/opt/cprocsp/lib/ia32/librdrsup.so.4.0.4
/opt/cprocsp/lib/ia32/1librdrdsrf.so0.4.0.4
/opt/cprocsp/lib/ia32/1librdrfatl2.s0.4.0.4
/opt/cprocsp/lib/ia32/1ibcapil0.s0.4.0.4
/opt/cprocsp/lib/ia32/1libcpui.so.4.0.4
/opt/cprocsp/sbin/ia32/unreg prov_type name.sh
/opt/cprocsp/sbin/ia32/cpconfig
/opt/cprocsp/sbin/ia32/mount flash.sh
/opt/cprocsp/bin/amdé64d/cpverify
/opt/cprocsp/bin/amd64d /wipefile
/opt/cprocsp/bin/amd64/csptest
/opt/cprocsp/lib/amdé4/1librdrrdr.so.4.0.4
/opt/cprocsp/lib/amd64/librdrrndm.so.4.0.4
/opt/cprocsp/lib/amdé64/librdrsup.so.4.0.4
/opt/cprocsp/lib/amd64/1librdrdsrf.so.4.0.4
/opt/cprocsp/lib/amd64/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/amdé4/1ibcapil0.so0.4.0.4
/opt/cprocsp/lib/amdé64/libcpui.so.4.0.4
/opt/cprocsp/sbin/amd64/unreg prov_type name.sh
/opt/cprocsp/sbin/amd64/cpconfig
/opt/cprocsp/sbin/amd64/mount flash.sh
/opt/cprocsp/lib/ia32/1librdruec.so0.4.0.4
/opt/cprocsp/lib/ia32/1libcpcvcert.so.4.0.4
/opt/cprocsp/lib/amdé64/librdruec.so0.4.0.4
/opt/cprocsp/lib/amd64/libcpcvecert.so.4.0.4
/opt/cprocsp/lib/ia32/librsaenh.so0.4.0.4
/opt/cprocsp/lib/amdé4/librsaenh.so0.4.0.4
/opt/cprocsp/sbin/ia32/stunnel thread
/opt/cprocsp/sbin/ia32/stunnel fork
/opt/cprocsp/sbin/ia32/stunnel hsm
/opt/cprocsp/sbin/amd64/stunnel thread
/opt/cprocsp/sbin/amd64/stunnel fork
/opt/cprocsp/sbin/amd64/stunnel hsm
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MpunoxeHune 1. KOHTpONb LENoCTHOCTM NporpamMMHoOro obecneveHms

B pononHeHne K AUCTPUBYTUBY MOCTaBAAIOTCS CKPUNTOBble dalinbl integrity.sh, 3anyckom
KOTOPbIX MOXHO Y6eAnTbCS B LLEeNOCTHOCTU AUCTPMEYTUBA A0 €ro yCTaHOBKMU.

MporpammHoe obecneveHne CK3U Kpuntollpo CSP mmeer cpeactBa obecneuyeHnss KOHTPOS
uenocTtHocTtn MO CK3W, koTopble A0KHbI BbINOSIHAKTCS Nepnoamyecku.

Ecnn B pesynbrate nepmoamMyeckoro KOHTPOAS LESIOCTHOCTU MosiBNAeTCs coobleHns o
HapyLWeHNN LENOCTHOCTU KOHTponmpyeMmoro danna, nosb3oBaTtefb 06s3aH npekpatuTb paboTty u
obpaTnTbCa K agMMHUCTpaTopy 6e30nacHoCTM.

AoMUHUCTpaTop 6e30MacHOCTX, NpOaHann3npoBaB MNPUUYMHY, MNPUMBEALWYD K HapyLUeHUo
LLeNnoCTHOCTU, Ao/mkeH nepeyctaHoBuTb MO CK3UM Kpuntollpo CSP ¢ guctpmbytuBa, uamM cuUcteMHoe
Mno.

Moaynb cpverify MO3BONMSIET OCYLWECTBASATb KOHTPOSib  LENOCTHOCTM  YCTaHOB/IEHHOro
nporpamMMHoro ob6ecneveHunst. KoHTposib LENOCTHOCTM (bali/IoB OCyLECTBASETCA NMpu 3arpyske daina
Ha WcnofiHeHWe (M NepuoaMYecKM BO BPEMSI BbIMOJIHEHWS) WAW MPU PYYHOM 3anycke MporpamMmbi
KOHTPOSS LIESTOCTHOCTH.

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
LenocTtHocTun cdanna ¢ nmeHeM filename no naroputmy algid. Ecnmn He yka3saH napameTp hashvalue, To
3Ha4yeHMe xaw-dyHKUMN ana cpaBHeHnsa 6epetcsa m3 dainna <filename.hsh>. MNapameTtp algid moxeTt
npuHmMMaTb 3HadeHusa GR3411, GR3411_2012_256 n GR3411_2012_512. Ecau algid He yka3saH, To
ncnonb3dyerca GR3411. [-inverted_halfbytes <inv>] yka3sbiBaetcsa, ecnn nonybaintel B hashvalue
nepeBepyTbl. [Mo-yMonyaHuio inv yctaHasnuaetca B 1 ana GR3411 v B 0 ang GR3411_2012_256 u
GR3411_2012_512.

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BbluMcneHne 3HadYeHUs X3
dyHKUMN ana danna ¢ umeHem filename. MapameTp algid MoxeT npuHuMaTb 3HadeHus GR3411,
GR3411_2012_256 n GR3411_2012_512. Ecnn algid He ykasaH, To ucnonb3dyetca GR3411. [-
inverted_halfbytes <inv>] ykasbiBaeTcsi, ecnn Heobxoammo nepeBepHyTb nonybanTtbl B hashvalue.
Mo-yMmonyaHuto inv yctaHaesnmBaeTca B 1 pagna GR3411 m B 0 ana GR3411_2012_256 wu
GR3411_2012_512.

cpverify -file_sign filename -cont cont_name [-pin password][-provhame Provname] [-
provtype Provtype] - noanuceiBaet dann ¢ uMmeHem filename c momowblo KAwo4da, B3SATOro M3
KOHTelHepa ¢ uMeHeM cont_name. lNMone password - naponb 3aWunTbl KOHTeNHepa. Monsa Provname um
Provtype yka3sbiBaloT, Kakoil nposaaep Heobxoammo wucnonb3oBaTb. [lone Provtype moxeTt
npuHumaTth 3HadeHnsa 75,80 n 81. Ecnun Provtype He ykasaH, TO ncnonb3syetcsa 75.

cpverify -file_verify filename [signval] -timestamp date - [NpoBepsieT nognucb danna c
nmeHem filename. Ecnu signval He ykasaH, TO 3HadeHue ANna cpaBHeHus 6GepeTca u3 danna
<filename>.sgn. B none date Heobxoammo ykasaTb AaTy, Korga 6biia nognucb 6blna co3gaHa, B
dopmaTte dd.mm.yyyy.
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MpunoxeHwe 2. YnpasseHne npoToKOIMpOBaAHMEM

NS BKNKOYEHMS/OTKIIOYEHMS] 3Ha4YeHme |Og MCHOﬂb3YVITe:

a) ans Solaris i386, SPARC 32
Onsa 3apaHns ypoBHS MpoToKoSa
/opt/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHus ¢opmaTta NpoTokona
/opt/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[ns npocMoTpa Macku TeKyLero ypoBHsa n hopmaTa NpoToKosa
/opt/CPROcsp/sbin/cpconfig —loglevel cpcsp -view

b) ana SPARC 64
[Ons 3apaHns ypoBHS MpoTOKOSa
/opt/CPROcsp/sbin/sparcv9/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHus ¢opmaTta NpoTokona
/opt/CPROcsp/sbin/sparcv9/cpconfig -loglevel cpcsp -format 0x19
[ns npocMoTpa Macku TeKyLero ypoBHsa n hopmaTa NpoToKosa
/opt/CPROcsp/sbin/sparcv9/cpconfig —loglevel cpcsp -view

¢) ansa Solaris i386, SPARC 32, SPARC 64 ypoBHS sapa
Jusr/kernel/drv/drvcsp.conf
oTpeaakTuposaTh loglevel

3HauyeHMeM NapaMeTpa YPOBHb NPOTOKONA ABAsSieTca 6MTOBas Macka:
N_DB_ERROR = 1 # coobweHunsa 06 owmbkax
N_DB_LOG = 8 # coobLieHus 0 BbI30OBaX

3HayeHMeM napamMeTpa dopMaT NpoToKosna sBaseTcs butosas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb UMSI MOAYIA

DBFMT_THREAD = 2 # BbIBOAWTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOANTb UMS (PYHKLNMK
DBFMT_TEXT = 0x10 # BblBOANTb CaMO coobuieHne
DBFMT_HEX = 0x20 # BbiBOoAUTb HEX gamn
DBFMT_ERR = 0x40 # BbiBoauTb GetlLastError
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