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AHHOTAUUSA

HacTtoswee PykoBoacTBO aononHsaeT AokyMeHT «XKTAN.00087-01 91 01. Kpuntollpo CSP. PykoBoacTso
aAMUHUCTpaTopa 6e3onacHocTn. O6wasa JYactb» npu ncnonbzosaHmm CK3W nog ynpasneHnem OC FreeBSD.

MHCTpYKUMM agMUHUCTpPaTOpaM 6e30MacHOCTM M MNOMb30BaTesIsIM - pasfiMyHbIX aBTOMaTU3MPOBAHHbIX
cucteMm, ucnonb3youwmx CK3U «Kpuntollpo CSP» v 4.0, ooixHbl paspabaTtbiBaTbCs C y4yeToM TpeboBaHMi

HaCcToALLEro AOKYMeHTa.

CrnMCOK COKpaLLEHNIA

CRL Cnuncok oTo3BaHHbIX cepTudukaTos (Certificate Revocation List)
ITU-T Me?K,quapo,qum KOMUTET No TenekoMMmyHukaumam (International Telecommunication
Union)
IETF Internet Engineering Task Force
AC ABTOMaTM3NpPOBaHHas cucTeMa
APM ABTOMaTM3MpOBaHHOe paboyee MecTo
M TMOKMIM MarHUTHbLIN AUCK
AcH [aTuuK cnyyamHbiX yncen
HDD XKeCcTKu MarHUTHbIN AUCK
KM KoHeuHbIn nonb3oBaTtenb
HCA HecaHKUMOHNUPOBaHHbIMA A40CTyN
OC OnepaumnoHHasa cuctema
MAK MporpaMMHO-annapaTHbIn KOMMAEKC
no MporpamMmMHoe obecnevyeHne
PerucTpaLms MNMpucBoeHne onpeaeneHHbix aTpubyToB (agpeca, HoOMepa KJko4Ya, NpaB MCNONb30BaHMUS
n 7.n.) aboHeHTy
COBOKYMHOCTb MHCTPYKLUMA N APYTrOWA periaMeHTUpytowen AoKyMeHTaumm,
PernameHnT obecneumBatowen GyHKLUMOHNPOBaHNE aBTOMaTU3MPOBAHHON CUCTEMbI BO BCEX
pexunmax.
CBT CpencrBa BblUMCINTENBHOM TEXHUKN
DNeKTPOHHbIA AOKYMEHT, NOATBEPXKAAIOLMIA NPUHAANEXHOCTb OTKPbITOrO K/toda unm
CepTtudukar KJIt04a NPOBEPKM 3NEKTPOHHOM MOAMNUCKU U OonpeaeneHHbiX aTpubyToB KOHKPETHOMY
aboHeHTy
CepTudunKaLms Mpouecc M3roToBNeHNs cepTuduKaTa OTKpbITOro Kr4ya Uan Ka4va npoBepkun
aNeKTPoHHOM noanucu aboHeHTa B LieHTpe cepTudurKaunm
CK3u CpeacTtBo KpunTorpaduyeckor 3awnTel MHdopMaunm
cocC Cnuncok oTo3BaHHbIX cepTudunkaTos (Certificate Revocation List)
cC CnpaBo4YHMK cepTUMq)MKaTOB OTKPbITbIX K/OYEN MU KIoYen NpoBEepPKM 31EeKTPOHHOM
noanucu. CeteBol CrpaBoOYHUK.
LC LeHTp Ceptudmkaumm (Yaoctosepsiowmin LieHTp)
LP LleHTp Perunctpaunu
34 DNEeKTPOHHbIN AOKYMEHT
Sl DNeKTpPOHHas NoAnuchb
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1. OCHOBHble TEXHNYECKME faHHble N xapaktepuctnku CK3U

1.1. MNMporpaMMHoO-annapaTHasa cpeaa

CK3N «Kpuntolpo CSP» v 4.0 noa ynpasneHneM OC FreeBSD wucnonb3yeTcs B MNpoOrpamMMHoO-
annapaTHbix cpegax OC FreeBSD 9/10/11, pfSense 2.x (x86, x64).

Co cpokaMu 3KChflyaTauuu onepaumoHHbIX CUCTEM, B cpede KOTopbiX (yHKUMOHMpyeT CK3W, MOXHO
03HaKOMMUTLCS MO CneayroLeMy aapecy:

<http://www.freebsd.org/security/security.html>
<http://lists.freebsd.org/pipermail/freebsd-stable/2008-April/041676.html|>.

1.2. KntoyeBble HOCUTENU

B KauecTBe K/I0OYEBbIX HOCUTENEN 3aKpbITbIX Ko4Yeln 1 knto4vein 3M MOryT UCMonb30BaTbCs:

-r™MA 3,5”, USB aucku;

— CmaptkapTtbl GEMALTO (GemSim1, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
— USB-TokeHbl PytokeH JUIM (Flash, Bluetooth), PytokeH Lite Novacard;

— CmapTkapTbl PyTokeH Lite SC, PytokeH DU SC;

- Novacard;

— CMmapTtkaptbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);

— CmapTkapTa Y3K;

— Rosan;

— Pazgen HDD N2BM (B Windows - peecTp).

1. B coctaB anctpubytmea CK3U BxoasaT 6Mbnnotekn noaaepxKku BCceX nepeymcneHHblX HoCuTesnem, Ho
He BxoasaT Apansepbl ana OC. [lo BonpocaM nosy4vyeHus gpanBepoB Heobxoammo obpawatbcs K
Npon3BOANTENAM COOTBETCTBYHOLMX YCTPONCTB.

2. XpaHeHue 3akpbITbiX kaoyen Ha HDD M3BM u USB auckax (B peectpe OC Windows, B pa3sgene
HDD npwu paboTte noa ynpasneHvem gpyrux OC) gonyckaeTcs TO/IbKO NpW yCNOBUWM pacnpoCTpaHeHus
|!!| Ha HDD, USB auck wnm Ha M3BM c HDD TpeboBaHuin No obpalwleHnto C KIK4YeBbIMWM HOCUTENSMU
(n.6.7 XTAN.00087-01 91 01. PykoBoacTBO aaMUHUCTpaTopa 6e3onacHoCTM obuwasa 4acTtb).

3. Bce BblWwenepeyncneHHble HOCUTENN UCMOMb3YHTCA TOMIbKO B KayecTBe MacCUMBHOMO XpaHwauwa
Knto4eBon nHdbopmaumm 6e3 Mcnosab3oBaHMSa KpunTorpauyecknx MexaHusMOB, peasiM3oBaHHbIX Ha
CMapT-KapTe/ToKeHe.

4. icnonb3oBaHWe HocuTenen Apyrux TUMNoB - TOSIbKO Mo cornacosaHuio ¢ ®CB Poccuu.
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2. YcraHoBka anctpubytusa MO CK3U

YcTaHoOBKa, yaaneHme un obHosneHune MO OCYLLECTBNAETCA OT UMEHU MNMOJiIb30BaTeN A, UMEKOLWEro
npasa agMUMHUCTpaTOpa: noa y‘-léTHOﬁ 3anucblo root nnm ¢ ncnonb3oBaHMeM KoMaHabl sudo.

CK3N «Kpuntollpo CSP» TpebyeT cneaytowen nocnenoBaTebHOCTU YCTaHOBKM: CHadana
yCTaHaBNMBaeTCsl MpoBakaep, 3aTeM YyCTaHaBMMBAOTCA OCTasibHble MOAY/W, BXoAsiMe B COCTaB
KoMMaeKTauun.

B OC FreeBSD gana ycrtaHoBKW, ypaneHns wun obHoBneHus MO NpuUMEHSAITCAS nakeTbl
(packages). MNakeT - apxumB AMCTpMbBYTMBaA, coaepXXalwnii dalibl YCTaHAB/IMBAEMOrO MPUITOXKEHUS U
dannbl, Mcnonb3ylWwMecss MHCTAIATOPOM ANs KOHMUIrypupoBaHus cpeabl. DTOT apxXuB uMeeT
pacwupenune .tbz. ng nogeHtndukaunmm ero Kak nakerta, dann cogepxmt 5 dannos, onncbiBaoWmMx
apxuB (+CONTENTS, +COMMENT, +DESC, +INSTALL, +DISPLAY).

[ns yCTaHOBKM NakeTa MCNosib3yeTCcs KoMaHaa:

pkg_add <dainn_nakera> (pkg add <dain_nakera> gna FreeBSD 10)
Hanpumep: pkg_add ./cpro-base-3.6.1_0.tbz

NS ynaneHns nakeTa UCMONb3yeTcs KOMaHAaa:

pkg_delete <uma_nakerta> (pkg delete <d¢ain_nakera> ana FreeBSD 10)
Hanpumep: pkg_delete cpro-base-3.6.1_0

®dainnbl N3 NakeToB yCcTaHaBMBakTCcsa B /opt/cpro-csp.

MakeTbl 3aBUCAT ApYyr OT Apyra, MO3TOMY AOJ/KHblI YCTaHaBAMBATbLCSA MO MNOPSAKY C YYETOM
3TUX 3aBUCUMOCTEN, a yAansaTbCsa B o0b6bpaTHOM nopsake. YC/IOBHO MOXHO CYMTaTb MNpaBWUSIbHbIM
MnopsiAKOM TOT, KOTOPbIA OonucaH B Tabnnue 3aBUCMMOCTEN N Ha3HaAUYEeHUS MaKeToB.

Tabnuua 2.1 - 3aBUCUMOCTEN M Ha3HAYEHUS MaKeToB.

Nmsa naketa 3aBMCUMOCTH Ha3sHaueHue nakeTa
Obsa3aTenbHble NakeThbl
cpro-base-... Ba3oBbI NakeT, yCTaHaBIMBAETCS NEPBbIM.
cpro-rdr-... cpro-base-... OCHOBHble NpuUIoXeHus, cuntoiBaTenm n ACH.
cpro-cpl-... cpro-rdr-... CAPILite, nporpammbl u 6ubnuotekn ansa
BbICOKOYpOBHEBON paboTbl € kpuntorpaduen
(ceptndpukarammn, CMS...).
cpro-kcl-... cpro-rdr-... Mposangep KC1.
JononHutenbHble NakeTbl
cpro-rdg-... cpro-rdr-..., open-motif, | paduuecknin buo[lJCH, 3anpoc napons wu
XFree86-libraries apyrme GUI-gmnanorw.
cpro-rdp-... cpro-rdr-..., pcsclite Moaynu noaaepxKu PCSC-cuutbiBaTenen,
cmapTt-kapT (PUK, Ockap, Maructpa...).
cpro-cspd-... cpro-base-... MakeT ans paspaboTymka.
cpro-drv-... cpro-base-... [pariBepHasa 6ubnuorteka.
cpro-drvd-... cpro-cspd-... MakeT ansa paspaboTymka apaliBepoB.
cpro-stnl-... cpro-base-... YHuBepcanbHbln SSL/TLS TyHHENb.
cpro-rdemv-... cpro-rdr-... Moaynb nogaepxxku EMV
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3. O6HoBneHue MO CK3U

dna obHoBnenmna MO CK3UM Ha OC FreeBSD Heobxoanmo:
— 3aMOMHUTb TeKyLWy KoHpurypaumnto CSP:
= Habop yCTaHOBJ/IEHHbIX NAKETOB;

* HacTpoWkm npoBanpgepa (AN NpPOCTOTbl  MOXHO  coXxpaHuTb /etc/opt/cpro-
csp/config[64].ini);

—yhanuntb wrtaTHbiMK cpeacteamm OC Bce nakeTbl CK3U;
— YCTaHOBWUTb aHasloru4yHble HoBble rnakeTbl CK3U;

- Npu HeobxoAMMOCTU BHECTM WU3MEHEHUsI B HacTpomku (MOxHO nocmoTpeTtb diff ctaporo u
HoBoro config[64].ini);

— KJTI0UMN U cepTUDUKATbI COXPAHSAIOTCS aBTOMAaTUUYECKN.
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4. Hactponka CK3U

4.1. JocTtyn K yTunute ans Hactponkn CK3U

Hactpoitka CK3W ocywectBnsieTcs C NoOMOWbK  yTUAUTbl cpconfig, KoTopas BXoAUT B COCTaB
oncTpnbytnea M pacnonoxeHa B aumpektopun /opt/cpro-csp/sbin/<HazBaHue_apxuTtekTypbi>. Ecnun
ycTaHoBneHbl nakeTbl CK3W ana aAByX apxuTekTyp, Hanpumep, ia32 un x64, To A4EACTBUS MO HACTPOMKE HYXXHO
NPOBOANTb ABaXAbl — ANS KaXXA0M apXUTEKTYypbl cpconfig-oM M3 COOTBETCTBYIOLLEN Manku.

4.2. BBOoa cepuitHOro HomMepa NMuUeH3nn

Mpu ycTaHoBke nporpamMMHoro obecnedyeHns CK3M 6e3 BBoOAa /MUEH3UM  MOJSIb30BATENO
npeaoCcTaBAseTCS NNLEH3US C OrpaHUYEHHbIM CPOKOM AelcTBusA. Ansa ncnonb3osaHusa CK3W nocne okoH4YaHus
3TOr0 CpoKa MNosnb30oBaTeNb AO/HKEH BBECTU CEPUMHBIA HOMep C 6aHKka NMUEH3UK, NOoSTyYeHHOW Yy opraHu3aunm-
pa3spaboTuMka wnu oOpraHusauuu, MMelLen npaBa pacrnpocTpaHeHus npoaykrta (aunepa). Ona npocMoTpa
nHdopMaunm 0 TNLEH3UN BbINONHUTE:

# cpconfig -license -view

[ns BBOAA NULIEH3UW BbIMONHUTE:

# cpconfig -license -set <cepuiHbIN_HOMep>

CepwitHbI HOMep cnefyeT BBOAUTbL C CO6NOAEHNEM perncrpa CMMBOJIOB.
4.3. Hactpoika obopyaoBaHus CK3U

YTunuta cpconfig Takxe npeaHasHayeHa ANS M3MEHeHUs Habopa YCTPONCTB XpaHeHus
(HocuTenen) n cunTbIBaHMA (CUYMTbIBATENEN) KIOYEBOM MHMOPMALNU N AaTUYUKOB ClyYamHbIX YUCen.
MpeaycTaHoB/IEHHbIMKU ABASAIOTCA cumTbiBaTenu flash-HocuTenen n obpas ANCKETbI Ha XXECTKOM AMCKe.

[ns npocMOTpa CNMCKa HAaCTPOEHHbIX CUMUTLIBATENEN:
# ./cpconfig -hardware reader -view

CunTbiBaTENb OUCKET HE YCTAaHaBJZIMBAETCA MO YMOJIHAHUIO, TaK KakK NMpn oTCyTCTBUN ONCKETbI B
ANCKOBOAE MNepevyncneHune KOHTeﬁHepOB CUNbHO 3amegnsietca. Ona pobaBneHusl cuyuTbiBaTens
ANCKET!

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"
Ons npocMoTpa cnmcka HacTpoeHHbixX OCY:

# ./cpconfig -hardware rndm -view

Ons koHconbHoro bnoJCH tpebyetcs naker

cpro-kcl, kpome TOro oH paboTtaetr TOonbko ¢ KC1 nposargepoMm. [AOns pobasneHus
KOHconbHoro buolCY:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"

Ons rpacduyeckoro bnolCH Tpebyetcs nakeT cpro-rdg n X-cepsep, Kpome Toro oH pabotaer
Tonbko ¢ KC1 npoBangepom. Onsa gobasneHus rpadpuyeckoro buoC4:

# ./cpconfig -hardware rndm -add bio_gui -level 4 -name "GUI BioRNG"
Ons pobasneHuns ACH KIMAM:
# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis_1 /var/opt/cpro-
csp/dsrf/db1/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1 /var/opt/cpro-
csp/dsrf/db2/kis_1

Takxe Hago ckonmpoBaTtb (aisbl C AAHHbLIMW, MOJSIlyYEHHbIMU Ha "APM BblpaboTkun BHeLLHEN
rammbl", MOMOXKM, 4TO OHKM nexaT B /tmp/db[1,2]:

# cp /tmp/db1l/kis_1 /var/opt/cpro-csp/dsrf/dbl/kis_1
# cp /tmp/db2/kis_1 /var/opt/cpro-csp/dsrf/db2/kis_1

Onsa pabotbl co cuutbiBaTenem PC/SC Tpebyetca nakeT cpro-rdp. [lMocne noakni4yeHus
cunTbiBaTENS Y3HAWTE UMS YCTPOMUCTBA:

# /opt/cpro-csp/bin/ia32/csptest -card -enum
Gemplus GemPC Twin 00 00

Total:

[ErrorCode: 0x00000000]
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Onsa nobaBneHnsa cyMTbiBaTENNS NCNOJb3YNTE 3TO NMS:
# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"
Ons nonydyeHmns nogpobHon cnpasku no cpconfig:
# ./cpconfig -help
# ./cpconfig -hardware —help
4.4, YCTaHOBKa NapaMeTpoB XYypHanmpoBaHuUs

CK3M no3sonser cobupaTb OTNago4yHyo  uMHDOpMaAUMIO W MMEET  BO3MOXHOCTb
NpOTOKOANPOBaHUA cobbiTnin. WHbOpMauma 3anucbiBaeTcsi B CUCTEMHbIA XypHan (06blYHO B
/var/log/messages). CywecTByeT BO3MOXHOCTb M3MEHEHWS HaCTpPOeK >XYpPHaJMpOBaHUSA PasfIM4YHbIX
Moaynen npoaykrta. CywecTByeT BO3MOXHOCTb WM3MEHEHWUS YPOBHSA XYpHanupoBaHusa U dopmaTta
BbIBOAUMbIX OTNaA04HbIX COObLWeHni. AN nony4vyeHus cnpaBkmn No HAaCTpOMKaM XypHannpoBaHus:

# cpconfig -loglevel -help

Moaynu, Ana KoTopbiX NOAAEPXMBAETCH XYypHanpoBaHue:
Cpcsp - 94p0 KpunTonposanaepa

capilO - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyx6a xpaHeHUs Ko4den
libssp - TLS

cppkcsll - PKCS11
cpdrv - gpaneep
dmntcs
4.5. Hactpoika kKpuntonpoBainaepa no yMOa4aHuto
[na npocMoTpa TMNOB AOCTYMHbIX KPUNTOMNPOBaNAEpOB:
$ ./cpconfig -defprov -view_type
[ns npocMoTpa CBOWCTB KpMNTOMNpoOBangepa HY>XHOro Tuna:
# ./cpconfig -defprov -view -provtype <provtype>
[Ons ycTtaHOBKM npoBangepa Mo yMOAYaHWUIO AN HYXXHOro Tuna:
# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provhame>
Ona nonydeHus MMeHW npoBalgepa MO YMOJYAHMUIO AN HYXHOro Tuna:
# ./cpconfig -defprov -getdef -provtype <provtype>

4.6. BkntoueHne pexunma yCUIeHHOro KOHTPOS MCNOMb30BaHUS Kitoueln

PeXuM YCUIEHHOro KOHTPOJS WCMOMb30BaHMA K/oyel obecneymBaeT OCyLECTB/IEHME
KOHTPONS CpoKa AEWCTBUSA LONTOBPEMEHHbIX KKOYEN 3/1EKTPOHHOM NOAMUCK U KoYeBOro obmeHa,
KOHTPONS [AOBEPEHHOCTU KJIHOYEN MPOBEPKM 3SJIEKTPOHHOW MOAMUCKM M KOHTPONS KOPPEKTHOrO
NCMONb30BaHMA MNPOrpaMMHOr0 AaTyMka C/lydalHbiX u4ucen. [locne ycnewHow WHCTannsaumm
Heo6Xx0AMMO BKJTHOYUTb AAHHbIN PEXWUM, BbINMOSIHUB KOMaHAY :

#./cpconfig -ini "\config\parameters' -add long StrengthenedKeyUsageControl 1

Ona obecnedeHns KOppekTHOro @GYHKUMOHUPOBAHMA MpoBangepa B 4acTu BblpaboTku
3NEeKTPOHHOM MNoAnucu, a Takxke paboTbl C BpeMeHHbIMW Ka4vamMu (B 4acTHOCTU, Ana paboTbl B
paMkax TLS-coeamHeHuss 6e3 ayTeHTUdUKaUMU KIAWMEHTA) WM TFeHepauuMu Cny4darHbiX AaHHbIX
HeobXxoANMMO MNpoM3BECTM BbIPABOTKY AOArOBPEMEHHbLIX KAKYENH WAM 3anyctutb yTunuty csptest,
npeaBapuTesibHO MPOBEPUB, YTO 3aperucTpMpoBaH XoTHa 6bl OAVH AaTUMK CydalHbIX Ymcen.

# ./csptest -keyset -verifycontext -hard_rng

Mcnonb3oBaHue CK3U 6e3 BKkIOYEHMUS pexnMma yCUNEHHOIro KOHTPOJ1a NCNOJIb30BaHUA Knto4den
pa3pewaeTca MCKNKYNUTENTIbHO B TECTOBbLIX LENAX.
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5. YcraHoBKa conyTCTBYOLWMX NAKETOB

Ona nepegaum no cetn 3anpocoB Ha cepTtudukatbl, CRL n T.n., a Takxe A9 NOAAEPXKKMK
OOMOJSTHUTESbHBLIX  K/OYEBbLIX CyYMTbIBATeNner W HocuTenen MoxeT noTpeboBaTbCsi YyCTaHOBKA
AOMNOJSTHUTESbHbIX MaKeToB.

Ecnmu conyTcTBylOWwMe nakeTbl ckaumBawTca u3 WMHTepHeTa, Heobxoammo MNOATBEPAUTb UX
LeNoCTHOCTb, NMpOBEPMB NOAMUCL MAM X3aWw. Ecanm nctoyHnk He obecneuymBaeT TakuMe MexaHW3Mbl,
[O0MNyCKaeTCcs MUCMoJib30BaHMe MakeToB TOJIbKO C AMCKa C guctpnbytmneom CK3WU, raoe 3T MexaHM3MbI
ncnonb3ytoTca. Ha amcke nakeTbl nexaT B nanke \extra.

5.1. bubnuoTteka libcurl
Mcnonb3yeTcs ana nepegaym 3anpocos Ha ceptudukatel, CRL n 1.n. no cetw.

C canta pa3spabotumka npoekta http://curl.haxx.se/ MOXHO ckayaTb MNakKeT C MCXOAHbLIMU
TEeKCTaMK Ans caMocTosiTeNbHOM cbopkn. Kak npaBuio, Tam e ecTb 32-6UTHble BMHApPHbIE MakeTbl.

32-6uTHbIN BUHApPHBIN NakeT A4OCTyNeH Ha canTe npounssoantensa OC:
ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-current/All/

Takxxe MOXHO cobpaTb 6ubnuoteky ns noptos /usr/ports/ftp/curl.

Mocne yctaHoBKkM 6MBAMOTEK HAAO0 3aperMcTpupoBaTh NyTU K HUM. Hanpumep:

#  /opt/cpro-csp/sbin/ia32/cpconfig  -ini  "\config\apppath' -add string libcurl.so
/usr/local/lib/libcurl.so
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6. CoctaB 1 Ha3zHayeHne KOMMNOHEHT nporpaMMHoro obecneveruns CK3U

6.1. bazosble mogynun CK3U
MO CK3W copgepxuT 6a3oBbie MOAYN:

libcsp — anHamuyeckmn 3arpyxaemasa 6nbnunoteka CK3U.

libcspr - 6ubnunoteka paboTbl ¢ yaanéHHbiM CK3U.

drvcsp — AMHaMM4YecKn 3arpy’kaemblii Moaynb sapa.

libssp — 6ubnmnoTteka nogaep>xkn Mmoayns ceteBon ayteHTudukaumm Kpuntollpo TLS
cpverify — MoAy/lb KOHTPO/S LLEeIOCTHOCTH.

wipefile - moaynb yaaneHmnsa gannoB BMecTe C COAEPXMMbIM.

B Ha3BaHuax auctpubytnesos CK3U ncnonbsyercs HoTaums:
cpro- — nNpeduKc;

CSp — KpunTonposanaep;

drv - 3arpyxaembiin moaynb aapa OC;
[d] - onuMoHanbHO — yKa3blBaeT Ha AOKYMeHTauuto (TectoBbie NpuMepsl);
i386 — nnatdopma Intel.

6.1.1. bubnuoTteka libcsp

Bbubnnoteka libcsp peanunsyeT uenesble pyHKUNM KpunTorpadunyeckom sawmTbl MHDOpMaLmm,
paboTy C KAK4YaMu, AOCTYN K KAKYEBbIM HOCUTENSAM, KnaBuaTypHbin CYH.

6.1.2. bubnuoteka libcspr

Bubnuoteka libcspr obecneumMBaeT  ypaneHHblt  AocTyn K  KpunTonpoBsanaepy,
DYHKUMOHNPYIOLWEMY KaK OTAeNbHbINA CEpPBUC.

6.1.3. paneepHasa 6ubnunoteka drvcsp

Bubnuoteka drvcsp, vcnonb3yemass B KadecTBe AMHAMU4YeCKWM 3arpyxaemoro Moayns sagpa
OC, peanusyetr ueneBble dYHKUMM KpunTOrpadmnyeckon 3awmTtbl uHdbDOpMauum  (Kpome
dopmmposanHms IIM) n paboTy C KNKLYaMu.

6.1.4. Moaynun ceteson aytTeHTudukaumm Kpmuntollpo TLS

Moaynb libssp obecneunBaeT peanusaumtio NpoTOKosa ceTeBoi ayteHTUudmnkaumm Kpuntollpo
TLS. O6uwee onucaHne nNpoTOKONAa nMpPUBEAEHO B COOTBETCTBYIOWEM pasjene [AOKYMeHTa
«XTAM.00087-01 91 01. Kpuntollpo CSP. PykoBoACTBO agMumHucTpaTopa 6e3onacHoctu. O6was
yacTb».

Mpotokon TLS (RFC 2246) wncnonb3yeTrca Ans 3awWuTbl COEAMHEHUIN B KJIMEHT-CEPBEPHbIX
TEXHONOrMSX.

MporpamMmmHoe obecneyveHne Kpuntollpo TLS gasnsgetca peanusaumen npoTtokona TLS
ncnonb3yet Kpuntorpadudeckme dyHkumm CK3U gna obecnedeHms npouecca ayTeHTUdMKauum
wurdpoBaHmsa Tpadunka Mexay KJIMEHTOM U CEPBEPOM.

S X

6.1.5. Moaynb cpverify

Moaynb cpverify npegHasHadeH AN KOHTPOSS LENOCTHOCTM npu yctaHoBke CK3U n
dyHKUMOHMpoBaHuM MO CK3W Ha M2BM nonb3oBaTens.

6.1.6. Moaynb wipefile

Moaynb wipefile ncnonbesyerca ana yaaneHus dhannoB BMecTe C COAEPXUMbIM MPU LUITATHbIX U
HelwTaTHbIX (CBOMMPOBAHME) CUTYaLUSX.

6.2. Moaynu noacuctembl nporpaMmmHon COK
6.2.1. Mogyneb libcapi20
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Moaynb libcapi20 vcnonb3yeTtcsa Ans ynpasieHus cepTudmKaTaMm OTKPbITbIX, @ TakXxe ans
obecneyeHns BbINOJIHEHUS KpunTorpaduyecknx 3anpocos Ha ypoBHe mHTepdemnca CryptoAPI v. 2.0.
NHuTepdeiic moagyns capilite ssnsetrca noamHoxectsoMm nHtepdenca CryptoAPI v. 2.0.

6.2.2. bubnunoteka librdrrdr

Bubnmnoteka librdrrdr obecneunBaer yHUdUUMPOBaAHHbBIN UHTepdENC AOCTynNa K K4YeBbIM
HOCUTENAM BHE 3aBUCUMOCTM OT UX Tuna.

6.2.3. Moaynn goctyna K KOHKPETHbIM TUMNaM KJIIOYEBbLIX HOCUTENEN U CUMTbIBaTENEN:

o librdrfatl2 k guckosoay n auckete 3.5" 1 pasgeny XecTkoro Ancka

e librdrpcsc «k cuuTbiBaTensaMm cMapT-kapT 1 eToken, noaaepxmsatowmm nHtepdernc PC/SC

e librdremv « kntouyeBbiM HocuTensaMm EMV n Gemalto

6.2.4. bubnunoteka librdrsup

Bubnuoteka librdrsup ob6ecneumBaer peanmsaumio obWMX PyHKUMIA AOCTyNa K Pas/NYHbIM
YCTPONCTBAM XpaHeHUs K/IIOYEBbLIX HOCUTENEN.

6.2.5. Moaynu gatunmkoB CnydYanHbIX Yyncen

Bubnuotekn librdrrndm v librdrrndmbio of6ecneumBator noaaepxky pabotbl C
bU3nYecKMMn gaTumkKamm cnyyvamHbiX Ymcen.

6.2.6. bubnnoTteka libasnldata nogaepxxkn npotokona ASN1

bubnnoteka libasnldata cogepxut ¢yHKUMKM npeobpa3oBaHUs CTPYKTYpP AaHHbIX B
MallMHHO-HE3aBUCUMOE NpeacTaBlieHMe.
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7. BcrpamBanue CK3U B npuknagHoe MO

Mpn BcTpamBaHum CK3W B npuknagHoe nporpammHoe obecnevyeHne AOSKHbI BbIMOSHATLCS
TpeboBaHmna pasgena 17 pokymeHta <«XTHAW.00087-01 91 01. Kpuntollpo CSP. PykoBoACTBO
aaMmHucTpatopa 6e3onacHocTn. Obwas yactb» n gokymeHta «XXTAN.00087-01 96 01. PykoBoACTBO
nporpaMmMmncTa».
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8. TpeboBaHus MO OpraHM3aLMOHHO-TEXHUYECKUM U aAMUHUCTPATMBHbLIM MepaMm
obecneyeHuns akcnnyaTaumm CK3U

[OMKHbI BbIMOMHATLCA TpeboBaHMA MO OpraHM3auUMOHHO-TEXHUYECKMM U aAMUHUCTPATUBHbLIM
mMepaM obecrnedyeHus 6esonacHoctn akcnnyataumm CK3W B obbeme pasgenoB 15 m 16 goKyMmeHTa
«XKTAN.00087-01 91 01. Kpuntollpo CSP. PykoBoACTBO aaMMHUCTpaTopa 6He3onacHoctn. Obuwas
yacTb».

8.1. O6wwme Mepsbl 3awmTbl oT HCA MO ¢ yctaHoBneHHbiMM CK3U ana OC FreeBSD

Moa ynpasneHneM UNIX-nogobHbix onepaumoHHbiXx cucteM CK3W gonXHO Mcnonb3oBaTbCs C
nporpaMmmMHbiM obecneyeHnemM:

e Apache Trusted TLS (Digt).
e Trusted TLS (Digt).

Mpn uncnonb3osaHmn CK3N «Kpuntollpo CSP» noa ynpasneHnem OC FreeBSD Heobxoammo
npeanpuHATbL AOMOHUTENbHbIE Mepbl OPraHM3auMOHHOIO M TEXHUYECKOro XapakKTepa M BbIMNOSHUTb
AOMNOJIHUTESIbHbIE HACTPOMKWM OMnepaumoHHOM cucTeMbl. [pu 3TOM CTaBWUTCA 3ajadva He TOJIbKO
obecneunTb AOMNONHUTENbHY 3awnTty cepBepa M OC ot HCO, HO n obecneuntb 6ecnepeboiiHblii
pexunMm paboTbl M UCKIKOYUTb BO3MOXHOCTM «0TKasa B 06CNy>XMBaHWUM», BbI3BAHHOIMO BHYTPEHHUMU
npuynMHamMu (Hanpumep - NepenosiHeHMeM panaoBbIX CUCTEM).

K opraHu3auUMOHHO-TEXHUYECKMM MepaM OTHOCATCS:
e o0becneueHne dusndeckor 6e3onacHOCTU cepBepa;
e YCTaHOBKa NpOrpamMmMHbIX O6HOBNEHWIA;

e oOpraHmsauusi npoueaypbl pPe3epBHOr0 KOMMWPOBAHUS W XpPaHEHUS pe3epBHbIX
KOMuMn.

JdononHutenbHble HacTpolikn OC FreeBSD kacatoTcsa cneayroLwero:

e OrpaHuyeHuMe [0OCTyna NoJfib30BaTeneim UM HAcTPOMKM  MOJ1b30BaTEIbCKOro
OKPYXXEeHUSN;

e OrpaHWYEHWe CETEBbIX COEANHEHWUNA;
e OrpaHnyeHust Npu MOHTUPOBAHUM DaOBbLIX CUCTEM;
e OrpaHnyeHus Ha 3anyck NpoLeCCoB;

e KOHTponb 3arpy3km OC U KOHTPONb LENOCTHOCTU CUCTEMHOINO W MNPUKNAAHOro
nporpamMMHoro obecrnedeHns goskeH obecneymBaTbCa NpPU MOMOLWLM 3/1EKTPOHHOIO
3aMka (CM. COOTBETCTBYWOWMIM pasgen B AokyMmeHTe "XTAM.00087-01 91 O1.
Kpuntolpo CSP. PykoBoactBo agMmHucTpaTtopa 6e3onacHoctn. Obuwas dactb."),
YTO O3HavaeT:

e BbinonHeHue 3arpysku c CbMKCVIpOBaHHOFO HOCUTENA,

e Ob6ecneyeHne KOHTpOns LIe/TIOCTHOCTH ocC 7 npuKnagHoro
nporpamMMHoro obecrevyeHunss A0 3arpy3kyM Ha 3arpy3o4yHOM AucKe u
ApYrX NOAKNKOYEHHbIX ANCKAX.

e [OMOJIHUTENbHbIE HacTponkn sgpa OC;

e HaCTpoOMKa CeTeBbIX CEPBMCOB;

e OrpaHuyeHue Konn4yecTsa "BUANMON n3BHEe" MHPOPMaLMKN O CUCTEME;
e HAcCTpoMKa NOACUCTEMbI MPOTOKOJIMPOBAHUSA U ayanTa.

8.1.1. OpraHn3aunoOHHO-TEXHNYECKMNE MepbI

-14 -



XXTAN.00087-01 91 04. KpunTollpo CSP. PykoBoACTBO agMUHUCTPaTopa 6€30nacHOCTHU.
Mcnonb3osaHne CK3U noa ynpasneHmneM OC FreeBSD.

1. C uenbio UCKIOYEHUS BO3MOXHOCTM 3arpy3km OC, OT/IMYHOWM OT ycCTaHoBsieHHoW Ha HDD
M3BM, M3BM wn ycTtponcTtBa 3arpy3ku JA0/MKHbl 6bITb oneyaTaHbl. Jo/mkeH 6biTb obecneveH
HeobX04MMbIN KOHTPOJIb LIeSIOCTHOCTM nevaTen.

2. O6becneyveHune punsmyeckon 6e3onacHOCTN cepBepa

Cnenyet WCKKOYNTb BO3MOXHOCTb AOCTyNa HEAaBTOPM30OBAHHOIO MepcoHana K KOHCoU,
cucTemMe NMUTaHus M AOMNOSTHUTESNIbHLIM YCTPOMCTBAM, NOAKJIIOYEHHbIM K 3allMLLAEMOMY CEPBEPY NyTeEM
yCTaHOBKK 060pyaoBaHMS B CneuuvasbHO BblAeNleHHOe M 3anMpaeMoe nomeuweHue (annapaTtHyl unm
CepBEpPHY0 KOMHaTYy).

Ona  wuncknyeHmss cboeB  KOMMbIOTEPA, BbI3BAHHbIX OTK/IKOYEHMEM  3/1EKTPONUTAHUS,
HeobxogmMo obecneunTb 2neKTponuTaHne cepBepa OT MWCToYHMKa 6ecnepeboHOro nuTaHusA
AOCTaTOYHOM MOLWHOCTU. Kak MWMHMMYM, MOLWHOCTM 6atapei MCTOYHMKa 6ecrnepebomHOro nuTaHus
OOJIKHO XBaTaTb Ha BpPeEMS AOCTAaTOYHOE A9 KOPPEKTHOro aBTOMATMYECKOro 3aBeplueHus paboThl
cepsepa.

3. OpraHusaums npoueaypbl pe3epBHOro KONMMPOBaHUS U XPaHEHUSI pe3epBHbIX KOMUIA.

Mpwn onpegeneHnn pernaMeHTa pe3epBHOr0 KOMWPOBAaHWA U XPaHEHWUA pe3epBHbIX KOMWUi
cneayetT obecneymTb OTBETCTBEHHOE XpaHeHMe pe3epBHbIX KOMUM B 3annpaembix cerdax (wkadax) v
onpeaenuTb nNpouenypy BblAayn pe3epBHLIX KOMWIM OTBETCTBEHHOMY MEpCOHany M YHUUTOXEHUS
BbleAWwmnx n3 ynotpebnenms Hocutenen (JIeHT, OAHOKPaTHO 3anucbiBaeMbiX AUCKOB U Mp.).

CraHgapTHbIMWM MepaMn NO OpraHn3aumm OTBETCTBEHHOIO XpaHEHUS HOCUTENEN BNSOTCA:
— MapKupoBKa HocuTenewn;
— COCTaBJIeEHME OMNUCUM XPaHUMbIX HOCUTeNen C yKasaHueM cepuiiHbiX (MHBEHTApPHbIX)
HOMEpOB, gaT 3anuMcnm HocuTenen, damuamen CcoTpyaHMKa, CO34aBLUEro Konuw Ans
KaXkgoro wkada(cenda);
— nepuogmyeckas ceepka onmcum n cogepxmmoro cendgos (wkados);
— OpraHm3aumsi OTBETCTBEHHOIO XpPaHEHUS U Bblaauyn Koden oT cerdos (Wwkados);
— BO3MOXHOe onevaTbiBaHne (onnombuposaHue) cendoB(wkados).

— YHWUYTOXEHME BblWeaWwnXx u3 yrnoTpebneHns HocUTeNnen [AO/MHKHO MPOU3BOANTCS
KOMWCCUEN C COCTAB/IEHNEM aKTa 06 YHUUTOXEHUMN.

4. B cucteme perncTpuvpyeTtcsa oaAvH nonb3oBaTesb, obnajatowmni npasamm agMUHUCTpATopa,
HocAWwMN wmMsa root, Ha KoToporo Bo3naraerca o06s3aHHOCTb KOHUrypmposatb OC FreeBSD,
HacTpamBaTb 6e3onacHocTb OC FreeBSD, a Takxe KoHdUrypuposaTb N2BM, Ha KOTOpYH yCTaHOB/EHa
OC FreeBSD.

5.0na nonb3oBatenss root BbiOMpaeTCcsa  HaAeXHbIi MNaposb  BXoAa B CUCTEMY,
YAOBNETBOPSAOWNMA cneagyowmMm TpeboBaHUAM: A/lIMHA Napofias He MeHee 6 CUMBOJIOB, cpeau
CMMBOJIOB Napons AO/KHbl BCTpe4YaTbCs 3arflaBHble CMMBOJIbI, MNPOMWUCHbIE CUMMBOJbI, UWDPbI U
cneumanbHble CMMBOJIbI, CPOK CMEHbl MapoJsisl He pexe OAHOro pasa B Mecsl, AOCTYNn K Maposto
[OoJKeH 6bITb obecneyeH ToNIbKO agMUHUCTPATOpPY.

6. Nonb3oBaTtento root A4OCTynHblI HAcTpomkn Bcex nonb3oBatenen OC FreeBSD, KOTOpble OH
MOXEeT  npocMmaTpusaThb, pefakTupoBaTb, yAandaTb,  co34aBaTb. Bcem nosb3oBaTensm,
3aperncrpmpoBaHHbiM B OC FreeBSD, nonb3oBaTenb root B COOTBETCTBMWU C NOANTUKON 6e3onacHoCTw,
NPUHATOM B OpraHuMsauum, AaeT MUHUMasbHO BO3MOXHble ANs HOpManbHOM paboTbl NpaBa. Kaxkabin
nonb3oBatens OC FreeBSD, He SABAAKOWMACA nofb3oBaTeneM root, MOXeT npocMaTpuBaTb W
penakTMpoBaTb TONIbLKO CBOW YCTAaHOBKM B paMKax npas AOCTyNa, Ha3HayeHHbIX eMy Mofib3oBaTenem
root.

7. Bcex nonb3oBaTenen [12BM, koTopble He NOAb3YKTCA [aHHOW CUCTEMOW, U BCeX
CTaHAapTHbIX nonb3oBaTtenein, kotopble co3gatoTcss B OC FreeBSD BO BpeMsi yCTaHOBKM (TakKMX, Kak
"sys", "uucp”, "nuucp", n "listen"), kpome nonb3oBaTtens root, cnegyeT yoanuTb.

8.B OC FreeBSD cyLlecTBYIOT ucnonHsemble dalinbl, KOTOPble 3anycKakTcs C NpaBaMu
nonb3oBatens root. DTn dannbl UMelT ycTaHoBneHHbi ¢nar SUID. Monb3osatenb root osxkeH
onpeaennTb, KakumM Wn3 3Tux GannoB B paMKax oOMpeaesieHHoW B OpraHusaumu MoJUTUKK
6e3onacHoCcTM He TpebyeTcsa 3anyck C aaAMWHWUCTPATMBHbLIMW MOJIHOMOYMSMKU, U C NMOMOLLbIO cbpoca
¢dnara SUID gonkeH CBECTM KOIMYECTBO TakuxX pannoB K MMHMMYMY. 3anyCK oCTaBlwmxcs ¢annos C
yCTaHoBNeHHbIM (pnarom SUID gomkeH KOHTPONMpOBaTbCs Mosib3oBaTtenem root.

9. Mpu ucnonbzosaHnn CK3U «Kpuntollpo CSP» Ha M2BM, noakntoueHHbIX K 06LWea0CTyMHbIM
CeTsaM CBSA3UM, AO0/MKHbI ObITb NpeanpuHSATbl AOMNOSHUTENbHbIE MEpbl, UCK/Yatowme BO3MOXHOCTb
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HECaHKLMOHUPOBAHHOIO AOCTyMa K CUCTEMHbLIM pecypcaM WUCMoJib3yeMbIX OMepauMoHHbIX CUCTEM, K
MporpaMMHOMY o6ecneyeHunto, B OKPYXEHUM KOTOporo QyHKumMoHupyT CK3U, n K KOMMNOHEHTaM
CK3MW co CTOpOHbI yKa3aHHbIX ceTen.

10. MpaBo poctyna Kk paboumm MectaMm C yctaHosfieHHbIM 10 CK3U «Kpuntollpo CSP»
NnpeaocTaBnsieTCca TOJIbKO /MuaM, O3HAKOMJIEHHbIM C MpaBWiaMu TMOMIb30BaHMS U U3YUMBLUUM
3KCMAyaTaUuMOHHYIO AOKYMEHTaUUIO Ha NMporpaMMHoe obecneyeHme, nMmerwllee B cBoeM coctase CK3U
«Kpuntollpo CSP».

11. Ha TexHuyeckmx cpeactBax, oOcCHaweHHbiXx CK3W, [O0/MKHO WCNoAb30BaTbCA TOJIbKO
JIMLUEH3MOHHOE NporpaMMHoe obecneyeHne pupM-npomsBoanTENEN.

12. B BIOS onpenenaoTcs yCTaHOBKW, UCKOYaloWmMe BO3MOXHOCTb 3arpy3km onepaunoHHOMN
CUCTEMbI, OT/IMYHOM OT YyCTaHoBfeHHON Ha HDD: oTknw4yaeTcs BO3MOXHOCTb 3arpy3kum € rmbkoro
ancka, npusosa CD-ROM u npouyne HecTaHaapTHble BUAbl 3arpy3ku OC, BK/IOYasa CETEBYIO 3arpysky.
He npuMeHstoTca NM3BM c BIOS, nckntoyaowmM BO3MOXHOCTb OTKOYEHMS ceTeBon 3arpy3ku OC.

13. CpeactBamu BIOS poskHa 6biTb MCKIOYEHA BO3MOXHOCTb OTK/AKOYEHUS MNOSb30BaTeNsIMMU
ISA-yctporictB n PCI-ycTponcTB. NS WUCKAOYEHUS 3TONM BO3MOXHOCTM Bxo4 B BIOS 3BM ponxeH
6bITb 3awWuuleH naposieM, K KOTOPOMY MpeabsBAsAlOTCa Te e TpeboBaHWs, 4YTO M K Naposio
nosnb3oBatens root. MNaponb ansa Bxoga B BIOS gomkeH 6biTb M3BECTEH TONLKO NOJSIb30BaTento root m
6bITb OT/IMYHBIM OT Naponsa nonb3osatens root ans exoaa B OC FreeBSD.

14. Oo 3arpy3km OC ponxeH 6biTb peanm3oBaH KOHTPO/b LENOCTHOCTM (hannoB, KPUTUYUHbBIX
ona 3arpysku OC u nporpammbl CPVERIFY.

15. Mpn 3arpy3ske OC pomkeH ObiTb peann3oBaH KOHTPOJb LENOCTHOCTU MNpOrpamMMHOro
obecneyveHuns, sxopgsuwero B coctaB CK3U «Kpuntolpo CSP», camon OC n BCeX WMCNOSHSEMbIX
dannos, GyHKUMOHMPYOWKMX coBMecTHO ¢ CK3W ¢ ncnonb3oBaHneM nporpamMmol CPVERIFY.

16. CpeactBamm BIOS posmkHa O6biTb MCK/OYEHA BO3MOXHOCTb paboTbl Ha DBM, ecnu BO
BpEMs ero HavasbHOW 3arpy3kun He NpoxoasT BCTpOeHHble TecTbl DBM (POST).

17. Ha M3BM ycTtaHaBnuBaeTcsa Tonbko ogHa OC. Ha M2BM He ycTaHaBnmMBalwTCa CpeacTs
paspaboTtkn u otnagkm MO. Ecnu cpeacrtsa oTnagKu MNPUAOKEHUA HYXHbl AS9 TEXHOJ0rM4Yeckux
notpebHocTel  opraHusaumu, TO MX  WUCMONb30BaHME  AO/MKHO  ObiTb  CaHKUMOHMPOBAHO
aAMUHUCTpaTopoM 6e3onacHocTu. B nwbom cnyyae 3anpelaeTcs MCNonb30BaTbh 3TWM CpeacTBa Ans
NpoCcMOTpa M pefakTUpoBaHMS Koda W MNaMATM MPUIOXeHui, mcnonb3dyowmx CK3U «Kpuntollpo
CSP». Cnepyet mn3beratb nonagaHmsa B CUCTEMY MpoOrpamMM, No3BOMSOWMX, NOAb3YySAChk ownbkammn OC,
noay4yaTtb NpuBUaErum root.

18. Jo/MKHO 6bITb  OrpaHMYyeHo (C  y4yeToM BblbpaHHOWM B  OpraHuMsaunn  MNOJIUTUKMK
6e30MacHOCTM) MCNob30BaHWE MOMb30BaTENSIMM KOMaHA cron M at — 3anycka KOMaHA B yKa3aHHoe
BpeMsi.

19. JomxHo 6bITb peann3oBaHo uM3MUeECcKOe 3aTupaHue CoaepXMMOro yagansiembix danios C
ncnonb3oBaHueM nporpaMmbl Wipefile na cocrasa CK3U.

20. JomkHbl 6bITb OTK/IHOYEHbI BCE HENCMO/Ib3YEMble CETEBbIE MPOTOKO/IbI.

21. B cnyyae nogkntoueHus M3BM ¢ yctaHoBneHHbiM CK3WM Kk 06WenocTyrnHbiM CeTsaM
nepefayvm AaHHbIX AOMKHO 6bIThb OTKKOUEHO MCNOMb30oBaHWe JavaScript, VBScript, ActiveX n apyrux
NporpaMMHbIX 06BLEKTOB, 3arpyxaemblX U3 CETU, B NPUKIAAHbIX NporpaMmax.

22. [lomkHbl  6blITb  MNPUHATBI Mepbl MO WCK/KYEHUIO HECaHKLUMOHMPOBAHHOrO A0CTyna
MOCTOPOHHMX UL, B NOMELLEHNS, B KOTOPbIX YCTaHOBJEHbI TexHn4yeckne cpeacresa CK3UN «KpunTtollpo
CSP», no poay cBoel [eATEeNbHOCTU He SBASIOWMXCAS MepcoHanoMm, AonylweHHbIM Kk paboTe B
YKa3aHHbIX MoMeLleHnsX.

23. [lomkHO ObITb 3anpeleHo ocCTaBnAaTb 6e3 KOHTPO/AS BblUMCIUTENbHbIE CPeACTBa, Ha
KoTopbiX 3akcrnnyatmpyetrca CK3U «Kpuntollpo CSP» nocne BBoAa kawueBon MHGopmauun. Mpu
yxoge nosnb3oBaTtenss ¢ paboyero Mecta AO/MKHO WCMONb30BaTbCs aBTOMaTU4YecKoe BKJOYEHMEe
MapoJ/ibHOW 3acTaBKMu.

24. N3 cocTaBa CMCTEMbI AO/MKHO ObITb MCKAKOYEHO 060OpyAoOBaHME, KOTOPOE MOXET COo34aBaTbh
yrpo3y 6e3onacHoctn OC FreeBSD. Takxe Heobxoaummo usberaTb WCMONb30BaHMS HeCTaHAApPTHbIX
annapaTHbIX CpPeacTB, MMEKLWMX BO3MOXHOCTb BAMATb Ha dyHKUuuMoHupoBaHume [MIBM unam OC
FreeBSD.

25. Mocne wuHctanndaumm OC  FreeBSD cneayetr  yCrtaHOBUTb BCE€  pEKOMEHAOBAHHbIE
nporpaMmMHble o6HOBNEHMSA n nporpaMmMHble O6HOBJ'IeHVI$|, CBA3aHHbIE C 6630|'|aCHOCTbI'O,
cywecrteyrwume Ha MOMEHT UHCTaNNALUNN.
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26. Ha Bce aupekTopumn, copepxawme cucteMHble dannbl OC FreeBSD m katanorm CK3WU,
Heo6xoAMMO yCTaHOBWTb MpaBa AOCTymna, 3anpeujatolmne BCEM MNOSb30BaTensaM, Kpome Bnagenbua
(Owner), 3anucob.

27.B cBSi3M C TeM, 4YTO aBapuMHbIA JdaMn oOnMepaTMBHOWM MaMATU MOXET coaepXxaTb
KpunTorpadunyeckn onacHyi uHGOpMauMio, B MPUKAaAHbIX Mporpammax, ucnonb3ytowmx CK3WU,
cneayeT OTK/IHOUMTb BO3MOXHOCTb €ro €o3gaHumsl C MNoMolbi dyHKUMKM setrlimit ¢ napameTpom
RLIMIT_CORE=0.

28. B OC FreeBSD ucnonb3yeTrcs BupTyanbHasa namatb. O65acTb BUPTYyasbHOWM NamMsaTU AOJSIKHA
6bITb OpraHusoBaHa Ha otaenbsHoM HDD. Mo okoH4YaHum paboTbl CK3W copepxumoe BUPTyasibHOWM
NaMsaTu OO/HKHO 3aTMpaTbCs C ncnosb3oBaHueM cpeacts OC. B cnyyae aBapuiiHOro octaHosa 2BM,
npu cnepyowen sarpyske Heobxoammo B pexume “single user” oumctutb 06/51aCTb BUPTYasbHOWN
namatn nporpamMmoit wipefile, Bxoaswen B coctaB CK3UM Kpuntollpo CSP. B cnyyae Bbixoaa M3 CTpos
HDD, Ha KOTOpOM HaxoamTcsa obnacTb BUpPTyanbHOW MamsATW, KpunTorpaduyeckue Kaum noanexar
BblBOAY W3 AenctBus, a HDD cumTaeTcsa He noanexawmm peMoHTy. 3ToT HDD yHuuTOXaeTcsa no
npaBuaaM YHUUTOXEHUS KITHOUYEBbLIX HOCUTENEN.

8.1.2. JononHutenbHble HacTponkn OC FreeBSD

HacTtpoiikn OC FreeBSD BbIMONHAIOTCA NyTEM peaakTupoBaHusa (yaaneHusi, pobasneHus)
pasfIMYHbIX KOHDUIYPAUNOHHbBIX U KOMaHAHbIX (hannos.

Ona coxpaHeHuss BO3MOXHOCTU "OTKaTUTb" BHECEHHble W3MeHeHWst cneayeTr COXPaHATb
Mmoandunumnmpyemble dannbl B "6esonacHoM" MecTe (Ha BHEWHEM HOCUTENle UM Ha He MOHTUPYEMON
aBToMaTuyeckn hannoBon cucTeme).

OrpaHuyeHme A0CTyNa Nojb30oBaTenen U HaCTPOMKN NOIb30BATEbCKOIr0 OKPYXEHUS
HacTpoiika nonb30BaTE/IbCKOr0 OKPYXEHUS 3aK/I04aeTCca B CeAYoWnX AeNCTBUAX:
1. B danne /etc/login.conf cneayet yCTaHOBUTb Crieaytowmne AMPEKTUBDI:

Login-retries=3 (3agaeT 4MCI0 MOBTOPHbIX MOMbITOK pernctpaummM nonb3oBaTens
nporpammoii login)

passwordtime=30d ans orpaHudeHuns cpoka gencrems napons 30-10 cyTKamMu
coredumpsize=0K ans 3anpeta cosgaHus core-daiinos

SYSLOG_FAILED_LOGINS=0 (auMpekTMBa npeanucbiBaeT MNpOTOKOAMPOBATb BCE MOMbITKU
Heyaa4HOW perucrpaunm nonb3oBaTens)

UMASK=022 (napaMeTp 3a4aeT MacKy co3gaHus danna no-yMosdaHuio).

CONSOLE=/dev/console (napameTtp orpaHu4uBaeT BO3MOXHOCTb permcrtpaymu
cynepronb3oBaTtenss TOJIbKO CUCTEMHOM KOHCOMbKO M 3anpelaeTr YyaaseHHble perncrpauunm
cynepnonb3oBaTens).

2. Ans nonb3oBaTens root ycTaHOBUTb Macky pexunma cosganHusa dawnnos 077 nnn 027:
umask 077 (umask 027);

3. OTpegaktnpoBatb dann /etc/shells U nomectTutb B HEro uMeHa TOAbKO ANs Tex
ncnonHsieMbix dainoB 060/104eK, KOTOpble yCTaHOBNEHbl B cucteme. 1o yMon4daHuio, coaepxxmmoe
danna /etc/shells moxeT 6bITb TaKNM:

/bin/csh

/bin/tcsh

/bin/sh

/usr/local/bin/bash

4. Ypanntb ann (ecnm oH cywecTtByeT) /.rhosts.
5. Ypanutb cogepxumoe danna /etc/host.equiv.

6. OTpenaktnpoBatb dann /etc/pam.conf ¢ uenbto 3anperta rhosts-ayTeHTUdUKaLUK.
BbINoHSAETCS KOMMEHTUPOBAHMEM BCEX CTPOK, coaepXalumnmx noactpoky "pam_rhosts_auth.so".

7. MNpoBepnTb umaeHTUdUKATOPbI MoJb30BaTeNss W Tpynnbl ANAs BCEX MNOSb30BaTENEN,
nepedncneHHblx B (anne /etc/passwd. Cnegyer ybeauTtcs, UYTO He CywecTByeT rMoJib3oBaTenen,

-17 -



XXTAN.00087-01 91 04. KpunTollpo CSP. PykoBoACTBO agMUHUCTPaTopa 6€30nacHOCTHU.
Mcnonb3osaHne CK3U noa ynpasneHmneM OC FreeBSD.

nMerwmx unaeHTudukatop nonab3osatens 0 wn unaeHtTudukatop rpynnbl 0 Kpome, BO3MOXHO,
nosb3oBaTens root.

8. Co3maTb nepeyeHb MNpoOrpaMM, KOTOpble 3anyckalwTcs C npaBaMu agMUHUCTpaTopa, WU
KOHTPOSIMPOBaTb €ro HEM3MEHHOCTb;

9. 3anpeTuTb perucTpauuio B CUCTEME MO/Sb30BaTeNEN, UMELWMX cheaylowme «cnyxebHble

UMeHa»:
daemon uucp
bin nuucp
Sys listen
adm nobody4
Ip nobody
smtp noaccess

[encTemne BbINOMHAETCA NyTeM ykasaHusa B danne /etc/passwd ctpoku '/sbin/nologin’ B none
shell-nporpamMmel 1 ykasaHusa cumBona 'x' B nose napons.

OrpaHu4yeHns Npm MOHTUPOBAHUK HanaoBbIX CUCTEM

OrpaHuyeHnss Npu MOHTUPOBaHMKM (PalIoBbIX CUCTEM peanunusyloTcs pedakTupoBaHumeM danna
/etc/fstab:

YCTaHOBUTb onunto nosuid Npy MOHTUPOBaHMKN PannoBON CUCTEMbI /var.

Mpn MHCTaNNAUMKM CUCTEMbl criefgyeT BblaenuTb ansa ¢dannosbix cuctem /, /usr, /usr/local, /var
pa3Hble pasaenbl AMcKa AN npeaoTBpalleHns nepenonHeHns KpUTUdHbIX dannoBbix cuctem (/, /var)
3@ Cc4yeT, HanpuvMmep, MNONb30BaTENbCKUX [AaHHbIX U obecrnevyeHus BO3MOXHOCTM MOHTUPOBAHUSA
hannoBon cucTeMbl /usr B pexnmMme "ToNbKo ANg YTeHus".

OrpaHuyeHns Ha 3anycK NpoLLEeccoB

CnepyeT oOrpaHuymMTb MCMNONb3OBaHMe B CUCTEME MJIaHMPOBLUMKA 3ajay Ccron W CpeacTsB
naketHon o6paboTkn 3agaHuin. [Ond HOpManbHOro MGYHKUMOHUPOBAHUSA CUCTEMbl MWHWUManabHO
Heob6X0ANMbBIM  SBMSETCA paspeleHMe UCNOoMb30BaHUs MNMaHUpOBLUMKA 3ajad Ccron W CpeacTB
naketHonm o06paboTkM 3agaHuii TONbKO noJsb3oBaTentd root. [Ons 3Toro cneayet BbINOAHWUTb
cneaywoume komaHabl (OT MMEHU Cyneprnonb30oBaTens):

echo root > /var/cron/allow

echo root > /var/at/at.allow

HacTponka ceTeBbiX CEpPBMUCOB

HacTponka ceTeBbIX CEPBMCOB 3aK/IHOYAETCS B C/IEAYIOLLIEM:

CnepyeT orpaHmunTb MYHKUMOHANbHOCTb AEMOHA YrpaBieHUs CeTeBbIMU coeanHeHnsaMun inetd
(xinetd). OencTteume 3aknoyaeTcs B pegaktmposaHum danna /etc/inetd.conf. B danne /etc/inetd.conf
cnegyeTt 3aKOMMeHTpoBaTb (yAannTb) CTPOKKU, coaepiallume onucaHmsa Tex CepBMCOB, NCNOJSIb30BaHME
KOTOPbIX Ha KOHMOUIYpUpyeMoM KOoMMbloTEpPe He sBASeTCS HeobXx0aANMbIM.

Kak MUHMMYM, crieayeT 3anpeTuTb Cleaylolwme CEPBUCHI:

echo systat
discard netstat
daytime tftp
chargen telnet

finger nfsd

Bo3MOXXHO TakXe CcHayana 3akKkoMMeHTuMpoBaTb B danne /etc/inetd.conf onucaHma Bcex
CepBMCOB M 3aTEM PaCKOMMEHTUPOBATb TOIbKO MCMOJIb3YyEMbIE.
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1. Ucnonb3ysa ytunuty sysinstall, oTkNo4YNTb HEUCMONIb3yEMble CETEBblE CEPBUCHI, U CIyX6bl,
3amnyCcKaeMbiX MpW CTapTe CUCTEMbl, 3anyCcTUTb paboTy MNOoACUCTEMbl accounting Ansi KOHTPONs
3anycKaeMbIX NpoLeccoB.

2. Ecnn  He nnaHupyeTca  MCNOMb30BaTb HacTpavMBaeMbii  KOMMbKOTEP B KayecTsBe
MapwpyTusaTtopa, HeobxoAMMO 3anpeTuTb MaplpyTM3auuio, BbINOJHMB KOMaHAy sysctl -w
net.inet.ip.forwarding=0.

3. CnepyeT 3anpeTuTb NpUEM U3 BHelWHen ceTn "wunpokoselwaTtenbHblix" (broadcast) nakeTos,
a TakXXe nepegavy OTBETOB Ha NPUHATbLIE "WMPOKOBELLaTENbHbIE" NaKeThl.

4. 3anpeTuTb cynepnonb3oBaTento pgoctyn no ftp, ana storo pobasutb "root" B dann
/etc/ftpusers

5. Ecnn nnaHupyeTca uMcCnosb3oBaTb Ha HacTpamBaeMoM cepBepe cepsuc FTP, To cneayert
co3aaTtb (oTpepakTupoBaTtb) dann /etc/ftpusers co cnMCKOM nonb3oBaTenen, ANns KOTOpbIX 3anpeLeH
AOCTyn K cepBepy Mo npotokony FTP. ®aiin vMeeT TeKCTOBbI (opMaT M AOIKEH coaepXaTb Mo
OAHOMY MMEHU MNonb3oBaTenss B CTpoke. B cnucke "3anpelleHHbIX" nosib3oBaTtesien, Kak MUHUMYM,
OO/MKHbI 6bITb MepeyncneHbl cieayowme nMeHa Nonb3oBaTenein:

daemon uucp

bin nuucp
sys listen
adm listen

Ip nobody
smtp noaccess

6. Ons orpaHuMyeHuMs [ocTyna K CUCTeMHbIM annam Aans  HenpuBUIErMPOBaHHbIX
nonb3oBaTesnieit, N3 KOMaHAHOW CTPOKWU cneayeT BbINOJHUTL Criefytowme KoMaHabl:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at
chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
7. Takxe cnegyet o6HynuTb pnar SGID ana HeKOTopbIX NCNOHSAEMbIX HanoB:
chmod g-s /usr/bin/mail
chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef
chmod g-s /usr/sbin/wall

-19 -



XXTAN.00087-01 91 04. KpunTollpo CSP. PykoBoACTBO agMUHUCTPaTopa 6€30nacHOCTHU.
Mcnonb3osaHne CK3U noa ynpasneHmneM OC FreeBSD.

OrpaHunyeHune konmyecrtsa "BUANMON U3BHE" MHMDOPMALIMM O CUCTEME

O6bI4HO, HayanbHYK MHQOPMaUMIO O CMCTEeMe MNOTeHUManbHbI HapywuTenb MNONy4YaeT U3 CUCTEMHbIX
npurnaweHunin, BblaaBaeMblX ceTeBbiMK cnyxbamu cepeepa (telnet-cepsep, ftp-cepsep un np.).

MoaToMy, K MepaM MO OrpaHMYEHUI0 KOMYEeCTBa "BMANMON M3BHE" MH(OpPMaLMN O CUCTEME OTHOCATCS:

e OTKasz oOT cTaHAapTHoro "saronoska", BbIBOAMMOro cepBepoM ftp npwu oTBeTe nonb3oBaTento.
[ocTturaetcs ykasaHuneM B daiine /etc/ftpwelcome cnegyowmx AMpeKTmB:

BANNER=""

e PepaktnpoBaHue cannos /etc/issue, /etc/ftpbanner n /etc/motd c uenbio pasbsicCHEHMS NOMb30BATENSAM
npaBua U NONUTUKKN AOCTyna K cepsepy ftp.

HacTpolika noACMCTEMbl NPOTOKO/IMPOBAHNA U ayauTa

1. CnepnyeT yAOCTOBEPUTCS, YTO TOJILKO MOJib30BaTe/b root MMeeT AOCTYyN Ha 3anucb AN
cneaywoowmx dannos:

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog

/var/log/utmp

/var/log/utmpx

2. Ecnn Ha HacTpaMBaeMOM cepBepe ucnonb3lyeTcs web-cepBep, TO cneayeT ybeauTbes,
yTO TONbKO "Bnageney" npouecca httpd nmeer gocTtyn Ha 3anucb K npotokonam httpd

3. OrpaHununtb (C y4yeToM BbI6paHHOMW B oOpraHuMsaumu nNoNUTUKKM 6e3o0nacHoCTK)
NCMonb30BaHMe MOb30BaTeNs MM KOMaHA4 sSu WM sudo - nMpefocTaBleHUs  MOb30BaTenio
AAMUHUCTPATUBHbIX MOTHOMOYMIA

4. CneayeTt NpoTOKOAMPOBaTh MOMbITKM MCMOAb30BaHMs nNporpamm su u sudo. Onsa storo,

B dhain /etc/syslog.conf cnegyet no6aBuTb 3anuch:
auth.notice /var/log/authlog
nnu
auth.notice /var/log/authlog, @loghost

BTopasa cTpoka aHanornMyHa nepBoW, HO YKa3blBaeT, YTO MPOTOKONA AOMOSIHUTENbHO
rnepeaaeTcs Ha cepsep c6opa NpPOTOKOSIOB.

CneanyeT obecrneunTb MPOTOKOIMPOBAHME HeyCMeLwHbIX MOMbITOK perncrpauMm B cCUCTEME B
NIOKasibHOM MpoTokose. NS 3Toro, cneayeT BbINOJHUTL CNeAYOLME KOMaH/Ibi:

touch /var/adm/loginlog
chown root /var/adm/loginlog ; chgrp wheel /var/adm/loginlog
chmod 644 /var/adm/loginlog

5. [Ons nNpoTOKONMPOBaHUS CETEBbIX COEAMHEHUN, KOHTPOIMPYEMbIX AEMOHOM inetd
(Bknoyasa gaTty/Bpems coegmHeHus, IP-agpec KnveHTa, YCTaHOBMBLUErO COeaAUHEHME U MMSA CEPBUCA,
obcnyxusatowero coeanHenme), B dann /etc/syslog.conf cnegyet nob6aBuTb 3anmchk:

daemon.notice /var/log/syslog
n B panne /etc/rc2.d/S72inetsvc 3aMeHNTb CTPOKY
/usr/sbin/inetd -s
Ha
/usr/sbin/inetd -s -t

8.2. TpeboBaHMS N0 pa3MeLLEHNIO TEXHUYECKUX CPeACTB C YCTaHoBNeHHbIM CK3U
Mpu pasMelleHnn TeEXHUYECKMUX CpeacTB C yCTaHoBNeHHbIM CK3:

— [1oMXHbl 6bITb NPUHATLI MEPbl 3alMTe OT HECAaHKLMOHMPOBAHHOMO AOCTYMNa B MOMELLEHUs, B KOTOPbIX
pa3MelLleHbl TEXHUYECKNE CPeAcTBa C ycTaHoBneHHbIM CK3M, MOCTOPOHHMX nuL, NO poay CBOEN AesTeNbHOCTU
He SBNALWNXCA MNEepcoHasnoM, [AOMylleHHbIM K paboTe B 3TUX MOMelweHusx. B criyyae Heob6xoAMMOCTU
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NPUCYTCTBMS MNOCTOPOHHUX NUL, B YKasaHHbIX MOMeLWeHnaxX [omkeH 6O6biTb obecneyeH KOHTPOSb 3a MX
AencTBnamMm 1 obecnedyeHa HEBO3MOXHOCTb HeraTMBHbIX AENCTBMM C MX CTOpPOoHbl Ha CK3W, TexHuueckue
CpeAcTBa, Ha KOTopbIX akcnayaTupyetcs CK3U v 3awmwaemyto nHdpopmauumto.

— BHYTpeHHA nnaHvpoBKa, pacrnofioXeHWe U YKOMMIEKTOBAaHHOCTb paboumx MecT B MNOMeweHusX
[OMKHbI 0becneunBaTb UCMONMHUTENSAM PaboT, COXPaHHOCTb AOBEPEHHbIX UM KOH(pUAEHUMANbHbIX JOKYMEHTOB U
CBeAEHUN, BKKOYas KIKYEBY MHGOpMaLMIo.

— B cny4vae nnaHunpoBaHusa pa3melleHnss CK3M B noMelleHunsx, rae npucyTCTBYyeT pedeBas, akycTtmyeckas
W Bu3yanbHas MWHQoOpMauuMs, coaepxalwas CBeAeHWs, COCTaBAslWMe TrOCYyAApPCTBEHHYKO TaWHy, W (KUan)
yCTaHOBNEHbl TEXHMYECKME CpeacTBa W CUCTEMbl NpueMa, nepepadun, obpaboTku, xpaHeHuMs u oTobpaxeHus
nHdopmaunmn, coaepxawen CcBeAeHMs, COCTaBnsdloWMe rocyfapCTBEHHYD TalHy, TexHUYeckue cpeacTsa
WHOCTPaHHOrO MPOU3BOACTBA, HA KOTOPbIX (MYHKUMOHUPYOT MporpammHblie moaynu CK3W, ponxHbl 6biTh
NOABEpPrHyTbl CleuMasnbHOM NMpoBepKe MO BbISIBJIEHUKO YCTPONCTB, NpeAHa3HavYeHHbIX A4S HErfacHoro noayvyeHus
nHdbopmMaunmn>».
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9. TpeboBaHusa No KpunTorpadryeckon saumre

JOomKHbI BbINOMHATLCA TpeboBaHUs:
1. Ncnonb3oBaHue TONIbKO JINLLEH3NOHHOIO CUCTEMHOIO NporpaMMHoro obecneyeHus.
2. Pazpen 16 pokyMmeHTa XTAN.00087-01 91 01.

3. Mepen Havanom paboTbl Ao/mkeH 6blTb MpoBeAeH KOHTPOSib LenocTHOCTUM. KoHTponem
LLeSIOCTHOCTM A0/MKHbI 6bITb OXBayeHbl dalifnbl, YyKaszaHHble B M. 16.

4. HacTtpoika onepaunoHHon cnctemsl gns pabotel ¢ CK3M no n. 8.1.1.

5. Mpun nuctannaunmm CK3N gonxHel 6biTb 06ecneyeHbl opraHM3aunoHHO-TEXHMYECKME Mepbl Mo
WUCKKOYEHUIO MogMeHbl ANCTpubyTmBa U BHeCceHUs naMmeHeHun B CK3M nocne yCcTaHOBKM.

6. NcknoyeHne wmn3 nporpammHoro obecneyenmss [3BM ¢ ycraHoBneHHbiM CK3WM cpeacts
oTnagkwm.

7. Tlaponb, ncnonb3lyembln Ansa ayTeHTUdmKaumMm nonb3oBaTenen, AO/MKEH coaepXaTb HE MeHee
6 cumBonoB andasuTa MOWHOCTM He MeHee 10. MepuoOAMYHOCTb CMEHbl MApossl — He pexe OAHOro
pasa B 3 Mecsua.

8. MepnoanyHOCTb TECTOBOIrO0 KOHTPONA Kpuntorpadpunuecknx pyHkumni - 10 MUHYT.
9. ExxecyTouHasa nepesarpyska [123BM.

10. NepuoanyHocTb ocTaHoBa [19BM ¢ o6sg3aTtenbHON NpoBEpPKOM CUCTEMbI OXa)KAeHUs
npoueccopHoro 6soka N3BM - 1 mecsu.

11. 3anpewaetca wncnonb3oBaTb pexuM npocton 3ameHbl (ECB) TOCT 28147-89 ans
wmnppoBaHmna MHDOpMaLMK, KPOME KITHOUEBON.

12. JomkHO gaBaTbCsa NpeaynpexaeHme o TOM, YTO NpU UCMNOSIb30BaHMU pexnma WwndpoBaHms
CRYPT_SIMPLEMIX_MODE wmaTepnan, obpabaTbiBaeMblii Ha OAHOM  KJlO4Ye, aBTOMATMYECKMU
orpaHmymBaeTcs BenmymHom 4 MB.

13. Mpu dyHKkunoHnposaHmm CK3WN [osmKHbI BbINOAHATBCA TpeboBaHMs 3KCnayaTauMOHHOWN
AokyMeHTaummn Ha MAK 3awmtel ot HC/A.

14. JonmkHo 6bITb 3anpelleHo mcnonb3oBaHne CK3W ana 3awntbl TenedoHHbIX NMeperoBopos
6e3 NpuHATMS B CUCTEME Mep MO 3aluTte OT MHGPOPMATMBHOCTU NOBOYHLIX KaHanoBs, cneundunyecknx
npu nepegave peyu.

15. JomkHa 6biTb 3anpeweHa pabota CK3UM npu BKAKOYEHHbIX B [M9BM wWTaTHbLIX CpeacTBax
BbIX0OA4a B pagvoKaHasl.

16. KOHTpOJ‘IEM LeTOCTHOCTU A0J1XKHbI 6bITb OXBayeHbl d)aﬁﬂbli
FreeBSD (32 pa3psaaHbiil)

/opt/cprocsp/bin/ia32/cryptcp
/opt/cprocsp/bin/ia32/certmgr
/opt/cprocsp/bin/ia32/inittst
/opt/cprocsp/bin/ia32/csptestf
/opt/cprocsp/bin/ia32/der2xer
/opt/cprocsp/lib/ia32/1libcapi20.s0.4
/opt/cprocsp/lib/ia32/1libcpext.so.4
/opt/cprocsp/lib/ia32/libasnldata.so.4
/opt/cprocsp/lib/ia32/libasnldata XER.so.4
/opt/cprocsp/lib/ia32/1libssp.so.4
/opt/cprocsp/lib/ia32/libenroll.so.4
/opt/cprocsp/lib/ia32/liburlretrieve.so.4
/opt/cprocsp/bin/ia32/curl
/opt/cprocsp/lib/ia32/1libcpcurl.so.6
/opt/cprocsp/lib/ia32/libcpcurl.a
/opt/cprocsp/modules/ia32/kern.osreldate.702000/drvecsp. ko
/opt/cprocsp/modules/ia32/kern.osreldate.1000510/drvesp. ko
/opt/cprocsp/modules/ia32/kern.osreldate.802000/drvcsp.ko
/opt/cprocsp/modules/ia32/kern.osreldate.803000/drvcsp. ko
/opt/cprocsp/modules/ia32/kern.osreldate.804000/drvecsp. ko
/opt/cprocsp/modules/ia32/kern.osreldate.901000/drvcsp. ko
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/opt/cprocsp/modules/ia32/kern.osreldate.902001/drvecsp. ko
/opt/cprocsp/modules/ia32/kern.osreldate.903000/drvecsp. ko
/opt/cprocsp/lib/ia32/libcpcdrv_emul.a
/opt/cprocsp/modules/ia32/kern.osreldate.702000/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.1000510/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.802000/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.803000/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.804000/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.901000/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.902001/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.903000/cpesp gost.ko
/opt/cprocsp/bin/ia32/cp-genpsk.sh
/opt/cprocsp/bin/ia32/genpsk
/opt/cprocsp/lib/ia32/1libike gost.so.4
/opt/cprocsp/lib/ia32/1libesp gost.so.4
/opt/cprocsp/lib/ia32/1ibcsp.so.4
/opt/cprocsp/lib/ia32/librdrrndmbio tui.so.4
/opt/cprocsp/lib/ia32/1libcppkecsll.so.4
/opt/cprocsp/bin/ia32/cpverify

/opt/cprocsp/bin/ia32/wipefile

/opt/cprocsp/bin/ia32/csptest
/opt/cprocsp/lib/ia32/librdrrndm.so.4
/opt/cprocsp/lib/ia32/librdrsup.so.4
/opt/cprocsp/lib/ia32/librdrdsrf.so.4
/opt/cprocsp/lib/ia32/librdrfatl2.so.4
/opt/cprocsp/lib/ia32/1libcapill.so.4
/opt/cprocsp/lib/ia32/1libcpui.so.4
/opt/cprocsp/lib/ia32/1libcpalloc.so0.0
/opt/cprocsp/lib/ia32/1libjemalloc.so0.0
/opt/cprocsp/sbin/ia32/unreg prov_type name.sh
/opt/cprocsp/sbin/ia32/cpconfig
/opt/cprocsp/sbin/ia32/mount flash.sh
/opt/cprocsp/lib/ia32/librdremv.so.4
/opt/cprocsp/lib/ia32/librdrpcsc.so.4
/opt/cprocsp/lib/ia32/librdrric.so.4
/opt/cprocsp/sbin/ia32/ccid reg.sh
/opt/cprocsp/lib/ia32/1libcpcvcert.so.4
/opt/cprocsp/lib/ia32/librsaenh.so.4
/opt/cprocsp/sbin/ia32/stunnel thread
/opt/cprocsp/sbin/ia32/stunnel fork
/opt/cprocsp/sbin/ia32/stunnel hsm

FreeBSD (64 paspsaaHbiil)
/opt/cprocsp/bin/amdé64/cryptcp
/opt/cprocsp/bin/amd64/certmgr
/opt/cprocsp/bin/amd64/inittst
/opt/cprocsp/bin/amd64/csptestf
/opt/cprocsp/bin/amd64/der2xer
/opt/cprocsp/lib/amdé64/1libcapi?20.s0.4
/opt/cprocsp/lib/amdé64/libcpext.so.4
/opt/cprocsp/lib/amdé64/libasnldata.so.4
/opt/cprocsp/lib/amd64/libasnldata XER.so.4
/opt/cprocsp/lib/amd64/libssp.so.4
/opt/cprocsp/lib/amdé64/libenroll.so.4
/opt/cprocsp/lib/amdé64/liburlretrieve.so.4
/opt/cprocsp/bin/amd64/curl
/opt/cprocsp/lib/amdé64/libcpcurl.so.6
/opt/cprocsp/lib/amd64/libcpcurl.a
/opt/cprocsp/modules/amd64/kern.osreldate.801000/drvesp. ko
/opt/cprocsp/modules/amd64/kern.osreldate.1000510/drvesp. ko
/opt/cprocsp/modules/amd64/kern.osreldate.802000/drvesp. ko
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/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.

osreldate.
osreldate.
osreldate.
osreldate.
osreldate.

/opt/cprocsp/lib/amdé64/libcpcdrv _emul.a

/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.

osreldate.
osreldate.
osreldate.
osreldate.
osreldate.
osreldate.
osreldate.

osreldate

/opt/cprocsp/bin/amdé4/cp-genpsk.sh

/opt/cprocsp/bin/amdé64/genpsk

/opt/cprocsp/lib/amd64/1libike go
/opt/cprocsp/lib/amd64/libesp go
/opt/cprocsp/lib/amd64/1libcsp.so

st.so.4
st.so.4
.4

803000/drvesp. ko
804000/drvcsp. ko
901000/drvcsp.ko
902001 /drvcsp.ko
903000/drvcsp. ko

801000/cpesp gost.
1000510/cpesp_gost.ko
802000/cpesp_gost.
803000/cpesp gost.
804000/cpesp_gost.
901000/cpesp_gost.
902001 /cpesp_gost.
.903000/cpesp_gost.

/opt/cprocsp/lib/amd64/librdrrndmbio tui.so.4

/opt/cprocsp/lib/amd64/1libcppkes
/opt/cprocsp/bin/amdé64d/cpverify
/opt/cprocsp/bin/amdé64d /wipefile
/opt/cprocsp/bin/amd64/csptest

11.s0.4

/opt/cprocsp/lib/amdé4/1librdrrndm.so.4

/opt/cprocsp/lib/amd64/1librdrsup
/opt/cprocsp/lib/amd64/1librdrdsr
/opt/cprocsp/lib/amd64/librdrfat
/opt/cprocsp/lib/amd64/1libcapil0
/opt/cprocsp/lib/amd64/libcpui.s
/opt/cprocsp/lib/amdé64/1libcpallo
/opt/cprocsp/lib/amdé64/1libjemall

.s0.4
f.so.4
12.s0.4
.s0.4
0.4
c.so0.0
oc.so0.0

/opt/cprocsp/sbin/amd64/unreg prov_type name.sh

/opt/cprocsp/sbin/amd64/cpconfig
/opt/cprocsp/sbin/amd64/mount fl
/opt/cprocsp/lib/amdé64/librdremv
/opt/cprocsp/lib/amdé64/1librdrpcs
/opt/cprocsp/lib/amd64/librdrric
/opt/cprocsp/sbin/amd64/ccid reg
/opt/cprocsp/lib/amdé64/libcpcvce
/opt/cprocsp/lib/amd64/librsaenh

/opt/cprocsp/sbin/amd64/stunnel

/opt/cprocsp/sbin/amd64/stunnel

ash.sh
.so0.4
c.so.4
.s0.4
.sh
rt.so.4
.s0.4
thread
fork

/opt/cprocsp/sbin/amd64/stunnel:hsm

ko

ko
ko
ko
ko
ko
ko
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MpunoxeHune 1. KOHTpONb LEOCTHOCTM NporpaMMHoOro obecneveHms

B pononHeHne K AUCTPUBYTUBY MOCTaBAOTCS CKPUNTOBble dalinbl integrity.sh, 3anyckom
KOTOPbIX MOXHO y6eAnTbCs B LLEeNOCTHOCTU AUCTPMOYTUBA A0 €ro yCTaHOBKMU.

MporpamMHoe obecneveHne CK3U umeeT cpeacrtsa obecneyeHms KoHTpons uenoctHoctu MO
CK3MU, koTopble A0KHbI BbINOAHAKTCS Nepnoandecku.

Ecnn B pesynbrate nNepMmoamMyeckoro KOHTPOAS LESIOCTHOCTU MosiBNAETCS coobleHns o
HapyLlWeHNN LEeNoCTHOCTM KOHTponmpyeMmoro danna, nosb3oBatenb o06s3aH npekpatuTb paboTty u
obpaTnTbCa K agMMHUCTpaTopy 6e30nacHoCTM.

AOoMUHUCTpaTop 6e30MacHOCTM, NpOaHanu3npoBaB MPUYUYMHY, MNPUMBEALWY K HapyLIeHUo
LLeNOoCTHOCTU, AoKeH nepeyctaHoBuTb MO CK3U ¢ anctpmbytuea, nnm cmcremHoe MO.

Moaynb cpverify NO3BONS€T OCYLECTBASATb KOHTPO/JIb  LIE/TOCTHOCTU  YCTAHOBJIEHHOIO
nporpamMMHoro o6ecneveHns. KoHTposib LeNOCTHOCTM (baliylIoB OCyLECTBASAETCSA Npu 3arpyske daina
Ha UCMNoJIHEHME (M NEepuoaMYEcKN BO BPEMS BbINOJSIHEHMS) WM MPU PYYHOM 3anycke MnporpaMmbl
KOHTPOS LIeNOCTHOCTY.

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
LenocTtHocTun canna ¢ nmeHeM filename no naroputMy algid. Ecnmn He yka3saH napameTtp hashvalue, To
3HayeHne xaw-dyHKUNM Ana cpaBHeHunsa bepeTtcsa u3 ganna <filename.hsh>. MapameTtp algid moxeT
npuHMMaTb 3HadyeHus GR3411, GR3411_2012_256 n GR3411_2012_512. Ecau algid He yka3aH, TO
ncnonb3dyetca GR3411. [-inverted_halfbytes <inv>] ykasbiBaetca, ecnn nonybaintel B hashvalue
nepesepyTbl. [Mo-yMonyaHuio inv yctaHasnueaetca B 1 ana GR3411 n B 0 ang GR3411_2012_256 wu
GR3411_2012_512.

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BbluncneHune 3HadeHmnsa xaw
dyHKUMKN ana danna ¢ umeHeM filename. MapameTp algid MoxeT npuHuMaTb 3HaveHus GR3411,
GR3411_2012_256 n GR3411_2012_512. Ecnu algid He ykasaH, To ucnonb3dyetrca GR3411. [-
inverted_halfbytes <inv>] yka3sbiBaeTcsi, ecnin HeobxoanMo nepeBepHyTb noaybanTtel B hashvalue.
Mo-ymonuaHuio inv yctaHaenmeBaeTcd B 1 ana GR3411 m B 0 agna GR3411_2012_256 wu
GR3411_2012_512.

cpverify -file_sign filename -cont cont_name [-pin password][-provhame Provname] [-
provtype Provtype] - noanucbiBaetr ¢daiin ¢ umeHem filename ¢ nomowblo KAw4a, B3STOro M3
KOHTENHepa ¢ nMmeHeM cont_name. MNone password - Naponb 3alnTbl KOHTENHepa. Nona Provhame u
Provtype yka3sbiBaloT, Kakon nposanaep HeobxoauMo wucnonb3oBaTb. [lone Provtype mMoxert
npuHuMaTb 3HavyeHusa 75,80 n 81. Ecnu Provtype He ykasaH, To ncnonbsyetcs 75.

cpverify -file_verify filename [signval] -timestamp date - [posepseT noanuce daiina c
nmeHeMm filename. Ecnn signval He ykasaH, TO 3HadeHuMe AN CpaBHeHus bGepetcs w3 danna
<filename>.sgn. B none date Heob6xoauMMo ykazaTb AaTy, koraa 6bina noanucb 6bina cosgaHa, B
dopmaTte dd.mm.yyyy.
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MpunoxeHwe 2. YnpasneHne npoToKoIMpOBaHMEM

[na BKAKOYEHUs/OTKNOYEHMS 3HaYeHme log ncnonb3symre:

a) FreeBSD
[ns 3apaHns ypoBHSA NMpoToKo/a
Jusr/ cpro-csp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3agaHusa dopmaTta npoTokona
/usr/ cpro-csp/sbin/cpconfig -loglevel cpcsp - format 0x19
[ns npocMoTpa Macku TeKyLlero ypoBHSA U (popMmaTa NpoTokKosa
/usr/ cpro-csp/sbin/cpconfig -loglevel cpcsp -view

b) ansa FreeBSD ypoBHs agpa
YnpaBneHue NpoTOKOIMpOBaHUEM nogaepXXunsaeTcs Ha yposHe API, cmoTpu "Kpuntollpo CSP.
PykoBoactso nporpamMMmucra”.

3HayeHneM NnapaMeTpa YpOBHb NMpPOTOKoO/a ABnseTcs 6uToBas Macka:
N_DB_ERROR = 1 # coobleHunsa o6 owmnbkax
N_DB_LOG = 8 # coobuleHns o0 BbI30Bax

3HauyeHMeM napaMeTpa opMaT NpoToKosa saBaseTca butosas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb UMS MOAYNS

DBFMT_THREAD = 2 # BbIBOAUTb HOMEpP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS (DYHKLMK
DBFMT_TEXT = 0x10 # BbIBOAMTb CaMO cooblieHune
DBFMT_HEX = 0x20 # BbiBOoAUTb HEX aamn
DBFMT_ERR = 0x40 # BbiBoanTb GetLastError
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JIUCT perncTpaumm nsMeHeHui

JlncT pernucTpauumn namMeHeHuin

Homepa nuctos (cTpaHuu) Bxoaswmni
Bcero °
o N° conpoBoau-
mcros N® TeNbHOro Moan. |AaTta
MU3MEHEH- aHHynpo- '
3aMEHEHHbIX HOBBbIX BaYiHbFX (cTpaHuu) B | AOKYMEHTa AOKYM. 1
HbIX LOKYM. .
nata
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