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AHHOTaUMS

[JaHHbIN OOKYMEHT coaepXuT obwyto uHbopMauuio NO0 WUCMONb30BaHMIO MNPOrpamMMHOro

npoaykTa

«XKTAM.00088-01 93 01. Kpuntollpo CSP. T[lpunoxeHne KOMaHOAHOM CTPOKWU»,

npegHasHavyeHHoro ansa paboTbl ¢ cepTuduUKaTaMn C MCMOMb30BaHUEM MHMPACTPYKTYPbl OTKPbIThIX
Knoyen, wndposaHus/pacwmdpoBaHma cooblieHnii, cogepxawmxcsa B gannax, cosgaHns/npoBepku
3NEeKTPOHHbIX NOAMNUCEN U X3WMPOBAHUS COOBLLEHNI, coaepKalLumMXca B anne unu rpynne gannos.

1. CucrtemHble TpeboBaHus

Windows
BkntoyaeTt nporpaMMHo-annapaTHble cpeabl:

Windows XP* (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

Bkntodaet amctpubytusbl Linux, yaosnersopsitowme crtaHgapTty Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:

Unix

CentOS 4/5/6 (x86, x64);

CentOS 7 (x86, x64, POWER, ARM, ARM64);

OCb (OS-RT) (x64);

T4 OC AUC dCCN Poccum (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora 25/26/27 (x86, x64, ARM);

Oracle Linux 4/5/6 (x86, x64);

Oracle Linux 7 (x64);

OpenSUSE Leap 42 (x86, x64, ARM, ARM64);

SUSE Linux Enterprise Server 11SP4 (x86, x64);

SUSE Linux Enterprise Server 12, Desktop 12 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);

Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
CuHTes-OC.PC (x86, x64);

Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
Ubuntu 17.04/17.10 (x86, x64);

Linux Mint 17/18 (x86, x64);

Debian 7/8/9 (x86, x64, POWER, ARM, ARM64);

Astra Linux Special Edition, Common Edition (x64).

BkntoyaeT nporpaMMHo-annapaTHble cpeabi:

Solaris

ALT Linux 6/7 (x86, x64, ARM);

AnbT CepBep 8, AnbT Pabouan ctaHuma 8, AnbT Pabouyan ctaHumna K 8 (x86, x64, ARM, ARM64);
ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);

POCA XPOM/KOBANIbT/HUKEND (x86, x64);

FreeBSD 9/10/11, pfSense 2.x (x86, x64);

AIX 5/6/7 (POWER).

BkntoyaeT nporpaMMHo-annapaTHble cpeabl:
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Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

MpnMevaHus:
1. Bepcusa POSReady.
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2. Wcnonb3oBaHue nporpaMmsl

2.1. 3anyck nporpamMmmsl

MporpamMMa peannsoBaHa B BUAe MCMNofNHAeMoro daina «cryptcp.exe».
[ns ee 3anycka HEOH6XOAMMO BbIMOMHUTL CNEAYIOLLY KOMaHAY:

[nyTb]cryptcp [ <koMmaHaa> [<onuumn n dainnbi>]]

HyTh IyTh K MECTOPACIIOIOKECHHUIO MPOrpaMMbI (Harpumep, «C:\utils\»);
Cryptcp WM UCTIONHSAEMOTO (aiiyia MPUIT0KEHUS;
KOMaHJa OJHa U3 JIOIYCTHUMBIX KOMaH] (CM. HUXKeE);

ONMIMH TIApaMETPhl KOMaHIbI (CBOU JUTSI KaXKI0W KOMaH/Ibl), HAUUHAIOIIHECS C «-»;

MMEHa OJTHOTO WJIH JIBYX (paiinoB, B 3aBUCUMOCTH OT KoMaHAbl. [lopsaok daiinos B
(aiilsibl  KOMaHJHOW CTPOKE OTHOCUTEINIBHO JIPYT APYTa JOJKEH ObITh TaKOW, Kak yKa3aHo B
ONMCAaHUU KOMAaHJbI.

MpumMmeuyaHue: K noHATUIO ann TakxkKe OTHOCATCA Macku hannos.

Ecnn He ykasaTb KOMaHAy, TO Ha 3KpaH BbIBOAWTCA CMMCOK BCEX AOCTYMHbLIX KOMaHA C UX
KpaTKuM onucaHueMm. [ng nonyyeHunss 6onee peTanbHOro OMNUCaHUSA ONpefeneHHOW KOoMaHAbl,
Heobxoammo ykasaTtb onuuto -help.

Mpn onucaHuMm onuun 3Be3ao4koM (*) noMedeHa onums MO YMOSYaHUIO (AN HECKOSIbKMX
B3aMMOMWCK/IKOYAOWMX Onuni).

2.2. Kputepuit noncka ceptudmkaTos

Kputepuin noucka ceptudukatos (ganee - KIMC) mcnonb3yercs A9 3a4aHUs CBEAEHWUN O
cybbekTax, u4bu cepTudukatel O6yAyT MCNOMAb30BaTbCA MPU BbINOSHEHUW KOMaHAbl (Hanpumep,
wudpoBaHMe UM NoANncb AaHHbIX). Ecnm koMaHga TakoBa, 4To KIMC gosmkeH yaoBNeTBOPSATb TO/IbKO
oanH ceptudmkat, 10 Takom KIIC 6ymer obosHauaTtbca KIC1l. KMNC 3agaetca B ¢dopMme onuui
KOMaHAHOWM CTPOKMK, KOTOpPblE MMEIOT CNeayLWmin CUHTaKCUC:

[-dn <RDN>]n pa3s [-issuer <RDN>]m pas[-{m]|u}[<uma>]|-f <dann>]k pas [-thumbprint
<ortneuatok>] [-all|-1]|-q[N]] [{-nochain|-errchain [-norev]}]

yKazaHue cTpok i noucka B RDN (unave mouck He 3aBucut or RDN). Ecniu
-dn  BBOJMTCS HECKOJBKO CTPOK JJIS MIOMCKA, TO OyAET HaiIeHO O0JIbIee KOJINIECTBO
CepTU(PHUKATOB;
CITMCOK CTPOK (Uepe3 3amsaTyr0), HCTIOIB3YEMBIX JIJISl TOMCKA CEPTU(HUKATOB.
RDN OyayT Haiinensl ceprudukatsl, B RDN cyObekra/u3parTens KOTOPbIX
MIPUCYTCTBYIOT BCE 3TU CTPOKHU.
-issuer wucnons3yercs RDN n3narens ans moucka
-Mm nouck ocyuecTBisiercs B xpanuwiumax kommnbsiorepa (LOCAL _MACHINE);
-U* TouCK ocymecTBIseTcs B XpaHuwiuinax nois3zoBareist (CURRENT_USER);
Ha3BaHME XpaHWiIHILa (Mo ymoruanuio «My» it cozmanust HoanUCH UiTu
pacumdpoBku u «My+Addressbook» aist octabHBIX CllydaeB);
-f B KadecTBe XpaHWIHIIA HCIIONB3YETCs COOOIICHNE WK (Daii cepTuduKara;
¢daiin  ums daiina;
-thumbprint ornedartok ceprudukara;
-all*  wucnonp3oBaTh Bee HaitneHHbie ceptudukarsl (* aus KI1C);
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-1* Oyper HaliieH TOJbKO OJIMH cepTudukar, nHaue — ommoka (* misa KIIC1);

q[N] ecnu HaiiieHo MeHee N cepTU(HUKATOB, TO BHIBECTH 3aIpocC AJisi BbIOOpa
HY>KHOTO (110 yMosuanuto N=10);
-nochain  He MpoBepsATH EMOYKN HAWCHHBIX CEPTH(PHKATOB;

-NOrev He MpoBepsATh CEPTUDUKATHI B IIETIOYKE HA MPEAMET OTO3BAHHOCTH;
3aBepuIaTh BBIIIOJIHEHUE C OMIMOKOM, ecli XOTs Obl OAUH CepTHU(PHUKAT HE
MIPOIIIEIT TPOBEPKY .

[Tpumepst ucnonbzoBanust KITC MoXxHO HAlTH B ONUCAHUAX KOMaH]I,
HCIIOJIL3YIOIIUX €rO.

-errchain

MpumeuaHnmne: Ecnn BHyTpu onumm wuMma wanm RDN npucyTtctByloT npobenbl, To ee
HeobXxo4MMO 3aK/TIOUYNTb B KaBbluKKU. TO e OTHOCUTCH K uMmeHaM ¢dalnos 1 nanok.

MpumMmep:

MUBaH UBaHOB,a@b.c — HEBEpHO;
“UBaH UBaHOB,a@b.c” - BepHO;
CN=MBaHoB,E=a@b.c - BepHo.

2.3. KomaHgb! wudposaHus/pacumndpoBaHns

Ona Toro, 4tob6bl 3awndpoBaTb AaHHbIE M co34aTb coobuieHne, HeobxoaMMO BbINOAHUTb
cneayouwyo KoMaHay:

-encr <KMNC> [-der] [- strict] [-encryptionAlg <OID>] <BxogHoh dann> <cooblweHue>

KIIC KIIC nony4yarenei;
-der wucnone3oBatk popmat DER BMecTo BASE64;
-strict Hcmoms3oBath ogHo3HauHOe KoaupoBanre DER (a e BER);
-encryptionAlg 3anmate anroput™ muppoBaHUS
BXOAHO# (paiin  daiin, conepskamiuii BXOIHbIE JaHHBIE;
coolOmenue Qaiis, KOTOPHIA OyAET colepkaTh CO3TAHHOE COOOIIECHHE.

MpuMmeuanume: 14 Toro 4ytobbl 3awmndpoBaTb AaHHbie «Ha ceba», Heobxoanmo ykasatb KIMC
CBOero ceptudukara.

MpumMmepbl:

cryptcp -encr -dn "MBaHoB lMeTp,ivanov@bank.ru" -uMy -der test.txt testl.msg

3awundpoBaTtb cogepxumoe ¢anna "test.txt" B "testl.msg" (6uHapHbii bopmaT), Mcnonb3lys
BCE ceptudukatbl xpaHunuuwa "Mnyubie" ("My") Tekywero nonb3oBatens (a He JOKaAbHOro
KoMnbloTepa), coaepxawme B none "Cybbekt" ("Subject") noactpokm "MBaHoB T[letp" w
"ivanov@bank.ru".

cryptcp -encr -f "a:\Petr’s cert.p7b" test.txt testl.msg
3awndposaTtb cogepxumoe darna «test.txt» B «testl.msg» (cdbopmat BASE64), ncnonb3sys
ceptudmkaT m3 danna «a:\Petr's cert.p7b».

Ons Toro, utobbl pacwmdpoBaTb AaHHbIE U3 COObLLEHMS, HEOOXOANMO BbIMOSHUTL CeaYOLY
KOMaHAay:

-decr <KMNC1> [-start] [-pin <naponb>|-askpin] <coobueHue> <BbixogHoW ann>

KIIC1 KIIC nonyuarens;
-start OTKpHITH (3aIlyCTUTD) NOTYyUEHHBIN (Haiii;
-askpin 3ampocuTh MapoJib KJIYEBOT0 KOHTSHHEPa ¢ KOHCOJIH;
-pin  3amaTh Mapoib KIOYEBOTO KOHTEHHEPA,
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napojib TapoJib K KIIFOUEBOMY KOHTEHHEDY;
coodmienue (Qails, coaepamuii CooOIIeHNE;
BBIXOHOM ¢aiia  aiin, B KOTOpHIH OyAyT 3anMCcaHbl JAHHBIE U3 COOOIICHUS.

MpumMep:

cryptcp -decr -dn "MeaHoB lMeTp,ivanov@bank.ru" -start test.msg test2.txt

PacwundpoBaTb coobuweHne n3s darna «test.msg» B dann «test2.txt», ncnonbsysa 3akpbiTblit
K/IOY, CBSI3aHHbIN C cepTUdMKaToM XpaHunuula <«JInyHbie» («My») Tekyllero Monb3oBaTeNs,
cogepxawmm B none «CybbekT» («Subject») noactpokm «MBaHoB [eTp» u «ivanov@bank.ru», a
3aTeM OTKPbITb NOJIYYEHHbIN dhans.

2.4. PaboTta c naketamun dannos

MpouseBecTtun X3WMUpoBaHue COAEPXUMOro daninos " 3anucaTb pe3ynbTaT B
«nMa_ncxogHoro_danna.hsh» MoXHO € MOMOLLbIO KOMaHAbI

[-dir <nanka>] -hash [-provtype <N>] [-provhame <CSP>] [-hashAlg <OID>] [-hex] <macka
¢dainos>

-dir ykasaTh nanky Uit (aiioB co 3HAYCHUSIMH XOII-(QYHKIUH, HHA4YE — TeKYyILas;
-provtype yxasate TN Kpunronposaiaepa (N) (mo ymonuanuto 75);
-provname ykasatbe uMs Kpunronposaiigepa (CSP);
-hashAlg 3amate anropuT™ X>MUPOBAHHS

OID OID anropurma xsmmpoanusi: 1.2.643.2.2.9 nns T'OCT P 34.11-94
1.2.643.7.1.1.2.2 nua T'OCT P 34.11-2012 256 bit
1.2.643.7.1.1.2.3 nna TOCT P 34.11-2012 512 bit

-hex 3mauenme x>m-QyHKIUM B (haiiie B BUIE MIECTHAATUPHYHON CTPOKH;

Macka (aiijioB cTaHAapTHas Macka X3IIUPyeMbIX (ailios.

MpumMmeuvaHue: Ecnv onuns -provname He ykasaHa, To 6yaeT ucnosnb3oBaH nposangep no
YMOMYaHUIo yKasaHHoro tuna (-provtype). Ecnu ykasaHHas nanka He cylecTByeT, TO OHa 6yaet
co3gaHa.

MpumMmep:

cryptcp -hash -dir hashes -provtype 75 *.exe

MocuntaTb AN BCEX (PaNNoB C pacllMpeEHNEM «exe» TeKyLen nanku 3HadeHne xaw-dyHKumn
M 3anucatb ux B nanky <«hashes». lMpu Xx3WMpoBaHMM WNCNONb30BaTb KpuATONpoBamaep no
yMonidaHuo gnsa tuna 75.

MpoBepuTb 3Ha4YeHMe X3W-PyHKUMNA ¢alina, co3gaHHOe C NMOMOLLbIO Npeablaylen KOMaHAbl,
MOXHO C MOMOLLbIO KOMaHAbI:

[-dir <nanka>] -vhash [-provtype <N>] [-provhame <CSP>][-hex] <macka ¢dainos>

-dir yxazath manky Juist haiioB cO 3HAUCHUSIMH X31I-(DYHKITUH, HHAYE — TEKYIIIas;
-provtype ykasate Tun kpunronposaiinepa (N) (mo ymomyanuto 75);
-provname ykasaTh uMsl Kpunrtomnpoaiiaepa (SCSP>);
-hex 3nauenue x3mI-pyHKIME B (haiiyie B BUJIE IIECTHAIATUPHYHON CTPOKH;
Macka (paiiyioB cTaHAapTHAs Macka MpoBepsieMbIX (ailios.

MpumMmeuvaHune: Ecnu onumsa -provhname He ykasaHa, To byaeTr mcnosnb3oBaH nposanaep no
YMOJIYaHUIO yYKasaHHoro tmna (-provtype).

Mpumep:

cryptcp -vhash -dir c:\hashes -provtype 75 *.exe
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MpoBepuTb Ans Bcex @danaoB C pacClIMpPEHUEM

«exe» TEKYU.leVI nankn 3HadeHumne Xoll-

dYHKUMKN, ITANOHHbIE 3HAYeHUS XpaHATCa B nanke "c:\hashes". Mpu Xx3WwWMpoBaHMM NCNONb30BaATbL
KpunTonpoBangep No ymMon4aHuo ansg tmna 75.

Cos3patb noanucm annoB M 3anucatb Ux B dannbl «UMsS_MCcxoaHoro_daina.sgn» MOXHO
cnenyowen KoMaHaom:

[nyTb]cryptcp -signf [-dir <nanka>] <KMNC1> <macka cdannoB> [-cert] [-crl] [-der]
[-strict] [-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck] [-xlongtypel]
[-cadesTSA<URL>] [-hashAlg <OID>] [-pin <naponb>|-askpin] [-display]

-dir
KIIC1
-cert
-crl
-der
-strict

-sd
-SS
URL

-nostampcert
-stampchaincheck
-xlongtypel

-cadesTSA
URL
-hashAlg
oID

-askpin
-pin
napoJjb

-display

Macka ¢aiioB

YKa3aThb MNaIKy AJId (I)aﬁHOB C IMOAINUCAMHA, MHAYC — TCKYILas;

KIIC aBTopa noanucu;

J00aBIIATh B MOANUCH CEPTU(UKAT OTIPABUTEIIS;

N00aBJIATH B MOJIKMCH CIIMCOK OTO3BAHHBIX CEPTU(PUKATOB;

ucnoinbs3oBath hopmat DER BMecTo BASE64;

Hcnomnp3oBatsk ogHo3HauHOE KoaupoBanne DER (a e BER)

N00aBUTH B TIOJIUCH IITAMIT BPEMEHH Ha TIOITUCHIBAEMEBIC TAHHBIC
(monmucaHHbBIN aTPHOYT);

N00aBUTH B TIOJIMTUCH IITaMIT BPEMEHH Ha TIOJITUCH (HETIOANUCAHHBINA aTpHOYT);
azpec ciyxO0bI mraMiioB B Buze "http://..." (MOXXHO 3a1aTh pa3HbIe 1JIs OMIUN -SS
u -sd, HO, eciM 3ajaH Ui OJJHOM M3 HUX, TO UCTIOJIB3YETCs U JJISl BTOPO);

He TpeOOBaTh BKIIFOUEHUS B IITAMII cepTU(UKATA CTYKObI IITAMIIOB BPEMEHU
(ucnonp3yercst BMecte ¢ -Sd u/uimu -SS);

IPOBEPUTH LIETIOUKY cepTU(dUKaTa B IITAMIIE BpEMEHU

coznasath noanuch CAdES-X Long Type 1 (ecnu naHHbII napaMeTp 3a1aH,
napaMmeTp -ss OyZeT IPOUrHOPUPOBAH )

ciyx6a mrammo Bpemenn st noamucu CAJES-X Long Type 1

azpec ciyxO0bI mtaMioB B Buzae "http://..."

3aJaTh AJITOPUTM XIIIMPOBAHUS

OID anropurma xammupoBanus: 1.2.643.2.2.9 nus TOCT P 34.11-94
1.2.643.7.1.1.2.2 nna TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 nnss TOCT P 34.11-2012 512 bit

3aMpOCUTh MApPOJIb KIFOUYEBOTO KOHTEHHEpa ¢ KOHCOIIH;

3a/1aTh MapoJIb KIIFOUEBOTO KOHTEHHEPa;

napoiib K KIIOUYEBOMY KOHTEHHEPY;

BBIBOJIUTH MH(POPMAIUIO HA 3KPaH CPEJICTBA JOBEPEHHOT'O OTOOpaXKEHUS
TIOJIMTHUCHIBAEMBIX JTAHHBIX;

CTaHJapTHasi MacKa MOAMKUCHIBAEMBIX (aillioB.

MpumMmeyaHue: Ecnv ykasaHHas nanka He CyLlecTBYeT, TO OHa byaeT co3aaHa.

MpumMmep:
cryptcp

-signf

-dir \signs -uMyCerts -dn "WMBaHoB [eTp,ivanov@bank.ru" d:\*.doc -

sdhttp://cryptopro.ru/tsp/tsp.srf

MognucaTtb coaepxunmoe Bcex panos C pacwmpeHmeM «doc» M3 KOpHEBOM Manky gucka «d:»,

ncnonb3y4a 3aKprTbIVI KJ1Ho4,

nonb3oBaTens,

cogepXxauwmMm B none

CBSI3@aHHbIN C cepTudMKATOM XpaHUIULWA
«CybbekT» («Subject») noacTpokm

«MyCerts» Tekywero
«MBaHoB [leTp» U

«ivanov@bank.ru», nony4YyeHHble MOAMUCU COXPaHUTb B Manke «signs» B KOPHE TeKyLIero Aucka.
KpoMe 3TOro, nosyyuTb LITaMMbl BPEMEHM Ha KaXAblit MOAMUCbIBAEMbIM dalil U BNOXUTb UX B
COOTBETCTBYIOLLNE MOAMUCH.

MpoBepnTb NOAMUCK COAEPXMMOro ainos, co3gaHHble C MOMOLUBID NpeablayLlen KoMaHabl,
MOXHO cnegyowmm obpasom:

9
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[nyTb]cryptcp -vsignf [-dir <nanka>] [-sd[<Bpemsa>]] [-ss[<Bpemsa>]]

-dir
KIIC
Macka ¢aiisioB

-sd

[-xlongtypel | -nocades] <KIMNC> <macka c¢ainnos>

yKa3arh Manky ¢ QaiiaMmu, coaepKaliuMy MOANUCH, HHAYe — TEKYIIIas;
KIIC aBTopa noamnucu;

CTaHJIaPTHAsI MacKa MPOBEPsEMbIX (aiIoB.

MIPOBEPHTH IITAMIT BPEMEHH Ha MOMCAaHHBIC TAHHbIE (TTOTUCAHHbIN

aTpuOyT);

-SS

BpeMsl

MIPOBEPUTH LITAMI BPEMEHHU Ha MOAMNKUCH (HEMOAMUCAaHHBIN aTpUOyT);
YKa3bIBaeTCs B 4acax; €ClIM YKa3aHO, TO MPOBEPSIET, YTOOKI mTamMn ObLI CACTaH He

PpaHEC YKA3aHHOI'O KOJIMYCCTBA YaCOB Ha3aJd OT TCKYUICIr0O MOMCHTA,;

-xlongtypel

-nocades

MpumMmep:

nposeputh noanuck CAJES-X Long Type 1, KIIC 6ynet npournopupoBas

3aMpPETUTh UCIIO0JIB30BAHUEC BJIOKCHHBIX B IIOMMMUCH JOKA3aTCIILCTB

cryptcp -vsignf -dir \signs -uMyCerts d:\*.doc -sd24
MpoBepuTb BCce dannbl ¢ pacwmpeHneMm «doc» M3 KOPHEBOW MNankKM Aucka «d:», UCMonb3ys
CO34aHHble paHee MOAMNMCUM U3 MNankuM «signs» B KOPHe Tekylwlero Aucka. MNouck ceptudukata Ang

NpoBepKN noAnuceil uckatb B XpaHunuwe <«MyCerts» Tekyllero nosb3oBaTens.

KpoMme 3ToOro,

NPOBEPUTb LITaMN BPEMEHWN Ha NoAnucb (HeMoAnuCaHHbIA aTpubyT) U NpoBepuUTb, YTObbI 3TOT WTaMnM
6bln BblaH HE paHee, YeM CYTKM Ha3aa.

[Job6aBuTb nognuce gaina B 'McxogHblr_danni.sgn' MOXHO KOMaHAOM

[nyTb]cryptcp -addsignf [-dir <nanka>] <KMNC1> <macka ¢annos> [-cert] [-crl] [-der]
[-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck]
[-xlongtypel] [-cadesTSA<URL>] [-pin <naponb>|-askpin]

-dir
KIIC1
-cert
-crl
-der
-sd

-SS
URL

-nostampcert
-stampchaincheck
-xlongtypel

-cadesTSA
URL

-askpin

-pin

napoJb
Macka (paiyioB

yKa3aTh Manky ajs GaiioB ¢ MOANUCIMHI, HHAYE — TCKYIIAs;

KIIC aBropa noamnucu;

T00aBISThH B TIOJITUCH CEPTUPUKAT OTIIPABUTEIIS;

00aBIAThH B MOJIUCH CIIUCOK OTO3BAHHBIX CEPTU(PHUKATOB;

ucnonbs3oBath popmat DER BmecTo BASEG4;

00aBUTH B MOJIMTUCH IITaMIT BpEMEHH Ha TIOIMUCHIBAEMBIE IaHHBIE
(moanucaHHbIN aTpuOyT);

J00aBUTH B MOJIMUCH IITaMIT BpEMEHH Ha TIOJIMUCH (HETIOANUCAHHBIN aTprOyT);
azapec ciryxO0bl mrTamnoB B Buje "http://..." (MOXHO 3a7aTh pa3HbIC ISl OMITUH -
ss 1 -Sd, HO, ecJIM 3a/1aH AJIs OJIHOM U3 HUX, TO UCTOJIb3yeTCs U JJi BTOPOii);
He TpeOOBaTh BKIIFOUEHUS B IITAMIT cepTU(HUKATA CITYKOBI IITAMIIOB BPEMECHH
(ucrmosp3yeTcs BMecTe ¢ -sd u/HiH -SS)

MIPOBEPUTH IIETIOUKY CepTU(HUKATA B MITAMIIC BpEMEHHU

no6aButh noanuck CAdES-X Long Type 1 (eciu nanHbIl napaMeTp 3a1aH,
napamerp -ss OyZeT MPOUTrHOPUPOBAH )

ciyx6a mramnoB Bpemenu st moanucu CAJES-X Long Type 1

azpec ciy>xO0bI mramnoB B Buze "http://..."

3aMpOCHUTH MAPOJh KIFYEBOr0 KOHTEHEepa U3 KOHCOIN

3a[aTh MapoJib KIIOYEBOTr0 KOHTEHHEpa

napoJib K KIIFOYEBOMY KOHTEHHEPY

Macka Jijis 0TOOpa MOIMMChIBaeMbIX (haitioB
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MpumMep:

cryptcp

-addsignf -dir /signs -uMy -dn "E=ivanov@test.ru, CN=Ivanov"

/testdocuments/*.doc
Moanucatb BCe dalnbl C pacwmpeHneMm «doc» m3 aumpekTopum testdocuments ¢ nomoulbto

ceptudmkaTos,
cneaywowmm

KpUTEPUAM:

Haxo4sWwmMxca B XpaHunuuwe <«My» Tekylwero nosb3oBaTens, YAOBNETBOPSIOLLMX

E=ivanov@test.ru, CN=Ivanov. T[oanucu pobaButb B dainbl,

pPacrnonoXXeHHble B ANPEKTOPUU sings, COOTBETCTBYHOLWMNE YCNOBUIO 'MCXO,EleIVI_d)aVIﬂ.Sgn'

2.5. PaboTta c noanucamum

MoanuncaTtb AaHHble N co34aTb COOOLLUEHME MOXHO cneaywouwnm 06pa30M:

[nyTb]cryptcp -sign <KMNC1> [-nocert] [-crl] [-der] [-strict] [-authattr <aTpu6yTr>]n pas
[-attr <aTpmnbyT>]k pa3 [-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck] [-xlongtype1l]
[-cadesTSA<URL>] [-hashAlg <OID>] [-pin <naponb>|-askpin] [-display] <BxoaHoi cpain>

KIIC1
-nocert
-crl

-der
-strict
-authattr
-attr

aTtpulyT

-nostampcert

-stampchaincheck
-xlongtypel
-cadesTSA

URL

-hashAlg

OID

-askpin
-pin
napoJib

-display

BXOJHOM (pait

coo0Ienue

MpumMmep:

<coobweHue>

KIIC aBTopa noamnucu;

HE I00aBJIATH B COOOIICHNE CEPTU(DUKAT OTIIPABUTES;

J00aBJIeHUE CITUCKA OTO3BAHHBIX CEPTHU(PHUKATOB;

ucnonb3oBats popmat DER Bmecto BASE64;

Hcnonb3oBath oaHo3HauHOE kKoaupoBanue DER (a ne BER);

J00aBUThH MOIMUCAHHBINA aTPUOYT B MOJIITHUCH;

J100aBUTh HEMOANMUCAHHBIN aTpUOYT B MOMMKCE;

"<OID>,<¢aiin ¢ 3aK0AUPOBAHHBIM COJEPKHUMBIM aTpuOyTa>"(Ipumep:
"1.2.3,attr.bin™);

00aBUTH B MOJIKCH IITAMI BpPEMEHH Ha MOANUCHIBAEMbIE JaHHbIE (TIOANMCaHHbIHI
aTpuOyT);

J100aBUTh B MOJNKCH HITAMI BPEMEHH Ha MOANUCH (HEMOAMUCAaHHBIN aTpulyT);
aapec cayxO0bl mtaMiioB B Buje "http://..." (MOXXHO 3a1aTh pa3HbIE AJIS OMIIUHN -SS H -
sd, HO, eci 3a/1aH JUTsl OTHOM M3 HUX, TO MCIIONIB3YeTCs U JUIs BTOPOH);

He TpeOOoBaTh BKJIIOUEHUS B IITaMII cepTU(UKATa CIy>KOBI IITAMIIOB BPEMEHH
(ucnonp3yercst BMecTe ¢ -Sd u/wim -SS);

MIPOBEPUTH LIETIOUKY cepTU(]UKATa B IITAMIIE BpEMEHU

nposeputh noanuck CAJES-X Long Type 1, KIIC 6ynet npournopupoBaH
ciyx0a mrammnoB Bpemenu Juist noanucu CAJES-X Long Type 1

azipec ciy>xO0bI mrammnos B Buje "http:/..."

3aJ1aTh AJITOPUTM X3ILIHPOBAHUS

OID anropurMma xsmupoBanust: 1.2.643.2.2.9 nna TOCT P 34.11-94
1.2.643.7.1.1.2.2 nna TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 nna TOCT P 34.11-2012 512 bit

3aMpOCUTh MapoJIb KIFOUYEBOr0 KOHTEHEpa ¢ KOHCOJIH;

3aJ1aTh MapOJIb KIIIOYEBOI0 KOHTEHHEDA;

IIapoJib K KI0YEBOMY KOHTEMHEPY;

BBIBOJMTH HH(POPMALIMIO HAa SKPaH CPEJCTBA JJOBEPEHHOTO OTOOpaKEeHUS
MIO/IITMICHIBAEMBIX JaHHBIX;

daiin, conepkamuii BXOAHbIE JaHHBIE,

aiin, KoTOpeIi OyAET coAepKaTh CO3TAHHOE COOOIIECHHE.
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cryptcp -sign -mMy -dn CemoB -gq5 -nocert -crl -der test.txt test2.msg -
sshttp://cryptopro.ru/tsp/tsp.srf

Moanuncatb coaepxumoe danna «test.txt» m cosgatb nognucaHHoe coobuieHne «test2.msg»
(B 6uHapHOM Buae), He BKJtovawuwee B cebs ncnonblyembin ceptudukaT, HO BKIKOYatoWwee Crncok
OTO3BaHHbIX CEPTU(dUNKATOB LEeHTpa cepTudmKaunm, BblAaBLIEro UCNOAb3yeMbIN cepTudukart. Kpome
3TOro, MOSyYMTb WTaMM BPEMEHM Ha CO34aHHYK MNOANUCb M BNOXWUTb ee B coobuleHne. lMouck
ncnonb3yemoro ceptudmkarta nponcxoamTt cneayowmm obpasom:

1. Haxopatca Bce cepTuduKatbl XpaHunuwa <«JIMYHble» TeKywero noab3oBaTens u
JIOKanbHOro KoMmnoetoTepa.

2. Ecnm nx Hawnocb 6onee natm, 1O - owmbka, MHaye nosb3oBaTento byaeT nNpeasoXeHo
BbI6paTb OAWH U3 HaWAeHHbIX CEPTUPUKATOB.

JobaBuTtb LLMCprBy}O noAnncb B COObLLIEHME MOXHO C MOMOLLbIO Bbi30Ba:

cryptcp -addsign <KIMNC1> [-nocert] [-crl] [-sd<URL>] [-ss<URL>] [-nostampcert]
[-stampchaincheck] [-xlongtypel] [-cadesTSA<URL>] [-hashAlg <OID>] [-pin <naponb>|-askpin]
[-authattr <aTpubyT>]n pas [-attr <aTtpnbyr>]k pa3 <coobujeHue>>

KIIC1 KIIC aBTopa noanucu;
-nocert He 100aBIATH B COOOIIEHUE CEPTUDHUKAT OTIIPABUTEIIS;
-crl  nmoGaBiieHHE CIIMCKA OTO3BAaHHBIX CEPTU(PHUKATOB;
-authattr no6aBuTh MOANHMCAHHBIN aTPHOYT B TIOIHCE;
-attr 106aBUTH HETIOANIMCAHHBIN aTPUOYT B MOAIUCH;

"<OID>,<@aiin ¢ 3aK0AUPOBAHHBIM COJEPKUMBIM aTprOyTa>"(IIpumep:
"1.2.3,attr.bin™);

-sd J00aBUTH B TOJIKCH IITaMIT BpEMEHH Ha TTOANKCHIBAEMBIC JaHHBIC

(moanucaHHbIM aTpUbyT);

-SS  100aBUTH B OJNUCH IITAaMI BPEMEHU Ha MOJIUCH (HEMOANMCAHHBINA aTpUlyT);
URL 2Apec ciyx0bI mtammnos B Buae "http://..." (MOXHO 3aaTh pa3HbIE IS OMIIUH -SS
u -sd, HO, eciu 3a7aH IJIs OJTHOW W3 HHUX, TO UCTIOIB3YETCS U JJIsI BTOPOH);

He TpeOOoBaTh BKIIIOUYEHHUS B IITaMII CepTU(UKATA CTyKObI IITAMIIOB BPEMEHU
(ucnonb3yercst BMecTe ¢ -Sd u/uiu -SS);
-stampchaincheck npoBeputs nenouky cepruukara B mTaMie BpeMeHH
no6asuth noanuck CAdES-X Long Type 1 (eciau nanHbINA napaMeTp 3a4aH,
napameTp -ss OyJ1eT IPOUTHOPUPOBAH)
-cadesTSA ciryx6a mrrammnos Bpemenn st moarmucu CAJES-X Long Type 1
URL anpec cmyx06b1 mrrammos B Buae "http://..."
-hashAlg 3amaTh anropuT™ X3UIHMPOBAHUS
OID OID anropurma xsmmposanusi: 1.2.643.2.2.9 nns TOCT P 34.11-94
1.2.643.7.1.1.2.2 nna TOCT P 34.11-2012 256 bit
1.2.643.7.1.1.2.3 nqna TOCT P 34.11-2012 512 bit
-askpin 3ampocuTh MapoITh KIIFOYEBOTO KOHTEHHEpa ¢ KOHCOJIH;
-pin  3a1aTh MapOIb KIFOYEBOTO KOHTEHHEPA;
napoJib Tapoib K KIFOUYEBOMY KOHTEHHEPY;
coodmenne Qaiin, coaepKanuii CooOIIeHHE.

aTpudyT

-nostampcert

-xlongtypel

MpuMmeuaHue: lMcnonb3syerca uckNuuMTenbHO Ana pobasneHns noanmcM B MNOAMNUCAHHbIE
coobleruns. na TeKCToBbIX Mnu Apyrux amnos He paboTtaeT.

MpumMep:

cryptcp -addsign -m -dn "MBaHoB lNeTp,ivanov@bank.ru" test.msg

Job6aBuTb B noanucaHHoe coobuweHne «test.msg» noanMCb, WMCNOMb3YyS 3aKPbITbIA KM,
CBSI3aHHbIA C CepTUDUKATOM XpaHunua «JIMdHble» («My») NoKanbHOr0O KOMMNbIOTEPA, CoAepXKallMM
B none «Cybbekt» («Subject») noactpokmn «MBaHoB MeTp» n «ivanov@bank.ru». B gobaBneHHyto
noanuce 6yaeT BKAOYEH cepTUdMKaT OTKPbLITOro K/4da aBTopa NnoAnmcu.
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Ynanutb unMdpoByto NOANUCb U3 COOBLLIEHNS MOXHO KOMaHAO0M

-delsign <KMNC1> <coob6weHune>
KIIC1 KIIC aBTopa noamnucuy;

coodmenue Qaiin, cogepKamuii CoodIIeHuE.

MpoBepka undpoBoi noanucm

-verify [<KIMNC> | -verall] [-start] [-sd[<Bpema>]] [-ss[<Bpemsa>]]
<coobuieHne> [ <BbixogHou ¢dann>]

KIIC KIIC aBTopoB noanuceit;
-verall mposepsTs Bce noamnucu (MHa4e — TONBKO noanucu aBropos u3 KIIC);
-start OTKpBITH (3aIyCTHUTH) MOTyYEHHBIH (aii;
_gq TPOBCPHTH LUTAMII BPEMCHH Ha TIOTHCAHHEIC JaHHbIC (moanucaHHbIHI
aTpuoyT);
-SS MPOBEPUTH LITAMII BPEMEHH Ha MOANUCH (HENOJIMCaHHbIN aTprOyT);
YKa3bIBAETCS B YaCax; €CIHM yKa3aHO, TO IPOBEPSET, YTOOBI IITaMIT ObLI
ClIeJIaH He paHee YKa3aHHOTO KOJMYECTBA YacoB Ha3aJl OT TEKYIIEro MOMEHTA,
-xlongtypel mnposepurs noxnuck CAJES-X Long Type 1, KIIC O6yaer npoursopupoBan
-nocades 3ampeTHThH HCIOJIH30BAHHUE BIOKCHHBIX B MOIUCH JOKA3aTEIbCTB
cooOmenne Qaiin, coaepKammii COOOIIeHUE;
BBIXO/IHOI ¢aiin  Qaiin, B KOTOpbIH Oy 1yT 3alIMCaHbl JaHHbBIE U3 COOOLICHMUS.

BpeMs

MpuMmeuanme: Ecnmn B coobuweHun cogepxumtca ceptudumkaT KOro-To U3 aBTOpPOB Moanucen, To
NCNONb3yeTCs UMEHHO 3TOT cepTudmKar.

MpumMmepbi:

cryptcp -verify -dn ivanov@bank.ru test2.msg test2.txt

MpoBepuTb noanucb coobuleHus "test2.msg", MCNoOMb3ys OAVH M3 HaWAEHHbIX CEPTUPMUKATOB B
xpaHnumnumwax "Jinyuole" ("My") n "Opyrmne nonb3osatenn" ("AddressBook") Tekyuwero nonb3osarens,
cogepxawmx B none "CybbekTt" ("Subject") noactpoky “ivanov@bank.ru” n 3anucatb cogepxmmoe
noAnucaHHoro coobueHns B dann "test2.txt".

cryptcp -verify -sd3 test2.msg

MpoBepnTb BCe noanmcm coobuieHmns "test2.msg", ncnonb3lys ceptmdurkaTbl, coaepxalmecs B
coobuweHun. Ecnmn gnga kakon-nmbo noanmcm B coobieHnmn ceptudmkaTt He yaanocb HaUTu, To
noAnucb npoBepeHa He 6yaeT. KpoMe 3Toro, NpoBepuTb WTaMMN BpeEMEHM Ha NOAMNMCAHHbIe
AaHHble (NoAnMCcaHHbI aTpubyT) M NpoBepuTb, YTO6bLI 3TOT WTaMn 6bi1 BblAaH HE paHee, YeM
TpW Yaca Hazaa.

[JobaBuTb HenognMcaHHbIM aTpMbyT B NOANMCH MOXHO C MOMOLLbIO KOMaHAbI

-addattr <KMNC1> [-attr <aTpnbyT>]n pas <coobweHne>

KIIC1 KIIC aBTopa noamnucu;
-attr 1006aBUThH HEMOANUCAHHBIM aTPUOYT B MOJIHUCH;
"<OID>,<¢aiin ¢ 3aKOAMPOBAHHBIM COJCPKUMBIM aTpuOyTa>"(pumep:
"1.2.3,attr.bin");
—coo0mmenne Qaiisr, coaepKamnmii COOOIICHHE.

aTpudyT

MpumMmeuaHue: Vcnonb3lyerca WCKAOUMTENbHO AaAna pobasneHuss nognucu B MoAMUCAHHbIE
coobleHunsa. Ansa TeKCToBbIX UKn Apyrux dannos He paboTaeT.
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2.6. Pabota c ceptudpmnkatamu

CkonupoBaTb cepTudmrKaTbl B 3aAaHHOE XPaHUIIMLLE MOXHO C MOMOLLbI0O KOMaHAbI

KIIC
-dm
-du*
UMA
-df
(paiin
-der

-copycert <KMNC> [-{dm|du}[<uma>]|-df <cpainn> [-der]]

KIIC, xoTopble HaJ10 CKONUPOBATS;

kornupoBanue B xpanunuiie kommnporepa (LOCAL_MACHINE);
konupoBanue B xpanwiuie noib3onatens (CURRENT USER);
Ha3BaHUE KOHEYHOTO XpaHWIHIIA (110 yMoI4anuio “My”);

B KaUEeCTBE XPAHMIIUIIA UCTIONIb3yeTCs (ailn ceprudukara;

ums (aitna;

ucnosb3oBats popmar DER Bmecto BASE64 (Tonbko ¢ kiodom -df).

MpumeuaHume: Ecnm ykasaH knwd -df, To, B cny4yae, ecnum HalaeH TONIbKO OAWH cepTudukar,
cozgaeTtcs dann Tmna «.cer», nHade - «.p7b».

Mpumep:

cryptcp -copycert -u -df a:\MyCerts.p7b
KonupyeT Bce ceptudukaTbl xpaHunuwa <«JimdyHble» («My») Tekywero nosb3oBaTens B dann
«a:\MyCerts.p7b» (B koanposke BASE64).

CkonupoBaTb cepTudUKaT N3 KIKYEBOro KOHTeMmHepa B 3a4aHHOE XpaHUIULLE MOXHO C NMOMOLLbIO
cneayouwen KomaHabl

-provtype
-provname
-cont
-ku*

-km

-ex*

_Sg

-dm

-du*
UM

-df

(daiin
-der

-CSPcert [-provtype <N>] [-provhame <CSP>] [-cont <kOHTeliHep>]
[-ku|-km] [-ex]|-sg] [-{dm|du}[<uma>]|-df <dann> [-der]]

ykazaTh Tun kpunromposaiaepa (N) (mo ymonganuto 75);

yKa3ath uMs Kpuntonposaiiaepa (CSP);

3aaTh UMS KJIIOUYEBOT0 KOHTeiiHepa (110 YMOJIYaHHUIO BBIOOP U3 CIIHUCKA);
UCIIOJB30BaTh KoHTeHHep monb3oBatens (CURRENT USER);
ucnoap3oBaTh KoHTeHHep komnbroTepa (LOCAL MACHINE);
MCIIOJIb30BaTh KJIHOY JUIsl OOMeHa 3an(poBaHHBIMU JAHHBIMU;
UCIIOJIb30BaTh KIIIOY /7Sl pabOThI C MOMUCIMU;

konupoBanue B xpanmnuie kommnbotepa (LOCAL MACHINE);
konupoBanue B xpanuiuiie nois3onareist (CURRENT USER);
Ha3BaHME KOHEYHOI 0 XpaHwiuiia (1o ymondanuio “My”);

B Ka4eCTBE XpaHWIMIIA UCIIOIB3YETCs cooOIIeHue uin (aiin ceprudukara;
ums ¢aiina;

ucnonb3oBath popmar DER BmMecTo BASE64.

MpuMmeuaHue: Ecnu onuua -provhame He ykasaHa, To 6yaeT wucnonb3oBaH nposangep no
yMO4aHUo ykKasaHHoro tuna (-provtype). Ansa onepaumoHHbiX cuctem cemenctea UNIX B kauectse
napameTpa onuum -cont Heo6xoAMMO YyKasbiBaTb WMSA KOHTENHepa BMecTe CO CYMTbiBaTENEM B
dopmate "\\.\numsa_cuutbiBaTensa\mmsa_koHtenHepa” (Hanpmumep “\\.\HDIMAGE\cont_name”).

Mpumep:

cryptcp -CSPcert -km -cont WebServer -df a:\WebServer.cer -der

Konupyet

ceptudmkaT U3 KNUYEBOro KoHTenHepa «WebServer» kpuntonpoBaigepa no

yMon4aHuio Ans Tvna 75 nokanbHoro komnetotepa B danin "a:\WebServer.cer" (B koguposke DER).

Yoanutb cepTudunkaTt n3 xpaHuauiia MOXXHO KOMaHAOoM
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Mpumep:

-delcert <KMNC> [-yes]

KIIC KIIC ynansembIx cepTU(QHUKATOB;
-yeS aBTOMAaTHYECKU OTBEYATh Ha BCE BOMPOCHI «[a».

cryptcp -delcert -m -dn OldServer

Ypansetr Bce

ceptudmkaThbl

XpaHunuwa «JlmyHble» («My») nokanbHOro

cogepxxawme B none «Subject» noactpoky «OldServer».

2.7. PaboTta c 3anpocamu Ha cepTudukaTr

KoMaHaa ansa co3gaHms 3anpoca ceptudukaTta u coxpaHeHune ero B daine PKCS #10.

-creatrqst -dn <RDN> [-provtype <N>] [-provhame <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <OID>] [-ex|-sg|-both] [-ku|-km]
[-cont <uma>] [-silent] [-pin <naponb>|-askpin] [-certusage <OIDs>] [-der]

RDN

-provtype
-provname
-nokeygen
-SMIME
-exprt
-keysize
-hashAlg
OID

-ex
_Sg
-both*
-ku*
-km

-cont
-silent
-askpin
-pin

napoJb

-certusage

-requestlic

-der

-ext
pacumiupeHue
ums ¢paiaa

[-ext <pacwupeHue>]n pas <uma cdana>

cnucok uMmeH nosieit RDN (manpumep: CN, O, E, L) u ux 3Hauenuit
Buaa:<Uwmsillonsa1>=<3naueunellons | >[,<Umsllona2>=<3naueunellonsn2>...]
ykazatb Tun kpunronposaiiaepa (N) (mo ymonuanuto 75);

yKazaTh UMs Kpurnronposaiigepa (CSP);

HCII0JIb30BaTh CYLIECTBYIOIINE KIIOUU U3 YKa3aHHOIO KOHTEIHEPa;

BKJIFOYHUTH Bo3MOkHOCTH S/MIME (110 ymo4anuio — HeT; Toiabko Windows);
MIOMETHUTbH KIIFOYH KaK SKCIIOPTHPYEMBIE;

YCTAaHOBUTH JUIMHY Kito4a (n);

3aJaTh AJITOPUTM X3IIMPOBAHUS

OID anroputrma xamupoBanus: 1.2.643.2.2.9 nus TOCT P 34.11-94
1.2.643.7.1.1.2.2 nua TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 nnss TOCT P 34.11-2012 512 bit

CO3JIaTh/MCIIONIb30BATh KIFOUH I 0OMEHa 3aii(ppOBaHHBIMHU JTaHHBIMU;
CO3/1aTh/HMCIIOJIb30BATh KIIFOUHU TOJBKO JIJIsl paOOTHI C MOAMUCAMU;
CO3JIaTh/MCIIONIF30BATh 00a THIA KIIOYEH;

ucnoibs30BaTh KoHTelHep nois3oBatens (CURRENT USER);

ucnois3oBaTh KoHTeHep komnbioTepa (LOCAL MACHINE);

3a/1aTh UM KJIIOYEBOTO KOHTeliHepa (ecnu 3aaHa onius -nokeygen u He 3a7aHa
omIus -CONt — BBIOOP U3 CIHUCKA);

reHepanus Kitoda 0e3 MoJib30BaTeIbCKOro HHTepdeiica Kpunromnposaiiaepa;
3aIpamrBaTh NapoJib IPU CO3JaHUU KIFOUYEBOTO KOHTEHHEPa ¢ KOHCOIH (TOIBKO
UNIX);

YCTAaHOBUTH MAPOJIb TP CO3/aHUH KITHOYEBOTO KoHTelHepa (Toiabko UNIX);
napoJjb K KIrodeBoMy KoHTelHepy (Toiabko UNIX);

3agaTh Ha3HaueHus ceptudukara (OIDs). Ecin Ha3HaueHU HECKOIBKO, TO UX
HEO0OXOMMO yKa3aTh yepe3 3amsiaTyro (Hanpumep, 1.3.6.1.5.5.7.3.4,
1.3.6.1.5.5.7.3.27);

3aMpocuTh cepTUPUKAT, coaepkaluil pacumpenue ¢ auiensueit Ha Kpunrollpo
CSP. V11 nomxkeH ObITh HACTPOEH Ha BbIJAYy TaKUX CEPTU(UKATOB;
ucnonb3oBath popmat DER BmecTto BASE64;

N00aBUTH PACUIMPEHHE K 3aIIPOCY;

nMs Qaiina ¢ 3akoaupoBanHbIM pacipenneM (BASE64 nnu DER);

ums Qaiina, B KOTOPOM CIIelyeT COXPaHUTh 3a1poc.

KOMMblOTEP],
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MpuMmeuaHnue: Ecnu onuua -provname He ykasaHa, To OyaeT mcnonb3oBaH nposangep no
YMOMYaHuio ykasaHHoro tvna (-provtype). [lanee, ecnu He ykasaHbl onuum -nokeygen u -cont, TO
MMSI KOHTEeMHepa creHepupyeT KpunTtonpoBangep. [Ons onepaumoHHbiX cuctem cemencrtsa UNIX B
KadecTBe napamMeTpa onuum -cont He06Xo0AMMO yKa3biBaTb MMS KOHTENHepa BMeCTe CO CUMTLIBATENEM
B popmaTte "\\.\umsa_cuntbiBaTensas\umsa_koHternHepa” (Hanpumep, “\\.\HDIMAGE\cont_name”).

MpumMep:

cryptcp -creatrgst c:\request.der -provtype 75 -cont Ivanov
-dn "E=ivanov@bank.ru,CN=WBaHoB Metp" -both -ku
-provname "Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider"

Co3patb 3anpoc Ha cybbekT "E=ivanov@bank.ru,CN=VBaHoB lNMeTp", NCNonb3ys OTKPbITbINA KtOY,
CreHepunpoBaHHbIM B KOHTelHepe "Ivanov" Tekylwero nosnb3oBaTensa kpuntonposangepom "Crypto-Pro
GOST R 34.10-2001 Cryptographic Service Provider" (tvn - 75) u coxpaHuTb ero B dann
c:\request.der B koanpoBke Base64. HazHaueHuMs knto4va - NnoanNuchb 1 WndpoBaHme.

YctaHoBKa ceptudukaTa us dainna PKCS #7 nnu daiina ceptudukara.

-instcert [-provtype <N>] [-provhame <CSP>] [-cont <uma>] [-ku|-km]
[-{dm|du}[<umsa>]] [-noCSP] [-pin <naponb>|-askpin] <umsa dainna>

-provtype yxkasate Tun kpunronposaiiaepa (N) (mo ymonuanuto 75);
-provname ykasath uMs Kpunromnposaiiaepa (CSP);
-cont  3agaTh UM KJIIOUEBOr0 KOHTeiiHepa (110 YMOJIYaHHUIO BBIOOP U3 CIIUCKA);
-ku* wucnonezoBaTh KoHTeMHEP monk3oBaTenss (CURRENT USER);
-km wucnons3oBath koHTelHEp KomnbloTepa (LOCAL MACHINE);
-dm ycranoBka B xpanwmmnie komnbiotepa (LOCAL MACHINE);
-du* ycranoBka B xpanunmuiie mosb3oBatesss (CURRENT USER);
HMsI Ha3BaHHE KOHEYHOT'O XpaHHJIMIIA JJIs1 YCTAHOBKH (10 yMom4aHuio «Myy);
-NOCSP  He coxpaHsTh cepTUUKAT B KOHTEHHEpE KPUITONPOBaiaepa;
-askpin  3ampocuTh MapoIb KIFYEBOTO KOHTEHepa ¢ KoHconu (Toibko UNIX);
-pin  3a1aTh Mapoik KIIOYEBOro KoHTeiHepa (Toabko UNIX);
napojb TapoJib K KJIIoueBoMy KoHTeiHepy (Tosibko UNIX);
HE 3anpaluBaTh pa3pelieHne Ha yCTaHOBKY KOPHEBOTO cepTu(uKaTa B
xpanuiuine «/losepennsie kopHeBsie eHTpb» (Root) (Torasko UNIX);
ums daiisia  ums daiina, cogepkaiiero cepTupuKaT

-enable-install-root

MpuMmeuanme: Ecnn ykasaHa onuma noCSP, 1O onuum provname, provtype, cont, km, ku
urHopupytotca. Ecnam onums -provhame He ykasaHa, To 6yaeT wmcnonb3oBaH nposangep no
YMOST4aHUIO yKasaHHoro Tuna (-provtype). [ns onepaumoHHbix cucteMm cemencrtea UNIX B kauvecTBe
napameTpa onuum -cont HeobxoAMMO yKasbiBaTb MMSI KOHTeMHepa BMeCTe CO CuYuTbiBaTeENEM B
dopmate "\\.\numsa_cuutbiBaTens\mmsa_koHTtenHepa" (Hanpumep, “\\.\HDIMAGE\cont_name”).

N3BneveHne nHdopMaunm o HaCTpOMKax NapamMeTpoB yUETHbIX 3anncen nonb3osaTtens Ha YL

-listDN [{-CA <appec LIC>}|{-CPCA <appec LIC>} |{-CPCA20 <apgpec LIC>}]

-CPCA yxka3atb aapec BeO unrepgeiica Kpunrollpo VII;
aapec YI{ Buma \"http://xxx.yyy/zzz\" vmam \"https://xxx.yyy/zzz\";
-CPCA20 yxka3ats anpec BeO unrepgetrica Kpunrollpo V1] Bepcuu 2.0;
aapec YI{ Buma \"https://xxx.yyy/zzz/{folder}\"*;
o6o3nayaer GUID nanku Y[ unu myTh nanku B uepapxuu namnok Y1, npu stom

folder
paszieauTeNIeM UMEH TIarloK B Iy TH SIBJISIETCS CUMBOT ‘|’

16



XKTAAM.00088-01 93 01. Kpunrollpo CSP. ITpunoxenne KOMaHIHON CTPOKU

Perncrtpaumsa nonb3oBaTtens Ha YU

--creatuser [-CPCA <appec YL|>] [-field <ID nonsa = 3HayeHune>]n pas

-CPCA yxkazarb agpec Be6 unrepdetica Kpunrollpo V1I;
aapec YI{ Buma \"http://xxx.yyy/zzz\" vnm \"https://xxx.yyy/zzz\";
-CPCA20 yxkazats anpec BeO unrepdeiica Kpunrollpo V1] Bepcuu 2.0;
aapec YII Buma \"https://xxx.yyy/zzz/folder\"; folder o63nauaer GUID nanku Y11 win
IyTh MANKHA B Uepapxuu nanok YL, mpu 5ToM pasnenuresieM HMEH HarokK B
MyTH SBJISIETCS CUMBOII ‘|’
-field mo6aButh mosie B DN peructpupyemMoro mosib30BaTelis
ID nmonsi  unentudukarop nons DN. Cnincok uaeHTH(HUKATOPOB MOKHO TOCMOTPETh
Komanoi cryptep —listDN

MpumMmeyaHue: Mpu ycnewHoM BbINOJIHEHMM KOMaHAA BO3BpaLlaeT Mapkep BPEMEHHOIO
AocTyna Ana ayteHTudumkaumm Ha YL Kpuntolpo u naponb K Mapkepy BPEMEHHOro AoCTyna

MpoBepuTb, 3aperucTpupoBaH Nn nosib3oeartesb Ha YL

-checkreg -token <ID mapkepa> -tpassword <naponb> [-CPCA <agpec YL|>]

-token 3amaTh Mapkep BpeMEHHOTO JOCTyIA I IPOBEPKH CTaTyca
-tpassword 3amarth mapoiib K MapKepy BpEMEHHOTO JI0CTyTIa
-CPCA yxkazats aapec BeO nunrepdetrica Kpunrollpo V11,
uHaue 310 ajapec "CP CSP Test CA": https://cryptopro.ru/ui
aapec YL Buna "http://xxx.yyy/zzz" unu "https://xxx.yyy/zzz"
-CPCA20 yxkazats anpec Beb untepdeiica Kpunrollpo V11 Bepcun 2.0,n
nHaue 370 aapec "CP CSP Test CA": https://cryptopro.ru/ui
aapec YL Buna "https://xxx.yyy/zzz/

Co3pgatb 3anpoc Ha cepTudukaTt, OTNpaBuUTb €ro B UEHTp cepTuduKaumm, MOAyuYnTb BbIMUCAHHbIN
cepTudukaT M yCTaHOBUTb ero.
[nyTb]cryptcp -creatcert -rdn <RDN> [-provtype <N>] [-provhame <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <OID>] [-{ex|sg|both}]

[-cont <uma>] [-ku|-km] [-certusage <OIDs>] [{-CA <appec LIC>}|{-CPCA <appec YL >}]
[-requestlic] [{-token <ID TokeHa> -tpassword <naponb>}| -clientcert KMNC1 ]
[-{dm|du}[<umsa>]] [-noCSP] [-silent] [-pin <naponb>|-askpin] [-keysize <N>]

[-FileID <Umsa dainna>] [-ext <pacwmpenHmue>]n pas [-enable-install-root]

cnicok umeH noneit RDN (amanpumep: CN, O, E, L) u ux 3HaueHuit Buga:
<Uwmslloms1>=<3nauenuelloms 1 >[,<Umsllona2>=<3nauenunellons2>...]

-provtype yka3arb THI Kpunronposaiiaepa (N) (mo ymoruanuio 75);
-provname yKka3saTh uMs Kpunromnposaiigaepa (CSP);
BKJIIIOYUTH BO3MOXHOCTH S/MIME (110 yMoI4aHHIO — HET; TOJBKO
Windows);
-nokeygen 1CII0JIb30BATh CYIIECTBYIOIINE KJIIOUM U3 YKAa3aHHOIO KOHTEHHEPA;

-exprt TIOMETUTh KIIOYH KaK SKCIIOPTUPYEMBIE;
-keysize yCTaHOBUTH JUIMHY Kito4a (N);
-hashAlg 3a1aTh aNropuTM X3IIMPOBAHUS
OID OID anropurma xsmmpoBanus: 1.2.643.2.2.9 s TOCT P 34.11-94

1.2.643.7.1.1.2.2 nusa T'OCT P 34.11-2012 256 bit
1.2.643.7.1.1.2.3 ana TOCT P 34.11-2012 512 bit

RDN

-SMIME
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-ex CO3/aTh/HCIIOJIb30BATh KIIOUH JJisi 0OMEeHa 3au(ppOBaHHBIMH JaHHBIMU;
-Sg CO3/1aTh/HCIOJIb30BaTh KIFOYH TOJIBKO JUIsl paOOTHI C TIOMUCIMU;
-both* C031aTL/MCIIOIB30BATEL 00a THIIA KIIIOYE;
-ku* ucnonp3oBatk kKoHTelHep nonb3oBaTessi (CURRENT USER);
-km ucnosnb3oBath koHTeHEp komnbioTepa (LOCAL MACHINE);
-cont 3a/1aTh UMS KJIIOYEBOI0 KOHTelHepa (110 yMOJIYaHUIO BEIOOD U3 CIIHCKA);
3anath Ha3HaueHus ceprudukata (OIDS). Ecnu Ha3HaueHHI HECKOJIBKO,

-certusage TO UX HYXHO yKa3aTh Yepes 3arsTyo (Hampumep,

”1.3.6.1.5.5.7.3.4,1.3.6.1.5.5.7.3.2”);
_cp YKasaTh aJipec IeHTpa ceprudukamnmu, naade 3to aapec “CP CSP Test
CA”;
aapec LUC Buna “http:/xxx.yyy/zzz” nim “\\cepep\umsal[C” (cm. "CucreMHsbie
TpeGoBanus”);
-CPCA yka3aTh ajapec Bed nnrepdeiica Kpunrollpo V1I;
agpec YU Bujaa \"http://xxx.yyy/zzz\" wmu \"https://xxx.yyy/zzz\",
-CPCA20 yka3aTh aapec Bed nnrepdeiica Kpunrollpo V11 Bepcun 2.0;
aapec YU Bumaa \"https://xxx.yyy/zzz\";
-tmpl 3amaThk maboH 3anpamuBaeMoro ceptudukara (tonsko Y1 Kpunrollpo
Bepcud 2.0);
mma  Haspanue wm OID ma6nona (toneko YL Kpunrollpo Bepcun 2.0)
UCIOJIb30BaTh MapKep BPEMEHHOTO JOCTyMa JIsl ay TeHTH(PUKAIIUT
-token
Ha Y[ KpunrolIpo;
-tpassword 3a51aTh 11apoJib K MapKepy BPEMEHHOIO JJOCTYIIA;
<Kncy> MCHOIb30BaTh ceprudukar qis ayrenrudukanun Ha YL Kpunrollpo
(tombko mist Unix);
-dm ycranoBka B xpaHwuiuine komnbiorepa (LOCAL MACHINE);
-du* ycraHoBka B xpanunuie nojis3osarens (CURRENT USER);
MMA  Ha3BaHWE KOHEYHOTO XPaHWJIMINA ISl YCTAHOBKH (TI0 yModaHuto “My”);
-noCSP He COXpaHATh cepTUPUKAT B KOHTEHHEPE KPUIITONPOBaiaepa;
_silent CHEPALIA KITIOYA 0e3 MmoJIb30BaTEIHCKOTO HHTEpderica
KpUIITOIIpOBaiiiepa;
-askpin 3anpammBaTh NapoJb IPU CO3IaHUH KIFOYEBOT0 KOHTEHHEpA C KOHCOIU
(Tompko UNIX);
pin YCTaHOBUTH NApOJIb MPHU CO3/IAHUU KITFOUEBOI0 KOHTEIHepa (TOIbKO
UNIX);
naponb [apoJib K KIH0YeBOMY KoHTelHepy (Tonbko UNIX);

-requestlic 3anpocuTh cepTU(UKAT, COACPKAIINN pacIIUPEHUE C TUIICH3UEH Ha
Kpuntollpo CSP. VII nomxen ObITh HACTPOEH HA BbLAAUY TaKHX
CepTHU(HUKATOB;

—Filerp M1 ¢aiina, uCoap3yeMoro JIsl 3alUCH WASHTH(PHUKATOpa 3ampoca B
cilydae

-enable-install-root

-ext
pacwimpeHue

“omyokeHHOM Beiaun’” cepTudukata (cMm. -pendcert). Ecnu daiin e
yKa3aH, To uAeHTH(GHUKATOp OyAET BHIBEJCH HA DKPaH.

HE 3ampaiiuBaTh pa3perieHne Ha YCTaHOBKY KOPHEBOTO cepTudukara B
xpanwnuiie “JloBepenHsie kopHeBbie IeHTph!” (Root) (Tonbko UNIX);
JI00ABUTH pacIIUPEHUE K 3aMpocCy;

ums (Qaiina ¢ 3akoaupoBaHHbIM paciuupenueM (BASE64 unu DER);

MpuMmeuaHue: Ecnm onuusa -provhame He ykasaHa, To OyAeT ucnosib3oBaH npoBanaep no
yMOS4aHulo ykasaHHoro tuna (-provtype). [anee, ecnn He ykasaHbl onunm -nokeygen m -cont, TO
MMs KOHTelHepa creHepupyeT KpunTtonposanaep. Ons onepauuoHHbIX cuctem cemenictea UNIX B
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KayecTBe napameTpa onummn -cont Heo6xXoANUMO yKa3blBaTb UMS KOHTEHEepa BMeCcTe CO CYMTbIBATesIEM
B ¢dopmaTte “\\.\muma_cuutbiBaTena\mmsa_koHTtenHepa” (Hanpumep, “\\.\HDIMAGE\cont_name"”).

[MpoBepuTsb,

HE BbINyWEH U CepTI/I(bMKaT,

3anpoc Ha KOTopbli 6bln OTnpaBneH paHee,

BbIMMCAHHbIN CepTVId)VIKaT M YCTaHOBUTb €ro.

-pendcert [-provtype <N>] [-provhame <CSP>] [-cont <umsa>] [-ku|-km]
[{-CA <appec LIC>}|{-CPCA <appec LIC>} |{-CPCA20 <appec LIC>} ]
[{-token <ID TokeHa> -tpassword <maponb>} | -clientcert KMNC1 ]
[-{dm|du}[<uma>]] [-noCSP] [-FileID <Uma dainna>]

-provtype
-provname
-cont

-ku*

-km

-CA

agpec LIC

-CPCA
aapec YL
-CPCA20
aapec YII

-token
-tpassword
<KIIC1>

-dm
-du*
M1
-noCSP

-FilelD
-askpin

-pin
napoJjb

-enable-install-root

[-pin <naponb>|-askpin]

yka3atb Tun kpunronposaiizepa (N) (mo ymomuanuto 75);

yKazaTh uMs Kpunronposaiigepa (CSP);

3aaTh UMS KIIIOUEBOTO KOHTeiiHepa (110 YMOJYaHHUIO BBIOOP M3 CIIHUCKA);
ucrnosb3oBath koHTelHep nosb3oBatens (CURRENT USER);
ucnosb3oBath Kouternep kommeiotepa (LOCAL MACHINE);

yKa3aTh ajjpec eHTpa ceprudukamnmu, naade 3to ajapec “CP CSP Test CA”;
Buza “http://xxx.yyy/zzz” wiu “\\cepBep\umsL[C” (cm. "CucremHbIe
TpeboBaHus”);

yKazatb aapec BeO unrepdeiica Kpunrollpo VII;

Buaa \"http://XxX.yyy/zzz\" v \"https://XxxX.yyy/zzz\";

yka3zaTh agpec Bed unrepdeiica Kpunrollpo VII Bepcuu 2.0;

Buaa \"https://xxx.yyy/zzzI\";

UCIIOJIb30BaTh MapKep BPEMEHHOTO AOCTYMA JUI ay TeHTH(PHUKAIUN

Ha Y11 Kpunrollpo;

3a/1aTh apoJib K MapKepy BPEMEHHOIO JIOCTYTIa;

HCIIOJIB30BaTh cepTUudUKat 1 ayTreHTrudukanuu Ha Y1 Kpunrtollpo
(tobko st Unix);

ycTaHoBKka B xpanunuiie kommneiorepa (LOCAL MACHINE);
ycTaHoBKa B xpanunuine nosas3oBarenst (CURRENT USER);

Ha3BaHWE KOHEYHOTO XPaHWJIUIIA JIJI1 YCTAHOBKH (110 yMOITYaHuto “My”);
HE COXPaHATH CEPTH(PHKAT B KOHTEHHEPE KPUIITOIIPOBAAEpa;

ums ¢aiina, conepkaiiero uneHtTudukarop 3amnpoca. Ecnu He daitn He
yKa3aH, TO UACHTU(PUKATOP HYKHO OyJIeT BBECTH BPYUHYIO.

3aMpOCUTH TTAPOJIh KIIFOUYEBOT0 KOHTEHHEpa ¢ KOHCOIH (Tonbko UNIX);
3a/1aTh apoJIb KJII0UEBOro KoHTelHepa (Tosibko UNIX);

napoJib K KIro4eBoMy KoHTelHepy (Tonbko UNIX);

HE 3alpalliuBaTh pa3pelIeHNe Ha YCTAHOBKY KOPHEBOTO cepTu(uKaTa B
xparwmie “JlopepeHnble KopHeBbIe IIeHTPHI” (Root) (Tobko UNIX);

nonyynTb

MpuMmeuvanme: Ecnn ykasaHa onuma noCSP, TO onuum provhame, provtype, cont, km, ku
urHopupytotcsa. Ecnam onums -provhame He ykKasaHa, To OyaeT wucnonb3oBaH npoBalaep no
YMOSI4aHUIO yKasaHHoro Tuna (-provtype). [ns onepaumoHHbix cuctem cemencrea UNIX B kauvecTBe
napaMeTpa onuumm -cont HeobxoaAMMO YyKa3sbiBaTb WMMSI KOHTEMHepa BMeCTe CO CyuTbiBaTesieM B
dopmate "\\.\nmsa_cuutbiBaTensa\mmsa_koHTtenHepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

2.8. KomaHpa ansa paboTbl C CEpUNHBIM HOMEPOM NuueH3unmn (Tonbko aAna Windows)

CoxpaHuTb/noKasaTb CEPUIAHBLIA HOMEpP JTIMLLEH3UMN.
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-sn [ <cepuiiHbIi Homep>]

cepuiiHbIii HOMEpP CepuiHbII HOMep, KOTOPBIH HEOOXOIUMO COXPAHUTh (MOXKHO YKa3bIBaTh
KaK C pa3JIeIUTENSIMHU, TaK U 0e3 HUX).

MpuMmeuaHume: [1na Toro 4To6bl NOCMOTPETH COXPaHEHHbI CEPUIAHbBIN HOMEpP, AOCTAaTOYHO YKa3aTb
KoMaHay -sn 6e3 napameTpa. B onepauuoHHbIX cuctemax cemencrtea UNIX komaHpa He
NCNOoJib3yeTCcs.

Mpumep:

cryptcp -sn P020G-Q0010-A5000-01UXA-XUFFD

CoxpaHsieT yKa3aHHbIA CEPUNHBIA HOMEP SINLEH3MM Ha KOMMblOTEpeE.

2.9. YcoBeplweHCTBOBaHHas 3/1eKTPOHHada noAnuch

[TpunoxeHrne KOMaHIHOW CTPOKH TOJIEPIKUBACT BOZMOKHOCTh CO3JIAHMSI YIIYUIICHHOH 3JICKTPOHHOM
nojmucy, coorBercTBytomied cranaapry CAdES (cm. RFC 5126 "CMS Advanced Electronic Signatures
(CAdES)™). MHcmons3oBanue ¢opmara yCOBEPIICHCTBOBAHHONH IMMOAMUCH HMEET 3HAYUTEIbHBIC
MPEUMYIIECTBA, 00ECTICUHBAsL:

e JI0Ka3aTeIbCTBO MOMEHTA MOAMUCH TOKYMEHTA U AEHCTBUTEIBHOCTH CepTUUKATA KIIF0Ya
MOJINCHU Ha 3TOT MOMEHT;

e OTCYTCTBHE HEOOXOJTUMOCTH CETEBBIX 0OpaIlleHHI PU MPOBEPKE MOIIHCH;

e ApXUBHOE XPAaHEHUE 3JIEKTPOHHBIX JOKYMEHTOB;

e IIPOCTOTY BCTPAMBAHUSI.

Jlns nokas3aTenbcTBa MOMEHTA MOJNMCH MCIONB3YIOTCS INTaMIIbl BPEMEHH, COOTBETCTBYIOIIHE
MexayHapogHoit pekomennmamum RFC 3161 "Internet X.509 Public Key Infrastructure Time-Stamp
Protocol (TSP)".

JlokazarenbcTBa JEHCTBUTEILHOCTH CepTU(PUKATa B MOMEHT MOIMUCH 00ECIIEYNBAIOTCS BIOKEHUEM
B PEKBM3MTHI JOKyMEHTa LENOo4Yku ceptudukatoB 10 goBepeHHoro YI[ u OCSP-orsetoB. Ha 3T
JI0Ka3aTeNbCTBA TAKXKE TIOYYaeTCs] MITaMIT BPEMEHH, TOATBEPXKIAIOMINN HMX IEJIOCTHOCTh B MOMEHT
MIPOBEPKH.

[Tpu TakuX yCIIOBHSIX MOSIBISIETCS BOZMOKHOCTE TIPOBEPUTH TOATHCH B PEKUME OTCYTCTBHS CETEBBIX
coeanHenuil, nocryna k ciayx6am OCSP u ciyx0am mramnoB BpeMeHH. Takke BCs JIOTOJHUTENbHAs
uHpOpMANHs XPAHUTCS B PEKBU3UTAX (Qaiijla IMOANMCH, YTO TpedyeTcs Uil apXHUBHOTO XPaHEHUS
9JIEKTPOHHBIX JOKYMEHTOB.

s wcronb3oBaHus  (hopMaTa  yCOBEPIICHCTBOBAHHOM IMOMAIMUCH pEaM30BaHa BO3MOXKHOCTH
NPUMEHEHHS CIEeUUAIbHBIX [apaMeTpoOB IMPH CO3JaHUM, JOOABICHUHM U TPOBEPKE 3SJIEKTPOHHBIX
MTOATHCEN.

Crenyromue aTpu0yThl MOKHO HCIOJIB30BATh MPH paboTe ¢ MOANUCIMU:

-xlongtypel wucnoas3yercs popmar nogamucu CAJES-X Long Type 1
-cadesTSA ykassiBaetcs ciayx0a mrammoB Bpemenu uist noxmucu CAJES-X Long Type 1
-nocades HMCKJIFOYAETCs UCIOIb30BAHUE BIIOKEHHBIX B MOJITUCH JJOKA3aTEIbCTB

MpunMmeuvaHme: [ns paboTbl C yCOBEPLIEHCTBOBAHHOW MoaAMUCbD HeobXxoAMMO Hanuune Ha
koMmnbtoTepe nonb3osatensa MO Kpuntollpo TSP Client n Kpuntollpo OCSP Client ¢ gencreyrowmnmn
NMUEH3NaMUN, KOTOopble BBOAATCA vepes yrnpasneHune nuueHsnamm Kpuntollpo PKI.
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MpumMmep:

cryptcp.exe -sign -dn "CN=WBaHoB lMeTp" -cadesTSA http://tsp.test/tsp_root/tsp.srf -xlongtypel
C:\data\test.txt C:\data\test.txt.logn_sgn

Cosnmare noanuck popmara CAJES-X Long Type 1 mist ¢aiina test.txt, ucrnosap3ys 3aKpbITBIA KITIOY,
CBSI3aHHBIN ¢ cepTudukaToM XpaHwmia «Jluaasie» («My») Tekylero moyib3oBareis, COISPKAIIIM B
moie «Cyowext» («Subjecty) momctpoky «MBanoB IleTpy», ¢ NpOBEPKOM IEMOYKH HAHIEHHBIX
cepTu(UKATOB, HUCIIONB3Yysl CIIy>KOy ITamrnoB BpemeHu http://tsp.test/tsp_root/tsp.srf, u coxpaHuTh
pesynbTar B daiin test.txt.logn_sgn

3. KpuntonpoBangepbl «Kpuntollpo CSP»

CryptoPro CSP 1.1

Uma | Crypto-Pro Cryptographic Service Provider

Tvin 2

CryptoPro CSP 2.0 / CryptoPro CSP 3.6

Uma | Crypto-Pro GOST R 34.10-94 Cryptographic Crypto-Pro GOST R 34.10-2001 Cryptographic
Service Provider Service Provider

Tvin 71 75

CryptoPro CSP 3.0 (kcl1)

Uma | Crypto-Pro GOST R 34.10-94 KC1 CSP Crypto-Pro GOST R 34.10-2001 KC1 CSP

Tvin 71 75

CryptoPro CSP 3.0 (kc2)

Uma | Crypto-Pro GOST R 34.10-94 KC2 CSP Crypto-Pro GOST R 34.10-2001 KC2 CSP

Tvn 71 75

4. Bo3Bpawaemblie KoAbl OLIMOB0OK

Kopn Kon
ownbkn ownbkn OnucaHme ownbkmn
(DEC) (HEX)
536871012 20000064 [ Mano namsaTu
536871013 20000065 [ He yaanocb oTKpbITb hann
536871014 20000066 [ Onepauuns oTMEHEHa NOJsb30BaTeNEM
536871015 20000067 | HekoppekTHoe npeobpa3osaHne BASE64
536871016 20000068 | Ecnn ykasaH napameTp '-help', To Apyrux 6biTb HE AOXKHO
536871112 200000C8 | YKaszaH AnwHun dann
536871113 200000C9 | YkazaH HEN3BECTHbIV KJTOY
536871114 200000CA | YkaszaHa nuwHas KoMaHaa
536871115 200000CB | Ang kno4va He yKasaH napaMmeTp
536871116 200000CC | He ykasaHa KOMaHAaa
536871117 200000CD | He ykasaH Heobx04MMbIN KM
536871118 200000CE | YKasaH HeBepHbIA KoY
536871119 200000CF | MNapameTpoM kntoya '-q' AONXKHO 6bITb HaTypasbHOE YNC/0
536871120 200000DQ | He ykasaH BxogHow dann
536871121 200000D1 | He ykasaH BbIxoAHOW hann
536871122 200000D2 | KomaHAa He Mcnosb3yeT napaMeTp ¢ uMeHeM danina
536871123 200000D3 | He ykasaH dann coobuieHuns
536871212 2000012C | He yganocb OTKpbITb XpaHWInwe ceptudurKaTos:
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536871213 2000012D | CepTtudunkaTbl HE HalAEHbI

536871214 2000012E | HanaeHo 6onee ogHoro ceptudmkaTa (kawy '-1')

536871215 2000012F | KoMaHga nogpa3yMeBaeT UCNob30BaHWE TObKO O4HOr0 cepTudukaTta
536871216 20000130 | HeBepHO yKa3aH HoMep

536871217 20000131 | HeT ncnonb3yembix cepTUdPnKaTos

536871218 20000132 | JaHHbI cepTUdUKaT He MOXeT NPUMEHSTLCS A/ 3TOW onepaumu
536871219 20000133 | Llenmoyka cepTudurKaToB HE NPOBEpPEHA

536871220 20000134 | KpunTtonpoBangep, NoAAEPXUBAOLWNIA HEO6X0ANMbIA aNropuTM He HangeH
536871221 20000135 | Heyga4dHbin BBOA Maposist KAKYEBOro KOHTENHepa

536871312 20000190 | He yka3aHa Macka ¢alijioB

536871313 20000191 | YKasaHbl HECKO/IbKO MacoK dalijios

536871314 20000192 | ®awnbl He HanAeHbI

536871315 20000193 [ 3apaHa HeBepHas Macka

536871316 20000194 | HeBepHoOe 3HaYyeHne X3W-PyHKLMN

536871412 200001F4 | Kntoy '-start' ykasaH, a BbIX0AHOW haiin HeT

536871413 200001F5 | Conepxumoe darina - He noagnMcaHHoe cooblieHue

536871414 200001F6 | HensBecTHbIN anropuTM NOAMNUCHK

536871415 200001F7 | CeptudmkaTt aBTOpa NOANMUCK HE HAKAEH

536871416 200001F8 | NMoanncb He HanageHa

536871417 200001F9 | Noanucb He BepHa

536871418 20000200 [ lTamn BpeMeHn He BepeH

536871512 20000258 [ Cogepxnmoe davina - He 3awndpoBaHHOe coobLieHne
536871513 20000259 | Hen3BecCTHbIN anroput™ WNdpoBaHus

536871514 2000025A | He HanaeH cepTUdUKAT C COOTBETCTBYOLNM CEKPETHbLIM K/1HOYOM
536871612 200002BC | He yganocb nHnumnanmsmposate COM

536871613 200002BD | KoHTeliHepbl He HangeHbl

536871614 200002BE | He yganocb nonyymTb OTBET OT cepBepa

536871615 200002BF | Ceptudumkat He HanaeH B OTBETE CepBepa

536871616 200002C0 | ®ann He coaepXuT naeHTudukaTop 3anpoca:

536871617 200002C1 | HekoppekTHbIV agpec LC

536871618 200002C2 | Mony4eH HeBepHbI Cookie

536871712 20000320 | CepuMHbIA HOMEp COAEPXUT HEAOMNYCTMMOE KOMYECTBO CMMBOJIOB
536871713 20000321 | HeBepHbI KOA NpoayKTa

536871714 20000322 | He yaanocb NpoBepUTb CEPUNHbBIN HOMep

536871715 20000323 [ He yganocb cCOXpaHUTb CEPUMHbIA HOMEP

536871716 20000324 | He yganocb 3arpy3suTtb CEpUMNHbLIN HOMEP

536871717 20000325 [ JluueH3uns npocpoyeHa

11 PUMedYaHHE: KpOMe KOOOB, NPUBCACHHLIX B Ta6J'II/ILIC, IMPUIIOKCHUC MOXKCT BO3BpalllaTb KO 000

cucteMHon ommoku Windows.
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