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AHHOTauunA

HacTosuee PykoBoACTBO AOMNOSHAET AOKYMeHT «XTAM.00088-01 91 01. Kpuntolpo CSP. PykoBoacTBo
aAMUHUCTpaTopa 6e3onacHocTn. Obwas YyacTtb.» npu ncnonb3dosaHnm CK3U nog ynpasnednem OC Linux.

NHCTpyKUMN aaMUHUCTpaTopaM 6e30MacHOCTM U MNOMb30BAaTENAM Pa3fIMYHbIX aBTOMaTU3UPOBAHHbIX
cucteMm, ucnonbsyrowmx CK3U «Kpuntollpo CSP» v 4.0, pgosxHbl paspabaTtbiBaTbCs C ydyeToM TpeboBaHui
HacTosLWero AOKyYMeHTa.

Cnuncok cokpalleHunm

CRL Cnucok oTo3BaHHbIX cepTudunkartos (Certificate Revocation List)
ITU-T Me'>|<ayHapo,quu7| KOMUTET no TeniekoMMmyHmukauusam (International Telecommunication
Union)
IETF Internet Engineering Task Force
AC ABTOMaTM3MpOBaHHasa cucrema
APM ABTOMaTM3MpOBaHHOe paboyee mecTo
rMa MMBKUN MarHUTHbIN AUCK
AcCH [aTumk cnyyamnHbIX yncen
HDD XKeCcTknn MarHUTHbIN AUCK
KTl KoHeuHbIn nonb3oBaTenb
HCA HecaHKUMOHNUpPOBaHHbIA A0CTYyN
ocC OnepaumnoHHas cucrtema
MAK MporpaMMHoO-annapaTHbIN KOMMJIEKC
Mno MporpamMMHoe obecnedyeHne
PerucTpaums D?r?ﬁiosggﬁe%:senenewblx aTpubyToB (aapeca, HoMepa K/to4a, nNpasB UCMOSIb30BaHUS
COBOKYMHOCTb MHCTPYKUMA N APYTrOWA periaMeHTUpytoLwen JoOKyMeHTaumm,
PernameHnT obecneumnBatowen GyHKLUNOHNPOBaHNE aBTOMaTU3MPOBAHHOW CUCTEMbI BO BCEX
pexumax.
CBT CpenctBa BbIUMCINTENBHOM TEXHUKN
DNeKTPOHHbIA LOKYMEHT, NOATBEPXKAAIOLWMNA NPUHAANEXHOCTb OTKPbLITOrO KJtoda nunm
Ceptudukar KJIl04a NPOBEPKMN INEKTPOHHOM MOAMNMUCU U onpeaeneHHbiX aTpubyToB KOHKPETHOMY
aboHeHTy
CepTudnkaums Mpouecc M3roToBneHns cepTudmKaTa OTKpPbITOrO KKO4Ya UAN KoYa NpOBEPKKU
3NeKTpoHHOW noanucu aboHeHTa B LieHTpe cepTudurkKaunm
CK3M1 CpeacTteo kKpuntorpadunyeckon 3awmTbl MHGOpMaLmm
cocC Cnucok oTo3BaHHbIX cepTudukaTtos (Certificate Revocation List)
cC CnpaBo4yHUK cepTde)MKaTOB OTKPbITbIX K/IOYEN U KIoYeN NPOBEPKU 31EKTPOHHOMN
noanucn. CeTeBol CNpaBOYHMK.
uc UenTtp Ceptudukauunu (Yaocrtosepswowmii LieHTp)
P LleHTp Perncrpaunu
34 DNEeKTPOHHbIN AOKYMEHT
aNn DneKTpOoHHasa NoAnucChb
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1. OCHOBHble TEXHUYECKME faHHble 1 xapakTepuctnku CK3U

1.1. MNMporpaMMHO-annapaTHble cpeabl

CK3W «Kpuntollpo CSP» v 4.0 nog ynpasneHnem OC Tuna Linux Ucnonb3yeTcsa B Cleayowmx
nporpaMMHo-annapaTHbIX cpejax:

Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpaMmmHo-anmnapaTHble cpeabl,
yaosneteopstowme ctangapty LSB 4.x (https://www.linuxbase.org/Isb-cert/productdir.php?by Isb):

CentOS 4/5/6 (x86, x64);

CentOS 7 (x86, x64, POWER, ARM, ARM64);

OCb (OS-RT) (x64);

T4 OC AUC ®CCIM Pocecum (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora 25/26/27 (x86, x64, ARM);

Oracle Linux 4/5/6 (x86, x64);

Oracle Linux 7 (x64);

OpenSUSE Leap 42 (x86, x64, ARM, ARM64);

SUSE Linux Enterprise Server 11SP4 (x86, x64);

SUSE Linux Enterprise Server 12, Desktop 12 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);

Red Hat Enterprise Linux 7 (x64, POWER, ARM64);

CunHTe3-0C.PC (x86, x64);

Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);

Ubuntu 17.04/17.10 (x86, x64);

Linux Mint 17/18 (x86, x64);

Debian 7/8/9 (x86, x64, POWER, ARM, ARM64);

Astra Linux Special Edition, Common Edition (x64);

ALT Linux 6/7 (x86, x64, ARM);

AnbT CepBep 8, AnbT Pabouas ctaHumsa 8, Anbt Pabouas ctaHums K 8 (x86, x64, ARM,
ARM64);

ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);
POCA XPOM/KOBAJIbT/HUKENb (x86, x64).

Co cpokaMm akcnnyaTtauum onepaumoHHbIX CUCTEM, B cpede KOoTopbix dyHKkumoHmpyet CK3WU,
MOXHO 03HaKOMUTbLCS NO creaylolweMy agpecam:

http://wiki.centos.org/About/Product

https://fedoraproject.org/wiki/Releases/

http://support.novell.com/lifecycle/
http://support.novell.com/lifecycle/IcSearchResults.jsp?st=-1&sl=-1&sg=1&pid=1000
http://mandriva.ru/resheniya/uslugi/cikl jizni produktov/
http://www.mvista.com/support lifecycle.php

1.2. KntouyeBble HOCUTENU

B kaudecTBe k/0OUYEBbLIX HOCUTENEN 3aKPbITbIX Ko4Yen n knroden 3 MOryT MCnonb3oBaTbCs:
-r™MA 3,5”, USB aucku;

— CmaptkapTtbl GEMALTO (GemSim1, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);

- eToken, Jacarta;

— USB-TokeHbl PytokeH DUIM (Flash, Bluetooth), PytokeH Lite Novacard;

— CMmapTkapTbl PyTokeH Lite SC, PytokeH 3L SC;

- Rutoken S;



https://www.linuxbase.org/lsb-cert/productdir.php?by_lsb
http://wiki.centos.org/About/Product
https://fedoraproject.org/wiki/Releases/
http://support.novell.com/lifecycle/
http://support.novell.com/lifecycle/lcSearchResults.jsp?st=-1&sl=-1&sg=1&pid=1000
http://mandriva.ru/resheniya/uslugi/cikl_jizni_produktov/
http://www.mvista.com/support_lifecycle.php
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- Novacard;

— CMmapTtkaptbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);
— CMmapTkapTta Y2K;

— ESMART Token;

— CMmapTkapTtbl AnmnoT INPASPOT Series, SCOne Series;

— Rosan;

— Paspen HDD M32BM (B Windows - peecTp).

1. B cocTtaB auctpnbytnsa CK3U BxoaaT 6ubnmoteku noaaepxkKm BCEX NEPEUNCNIEHHbIX HOCUTENEN, HO
He BXxoasaT apansepbl ans OC. o BonpocaM nosydeHus apanBepoB Heobxoammo obpallaTbCs K
Npou3BOANTENSAM COOTBETCTBYHIOLWMX YCTPOMUCTB.

2. XpaHeHue 3akpbITbiX katodven Ha HDD M3BM u USB auckax (B peectpe OC Windows, B pasgene
HDD npwu paboTte noa ynpasneHmeM apyrux OC) gonyckaeTcs TONIbKO NpU YCI0BMW pacnpoCTpaHEHUs
L._!| Ha HDD, USB auck wan Ha M2BM ¢ HDD TtpeboBaHuin no obpalleHuto C KAKYEBbIMU HOCUTENSMU
(n.6.7 XTAN.00088-01 91 01. PykoBOoACTBO aAMUHUCTpaTopa 6e3onacHOCTM oblas 4yacTb).

3. Bce BbllenepeyncneHHble HOCUTENN UCMONb3YIOTCSA TONIbKO B KayecTBe MacCMBHOIO XpaHwuauwa
K/HOYEBON MHGOpMauMn 6e3 UCronb30BaHMs KpuUnTorpauyeckmx MexaHu3MOB, peasin3oBaHHbIX Ha
CMapT-KapTe/TOKeHe.

4. lcnonb3oBaHWE HOCUTENEN APYIrUMX TUMOB - TONIbKO MO cornacoBaHuto ¢ ®Cb Poccum.
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2. YcraHoBka anctpubytunsa MO CK3U

YcTaHoOBKa, yaaneHme um obHosneHune MO OCYLWLECTBNAETCA OT UMEHWM MNMoJib30BaTeNd, UMEKoLWEero
npaBa agMMHUCTpaToOpa: noa y‘—léTHOVI 3anmcblo root nam ¢ ncnosb3oBaHMeM KoMaHabl sudo.

CK3U «Kpuntollpo CSP» TpebyeT cnepywoolwenn nocneaoBaTeNlbHOCTU YCTaHOBKW: CHavana
yCTaHaBNMBaeTCA npoBanaep, 3aTeM YyCTaHaBMMBAIOTCHA OCTalbHble MOAY/M, BXoAsdlMe B COCTaB
KOMMNeKTaumu.

B OC Linux ans ycrtaHoBKMW, yaaneHus n obHosneHmsa MO npuMmeHaoTcs naketbl (packages).
MakeT - apxumB AUCTpubyTuBa, coaepxawmii dannbl yCTaHaABIMBAEMOrO MNPUJIOXEHUS U dainbl,
NCNOMb3YOLWNECA MHCTANIATOPOM AN KOH(UrypmpoBaHus cpeibl. B onepaumoHHbIX cucteMax Linux
ncnonblyetca MeHeaxep naketoB RPM (Red Hat Package Manager), KOTOpbin SBASIETCS MOKUM
WHCTPYMEHTOM ANSA YCTAaHOBKMW, yaaneHusi, obHoBneHus u cbopkm NporpaMMHbIX nakeToB. [akeThbl,
npeacTtaBneHHble B BUAe danna C pacluMpeHmeMm .rpm, coaepxaT B cebe HemocpeaCTBEHHO daisibl
MO n nHdopmauunto ans KOHPUryprupoBaHmMsa cpeasbl.

NS yCTaHOBKWM NakeTa MCNosib3yeTcs KoMaHAaa:
rpm -i <cdainn_nakera>
Hanpumep: rpm -i ./Isb-cprocsp-base-3.6.1-4.noarch.rpm

Ons yaoaneHns naketa MCNonb3yeTcs KoMaHaa:
rpm -e <uMs_nakera>

Hanpumep: rpm -e Isb-cprocsp-base-3.6.1-4
MMS nakeTa MOXET He BK/Io4YaTb BEPCULD.
Hanpumep: rpm -e Isb-cprocsp-base

Ha OC, ocHoBaHHbiXx Ha Debian (Debian/Ubuntu), ans ycTaHOBKM MNaKeTOB WCMOJfb3yeTcs
KoMaHAa:

alien -kci <dain_nakera>
Hanpumep: alien -kci ./Isb-cprocsp-base-3.6.1-4.noarch.rpm

Ha OC, ocHoBaHHbIX Ha Debian (Debian/Ubuntu), ansa ycraHoBkn 32-6UTHbIX NaKeToB Ha 64-
6uTHYI0 OC MCNONb3yeTcsa KoMaHaa:

dpkg-architecture -ai386 -c alien -kci <c¢ain_nakera>
Bo3MOXHO, noTpebyeTcs yCTaHOBUTbL NporpaMMy alien us ctaHgaptHoro penosutopus OC.

Ha OC, ocHoBaHHbix Ha Debian (Debian/Ubuntu), ans yaaneHms nakeToB MCNO/b3yeTcs
KOMaHAa:

dpkg -P <umsa_nakerta_6e3_Bepcun>
Hanpumep: dpkg -P Isb-cprocsp-base
®dalnbl U3 NakeToB yCTaHaBNMBalTCsa B /opt/cprocsp.

MakeTbl 3aBUCAT APYr OT Apyra, NO3TOMY [O/XKHbl YCTaHaBIMBATbCA MO MOPSAKY C YUYETOM
3TUX 3aBUCUMOCTEN, a yAansaTbCs B 06paTHOM nopsake. YCNOBHO MOXHO CUYMTaTb MpaBWUSIbHbIM
nopsAKOM TOT, KOTOpPbI OnuMcaH B Tabnnue 3aBMCUMOCTEN U Ha3HAYEHUS MaKeToB.

MakeTbl MOryT 6bITb HE3ABUCUMBIMW OT apXxuTekTypbl (noarch B MMeHu danna nakera), Toraa
OHW YyCTaHaBnMBAKTCA Ha by apxutekTypy. [lakeTbl MoryT ObiITb npeAHasHayeHbl A4
apxutekTypbl IA32 (i486 B nMeHn ¢danna nakerta), a Takxke ansa apxutektypbl AMD64 (x86_64 B
nMeHn arna nakerta), Torga OHWM ycTaHaBnmBatoTcs Ha OC, cobpaHHYK NoA COOTBETCTBYHOLLYHO
apxuTtekTypy. Yacto 64-6utHole OC ogHOBpEMEHHO MoAAEPXUBAOT U 32-6UTHbIE NMPpUIOXeHnsa, n 64-
6uTHbIe, Toraa Npm Heo6xXoAMMOCTM MOXHO yCTaHaBAuBaTb oba KoMmnnekTa. VICKao4YeHneM sSBNsTCS
ApaliBepbl — OHW YCTaHABNMBAKOTCA B TOYHOM COOTBETCTBUM C apxuTekTypon aapa OC.
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B OC Linux mMoaynu sgapa He obnapatoT 6WHapHOM COBMECTUMOCTbIO, OHWU MNpMBSA3aHbl K
KOHKpeTHoM Bepcum sigpa OC. Mo3ToMy MoAy/ib siapa NOCTaBASETCS B BuAEe NakeTa .Src.rpm. Takomn
TUM NakeTa NO3BONSET cobpaTb MOAY/b ANS HYXHOW Bepcun aapa. s ero yCTaHOBKMU crieayeT npw
nomowu rpmbuild cobpaTb U3 nakeTa .src.rpm 06bIYHbIMA NaKeT .rpm, a 3aTeM YCTaHOBUTb MakeT .rpm
TakK Xe KaK oCTasbHble MaKeThbl.

Ha 6onblnHCcTBE ANCTPMBYTHMBOB CHOPKY NakeTa .rpm MOXHO OCYLLECTBUTb KOMaHAO0M:
rpmbuild --rebuild --define "kernel_release “uname -r' " <nyTb Kk ¢haiiny nakera>

Ona  cbopku Tpebyercs, u4TO6bl Ha MawuHe ObIMKM  yYCTaHOBNEHbl cpeacTBa CcOOpKU
(KoMNMNATOp), a TakXe 3aronoBOo4YHble dannbl Aapa. 3aronoBo4vHble dannbl g4pa  AOKHbI
HaxoanTtbcsa B /lib/modules/ n 06bIYHO MX MOXHO YCTaHOBWTb B COCTaBe COOTBETCTBYHOLWEro nakeTa
13 penosntopus anctpubytuea.

Tak Kak Hanunume CpeacTB OTNaAKM M pa3paboTKM Ha CMCTEMAx, B KOTOPbIX 3KCMNyaTUpyeTcs
CK3W, HeponycTnMo, agMuHucTpaTtop (paspabotumk MK3WN) gonxkeH cobpaTb makeT Ha cneuuasbHOM
BblAeNeHHOM paboyeM MecTe M obecnedynBaTb €ro AOBEPEHHYIO YCTAHOBKY B LIE/IEBYIO CUCTEMY.

Tabnuua 2.1 - 3aBUCUMOCTU M Ha3Ha4YeHnsa nakeTos (418 NPOCTOTbl ONUCaHbl 32-6UTHbIE NaKeTbl).

MMa nakeTa 3aBMCUMOCTH Ha3Ha4yeHune naketa

MakeTbl ANs NpeABapUTeNIbHON YCTaHOBKM

cprocsp-compat-altlinux Maker coBMectumoctn ¢ OC  AltLinux,
yTCHaBanmBaeTcsa nepebiM — A0 Isb-cprocsp-
base.

cprocsp-compat-splat Maker coBMectuMocTh ¢ OC  SPLAT,
yCTaHaBnMBaeTca nepsbiM — A0 Isb-cprocsp-
base.

sobol Opavieep ana Cobonsa. Tpebyerca npum

HasM4ynmM yCTpomncTBea.

Obsa3aTesnbHble NakeTbl

Isb-cprocsp-base Isb ba3oBbIli NakeT, yCTaHaB/IMBAETCS MepBbIM,
€C/TN TOJIbKO He HYXHbl compat-nakeTbl.

Isb-cprocsp-rdr Isb-cprocsp-base OCHOBHbIE MPUJIOXEHUSA, CUMTbIBATENN WU
AC4.

Isb-cprocsp-capilite Isb-cprocsp-rdr CAPILite, nporpamMmbl u 6ubnunoteku Ans

BbICOKOYPOBHEBOW paboTbl ¢ KpunTorpadmuen
(ceptudukaramm, CMS...).

Isb-cprocsp-kc2 Isb-cprocsp-rdr MpoBanpgep KC2, ycTtaHaBnMBaeTCsi TOJIbKO
TaM, rae B 3TOM eCTb He0bx0AMMOCTb. B aTOM
cnydae Isb-cprocsp-kcl He cTaBuTcS.

JononHnTenbHble NakeTbl

cprocsp-rdr-gui Isb-cprocsp-rdr, Motif, | 3anpoc napons n gpyrme GUI-gmuanoru.
X11

cprocsp-rdr-pcsc Isb-cprocsp-rdr, pcsclite Moaynn noapnepxku PCSC-cuntbiBaTEnem,

cmapT-kapT (PUK, Ockap, Marucrpa...).
Isb-cprocsp-rdr-sobol Isb-cprocsp-rdr, sobol Moaynb noaaepxku Cobons.
Isb-cprocsp-devel Isb-cprocsp-base MakeT ansa paspaboTumka.
cprocsp-drv Isb-cprocsp-base [OpansepHas 6ubnnoTteka.
cprocsp-drv-devel Isb-cprocsp-devel MakeT ans paspaboTumka ApaniBepoOB.
cprocsp-stunnel Isb-cprocsp-base YHuBepcanbHblih SSL/TLS TyHHEenb.
cprocsp-rdr-emv Isb-cprocsp-rdr Moaynb nogaepxku EMV
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3. O6HoBneHune MO CK3U

Ona obHoBnernms MO CK3WM Ha OC Linux Heob6xoauMmo:

—  3aMNOMHUTb TeKYLY KoHpurypauuo CSP;

* Habop yCTaHOBMIEHHbIX NAKETOB;

* HACTpOWKK npoBangepa (47159 NPOCTOTbl MOXHO CcoXpaHuTb /etc/opt/cprocsp/config[64].ini);
— ypanuTb wTaTHbIMKN cpeacTteamm OC Bce nakeTbl CK3U;
— YCTaHOBWUTb aHasorm4yHole HoBble nakeTbl CK3U;

— MNpu HeobxoAMMOCTM BHECTU M3MEHEeHUs B HacTpomku (MOXHO nocmoTpeTb diff craporo u
HoBoro config[64].ini);

—  KJIOUYM U cepTUdMKaTbl COXPaHAKTCA aBTOMaTUYECKM.
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4. Hactpomnka CK3U

4.1. JocTtyn K yTunute ans Hactponkn CK3U

Hactponka CK3W ocywecTBasieTcs ¢ NOMOWb yTUAUTbI cpconfig, KOTopass BXOAUT B COCTaB
anctpubytmBa M pacnonoxeHa B Aupektopuun /opt/cprocsp/sbin/<Ha3BaHue_apxuTekTypbl>. Ecnm
yCcTaHoBneHbl nakeTbl CK3W ana AByX apxuTekTyp, Hanpumep, ia32 u x64, TO AencTtBus no
HaCTPOMKE HY>XHO NPOBOANTb ABa)kAbl — ANA KaXA0W apxXUTeKTypbl cpconfig-oM M3 COOTBETCTBYIOLLEN
nanku.

4.2. BBOA CEPUMNHOIO HOMEpa NULEH3nu

Mpn yctaHoBke nporpaMMHoro obecnedeHns «Kpuntollpo CSP» 6e3 BBOAa JINLEH3NU
Nnob30BaTesio NpeaoCcTaBAseTCs JMLUEH3MSA C OrpaHMYeHHbIM CPOKOM AeNCTBUSA. NS UCnonb3oBaHUs
Kpuntolpo CSP nocne okKOH4YaHWUs 3TOr0 Cpoka noJib3oBaTeslb AO/IKEH BBECTUM CEPUMHBbIA HOMep C
6naHKa NMUEH3MK, NOMYYEeHHOM Yy opraHmsaunm-paspaboTumka wanm opraHmsauum, MMerLlen npasa
pacnpocTpaHeHus npoaykTta (aunepa). Ansg npocmoTpa nHdopMaumm o IMLEH3UN BbIMONHUTE!

# cpconfig -license -view

[na BBOAA NULIEH3UW BbINOJHUTE:

# cpconfig -license -set <cepwuiiHbIi_HOMep>

CepuitHbI HOMep crneayeT BBOAUTb C COBMI0AEHNEM perncrtpa CMMBOJIOB.

4.3. Hactpomka obopyaoBaHus CK3U

YTunuta cpconfig Takxe npegHasHayeHa ANS WM3MEHeHUs Habopa YCTPOWCTB XpaHeHus
(HocuTenen) n cUNTbIBaHUSA (CUYMTbIBATENEN) KIOYEBOM MHMOPMALNU N AATUYUKOB ClyYaMHbIX YUCEN.
MpenycTaHoOBMEHHbIMU ABNAOTCA cunThiBaTenu flash-Hocutenen n obpas AnMcKeTbl Ha XXECTKOM AUCKe.

[ns npocMoTpa CnNMcKa HaCTPOEHHbIX CYMTbIBaTENEN:
# ./cpconfig -hardware reader -view

CuunTbiBaTENb AMNCKET HE YCTAaHaBAMBAETCS MO YMONYaHWUIO, TaK Kak Npu OTCYTCTBUM AUCKETHI B
AWCKOBOAE NepevYncneHne KOHTEMHEpPOB CUNbHO 3ameanseTrcsa. Ons anobaBneHuUs cuyuTbiBaTeNs
OUCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"
Ons npocMoTpa cnmcka HacTpoeHHbIxX JCY:

# ./cpconfig -hardware rndm -view

Ons nobaBneHMsa NCNONb30BaHUSA BHELLHEN ramMmMmbl:

# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis_1
/var/opt/cprocsp/dsrf/db1/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

TakxXe Hago ckonmpoBaTb (aisbl C AAHHbLIMW, MOJSIlyYEHHbIMU Ha "APM BbipaboTkn BHeLLHEN
rammbl", MNOMIOXKM, 4YTO OHKM nexaT B /tmp/db[1,2]:

# cp /tmp/db1l/kis_1 /var/opt/cprocsp/dsrf/dbl/kis_1
# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Ons pabotbl co cunTbiBaTeneMm PC/SC Tpebyetcs nakeT cprocsp-rdr-pcsc. Mocne nogkno4yeHums
CunTbIBaTENS Y3HANTE UMS YCTPOMCTBA:

# /opt/cprocsp/bin/ia32/csptest -card -enum
Gemplus GemPC Twin 00 00
Total:
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[ErrorCode: 0x00000000]

Onsa nobaBneHnsa cuMTbiBaTENS UCMONb3YNTE 3TO UMS:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"
Ons nonydyeHmns nogpobHon cnpasku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware —help

4.4, YCTaHOBKa NapaMeTpoB XYpHanmpoBaHus

CK3MN nossonsier cobupaTb OTNagoOuYHYylO  MHGOpMAUMIO WM WUMEET  BO3MOXHOCTb
MpoOTOKONpOBaHMsa cobbitnin. WHpopMaums 3anmcblBaeTcss B CUCTEMHLIA XXypHan (06bl4HO B
/var/log/messages). CyuwiectByeT BO3MOXHOCTb U3MEHEHWUS HACTPOEK XXYPHaJMpPOBaHUA PasINYHbIX
mMoaynen npoaykrta. CyllecTByeT BO3MOXHOCTb WM3MEHEHUS YPOBHS XYPHanMpoBaHus U dopMaTa
BbIBOAVMbBIX OT/NIaA04HbIX COObLEeHWI. s nony4vyeHus cnpaBkmM No HAaCTpOMKaM XypHaJanpoBaHus:

# cpconfig -loglevel -help

Moaynu, Ans KOTOpbIX NOAAEPXUBAETCS XYPHANINpOBaHMe:
CpCsp - 94p0 KpunTonposanaepa

capil0 - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyxb6a xpaHeHus kntoden (KC2)
libssp - TLS

cppkecs1l - PKCS11
cpdrv - gpanBep
dmntcs

4.5. HacTtpoinka kpuntTonpoBangepa no yMosad4aHuto

[ns npocMoTpa TMNOB AOCTYMHbIX KPUMTONPOBaAEpPOB:

$ ./cpconfig -defprov -view_type

s npocMoTpa CBOMCTB KpUNTOMpOBanaepa Hy>XHOro Tuna:

# ./cpconfig -defprov -view -provtype <provtype>

[Ons ycTaHOBKM rnpoBangepa Mo yMOAYAHWUIO A8 HYXXHOro Tuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provhame>
Ons nonyyeHns MeHM nposaikgepa No YMOSYAHUIO ANS HYXHOro Tuna:

# ./cpconfig -defprov -getdef -provtype <provtype>

4.6. BktoyeHme pexumMa yCUAeHHOro KOHTPOJIS UCMOIb30BaHMS Ko4en

PeXuM ycuneHHOro KOHTPOsIS MCNOSb30BaHUA KOUYeln obecneymBaeT OCyLeCcTB/IeHne
KOHTPOJIS CPOKa AENCTBUSA AOTOBPEMEHHbIX K/THOUEN 3NEKTPOHHOM NoAMNUCKU U Kto4YeBoro obMeHa,
KOHTPO/IS AOBEPEHHOCTM KJTHOUEN MPOBEPKN 3NTEKTPOHHONM MOAMNUCU U KOHTPOJIS KOPPEKTHOIO
MCNO/Ib30BaHUS NPOrpaMMHOro AgaTtymka ciay4daiHbix ymcesn. MNMocne ycnewHon nHcTannsauum
Heo6Xo4ANMO BKOUUTb AaHHbIN PEXWM, BbINOSIHUB KOMaHAY:

#./cpconfig -ini "\config\parameters' -add long StrengthenedKeyUsageControl 1

Onsa obecnedyeHns KOppekTHOro yYHKLUMOHMPOBaHUS NpoBanaepa B YacTu BbipaboTku
3/IEKTPOHHON MOAMNUCK, @ Takxe paboTbl C BPEMEHHbLIMKU K/KO4YaMM (B YaCTHOCTM, Ans paboTbl B
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pamkax TLS-coeanHeHnsa 6e3 ayTeHTUdUKALUN KNNEHTA) U reHepaunm CydYyanmHbiX AaHHbIX
Heobx0AMMO NPOM3BECTU BbIPAabOTKY AONTOBPEMEHHBIX K/HOYEN MK 3aNyCTUTb YTUINTY csptest:
# ./csptest -keyset -verifycontext -hard_rng

Mcnonb3oBaHue CK3U 6e3 BkIOYEHMS peXnmMa yCUNEHHOIo KOHTPOJIA NCMNOJ1Ib30BaHUA Knouen
pa3pelwaeTca UCKNYNTESTIbHO B TECTOBbLIX LiENSAX.

-12 -
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5. YcraHoBKa conyTCTBYIOLWMX MNaKeTOB

Ona nepegaum no cetn 3anpocoB Ha cepTudukatbl, CRL 1 T.n., a Takxe 4159 MOoAAEPXKMU
OOMOJSTHUTESbHbLIX  K/OYEBbLIX CUYMTbIBATENen W HocuTener MoxeT noTpeboBaTbCs YCTaHOBKA
AOMNOJSTHUTESbHbIX MaKeToB.

Ecnu conyTcTByloWME MaKeTbl CKayuBaloTCcs M3 WMHTepHeTa, Heo6xoAMMO MOATBEPAUTb WX
LeIOCTHOCTb, MpPOBEpMB MOAMUCL MAW X3W. Ecnm MCTOUYHMK He obecrneymBaeT TakMe MexaHWU3Mbl,
NOMNYCKAeTCs MCMNOMIb30BaHWE MakKeToB TOMbKO C AUCKA C AUCTpubyTnBoM CK3WU, rae 3T MexaHu3Mbl
ncnonb3ytoTca. Ha Ancke nakeTbl iexar B nanke \extra.

Ha ceptuduumpoBaHHble ®CTIK anctpubyTtmebl ALTLinux 3anpeliaeTtca CTaBUTb MNakeTbl U3
cetn (HanpuMmep, C ucnonb3oBaHmem apt-get).

5.1. bubnunoteka libcurl

Mcnonb3yeTcs ana nepegaym 3anpocos Ha ceptudukatel, CRL n 1.n. no cetw.

C canta paspabotumka npoekta http://curl.haxx.se/ MOXHO ckayaTb MakeT C MCXOAHbIMMU
TEKCTaMKU ANs CaMoCTosITENIbHOW cHbopku. Kak nmpaBuio, TaM Xxe ecTb 32-6uTHble BepCUM BUHApPHbIX
NnakeToB M nHoraa 64-6utHole.

Mpowe Bcero noctaBuTb 6M6ANOTEKY BCTPOEHHBIM MEHEeA)KePOM MaKeToB.

Ha ALTLinux, Debian, Ubuntu:

# apt-get install curl

Ha CentOS, Fedora, LinuxXP, RedHat:

# yum install curl

Ha SuSE:

# yast -i curl

Mocne yctaHoBKKM 6MBNMOTEK HAAO 3apernMcTpnpoBaTb NyTU K HMUM. Hanpumep:

#  /opt/cprocsp/sbin/ia32/cpconfig -ini "\config\apppath' -add string libcurl.so
/usr/local/lib/libcurl.so

#  /opt/cprocsp/sbin/amd64/cpconfig -ini  '\config\apppath' -add string libcurl.so
/usr/local/lib/64/libcurl.so
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6. CocTtaB 1 Ha3HaveHune koMnoHeHT MO CK3U

6.1. bazoBblie mogynun CK3U
MO CK3W copepxuT cnegywowmne 6a3oBblie Moaynn:

libcsp — AnMHamMmnuyecku 3arpyxaemasa 6ubnmoteka «Kpuntollpo CSP».

libcspr - 6ubnuoteka paboTbl ¢ yaanéHHbiM «Kpuntollpo CSP».

drvcsp — AMHaMM4ecku 3arpyxaemblii Moayb S4pa.

libssp — 6ubnmnoTteka nogaep>Xku Moayns ceteBon ayteHTudukaumm «Kpuntollpo TLS».
cpverify — MoAy/lb KOHTPOSS LLEeNIOCTHOCTHU.

wipefile - moaynb yaaneHunsa ¢anios BMecTe C COAEPXMMbIM.

cryptcp - npunoxeHue ansa nognucu n wndposaHms dalinos.

certmgr - yTunuta KOMaHAHOM CTPOKW ANS yrnpaBneHus.

cepTudumnkaTamu, cnuckammn otsbiBa ceptudunkaTos (CRL) n xpaHunuwamu.

stunnel - npunoxeHue ansa cosgaHnsa TLS-TyHHens.

B Ha3BaHusax guctpmbytnsos CK3U ncnonbaytotcs cnegytowme ob6o3HaveHns:
CPRO - npedwukc;

CSp — KpunTonposanaep;

drv — 3arpyxaembin Mmoaynb saapa OC;

[d] - onuMoHanbHO — yKa3blBaeT Ha AOKYMeHTauuto (TeCToBble NMpUMepsbl);
i386 — nnatdopma Intel.

6.1.1. bubnnoteka libcsp

Bubnnoteka libcsp peanusyet uenesble pyHKUMN KpunTtorpaduryeckon 3awuTbl HDOpMaLNK,
paboTy C KAYaMu, AOCTYMN K KHOUYEBbLIM HOCUTENSM.

6.1.2. bubnuoteka libcspr

bubnnoteka libecspr obecneunBaeTr  ypaneHHblil  AocTyn K  KpunTonpoBawnaepy,
(YHKUMOHMPYIOLEMY KaK OTAENbHbIA CEPBUC.

6.1.3. [lpaneepHas 6bmubnmnoteka drvcsp

bubnuoteka drvcsp, ncnosb3lyemas B KayecTBe AMHAMMYECKU 3arpyxaemoro moayns siapa
OC, peanumayer uenesble dYyHKUMN KpunTorpaduyeckonm 3awuntel wuHdopmaumm (Kpome
dhopmmpoBaHusg II1) u paboTy C ka4amMu.

6.1.4. Moaynu ceteoli ayteHTudmkaumm Kpuntollpo TLS

Moaynb libssp o6ecneunBaeT peannsauunto NpoToKosa ceTeBor ayTeHTUdukaumn Kpmuntollpo
TLS. O6wee onuncaHme NpoTOKOSa nMpuBedeHO B AokyMeHTe «XTHAM.00088-01 91 01. Kpwuntollpo
CSP. PykoBoacTtBo aaMuMHuUcTpatopa 6e3onacHocTn. ObLwasa yacTb».

Mpotokon TLS (RFC 2246) ucnonb3yeTcs AN 3aliuTbl COEAUHEHUN B KIIMEHT-CEPBEPHbIX
TEXHONOrnsX.

lMporpamMmMHoe obecnedeHne «Kpuntollpo TLS» saBnsetcs peanumsaumen npoTtokona TLS wu
ncnonb3yer Kkpuntorpadpuueckne dyHkumm Kpuntollpo CSP ana obecnedeHma npouecca
ayTeHTudmnkaumm m wndpoBaHusa Tpadmka Mexay KINEHTOM U CEPBEPOM.

6.1.5. Moaynb cpverify

Moaoynb cpverify npeaHasHayeH A7 KOHTPOAS UENOCTHOCTM npu  yctaHoBke CK3U wu
dyHKUMoHMpoBaHum MO CK3N Kpuntolpo CSP Ha MN3BM nonb3osaTens.

6.1.6. Moaynb wipefile

Moaynb wipefile ncnonbsyerca gnsa yganeHus dansioB BMECTeE C COAEPXMMbIM MPU WTATHbIX
M HewTaTHbIX (CBONMPOBAHME) CUTyaLUaX.
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6.1.7. Moaynb cryptcp
Moaynb npegHasHadeH ans paboTtbl C cepTudMKaTaMm C UCNOSb30BAHUEM MHGPACTPYKTYpbI
OTKPbITbIX  K/to4yen, LwndpoBaHus/pacwumdpoBaHms coobueHnin, coaepxawmxca B  dannax,

Co34aHuMs/NPOBEPKN SNEKTPOHHbIX NOAMUCEN U X3WKMPOBaHMA cooblieHni, cogepxawmxcsa B danne
wnu rpynne ¢dannos.

6.1.8. Moaynb certmgr

Moayfb MOXeT YyCTaHaBnMBaTb, yAaNsiTb, PacKoAMpOBaTb, 3KCMOPTUPOBaTb WM oOTobpaxaTb
ceptudurkatbl am CRL 13 dhainnoBoro xpaHunuiia namn KnYeBoro KoHTelnHepa.

6.1.9. Moaynb stunnel

Moaynb ana cosgaHusa TLS-TyHHens, npegHasHadeHHoro Ang cosgaHusa TLS 3awmueHHoro
COoeaMHEHNS Mexay KMeHTOM U nokanbHbiM (linetd-3anyckaeMbiM) nnn yaaneHHbIM cepBepoM.

6.2. Moaynu noacmuctembl nporpamMmHon COK

6.2.1. Moaynb libcapi20
Moaynb libcapi20 ucnonb3yeTtcs Ana ynpaBneHms ceptudukaTtaMm OTKPbITbIX KOUYEN, a Takxke
ansa obecnedyeHns BbINOMHEHUS KpUNTOrpauuyecknux 3anpocoB Ha yYpoBHe uHTepdelica CryptoAPI v.
2.0. NHTepdenc moaynsa capilite apnaerca noamMmHoxecTBoM nHTepdeinca CryptoAPI v. 2.0.
6.2.2. bubnunoteka librdrrdr
Bbubnuoteka librdrrdr obecneumBaeTr yHUdUUMPOBAHHLIAN MHTepdenc AoCTyna K K/4YeBbIM
HOCUTENSAM BHE 3aBUCUMOCTU OT UX Tuna.
6.2.3. Moaynu gocryna K KOHKPETHbIM TUMaM KJIloUYEBbIX HOCUTENEN U CUYUTbIBaTeNen:
e librdrfat12 K Auckosoay un auckete 3.5" n pasaeny XecTkoro amcka;
e librdrpcsc K cunTbiBaTENAM CcMapTKapT n eToken, nogaepxusarowmm nutepdenc PC/SC;
e librdremv K K/to4YeBbIiM HocuTensam EMV n Gemalto.
6.2.4. bubnuoteka librdrsup
Bubnunoteka librdrsup obecneunBaeT peanmsaumio obWMX DYHKUMIA AOCTYNA K Pas3MUHbIM
YCTPOCTBaAM XpPaHEHUS KITIOYEBLIX HOCUTENEN.
6.2.5. Moaynu AaTtumkoB CnyyanmHbIX Yyncen
bubnnoteka librdrrndm obecneumnsatoT nogaepxky pabotbl ¢ pusndeckum ACH nporpaMMHoO-
annapaTHoOro KoMmnsekca sawmntbl ot HCA.
6.2.6. bubnuoteka libasnldata nogaep>xkn npotokona ASN1

Bbubnuoteka libasnldata cogepxut dyHKUMM Npeobpa3oBaHms CTPYKTYP AaHHbIX B MAaLUMHHO-
He3aBMCMMOE MpeacTaBiEeHNE.
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7. BcrpamBanue CK3U B npuknagHoe MO

Mpwn BcTpameanmn CK3U «Kpuntollpo CSP» v 4.0 B npuknagHoe nporpammHoe obecrneyeHue
OO/MKHbI BbINONHATbCA TpeboBaHua pasgena 17 pgokymeHTa «XTAM.00088-01 91 01. Kpwuntollpo
CSP. PykoBoacTBO agMMHuUcTpatopa 6e3onacHoctn. Obwas yactb» 1 gokyMeHTa «XXTAN.00088-01 96
01 PykoBoACTBO nMporpaMmMmncTa».
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8. TpeboBaHMsi MO OpraHM3aLMOHHO-TEXHNYECKUM N aAMUHUCTPATMBHbLIM MepaMm
obecneveHuns akcnnyaTaumm CK3U

[OMKHbI BbIMONHATLCA TpeboBaHMA MO OpraHM3auUMOHHO-TEXHUYECKMM U aAMUHUCTPATUBHbLIM
mMepaM obecrnedyeHus 6esonacHoctn akcnnyataumm CK3W B obbeme pasgenoB 15 m 16 goKyMeHTa
«XXTAN.00088-01 91 01. Kpuntollpo CSP. PykoBoACTBO aaMuMHUCTpaTopa 6e3onacHoctn. Obuwas
yacTb».

8.1. O6wme Mepbl 3awmTbl oT HC MO ¢ yctaHoBneHHbiMM CK3U ana OC Linux

Moa ynpaeneHneM UNIX-nogo6bHbIX onepauMoHHbix cucteM CK3W «Kpuntollpo CSP» MoxeT
MCNONb30BaTLCA C NpOrpaMMHbIM obecrnedyeHmemMm:

— Trusted TLS (Digt).

Mpn wucnonb3oBaHum CK3UM noa ynpasneHnem OC Linux HeobxoaMMO npeanpuHATb
OOMONHUTENbHbIE  Mepbl  OPraHuM3auMoOHHONO0 UM TEXHUYECKOro XxXapakTtepa U BbIMOAHUTb
AOMNOSIHUTESNbHbIE HACTPOMKM OMEpauMoOHHOM cucTeMbl. lpu 3TOM [AO/MKHA pellaTbCcs 3ajava Kak
obecneyeHns pononHUTeNbHOM 3awmTbl cepeepa U OC ot HC/, Tak n obecneyeHns 6ecnepebonHoro
pexuMa paboTbl U UCKOYEHUS «OTKa3a B 06CNYXMBAHUM», BbI3BAHHOMO BHYTPEHHWUMU NPUYUHAMMU
(HanpuMep - nepenosiHeHUeM daroBbIX CUCTEM).

K opraHm3auMOHHO-TEXHUYECKNUM MepaM OTHOCATCA:

- obecneyeHne pusmyeckon 6esonacHocTm MNIBM (cepsepa);

— YCTaHOBKa NporpaMMHbIX 06HOB/IEHWNA;

— OpraHusaumsa npoueaypbl pe3epBHOro KONMPOBaHUS U XPaAHEHUST pe3epBHbIX KOMUA.
— JononHutenbHble HacTporikn OC Linux KacakTca cneaytoulero:

— OrpaHuM4YeHue A0CTyna nosib3oBaTeniel U HAaCTPONKM MONb30BATENbCKOrO OKPYXEHUS;
— OrpaHu4yeHune ceTeBbIX COEANHEHN;

— OrpaHu4YeHuns Npm MOHTUPOBaHMN PanNoOBbIX CUCTEM;

— OrpaHn4YeHmns Ha 3anycK NMpoLeccos;

— KOHTpPOsb 3arpy3kn OC 1 KOHTPOJIb LLEeIOCTHOCTU CUCTEMHOIO M NPUKIAAHOrO NPOrpaMMHOro
obecneyeHuna pomxkeH obecneuymBaTbCsl MPU MOMOLLUX MpPOrpaMMHO-annapaTHOro KOMMJeKkca 3aluThl
ot HCL (cMm. cooTBeTCTBYlOWMIN pasgen B AokyMeHTe "XTAWM.00088-01 91 01. Kpuntollpo CSP.
PykoBoacTtBo agMuHucTpaTopa 6esonacHoctn. Obwas 4yacTb."), 4TO O3HA4YaeT:

1. obecneyeHne KOHTPONA AOCTyna npu noMowu uaeHTUudUKaumm nonb3oBaTens c
ncnonb3oBaHneM cuctemol Touch Memory;

2. BbINOJIHEHME 3arpy3kn ¢ GUKCUPOBAHHOIO HOCUTENS MOC/IE ero KOHTPOSIS;

3. obecneyeHne KoHTponsa uenoctHoctu OC w©“  NpuKNagHOro  MpoOrpaMmMHOro
obecneyeHns 40 3arpy3Ku Ha 3arpy3o4HOM AUCKE U APYTUX NOAKIOYEHHbIX AUCKaX.

—B CNydae OTCYTCTBMS MOMOLWM MNporpaMMHo-annapaTHOro Komnjaekca 3awutel oT HCA
KOHTPOJIb LLeIOCTHOCTU MPOBOANTCS C MOMOLLbIO YTUNUTBI cpverify.

— AOMOJIHUTENbHbIE HAacTponkn sagpa OC;

— HaCTpOWKa CeTeBbIX CEPBUNCOB;

— OrpaHu4yeHmne Konm4yecTesa "BMamMmMon nssHe" nHpopMmaumm o CUCTEME;
— HaCTpoiKa NoACUCTEMbI MPOTOKOIMPOBAHNSA N ayanuTa.

8.1.1. OpraHm3aunoHHO-TEXHUYECKNE Mepbl

1. C uenbio UCKIYEHUS BO3MOXHOCTM 3arpy3ku OC, OT/IMYHOM OT yCTaHOBMIEHHOM Ha HDD
N3BM, M3BM wun ycTpohcTBa 3arpy3kum [AOMKHbI ObiTb oOnedaTaHbl. [lonxeH 6biTb obecneveH
Heob6XoANMbIA KOHTPOJIb LIe/IOCTHOCTM NeyaTen.

2. ObecneveHne dpunsmyeckomn 6e3o0nacHOCTN cepBepa

Cne,qyeT MCKNKYNTb BO3MOXHOCTb A0CTyNna HEABTOPMU30BAHHOIO nMepCoHa/sla K KOHCOH,
CcncrtemMe NnTaHma U AONOJIHUTENbHbIM YCTpOVICTBaM, NOAKNMKOYEHHbIM K 3allMllaeEMOMY CEPBEPY NYyTEM
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yCTaHOBKK 060pyAoBaHMS B CneuuvasbHO BblAeNIEHHOE M 3anMpaeMoe nomeuweHue (annapaTtHy unm
CEepBEPHY0 KOMHATY).

Ona  uncknwodyeHmss cboeB  KOMMbIOTEPA, BbI3BAHHbIX OTK/IIOYEHMEM  3/1EKTPONUTAHUS,
HeobxogmMo obecneunTb 2NeKTponuTaHue cepBepa OT MWCToYHMKa 6ecnepeboMHOro nuTaHms
AOCTaTOYHOM MOLWHOCTU. Kak MWMHMMYM, MOLWHOCTM 6atapei MCTOYHMKa becrnepebomHOro nuTaHus
OO/MKHO XBaTaTb Ha BPEMS A0CTAaTOYHOE A/19 KOPPEKTHOro aBTOMAaTMYECKOro 3aBeplueHust paboThl
cepsepa.

3. OpraHusaums npoueaypbl pe3epBHOro KONMPOBaHUS U XPaHEHUSI pe3epBHbIX KOMUIA.

Mpwn onpeaeneHMn pernaMeHTa pe3epBHOr0 KOMMPOBAHMA W XPaHEHUS pe3epBHbIX KOMui
cnepyet obecneunTb OTBETCTBEHHOE XpaHEeHWe pe3epBHbIX KOMNUIA B 3annpaemMblix cendax (wkadax) um
onpeaenuTb npoueaypy BblAayn pe3epBHbIX KOMUA OTBETCTBEHHOMY MepPCOHasny M YHUUTOXEHMUS
BbllWeaLwmnx n3 ynotpebneHms Hocutenen (1eHT, O4HOKpPaTHO 3anucCbiBaeMbIX AUCKOB M Np.).

CraHgapTHbIMWM MepaMn NO OpraHu3aunm OTBETCTBEHHOIO XpaHEHUsS HOCUTENEN BASIOTCA:
— MapKWpoOBKa HOCUTenNewn;
— COCTaBJlIeHME OMNUCU XPaHUMbIX HOCUTENen C yKasaHueM CepuiiHbiX (MHBEHTApPHbIX)
HOMepoB, AaT 3anucu HocuTenen, dammnmen COTpPyAHMKA, CO34aBLUero KOnuiw Ans
KaXkgoro wkada(cenda);
— nepuoamnyeckasl ceepka onmcm n cogepxmmoro cendos (wkados);
— OpraHmsauuns OTBETCTBEHHOIO XpaHEHUS U Bblaauun Kouen ot cendos (wkados);
— BO3MOXHoOe onevaTtbiBaHue (onsiombupoBaHue) celicdos(wkados).

— YHMYTOXEHMEe Bblleawnx u3 ynoTpebneHmss HocuTenem p[OJSIKHO MPOM3BOANTLCS
KOMWCCUEN C COCTAB/IEHNEM aKTa 06 YHUUTOXEHUMN.

4. B cucTeMe perncTpumpyeTtcs oAvH nofb3oBaTesb, obnagatowmnii npasamm agMUHUCTPATOpPa,
HOCSALWMN UMS root, Ha KOTOporo Bo3naraercs 06a3aHHOCTb KoHUrypuposaTb OC Linux, HacTpanBaTtb
6e3onacHocTtb OC Linux, a Takxe koHdurypuposaTb MN3BM, Ha KoTopyto ycTtaHoBneHa OC Linux.

5.04ns nonb3oBaTens root BbI6MpaeTcs  HaleXHblA Maposib  BXO4a B CUCTEMY,
YyOOBNETBOPAKOLWNIA cneayowmm TpeboBaHWSM: A/IMHa MNapofisi He MeHee 8 CUMBOMOB, cCpeau
CMMBOJIOB Maposis AO/DKHbl BCTpeYaTbCs 3arfiaBHble CMMBOJIbI, MPOMUCHbIE CUMBOMbI, UUGPbI U
cneuunanbHble CMMBOSbI, CPOK CMEHbl Maposis HEe peXe OJIHOro pasa B Mecsl, AOCTyn K Maposio
OOJIKEH 6bITb 06ecrneyeH TobKO agMUHUCTPATopPY.

6. Monb3oBaTento root AOCTYMHbI HACTpoOKMKKM Bcex nonb3oBatenen OC Linux, KoTopble OH
MOXEeT  npocMaTpuBaThb, penakTupoBaThb, yAansaTb, cosgasaTb. Bcem nonb3oBaTensm,
3apernctpuvpoBaHHbiM B OC Linux, nonb3oBaTenb root B COOTBETCTBUM C MOMAUTUKOMN 6e30macHoOCTH,
NPUHATOM B OpraHusauumun, AaeT MMHUManbHO BO3MOXHblEe ANS HOpManbHOW paboTbl npaBa. Kaxabli
nonb3osatens OC Linux, He 4BNAKWMACA nofb3oBaTenemMm root, MOXeT npocMaTpuBaTb W
pefakTUpoBaTb TO/IbKO CBOWM YCTAaHOBKM B paMKax Mnpas AOCTyna, Ha3Ha4yeHHbIX eMy Mnosib3oBaTesieM
root.

7. Bcex nonb3oBaTtenen [1DBM, KOTOpble He TMOJb3YKOTCS AaHHOW CUCTEMOW, WU BCeX
CTaHOapTHbLIX Mofnb3oBaTenen, Kotopble co3gatoTcs B OC Linux BO BpeMsi yCTaHOBKM (Takux, Kak
"sys", "uucp", "nuucp", n "listen"), kpome nonb3oBaTens root, cnegyeTt yaanub.

8.B OC Linux cywecTtBylOT uWCNONHsAeMble Qansbl, KOTOpble 3anyckalTcad C npaBamu
nonb3osatens root. 2T dannbl MMelT ycTaHoBMeHHbI dnar SUID. Monb3oBatenb root AosmKeH
onpegenutb, KakumMm un3 3Tux dannos B paMKax onpeaeneHHoW B opraHusaumu MnoJUTUKK
6e3onacHoCTK He TpebyeTca 3anycKk € aAMUHUCTPATUBHbLIMKU MOSIHOMOYMSAMKU, U C MOMOLLbIO cbpoca
¢dnara SUID poskeH CBECTU KOAMYECTBO TakMX (pansioB K MMHUMYMY. 3anyck ocTtaBmxcsa daininos C
yCcTaHoBneHHbIM pnarom SUID gomkeH KOHTPOAMPOBATLCA Nosb30BaTeneM root.

9. Mpu ncnonblosaHum CK3U «Kpuntollpo CSP» Ha MN2BM, noakntouyeHHbIX K 06WeaoCTynHbIM
CETAM CBA3U, AOJIXKHbI 6bITb npeanpuHATbl AOMNOJIHUTENIbHbIE MEpPbLI, NCKIK4YalWne BO3MOXHOCTb
HEeCaHKLMOHUPOBAHHOIo AOCTYyMa K CUCTEMHbLIM pecypcaM WUCroJib3yeMbIX OMepauMoHHbIX CUCTEM, K
MporpaMMHOMY ob6ecneyeHunto, B OKPYXEHUM KOTOpOoro GyHKUMOHMPYT CK3W, n K KOMMNOHEHTaM
CK3W €O CTOpOHbI yKa3aHHbIX CEeTeMn.

10. MpaBo poctyna Kk paboumm MectaMm C yctaHosfieHHbIM 10 CK3U «Kpuntollpo CSP»
npeaocTaBnsieTCcsa TOSIbKO /MuaM, O3HAaKOMJIEHHbIM C MNpaBwiaMu MONIb30BaHMS W U3YUMBLUUM
3KCMAyaTaUuMOHHYIO AOKYMEHTaUUIO Ha NporpaMMHoe obecneyeHne, nMerllee B cBoeM coctase CK3U
«Kpuntollpo CSP».
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11. Ha TexHM4yeckux cpeacreax, oOcHaweHHbix CK3M, [O0MKHO UMCNoMb30BaThCs TOJIbKO
JIMLEH3NOHHOE NporpaMMHoe obecneuerHmne GupM-nNponsBoanTENEN.

12. B BIOS onpenensitoTca YCTaHOBKW, UCKOYAtOLWME BO3MOXHOCTb 3arpy3ku onepaumoHHOM
CUCTEMbI, OT/IMYHOM OT YyCTaHoBfeHHONW Ha HDD: oTKAl4yaeTcs BO3MOXHOCTb 3arpy3kum C rmbkoro
ancka, npueoga CD-ROM u npoyne HecTaHpapTHble BUAbl 3arpy3kn OC, BKIKOYAA CETEBYHO 3arpysKy.
He npumeHstoTca NM3BM c BIOS, nckntoyalowmMm BO3MOXHOCTb OTK/TIOYEHUS ceTeBOn 3arpy3ku OC.

13. CpeactBamu BIOS pgonxkHa 6blTb MCKAKOYEHA BO3MOXHOCTb OTK/IIOYEHUS MOJSib30BaTeNsaMuU
ISA-ycTpoincte n PCI-ycTpoicTB. 19 UCKAKOYEHUS 3TOM BO3MOXHOCTM Bxoa B BIOS 3BM posxeH
ObiTb 3aWMLEH NaposeM, K KOTOPOMY NpeabsaBnaloTcsa Te e TpeboBaHUs, 4TO M K Naposto
nonb3osatens root. Maponb ana sxoga B BIOS goskeH 6biTb M3BECTEH TONIbLKO MOMb30BaTeNtO root u
6bITb OT/INYHBLIM OT Naposs nosb3oBaTtensa root ans exoaa B OC Linux.

14. [Oo 3arpy3km OC gomxeH 6biTb peanin3oBaH KOHTPOAb LESOCTHOCTU (hansioB, KPUTUUHbIX
anga 3arpysku OC un nporpammbl CPVERIFY.

15. Mpu 3arpy3ske OC pomxkeH O6biTb peann3oBaH KOHTPO/Sb LEOCTHOCTM MPOrpaMMHOro
obecneueHunsn, Bxogsawero B coctaB CK3U «Kpuntolpo CSP», camoin OC M BCeX WCMOSHSAEMbIX
dannos, dyHKUMOHMPYOWMX coBMecTHO ¢ CK3W ¢ ncnonb3soBaHnem nporpammbl CPVERIFY.

16. CpeactBamm BIOS posmkHa 6biTb MCKAKOYEHA BO3MOXHOCTb paboTel Ha DBM, ecnu BO
BpeMs ero HayasibHOW 3arpy3Kun He NMpoxoasT BCTpOoeHHble TecTbl DBM (POST).

17. Ha M3BM yctaHaBnuBaetcsa Tonbko oaHa OC. Ha lM2BM He ycTaHaBnmMBalwTCA CpPeacTs
pa3paboTtkn m otnagku MO. Ecnn cpeactBa oTnaAKM MNPUAOXKEHUA HYXHbI A8 TEXHONOrMYeCKMUX
norpebHocTelr  opraHuzauMm, TO WX  UCNOMb30OBaHWE  AO/MKHO  6bITb  CAHKLUWMOHWPOBAHO
aAMUHUCTpaTopoM 6e3onacHocTu. B nwboM cnydae 3anpellaercs MCNonb3oBaTb 3TW CpeacTBa A4
NpocMOTpa M pefakTUpoBaHMA Koda W NaMAaTW MpuioxeHui, mcnonedyowmx CK3U «Kpuntollpo
CSP». CnepyeT nsberatb nonagaHuna B CUCTEMY NpOrpamMmM, NO3BOMSAOLWMX, NOMb3ysacb owmnbkamm OC,
noay4yaTtb npueuaerum root.

18. JomxHo 6bITb orpaHmyeHo (c y4yeToM BblibpaHHOW B OpraHusauum MOJINTUKMK
6e30MacHOCTX) MCNoNb30BaHME MOMb30BaTENs MM KOMaHA cron n at — 3anycka KoOMaHj B yKa3aHHoe
BpemMs.

19. [lomkHO 6bITb peann3oBaHO (pu3nyeckoe 3aTupaHme CoAepXMMOoro yaansembix dannos C
ncnonb3osaHueM nporpaMmbl Wipefile ns cocrasa CK3U.

20. JomkHbl 6bITb OTK/IOYEHbI BCE HENCMNOJIb3yEMblE CETEBbIE MPOTOKOJbI.

21. B cnydae noaknto4deHus M3BM ¢ ycraHoBneHHbiM CK3W k o6wenoctynHbiM ceTam
nepegayn AaHHbIX AO/KHO 6bITb OTK/OYEHO MCrMonb3oBaHme JavaScript, VBScript, ActiveX n apyrmux
nporpaMMHbIX O6BEKTOB, 3arpyXaemblX M3 CeTu, B NpuKIagHbiX nporpammax 6e3 npoBeaeHUs
OOMONHUTENbHbIX TEMAaTUYECKNX UCCNEeA0BaHU.

22. lomkHbl  6bITb  MPUHATBI Mepbl MO  WUCK/KOYEHUK HECAHKLUWOHUPOBAHHONo A0CTyna
MOCTOPOHHUX NNL, B NMOMELLEHUS, B KOTOPbIX YCTaHOBJIeHbl TexHu4eckue cpeacrtesa CK3U «Kpuntollpo
CSP», no poay cBoen [AeATeNbHOCTU He SABASALWMXCA MepcoHanoMm, AOoNylweHHbIM K paboTe B
YKa3aHHbIX NOMELLEHUNSAX.

23. [lJomkHO ObITb 3anpeweHo ocTaBnAaTb 6e3 KOHTPOAS BblUMCAUTENbHbIE CPeAcTBa, Ha
KoTopbiX 3kcnnayatupyetca CK3UM «Kpuntollpo CSP» nocne BBoaa k4eBOM MHGopMauun. [Mpu
yxoae nonb3oBaTensd c paboyero Mecta AO/MKHO MCMONb30BaTbCA aBTOMaTUYECKOoe BKOUeHune
NaposibHOM 3aCTaBKMU.

24. N3 cocTaBa cMCTEMbI AO/MKHO BbITb MCKNOYeHO ob6opyaoBaHWE, KOTOPOEe MOXET Cco34aBaTb
yrpo3y 6e3onacHoctu OC Linux. Takxe Heobxoammo wusberatb MCNOAb30BaHUS HeCTaHAApPTHbIX
annapaTHbIX CPeACTB, UMEKLWMX BO3MOXHOCTb BNNATb Ha PyHKUMOHUpoBaHue M3BM mnnan OC Linux.

25. Nocne mnHctannauum OC Linux crnenyeT yCTaHOBUTb BCe peKOMeHAOBaHHbIe MpOrpamMMHble
o6HOBMIEHNS U nNporpaMmMHble 06HOBNEHMUS, CBA3aHHblIe ¢ 6€30MacHOCTbIO, CYLECTBYOLWME HAa MOMEHT
MHCTanNAaummn.

26. Ha BCce aupekTopuu, copepxawme cuctemHble dannbl OC Linux u katanorm CK3MU,
Heobxo0AMMO YCTaHOBWUTbL Mpasa AOCTyna, 3anpellarlue BCeM MNonb3oBaTensM, Kpome Bnagensbua
(Owner), 3anucob.

27.B cBSi3M C TeM, 4TO aBapuWHbIA daMn OMepaTUBHOW MaMATU MOXET coaepxaTb
KpunTorpaduyeckn onacHyrw uHdOpMauuio, B MpUKAaAHbIX Mporpammax, ucnonb3ykowmx CK3U,
cnegyet OTK/IIOUYUTb BO3MOXHOCTb €ro Co3gaHumsi C MnoMoubio dyHKuum setrlimit ¢ napameTpom
RLIMIT_CORE=0.
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28. B OC Linux ucnonb3yeTcsa BuMpTyanbHas namaTtb. O6nactb BMpTyasnbHOM NaMATUM AOSKHA
O6bITb OpraHm3oBaHa Ha otaesnbHOM HDD. Mo okoH4yaHum pabotbl CK3U copepxmmoe BUPTyasibHOM
namMaTn AOJ/IKHO 3aTMpaTtbCs C ucnosb3loBaHmeM cpeacts OC. B cnyyae aBapuiHoro ocraHosa M2BM,
npu cnepytowen 3sarpyske Heobxoammo B pexume “single user” ounmctutb 06n1acTtb BUPTYyanbHOM
namaTn nporpammoint wipefile, Bxogsuwen B coctaB CK3U Kpuntollpo CSP. B cnyyae Bbixoaa M3 CTpos
HDD, Ha KOTOpOM HaxoauTcs obnacTb BUPTyasibHOW MaMsaATW, KpuUnTorpaduueckue Kawum noanexar
BbiBOAY W3 aenctBus, a HDD cuuTaetrcs He nognexawmm peMoHTy. DToT HDD yHuuTOXaeTca no
npaBuaaM YHUUTOXEHUS KITHOUYEBbLIX HOCUTENEN.

8.1.2. JononHutensHble HacTporku OC Linux

Hactponkn OC Linux BbINOMHATCA NyTeM pegakTupoBaHusa (yaaneHusi, pobasnieHus)
pa3NIMYHbIX KOHPUIYPaAUNOHHbIX U KOMaHAHbIX (hannos.

Ons coxpaHeHMs BO3MOXHOCTM «OTKATUTb» BHECEHHble W3MEHEHMUS C/eayeT COXPaHSATb
Moamdununpyembole dannbl B «6e3onacHOM» MecTte (Ha BHELWHeM HOCuTene WM Ha He MOHTUPYeMO
aBToMaTuydeckn ¢hannoBon cucreme).

OrpaHu4yeHue goCTyna nojb3oBaTenen M HaCTPOMKM MOAb30BATENLCKOr0 OKPYXEHUS
HacTpolika Nnonb30BaTeIbCKOr0 OKPYXEHUS 3aKI04aeTcs B Ceayowmx AeCTBUAX:

1. B dainne /etc/login.defs cneayeT ycTaHOBUTb cneayowme ANPEKTUBDI:
PASS_MAX_DAYS=30 (napameTp 3a4aéT MakcMMasbHOe BpeMS UCMNOMb30BaHUS Napons)

PASS_MIN_DAYS=30 (napameTp 3apaéT MWHMMasIbHOE KOAMYECTBO AHeN Mexay CMeHaMWu
napons)

PASS_MIN_LEN=6 (ycTaHaBIMBaeT MUHMMASIbHYIO AJIMHY Napons)

2. B danne /etc/profile yctaHoBUTb 3HaueHnss umask=022 (napamMeTp 3a4aeT Macky Co34aHus
darina no-ymondaHuto)

3. Ans nonb3oBaTens root yCTaHOBUTbL MacKy pexuma co3gaHus dannos 077 nnu 027:
umask 077 (umask 027);

4. Otpepaktuposatb dann /etc/shells n nomectMtb B HEro MMeHa TONbKO ANs TeX
ncnonHsiembix darnos obosiovek, KoTopble yCTaHOBMEHbl B cucteme. o yMon4vaHuio, coaepxummoe
danna /etc/shells moxeT 6bITb TaKNM:

/bin/csh

/bin/tcsh

/bin/sh

/bin/bash

5. Yaanutb dann (ecnm oH cywecteyeT) /.rhosts.
6. YpanuTtb cogepxumoe danna /etc/host.equiv.

7. OTpepaktnpoBatb ¢dann /etc/pam.conf ¢ wuenbto 3anpeta rhosts-ayTeHTuduKaunn.
BbinosHsAeTCa KOMMEHTMPOBAHUEM BCEX CTPOK, coaepXalumx noactpoky "pam_rhosts_auth.so".

8. MpoBepuTb umAaeHTUGUKATOPbI MONb30OBaTeENss W Tpynnbl AN BCEX MoNib30BaTenen,
nepedncneHHblx B danne /etc/passwd. Cneagyetr ybeauTtbCs, 4TO He CyLleCTByeT Mofib3oBaTenen,
nmerowmx unaeHtTudukatop nonb3osatens 0 wn unaeHtTudukatop rpynnbl 0 Kpome, BO3MOXHO,
nosnb3oBartensd root.

9. Co3patb nepeyeHb MpOrpaMM, KOTOpble 3amnyckaloTcs C npaBaMy aaMUHUCTpaTopa, W
KOHTPOJINPOBaTb €r0 HEM3MEHHOCTb;

10. 3al'lpeTMTb perncrtpauumto B CUCTeEME HOﬂbBOBaTeﬂeVI, nMewwmnx cneayrumne <<C}'IY)Ke6Hb|e
MMEHa>

daemon uucp

bin nuucp
Sys listen
adm listen

Ip nobody
smtp noaccess
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[encTBne BbINOMHAETCA NyTeM YykasaHusa B daine /etc/passwd ctpoku '/bin/false’ B none
shell-nporpamMmbl 1 ykasaHusa cumBosa 'x' B nose napons.

OrpaHnyeHmsa Npuv MOHTUpPoBaHMK HanaoBbIX CUCTEM

OrpaHnyeHns Npu MOHTUpPOBaHMK (aNOBbLIX CUCTEM peanm3ylTcsa pegakTMpoBaHueM danna
/etc/fstab:

YcTaHoBUTbL onumio nosuid Npy MOHTMpoBaHUK HannoBOW CUCTEMBI /var.

Mpn MHCTaNNaUMKM CUCTEMbI CrieayeT BblAennTb Ansa gannosbix cuctem /, /usr, /usr/local, /var
pa3Hble pasaenbl AMcKa AN npeaoTBpalleHns nepenonHeHns KpuTudHbelX dannosbix cuctem (/, /var)
3@ Cc4yeT, HanpuMmep, MNONb30BATENbCKUX JAaHHbIX W obecrnevyeHus BO3MOXHOCTU MOHTUPOBAHUSA
hannoBON CUCTEMBI /USK B PEXMME «TOJIbKO AJ1S1 UTEHUS».

OrpaHuyeHns Ha 3anycK NpoLEeccoB

CnefyeT OrpaHmMunMTb WCNOAb30BaHWe B CUCTEMe MJAaHWMPOBLUMKA 3adad Ccron U CpeacTs
naketHonm o6paboTkn 3agaHuii. [Ons HoOpManbHOro (QYHKUMOHMPOBAHUSA CUCTEMbI MWHUMAbHO
HeobXoAnMbIM ABMSIETCS pas3pelleHne MWCNoSb30BaHMA MAaHMPOBLUMKA 3aday Ccron M CpeacTsB
naketHom o06paboTkM 3adaHuii TONbKO MNoJib3oBaTento root. [Ons 3Toro cneayet BbINOJAHWUTb
cneaywouwme KomaHabl (OT MMEHM Cynepnosib3oBaTens):

echo root > /etc/cron.allow
echo root > /etc/at.allow

HacTpoiika ceTeBbiX CEPBNCOB

HacTpolika ceTeBbiX CEPBUCOB 3aK/IlOYAETCS B CleAYOWEM:

CnepnyeTr orpaHmunTtb GYHKUMOHANBHOCTb JEeMOHa YyMpaBleHUs CeTeBbIMU COEAMHEHUSIMU
xinetd. [Jencrteme 3aknwyaeTcs B pefakTupoBaHuu danna /etc/xinetd.conf n daiinos B katanore
/etc/xinetd.d. Kak MMHMMYM, cnegyeT 3anpeTuTb Clieayowme CeEpBUCHI:

echo systat
discard netstat
daytime tftp
chargen telnet

finger nfsd

1. Ecnu He nnaHupyetca  MWCMOfAb30BaTb HACTpamBaeMblil  KOMMbOTEP B KadecTse
MaplipyTusatopa, HeobxoaAMMO B CTapToBble annbl MNOMeCcTUTTb KoMaHay /sbin/sysctl -w
net.ipv4.ip_forward = 0;

2. Cnepnyet 3anpeTnTb NPUEM M3 BHELLHEN CETU «LMpOKoBeLllaTenbHbix» (broadcast) nakeTos,
a TakxXe rnepegavy OTBETOB Ha MPUHSATbIE «LMPOKOBELLATE/IbHble» MaKeThb;

3. 3anpetnTb cyneprnonb3oBaTento gocrtyn no ftp, ana storo pobaButb «root» B dann
/etc/ftpusers;

4. 3anyctuTb npoueaypy peruvcrpauum 3anycka npoueccoB (accounting) BbiNnoSHEHUEM
KoMaHAabl /sbin/accton;

5. Ecnu nnaHupyeTcs mMcnonb3oBaTb Ha HacTpaumBaeMoM cepsepe cepsuc FTP, 1o cnegyer

co3gaTtb (oTpepakTnpoBaTtb) dann /etc/ftpusers co cnMcCKOM nonb3oBaTenen, A1 KOTOpbIX 3anpeLeH
OOCTyn K cepBepy no npotokony FTP. ®ain mMeeT TEeKCTOBbIM dopMaT M AO/KEH coaep)XaTb Mo
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OAHOMY MMEHW Mnosib30BaTesid B CTpoKke. B cnucke <<3anpeu.1eHHb|x" I'IOJ'Ib3OBaTeJ'Iel71, KakK MWUHUMYM,
OOJIKHbI BbITb rnepevuncneHsl cneayroume nMeHa rnosib30oBaTesiein:

daemon uucp

bin nuucp
sys listen
adm listen

Ip nobody
smtp noaccess

6. Ans orpaHnyeHuna  AoCTyna K CACTEMHbIM cba17|naM ans HEMPUBUNETNPOBAHHDbIX
nonb3oBaTesien, U3 KOMaHAHOWN CTPOKWU cneayeTt BbiMNOMHUTL cnegyrowmne KoMmaHabl:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at

chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode

7. Takxe cneayeT 06HynuTb dnar SGID ana HEKOTOPbIX NCNOHAEMbIX alinoB:

chmod g-s /bin/mail

chmod g-s /usr/bin/write
chmod g-s /bin/netstat
chmod g-s /usr/sbin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /sbin/arp

chmod g-s /bin/dmesg
chmod g-s /sbin/swapon
chmod g-s /usr/bin/wall

OrpaHu4yeHme KonmM4yecTsa «BUANMOWN U3BHE» MHMOPMaLMK O CUCTEME

O6bI4YHO, Ha4vanbHYK WMHPOPMALMIO O CUCTEME NOTEHUMAsbHbIA HapywuTenb nosy4vaeT u3
CUCTEMHbIX NpuUriaweHnii, BblaaBaeMblx ceTeBbiMW cnyxbamn cepsepa (telnet-cepsep, ftp-cepsep u

np.).
MosToMy, K MepaM MO OrpaHUYeHMI0 KONYeCcTBa «BUAUMOW M3BHE» WHGOpMaLMKM O CUCTEME
OTHOCATCS:

— OTKa3 OT CTaHAApPTHOro «3arofloBKa», BbIBOANMMOro cepsepoM ftp npu oTBeTe NOSb30BaTENIO.
LJocturaetcs ykasaHueMm B danne /etc/default/ftpd cneayrowmnx aupektne: BANNER="";

- PepaktnpoBaHmne dannos /etc/issue, /etc/ftp-banner n /etc/motd c uenbto pasbsiCHeHuMs
NoAb30BaTeNAM NpaBui U NOAUTUKKU AOCTYNa K cepBepy ftp.

HacTpoika noAcMcTeMbl NPOTOKOAMPOBAHUS U ayauTa
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CnepyeT yOoCTOBEPUTBLCSA, YTO TOJIbKO MNOSb30BaTesb root MMeeT AOCTyn Ha 3anucb Ans
cnegyowmx dannos:

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog
/var/log/utmp
/var/log/utmpx

Ecnn Ha HacTpavBaeMOM cepBepe MCNOMb3yeTcs web-cepBep, To cneayetr yb6eamTbCs, 4TO
Tonbko "Bnageneu" npouecca httpd nmeet goctyn Ha 3anucb K npoTtokosam httpd

OrpaHnunTb (C y4yeToMm BblbpaHHOM B opraHusaumu noamMTukm 6e3onacHocTn) Mcnosib3oBaHune
nonb3oBaTenssMM KOMaHA Su M sudo - nMpenocTaBsieHMs MNOMb30BATENO AAMUHUCTPATUBHbIX
NOSIHOMOUMA.

CnepnyeT NpoTOKOAMPOBATb MOMbITKM UCNONb30BaHUS NporpamMm su un sudo. Ans atoro, B dann
/etc/syslog.conf cneayet no6aBnTb 3anmch:

auth.notice  /var/log/authlog
nnm

auth.notice /var/log/authlog, @loghost.

BTopass cTpoka aHanorMyHa nepBOi, HO YKa3biBaeT, 4TO MPOTOKON AOMOJIHUTENbHO
nepeaaeTcsi Ha cepep c6opa NPOTOKOJIOB.

Cnep.yeT obecneunTb NMPOTOKO/IMPOBAaHME HEyCNnewWwHbIX MONbITOK perncrpaunMmn B CUCTEME B
NoKanbHOM npoTtokone. Ana atoro, cnefyeT BbIMNOJHUTL Criefyowmne KoMaHabl:

touch /var/adm/loginlog

chown root /var/adm/loginlog
chgrp root /var/adm/loginlog
chmod 644 /var/adm/loginlog

[Onsa nNpoTOKONMMPOBaHUS CETEBbIX COEAMHEHWI, KOHTPONMPYEMbIX AEMOHOM Xinetd (Bko4das
naty/BpeMsi coeauHeHusi, IP-agpec knveHTa, YCTaHOBMBLUErO COe€AMHEHWE W WMS CEpBUCA,
obcnyxusatowero coeanHeHme), B dann /etc/syslog.conf cnegyet nobasuTb 3anmch:

daemon.notice /var/log/syslog

8.2. TpeboBaHMs NO pasMeLLeHMNI0 TEXHUYECKMX CPeaACTB C yCTaHoBeHHbIM CK3U
Mpwn pa3MeLleHnn TEXHNYECKNX CPeacTB C ycTaHoBAeHHbIM CK3W:

[JomxHbl 6bITb NMPUHATBHI MEpPbI MO 3alUNMTE HECAaHKUWMOHMPOBAHHOMO AOCTyMNa B MNOMELLEHUS, B
KOTOPbIX pa3MeLlleHbl TEXHUYECKME CpeacTBa C ycTaHoBneHHbIM CK3W, nocTopoHHMX Ny, No poay
CBOEN AeATEeNbHOCTU He ABNSKLWNXCS NEPCOHaNoM, AOMYLIEHHbIM K paboTe B 3TMX MoMelleHusx. B
cnyyae Heob6XoAMMOCTU MPUCYTCTBUS MOCTOPOHHUX /UL B YKa3aHHbIX MOMELLEHUAX OO/HKEH ObiTb
obecneyeH KOHTpPOJIb 3a UX OAENCTBMSMU U obecneyeHa HEBO3MOXHOCTb HEraTUBHbIX AEUCTBUIN C UX
CcTOopoHbl Ha CK3U, TexHu4yeckue cpenacrtBa, Ha KOTopbixX akcnnyaTtupyetcs CK3U mn 3awmwaemyro
nHdopMauumio.

BHYTpeHHSIS nnaHMpOBKa, pacrofloXeHMe U  YKOMMJEeKTOBAaHHOCTb pabounmx MecT B

MOMELLEHNSAX [O/KHbl obecneuymBaTb MCMOMHUTENAM paboT, COXPAHHOCTb [AOBEPEHHbIX WM
KOHMAEHUNANbHbIX JOKYMEHTOB U CBEAEHWIA, BKOUAsS KJTOUYEBYO MHGOpMaLuio.

B cnyuyae nnaHupoBaHua pasMeweHmns CK3M B noMmelweHunax, rae npucyTCTBYET pedeBas,
aKycTuyeckas " BU3yanbHas WHdopMauus, coaepxawas cBeneHus, cocTaBnstowmne
rocyAapCTBeHHYI TalHy, M (MAK) YCTAHOBNEHblI TEXHMYECKME CpeacTBa UM CUCTEMbl MpuUeMma,
nepegaun, o06paboTkK, XpaHeHUs U OTobpaxxeHns WHGOpMauun, CcoaepXalwen CBeaeHus,
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COCTaBNSAOLWNE FOCYAAPCTBEHHYIO TaWHy, TEXHMYECKME CpeacTBa WMHOCTPaHHOro MpouM3BOACTBA, Ha
KOTOPbIX (OYHKLUMOHUPYIOT nporpamMmMmHble Moaynun CK3W, gonkHbl 6biTb MoaBEPrHyThbl CrieymasbHON
nMpoBepKe Mo BbISIBAEHMIO YCTPOWCTB, NpeaHa3HauYeHHbIX A/ HernacHoro noay4YeHms nHopmaunmn».
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9. TpeboBaHusa No KpunTorpadnyeckon 3aumre

JOMKHbI BbIMOMHATLCSA TpGﬁOBaHMH!
1. Ucnonb3oBaHMe TONbKO NIMLEH3UOHHOI0 CUCTEMHOIO NMPOrpamMMHOro obecneyeHus.

2. Pazpen 16 pokymeHTa XTAW.00088-01 91 01. <«PykoBoACTBO aAMMHUCTpaTopa
6e3onacHocTn. Obwas yacTb».

3. Nepeg HavanoMm paboTbl Ao/mkeH 6blTb NpoOBeAEH KOHTPO/b LENOCTHOCTU. KoHTponem
LLeTOCTHOCTU AO/MKHbI 6bITb OXBa4veHbl annbl, yKa3aHHble B . 15.

4. HacTpolika onepauMoHHOM cuctembl ana pabotsl ¢ CK3M no n. 8.1.2.

5. Mpn nHctannauum CK3U gomxHbl 6bITb 06ecneyvyeHbl OpraHM3auMoOHHO-TEXHUYECKNE Mepbl
MO MUCKJ/TIOUYEHUIO NOAMEHbI ANCTPUbYTUBA U BHeceHns nameHeHmn B CK3M nocne yctaHOBKM.

6. UcknoyeHne un3 nporpamMmHoro obecnedeHmsa MIBM ¢ yctaHoBneHHbiM CK3U cpeacts
OTNajaKu.

7.Maponb, ucnonb3yemblil aAns ayTeHTUdUKauMn nonb3oBaTenen, AO/HKEH coaepxaTb He
MeHee 6 cuMBOJIOB andasBuTa MOWHOCTU He MeHee 10. MepMoOAMYHOCTb CMEHbl NApPOJI — HEe pexe
OfHOro pasa B 3 Mecsaua.

8. NeprnoanyYHOCTb TECTOBOIO KOHTPOAA KpunTtorpadpunyecknx GyHKUnmn - 10 MUHYT.
9. BExxecyTo4yHas nepesarpyska MN2BM.

10. MepuoanyHOCTb ocTaHoBa [M29BM c o6s3aTefibHOM MPOBEPKON CUCTEMbI OXIaXAEHUS
npoueccopHoro 6aoka M2BM - 1 mecsu,.

11. 3anpewaeTca wucnonbL3oBaTb pexuMm npoctor 3ameHbl (ECB) TOCT 28147-89 pans
WwngpoBaHus nHbopMaLnm, KpoMe KHUYEBOMN.

12. Mpn dyHKUunoHnpoBaHmn CK3W [omKHbI BbINONHATECA TpeboBaHMSA 3KCyaTauMOHHOM
nokyMeHTaumu Ha lMAK 3awmtel ot HCA.

13. [lomkHO 6bITb 3anpelleHo ncnonb3oBaHne CK3U ans 3awmTbl TenedOHHbIX NeperoBopos
6e3 NpuHATUA B CUCTEME Mep MO 3awuTte oT MHHOPMATUBHOCTM NOBOYHLIX KaHanoB, cneundunyeckmx
npu nepegave peyun.

14. JonxHa 6biTb 3anpeweHa pabota CK3WN npu BkAtoueHHbiXx B MIBM wTaTHbIX cpeacrTeBax
BbIXO4a B paguvokaHar.

15. KoHTponeM uenoCTHOCTM A0MXKHbI 6bITb OXBayeHbl annbl:
Linux (x86)

/opt/cprocsp/bin/ia32/curl
/opt/cprocsp/lib/ia32/1libcpcurl.so.4.2.0
/opt/cprocsp/lib/ia32/1libcpcurl.a
/opt/cprocsp/lib/ia32/libecpedrv _emul.a
/opt/cprocsp/bin/ia32/cp-genpsk.sh
/opt/cprocsp/bin/ia32/genpsk
/opt/cprocsp/lib/ia32/libike gost.so.4.0.4
/opt/cprocsp/lib/ia32/libesp gost.so.4.0.4
/opt/cprocsp/lib/ia32/librdremv.so.4.0.4
/opt/cprocsp/lib/ia32/librdrrndmbio gui.so.4.0.4
/opt/cprocsp/lib/ia32/libxcpui.so.4.0.4
/opt/cprocsp/lib/ia32/librdrrndmbio gui fgtk.so.4.0.4
/opt/cprocsp/lib/ia32/1libfgcpui.so.4.0.4
/opt/cprocsp/sbin/ia32/xcpui app
/opt/cprocsp/sbin/ia32/fgtk rndm app
/opt/cprocsp/bin/ia32/1list pcsc
/opt/cprocsp/lib/ia32/librdrpcsc.s0.4.0.4
/opt/cprocsp/lib/ia32/librdrric.so0.4.0.4
/opt/cprocsp/sbin/ia32/ccid reg.sh
/opt/cprocsp/lib/ia32/librdrrtsupcp.so.4.0.4
/opt/cprocsp/lib/ia32/librdrrtsupcpfkc.so
/opt/cprocsp/lib/ia32/librdruec.so0.4.0.4
/opt/cprocsp/lib/ia32/libcpcvecert.so.4.0.4
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/opt/cprocsp/lib/ia32/1librsaenh.so0.4.0.4
/opt/cprocsp/sbin/ia32/stunnel thread
/opt/cprocsp/sbin/ia32/stunnel fork
/opt/cprocsp/sbin/ia32/stunnel hsm
/opt/cprocsp/sbin/ia32/channel k2.sh
/opt/cprocsp/bin/ia32/cryptcp
/opt/cprocsp/bin/ia32/certmgr
/opt/cprocsp/bin/ia32/inittst
/opt/cprocsp/bin/ia32/csptestf
/opt/cprocsp/bin/ia32/der2xer
/opt/cprocsp/lib/ia32/1libcapi20.s0.4.0.4
/opt/cprocsp/lib/ia32/1libcpext.so0.4.0.4
/opt/cprocsp/lib/ia32/libpkixcmp.so0.4.0.4
/opt/cprocsp/lib/ia32/1libasnldata.so.4.0.4
/opt/cprocsp/lib/ia32/1libsspdrv.a
/opt/cprocsp/lib/ia32/1ibssp.so0.4.0.4
/opt/cprocsp/lib/ia32/1libenroll.so.4.0.4
/opt/cprocsp/lib/ia32/liburlretrieve.so.4.0.4
/opt/cprocsp/lib/ia32/1libcspr.so.4.0.4
/opt/cprocsp/lib/ia32/libcsp kc2.s0.4.0.4
/opt/cprocsp/sbin/ia32/cryptsrv
/opt/cprocsp/lib/ia32/1libcppkecsll.so.4.0.4
/opt/cprocsp/bin/ia32/cpverify
/opt/cprocsp/bin/ia32/wipefile
/opt/cprocsp/bin/ia32/csptest
/opt/cprocsp/lib/ia32/1librdrrdr.so.4.0.4
/opt/cprocsp/lib/ia32/librdrrndm.so0.4.0.4
/opt/cprocsp/lib/ia32/librdrsup.so.4.0.4
/opt/cprocsp/lib/ia32/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/ia32/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/ia32/1ibcapil0.s0.4.0.4
/opt/cprocsp/lib/ia32/1libcpui.so.4.0.4
/opt/cprocsp/lib/ia32/1libcpalloc.s0.0.0.0
/opt/cprocsp/lib/ia32/1libjemalloc.s0.0.0.0
/opt/cprocsp/sbin/ia32/unreg prov_ type name.sh
/opt/cprocsp/sbin/ia32/cpconfig
/opt/cprocsp/sbin/ia32/mount flash.sh
/opt/cprocsp/lib/ia32/librdrsbl.so.4.0.4

Linux (x64)

/opt/cprocsp/bin/amd64/curl
/opt/cprocsp/lib/amdé4/libcpcurl.a
/opt/cprocsp/lib/amdé4/libcpcurl.so.4.
/opt/cprocsp/lib/amd64/libcpcdrv_emul.a
/opt/cprocsp/bin/amd64/cp-genpsk.sh
/opt/cprocsp/bin/amd64/genpsk
/opt/cprocsp/lib/amd64/libike gost.so.4.0.4
/opt/cprocsp/lib/amd64/libesp gost.so.4.0.4
/opt/cprocsp/lib/amdé64/librdremv.so.4.0.4
/opt/cprocsp/lib/amd64/librdrrndmbio gui.so.4.0.4
/opt/cprocsp/lib/amd64/libxcpui.so.4.0.4
/opt/cprocsp/lib/amdé64/librdrrndmbio gui fgtk.so.4.0.4
/opt/cprocsp/lib/amdée4/libfgcpui.so.4.0.4
/opt/cprocsp/sbin/amd64/xcpui app
/opt/cprocsp/sbin/amd64/fgtk rndm app
/opt/cprocsp/bin/amd64/1ist pcsc
/opt/cprocsp/lib/amd64/librdrpcsc.so0.4.0.4
/opt/cprocsp/lib/amdé64/1librdrric.so0.4.0.4
/opt/cprocsp/sbin/amd64/ccid reg.sh
/opt/cprocsp/lib/amd64/librdruec.so0.4.0.
/opt/cprocsp/lib/amd64/libcpcvecert.so.4.
/opt/cprocsp/lib/amdé64/librsaenh.so0.4.0.
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/opt/cprocsp/sbin/amd64/stunnel fork
/opt/cprocsp/sbin/amd64/stunnel hsm
/opt/cprocsp/sbin/amd64/stunnel thread
/opt/cprocsp/sbin/amd64/channel k2.sh
/opt/cprocsp/bin/amd64/cryptcp
/opt/cprocsp/bin/amd64/certmgr
/opt/cprocsp/bin/amdé64/inittst
/opt/cprocsp/bin/amdé64/csptestf
/opt/cprocsp/bin/amd64/der2xer
/opt/cprocsp/lib/amdé4/1ibcapi?20.s0.4.0.4
/opt/cprocsp/lib/amdé64/libcpext.so.4.0.4
/opt/cprocsp/lib/amd64/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/amdé64/libasnldata.so.4.0.4
/opt/cprocsp/lib/amd64/1libsspdrv.a
/opt/cprocsp/lib/amdé64/1ibssp.so0.4.0.4
/opt/cprocsp/lib/amdé64/1libenroll.so.4.0.4
/opt/cprocsp/lib/amdé64/liburlretrieve.so0.4.0.4
/opt/cprocsp/lib/amd64/1libcspr.so.4.0.4
/opt/cprocsp/lib/amd64/libesp kc2.s0.4.0.4
/opt/cprocsp/sbin/amd64/cryptsrv
/opt/cprocsp/lib/amd64/libcppkesll.so.4.0.4
/opt/cprocsp/bin/amdé64d/cpverify
/opt/cprocsp/bin/amdé64d /wipefile
/opt/cprocsp/bin/amd64/csptest
/opt/cprocsp/lib/amdé4/librdrrdr.so.4.0.4
/opt/cprocsp/lib/amd64/librdrrndm.so.4.0.4
/opt/cprocsp/lib/amdé64/librdrsup.so.4.0.4
/opt/cprocsp/lib/amd64/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/amd64/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/amdé4/1ibcapil0.so0.4.0.4
/opt/cprocsp/lib/amdé64/libcpui.so.4.0.4
/opt/cprocsp/lib/amdé64/libcpalloc.s0.0.0.0
/opt/cprocsp/lib/amd64/libjemalloc.s0.0.0.0
/opt/cprocsp/sbin/amd64/unreg prov_type name.sh
/opt/cprocsp/sbin/amd64/cpconfig
/opt/cprocsp/sbin/amd64/mount flash.sh
/opt/cprocsp/lib/amdé64/1librdrsbl.so.4.0.4

Linux (POWER)

/opt/cprocsp/bin/ppc64d/curl
/opt/cprocsp/lib/1ib64/libcpcurl.so.4.2.0
/opt/cprocsp/lib/1ib64/1libcpcurl.a
/opt/cprocsp/lib/1ib64/libcpcdrv_emul.a
/opt/cprocsp/bin/ppc64d/cp-genpsk.sh
/opt/cprocsp/bin/ppc64/genpsk
/opt/cprocsp/lib/1ib64/1libike gost.so.4.
/opt/cprocsp/lib/1lib64/libesp gost.so.4.
/opt/cprocsp/lib/1ib64/librdremv.so0.4.0
/opt/cprocsp/lib/1ib64/librdrrndmbio gui.so.4.0.4
/opt/cprocsp/lib/1ib64/1libxcpui.so.4.0.4
/opt/cprocsp/lib/1ib64/librdrrndmbio gui fgtk.so.4.0.4
/opt/cprocsp/lib/1ib64/1ibfgcpui.so.4.0.4
/opt/cprocsp/sbin/ppc64/xcpul app
/opt/cprocsp/sbin/ppc64/fgtk rndm app
/opt/cprocsp/bin/ppc64/list pcsc
/opt/cprocsp/lib/1ib64/librdrpcsc.so0.4.0.4
/opt/cprocsp/lib/1ib64/1librdrric.s0.4.0.4
/opt/cprocsp/sbin/ppc64/ccid reg.sh
/opt/cprocsp/lib/1ib64/1librdruec.s0.4.0.4
/opt/cprocsp/lib/1ib64/libcpcvcert.so.4.0.4
/opt/cprocsp/lib/1ib64/librsaenh.so0.4.0.4
/opt/cprocsp/sbin/ppc64/stunnel thread
/opt/cprocsp/sbin/ppc64/stunnel fork

.4
.4

S O O




XXTAN.00088-01 91 03. CK3U Kpuntollpo CSP. PykoBoACTBO agMUHUCTpaTOpa 6e30nacHOCTH.
Mcnonb3oBaHue CK3WM nog ynpasneHmeM OC Linux

/opt/cprocsp/sbin/ppc64/stunnel hsm
/opt/cprocsp/bin/ppc6d/cryptcp
/opt/cprocsp/bin/ppc64d/certmgr
/opt/cprocsp/bin/ppc6d/inittst
/opt/cprocsp/bin/ppc6d/csptestf
/opt/cprocsp/bin/ppc64/der2xer
/opt/cprocsp/lib/1ib64/1ibcapi?20.s0.4.0.4
/opt/cprocsp/lib/1ib64/libcpext.so.4.0.4
/opt/cprocsp/lib/1ib64/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/1ib64/1libasnldata.so.4.0.4
/opt/cprocsp/lib/1ib64/1libsspdrv.a
/opt/cprocsp/lib/1ib64/1ibssp.so0.4.0.4
/opt/cprocsp/lib/1ib64/1libenroll.so0.4.0.4
/opt/cprocsp/lib/1lib64/liburlretrieve.so0.4.0.4
/opt/cprocsp/lib/1ib64/1libcspr.so.4.0.4
/opt/cprocsp/lib/1ib64/1libcsp kc2.s0.4.0.4
/opt/cprocsp/sbin/ppc6d/cryptsrv
/opt/cprocsp/lib/1ib64/libcppkecsll.so.4.0.4
/opt/cprocsp/bin/ppc6d/cpverify
/opt/cprocsp/bin/ppc6d/wipefile
/opt/cprocsp/bin/ppc64d/csptest
/opt/cprocsp/lib/1ib64/1librdrrdr.so0.4.0.4
/opt/cprocsp/lib/1ib64/librdrrndm.so.4.0.4
/opt/cprocsp/lib/1ib64/librdrsup.so.4.0.4
/opt/cprocsp/lib/1ib64/1ibrdrdsrf.so0.4.0.4
/opt/cprocsp/lib/1ib64/1librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/1ib64/1ibcapil0.s0.4.0.4
/opt/cprocsp/lib/1ib64/1libcpui.so.4.0.4
/opt/cprocsp/lib/1ib64/libcpalloc.s0.0.0.0
/opt/cprocsp/lib/1ib64/1libjemalloc.s0.0.0.0
/opt/cprocsp/sbin/ppc64/unreg prov_type name.sh
/opt/cprocsp/sbin/ppc64d/cpconfig
/opt/cprocsp/sbin/ppc64/mount flash.sh
/opt/cprocsp/lib/1ib64/librdrsbl.so.4.0.4
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MNpunoxeHne 1. KOHTpONb LEeNoCTHOCTM NporpaMMHOro obecneyeHms

B pononHeHne K ANCTPUBYTUBY MOCTaBAAIOTCS CKPUNTOBble (alnbl integrity.sh, 3anyckom
KOTOPbIX MOXHO y6eAnTbCs B LLEeNOCTHOCTU AUCTPMOYTUBA A0 €ro yCTaHOBKMU.

MporpamMHoe obecneveHne CK3U umeeT cpeactsa obecneyeHms KoHTpons uenoctHoctu MO
CK3MW, KoTopble BbINO/HATCA Nepnoanyecku.

Ecnn B pesynbrate nepumoamMyeckoro KOHTPOAS LESIOCTHOCTU MosiBNAeTCs coobleHns o
HapyLlWeHNN LEeNoCTHOCTM KOHTponmpyeMmoro dainna, nosb3oBaTtefb 06s3aH npekpatuTb paboTy u
obpaTnTbCa K agMMHUCTpaTopy 6e30nacHoCTM.

AOoMUHUCTpaTop 6e30MacHOCTM, NpOaHanu3npoBaB MPUYUYMHY, MNPUMBEALWY K HapyLIeHUo
LeNnocTHocTu, gomxkeH nepeycraHoeutb MO CK3UN «Kpuntolpo CSP» ¢ guctpubyTtmea, Uam cMcteMHoe
Mno.

Moaynb cpverify NO3BONMSIET OCYLLECTBASATb KOHTPOJSIb  LENIOCTHOCTM  YCTaHOBIEHHOIO
nporpaMMHoro obecrneyeHuns. KOHTponb LENOoCTHOCTM (haiioB OCYLLECTBASIETCA NMpu 3arpyske dakna
Ha MCrnosiHeHuWe (M NepuoaMYEecKM BO BPEMSI BbIMOSIHEHMS) MAW MPU PYYHOM 3arycke MnporpaMmMbl
KOHTPOS LLeNIOCTHOCTY.

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
LenocTtHocTun canna ¢ nmeHeM filename no anroputmy algid. Ecnm He yka3saH napameTp hashvalue, To
3HayeHue xaw-pyHKUMM ana cpaBHeHus b6epetca n3 danna <filename.hsh>. MNapameTp algid moxet
npuHmMMaTb 3HadeHusa GR3411, GR3411_2012_256 n GR3411_2012_512. Ecnu algid He yka3saH, TO
ncnonb3dyetca GR3411. [-inverted_halfbytes <inv>] yka3sbiBaetcsa, ecnn nonybaintel B hashvalue
nepesepyTbl. [Mo-yMon4daHuio inv yctaHaBnmueaetcs B 1 ansg GR3411 n B 0 ana GR3411_2012_256 un
GR3411_2012_512.

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BbluncneHne 3HauyeHnsa xaLw
dyHKUMKN ana danna ¢ umeHeM filename. MapameTp algid MoxeT npuHuMaTb 3HadeHus GR3411,
GR3411_2012_256 n GR3411_2012_512. Ecnn algid He ykasaH, To wucnonb3dyetcs GR3411. [-
inverted_halfbytes <inv>] yka3sbiBaeTcsi, ecnn Heobxoammo nepeBepHyTb nonybanTtel B hashvalue.
Mo-ymonyaHuto inv yctaHaenmBaeTca B 1 pagna GR3411 m B 0 ana GR3411_2012_256 wu
GR3411_2012_512.

cpverify -file_sign filename -cont cont_name [-pin password][-provhame Provname] [-
provtype Provtype] - noanucbiBaeT dain ¢ umeHem filename € noOMOLWbK KAO4Ya, B3ATOrO0 M3
KOHTelHepa ¢ uMeHeM cont_name. lNMone password - naponb 3aWunTbl KOHTeNHepa. Monsa Provname um
Provtype vykasbiBaloT, KakoW npoBangep Heobxoammo wucnonb3oBaTb. [lone Provtype m™oxert
npuHumaTth 3HadeHnsa 75,80 n 81. Ecnun Provtype He ykasaH, TO ncnonb3syetcsa 75.

cpverify -file_verify filename [signval] -timestamp date - [NpoBepseT noanucb daiina c
nmeHem filename. Ecnu signval He ykasaH, TO 3HadeHue ans cpaBHeHus 6epetca u3 dalina
<filename>.sgn. B none date HeobxoaMMo yKasaTb AaTy, Korga noanucb 6bin1a co3gaHa, B dhopmaTte
dd.mm.yyyy.
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MpunoxeHwe 2. YnpasseHne NpoToKOIMPOBaAHNEM

NS BKNKOYEHMSA/OTKIIOYEHMS 3HAYEHME |Og MCI'IOJ'II:BYVITGI

a) RHEL
Onsa 3apaHus ypoBHS MpoTOKoOSa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHus ¢opmaTta NpoTokona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[ns npocMoTpa Macku TeKyLero ypoBHsa n hopmaTa NpoToKosa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ana RHEL yposHsa sapa
insmod drvcsp.o log_level=0x9

3HauyeHMeM NapaMeTpa YPOBHb NPOTOKONA ABASETCS bMTOBas Macka:
N_DB_ERROR = 1 # coobweHunsa 06 owmbkax
N_DB_LOG = 8 # coobLieHus 0 BbI30OBaXx

3HadyeHneM napameTpa popmaT NpoToKoa ABASETCS buToBas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb UMS MOAY/IA

DBFMT_THREAD = 2 # BbIBOAWTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOANTb UMS (PYHKLUNMK
DBFMT_TEXT = 0x10 # BblBOAUTb CaMO coobuieHne
DBFMT_HEX = 0x20 # BbiBOoAUTb HEX gamn
DBFMT_ERR = 0x40 # BbiBoauUTb GetlLastError
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