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ABTOpPCKME nMpaBa Ha cpeacTsa Kpuntorpaduyeckoh 3awmTtbl WHMOpMauuM Tuna
«Kpuntollpo CSP» 1  3KcnayaTauMoOHHYIO  JOKYMEHTauuio  3aperucTtpuMpoBaHbl B
PoccninckoM areHTCTBE NO NaTeHTaM U TOBapHbIM 3HakaM (PocnaTeHT).

HacTosilwmn OKYMEHT BXOAMT B KOMMJEKT MOCTaBKM MporpaMMmHoro obecnedeHus CK3U
«Kpuntolpo CSP» Bepcun 4.0; Ha Hero pacnpoCTpaHSTCSA BCe YCNOBUSA NIULEH3UOHHOIO
cornaweHus. be3 cneumanbHOro nucbMeHHoro paspeweHns OO0 «KPUMTO-MPO»
LOKYMEHT WM ero 4acTb B 3/1IEKTPOHHOM MM NevyaTHOM BuAe He MOryT 6biTb CKOMMPOBaHbI
M nepefaHbl TpeTbMM NiMLAM C KOMMEpPYEeCKOM Lenblo.
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AHHOTaUMS

Hacrtosiwee PykoBoacTtBo coaepxut obuiee onucaHue cpeacrtBa Kpuntorpaduyeckon sawmThl
nHpopmauunmn «Kpuntollpo CSP» v. 4.0 KC2 (2KTAW.00088-01) ncnonHeHus 2-Base n pekomeHgaumm
no mncnonb3oBaHmio CK3M B pasnnyHbiX aBTOMATM3MPOBAHHbIX CUCTEMAX.

B 3aBMCMMOCTM OT KOMMJEKTauMmM W WUCNOSb3yeMOM MNporpamMMHO-annapaTHOM cpeabl
dyHKUMoHMpoBaHusa CK3U cnepnyeT pyKoBOACTBOBATLCA Takxe AokyMmeHTamu [9] - [21].
NHCTpyKunmn aAMUHUCTpaTopaM 6e3onacHocTn n rnoJsib3oBaTensam pa3fIMYHbIX

aBTOMATM3MPOBAHHbIX CUCTEM, ncnonb3ytowmnx «Kpuntolpo CSP» v. 4.0, Ao/mKHbI pa3pabaTbiBaTbCA C
y4yeToMm TpeboBaHMin HacToswero PykosoacTtsea.
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Cnucok cokpalwieHunn

CRL (COCQC) Certificate Revocation List - Cnucok 0To3BaHHbIX cepTudurKaToB
IETF Internet Engineering Task Force
APM ABTOMaTM3MpoBaHHOe paboyee MecTo
rMa MOBKUM MarHUTHLIN ANUCK
ACH [aTumnk cnyyanHbix yncen
HDD Hard Disk Drive - XXecTknin MarHUTHbIN AUCK
HCAO HecaHKUMOHMPOBaHHbIN AOCTYnN
OoC OnepaunoHHasa cucrtema
MAK [MporpaMMHO-annapaTHbIN KOMMNEKC
no MporpamMmmHoe obecneyeHune
PerncTpaLms MpuceoeHne onpeaeneHHbix atpnbyToB (agpeca, HOMepa Ktoya, npas UCMO/Ib30BaHUA U
T.n.) aboHeHTy
PernameHT COBOKYMHOCTb VII-\IJCTDYKLI,MI‘/JI W ApYyron pernameHTupyoLlen AOKyMeHTaLuu,
obecneymsatowen GyHKLUMOHMPOBaHNE aBTOMaTU3MPOBAHHON CUCTEMbI BO BCEX peXMMaX.
DNEeKTPOHHbIV AOKYMEHT, NOATBEPXAALWNIA NMPUHAANEXHOCTb OTKPLITOrO K/o4va nnm
CeptudukaTt KJ1l04a MPOBEPKUN INEKTPOHHOM NOAMNUCKU U ONpeaeneHHbIX aTpubyToB KOHKPETHOMY
aboHeHTy
CepTudukaLms Mpouecc M3roTosneHns cepTudmKaTa OTKPbITOro K/04Ya Wan K4ya NpoBepKu
3M1eKTPOHHON Noanucy aboHeHTa B LeHTpe cepTudunkaumnm
CK3M Cpeacteo Kpuntorpadmnyeckon 3awmTbl MHGOpMaumm
cC CnpaBoO4YHMK CepTl/ICbVIKaTOB OTKPbITbIX K/IHOUYEN U K/HOYEN NPOBEPKU 311EKTPOHHOWN
noanucu. CeTeBol CpaBoOYHUK.
CoK Cpena pyHKUMOHMPOBAHMS KOMMJIEeKCa
LC LeHTp Ceptndumkaumm YL
vl YpaocTtoBepsitownii LileHTp
LP LleHTp Pernctpauunn YL
S DNEeKTPOHHbIN AOKYMEHT
oM DNeKTpoHHas Noanuch




XXTAN.00088-01 91 01. Kpuntollpo CSP. PykoBoacTBO agMmMHUCTpaTopa 6e3onacHoCTw.
O6was vactb

OcCHOBHble TEPMUHDbLI N NOHATUA

ABTOMaTM3MpoBaHHas MHMOPMaLIMOHHAsA cuCTeMa

KoMnnaekc nporpaMMHbIX U TEXHUYECKMX CPeacTB, NMpeaHasHadeHHbIX Ans cbopa, XpaHeHwus,
noucka u BblAavym MHGOpMaLMmn No 3anpocam.
ABTOMaTM3UpPOBaHHaa cucTtemMa

Cucrtema, cocTosLlas u3 nepcoHana M KoMnsjekca CpeAcTB aBTOMaTM3auMN ero AesTesbHOCTH,
peanusylwas MHOOPMALMOHHYIO TEXHONOMUIO BbINOJIHEHUS YCTaHOBNEHHbIX QYHKLUMWNA.
ABTOPCTBO MH@OpMaLmn

OpHO3Ha4YyHOe COOTBETCTBME MeXAY COAepXaHueM u/unmn ¢Gopmor MHopMaumMm n cybbekToMm
(obbekTOM), chopMmpoBasBWKMM 3Ty MHMopMaumio. nsa nonb3oBaTess aBTOPCTBO MOJSyYEHHOW MM M3
CUCTeMbl WM KaHana cBaA3n wHdboOpMaumM O3Ha4vyaeT OAHO3Ha4yHOE YCTaHOBJSIEHWE WCTOYHMKA,
ccopMupoBasLlero aty nHopmauuto (ee astopa).
AKTyanbHOCTb MHMOpMaLnNm

CBOICTBO MH(OPMaLKMN COXPaHATb CBOM CBOMCTBA (LEHHOCTb) Ans cybbekTa (nonb3oBaTtens) B
TeyeHue onpeaeneHHoro nepnoaa BpeMeHu.
AAMUHUCTpaTOp 6e30nacHOCTH

CybbekT goctyna, OCHOBHOM 0653aHHOCTLIO KOTOpPOro siBnsieTcss obecneyeHme 6e30macHOCTM
KOHPUAEHUMANbHON CBA3M Ha TOM  y4yacTke CeTu, KOTOpyww OH KypupyeT. Cucrema
aAMUHUCTPATUBHOIO ynpasfaeHns 6e30nacHOCTbIO BKOYaeT B cebsd KOMMNieKC OpraHu3auMoHHO-
TEXHMYECKNX Mep, HarnpaefieHHbIX Ha obecnevyeHne KOHOUAEHLMANBHOCTU CBA3MW.

OCHOBHbI€ HarnpaBfeHUss AesTeNbHOCTU aAMUHUCTpaTopa 6€30NacHOCTY:
— KOHTPOJ1b LLE/TOCTHOCTU NporpaMMHOro obecrneyeHus;

— yrnpas/ieHMe KJ/I4YeBOM CUCTEMOM: XpaHeHue, BBOA B [AeWCTBME W CMeHa KJilo4en
nonb3oBaTeNiel, reHepaums 3aKpbiTbIX WM OTKPbITbIX K/OYEH NoanuUCK MoJsib30oBaTeNen, Ko4den
3NEKTPOHHOM NoAMNUCKU, KJTHOUEN NMPOBEPKN 31EKTPOHHOW NOAMUCH;

— ynpaBfieHne JOoCTYyNOoM MoJIb30BaTENIEN CUCTEMbI K MPOrpaMMHOMY 06ECneyYeHmnio U AaHHbIM,
BK/lOYAs YCTAaHOBKY UM NEepuoAMYEcKYH CMeHy naposei, ynpaB/leHMe CpeacTBaMn 3aliuThbl
KOMMYHWKaLMWiA, NepeaaBaeMbiX, XpaHUMbIX U 06pabaTbiBaeMbIX AaHHbIX.

ALMUHNCTPATOP 3aLUUTHI

CybbekT pgocTyna, OTBETCTBEHHbIW 3a 3alWuTy aBTOMaTM3UMPOBAHHOW  CUCTEMbl  OT
HEeCaHKLMOHNPOBAHHOIO AOCTyna K MHdopMauum.

AyTeHTUdUnKaums

MpoBepka MNpUHAANEXHOCTU CybbeKTy [O0CTyna npeabsBEHHOr0 WM  maeHTudumkaTopa,
noaTBep)XAeHNEe NOATIMHHOCTMU.
AyTeHTUdUKauma nHdopmauum

YcTaHoBneHne nog/iIMHHOCTU MHQOPMaUNM NCKIOUYNTENBHO Ha OCHOBE BHYTPEHHEN CTPYKTYpbI
camMon MUHdoOpMauMM He3aBUCUMO OT WCTOYHMKA 3TOM WHbOpMauuu, YCTaHOBMEHWE 3aKOHHbIM
nony4yartenem (BO3MOXHO apbutpoM) dakTa, 4To nonydyeHHasa nHpopmaumsa Hanbonee BeposATHO 6bina
nepegaHa 3akoHHbIM oTnpasuTesieM (UCTOYHUKOM) M YTO OHa MPU 3TOM HE 3aMEeHEHa U He UCKaXeHa.
Jliobble npegHaMepeHHble W Cny4yamHble MOMbITKU UCKaXeHUN WHgopMauum obHapy>XnBakTcs C
COOTBETCTBYHOLLEN BEPOSATHOCTbBIO.

Be3onacHocTb

CocTosiHME 3alUMLLEHHOCTU XN3HEHHO BaXXHbIX MHTEPECOB JIMYHOCTK, 06LlecTBa M rocyaapcrea
OT BHYTPEHHMUX W BHELIHMX Yrpo3s.

OTcyTCTBME HEAOMYCTUMOrO pUCKa, CBS3aHHOIO C BO3MOXHOCTbIO HaHeceHus yulepba.
Be3onacHocTb nHdopmMaunm (MHbopMaLmMoHHas 6€30NacHOCTb)

CocTtosiHue wuHdopMaumm, WMHOOPMALMOHHBLIX PecypcoB U WMHMOOPMAUMOHHBLIX CUCTEM, MNpU
KOTOpOM C TpebyeMon BepoOsATHOCTbIO obecneumBaeTcs 3awuta MHGOpMaunm (AaHHbIX) OT yTeukwM,
XVLLEHUS, yTpaTbl, HECAHKLUMOHMPOBAHHOIO YHUUYTOXEHUS, UCKaXeHus, moamdukauum (nopaenku),
KonupoBaHusi, 6J1IOKMPOBaAHUSA U T.M..
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CocTosiHMe 3aWMLEeHHOCTM UHdopMauumn, obpabaTbiBaeMoM CpeacTBaMu BblUUCIUTENBHON
TEXHUKM UIN aBTOMATU3MPOBAHHON CUCTEMbI, OT BHYTPEHHUX MU BHELIHUX Yrpo3.

BnokupoBaHue nHdopmaumnu

MpekpalieHne nnm 3aTpyaHeHMe A0CTyNna 3aKOHHbIX NoAb30BaTenen K MHpopMaumm.
Bepudwnkaums

YCTaHOB/IEHWE COOTBETCTBUSA MPUHATOMN U NepefaHHOW WHMOPMauUM C NMOMOLLLIO NTOMMYECKUX
METOAO0B.

npoLecc CpaBHEHUA ABYX YpOBHen crneumdukaumm CpenctB BblYUCUTENBHONW TEXHUKU UK
aBTOMaTU3MPOBaHHbLIX CUCTEM Ha HaAsexallee COOTBETCTBUE.
Bnapeneu nHgopmaumm

CybbekT, OCyLlecTBAAOWMNI BNageHne W Mofib30BaHMe MWHMOpMaunen u peanmsyrowmin
NOSIHOMOUMS pacrnopsXeHUs B npefenax MnpasB, YCTAHOBJIEHHbIX 3aKOHOM W/UNN COBCTBEHHUKOM
MHdopMaLmn.

CybbekT MHPOPMAUMOHHbBIX OTHOWeEHUN, obnagarowmii NpaBoOM BIAAEHUS, PACHOPSIXKEHUS U
Nnosib30BaHNEM MHMOOPMALMOHHBIM PeCcypcoM No AOroBopy C CO6CTBEHHUKOM MHMOPMaLNK.

Bnapeneu nHpopMaumm, MHMOPMaLMOHHOM CUCTEMBI

CybbeKkT, B HenocpeaACTBEHHOM BeAEHWW KOTOPOro B COOTBETCTBMM C 3aKOHOM HaxoAsaTCs
MHgopMauuns, nHpopMaunMoOHHasa CTPYKTYypa.
FocypapcTBeHHas TalHa

3awmuwaeMble rocygapctBoM cBegeHuss B 06/1acTM ero BOEHHON, BHELWHENOJINTUYECKON,
3KOHOMUWYECKON, pa3sBejbiBaTe/IbHON, KOHTppa3BeabiBaTe/IbHOM M onepaTMBHO-PO3bICKHOM
0EeATeNbHOCTX, PpacnpocTpaHeHMe KOTOpbiX MOXeT HaHecTn yuwepb 6e3onacHoctTn Poccuitckoii
depepauymn.
pnd KoHDMAEHUMANBHOCTU

CneuunanbHas OTMETKa Ha HocuTesne VIHCbOpMaLI,VIM nmbo B conpoBoAnUTENIbHbIX AOKYMEHTaX Ha
HEro, CBUAETENbLCTBYOLWAA O TOM, UTO HOCUTENTb COAEPXUT KOHq)M,CI,eHLI,MBJ'IbHYI-O MHCbOpMaLI,MI-O.

pnd cekpeTHOCTH

PekBn3nTbl, CBMAETENbCTBYHOWME O CTENEHU CEeKPETHOCTU cBegeHun, cogepXXawmxca B UX
HOocuTene, npocraBisseMble Ha CaMOM HOCUTENE n/vnn B COI'IpOBO,CI,VITEJ'IbHOVI AOKYMEHTauuMnm Ha Hero.

JoKyMeHT
JokyMeHTMpoBaHHasa UHpopMaums, cHabxxeHHaa onpeaeneHHbIMU peKBU3NUTaMu.

MaTepunanbHbili 06BbEKT ¢ MHdOpMaLMen, 3aKpenieHHOM CO34aHHbIM YeNI0BEKOM cnocobom ans
ee nepegayn BO BPEMEHU M NMPOCTPAHCTBE.

JokyMeHTupoBaHHasa nHdopmaumsa (AOKYMEHT)

3adukcmnmpoBaHHas Ha MaTepuanbHOM HOCUTesne MHpOopMaLMsa C PEKBU3NUTaMU, MO3BONSIOWMMN
ee naeHTndnuUnpoBaThb.

MpuMmeyvaHune. [JoKyMeHTMpOBaHHasA WHQoOpMauMa C OrpaHuUYeHHbIM AOCTYNOM Mo
YyCNoBUSAM ee MpaBOBOro pexuMa noapasgensietcsa Ha nHhopMaunto, OTHECEHHYIO K roCcyAapCTBEHHOM
TanHe, N KoHdnaEeHUMaNbHYHO.

JOKYMEHT B 3/1eKTPOHHON hopMe (DNeKTPOHHbIN AOKYMEHT)

DNEeKTPOHHbIN 06pa3 AokyMeHTa (MNaTeXHOro Wan WMHOro) - dain, AOCTOBEPHOCTb KOTOPOro
obecneymBaeTcs KOMMIEKCOM MEponpuaTUin No 3awmTte uHdopmaumn. MNMpu 3ToM dann mMoxeTt
coaepXxaTb HECKOJIbKO AOKYMEHTOB (NaKeT AOKYMEHTOB).

3/ npeactasnsaet cobon AOKYMEHTUPOBAHHYIO COBOKYMHOCTb Aa@HHbIX, 3aPUKCUPOBAHHbIX Ha
mMaTtepuanbHOM HocuTene (MarHUTHOM wunuM 6yMaxHOM) C peKBU3UTaMK, MNO3BOMSIOWNMU
naeHtTudnunposatb 3Ty MWHMOPMauMio U aBTOPOB AOKyMeHTa. WaeHtudwukauma [
obecneumBaeTca cpeacTBamMuM 3almMTa Ha OCHOBE anroputMoB WKNGPOBAHUSA, SNEKTPOHHOM
NOAMUCK M 3aLUNTbl OT HECaHKLMOHMPOBAHHOIO A0CTYyNa.

31 co3paeTcs y4acTHMKOM CUMCTEMbl Ha OCHOBe OyMaXHOro AOKyMeHTa nnMbo Ha OCHOBaHWMU
APYroro 3J/1eKTPOHHOrO JAOKYMEHTa M MOJSIHOCTbIO MOBTOPSIET €ro Mo coAepxaHutoo. [
obpabaTbiBaloTCs U XpaHATCA B DBM n MoryT nepenaBaTbCs MO 3/IEKTPOHHbLIM KaHanaM CBA3M.
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JocTtyn K nHgopmauum
Mony4yeHne cybbEKTOM BO3MOXXHOCTM 03HAKOMJIEHMS C MHDOPMaLKME, B TOM UYnCe C MOMOLLbH
TEXHUYECKNX CpeacTB.
O3HakoMneHne c MHdpopMaumen, ee obpaboTka, B 4acTHOCTM, KOMMpoBaHue, Moandukaums
WM YHUUYTOXEHME MHpOopMaLmn.
JocTynHOCTb MHMOpMaLmu
CBoNCTBO nHpopmauum, TEXHUYECKNX CpeacTs " TexHos0rmm 06paboTky,

XapakTtepuayloweecss CcnocobHocTblo obecneumBaTb 6ecnpensaTcTBEHHbIM  AOCTYyNn K
nHbopMaLnm cybbeKTOB, MMEKLMX Ha 3TO Haanexalne nosTHOMouYuns.

3aBepeHune (HoTapusauus)
Pernctpauus [AaHHbIX Yy [OOBEPEHHOro TpeTbero Auua As MOBblWEeHUs YBEPEeHHOCTU B
NpaBUIbHOCTU TaKMX XapaKTEPUCTUK, KaK CoAep)XKaHMe, UCTOYHUK AaHHbIX, BpeMS AOCTaBKM.
3awmTa MHdopMaLmn
[eatenbHoCTb no npeaoTBpaLLEHUNIO YTEUKM 3alnLaemMon nHdhopmMauum,
HECaHKLMOHMPOBAHHbIX N HEMpeaHaMepeHHbIX BO3AENCTBUIA Ha 3aliMLLaeMy0 MHGOpMaLMto.

KoMnnekc MeponpuaTuii, NpoBOANMBIX C LIESIblO NPeAoTBPaLLEHNS YTEUKU, XULLEHUS, YTpaThl,
HECaHKLIMOHUPOBAHHOIO YHUUTOXEHUS, N3MEHEHMUS, Moandmkaumm (noapenkwn),
HECaHKLUMOHNPO-BAHHOIO KONUPOBaHUS, 6/10KMpoBaHMS MHDOPMaLnN.

3awmTa nHpopmaummn ot HCA

CocTtaBHas 4vacTb obuwel npobnembl obecneveHns 6ezonacHoCcTU MHMOpMauum. Meponpuatus
no 3awute nHdopmaumm ot HC A0MKHbBI OCYLLECTBAATLCA B3aUMOCBSA3aHO C MeponpuaTUaMu
no crneuuanbHOM 3almMTe OCHOBHbIX M BCMOMOraTesibHbIX CPEACTB BblUMCINTENbHON TEXHUKM,
CpeAcTB U CUCTEM CBA3WM OT TEXHUYECKUX CPeACTB pa3BefKu U MPOMbIWIEHHOro WnuoHaxa. B
obweM cnyyae, KOMMJEKC MPOrpaMMHO-TEXHMYECKMUX CPeACTB UM OpraHu3auMOHHbIX
(npoueaypHbIX) peweHut no 3awmte nHdbopmauum ot HCA peanusyeTcsa B paMKax CUCTEMb
3aWwnTbl MHdopmauum ot HCA, yCnoBHO COCTOSALWEN U3 Cneaylowmx 4YeTblpex MOACUCTEM:
ynpaBneHus AOCTyMnoM; perucrtpaunmm wn y4yeta; KpunTorpaduyeckon; obecneveHus
LeNoCTHOCTMU.

3awmueHHoe CpeACcTBO BblYNCAUTENIBHOMN TEXHUKN (3aluMLLeHHass aBTOMaTuU3MpoOBaHHas cucTtema)

CpeanctBo BblYNCAUTENBHON TEXHUKM (aBTOMaTU3MpPOBaHHasa CUCTEMA), B KOTOPOM peann3oBaH
KOMMMEeKC CpeacTB 3almThl.

IA32, IA64, x64, SPARC, Power PC
AnnapaTHble nnaTtdopMbl, UCNONb3yeMble NpomnssoauTensamm N3BM
naeHTndnkayms

MpucBoeHne cybbekTaM M obbekTaM Joctyna wuaeHTudukatTopa wn  (Uan) CcpaBHEHUE
npeabsaBNsaeMoro naeHTndukaTopa ¢ nepeyHeM NpuUCBOEHHbIX NAEHTUGHUKATOPOB.

NMunto3awmTa
3awmTa cnuctembl WNPPOBAHHON CBSA3M OT HaBA3bIBAHMS JIOXKHbIX AAHHbIX.
MMuToBCTaBKa

OTpe3oK MHdopMauun HGUKCMPOBAHHON AJINMHbBI, MONYYEHHbIA NO onpeaesieHHOMY nMpaswuay M3
OTKPbITbIX AaHHbIX U KAto4da u gobaBneHHbIn K 3awndpoBaHHbIM AaHHbIM A8 obecnedyeHus
MMUTO3ALLUTDI.

KBannduumpoBaHHbIN cepTUdMKaT Katova NPoBEPKN 3/IEKTPOHHOW NOANMUCH

Ceptndukar Koya MpoOBEPKM 3MEKTPOHHOW NOAMWUCU, BbIAAHHBIN  aKKpeaUTOBaHHbIM
YAOCTOBEPSIOWMM LIEHTPOM WN [OBEPEHHbIM JIMLOM aKKpeaMTOBAHHOMO YyAOCTOBEpPSIHOLLErO
ueHTpa nmbo denepanbHbiIM OpPraHOM WCMOSHUTENIbHOM BfacTU, YMOJIHOMOYEHHbIM B cdepe
MCNonb30BaHUNA 31'IeKTpOHHOl7I noanuncu.

Kntou (kpuntorpauyecknin Kiwou)

KOHKpEeTHOe CeKpeTHoe COCTOSIHME HEKOTOPbIX MapaMeTpoB anropytMa Kpuntorpacduyeckoro
npeobpa3oBaHMa  [aHHbIX, obecrneumBatollee BblI6Op oAHOro npeobpasoBaHMa U3
COBOKYMHOCTU BCEBO3MOXHbIX AN AAHHOIO anroputMa npeobpasoBaHuii [2].
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Kntou nposepku 3J'IEKTpOHHOl71 noanncu

YHuKanbHasa nocnenoBaTeNbHOCTb CUMBOJIOB, OAHO3HAYHO CBSiI3aHHAsA C KJIKOYOM 3J'IeKTpOHHOl7I
noanncm m npegHa3HadyeHHasa asda npoBepKM nNoa/IMHHOCTU 3J'IeKTpOHHOl7I noanmncu.

Kntouy 3HEKTpOHHOVI noanmncu

YHuKanbHasd nocneaoBaTeflbHOCTb CMMBOJIOB, NpeaHa3HavyeHHas ANng co3faHus 31'IeKTpOHHOl71
noanumcu.

KomnpomeTauma kiroda

YTpata .g4oBepus K TOMYy, UYTO MCMOMb3yEMble K/ounm obecnednmBaloT 6e30MacHOCTb
nHpopMaumn. K cobbITUsAM, CBSA3AHHbIM C KOMMpPOMETALMEN KIOUE OTHOCATCS, BKOYas, HO
He orpaHMuuMBasiCb, cneayowme:

1. MoTepsa KNOYEBbLIX HOCUTENEN.
2. MNoTeps KAK4YeBbIX HOCUTENEN C UX MOCeayoWnM obHapyXXeHneM.
3. YBO/IbHEHME COTPYAHMKOB, MMEBLUMX AOCTYN K KOUYeBON MHbopMaunm.

4. HapyweHne npaBuil XpaHEHUS U YHUUTOXEHUS (MOCNe OKOHYaHWSI CpoKa AeCTBUS)
3aKpbITOro K/oya.

5. BO3HMKHOBEHME MNOAO3PEHUI Ha yTeuKy WMHQOpMauuM UM ee UCKaXeHne B cucTeme
KOH(unaeHunanbHOM CBA3N.

6. HapyweHune neyatu Ha cende C KIH4YEBLIMU HOCUTENSIMUA.

7. Cnyyan, Korga Henb3sl AOCTOBEPHO YCTaHOBWUTb, 4YTO MNPOM3OLWAO C KJHOYEeBbIMU
HocuTenamm (B TOM 4MCie Cry4vyaum, KOrga K/I4YeBOW HOCUTENb BbIWES M3 CTpos MU
JOKasaTeslbHO He OnpoBeprHyTa BO3MOXHOCTb TOFO, 4TO, JAaHHbIA dakT npousowen B
pe3yfibTaTe HECAaHKLMOHMPOBaHHbIX AeNCTBUIA 3N10YMbILLIEHHMKA)

PaznuuatoTca [Ba BMAa KOMMpPOMETAUMM 3aKpbiTOro K/uya: AAIBHAsA U HesiBHaA. [lepBble
yeTblpe CobbITUA TPAKTYHTCS Kak siBHasi KOMMNpoMeTauusa knwodein. Cneayowme Tpu TpebytoT
CMeLnanbHOro PacCMOTPEHMS B KaXX10M KOHKPETHOM C/iyyae.

KoHburaeHumanbHOCTb MHMOpMaLnm

CybbekTnBHO onpegensemas (npunucbiBaemMas) MHGoOpMaumm XxapakTepuctmka (CBOWCTBO),
yKasblBatowas Ha HeobxoaMMOCTb BBEAEHUSI OrpPaHWYEHUA Ha Kpyr CybbekToB, WUMeELWMX
AOCTYNn K JAaHHOM wuHdopMauun, un obecnedmBaemass cCrnocobHOCTbIO cucTeMbl (cpeabl)
COXpaHATb YKa3aHHyl WMHopMauuio B TalHe OT Cyb6bekToB, HEe MMEKLWMX MNOTHOMOYUIA Ha
npaBo AOCTyNa K HeMn.

KoHdunaeHumanbHasa nHpopmaums

JokyMeHTUpoBaHHas WMHdopMauns, AOCTYyN K KOTOPOW OrpaHMyMBaeTCss B COOTBETCTBMM C
3akoHoaaTenbcTBoM PO, [pyras nHdopmaumsa, Tpebyrowas 3awmThbl.

KoHTposnb AocTyna (yrnpaBfieHne A0CTyrnoM)

Mpouecc orpaHM4YeHnst AOCTyNa K pecypcaM CUCTEMbl TONIbKO Ppa3peLlleHHbIM cybbekTaM uam
obbekTam.

KpunTtorpaduyeckas sawura
3alnTa gaHHbIX NpM NoMowmM Kpuntorpaduveckmx npeobpasoBaHnii AaHHbIX.

KpuntonpoBanaep
Peannsyetr  dyHKUUM WndppoBaHus, BbIUMCIIEHNS MMUTOBCTABKM, X3WWpPOBaHUS,
¢dhopMmnpoBaHMSa N NPOBEPKM MOAMUCU, FEeHepaumMu Nonb3oBaTenbCKknx kntoder. ObecnedmBaet
paboTy C CECCMOHHBbIMM KJIto4aMKn WwmndpoBaHmnsa (reHepaumsi, 3KCNOpT/MMNOPT B 3alULLEHHOM
BMAE), 3aKpbITbiIMM M OTKPbITbIMK kato4amMm DI n obmeHa, BBOL K/AKOYEN C KIOYEBbIX
HOCcuTenen, 3aWUWEHHOE XPaHeHWEe W YHUYTOXEHME KJ/IloYeln B OMnepaTUMBHON MaMAaATW.
Peanunsyetcsa kak 6bubnnorteka, AMHaAMUYECKM 3arpy)kaemas B eAuHOe agpecHOe MpOCTPaHCTBO
npouecca, MHUUMNPYEMOro NPUKIALHON 3adayen.

Kpuntonpoapaneep
Peannayet dyHKUMM WMPPOBAHUS N BbIUNCIIEHMS MMUTOBCTABKWM, X3LWMPOBAHUS U MPOBEPKMU
noanucn. ObecneymBaeT paboTy C CECCMOHHbIMM KYaMu wudpoBaHna (reHepauwus,
3KCNOPT/MMNOPT B 3alMLEHHOM BMAe), KA4vamMu nposepkun 31, acheMepHbIMU 3aKpbITbIMU U
OTKPbITbIMM  KAO4aMn obMeHa, 3aWnWéHHOE XpaHeHMe U YHUYTOXEHME K4den B
onepaTMBHOWM NamsTU. 3arpy>kaeTcs B agpecHoe npoctpaHcTeo sapa OC.
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O6was vactb
Mo cBoeMy wHTepdency u @YyHKUMOHANbHLIM BO3MOXHOCTAM KpunToAparBep obecneumBaer
BO3MOXHOCTM  KpUMNTOMpoBanaepa 3a MCKtoYeHneM (yHKumi dhopMmpoBaHns LM@poBOi NoanucK,
paboTbl C HOCUTENEM KI/HOYEN, FeHepaumm K4Yen nosnb3osaTens. [103BONSIET OpraHM30BbLIBaTb
WwndppoBaHMe AaHHbIX WM NpPoBEPKY UMGPOBOM MOANMWCKM Ha YPOBHE siApa OMNepauyioHHOM CUCTEMbI U
yCKOpUTb KpunTorpadumyeckme onepaumm C MNOTOKOM AaHHbIX 3@ CYET WCKIYEHWS M3 npouecca
06paboTkM faHHbIX MX NEPECbIKY C YPOBHS siApa Ha YPOBEHb MNPUAOXKEHUH 1 obpaTHo.

KpunTtocepsuc

Mpouecc, 3anyckaeMbin B COBCTBEHHOM aApecHOM npocTpaHcTBe. Kpuntocepsuc, Kak u
KpunTonpoBanaep, BbINOAHSAET BCe KpunTorpaduueckme QyHKUMM, BKAOYaAsa reHepauuio
Kno4yen nosb3oBaTtens. KpuntocepBuUC MOXET WCMO/b30BaTbCA HECKOJIbKMMUK MpoLeccami.
B3aumopencrteme Kpuntocepsuca C rnpoueccamMm ocywecTsnsietca no nportokony RPC B
pexume pasgeneHma kKaneHTtoB. KrouyeBas wuHdopMaums C HOCUTENen BCeX KAWMEHTOB
K3LWKWPYETCs B HECBOMUPYEMYIO YacTb apeCHOro NpocTpaHcTBa Kpuntocepsuca.

Kpuntorpaduyeckoe npeobpasoBaHue
MpeobpazoBaHne MHGOPMALMKN C UCMOSIb30BAHMEM KpUNTOorpaduyeckmx anropmMTMoB.
JInueH3snpoBaHme B o6nacTu 3awmTbl MHGOPMaL MK
JedatenbHOCTb, 3akalvalLwasca B nepegadvye uam nosydyeHUM npas Ha nposeaeHwe paboT B
obnacTtu 3awmThl MHDOPMaLUK.
MeponpusaTusa no 3awmte nHgopmaumm
COBOKYMHOCTb AENCTBMA NO pa3paboTke wn/unm npakTU4eckoMy MPUMEHEHUID CnocoboB u
CpeacTs 3aWuTbl HDOpMaLNK.
MeponpusaTnsa No KOHTPONO 3hPEKTUBHOCTM 3aLLMTbl MHPOPMaL MK
COBOKYMHOCTb AEWUCTBUIA NO pa3paboTke u/uan MNpakTUYeCKOMY MpUMMEHEeHM0 CnocoboB w
CpeacTB KOHTPOns 3@PEKTUBHOCTM 3aLUNTbI MHPOPMaL UK.
MeTka KOHpUAEHLUNANbHOCTH
dOneMeHT wWHbOpPMaUMK, KOTOPbIM XapakTepusyeT KOHPUAEHUMANbHOCTb WHQOpMauum,
copepxauienca B obbekTe.
Hapywutens 6e3onacHocty nHdbopmMaunm
dunsmyeckoe nnMUO, CNyYarHO WMNM MNpeAHAaMEpPEeHHO coBepllallee AeNCTBUSA, CleacCTBUEM
KOTOpbIX ABAsSeTCs HapyweHune 6e3onacHocTn nHdbopmaumm npu ee obpaboTke TEXHUYECKMMMN
cpeacTBamu.
HapywwuTtens npaBun pasrpaHnUYeHns AocTtyna
Cy6beKkT gocTyna, oCyLeCcTBASIOWNIA HECAHKLMOHNPOBAHHDbIA A4OCTYN K MH(OpMaLun.
HeKOppeKTHbIA 3NEeKTPOHHbIA AOKYMEHT

DNEeKTPOHHbI [AOKYMEHT, He npolwealwmnin npoueaypbl pacwmdpoBaHna AaHHbIX, NMPOBEPKMU
3M1IeKTPOHHOM NOAMUCU WH@OPMaLMs, KOHTpPOnsa dopMaTta AOKYMEHTOB, a TakXe [OKYMEHT,
UMEKLWMN UCKaXeEHUs B TekcTe coobuweHna (Hanuume cumBonos, 6ykB unu uudp B
pacwmdpoBaHHOM (OTKPbLITOM) TEKCTE AOKYMEHTA, He MO3BOMSOLWMX MOHATL €ro CMbIC).

HenpeaHaMepeHHoe BO34eNCTBME Ha MHMOpMaLnto

Owunbka nonb3oBatens, cH6OM TEXHUYECKUX U MNPOrpaMMHbIX CpeacTB WHQPOPMALMOHHbIX
CUCTEM, a TaKXe npupoaHOe SHABMIEHWE WAN WHOE HeuesieHanpaBfieHHOe Ha W3MEeHeHue
nHdopmMaunm Bo3aenNCTBUE, CBA3AHHOE C DYHKUMOHUPOBAHNEM TEXHUYECKUX CPeAcTB, CUCTEM
WIN C AeATeNbHOCTbI NAEN, MPUBOASALLME K UCKAXEHUID, YHUUYTOXEHMUIO, KOMUPOBAHUIO,
6noknpoBaHuMio A0CTyna K MWHMOpMauum, a TakXe K yTpaTe, YHUUTOXeHU unu cboro
dYHKLUMOHNPOBAHUA HOCUTENSA nHdopMaunum.

HecaHKUMOHMPOBAHHOE BO3AENCTBME HA MHGOPMaLNIO

Bo3geictBMe Ha 3awumuiaeMyro MHGOOPMaUMUIO C HapylleHMeM YCTaHOBJ/IEHHbIX NpaB W/wan
npaBuMa Ha W3MeHeHMe WHdbOPMauuM, NpuMBOAsILLLEE K  MCKAXEHMUI, YHUYTOXEHMUIO,
610KMpOBaHUIO A[0CTYNa K MHGOpMauMmM, a TakKXe K yTpaTe, YHUUTOXeHUo unm cboto
dYHKLUMOHMPOBAHUA HOCUTENSA nHdopMauum.
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O6was vactb

HecaHKLUMOHMPOBAHHbBIN AOCTYN K MHGopMaumn (HCO)
1. MonyyeHue 3awmwaemMon WHPOPMAUMM 3aUHTEPECOBAHHbIM Cy6beKTOM C HapylleHuem
YCTaAHOBNIEHHbIX MNPaBOBbIMM AOKYMEHTaMM WAKW COBCTBEHHWMKOM, BnagenbueM WHdopMaunm
npas MM NpaBua AOCTyNa K 3awuwaeMmon nHbopmaumm.
2. [JocTtyn K nHpopMaunm, HapyLlaoLWmMn yCTaHOB/IEHHbIE NpaBuia pasrpaHnMyenms gocrtyna,
MCMNOSIb30BaHMEM WTaTHbLIX CpeacTts, npegoctasnsgeMbix CBT wian AC. Tllog wTaTHbIMU
cpeacTBaMu MOHMMAETCH COBOKYMHOCTb MPOrpamMMHOro, MMKpPOMPOrpaMMHOI0 U TEXHUYECKOro
obecneveHna CBT nnn aBsToMatnsmpoBaHHom cucrtemol (AC).

Hocutenb nHdopmaunm
dunsmyeckoe nULO UM MaTepuasnbHbii 06BEKT, B TOM 4yucie (uanyeckoe nose, B KOTOPbIX
WHpopMauns HaxoamT cBoe oTobpaxeHne B Buae CMMBO10B, 06pa3oB, CUrHanoB, TEXHUYECKNX
peLeHNin N NPoLECcCoB, KOMYECTBEHHbIX XapaKTEPUCTUK (DU3NYECKNX BENUYNH.

O6bekT gocryna
EavHnua wnHMOpMauUMOHHOIo pecypca aBTOMAaTU3MPOBAHHOM CUCTEMbI, AOCTYN K KOTOPOW
perfameHTMpyeTCcs NpasuiaMn pasrpaHuyeHuns AocTyna.

O6BbEKT 3aLWmThI
1. UHdopMaumsa mnn Hocutenb MHdopMmaumn, mnnm MHOOPMALMOHHBIM Npouecc, B OTHOLIEHUMU
KOTOpbIX Heobxoanmo obecneumBaTth 3aLMTY B COOTBETCTBUM C MOCTABIEHHOWN LeNblo 3amThl
MHpopMauun.
2. HdopmMaumsa, TeXHUYECKmne CpeacTBa U TexHonormusa ee o6paboTkm, B OTHOLIEHMN KOTOPbIX
Heobxoammo obecneunTb 6e30nacHOCTb MHpOpMaLnn.

O6paboTka nHdopmMaumm
Mepepava, npueM, xpaHeHne, npeobpasoBaHne n otobpaxeHne nHpopmauun.

OpraHusaums 3awmTbl MHpOpMaLmn
ConepxaHue u NopsaoK AelcTBUMA No obecneyeHmto 3aWwmTbl HDOpPMaLUK.

OTKpbITbIN K04

Kpuntorpapuyecknin  Kaw4d, KOTOpbIA CBSI3@aH C  3aKpbiTbiM € nomouwbtk  ocoboro
MaTEMATUUYECKOro COOoTHoweHus. OTKpbITbIA KOY M3BECTeH BCEM APYrUM MoJjib30BaTensamM
CUCTEeMbl WM nMpefaHasHayeH Ana NpoBepKM 3/IeKTPOHHOM noanmcn u  pacwudpoBaHms,
NMO3BONIAET ONpeaenTb aBTopa noanncn M AOCTOBEPHOCTb 2JIEKTPOHHOINo AOKYMEHTa, HO He
NO3BOMISIET BbIYMCANTL 3aKPbITbIM  KAOY. OTKpPbITbIM  K/IIOY  CYMTAETCS NpMHaanexawmm
nonb3oBaTento, ecnm OH 6bin  3aperncrpumpoBaH (cepTuMduuUMpoBaH) YCTAHOBJIEHHbIM
nopsaaKoM.

Maponb
1. MpeHTndukaTop cybbekTa AOCTyna, KOTOpbIN SBAseTcs ero (cybbekTa) CEKPETOM.

2. CekpeTHass WHdQopMauusa ayTeHTUduUKauum, o6blMHO npeacTasngowas cobon CTpPoky
3HAKOB, KOTOPOM A0JIXeH obnagaTbk Nonb3oBaTe b A8 AOCTyNa K 3alMLLEHHbIM AAHHbIM.
MnaHoBas cMeHa Kir4en
CMeHa Kkaw4el € YCTAaHOBNEHHOM B CUCTeMe NEepUOANYHOCTbIO, He  BbI3BaHHas
KOMMNpoMeTaunen K4en.
Mo60YHblE 31EKTPOMArHUTHbIE U3TYYEHNS U HAaBOAKMU
1. DnekTpoMarHUTHble U3NyYeHUs TexHu4Yeckmx cpeacts o6pabotkm wuHdopmauum, He
npefHasHa4vyeHHbIE ANS nepeaaydun, NnpMeMa uan npeaHaMepeHHoro nckaxeHms nHdopmaumu, a
TakXe HaBOAKM OT TEXHUYECKMX CPeACTB B OKpPYXaloWnx npegmeTtax.
2. HexenaTenbHble U3ayyeHns U HaBOAKW, NposiBNaOWMECS B BUae noboYHbIX, BHEMOMOCHbIX,
LWYMOBbIX W HAaBOAMMbIX CUIHANOB, NMOTEHUMANIbHO 06pas3yloLwmMX HEKOHTPOSIMpyeMble KaHanbl
yTeukn KoHduaeHuManbHon nHdopMaunm.
Mo6oyHoe 3/1eKTPOMarHUTHOE U3nyyeHue
HexenatenbHoe WHGMOPMAULMOHHOE  3/IEKTPOMArHUTHOE  M3/lyYeHue, BO3HUKawLWee B
pe3ynbTaTe HEeSIMHENHbIX MPOLECCOB B 3MEKTPUYECKMX Lenax npu obpaboTke nHbopmaumm
TEXHUYECKUMUN CpeacTBaMM N NpUBOAsILLME K yTeuke uHdopmauunu.
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[NMonb3oBaTenu

lpaxkaaHe, oOpraHbl rOCyAapCTBEHHOW  BAAcTW, OpraHbl  MeCTHOr0  caMoynpasieHus,
opraHmsaumm un obuwecTBeHHble 0b6beanHeHns obnafatoT paBHbIMW MpaBaMu Ha [OCTYN K
rocyaapCTBeHHbIM pecypcaM u He 06s53aHbl 060CHOBbIBaTbL Nepes BAagesbLeM 3TUX pecypcoB
Heob6x0AMMOCTb MOSyYeHUs 3anpaliMBaeMon MMM UHDOpMauuu. WcknodeHue cocTaBnseT
nHdopMaUnsa C OrpaHUYEHHbIM AOCTYMOM.

Monb3oBaTtens (noTpebutens) nHbopmaunm
1. CybbekT, obpawatowmnincs K MHOOPMaLMOHHON CUCTEME WM NOCPEeAHUKY 3a MoJslyyeHueMm
Heob6xoAnMON eMy MHGOPMaLMN N NONb3YIOLWMACS elo.
2. CybbeKkT, nonb3yowmmncsa nHdopMaumen, noyyeHHon oT ee cobCcTBeHHMKaA, BNagenbua uan
nocpeaHMka B COOTBETCTBMM C YCT@HOB/IEHHbIMW rMpaBaMuM W MpaBunaMm AocTyna K
nHdopMaunm nmbo C X HapyLLEHUNEM.

MONAHOMOYHbIN NpeacTaBuUTeNlb OpraHmM3auum
MpeacrtaButenb OpraHMsauMmM M3 4yucaa nepBbiX AO/MKHOCTHbIX JINL B COOTBETCTBMM C
YCTaBHbIM AOKYMEHTOM WUIN, UMEIOLWNIA COOTBETCTBYIOLLYIO JOBEPEHHOCTD.

MpaBnno AocTyna K 3awuiiaemMon nHdbopMaLuum
COBOKYMHOCTb MNpaBwu/, perfaMeHTUpyrLWmMx Mopsaaok M yCrioBUS A0CTyna K 3awuuiaemMon
nHdbopMaLUnKM U ee HOCUTENSM.

Mpasuna pasrpaHndeHnsa goctyna (MPA)
COBOKYMHOCTb MpaBwus, pernaMmeHTUMpylowWnx npasa AocTyna cybbekToB AocTyna K obbektam
jocryna.

lMpaBo gocTyna K 3awmwaemon nHdbopmaumm; npaso
COBOKYMHOCTb MpaBuA AOCTyna K 3awuuiaeMon MH@OpMauMn, YCTaHOBEHHbIX MPaBOBbIMU
AOKYMeHTaMu unm cobCTBEHHUKOM, Brajensuem nHpopmaumu.

MpoBepka 31eKTPOHHON NOAMUCU AOKYMEHTa

lMpoBepka COOTHOLLUEHWUSA, CBA3bIBAKOLWEro X3LIJ-CDYHKLI,MI-O AOKYyMEHTa, noAnnCb noa 3TUM
AOKYMEHTOM U KJ1HOY MPOBEPKU 3ﬂeKTpOHHOl7'I noanucu nojanuvcaellero nosib3osaTtend. Ecnu
paccMaTpnBaeMoe COOTHOLWIEHMWE OKa3blBaeTCd BbIMNOJIHEHHbIM, TO NOANMUCb NPU3HAETCA
I'IpBBVIJ'IbHOI7I, a CaM [AOKYMEHT - NnOoAJ/INHHbIM, B NPOTUBHOM C/Qlydyae AOKYMEHT CYUTAETCA
M3MEeHeHHbIM, a noaAnncb nNoa HNUM - HEeOAEeNCTBUTENbHOMN.

PazrnaweHune
HecaHKuMOHMpPOBaHHOE pgoBeAeHMe 3aluwaeMon WHdgopMmauum p[o notpebuteneit, He
MMelLWmMX npasa A40CTyna K 3Tol nHdopmauunu.

PacwmndpoBaHmne gaHHbIX

Mpouecc npeobpaszoBaHna 3aWINPPOBAHHBLIX [AAHHbIX B OTKPbITble AAHHblE MPU MOMOLUM
wnopa.

PernameHTauus
Cnoco6 3awmtbl uHdbOpMaumm B npouecce @YHKUMOHUPOBAHUSA CUCTEMbl MEPOMNPUSATU,
co3jaloWwmx Takme ycnosus nepepaboTku 3alumulaeMblX AAHHbIX, NPU KOTOPbIX BO3MOXHOCTHU
HECAHKLUMOHMPOBAHHOIO A0CTyNa CBOAATCA K MUHMMYMY. CumTaeTtcs, 4To Ansd 3pdheKTUBHOMN
3aWnTbl  HeobXoAMMO CTPOro perfiameHTMpoBaTb 34aHUS, TMNOMELLEHUs, pas3MelleHune
annapaTypbl, opraHms3aumio n obecnedeHne paboTbl BCEro rmMepcoHana, CBA3AHHOMO C
0bpaboTkor KOHpUAEHLMAaNbHON nHbopMaLnK.

CaHKLUMOHNPOBAHHbLIM A0CTYN K MHpOpMaLumn
JocTyn K nHdopMaunm, He HapyLlaloLWWin Npasuia pasrpaHnyeHns gocryna.

CepTudukar 3anThbl
JOKyMeHT, yAOCTOBEpSIOLWMUA COOTBETCTBME CPEACTBA BbIYUCAUTENbHOM TEXHUKU UK
aBTOMaTU3MPOBAHHOM cucTeMbl Habopy onpepeneHHbix TpeboBaHMM NO 3awute OT
HECaHKLUMOHMPOBAHHOIO A[0CTyna K MWH@OpMauMm W Jawowmin npaBo pa3paboTumky Ha
ncnonb3oBaHWe N/Mnun pacnpocTpaHeHe UX Kak 3alinLleHHbIX].

CepTtudukaT Ko4Ya NpoOBEPKN INEKTPOHHOM MNOANUCH

DNEKTPOHHbIN AOKYMEHT UKW AOKYMEHT Ha 6YMaXXHOM HOCUTENE, BblAaHHbIE YAOCTOBEPSIOLLNM
LEeHTpOM 1nM60 [OOBEPEHHbIM JIMLUOM YAOCTOBEPSAIOLWIEro LEHTpa W noaTBepXaatolime
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NPUHAANEXHOCTb K/loYa MNPOBEPKM 3MEKTPOHHOM MNoAMNMUCKU Bnadenbly cepTudukaTta Kioda
NPOBEPKN 3/IEKTPOHHON NOAMNUCH.

CepTudurKaT OTKPLITOro KJtoya

CepTudmkaTt Kno4Ya NpoBEPKN 31EKTPOHHON noanmcn nnu wndpoBaHus npeacrasnset coboi
CTPYKTYPUPOBAHHYIO ABOMYHYIO 3anuck B opmarte ASN.1, cocTosulyto ns:

MMeHn cybbekTa UM o6bekTa CUCTEMbI, OAHO3HAYHO MAEHTUDULMPYIOLLEN €ro B CUCTEME;
OTKPbITOro K/toya cybbekTa an obbekTa CUCTEMDI;

e [OMOJIHUTENbHbIX aTpubyTOoB, onpeaensieMblx TpeboBaHUSIMU UCMONb30BaHUA cepTuduMKaTa
B CUCTEME;

e 3l U3gaTens (YAOCTOBEPSIIOLWErO LEHTPA), 3aBEPSIIOLLY0 COBOKYMHOCTb 3TUX AaHHbIX.

Q®opmaT cepTudukaTa onpeneneH B pekoMeHpauuax ITU-T .509 u pexkomeHpaumax IETF
RFC 2459. B HacTosiLee BpeMsa OCHOBHbIM NpuHATbIM bopMaToM saBnsetcs dopmaTt Bepcun 3,
no3sonsowWnin onpeaennte gononHeHns (extensions), C NOMOWbI KOTOPbLIX peannsyeTtcs
onpeaeneHHas nonutnka 6e30nNacHOCTM B CUCTEME.

CepTndukaTt COOTBETCTBMUSA

JOKyMeHT, BblAAHHbIA MO npasuniaM CUCTEMbI cemechKau,MM Ana  noaATBeEpPXAEHUA
COOTBETCTBUA CepTMd)MLlMpOBaHHOVI npoaAyKUMN YCTAHOBJIEHHbBIM Tpe6OBaHVIHM.

CeKkpeTHbIN (3aKpbITbIN) K04

Kpuntorpadunyecknii Koy, KOTOPbIA XPaHUTCA Monb3oBaTesieM CcUcTeMbl B TanHe. OH
Ncnonb3yeTcs AN WndpoBaHUS.

Cuctema 3awmTbl MHPOpPMaLUm

COBOKYMHOCTb OpraHoB W/WUAW  WUCMNONHUTENEN, WCNOoNb3yeMas WMU TexXHUKaA 3aliuTbl
MHdopMaumn, a Takxke o06beKTbl 3allMTbl, OpPraHu3oBaHHble U GYHKUMOHUPYIOWME MO
npasunam, YCTaHOB/IE€HHbIM COOTBETCTBYOLWMUMMU NnpaBoOBbIMU, OpraHM3aumoHHo-
pacnopaaUTeNbHbIMA U HOPMATUBHbLIMU AOKYMEHTAMK Mo 3aluTe MHdopMaumu.

CucreMa 3awmTbl MHPopMauun ot HCA

KoMniekc  OpraHM3auMOHHbIX Mep M MPOrpaMMHO-TEXHUYECKMX (B TOM  yucne
KpunTorpacunyeckmx) CpeacTB 3aWwmnTbl OT HECAHKLUMOHMPOBAHHOIO A0CTyNa K WHdopMauun B
aBTOMaTU3UPOBAHHbLIX CUCTEMAX.

CnyxebHas n KoMmMmep4yeckas TaliHa

1. MHdopMaumnss cocTaBnsieT CnyxXebHyl WM KOMMEpYeckyl TaWHy B Cc/lydae, Koraa
MHdopMauns MMeeT AEACTBUTENbHYIO UMM MOTEHUMANbHY0 KOMMEPYECKYH LEHHOCTb B CUY
HEW3BECTHOCTU ee TPETbUM SiMuaM, K Hell HET cBO60AHOro A0CTyMNa Ha 3aKOHHOM OCHOBaHWUK, U
obnapatens MHMOPMaUMM NMPUHUMAET MEpbl K OXpaHe ee KoHduaeHuuanbHocTu. CBeaeHus,
KOTOpbl€ HE MOryT COCTaBNSiTb CHYXe6HYl WM KOMMEpPYECKYH TaiHy, onpeaenstoTcs
3aKOHOM N UHBLIMW MNPaBOBbIMW aKTaMW.

2. NHdbopmaumsa, coctaBnasowas cayxebHylo WAM  KOMMEpYecKyl TauHy, 3awuuiaeTrcs
cnocobamn, npeaycMoOTpeHHbIMU [paxaaHCkuMm koaekcoMm PO wn apyrumum 3akoHamu. Jinua,
HEe3aKOHHbIMWM MeToAaMu NOoMyymBlIME MHGOPMALMIO, KOTOpas COCTaBASeT CAyXebHyw wnu
KOMMepYecKyl TarHy, 06s3aHbl BO3MECTUTb MpUUMHEHHble YObITKN. Takas xe 0643aHHOCTb
BO3naraeTcs Ha paboOTHUKOB, pasrfacuBLLMX CYXeOHYI MM KOMMEpPYEecKy TaliHy BOMpeKu
TPYy4OBOMY AOroBOPY, B TOM UYMUC/E KOHTPAKTY, N Ha KOHTpPareHToB, CAENaBLMX 3TO BOMPeEKU
rpaxxAaHCKo-NpaBoBOMY AOrOBOPY.

CobcTBEeHHMK nHbOopMaunm

1. CybbekT MHGOPMAUMOHHbLIX OTHOLWEHWUN, obnagarownii IOPUANYECKMM NpaBOM BJlIaAEHMUS,
pacnopsiXXeHnsa M rnosib3oBaHMsa MHHOPMaUMOHHBIM pecypcoM. tOpunamnyeckoe npaso BrageHus,
pacnopsiXeHns U  MNofb30BaHUA  MHAPOPMALMOHHBIM  PEeCcypcoM MNpUHAANEXUT  nuuam,
MONYYMBLLUMM 3TOT MHGMOPMALUMOHHBIA pecypc Mo Hacneacrsy. ABTOpaM  OTKPbITUMN,
N306peTeHnin, Hay4YHO-TEXHUYECKNX Ppa3paboToK, pauMoHaIM3aTOPCKUX MPEeasIoXEHNH 1 T.4.
NPUHAANEXNUT NPaBO BNaAEHUs, PacrnopsiXXeHUs U MOJIb30BaHMS MHMOpPMaunen, NCTOYHMUKOM
KOTOPOW OHW SABASAOTCS.

2. Cybbekt, B nonHoM obbemMe peanusywmii MoJHOMOUYMSA BNafeHUS, MNOSb30BaHUA W
pacnopsixeHns nHgpopMaunen B COOTBETCTBUN C 3aKOHOAATENIbHBIMU aKTaMMu.
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3. lOpuandeckoe wnu du3ndeckoe nuUo, BRagewollee WHdopMauMen B COOTBETCTBUM C
3aKOHOM 0 COBCTBEHHOCTH.

Cnocob 3awuTbl MHMOPMaLMn

Mopsgok W npaBuna NpPUMEHEHUS OnpeAesieHHbIX MNPUHLUMNOB WM CPEeACTB  3aluuThl
MHpOopMaunn.

Cnocobbl HECAHKLMOHWPOBAHHOMO AOCTyMa

1. MNpueMbl U NOpSAAOK AENCTBUI C Lenbko nonydyeHusa (A06biBaHUA) OXpaHsieMblX CBEAEHUM
HEe3aKOHHbIM NyTeM. K HUM B TOM YUC/Ie OTHOCATCA':

e UHMUMATUBHOE COTPYAHWYECTBO (NpeaaTenbCTBO, U3MEHA).
e CKJIOHeHMe (NpuHyxXaeHue, nobyxaeHne) K coTpyaHMUecTBy (MOAKYM, LWAHTaxXx);
e MoACNyLlWMBaAHME NEPErOBOPOB;
e He3aKOoHHOe O3HaKOoM/eHue;
e XMLLEHME;
e nopaenka (Mogmndukaums);
e YHU4YTOXEHMe (nopya, paspyLlleHune);
e He3aKOHHOEe MoAK/OYEHNE K CUCTEMAM U IMHUAM CBSAA3M U nepeaayvymn nHpopmaumu;
e [repexBaT aKyCTUYECKUX U 3/1eKTPOMarHUTHbIX CUTHANOB;
e BM3yanbHOEe HabnwoaeHue;
o oTorpadmpoBaHue;
c6bop 1 aHanu3 AOKYMeHTOoB, Nybankaunii n NpoMbIWNEHHbIX OTX040B.
2. K ocHOBHbIM cnocobam HCl oTHOCATCS:
e HenocpeacTBeHHoe obpalleHne K ob6bekTaM 4OoCTyna;

e CO34aHWe MPOrpaMMHbIX U TEXHUUYECKUX CPEeACTB, BbIMOJHAKWMX obpalleHne K ob6bekTaM
JoCTyna B 06xo4 CpeAcTB 3allMThbl;

3. moaudunkaums cpeacTs 3almnThl, NO3BOAAOWAN ocywecTButb HCA;

4. BHegpeHue B TexHu4yeckne cpeactsa CBT wnam AC nporpamMMHbIX WM TEXHUYECKUX
MEXaHM3MOB, Hapywawwmx npegnonaraemMyo CTpyktypy un éyHkumm CBT wam AC wu
nossongowmx ocywecrsnte HC/A.

CpeAacTBa BblYMCNUTENBHOW TEXHUKMU

COBOKYMHOCTb MPOrpaMMHbIX W TEXHUYECKUX 3/IEMEHTOB CUCTEM 06paboTKM AaHHbIX,
CNOCO6HbIX PYHKLMOHMPOBATbL CAMOCTOSITENIbHO UM B COCTaBE APYIrUX CUCTEM.

CpeAcTBO 3alUmThl MHpOPMaLMn

TexHu4yeckoe, NMpoOrpaMMHOEe CpPEACTBO, BELLECTBO W/WUAW MaTepuan, npeaHasHadyeHHble UNu
ncnonb3yemble Ans 3aWmTbl MHGOpMaUMN.

Cpe,D,CTBO 3alWnTbl OT HECAHKLUMNOHNPOBAHHOIo AOCTYMNa

MporpaMMHOe, TEXHUYECKOE WX NPOrpaMMHO-TEXHUUYECKOE CPeACTBO, NMpeaHasHavyeHHoe A/
NpeAoTBpaLLEHUSA U CYLLLECTBEHHOMO 3aTPyAHEHUS HECAHKLIMOHUPOBAHHOIO AOCTYyMa.

CpeAcTBO KpunTorpaduyeckon 3amTbl MHHOpMaLnm

CpencTBo BbIYMCNMTENBHON TEXHUKM, OCYLLECTBSAIOLWEee Kpuntorpaduyeckoe npeobpasoBaHue
nHdopMaunm ana obecnevyeHns ee 6e30macHoOCTL.

CybbekT goctyna
JIMuo wmnu npouecc, AenCTBMS KOTOPOro PpersiaMeHTUPYITCS npaBuMiaMm  pasrpaHnyeHns
aoctyna.

Cyb6beKkT MH(pOPMaALMOHHbIX OTHOLLEHW

dusnyeckoe nnm opmanyeckoe nmuo, obnagatoulee onpeaeneHHbIM NpaBoM MO OTHOLLUEHMUIO K
MHPOPMALUMOHHOMY  pecypcy. B  3aBUCMMOCTM  OT  YPOBHS  MOJIHOMOUYMI  CybbekT
MHPOPMALMOHHBLIX OTHOLIEHUIA MOXET 6blTb MCTOYHWMKOM, COBCTBEHHWKOM, BAaAeNbLEM WK
nonb3oBaTteneMm MHdopMaumnu.

TexHu4yeckoe cpeacTtBo 06paboTkm MHpopMaLmm

TexHnyeckoe CpeacTBoO, MpefAHasHauyeHHoe ANA MNpUEMA, HAKOMJEHUS, XpaHeHUs, MOUCKa,
npeobpa3oBaHus, 0TOBpPaXKeHNa 1 nepeagaym MHpopMaLmm No KaHanam CBsi3u.
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Yrposa 6e3onacHocT

COBOKYMHOCTb YC/OBUIA U (DaKTOPOB, CO3A4atoLMX OMACHOCTb XM3HEHHO BaXHbIM MHTepecam
JINYHOCTU, 06LIEeCTBa M rocyapcraa.

YpocToBEpSAOLWMA LLEHTP

LleHTp ynpaBneHus OTKPbITbIMA K/OYAMW U KKOYaMM MNPOBEPKM 3/IEKTPOHHOW MoAnMucu B
COOTBETCTBUM C pekoMeHaaumsamm X.509 B 4yacTuM WMCNOMb30BaHUA CEPTUPUKATOB OTKPbITbIX
KJ/TIOYEN.

YHUUTOXEHNE MHDOpMaLnn

[enctBne, B pesynbTaTe KOTOpPOro wuHdoOpMauumss nepecrtaetr GuU3MYeCKM CyLeCcTBOBaTb B
TEXHUYECKUX cpeacTeax ee ob6paboTku.

YrnpaBneHue KyamMu

Co3paHue (reHepaums) K4Yen, X XpaHeHne, pacnpocTpaHeHue, yaaneHne (YHUUYTOXeHune),
YYET U NpMMEHEeHME B COOTBETCTBUM C MNOJIMTMKON 6€30MacHOCTM.

YTeuka nHdpopmalmm

1. HekoHTponupyemoe pacnpocTpaHeHne 3awuuiaemMor UWHdoOpMauum B pesynbTate ee
pa3srnaweHns, HeCaHKUMOHMPOBAHHOIO AOCTyrna K WMHMOpMauuM M NoNyyYeHus 3aluliaemMon
nHdopMaunmn pasBeKon.

2. HenpaBoMepHbIN BbIX04 KOHMMAEHUMANBbHOW MHMOPMaUuM 3a npeaenbl opraHusaunm unm
Kpyra nuvu, KOTopbIiM 3Ta MHdopMauna gosBepeHa.

DYHKLMA X3WMpPOBaHUA

3akJito4aeTcs B COMOCTaB/IeHNM MPOM3BOJSIbHOIO Habopa AaHHbIX B BMAE MNocC/Aen0BaTeNbHOCTH
ABOWYHbIX CMMBOMIOB M ero obpasa ¢uKCHMpoBaHHON HeboNbWol ANMHbI, 4YTO NO3BOJSET
MCNONb30BaTb 3Ty MYHKLUMIO B Npoueaypax 3NeKTPOHHOM MoAnncn Ans COKpalleHUs BpeEMEHMU
noanMcM W NpoBepKM noanumcn. Dd@eKT CoKpalleHUs BpPeMeHW [OCTUraeTcss 3a c4yeT
BbIYNC/IEHUS NMOAMNUCK TOJIbKO noA o6pa3om noanmcbiBaeMoro Habopa AaHHbIX.

LlenocTtHocTb MHbOpMaLmu

1. CnocobHOCTb CcpeacTBa BbIYUCUTENBHOM TEXHUKU WAN aBTOMATU3MPOBAHHOW CUCTEMbI
obecneymBaTb HEM3MEHHOCTb MHMOPMaLUNM B YCIOBUSAX Cy4YalHOro n/mnu npegHaMmepeHHoro
nckaxeHuns (paspyLienus).

2. CeoncTBO MHMbOpMauMn, 3akovalmlleecs B €e CyWeCcTBOBaHWM B HEWUCKaXeHHOM Buae
(HEM3MEHHOM MO OTHOLLEHUIO K HEKOTOPOMY (ODUKCUPOBAHHOMY ee COCTOSIHUIO).

Llenb 3awmTbl MHGOpMaLIMK
3apaHee HaMeuyeHHbIN pe3ynbTaT 3aWwmnTbl MHbDOopMaumn.

1. Uenbto 3awuntbl mHdopMaumm MOXeT ObiTb npepoTBpalleHue yuwepba cobCTBEHHUKY,
Bfagenbly, nonb3oBaTento WMHGoOpMaunMm B pe3ynbTaTe BO3MOXHOM YyTeuku UWHbopMaumn
/NN HeCaHKUMOHNPOBAHHOIO N HeNpegHaMepeHHOro BO34eNCTBUS Ha MHpopMaumio.

2. Uenamu 3awmnTbl ABASAKOTCSA: NpefoTBpalleHMe YTeYKM, XWULWEHUS, yTpaTbl, WCKaXXeHus,
nogaenkm wuHdopMauum; npegoTBpaweHme yrpo3s 6es3onacHOCTM nAMYHOCTKM, obuwecTBa,
rocyaapcrea; npenoTBpalleHne HeCaHKUMOHWMPOBAHHbLIX AEWCTBMM MO YHUUTOXEHMUIO,
MOANMDUKALNN, UCKAXKEHUIO, KOMMPOBaHWUIO, 610KMpOBaHMIO MHMOpMaumu; npeasoTBpalleHne
Apyrux bopM HE3aKOHHOro BMeLaTebCTBa B MH(POPMaLMOHHbIE PECYpPCbl U MHPOPMaLMOHHbIE
cuctembl, obecneyeHne nNpaBOBOro pexumMma AOKYMEHTMPOBAHHOM MHMOpMaunm Kak obbekTa
COBCTBEHHOCTN; 3almnTa KOHCTUTYUMOHHbIX MpaB rpaxgaH Ha cOXpaHeHue JINYHOM TaWHbl U
KOH(PMAEHUNANBHOCTM MNEPCOHaNbHbIX AAHHbLIX, MMEKLWNXCS B MHMOOPMAUMOHHBIX CUCTEMAX,
COXpaHeHune rocyaapCTBeHHOM TalHbI KOH(MMAEHUMANbHOCTH OOKYMEHTMPOBAHHOM
WHpopMaunMm B COOTBETCTBMM C 3aKoHOAATeNbCTBOM; obecneyveHue npaB cybbekToB B
MHMOPMAUMOHHBIX  Mpoueccax UM npu  pa3paboTke, MPOU3BOACTBE U MPUMEHEHUU
MH(OPMALMOHHBIX CUCTEM, TEXHOSIOTNIA U CPEACTB UX obecneyeHus.

Wndp
CoBOKYMHOCTb 06paTMMbIX npeobpazoBaHUi MHOXECTBA BO3MOXHbIX OTKPbITbIX AAHHbIX Ha
MHOXECTBO BO3MOXHbIX 3allM@pOBaHHbLIX [AaHHbIX, OCYLIECTBASIEMbIX MO OMPeAESEHHbIM
npaBunam c NpUMEHEHMEM KJIHOYEN.
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LLindposaHune
Mpouecc 3awndpoBaHmsa nam pacwmndposaHus.
E Kniou 3awmncpoBanusa E Kntou pacwmdpoBanus
=
MUCXOOHbIN TEKCT
3awmndpoBaHHbIN TEKCT
3awwncpoBaHue PacwudpoBaHue
Puc. 1. WindposBaHue nHpopmauum
WndpoBaHne wuHpOpMaUMM - B3aMMHOOAHO3HAYHOE MaTeMaTuyeckoe (KpunTtorpaduyeckoe)

npeobpasoBaHue, 3aBucsllee OT ko4va (CekpeTHbI napaMeTp npeobpas3oBaHusa), KOTopoe
CTaBuUT B cooTBeTcTBME 610Ky OTKpbITOM WHQOpMauumM, npeacTaB/ieHHON B HEKOTOpOM
uncdposon koagmposBke, 610K WKMHPOBAHHON WHGOPMaUMKN, TakKXe nNpeacTaBNEHHOW B
umdposon koaumposke. TepMuH wudposaHne obbeauHseTr B cebe paBa npouecca:
3awundpoBaHme n pacwmdpoBaHne MHpopMauun.

Ecnu 3awndpoBaHme n pacwundpoBaHme OCyLLECTBASIOTCA C UCMOJb30BaHMEM OAHOIMo0 U TOro
Ke K/w4da, TO TakoWm anroputMm Kpuntorpaduyeckoro npeobpasoBaHMs Ha3bliBaeTCs
CUMMETPUYHbIM, B MPOTUBHOM C/lly4ae — aCMMMETPUYHbIM.

MpountaTh 3awndpoBaHHoe coobuleHne (MHGOPMaLMIO) MOXET TOJIbKO Mosib30BaTesb,
MMEIOLMI TOT Xe 3aKPbITbIN K4 WKdpoBaHMS.

LindposaHne AOKYMEHTOB (TEKCTOB)

MpeobpazoBaHne hopMbl MCXOAHbIX (OTKPbITbIX) TEKCTOB COOBLLUEHN TakmMM 06pa3oM, 4YTO UX
CMbIC1 CT@HOBMUTCA HEMNOHSATHbIM Ans nboro nuvua, He Brajerowero cekpetom obpaTHoro
npeobpasoBaHus.

LLindpoBanbHbie cpeacTea

K wudpoBanbHbiM (KpunTorpadumyeckmMm) cpeacrtesaM (cpeacrtsaM  KpunTorpaduyeckomn
3aWmMTbl MHPOPMaLMK), BKAKOYAA AOKYMEHTALMIO Ha 3TU CpeacTBa, OTHOCATCS:

a) cpeactBa WwudpoBaHUA - annapaTtHble, MPOrpaMMHbIE M MNPOrpaMMHO-annapaTHble
WwndpoBasbHbie (kpunTorpaduyeckne) CpeacTBa, peanusyluwme anropuTMmsbl
KpunTorpadgunyeckoro npeobpasoBaHns MHGOPMaLMN ANs OrpaHNUYEeHns AOCTymna K Heil, B TOM
ymncne npu ee xpaHeHun, obpaboTke n nepegaye;

6) cpeactBa MMUTO3aWMTbl - annapaTHble, MNpOorpaMMHbie W MNporpamMMHO-annapaTHble
wudposanbHble (Kpuntorpadudeckme) cpeacrsa (3a UCKIOYEHMEM cpencTs wudpoBaHus),
peanusylowme anroputMmbl KpunTtorpaduyeckoro npeobpasoBaHus uHbOpMaumm ana ee
3alWMTbl OT HaBA3bIBAHUS NOXHOM MHMOPMauMn, B TOM 4YUcCie 3awmTbl OT MOANDULMPOBaHUS,
ana obecneyeHnss ee [OCTOBEPHOCTUM W HEKOPPEKTUPYEMOCTU, a Takxe obecneveHus
BO3MOXHOCTM BbISIBIEHUSI U3MEHEHWI, uMmTaumm, danbcudbmkaumm mam mMoamduuUMpoBaHms
WHdopMauum;

B) CcpeAcTBa 3/IEKTPOHHOM NOAMUCHK;

r) cpeacTBa KOAMPOBaHUS - CcpeAcTBa WMGpPoOBaHUSA, B KOTOPbIX 4acTb KpunTorpaduyeckmx
npeobpasoBaHnii MHPOPMALIMN OCYLLECTBASIETCA C UCMONIb30BaHMEM PYYHbIX onepaunm unm c
NCNOAb30BaHMEM aBTOMaTU3MPOBAHHbIX CPeACTB, NpeAHAa3HAYeHHbIX A/ BbINOSIHEHUS TakKUxX

onepauun;

A) cpenctBa M3roTOBAEHMS  K/OYEBbIX AOKYMEHTOB - annapaTtHble, MporpamMMHble,
nporpaMmMmHo-anmnapaTtHblie wudpoBanbHblie (Kpuntorpadumyeckme) cpeacrea, obecneumsatowme
BO3MOXHOCTb WM3roTOBJ/IEHUS KOYEBbIX OOKYMEHTOB ans WnppoBanbHbIX

(kpuynTorpadmnuyecknx) cpeacrs, He BXoasiwmMe B  COCTaB 3TUX  WM@POBasbHbIX
(kpunTorpadumnyeckmnx) cpencTs;
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€) K/to4YeBble OOKYMEHTbl - 3/IEKTPOHHbIE AOKYMEHTblI Ha NobbiXx HocuTenax unHdbopmaunu, a
TakXe [OKYMeHTbl Ha OyMaXHbIX HOCUTENsix, coaepxawme K4deByr MHpopMaumio
OrpaHM4YeHHOro pgoctyna Aana kpuntorpadumyeckoro npeobpasoBaHumss wuHboOpMaumn C
NCNONb30BaHMEM  anNropuTMOB  KpunTorpaduueckoro  npeobpasoBaHusa  MHGOpMauumn
(kpunTorpadunyecknii Knwod) B WndpoBanbHbiX (KpunTorpaduyecknx) cpeacreax;

X) annapaTHble wWwudpoBanbHble (Kpuntorpaduyeckme) cpeacrtsa - YCTPOWCTBA WU UX
KOMMOHEHTbI, B TOM u4uUCle coAepXalwue KI4veByo WHpopMaumio, obecneymsarome
BO3MOXHOCTb  npeobpa3oBaHus MHpopMaunm B  COOTBETCTBUM C  anroputmamm
KpunTorpadguyeckoro npeobpasoBaHus wuHdbopmaumm 6e3 MCnonb3oBaHMS MNporpamMm  Aans
3/1IEKTPOHHbIX BbIYUCUTENbHbBIX MALUWH;

3) nporpammHble wwudpoBanbHbie (Kpuntorpaduyeckme) cpeacrtsa - MporpaMmbl  Ans
3NEKTPOHHbIX BbIYMCAUTENbHbIX MAWWH WU UX 4YacTM, B TOM 4UYMC/e coAepiKallune KI4YeEBYHO
nHpopmauuto, obecneumBatoLme BO3MOXHOCTb NpeobpasoBaHnsa MHGpOpMaLnmM B COOTBETCTBUMN
C anroputMamm Kpuntorpaduyeckoro npeobpasoBaHus uHdbOpMaumMM B NPOrpamMmMHO-
annapaTHbIX wudpoBanbHbiX (KpunTorpaduyeckmx) cpeacrtsax, MHPOPMaUMOHHbIX CUCTEMaX
N TeNeKOMMYHMUKAUMOHHbIX CUCTeEMAxX, 3alUMLEHHbIX C WCNOoSb30BaHMEM LWNQPOBaASbHbIX
(kpunTorpadumnyeckmnx) cpencTs;

W) nporpaMMHo-annapaTtHbie WwndpoBanbHble (Kpuntorpaduyeckme) cpeactsa - yCTPOMCTBa U
MX KOMMOHEHTbI (3@ WCKIOYEHUEM WHPOPMALMOHHBLIX CUCTEM U TENEKOMMYHUKALMOHHbIX
CUCTEM), B TOM UuC/ie coaepXalime KyeByo MHopMauuio, obecneymnsatowme BO3MOXKHOCTb
npeobpasoBaHna wuHdopMaunmm B COOTBETCTBMM C aaroputMamm Kpuntorpaduyeckoro
npeobpasoBaHnus  MHPOpPMaLMKM C  MCMNONb30OBaAaHMEM  MNporpaMMm  Ansl  3/EKTPOHHbIX
BbIUMC/INTENbHBIX MalUWH, npeaHa3HaudeHHbIX A5 OCYyLIeCTB/eHMs 3TUX npeobpa3oBaHuin
MHMOPMaLUNM UIIN NX YacCTw.

LLindpyowasn gannosas cmcrema

QannoBaa cuctema, nosponswwaa obecneymBaTb KpunTorpadumyeckyo 3awunTty danna
(wndpoBaHne) He3aBUCUMO OT ApYruX ¢annoB C BOSMOXHOCTbIO €ro U3MEHEHUS He3aBUCUMO
KaXAbIM M3 AOMNYLWEHHbIX K HEMY MOJSIb30BaTEsNEN:

DNEeKTPOHHAas Noanuch

[aHHble, no6aBnsieMble K 6/10Ky AaHHbIX MOJlyYeHHble B pe3y/sbTaTe ero Kpuntorpaduyeckoro
npeobpas3oBaHus, 3aBUCALLEro OT 3aKpbITOro Kjuya M 6/10Ka AaHHbIX, KOTOPblE MO3BONSAOT
NPUEMHUKY laHHbIX YAOCTOBEPUTHLCS B LENOCTHOCTM 610Ka AaHHbIX U MOAJIMHHOCTM UCTOYHMKA
OaHHbIX, @ TaKXxe ob6ecneynTsb 3alUuTy OT NOoASIora CO CTOPOHbI MPUEMHUKA AAHHbIX.

lMpoBepka 31eKTpPOHHOW noanucu noa 6510KOM OTKpbITOM MHMOPMauMM NpPoOM3BOAUTCH C
noMoLLblo KpunTorpadunyeckoro npeobpasoBaHnsa U OTKPLITOro Kaw4da (Kawda nposepku 3I1),
COOTBETCTBYHOLLEro 3akpbiToMy (kntody 2I1), yyacTBoBaBLUEro B rnpouecce yctaHoBku I,

=
CepTtudmkar \ \
o OTKpbITOro Kniova \
E CeKpeTHbI# kntoy 3UN aun \

ABC

MCXOAHbLIN TEKCT
aun ﬁ

®dopmupoBavue UM Mpoeeka 3N

Puc. 2. dopmupoBaHue u nposepka 3l

DneKTpoOHHasa noanuncb obecnedymBaeT LENOCTHOCTb coobeHnin (A0OKYMEHTOB), NepeaaBaeMbIiX
No HEe3aWMLIEHHbIM TENEKOMMYHMKAUMOHHbLIM KaHanaM o6wero nosb30BaHUs B CUCTEMax
06paboTkn MHpOPMaALUN Pa3NIMYHOI0 HasHayeHusl, C rapaHTUPOBaHHOMN MaeHTUdUKaunen ee
aBTopa (nMua, noanucaBlUero AOKYMEHT) DfieKTpOHHas noanucb Mo3BOMSIET 3aMeHUTb Npu
6e36yMaxHOM [OKyMeHTo060poTe TpaAUUMOHHbIE MedaTb M noanucb. [lpu MNOCTpOeHuu
uncdpoBoM noannucm BMECTO OObIYHOW CBSA3W MexAay Nne4yaTbio WM PYKOMMCHOM MOAMUCHID Y
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nMcToM 6yMarn BbICTYMaeT CoXHas MaTeMaTUyeckass 3aBUCUMOCTb MeXAy 3NeKTPOHHbIM
OOKYyMeHTOM, kntodammn 3 1 npoeepku 3.

MpakTMyeckas HEBO3MOXHOCTb MOAAENKWM 31eKTPOHHOW noaMUCKM OMNMPAEeTCa Ha O4eHb
6onbliol 06beM onpeaesieHHbIX MaTeEMaTUYECKNX BbIYUCIIEHNA.

MNpocTaBneHne noAnucu nopa AOKYMEHTOM HE MEHSIeT CaMoro AOKYMEeHTa, OHa TONIbKO AaeT
BO3MOXHOCTb MPOBEPUTb MNOA/IMHHOCTb M @aBTOPCTBO MOJTyYE€HHON MHDOPMaLmK.
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1. Ha3HaueHune CK3U

CK3W npegHasHayeHo 4ns 3awmTbl OTKPbITON MHpOpMaumm B MHMOPMALMOHHBLIX cucTeMax obuiero
nonb3oBaHusa (Co3aaHne/npoBepka 3NEKTPOHHOM MOAMUCK) U 3amTbl KOHPUAEHUMAN6LHOM MHdopMaummn, He
coaepXallel CBeAeHWUn, COCTaBNSIOWMX TOCYAAapPCTBEHHYIO TaWHy, B KOPMOPAaTUBHBIX MHMOPMALUMOHHbIX
cucTemax C BbIMOSIHEHNEM CrieayowmX QYHKUMIA:

1) 3aWMeHHOEe XpaHeHMe MNosb30BaTENbCKUX K/OUYEN B  K/AKYEBOM KOHTEWHepe C
NCNo/b30BaHMeEM WNdpPOBaHNS, UMUTO3ALLNTbLI U ayTeEHTUDUKALMKN AOCTYNa;

2) wndposaHue, BblYMCNEHME MMUTOBCTaBKMH, X3WmnpoBaHue, cosgaHue/nposepka
3NEKTPOHHOM NoAMNUCK AaHHbIX B 06/1aCTSX NamMaTu;

3) dopMMpoBaHME CECCUOHHbBIX KAKOYENn, knoven obMeHa u Kawudern cospgaHusa/nposepku I,
MX MMNOPT/3KCNOPT M3/B KIHOYEBON KOHTEeNHep;

4) ngeHtTndukaums, ayteHtudmkaums, wmdposaHne n uMnTosawmTta TLS-coeanHeHnit;
5) ayteHTndunkaumsa B gomeHe Windows c ncnonb3oaHuem «Kpuntollpo Winlogon»;
6)

20



XXTAN.00088-01 91 01. Kpuntollpo CSP. PykoBoacTBO agMmMHUCTpaTopa 6e3onacHoCTw.
O6was vactb

2. TpeboBaHusa Kk akcnnyaTaumm CK3U

CK3N «Kpuntolpo CSP» v 4.0 npegHasHa4yeHO Ans 3awuTbl OTKpbITOM MHMOpMaumm B
MHMOPMALMOHHBIX cucTeMax obLliero nosb3oBaHMs (Co3daHue/npoBepKa 3/1IEKTPOHHOM NOAMUCKU) WU
3aWnTbl  KOHQUAEHUMaNbHOM  MHGOpPMaUMK, He coaepXkallehn CBeAeHWN,  COCTaBASWMX
roCcyAapCTBEHHYIO TawnHy, B KOpNopaTUBHbIX MHGHOPMaALMOHHbIX cucTemax
(wndposaHmne/pacindpoBaHme MHGOPMaALUKN, BbIYUCAEHUE/NPOBEPKA WMMUTOBCTABKW, BblYMCNEHUE
3Ha4YyeHuMs xaw-PyHKLUMKN, BblUMCIEHWe/NpoBEepKa 3/IEKTPOHHOM NOAMNUCK).

CpeactBamu CK3U «Kpuntolpo CSP» v 4.0 He ponyckaetcs obpabaTbiBaTb MHbOpMaLmio,
coepxallylo CBeeHUs, COCTaBNsAoWMeE rocyapCTBEHHYO TalHYy.

CK3UN «Kpuntolpo CSP» v 4.0 MOXeT MCNosb30BaTbCs ANA KpunTorpaduyeckoin 3awuTbl
NepcoHanbHbIX AAHHbIX.

YctaHoBo4Hble Moayan CK3WN «Kpuntolpo CSP» v 4.0 n KOMMAEKT 3KCnjyaTauMoHHOM
OOKYMEHTauMn K HeMy MOryT MOCTaBnsATbCS MNosb30BaTesnto YNOSHOMOYEHHOW opraHusaunen aByms
cnocobamu:

1. Ha HocuTene (CD, DVD - aucku);
2. MNMocpeactsoM 3arpy3ku yepes VIHTEpPHET.

Ona nony4vyeHms BO3MOXHOCTWU 3arpy3km yCTaHOBOYHbIX Moaynen CK3U «Kpuntollpo CSP» v
4.0 M KOMMMEKTa 3KCnyaTauMOHHOW [AOKYMeHTauMu nonb3oBaTeNb HamnpaBnsieT CBOW Y4YeTHble
AaHHble YMOSIHOMOYEHHOW OpraHm3auun. Y4YeTHble AaHHble MOryT O6biTb HanpaB/eHbl NOCPEeACTBOM
3aMoJjIHEHUSA  cneunanm3mpoBaHHOM  perucTtpaunMoHHoOM @(opMbl Ha canTe  YNOJIHOMOYEHHOM
opraHusaumu.

Mocne nonyyeHus YMNONHOMOYEHHOW OpraHusauMern YYETHbIX [AaHHbIX MNO0JSb30BaTenNko
npeaoCcTaBAsieTCa AOCTYN Ha CTpaHWLUy 3arpy3km ycTaHoBouYHbIX Moaynen CK3U «Kpuntolpo CSP» v
4.0 1 KOMMNeKTa 3KCryaTaumoHHOW AOKyMeHTauuu. MNpu 3arpyske nosib30BaTesieM YCTaHOBOYHbIX
moaynen CK3U «Kpuntollpo CSP» v 4.0 »n KOMMONeKTa 3KCnayaTauMOHHOW [AOKYMeHTauuu
YNOAHOMOYEHHOMN OpraHusaumer NpuMcBamMBaeTCs Yy4YeTHbI HOMep, WMAEHTUDUUMPYIOLWMA SK3eMnasp
CK3WN «Kpuntollpo CSP» v 4.0, npeaocTaB/IEHHbI NONb30BaTENIO.

Ha cTpaHuue 3arpy3ku BMecTe C gUCTpmbyTMBOM M AOKYMEHTaUMEN pa3MeLllaeTcsl oTAeNeHHas
3NEeKTPOHHAaa NoAMNUCb, AN TMPOBEPKM KOTOPOM HeobxXxoAMMO WCNONb30BaTb YyTUanUTy cpverify,
MONYYEHHYO AOBEPEHHBLIM 06pPa3oM M COAEpPXALLYIO KJIHOY NPOBEPKU AAaHHOW 3N1EKTPOHHOM NOAMUCH.

YcraHoBka CK3WN «Kpuntolpo CSP» v 4.0 Ha paboyee MecTO nosb3oBaTenss MOXeT O6biTb

OoCyLlecTBfIeHa TOMIbKO B Cyyae NOATBEPXKAEHUS Le/TOCTHOCTU MONYYEHHbIX YCTaHOBOYHbLIX MoAyneln
CK3W «KpunTtollpo CSP» v 4.0 n akcniyaTauMOHHON AOKYMEHTaUNN.

1. CpeactBo KOHTpoNns LULenocTHocTn (cpverify.exe) nepBOHayanbHO [AO/MKHO ObITb MOAy4YeHOo
rnonb3oBateneM Ha duanyeckom Hocutene B odwuce komnaHum OO0 «KPUMTO-MPO», nubo vy
odbuumanbHoro Aumnepa. Takas yTuauTa CUMTAETCs MNONYYEHHOW JoBepeHHbIM obpa3oMm. [anee
NONyYeHHOM AOBepeHHbIM 06pa3oM MNpu3HaeTcsa o4yepenHas Bepcus YTUAUTbI, MOAy4YeHHas NobbiM
[l__!!__“ obpasomM, HanpuMep, ckayaHHas C canta www.cryptopro.ru, npu ycnosumn, 4To oHa 6bina nposepeHa
OPYTrMM 3K3eMNAspoM YTWUAUTbI, MNOMyYEeHHbIM paHee [AoBepeHHbIM o6pa3oM, W npoBepka 6bina
YyCMNELIHOMN.

2. Knwou nposepku 3I1, a Takxe uHdopMaums o0 HeM (pata CcO34aHUS, anroputM Xaw-dyHKUMHK,
naeHTUdUKaTop anropnTMma noagnnCKU) 3anmncbiBarOTCA B MCXOAHbIN KO YTUAUTBI Ha dTane c6opku.
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3. lMporpaMMHo-annapaTtHble cpeabl pyHKUunoHnposaHus CK3U

CK31N «Kpuntollpo CSP» v 4.0 ¢yHKUMOHMpPYET B cCreaylwmx rpynnax nporpaMmMHo-

annapaTHbIX CpeA:

1.

Windows
BkntodaeTt nporpaMMHo-annapaTHble cpeabl:

Windows XP! (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

BkntovaeT auctpmbyTtmBebl Linux, yaosnetsopstowme ctaHgapTy Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:

CentOS 4/5/6 (x86, x64);

CentOS 7 (x86, x64, POWER, ARM, ARM64);

OCb (OS-RT) (x64);

TA OC AUC ®CCIHN Poccum (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora 25/26/27 (x86, x64, ARM);

Oracle Linux 4/5/6 (x86, x64);

Oracle Linux 7 (x64);

OpenSUSE Leap 42 (x86, x64, ARM, ARM64);

SUSE Linux Enterprise Server 11SP4 (x86, x64);

SUSE Linux Enterprise Server 12, Desktop 12 (x64, POWER, ARM64);

Red Hat Enterprise Linux 4/5/6 (x86, x64);

Red Hat Enterprise Linux 7 (x64, POWER, ARM64);

CnHTe3-0OC.PC (x86, x64);

Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);

Ubuntu 17.04/17.10 (x86, x64);

Linux Mint 17/18 (x86, x64);

Debian 7/8/9 (x86, x64, POWER, ARM, ARM64);

Astra Linux Special Edition, Common Edition (x64).

nix
BkntouaeT nporpaMMHoO-annapaTHble cpeabl:

ALT Linux 6/7 (x86, x64, ARM);
AnbT CepBep 8, AnbT Pabouas ctaHumus 8, AnbT Pabouas ctaHumsa K 8 (x86, x64, ARM, ARM64);
ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);
POCA XPOM/KOBAJIBT/HUKENb (x86, x64);
FreeBSD 9/10/11, pfSense 2.x (x86, x64);
AIX 5/6/7 (POWER).

Solaris
BktoyaeT nporpaMMHo-annapaTHbie Cpeabi:

Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

[

MpuMmeyaHuna:
Bepcuna POSReady.
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4. Peanusyemble kpuntorpadumyeckme anropuTmbl

Anroput™  WwndpoBaHus/paclundpoBaHns OaHHbIX W BbIUUCIIEHUS MMUTOBCTABKM peanu3oBaH B
cootBeTcTBMM C TpeboBaHmsmm [OCT P 28147-89. «Cucrtembl 06pabotkm  mHPOpMaumm. 3awmra
KpunTorpaguyeckas. ANroputM Kpyntorpamyeckoro npeobpasoBaHus».

AnroputMbl - opMMpoBaHnsS M npoBepku DIl peanu3oBaHbl B COOTBETCTBMM C TpeboBaHUSAMMU
FOCT P 34.10-2001 n OCT P 34.10-2012 «MHdopMaumoHHas TexHonornsa. Kpuntorpaduyeckas sawwmTa
nHdopmauumn. MNMpoueccobl GOpMUPOBAHNSA U MPOBEPKN 3NEKTPOHHON LMQPOBOA NOANNCU>».

ANroput™M BbIpaboTKM 3Ha4YeHUs X3aW-(yHKUMM peanns3oBaH B COOTBETCTBMM C TpeboBaHUAMMU
FOCTP34.11-94 n TOCT P 34.11-2012 «WHdopMaumoHHas TexHonorus. Kpuntorpaduyeckas 3awmra
MHopMaunUn. OYHKLMS XILINMPOBAHUS».

S-60KCbI, rpynmnbl TOYEK Ha MUATUYECKUX KPUBBIX, 3HAaYeHUs PYHKLUMA X3LLMPOBaHNS OnpeaesneHbl B
nokymeHte RFC 4357, ®epepanbHoe areHTCTBO MO TEXHUYECKOMY pEerysiMpoBaHUIO W METposiornm
(POCCTAHLAPT), TeXHNYECKNN KOMUTET NO CTaHAapTu3aummn «Kpuntorpadunyeckas 3awmra nHdopmaupym» (TK
26), «Cucrembl 06paboTkm MHpopMaumun. 3awmta Kpuntorpaduyeckas. Metoauudeckme pekoMeHAauun no
KpynTorpachmyeckMm anroputMamM, COnyTCTBYOLWMM MNpuMeHeHuto ctaHaaptoB MTOCT P 34.10-2012 wn TOCT P
34.11-2012»..

KntoueBas cuctema CK3M «Kpuntollpo CSP» v 4.0 obecneumBaeT BO3MOXHOCTb MapHO-BbI6GOPOYHOM
CBS13 abOHEHTOB CeTU C BbIPabOTKOM AN KaXKAOro CeaHca CBA3WM KJOYEel Ha OCHOBE MpUHLMMNA OTKPbLITOrO
pacnpeneneH1s Ko4Yen ¢ MCnonb3oBaHneM anroputMa Aunddu-XennmaHa.
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5. CrpykTtypa n coctaB CK3U1

5.1. Ctpyktypa CK3U

O6uwas cTpyktypa CK3WM npeacraeneHa Ha PucyHke 5.1.

CerteBble OPUITOKCHUA

KimroueBoi HOoCcHTEND

Hirrepdeiic CryptoAPI 2.0 |

' '

Kpunrollpo IKE <
KpwumrroIlpo Winlogon

‘k - -
cope | o
(Win32,64) | pyess
Wurepdeiic P ¢ ¢
Kpumtollpo CSP | Wnrepdeiic Kpunrollpo CSP

\ 4

A

Bbu6imorexu dll,
CEPBHCHI,
JipaiBepsI

Kpunrollpo CSP

[Tanens ynpaBieHus

A

A A

OnepanroHHas cucreMa

A A

v 1 v

| Wnrepdeiic SSPI | | Hacrpoiika OC |
A
IIpunoxenue

v

Kpunrollpo TLS v

Y

IlITarHbIC
nHTEep( eHCHI
KJTIOYEBBIX
HOCHTeJIeH

Bubnmorexa dll ms
paboTHI ¢ KITH0YaMu

Cucrema coopku [10 COK

T

TJICY CPK

A

buoJICH

®/1CY | | BHemass ramma

S npo onepalnrOHHON CUCTEMBI

Jpaiiep CSP

| Cucrema 3anmutel oT HCJL |

| Kontpons nenoctaoctu I10 | Hpaiisep EFS | |

Hpaiisep ESP

Cuctema UK 3amurel

Cucrema coopku [TO CK3U1

CK3H1 CK3U yposus sapa

oC

PucyHok 5.1 - CtpykTtypa CK3U «KpunTtollpo CSP 4.0»
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5.2. CoctaB CK3M

— KPpUMTOCEPBWUC;
— Kpuntoaparisep;

— MoAayb ceTeBol ayTeHTudukaumm (Kpuntollpo TLS);

— Moaynb obpabotku ceptudpmkatos n CMS npoTtokona;

— yTUAuTa BbipabOTKN BHELLHEN rammbl;

— yTUAUTa KOMaHAHOM CTPOKM ansa wudpoBaHus dhalinos;

— yTUAUTa KOMaHAHOM CTPOKM ans paboTbl ¢ cepTudukatamm;

— MoAyNb ayTeHTUdMKaunm nonb3osaTens B gomeHe Windows;

— nakeT pa3paboTumka ansa mcnonb3oBaHus npotokonos IPsec (IPsec SDK);
— nakeT pa3spaboTtumka ansa sctpanBaHmns CK3U (CSP SDK);

— MoAay/b NoanepXkn nHtepderica Mozilla NSS;

— cepBucHble moaynu (cpverify, wipefile, stunnel);

- 6ubnmnoteka, obecneumBatowas noaknveHme n GYHKLMOHMPOBaHME KIOYEeBbIX HOCUTenemn
(RDK)

— 1 DYHKUMOHUPYET B rpynnax nporpaMMHo-annapaTHbIX cpes n.3.

5.3. CoctaB nporpammHoro obecneueHuns CK3U

CK3WN «KpunTtollpo CSP» v 4.0 dyHKUMOHUPYET Ha O4HOM M3 ABYX YPOBHEN:

— YPOBEHb MPUIOXeHUA,
—ypoBeHb agpa OC.

B coctas CK3U «KpunTtollpo CSP» v 4.0 Bxoaar:

- bnbnuotekn dll, cepsucel, gparneepbl «Kpuntollpo CSP».
— Moaynb ceteBoi ayteHTUdMKaumn «Kpuntollpo TLS».

— Moaynb «Kpuntolpo Winlogon».

- KpunTtorpaduueckunii nHtepderic «Kpmuntollpo CSP».

— MporpaMMHbIN pgaTtunk cnydarHeix ducen (MACH) ¢ uHcTannsauuwen ot dusmnyeckoro ACH
(®OCH) BcTpamBaemoro nporpamMmmHo-annapatHoro komnnekca (MAK) 3awwutbl ot HCH, BHelwHem
ramMmbil.

— KOHTpOAb LEeNoCTHOCTU NMpOorpaMMHOro obecrneyeHus.
— CncrtemMa MHXeHepHo-KpunTorpaduyeckom 3alnThbl.
— Cuctema 3awmnTtbl oT HCA.

5.4. CoctaB nogcucrembl nporpammHon COK
B coctaB noacucrtembl nporpammHoii COK BXxoaaT cnefytowme KOMMNOHEHTbI:

— MpunoxeHwne (MpuknagHoe nporpaMMHoe obecneveHune, ncnonbsywuee CK3N).

- WNHTepdenc SSPI (nogMHOXeCTBO MHTepdenca Kpuntorpaduyeckmnx NpoTOKONOB Secure
Support Provider Interface (SSPI, CryptoAPI v. 2.0) ans peanm3aumm rMpoTOKO/Aa CETEBOW
ayteHTudunkaumm TLS v. 1.0 (noa ynpasnennem OC Windows).

— Moaynun Hactpoikn OC Windows ansa obecneueHus dyHKumMoHnpoBaHms CK3U.
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— WNHTepdelic CryptoAPI 2.0.

— Cpeactea Crypt32(Win32,64) ans obecneyeHmss pabotbl € ceptudukatamMm C
ncnonb3osaHneMm uHTepderica CryptoAPI 2.0 uvepes kpuntorpaduyeckun mHtepdenc «Kpuntollpo
CSP» nog ynpasnennem OC Windows.

— CpeactBa CapilLite - pgna obecneyeHums paboTbl C cepTudumkaTamMm C WUCMONb30BaHMEM
nHtepderica CryptoAPI 2.0 uepe3 kpuntorpadpuueckmnn wuHtepdenc «Kpuntollpo CSP» nog
ynpaeneHnem OC cemeinctea UNIX (Linux , FreeBSD, Solaris, AIX).

— KpunTtorpaduueckuinn nutepdenc «Kpuntollpo CSP».
— LUTaTHbie nHTepdENChl KNOYEBbIX HOCUTENEN.
— ASN.1 - cuctema KoamMpoBaHuUs/AekoaMpoBaHUs AaHHbIX B ¢dopmaTax ASN.1.

Coctas moaynein CK3U n noacmcrembl nporpammHon COK ans COOTBETCTBYHOLWMX NMPOrpaMMHO-
annapaTHbIX cpel KOHKpeTuampyeTcsa B gonosiHeHusax XTHAKM.00088-01 91 02, XKXTAN.00088-01 91
03, XTAW.00088-01 91 04, XTAW.00088-01 91 05, XTAWN.00088-01 91 06 k HacTosAweMmy
OOKYMEHTY.
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6. KnwoueBas cucrema m Kar4eBble HOCUTENN

6.1. Obwme nonoxeHus

CK3U «KpunTtollpo CSP» v 4.0 aBnsieTcs CUCTEMOMN C OTKPbITbIM pacnpeneneHneM Kuyen Ha
OCHOBE aCMMMETPUYHOM KpunTorpadum C MCNONb30BAHMEM 3aKpbITOrO K/4a Ha OAHOM CTOpOHe U
COOTBETCTBYHOLLEro eMy OTKPbITOro Katoda MHMOpMaLUMOHHOIO B3anMOAEeNCTBMSA Ha APYrof CTOpPOHe.

Monb3oBaTtenb, obnagatowmii NpaBoM noanUcK nU/vnn WKdpPoBaHMUS AaHHbIX, BblpabaTbiBaeT
Ha cBoeM paboyeM MecTe waM nosydaeT y aaMUHUCTpaTopa 6e3onacHoctu (B 3aBUMCUMMOCTM OT
MPUHATON NOMNTUKM 6€30NacHOCTU) NIMYHbIE 3aKpbITbiM KoY (Koy M) 1M OTKPbITbIA KoY (KoY
nposepkn 2DI1). Ha ocHoBe KaXAaoro OTKpbITOro kaw4a (kawuya nposepku OI) YaocTtoBepstowWmUM
LleHTpom dopmupyeTtcs ceptudmkaTt OTKPbITOro kto4da (cepTudukaT Knoda nposepku 2M1).

6.1.1. LUndposaHmne gaHHbIX

Mpwn 3awundpoBaHnm cooblieHMs nonb3oBaTteneMm A ans nonb3osatens b, nonb3osaTtens A
dhopMnpyeT CUMMETPUYHbLIA KOY CBSA3M (CEeaHCOoBbIA KoY MHGPOPMaUMOHHOro obMeHa) Ha OCHOBE
CBOEro 3aKpbITOro katoda obMeHa M OTKpbITOro Kaya obmeHa mnonb3oBatens b. CooTBETCTBEHHO,
ONs pacwndpoBaHns 3TOro coobleHns nonb3oBaTteneMm b GopMmpyeTcs TOT Ke CUMMMETPUYUHBINA KoY
Ha OCHOBE CBOEro 3aKpbITOro Kat4Ya obMeHa 1M OTKpbITOro Katoda obMeHa nosb3oBaTens A.

Takum obpasomM, ans obMeHa AaHHbIMU Ka)AoMy MoJib30BaTesto HE06X0ANMO UMETDL:
— JINYHBIN 3aKPbITbI K04 06MeHa;
— OTKpbITble KoY obMeHa ApYrnx nosb3oBaTesnen.

CeaHcoBblIl KoY MHMOpMaumMoHHOro obMeHa BblpabaTbiBaeTca Ha ocHoBe anroputma Anddn-
XennmaHa. Anroputm Ounddu-XennmaHa obecneymsaeT poOpMUPOBAHME CEAHCOBbLIX K/KOYEN, HO He
obecneumBaeT ayTeHTUMUKALMIO CBA3bIBAKOLWNXCA CTOPOH. [103TOMY JAaHHbIM anroputM  AOJKEH
MCNOAb30BaTbCA COBMECTHO C [MPOTOKOMAMM ayTeHTUdUKauum, B YaCTHOCTU, C MPOTOKOJIOM
«KpunTollpo IKE».

6.1.2. ®opMunpoBaHue n nposepka 3

Ona dopMnpoBaHUs 3/1€eKTPOHHOM MNOAMUCK UCMOMb3YETCA KOY 31EKTPOHHOM nmoanucu, Ans
NPOBEPKN — COOTBETCTBYIOLWMI KAKOY NMPOBEPKM 31EKTPOHHOM noanucu. MNMpoBepstowmin 4oNXeH 6biTb
NOMHOCTbIO YBEPEH B MPUHAAJIEXHOCTM K/toya npoBepku DI KOHKpeTHOMY mnofib3oBaTtento. Onsa 3T1ok
Lenm ncnonblyeTcs cepTudukaT Katoda nposepkun Ol1, noanncaHHbin YaoctosepsatowmMm LieHTpomMm.

KakgoMy nonb3osatento, obnagatowemy npasoM nNoanmcu, HeobxoamMmo MMeTb:
— KJ110Y 3/IeKTPOHHOW NOAMNUCH;

— K/1I0YM NpPOBEpPKM 3I/IeKTPOHHOM noanucun (cepTudunkaTtbl Ko4Yer MNpoBepKM 3EeKTPOHHOM
noanucu) Apyrnux nonb3oBaTenemn.

Kniou 3/1eKTpOHHOM NoANUCKU MOXET 6biTb MCNOJIb30BaH TOJIbKO A1 (POPMUPOBAHUA
an.

3aKpbiTblii KJ1IO4 06MeHa MoXeT 6biTb UCNOJZIb30BaH Kak AnAa (popMUpoBaHUA KJoua
CBSI3U C APYrMM noJsib3oBaTtenem, Tak u ana dopmupoBaHus 3.

6.2. KnoyeBol KOHTENHep

3akpbiTbie ktoum CK3UN «Kpuntollpo CSP» v 4.0 XpaHATCA B KJIIOYEBOM KOHTEMHepe, KOTOPbIi
MOXET coaepxaTb B cebe:

— TOJIbKO KJ/1HO4 MOAMUCHK;
— TONIbKO KJ1t04 06MeHa;
— KJIH0Y NOAMNUCKU U Koy 06MeHa OAHOBPEMEHHO.
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EANHCTBEHHbIN K/OY KJIHOYEBOrO KOHTenHepa (K4 noanucu mnm kntod obMeHa) HasbiBaeTcs
NepBUYHbLIM KNOYOM. Ecnnm B KOHTEelHepe ABa K/to4a, TO MNEepBbi KAKY - K/AKOY nognucu -
Ha3blBAETCHA NEPBUYHbBIM, BTOPOM K/OY — K04 0O6MEeHa - BTOPUYHbIM.

KnouyeBon KOHTENHEP COAEPXUT KPOME Kto4ern cnyxebHy nHopMauno, Heobxognmyto ans
obecneueHns Kpuntorpadunueckon 3alnTbl KoYen, UX LeNoCTHOCTM 1 T.1.

Kaxkabln KNtouyeBor KOHTenHep (He3aBUCUMMO OT ThUMNa HoCUTens), sSIBNsSeTCs CaMOA0CTaTOYHbIM
N coaepXuTt BClo Heobxoammyto mHdbopmaumio ana paboTbl Kak C CaMUM KOHTEMHEpPOM, Tak U C
3aKpbITbIMU (M COOTBETCTBYHOLWMMN UM OTKPbITbIMW) KAKOYaMM.

Ha knio4yeBOM HOCUTENE KNUYN XPaHATCH B CbOpMaTe KJro4yeBoro KOHTeﬁHepa.

6.3. dopMaT K/KYEBOro KOHTElHepa

KntoueBon KOHTEMHEP COAEPXUT CeayoLyo nHdopMaumio:
— NEPBUYHbIN KIHOY;

— MacKu NepBUYHOrO KJKUa;

— KOHTPOJIbHY0 MHGMOPMAaLMIO NEPBUYHOIO K/o4a;

— BTOPWUYHBbIN KOY (ONUMOHAaNbHbIN);

— pe3epBHY0 KOMUIO KOYEBOr0 KOHTENHepa.

Kaxkablii 3aKpbITbIil KTOY XpaHUTCS B dhopMaTe, AOMNOJIHUTENIbHO COZEPXKALLEM BCE KOHCTaHThI,
HeobxoanMble ANa HOPMUPOBAHUA U SKCNOPTa OTKPLITOrO K/oua.

dopMaT KJIOYEBOro KOHTenHepa obecneuymBaeT 4yTeHUE KIOYEN M COOTBETCTBYHOLWMX MacoK
OTAENbHbIMK OMepaunsiMm B pasgesbHble (pa3sHeceHHble MO agpecam) obnactu namsaTu, AN Yero oH
COAEPXWUT LWEeCTb 30H (peanusauns 30H 3aBUCUT OT TUMa KIIOYEBOr0 HOCUTENS).

KnioueBon KOHTeNHep COAEPXWUT TakXe AOMNONHUTENbHYK WHdOpMauuto, Heobxoaummyl Ans
obecneyeHnst ero BOCCTAHOB/IEHUSI MPU BO3HMKHOBEHWM pPas3fiIMYHbIX MPOrpaMMHo-anmnapaTHbiX cboes
(mononHuTenbHaa MHMOpPMaLMsa BK/IOYAETCA B TeX C/y4dasx, Koraa pa3sMep K/K4YeBOro KOoHTelHepa
He orpaHu4yeH pasMepaMm NamMsaTn HGU3NYECcKoro HocuTens).

[Ons Mcnonb3oBaHUs KNOYEBOr0 KOHTEMHEpa TObKO Ha OAHOM onpeaeneHHoMm MK (Hanpumep,
ONs NpuBSI3KM TOKeHa K [K), BO3MOXHO 3TOT KOHTelHep 3awundpoBaTb Ha APYroM KOHTeEWHepe,
XpaHawmmca Ha 3toM MK (kenatenbHO He 3KCNOPTUPYEMOM).

6.4. ®opMuMpoBaHME KNOYeN

dopMMpoBaHUe KN4Yeln Noab3oBaTens NpoMs3BoANTCA C UCNOAb3oBaHUeM dyHKkunn CPGenKey
(cMm. XTHAM.00088-01 96 01 «Kpuntollpo CSP. v 4.0 PykoBOACTBO MpOrpaMMuUCTa») W
cneundukaumnen TMNa dopmmpyemoro K/oya: AT_KEYEXCHANGE. AT_SIGNATURE,
AT_UECSYMMETRICKEY.

dopMMpoBaHUE KITHOYEN BO3MOXHO, E€C/N:

1. KoHTeKkcT KpunTtonposanaepa «Kpuntollpo CSP» oTkpbIT ¢dyHKumMen CPAcquireContext c
¢dnarom CRYPT_NEWKEYSET Z HecyLecTBYOLWNUM UMeHeM K/1H04EBOIro KOHTelHepa,
cneumduumMpoBaHHbIM napaMeTpom pszContainer;

2. KOHTeKCT KkpuntonpoBangepa «Kpuntollpo CSP» oTkpbiT dyHkumen CPAcquireContext c

YKa3aHWEM paHee CO34aHHOr0 KJIKOYEBOro KOHTEWHEepa, CcneumduumMpoBaHHOrO MNapaMeTpoM
pszContainer.

1. ina ncnonHeHns 2-Base ¢ ncnonb3osaHueM MNACYH ¢ nHmumanusaumen ero ot dusnyeckoro ACH MAK
3awmTbl oT HCA vnn oT BHewHen rammbl. [na ucnonHenusa 2-Base c¢ OC Solaris 10/11 (nnatdopma
sparc) Ka4uu AoMKHbl 6bITb NonydeHbl Ha APM, ocHaweHHbix CK3M B ncnonHeHun 2-Base n ytunnton

I..l Bblpa6OTKVI raMMbl.
J— —

2. Mpn ncnonb3oBaHWK cuuTbIBaTENEN CMapT-KapT WM YCTPOMCTB 4uTeHus Tabnetok Touch-Memory
DALLAS Heobxoammo npoBeaeHue MpoBEPKM HACTPOWKM MCMNOb3yeMblX mmm noptos NMOBM B BIOS wn
OC.

3. [Mepen wWCMosib30BaHWEM MNpOLECCOpHble KapTbl AO/KHbI 6bITb «BblNyLWEHbI» C WCNOJIb30BAHNEM
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TpaHCNOPTHOro nNunH-koaa m MO Bbinycka KapT (MOCTaBASAKTCA AUCTPUOBYTOPOM KapT)

4. Mpwn wncnonb3oBaHmm HIM[ B KayecTBe K/KOYEBOro HOCUTENs BO m3bexaHwe noTepu KIH4YEBOMN
MHMOPMaLNM PEKOMEHAYETCS XPaHUTb ee KOMMuIo.

B cBsA3M C nepexoaoM Ha mncrnosb3oBaHme anroputma NOCT P 34.10-2012 n cooTBETCTBYHOWEM
3anpete ucnonb3oBaHus anropmtma FOCT P 34.10-2001 [27], npu nonbiTKe reHepaumu Kiw4a
anroputMma [OCT P 34.10-2001 nocne 01 wwoHa 2017 ropa 6yapeT BblAaHO crejytloulee
npeaynpexaeHue:

ﬂ’ Kpuntollpo CSP X

0:09:55
é_ 1) C 1saHsapa 2019 roaa 3anpelweHo hopMMpoBaHNE 3NeKTPOHHOM NOAMMCH
| € noMoLbio Kntodel 3N MOCT P 34, 10-2001. PekomeHayem
3abnaroBpeMeHHO NEPETH Ha MCroNb30BaHue Knroyel 3N MOCT P
34,10-2012. MpoaomxuTb cosaaHue Knoda 3N MOCT P 34, 10-2001?

Bonblue He NoKa3bIBaTb

ox

PucyHok 6.1 - lMpeaynpexzaeHue o reHepauum knada ansa OC cemenctsa Windows

NMpuMeyaHne: Ha ApYrnuxX OMNepauMOHHbIX CUCTEeMaxX OKHO BHeLHe MOXeT BbirnaaeTb Mno-
APYroMy, HO TEKCTOBAA COCTaBnAwoWad aHalorm4Ha I'IpVIBELI,eHHOﬁ Ha PUCYHKe.

Mpwn Bbl60pe «bonblie He nMokasbiBaTb» NpeaynpexaeHua O reHepauuu kKiaw4va M co3gaHum

noanmcn 6yayt oTtnoxeHbl Ao 01 guBapa 2019 ropa. Mpu noBTopHOM Bbibope «bBonbwe He
nokasbiBaTb» npeaynpexaeHuns 6onee noaBnaTbCa He 6yayT.

lMpy nonbITKe co34aHUA MOAMUCKU C UCMOSIb30BaHUeM kitoda anroputma NOCT P 34.10-2001
nocne 01 nioHsa 2017 roga 6yaeT Bbl4aHO cnepytlollee npeaynpexaeHue.

ﬁ Kpuntollpo CSP X

0:09:57
‘ é_ 1) C 1saHsapa 2019 roaa 3anpeleHo hopMMpoBaHNE 3NeKTPOHHOM NOAMMCH
j € noMoLbio Kntodeln 3 MOCT P 34, 10-2001. Bam HeobxoauMo nepeinTu Ha
ucnonb3oBaHKue Knrodei 3M MOCT P 34.10-2012,
MpoaomkuTh Ucnonb3osaHue Kmoyda 3N MOCT P 34.10-2001?

Bonblue He MoKasbIBaTb

o

PucyHok 6.2 - MpeaynpexaeHne o co3gaHmm noanmcy ana OC cemenctea Windows

NMpuMeyaHne: Ha ApYyrnux OMNepauMOHHbIX CUCTEMaX OKHO BHeLWHe MOXeT BbirnaaeTb Mno-
APyromMy, HO TEKCTOBaAsA COCTaB/idAOWada aHa/lorMyHa I'IpVIBELI,GHHOVI Ha PUCYHKeE.

Mpn BbIbOpe «bonblie He noKasbiBaTb» MpeaynpexaeHne o co3gaHum noanucu byaer
otnoxeHo go 01 suBapsa 2019 roga. [lpu nosBTopHOM Bbli6ope <«bonbwe He nokasbiBaTb»
npeaynpexaeHne 6onee nosBnATbLCA He byaeT.

CospaHue noagnucm ¢ mucnosnb3oBaHmeM kntoda anropmtma MNOCT P 34.10-2001 ¢ 01 aHBap4
2019 ropga 3anpeuleHo.

6.5. KntoyeBble HocuTenn

B kauyecTBe KOUYEBLIX HOCUTENEN MCNONb3YOTCA:
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-I™MA 3,5”, USB gucku;

— CmaptkapTtbl GEMALTO (GemSim1, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);

- eToken, Jacarta;

— USB-TokeHbl PytokeH DUIM (Flash, Bluetooth), PyTokeH Lite Novacard;

— CMmapTkapTbl PyTokeH Lite SC, PytokeH 3L SC;

- Rutoken S;

- Novacard;

— CmaptkapTtbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);

— CMmapTkapTta Y2K;

— CMmapTkapTta MS_KEY K;

— ESMART Token;

— Cmaptkaptbl Athena IDProtect, MorphoKST, Cha cardOS, Cha JCOP;

— CmaptkapTtbl AnnoT INPASPOT Series, SCOne Series;

— Rosan;

— Pazgen HDD M2BM (B Windows - peecTp);

- NpentnoukaTtopsl Touch-Memory DS1995, DS1996.

Ncnonb3oBaHne K/YEBbIX HOCUTENEW B  3aBUCMMOCTM OT MpOrpamMHO-annapaTHOMU
nnatgopmbl oTpaxkeHo B XKTAKM.00088-01 30 01. CK3UN «KpunTtollpo CSP 4.0». ®opmynsap, n. 3.8.

1. B coctaB auctpubytnea CK3UM BxoaaTt 6Mbnnotekm nogaepxku Bcex nepevymcneHHblXx HocuTenem, Ho
He BXOAAT Aparieepbl ana OC. o BonpocaMm MoJflyvyeHWs ApanBepoB HeobxoauMo obpalwiaTbCsd K
NpoOn3BOANTENSAM COOTBETCTBYHOLWMX YCTPONCTB.

2. XpaHeHue 3akpbITbiX katoyven Ha HDD M3BM u USB auckax (B peectpe OC Windows, B pasgene
HDD npw paboTte nog ynpasneHvem apyrux OC) gonyckaeTcs TO/IbKO NpU yCI0BMM pacnpoCTpaHeHus
ll__.___.__“ Ha HDD, USB auck wnm Ha M3BM c HDD TpeboBaHMin No obpalleHUt0 C KIKYEBbIMM HOCUTENSIMMU
(n.6.7 XT5N.00088-01 91 01. PykoBoactso aaMuHucTpatopa 6e3onacHocTn obwasa 4acTtb).

3. Bce BbllenepeyncneHHble HOCUTENN UCMONb3YITCA TONIbKO B KayecTBe MacCMBHOMO XpaHunuwia
Knto4eBon nHdbopmaumm 6e3 MCnosb30BaHMSA KpUnTorpaduueckmx MexaHu3MOB, peaniM3oBaHHbIX Ha
CMapT-KapTe/TOKeHe.

4. ilcnonb3oBaHWe HOCUTENEN APYIMX TUMOB - TONIbKO MO cornacoBaHuto ¢ ®Cb Poccum.

6.6. Pasmepbl kouen

ONVHbI KAO4Yen 3/1eKTPOHHOW MoANucCK:
K104 3/IEKTPOHHOM NOAMNUCH 256 nnn 512 6ur;
KJ1H04 NPOBEPKWN 3NEKTPOHHOM NOAMUCK 512 nnan 1024 6ut.

ONvHbI KoYen, MCNOoSb3YEMbIX NMpPpU LWNQPOBaAHUN:

3aKpbITbIA K/IOY 256 6uT nnu 512 6ut;
OTKPbITbIM KJ1HOY 512 6ut nnn 1024 6uTa;
CUMMETPUYHBIN K/TtoY 256 6urT.

6.7. XpaHeHue KIIYEBbIX HOCUTENEN

MNpu XpaHeHuWn Kioyeinn HeobxoauMo obecrneunTb HEBO3MOXHOCTb AO0CTyNa K KJIOYEBbLIM
HOCUTENSIM He AOMNYLWEHHbIX K HMM nuy. Monb3oBaTenb HECET MepCOoHasibHYl0 OTBETCTBEHHOCTb 3a
XPaHEHME NUYHbBIX K/TIOUYEBbLIX HOCUTENEN.
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3anpellaeTcss oCTaBNsATb 6€3 KOHTPOJ/S BblUMCNUTENbHbIE CPEACTBA C YCTaHoBeHHbIM CK3U
nocne BBoAa KAK4YeBOW MHGOpMauun.

B cnyyae UEeHTpanM30BaHHOIO XpaHEHUs  K/YEBbIX HOCUMTENen B OpraHusaumu,
akcnnyatupywowen CK3WN, agmmHucTtpatop 6e3onacHocTu (€ciim OH MMEETCS) HeceT MepCoHaNbHYH
OTBETCTBEHHOCTb 3a XPaHEHME JINYHbIX KJIIOYEBbIX HOCUTENEN MoSib30BaTeNEN.

Mpn XpaHeHun knwoden B peectpe Windows n Ha HDD MN2BM TpeboBaHMsS MO XpaHEHUIO
NNYHbIX KJIOYEBbIX HOCUTENen pacnpocTpaHsatTcsa Ha M2BM (HDD M2BM) (B ToM uucne n nocne
yAaneHus knwuyen ns peectpa, ns HDD).

B cnyyae HEBO3MOXHOCTU OTYYXAEHUSA KIOUYEBOro HOCUTEsNS C Klo4eBOW MHGopMauuen oT
M2BM  opraHu3auuMOHHO-TEXHUYECKUMN  MEeponpUATUSMM  OO/KEH OblTb  WCKAKYEeH  [OCTyn
HapywuTtenen K N3BM ¢ knovamu.

Mpn xpaHeHunn knoyer Ha HDD M2BM Heobx0AnMMO MCNONb30BaTh MAapOSibHYHO 3aLUMUTY.
CK3U mMoxeT PyHKLUMOHNUPOBATb N XPaHUTb K/IOYEBYHO MHGOPMaLNIO B ABYX pexumax:
— B MaMATU MPUNOXKEHUS;

— B «Cnyx6e xpaHeHus Ko4en», peanm3oBaHHON B BUAE CUCTEMHOIO cepBuca.

Knoun HaxogasaTcs B Kale A0 3aBeplleHUst MPUIoXEHUS UM A0 BbIK/OUYEHUS KOMMbHOTEpa
(ocTaHOBKM cCnyxbbl), 4YTO MO3BOJSISET WCMNOSb30BaTb 3aKpbITbiM K/AKOY AaXe Mocae 3aKpbiTus
KpuMnTorpadmnyeckoro KOHTEKCTa.

OyHKUMOHMpPOBaHME WU XpaHeHue kntodent CK3U «Kpuntollpo CSP». v 4.0 B «Cnyxb6e
XpaHeHus Knto4der» obecneumBaeT AOMNOAHUTENBHYIO 3aWMTy KAOYEBOW MHGOpMauMn OT ApYyrnx
MPUNOXEHWNN, BbIMONHAOWMXCA Ha NMOBM, HO MOXET HEe3HauUuUTeIbHO 3aMeanNnTb NPOM3BOANTENBHOCTb
CUCTEMBI.

B cnyyae Heo6xoAMMOCTU MpOBeAEeHUS PEMOHTHBIX U perflaMeHTHbIX paboT annapaTHOM YacTu
CK3U/COK Heobxoammo obecneumTb HEBO3MOXHOCTb AOCTyNa HapywuTensa K  K/AO4YeBOW
nHdopMaummn, cogepxallerica B annapatHon yactn CK3UN/COK. KOHKpPETHbLIN nepeyvyeHb Mep AO0JIKEH
6bITb ONpeaeneH Mcxoaa n3l ycnosuin akcnayataumm CK3N.

6.8. Cpoku AeNncTBUS MOJIb30BaATENbCKUX KHOYEN

Mpun akcnnyataunm CK3U «Kpuntollpo CSP». v 4.0 go/mxkHbl cobnogatbcs cnepytowme Cpoku
NCNO/b30BaHUS MONb30BaTENbCKNX 3aKPbITbIX KIKOYEN U CepTUDUKATOB:

— MaKCMManbHbIM CPOK AENCTBUSA 3aKpbITOro knwoda 3MM-256 (knwoua 3MM) - 1 roa 3 mecsaua;
— MaKCMManbHbIA CPOK AENCTBUSA 3aKpbITOro katda 3M-512 (knawua 3M) - 1 roa 3 mecsaua;
— MaKCuUMasbHbI CPOK AENCTBUSA OTKPbITOro kKnto4da 3M-256 (knawua nposepku M) - 15 neT;
— MaKCuUMalbHbIN CPOK AENCTBUSA OTKpbITOro knto4da 3M-512 (knawua nposepku M) - 15 neT;
— MaKCUManbHbI CPOK AENCTBUSA 3aKpbITbIX M OTKPbITbIX Kaouehn obmeHa — 1 rog 3 mMecsaua.

Mpn hOpMMPOBaAHNK 3aKPLITOFO K/Ya B KOHTEMHEp 3anucbiBAaeTCs AaTa WUCTEYEeHUs CpoKa
OencTBMa 3TOro  KJK4Ya, MO WUCTEeYEHUM KOTOPOro B 3aBUCMMOCTM OT 3HA4YeHUs napameTpa
ControlKeyTimeValidity BO3MOXHbl pa3finyHble BapuaHTbl UCNOSb30BaHUA 3TOMo Kto4a.

3HaueHune «0» napameTpa He HakMaAblBaeT HUKAKUX orpaqueHMVl Ha NCNOJIb30BaHUE KJito4a.

3HadeHne «1» napameTpa 3anpewaer ¢dopMmupoBaHme 3 M wWndpoBaHMe B KOHTEKCTE 3TOro
Knwo4ya (BO3MOXHO pacwudpoBaHMe paHee 3awmndpoBaHHbIX coobweHnit) (3HadyeHne no
YMOJIUaHUIO);

3HaudeHue «2» napaMeTpa 3anpellaeT nobble AEACTBUS C 3aKPbITbIM K/THOUOM.

Cpok gencrteus katova b6epetcs ns (B nopsigke yMeHbLUEeHUS npuopuTteTa):
— PacwupeHus KoHTelHepa Ko4a;

- PacwupeHus ceptudmkaTta knto4a;

— [aTtbl co3ganumsa knoda + 1 rog 3 mMecsaua.
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M3meHeHMe napameTpa ControlKeyTimeValidity

Ons onepauMoHHbIX cuctem rpynnbl Windows HeobXxoAMMO W3MEHUTb 3Ha4yeHue KJ4a
peecTpa
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion\Param
eters\ControlKeyTimeValidity (ana 64-6uTtHbix onepaumoHHbIX CUCTEM),

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\ControlKe
yTimeValidity (ans 32-6UTHbIX onepaunmoHHbIX CUCTEM).

Hactpoiika CK3UW ansa octanbHbix OC OCYyWEecTBASETCAS C MNOMOLWbK YyTUAUTbl cpconfig ¢
NOMOLLbIO KOMaHAbI

./cpconfig -ini "\config\parameters' -add long ControlKeyTimeValidity <3Ha4yeHne>

Mpn paboTe B pexmMme YCUIEHHOrO KOHTPO/SIS MCMONb30BaHUA Khodven (pexuMm obssateneH K
I..l MCNOJZIb30BAHUIO, OTKAKOYEHME MOXET MNpPOM3BOAUTBCA TOJZIbKO B ULeNndax TeCTVIDOBaHI/Iﬂ) 3Ha4yeHune
— prnﬂOBOVI MNOJIMTUKN KOHTPOJZ1A CpOKa D,eﬁCTBMﬂ Nos1b30BaTENbCKUX KJtoUen NMPUHNMAETCA paBHbIM
«2».

6.9. YHUUTOXEHME KOYEN HA KIHOYEBbLIX HOCUTENNAX

Kntoun Ha knaw4eBbix HocuTenax (Bkawodas Touch Memory v cMapT-KapTbl), CPOK AENCTBUSA
KOTOPbIX UCTEK, YHUUYTOXAIOTCA NyTeM nepedopMaTMpoBaHUSA KIOUYEBbIX HOocuTenen cpeacresamu MO
CK3W, nocne 4yero kto4YeBble HOCUTENM MOTYT MCMONb30BaATbCA ANS 3anNMCKM Ha HUX HOBOW KJ1OUeBOM
WHdopMaLun.

06 yHWUTOXEeHMW Ko4der aenaeTcs COOTBETCTBYHLWasa 3anucb B «XXypHane nosb3oBaTens
cetn» (cM. BegeHue xypHanos n.8.11).

6.10. WHTepdemnc ynpasnenms knrovamm CK3U

MocnenoBaTenbHOCTb  AENCTBUI  MNpUM  FeHepauuMn  3aKkpbITbiX KA4Yen U kawden Ol
nonb3oBaTenen, ynpaBneHUU WX NaponsMu, YMNpaBfeHWUM KawyYaMu onpeaeneHa B [AOKYMEHTe
«XKTAN.00088-01 92 01. Kpuntollpo CSP. NHCcTpyKumsa no ncnonb3osaHunio CK3W noa ynpasneHueM
OC Windows».
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7. TMpoTokon ceteBon ayTeHTUdUKaumun «Kpuntollpo TLS»

Moaynb nogaep>Xku ceTeBor ayTeHTUudmnKaumm no3BosisSeT peann3oBaTb 3aWMLEHHbIN CETEBOW
NpOTOKON B COOTBETCTBUM C pekoMeHpauusmnm RFC 2246 «The TLS Protocol. Version 1.0» wu
«TeXHUYECKMN KOMUTET MO CTaHgapTm3aumm «Kpuntorpadudeckas 3awmta nHdopmaumm» (TK 26),
«NHbopmaumoHHas TexHonormnsa. Kpuntorpaduyeckasa 3sawmta WHdopMmauuu. PekomeHgaumum no
CTaHaapTtmsauun. Ncnonb3oBaHne Habopos anropmtmMos W poBaHms Ha ocHoBe NTOCT 28147-89 ans
npotokona 6e3onacHocTn TpaHcnopTHoro ypoBHSA (TLS)». Moaynb obecneumBaeT ABYCTOPOHHIOW W
OAHOCTOPOHHIOK ayTeHTUMUKALMIO NPUITOXKEHUI NPU UX B3aUMOLENCTBUM MO CETU C UCMOSIb30BaHNEM
anroputma 3 1 cepTUdPUNKATOB OTKPbLITbIX KAKOYEN, a TakxKe WndpoBaHNe AaHHbIX, NepesaBaeMblX B
CeTeBOM COeaAVNHEHNMN.

MpuknagHoe nporpaMMHoe obecneyeHne MOXET Wcnosb3oBaTb nMpoTtokon TLS ansa
ayTeHTUdMKaumMn 1 3alnTbl AaHHbIX, NMepeaaBaeMbliX N0 COBCTBEHHbLIM NPOTOKOAaM Ha ocHose TCP/IP
n HTTPS.

Mpotokon TLS (Transport Layer Security, cneumdpwukaums IETF - RFC2246) oTHOCMTCHA K
cpeacTBaM 3awmTbl NpuknagHbix naketoB Microsoft Internet Explorer/Microsoft Edge, Internet
Information Services (IIS), Microsoft SQL Server 2000 n COM+. OH obecneumBaeT ayTeHTUdUKaALMUIO
CBSI3bIBAIOWMXCS CTOPOH, KOH(MUAEHUMANBbHOCTb UM LENOCTHOCTb NepecbisiaeMoii  MHpOopMaumn.
AyTeHTudunKaumna obecneuymBaeTcs Mcnonb3oBaHuMeM cepTudukaToB ctaHaapta X.509 (B cpepax c
CUNbHOW ayTeHTudukaumen), KoHdMAEHUMANbHOCTb - LWKNEHPOBAHMEM MepecbIIaeMbiX AaHHbIX,
LeNOCTHOCTb — MNpUMEHeHMeM X3W-PyHKUMM UM Koda ayTeHTudukaumm coobuweHuns (Message
Authenticity Code, MAC).

Onsa noagkntoyveHns no npotokony TLS mcnonb3ayetca npedukc https, npu atom obo3pesaTenb
Web-cepsepa no ymonuanuio 6ygetr nogkntouvatbcss K nopty TCP 443 BMecTo cTaHgapTHOro nopra
TCP 80. Ecnu cepBep He nogaepxuBaeT npoTtokon TLS, coeAMHeEHMe He YyCTaHaBMBaeTCcs.
MpumeHeHne npoTokonos SSL/TLS (SSL - 6onee paHHME BepcMM MpPOTOKONA) MOKa3aHo B
Tabnuue 7.1.

Tabnuue 7.1 - MNMpuMeHeHne npoTokonos SSL/TLS.

Mpotokon MopTt OnucaHue
HTTPS 443 HTTP no SSL/TLS
SMTPS 465 SMTP (anekTpoHHas noyta) no SSL/TLS
NNTPS 563 NNTP (HoBocTu) no SSL/TLS
LDAPS 636 LDAP (goctyn k kaTanoram) no SSL/TLS
POP3S 995 POP (anekTpoHHas no4yta) no SSL/TLS
IRCS 994 IRC no SSL/TLS
IMAPS 993 IMAP (anekTpoHHas no4yta) no SSL/TLS
FTPS 990 FTP (nepegava ¢annos) no SSL/TLS

Ona Toro, 4tobbl npoTokon SSL/TLS penctesoBan, Web-cepBep AomxeH uWMETb Mnapy
cepTmdunKaT OTKPbITOro Ktoda/3akpbITbil KoY. Bnageneu ceptndukaTta A0MKEH NOATBEPAUTL, UTO
OH sBNSIeTCS BnafenbleM 3aKpblTOro KJk4a, CBSI3aHHOro C ceptudukaToM. DTO AaeT BO3MOXHOCTb
KJTMEHTY BYTeHTVICbVILLVIDOBaTb cepBep, C KOTOPbIM OH XO4YET CBA3ATbCA.

B npouecce B3auMHOW ayTeHTUdDMKaAUMK:

— BbINOSIHSAETCA KpunTorpaduyeckas npoBepka Hanuumsl y CepBepa 3aKpbITOro KJkoua,
COOTBETCTBYIOLLEro OTKPbITOMY K/HOUY, YKa3aHHOMY B cepTudukare;

— MpOBepSsIETCA CTeNeHb A0BepUs usaaTtento ceptudukara;
— NPOBEPSIETCS, HE UCTEK SN CPOK AENCTBUSA cepTudMKaTa;

— MpoBepseTCs, He 0To3BaH N cepTudukaT; no ymondyaHuo Internet Explorer/Microsoft Edge
3TY NPOBEPKY He BbINONHSAET — 3T0 Aenaet IIS.

Ecnu nobasa n3 ykasaHHbIX NPOBEPOK NPUBOAUT K OTPULIATENIbHOMY pe3ynbTaTy, Mosib30BaTesb
noslyyaeT npeaynpexaeHne n MOXeT pa3opBaTb coeAnHeHne (3To peKoMeHAayeTcsl caenath).

33



XXTAN.00088-01 91 01. Kpuntollpo CSP. PykoBoacTBO agMmMHUCTpaTopa 6e3onacHoCTw.
O6was vactb

JocTurHys paoBepud, CTOPOHbI Bblpa6aTbIBaI-OT CeaHCoBbIN KN1l04, Ha OCHOBE KOTOpOro
obecneunBaeTcs UJMCprBaHVIe AadHHbIX B TEYEHNE CE€aAHCa.

7.1.  OcHoOBHble NOHATMSA nMpoTokona TLS

Mpotokon TLS npegHa3sHadeH Aansa obecnedeHns Kpuntorpaduyeckmmm cpencrBaMu
ayTeHTUudmnkaumm oTtnpasuTtenss (KaveHTa) w appecaTta (cepBepa), KOHTPOAS LENOCTHOCTU M
WnppoBaHMSA AaHHbIX MHHOPMALMOHHOIrO obMeHa.

AyTeHTUdMKaAUNA oOnNuMoHanNbHO MOXeT OblITb OAHOCTOPOHHEeN (ayTeHTUdUKauus cepsepa
K/IMEHTOM), B3aMMHOMN (BCTpeYHasa ayTeHTUdKnKaumsa cepeepa 1 KJMeHTa) ManM He NCNosib30BaTbCS.

Nepapxmnsa wHdopMaunoHHoro obmeHa BkAO4YaeT B cebs ceccunm, coeaMHeHMs U MOTOoK
coobweHnn B coeamHeHumn. Motok coobuieHnin npm 6onbwoi gnuHe pasbuBaeTca Ha dparMeHTbl C
nakeTHonm nepegaden dparmeHToB. B ogHOM ceccmn MOXeT ObiTb peann3oBaHO HECKO/bKO
COeAMHEHUN, NpPOU3BOSIbHO pa3HEeCeHHbIX MO BPeMeHU. B KaxaoM coeanHeHUM MoxeT ObiTb
ob6paboTtaH HeEO6X0AMMBIA NOTOK COOBLLEHNTA.

Ceccusa xapakTepusyeTcs cneayrwmMmm atpubytamu:

- naeHTudukaTop ceccum (cnydariHoe umcno, 32 6anTa, 3ajaeTcs CepBepoM MNpu OTKPbITUK
ceccun);

— MeToA KOMMNpeccuu;
— cepTudmkaTt cepsepa (OnUMOHANBbHO);
— ceptTudmkaTt KaneHTa (onuMoHanbHo);

- cneunduKaums anropuTMOB M NapaMeTpoB 3awuTbl (anropuTMbl WKdpoBaHus n MAC,
KpunTtorpaduyeckme napameTpsbl);

— master secret (Mcnonb3yeTcsa Npu reHepaunm knden wmndposaHus, kaodven MAC, BEKTOpPOB
MHULManMsaumm);

— cnar, paspeLwaoLmnin/3anpeLlaroLlmin HoBble COeUHEHUS B CeaHce.

Ceptudukatel npeacrtasngawTca B craHaapte X509. v3. Cneundwukaums anroputMoB U
napamMeTpoB 3alUUTbl MOXET MEHATLCH B TEYEHNE CECCUMN.

CoefMHeHMe XapaKTepu3yeTcs cneayowmumMm aTpubyTamu:

—client_random - cnyualiHble 32 6aiTa, 3a4aBaeMble KIIMEHTOM;

- server_random- cny4yaiHble 32 6aliTa, 3aaBaeMble CEPBEPOM;

—client write MAC secret (knwo4 kaMeHTa AN9 BblYUCAEHUS 3HAYEHUSA  KIOYEBOM
X3W-PyHKUNN);

—server write MAC secret (ka4 cepBepa ANS BblUMCAEHUS 3HAYEHUS  KIAKOYEBOW
X3W-dyHKUMN);

—client write key (knwo4, wucnonb3yemblh AN WAUQPPOBAHUSA AAHHbIX KJAWEHTOM W
pacwndpoBaHng X cepBepom);

—server write key (knto4d, wucnonb3dyembln AN8  WWPPOBaHUSA [AaHHbIX CEPBEPOM U
pacwmdpoBaHNS NX KITMEHTOM);

—client write IV, server write IV (BekTOpbl MHUUMANM3aALMKN, WUCMNONb3YyEMbIE KIIMEHTOM W
CepBEepOM COOTBETCTBEHHO);

— MOpPSIAKOBbIM HOMep coeauHeHns (NoAAEpXWMBAETCS He3aBMCMMO AN nepegaBaeMbiX U
MPUHMMAEMbIX COO6LEHNI).

BekTop MHUUManu3aumMm 3agaeTca AN nepBoro dparMeHTa CooblleHUss B COEAMHEHUU; AN
nocneayrowmnx @parMeHToB BEKTOp WHUUManu3aumMm @dopMupyeTcss U3  KOHe4yHoro 6oka
3aM@poBaHHOrO TEKCTA Npeablayllero gparMeHTa.
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MopsakoBble HOMepa COeAMHEHMI MNOAAEPXMBAKTCA HE3aBUCUMO ANS MNepefaBaeMbiXx W
npuHUMaeMblx coobuweHnn. [py CMeHe ceccun, W3MeHeHuu cneundukaumn anropuTMoB WU
napaMeTpoB 3alUnTbl HyMepaums coegnHeHni HaunHaetcsa ¢ 0; mana3oH Hymepauun: 0 + 264-1.

CoeanHeHne accounmmpyeTcs C O4HON CeCCUEN.

AnroputM npeobpa3oBaHus MHbOpMauMM Npu obMeHe C WUCMNoNb3oBaHMEM npoTokona TLS
BKJ/IIOYAET crieaytowmne onepauun:

—NpueM OT MPOTOKOMA BEPXHEr0 YPOBHSA MOTOKA HE MHTEPMpPETUPYEMbIX AaHHbIX B B0Kax
NpOM3BOJIbHOIO pasMepa;

— (bparMeHTauMsa MNPUHATBIX C BEPXHEro YPOBHS JAaHHbIX B CTPYKTYpupoOBaHHble 6710Ku
(bparmeHTbl) npoTokona TLS. Pasmep dpparmeHTa - He 6onee 2! 6aiit;

— KOMrpeccmsa pparMeHToB (ONMUMOHaIbHO);

— BblYMC/IEHNE 3HaudeHus knwdyeBon Xxaw-dpyHkumn (MAC) OT KOHKaTeHauuu Ki4da Xouw-
dYHKUMKW, TUNa KOMMPEeccuu, ANUHbI KOMMPECCUpPOBAHHOrO @parMeHTa, KOMMPECCUPOBAHHOIO
dbparmMeHTa 1 3a4aHHON KOHCTaHTbI;

— KOHKaTeHauus dparMeHTa W pe3syfbTaTa BbIUMCIEHUS 3HAYeHUS X3W-OYHKUMKM OT Hero
(pacwupeHHbI dparMeHT);

— 3awmndpoBaHne pacwmnmpeHHoro dparmMeHTa (ONUMOHANIBHO);

— pobaBneHne OTKpbLITOro 3aronoBka, cogepxawero Tvin coobuweHus (oamH 6anT), BEepcutio
npotokona TLS (aBa 6anta) n 4nnHy KOMNpeccupoBaHHOro dpparMeHTa.

Mpwn npuneme nHdopMaumn npumeHsieTcs obpaTHas nocnefoBaTelbHOCTb onepaunii.

IToTok maHHBIX é %

q)paFMeHTI/IpOBaHHBIfI IIOTOK JaHHBIX

®parMeHT

Cxartplii (hparMeHT

Pactmpennsiit pparmeHT MAC

3ammpoBaHHbIA PACIIMPEHHBIN (parMeHT

JloOaBiieHrEe OTKPBITOTO 3aroJIoBKa

PucyHok 7.1 — AnropuTtm npeobpasoBaHus MHdOpMaLUnmM npm o6MeHe C UCMOSIb30BaHMEM MNPOTOKOa
TLS
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B npoTtokone TLS ncnonb3yTca cneayrowme Tunbl COobLLeHn:

- Hello message (ClientHello, ServerHello);

- Change cipher specs message (uM3MeHeHMe cneuudukaumm anaropMTMOB M MNapaMeTpoB
3aWmnThl);

- Key exchange message (nepegauda ksato4da obmeHa knaovamum wndposaHua n MAC KIneHTa,
cepsepa);

— Alert message (npeaynpexaeHue, onoBeweHne o datanbHOM owmnbke);

— Application_data message (nepepayda gaHHbIX);

— Finished message (coobuieHne o0 BO3MOXHOCTM paboTbl B CO34aHHOMN ceccumn).

MpoTtokon TLS saABnsieTca ABYXYPOBHEBbIM M AENCTBYET Hag TPaAHCMOPTHbIM MpPOTOKOSIOM. K
nepeBoMy ypoBHtO0 oTHocaTca TLS Handshake Protocol, TLS Change Cipher Spec n TLS Alert Protocol.
Ko BTOpOMYy ypOBHIO oTHOoCKTCs TLS Record Protocol.

TLS Handshake Protocol obecneumBaeT nHmumanmsaumo ceccmmn (CoOeaAnNHEHUS) BbIMOTHEHMEM
cneayrowmx onepauumn:

— K/IMEHT U cepBep AoroBapuBalroTcs 06 MCMNOb3YyEMbIX B CECCMM anropMtMax M napameTrpax
3aWwmTbl, 0O6MEHUBAIOTCA CllydanHbiMM BennYnMHaMmm client_random, server_random, gorosapuBatoTcs,
6yAyT NN HET HOBblE COEAMHEHUS;

- npon3BoaAnTCa o06bMeH cepTudukaTamMm A8 ayTeHTuduMKauum kKnameHta wu cepsepa (Mo
3aZlaHHbIM ONUMSM);

— KJIMEHT reHepupyeT Ciy4YalHylo BenUuHY pre_master secret, wudpyer ee n nepenaer
cepsepy.

— KNMeHT n cepBep no pre_master secret, client_random wn server_random dopMupytot
master secret (Ha6op Heobxoanmoli Kno4YeBon MHGpOpMaLnM) ceccuu.

TLS Handshake Protocol paboTtaeTt no cneaywowen cxeme, npeacraBfeHHON Ha PucyHke 7.2.
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Server

Y
Y

Client ClientHello

VYcTaHOBKA BEpCUH IIPOTOKOJIA, HACHTH(UKATOpa CECCHHU, HAYaJILHOTO Habopa ajrOpuTMOB
U TIapaMeTPOB, METO/1a KOMIIPECCUU.

ServerHello
Certificate

Client < Certificate Request < Server
Server Key Exchange

ServerHelloDone

Cepgep nocsuiaet (ONIMOHATLHO) CBOM cepTU(HUKAT U 3ampaiiuBacT (OMmIMOHAaIbHO)
cepTuduKaT KIMEHTA, Iiepeiaya CIydaifHoN BeJTMIMHBI Server-random.

Certificate
Client Key Exchange
Certificate Verify

Server

Y
Y

Client

KnuenTt nocwuiaet cBoii ceprudukar (eciu ObuT 3ampoc cepepa) Ecnu ceprudukara y
KiIueHTa Het, oH noceutaet Certificate Verify.

Change Cipher Spec
Client > Finished Server

Y

J Change Cipher Spec |
Client [€ i it o < Server

BrI00p anropuTMoB u mapaMeTpoB AJIs ycTaHaBIMBaeMou ceccuy, 3aBepiuenne Handshake
(«pyxonoxaTus).

PucyHok 7.2 — Cxema paboTtbl TLS Handshake Protocol.

7.2. Mopaynb ceteBon ayTeHTUdukaumm «Kpuntollpo TLS»

Moaynb ceteBol ayTeHTudumkaunmm «Kpuntollpo TLS» peanumsoBaH Ha 6ase nportokona TLS
v.1.0 U poccumckmx CTaH4apToB KpunTorpaduueckon 3awunTbl KoHdUAeHUManbHON wnHdopMaunm
(anropuTtMbl WwndpoBaHua B cooTeBeTcTBMM ¢ TOCT 28147-89, anropuTMbl BbipabOTKM M NpOBEPKMU
3NEeKTPOHHOM noanucm B cooTteBeTcTBuMM € TOCT P 34.10-2001 u TOCT P 34.10-2012, anroputMmsbl
xawmpoBaHusa B cootBeTtcTBUM € TOCT P 34.11-94 mn FOCT P 34.11-2012). WUcnonb3yeTcs TaKxe

anroput™ Anddun-XennmaHa oTKpbITOro pacnpeaeneHuns kaoden Ha 6ase NOCT P 34.10-2001 n TOCT
P 34.10-2012.

AyTeHTUdMKaLMA KNUEHT-CepBEP MOXET 6blTb OAHOCTOPOHHEN U ABYCTOPOHHEN.
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O,CI,HOCTOpOHHFIﬂ aYTeHTMCbVIKaLIMFI obecneunBaeTr MWHWUMANbHO HeobXxoaMMbIN YPOBEHDb
3allnTbl, U BKJTIOYHAET B cebs:

— 06s3aTenbHy0 ayTeHTUdUKauunto cepeepa 6e3 ayTeHTUdMKaunm KIIMEHTOB;
— wndposBaHMe Tpadurka Mexay KIMEHTOM U CEPBEPOM.

Mpn paboTe B [AaHHOM peXuWMe CepBep Ha 3Tane <«pyKonoxaTusa» He 3anpaluvsBaer
cepTMduKaT KJMEHTa U yCTaHaBIMBAETCA «aHOHMMHOE» 3alMlieHHoe coeanHeHue. B 3ToM cnydae
KNIMEHT MOXEeT He MMeTb 3aKpbITOro Kiaw4a W cepTudwukaTta, 0AHaKO Mpu 3TOM OH JMLIaeTcs
BO3MOXHOCTU (hOPMMPOBAThL 3MEKTPOHHYIO MOAMUCL MNOA AOKYMEHTaMW. PexuM ¢ OAHOCTOPOHHEW
ayTeHTMdMKaUMEN cepBepa MOXET WCNOAb30BaTbCA AN NpefoCTaBleHUs HEeKOTOpoW rpynne
nonb3osatenen KoHdbuaeHUMaNnbHON MHMOPMALMM HA OCHOBAHWMM MaposibHOM 3awmMTbl, OAHAKO
naponb B 3TOM cjlyyae 6yaeTr npeabsBnsaTbCS MOJSIb30BaTeNIEM TOJIbKO MOCMAe YCTaHOBNEHUS
3awmweHHoro  TLS-coegmHeHuss ¢ Web-cepBepoM, 4TO nMoOBbil@eT YypoOBeHb 3alWuTbl  OT
HEeCaHKLMOHMPOBAHHOIO AOCTyMa MO CpaBHEHMI0 C nepepayernt napons No OTKPbITbIM COeAMHEHUSIM.
Mpn OAHOCTOPOHHEN ayTeHTU(dUKaAUNMM cepBep 3anpalinBaeT cepTUdukaTt KIMeHTa, HO ero
OTCYTCTBME HE CcUMTaeTcs oWwmnbKoi.

[BYCTOPOHHSIS ayTeHTUdUKaLuUs BKIOYaEeT B cebsi:
— B3aUMHY0 ayTeHTUdMKauunto kimeHTa u Web-cepBepa ¢ NOMOLLbIO UX CEpTUHUKATOB;
— wndposBaHMe Tpadurka Mexay KIMEeHTOM U CEPBEPOM;

— popMMpOBaHNE W MNPOBEPKY 3EKTPOHHOM NOAMWUCKM MOoA4 3SNeKTPOHHbIMM HTML-dbopMmamuy,
3ano/IHSIEMbIMU MOJIb30BATENSAMM.

[BYCTOPOHHSAS ayTeHTUdMKauMa no3sBonseTr obecneynTb [OCTYNn B 3aKpbITyld 4acTb
Web-cepBepa ToONbKO 3aperMcTpMpoBaHHbIM BragenblaM cepTudukaTos. MpyM 3TOM HYXHO MMETb B
BMAY, 4YTO pasrpaHuyeHve p[ocTyna K MHMOPMaLMOHHLIM pecypcaM cepBepa, OCHOBaHHOE Ha
npoBepke cepTUdUKATOB KIIMEHTOB, ropa3ao HaAeXHee, YeM NPOCTO NaposibHas 3aluuTa.

B pnaHHOM pexuMe paboTbl KAMEHTY HeobxoamMo creHepupoBaTb 3aKpbITbii WM OTKPbITbIN
KJII0UYM U NONYUNTb cepTuUdUKAT OTKPLITOro katova B YL,

TpeboBaHMa K TeXHUYECKMM W MpOrpamMMHbIM CpeACTBaM KOMMbKOTEpPA, Ha KOTOPbIA
ycTaHaBnumBaeTca ISA cepsep, onpenenstoTcs B AOKYMeHTauwum, MNoCTaBAseMON BMecTe C AaHHbIM
cepBepoM. [10MONHUTENBbHO, Ha KOMMbIOTEP A0/MKHbI 6bIThb ycTaHoBneHbl CK3U «Kpuntolpo CSP» u
MOAY/ b NOAAEPXKM CceTEBOM ayTeHTUdunkKaumm «Kpuntollpo TLS».

Ona BO3MOXHOCTU YCTAHOBMEHUS 3alMLEHHOI0 COEAUMHEHUA MeXAy K/IMEHTOM U CepBEpOM
ISA HeobxoaMmo BHayane BbINYCTUTb CcepTUdUKaAT OTKPbITOrO  K/4Ya, KOTopblih  byaer
NMCNONb30BaTbCA A9 CEPBEPHON ayTeHTUdmKaum no npotokony TLS.

K TakoMy cepTuduKaTy NpeabsiBNaOTCa creayowme TpeboBaHus

-umMa ceptudukata (Common name) AOMKHO coBnagaTb C uUMeHeM nybnaunkyemoro Web-
cepBepa NpuknagHon cucremol. Hanpumep: pif.nikoil.ru;

— 061acTb UCNOMb30BaHUS KJtoYa A0/KHA coaepXXaTb: <<AYTEHTMCbVIKaLI,MFI CepBepa».

JaHHbIn cepTudukaTt aonxkeH 6biTb yCTaHOBNEH Ha cepBep ISA B NpMBA3KE C KAOYOM MOAMUCH
(3aKpbITbIM KO4YOM). MpKn 3TOM 3aKPpbITbIN KOY NoanNucu AosxxeH 6biTb noMeweH B peectp OC.

Bbinyck n ycTaHoBKa cepTudwukaTta ocyuwectsastoTca depes APM nonb3oBatens LleHTpa
peructpaumn. Nopsaaok AeNcTBUiA onpeaenseTcs B MHCTPYKUMM NOJSIb30BaTESIO.

7.3. TlpoBepka Mcnonb30BaHUS POCCUNUCKUX anropuTMoB B bpay3epe Internet
Explorer/Edge.

1. OTtkporite 6pay3ep Internet Explorer/Edge.

Mpu noceuwieHnn Beb-cTpaHULbl ob6paTuTe BHMMaHWE, UCNOMb3YEeTCs /I MPOTOKO COeANHEHUS
«https».
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PucyHok 7.3 — AgpecHas cTtpoka Internet Explorer.

2. HaxxMuUTe Ha 3Ha4yoK «3aMKa».

PucyHok 7.4 — AgpecHas cTtpoka Internet Explorer.

JOMMKHO NOABUTCA OKHO cneaylowero smaa:

R

WaeHTudMkauma eeb-caiTa
-

Q00 "KPUOTO-NPO"
onpegenua BeG-caiT Kak:

g.cryptopro.ru

3T NOAKNHIYEHHE K CEPBEQRY WCMOABIYET
WK poEaHKME,

MoxHo A gosepate 3ToMy Beb-cality?

MpocmoTp cepTrgrikatos

PucyHok 7.5 - OkHO naeHTudumnkaummn Beb-canTa.

3. HaxmMuTte Ha MNMpocMoTp cepTUdUKaTOB.

OTkpoeTca SSL ceptudmkat web-cepeepa. Ha Bknagke «CocTaB» MOXHO MNOCMOTpPETb
nHdopMaunto 06 ncnonb3yembixX Kpuntorpauyeckmx anropmTmax.
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[ o ]

PucyHok 7.6 — CepTudukar.

[ o ]
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8. YnpasneHue kntodamm CK3U

KnioueBas cuctema CK3U «Kpuntollpo CSP» v 4.0 6asumpyerca Ha apxutektype PKI
pekoMmeHzauuin X.509. B kauectBe YL, MoxeT BbicTynatb YaoctoBepsowmi LeHTp «Kpuntollpo YL»,
HO Jonyckaercs wucrnonb3oBaHume LeHTpa CepTtudukaumm kopnopaumm Microsoft (Microsoft
Certification  Authority), wnun agpyrne ceptuduumpoBaHHble ®CB Poccunm  peanusauuu,
obecneumBatowmne BbiNoNHeHUE MYHKUUI A0BEPEHHOro obpalleHus ¢ cepTudmkaTamu.

PekoMeHZaLMM MO  ynpaBfeHW  Kaw4yamMu  npuBedeHbl  aAna  «Kpuntolpo YU» ¢
OpraHM3auMoHHOWN CTPYKTYPOW, 3N1eMEHTAMMN KOTOPOI SIBNAIOTCS:

1. UeHTp ceptudukaunm (LUC);

2. LUeHTp peructpauumn (LP);

3. APM agMmuHucTpaTtopa YU;

4. MNMonb3oBaTeNbCkue cpeacTsa B3ammoaencTams c YU;
5. MporpaMmHbIn nHTepdenc sammoaencrtemnsa c YL.

OnucaHune Yaoctosepstowero ueHTpa «Kpuntollpo YU» npuBeneHo B MpunioxeHun 4.

CK3U «Kpuntollpo CSP» v 4.0 MOXeET UCMOMIb30BaTbCA B KayecTBe KpunTtosgpa B COCTaBe pasfiMuHbIX
|!!| MPUKNagHbIX CUCTEM, OpPraHM3auUMOHHbIE CXEMbl YMpPaB/IEHUS KIHOYEBOW CUCTEMOM KOTOPbIX MOryT
OT/INYaTbCs OT paccMaTpuBaeMon.

CeptTndumkaT OTKpbITOro katoda obMeHa u ceptudukaT kawda nposepku Il npeacraBnsert
Co60M CTPYKTYpPUPOBaHHYO ABOMYHYIO 3annck B opmaTte ASN.1, coaepxallyto:

— uMa cybbekTa nnm obbekTa CUCTEMbI, 0AHO3HAYHO UAEHTUPULMPYIOLLEE €r0 B CUCTEME;
— OTKPbITbIM K/OY UAK KAKOY NpoBepku DI cybbekTa nimnm obbekTa CUCTEMbI;

— [OMONIHUTENbHbIE aTpUBYThI, onpeaenseMble TPe60BAHUAMW MCNOIb30BaHUS cepTudMKaTa B
cuUcTeMe;

— 30N U3paTtens (Y4OCTOBEPSAIOLWEro LeHTpa), 3aBepstoLllyto COBOKYMHOCTb 3TUX AAHHbIX.

dopMaT cepTudwukaTta onpegeneH B pekoMeHgaumax ITU-T 1997 roma X.509 wu
pekoMeHgaumax IETF 1999 roga RFC 2459. B HacTosiliee BpeMsS OCHOBHbIM MPUHATBHIM (DOpMaToOM
aBnseTca gopmat Bepcuu 3, MO3BONSAKOLWMA onpeaennTb AonosHeHns (extensions), C MOMOLLbLO
KOTOPbIX peanunsyeTcs onpegeneHHas nonmMtnka 6e3onacHOCT B CUCTEME.

Huxe npueegeHbl TpeboBaHMSA MO YyMNpaBfeHWUIO KJ/IOYEBOW CUCTEMOM Ha BCexX 3Tanax ee
XXM3HEHHOro uuKnia, HauymHasa ¢ dopmmpoBaHusa knwden LeHtpa CepTtudukaumm. TpeboBaHus
npueeAeHbl C yyeToM Hanuuua LleHTpa Perunctpauuun, asnsatowerocs ¢GyHKUMOHANbHON eAuHULEN
cuctembl. B cnydyae ero otcytcrBus  dyHkumm  LleHTpa Peructpaumm  BbinoaHsdeTr  LleHTp
Ceptudukauumn, dyHkumMn agMmHmncTpaTopa LP BbinonHgaetT agMmuHucTtpaTtop LC.

8.1. YpocToBepsIoWnii LLEeHTp
YaocTtoBepsowmii LeHTp obecneymBaeT BbINOAHEHWE CAeayoWmnX MYHKUWNA:

- peructpauus (dopmuposanHumne) anctpubytmneos MO CK3U n Bblgaya nx nosib30BaTeNsMm;

— (bopMmpoBaHMe, XpaHeHWe U1 WUCNoSb30BaHME 3akpbiToro kaw4da (kntodert) LleHTpa
Ceptndukaumm;

— perucrpaums noJib30oBaTeNlen B COOTBETCTBUM C TpeboBaHuaMM PernameHta ([orosopa)
CUCTEMDI;

- NoflyyeHne OT MoJSib30BaTeNlss 3amnpoca Ha cepTuduKaTt, Kak B 3/EKTPOHHOM, Tak U B
6yMa>xHOM Buae;

- Bepudurkaumst 3anpoca Ha ceptudukar;
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— hopMUpoOBaHME CEPTUDOUKATOB OTKPbITbIX KIOYEN U Kouelh npoBepku DI nonb3oBaTenem
Ha OCHOBE MOJTYYEHHbIX 3aMpoCoOB U 3aperMcTpupoBaHHON MHbOpMaLNK;

— I0CTaBKa CepTUDMKATOB OTKPbITbIX K/TOUEN U KoUYeN npoBepkn I Nonb30BaTeNSM;
— nofny4yeHne 1 o06paboTka coobLIEHUIA O KOMMPOMETALUM K/HOUEen NoNb30BaTENAMNU;

— OpraHusaumsa Cxembl OnepaTUBHOro OMOBELWEHUS MNONb3oBaTenen 060 BCEX WM3MEHEHUsNX,
NPoOUCXoAsLWNX B ceTU (KOMNpOMeTauus K4yeln, BOCCTaHOBNEHNe KoHdumaeHUManbHON CBA3N nocne
KOMMNpOMEeTaUnmn KYen, BKIIOYEHME HOBbIX NOSib30BaTesieN, niaHoBas CMeHa K/4en n 1. n.);

— MTaHOBOE N3roTOBJIEHWE CMUCKA OTO3BaHHbIX CEPTUdMKATOB;
— pa3paboTka v noaaepxka @yHKLULNOHMPOBAHWS NAapOSIbHON CUCTEMbI OMOBELLEHUS B CETH;
— ynpaBfieHWe KJTloYEBOWM CUCTEMOW;

— pa3bop KOHMAMKTHBLIX CUTyauuihi M [A0Ka3aTeNbCTBO aBTOPCTBA 3/1EKTPOHHOr0 AOKYMEHTa,
CHab>XeHHOro 3/1eKTPOHHOM NOAMNUCHIO.

— B coctas YU BxoaAT:
— MporpaMMHo-annapaTtHble cpeactea LleHTpa CepTudukauum;

— MporpaMMHo-annapaTHble cpeactBa LieHTpa Perncrtpauun (npu ycnoBuu ero akcnjayaTtauum
Ha oTaenbHon MN3BM);

— NporpaMMHO-annapaTHblE CpeEACTBA AJiA pa36opa KOH(bJ'IVIKTHbIX CMTyaLlMVI;
— AONOJIHUTENbHbIE CPeACTBa, obecneuunBatowme ceTeBoe B3aMMOAENCTBME MONb30OBaTENEN U

yu.
8.2. ®opmMuposaHme knoyen LleHTpa CepTndukaunm

®opMumpoBaHue knaoden LeHTpa Ceptudukaumm npousBoanTcs aaMuHucTpatopom LIC
cneayrowmm obpasom:

1. AammnHuctpatop LC peructpupyetcsa B YU B «XXypHane permcrpaunvm agMMHUCTPATOPOB
6e3onacHocT W nonb3oBaTenen» (cMm. 8.11 «BeneHue >xypHanos»). Perucrpaunio npoBoauT
HavanbHWK YL (0 yeM genaeTcs COOTBETCTBYIOLWAA OTMETKA B XypHane).

2. AamnHnctpatop UC npowmssoaut dopMmmpoBaHue 3akpbiToro katoda LIC n ceptudwukata
oTkpbiToro kntouya LC. C 3akpbeiToro katoda LC dopmmpyeTcs pesepBHasi KOnusi, KOTopasi XpaHUTcs y
HayanbHMka VYL. ®akT wusrotoBneHus knawda u ceptudukata LC 3aHocmTca B «XypHane
nonb3oBaTens CeTU» N 3aBepseTcs HayvalbHUKOM YLI.

3. bnaHk ceptudukata LUC BbIBOAUTCA Ha MpUHTEP B ABYX 3K3EMMAApax W 3aBepseTcs
HadanbHMkoM YL n agmunHuctpatopom LC. OpgHa konma 6nanka ceptudukata LUC xpaHuTtca y
HadyanbHMKa YL, BTOpas konusa nepegaetca aamuHuctpatopy UP (LC).

4. AamuHuctpatop LUC npounssoant dopmuposaHmne COC LIC, KOTOpPbIN HE COAEPXUT HU OAHOrO
0TO3BaHHOro ceptudukaTta. bnaHk COC BbIBOAUTCS Ha MPUHTEP B ABYX 3K3eMMjspax U 3aBepsieTcs
aammHuctpatopom LIC. OgHa konusa 6naHka COC LC xpaHuTca m HadanbHuka YL, BTOpas konus
nepepaetcsa agmmHuctpatopy LP (LC).

Mpu dopmupoBavum COC LIC mn Hannumm ceTeBbiX cpeactB pacnpoctpaHeHus COC B cucteme,
"!.!_“ pekoMeHayeTcs yCTaHOBUTb B CcocC [onosiHeHne «Touka pacnpocTpaHeHus COC»
== | (issuingDistributionPoint) ¢ 3agaHveM B HeM MeToAa AOCTyna, KOTOPbI MOXeT 6bITb MCMNOSIb30BaH
nonb3oBaTensaMu ans perynspHoro obHosneHnsa COC (cMm. [22]).

8.3. XpaHeHue u ncnonb3oBaHue 3aKkpbIToro kawya LC

3akpbITbin KoY LIC 1 ero pesepBHas KONMs XpaHATCS y HadanbHuka YL. Mpu HeobxogmmocTun
€ro Ucnonb3oBaHWsa UM B Havane pabouero aHa (CMeHbl, NpyM CMEHHOW paboTe), 3aKpbITbi Koy LIC
BblAaeTca aamuHuctpatopy LC, o uem penaetca noMmetka B «XXypHane nonb3oBaTens cetum».
PekomeHgyeTcs He 3arpyxaTb nporpamMMmHoe obecneyenme LC 6e3 Heobxogmmoctn, a npwu
3arpy>eHHoM MO, He oCTaBnATb 3aKpbIThii kNto4 LIC 6e3 koHTponsa aamMmnHmucTpatopa LC.
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Cpok pneictBua 3akpbiToro knw4da LC (TouyHee, knwo4ya YnonHoMo4yeHHoro nuvua  YL)
coctaBnseTr 3 roga. B TeueHme 1 roma 3 MecsUeEB 3aKpbITbid KHOY YMNOJHOMOYEHHOro nuua YL
ncnonb3yeTcs ANs  W3roToBJEHMS CcepTUdUKaATOB Monb3oBaTeneld U (hOPMUPOBAHUSA  CMMCKOB
OTO3BaHHbIX CEpPTUDUKATOB.

Mo wncrtedeHmn 1 roga 3 MecsUeB W A0 OKOHYaAHMS CpoKa AENCTBUS 3aKpbITOro Kioua
YnonHoMoyeHHoro nuua YL [AaHHbIM  3aKpbITbI - KAKOY  MCNOMb3YETCS  UCKKYUTENBbHO  Ans
dhopMmMpoBaHUA CMMCKOB OTO3BaHHbIX cepTudmkaTos YLI.

8.4. ®opmMuposaHme knoyen LleHTpa Perncrpaunm

PekoMeHZaLMK, OMNUCaHHble B [aHHOM pasjefnie, OTHOCATCS TONbKO K cUCTeMam,
ncnonb3yownm LleHTp Pernctpaumu.

8.4.1. Pernctpaumnsa LleHTpa Perncrpaunu

AamuHucTpaTtop LUC npoussoauT peructpaumio LUP B LeHTpe CepTudukaumm, o 4eM aenaetcs
3anucb B «XKypHane perncrpauum adMMHUCTpPaATOpPOB 6€30MacHOCTU U NOSib30BaTeNen».

8.4.2. NarotosneHune knwoden LleHTpa Permncrpauun

1. AaMuHuctpatop LP ycraHasnmBaeTr ceptudukatr LUC Ha MN2BM LUP. PekomeHayeTcs
obecneunTb 3alUMLLEHHYIO AOCTAaBKY U XpaHeHue cepTudukarta LIC Ha MDOBM.

2. AaMmnHucTpaTtop UP npounssoant dopmmpoBaHue NMYHOro 3akpbiToro kawuya LP v 3anpoca
Ha cepTudukaT, cogepxawero oTKpbITbin ko4 LIP. C 3akpbiToro knato4a LP ¢popMupyeTca pesepsHas
KOMWs, KOTOpasi XpaHUTCS Yy HadajbHuka YL. MNMomeTka o dopMmpoBaHMM KJKOHa M 3anpoca Ha
cepTnduKaT 3aHOCUTCA B «XKypHasne nosb3oBaTens ceTu».

3. BnaHk 3anpoca Ha cepTudUKaT BbIBOAUTCA HA NPUHTEP B ABYX 3K3eMnaspax u 3aBepseTcs
agMmHucTpatopom LP.

4. 3anpoc Ha cepTudMKaT 3anmncCbiBaeTCs Ha MarHUTHbIM HOcUTeNb (ANCKETY).

5. AamuHuctpaTtop UP npubbiBaet B YU, rae agmuuuctpatop LIC npoussogmT dopMupoBaHmne
ceptudpukata UC, ncnonbsya Ana 3TOro MOAYYEHHbI 3anpoc Ha cepTudukat M byMaxkHbln HnaHkK
3anpoca. bnaHk 3anpoca Ha cepTtudukaT 3aBepseTca agMuHuctpatopom LIC. OgHa konusa 6naHka
3anpoca xpaHuTcsa y agmmHuctpatopa UC, apyras - y agMnHuctpaTopa LP.

6. AaMmmHuctpaTtop LC BbiBOAWT Ha npuHTep 6naHk ceptudmkata UP B AByX aksemnnsipax.
bnaHk ceptudmkaTta LIP cBepsieTtca ¢ 6naHkoOM 3anpoca u 3asepsieTcsa agmmHuctTpatopamm LUC, LUP u
HayanbHMKOM YLI.

7. AoMuHuctpatop LUP nonydaeT nuuHbll cepTudukat LIP Ha MarHWTHOM HocuTene u
3aBepeHHbIn bnaHk cepTudukarta LP.

8. AamnHunctpatop LP, ncnonbsys MO LP, yctaHaBnueaeTt ceptudmkaT Ha MIBM LIP.

Mocne 3aBeplweHus 3Tux Aencteuii LleHTp CepTudukaumm n LleHTp Peructpaumm rotoBbl K
perncrpauumn nonb3oBaTeNiell CUCTEMbI U BbIMYCKY CEPTUdUKATOB.

8.5. dopMUpoBaHMe Kito4ven nonb3oBaTtens

8.5.1. Perncrtpaunsa nonb3oBaTtens

1. PyKOoBOACTBO OpraHvM3auMmn-nosib3oBaTens Ans perncrpaunmn nosib3oBaTenst B CETU AO0/KHO
npeactaBuTb B YL, Ha MMA ero HayalbHUKA C COMPOBOAUTENbHBLIM MUCbMOM CleAyoLME AOKYMEHTbI
(KOHKpPETHbIN COCTaB AOKYMEHTOB onpeaensieTca PernameHToM ([JOroBOpoOM) CUCTEMbI:
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1) nuct c obpasuamm neyaTm U ANYHOM NOAMNUCU PYKOBOAUTENS OpraHu3aunm;
2) konuto [orosopa (BpeMeHHOro cornaweHms) ¢ agMUHUCTPaLMen CUCTEMbI;

3) BbINUCKY U3 MpuKasa O Ha3Ha4YeHUU agMUHUCTpaToOpa MHGPOPMALUMOHHON 6e30NacHOCTH
opraHusaumm (3amMecTuTensl), 3aBEepeHHYK MoAMUCbID  PYKOBOACTBA W  NeyvyaTblo
opraHmsaumu;

4) 3anosIHEHHblE W 3aBepeHHble JINCTKM N0 YYeTy KaapoB Ha aAMUMHUCTpaTopa
6e3onacHOCTK opraHusaunm (3amectmTens).

2. AoMUHUCTpaTop LeHTpa Peructpaumm Ha OCHOBAHMM MOJIHOTbI W AOCTATOYHOCTMU
npeaoctaBJIEHHbIX JOKYMEHTOB NMpomn3BoAnNT pernctpaunio noab3oBaTenid B CUCTEME.

3. [laHHble perucTpauumn nonb30oBaTeNsl BbIBOAWUTCA Ha MNPUHTEP B ABYX 3K3eMnaspax W
3aBepsieTcs aAMuMHUCTpatopoM LP 1 nonb3oBateneMm. OAMH 3k3eMnnsp 6naHka peruvcrpaumm
XpaHUTCs y aagMUHUCTpaTopa LIP, BTopon 3k3eMnnsip — y nNosb3oBaTens.

4. ApmnHucTpaTtop LUP BblgaeT nonb3oBaTtento KapTo4yKy OMOBELLEeHWS O KOMMpoMeTauuu, B
KOTOpOW oTpaXkatoTcs TenedoHsl U naponn YL n nonb3oBatens, PucyHok 8.1.

KapToyka OMoOBELWEeHUs  WUCMONb3yeTCs  y4YacTHMKaMWM  CUCTEeMbl Ans  COoobLeHuin o
KOMMpOMEeTauun ko4ya no TenedoHHbIM KaHanaMm oblwero nosb30BaHus, AJs 3TOr0 B HeW yKasaHbl
TenedoHbl YL, naponb (KOAOBOe C/OBO) aAMWUHUCTpaTopa YL, M yHMKanbHblA naponb (KopoBoe
C/0BO), NMPUCBOEHHbIV Nonb3oBaTento YL. KapTouka onoBeLlleHns A0/HKHA XPaHUTbLCS Y Nosib30BaTens
HapaBHe C KJ1o4YaMMu.

Maponb YL OCHOBHOW Naponb Pe3epBHbIli Naponb

TenedoHbl AaMmnHucTpaTopa LUP (YL)

Maponb nonb3osBaTens OCHOBHOW naposnb PesepBHbIit Mapo/ib

PucyHok 8.1 - KapTouyka onoBeleHuUsa 0 KoOMNpoMeTauum.

5. Mpy HanMuMM CUCTEMbl 3/IEKTPOHHOW MOYTbI M 3apPermcTpUpoBaHHOrO MOYTOBOro agpeca
nonb3oBaTens, agMuHuUcTpaTop LIP ao6aBnsdeTr ero B CAMCOK pPacChbiIKM MOJSb30BaTeNleln CUCTEMBI,
KOTOPbIA UCMOMb3YETCA ANA LEHTPANIM30BAHHOMO OMOBELLEHUS MOSIb30BaTeNEN CUCTEMBI.

6. AamMnHnctpatop LUP genaer 3anmce B «XypHane perucrpauum agMUHUCTPATOPOB
6e30macHoOCTU 1 Nonb3oBaTeNnem».

7. Tpun 3aBepweHnn permcrpaumm Kaxaoro nosb3oBaTens cucrtemol aamuHuctpatop LIC (UP)
nepegaeT nofnb3oBaTtento konuw 6naHka ceptudukata LUC, ceptudukar n COC LUC (UP).

8.5.2. ®opMuMpoBaHME NINYHBIX KIOYEN Nonb3oBaTens

Mpu HanMuMKM B opraHnsaumm agMMHUCTpaTopa 6€30MacHOCTM, BCE OMNMUCaHHbIE HUXKE AEeNCTBUSA
MOFyT MpOM3BOANTBLCS NMH0 agMUHUCTpPaTopoM 6e3omacHOCTM, MB0 NoNb30BaTeNeEM B MPUCYTCTBUM
agMMHUCTpaTopa 6e30nacHOCTH.

1. MNonb3oBaTenb yctaHasnmeaeT ceptudumkaT n COC LC (LIP) B cnpaBo4YHMK cepTuUdUKaTOB.
Tpebyetca obecneunTb 3alULEHHYI0 AOOCTaBKy W xpaHeHue ceptudumkata ULC Ha [MN2BM
nosb3oBaTens.

2. Nonb3oBaTtenb NponM3BoamT GopMmpoBaHMe AMYHOro katda 2l 1 3anpoca Ha cepTudukar,
cofepXkawero ka4 nposepku Il nonb3oBaTens.

3. bnaHk 3anpoca Ha cepTuduKaT BbIBOAUTCSA Ha MPUHTEP B ABYX 3K3EMMJsIpax U 3aBepseTcs
nonb3osateneMm, (agMMHUCTPATOPOM 6e30MacHOCTM Npu ero HajanuyMn) M OTBETCTBEHHbLIMWU JSINLLAMMU
(HanpuMep, AMPEKTOPOM U rMaBHbIM Byxrantepom).

4. Mpu OTCYTCTBUM CETEBOr0 B3auMMOAENCTBUS opraHmsaumm c LP, 3anpoc 3anucbiBaeTcs Ha
MarHUTHbIN HOocuTenb (ANMCKETY) Ans nepepauyu B LIP.
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5. Mpun HanMuMmM CeTeBOro B3aMMoAencTBuUa opraHusaummn c LIP, 3anpoc Ha cepTUdMKaT MOXET
6bITb NMepeaaH no cetu. Mpu 3ToM HeobxoaMMO obecneunTb MNOATBEPXKAEHWE BNAAEHUS 3aKPbITbIM
KJIlOYOM MnoJsib3oBaTeneM. g 3Toro 3anpoc Ha cepTuduKaT MOXKeET 6biTb NOCAaH B BUAe coobLieHus,
noAnMCcaHHOro NpeabiayLuM Klo4oM nonb3oBaTens.

6. Ecnn 3anpoc 6bi1 3anmMcaH Ha MarHUTHbIM HOCUTENb, Nofnb3oBaTenb (agMMHUCTPATOP
6e3onacHoctn) npubbiBatoT B LeHTp Ceptudumkaumm (YL) BMecTe C 3anuMcaHHbIM 3anpocoM W
3aBepeHHbIMN BnaHkaMuM 3anpoca.

7. Ecnn 3anpoc Ha ceptudwukat 6bi1 nepegaH no ceTu, nonb3oBaTenb (agMUMHUCTpaToOp
6e3onacHOCTN) A0/MKHbI nepegaTtb obe konum 6naHka 3anpoca B LleHTp CepTudukaunm, Mcnonbsys
AN 3TOro AOCTynHble cnocobbl 4OCTaBkM (Hanpumep, 3akasHoe NUCbMO).

8. Mpu nonyyeHun 3anpoca Ha cepTudunkat agmmHmuctpaTop LC npomssoant opmMupoBaHue
ceptudumkata nonb3osaTtens. Ceptudumkar nonb3oBaTens xpaHutca B 6ase LIC B TedyeHue
YCT@HOBJIEHHOI0 CpoKa XpaHeHus (paBHOro CPoKy AencTeusa ceptudukaTta).

9. AammnHuctpatop LUC BbiBOAUT Ha NpuHTep ABe Konum 6naHka cepTudukarta nosb3oBaTens u
henaet 3anucb 0 hopMmpoBaHun ceptudukaTa B «XKypHase noab3oBaTens cetu».

8.5.3. MonyyeHne nuyHoro ceptudmnKaTa nonb3oBaTeNeM
JINYHbIM cepTUdUKAT MOXET 6bITb NOSTYYEH CleayLWNMN cnocobamu:

— NpW IMYHOM MPUCYTCTBUM Nosb3oBaTensa (agMuHuUcTpaTopa 6esonacHoctn) B YU;

—~ MO0 CeTU C MCMNONb30BaHMEM 3aperncTpupoBaHHOrO agpeca 3J/IEKTPOHHOW MOoYTbl WAU B
npouecce HeNnoCpeAcTBEHHOr0 COeAMHEHNS C LLEHTPOM.

B nto6oM M3 nepeuncneHHblx ciydaeB cepTudmKaT He nepeaaeTcs nosib30BaTesNto A0 TexX nop,
noka LleHTp Perncrpaumm He nonyunT 3aBepeHHbli 61aHK 3anpoca Ha cepTudukar.

Mpn nepepaye NMYHOro cepTudUKaTa NOMbL30OBATENO €My TaKXe MNepefaeTcss 3aBEepeHHbIn
aAMUHUCTpaTopoM 6naHK 3anpoca W cepTudmkata nonb3oBatens. Bropble konuu 3Tux 61aHKOB
xpaHsaTtca B LIC (LP).

8.6. [loBTopHasa permcrpauuns nosib3oBaTtens

nOBTOpHaFI perncrtpauna nosib3oBaTtend B LI,eHTpe PeI'MCTpaLI,VIVI npon3BoanUTCA B Cly4dae
M3MEHEHNA 3aperncTpmpoBaHHbIX anVI6YTOB nonb3oBatens NO WMHUUMATMBE nonb3oBaTens amnbo
dAMUHUCTpaUUnN CUCTEMDI.

8.7. T[naHoBas cMeHa Kao4en

8.7.1. CmeHa kntoven LleHtpa CepTudmkaunm

3abnarospeMeHHO (40 OKOHYaHUS CpOKa AeNCTBUs 3akpbiToro kntoda LC) agmuHuctpaTtop LC
nponssoamT GOpPMUPOBAHME HOBOIMO 3aKpbITOro Knt4da n ceptudukarta LC (cm. 8.2 «dopmumpoBaHue
kntoyel LleHTpa CepTudunkaunm»).

CdhopmMunpoBaHHbI HOBbI cepTudumkaT LIC 3annucbiBaeTcsd Ha MarHUTHbIN HOCUTeNb (ANCKeTY)
n nepepaetcs B LIP BMmecTe ¢ 6n1aHKkoM cepTudukara.

Mpy OKOHYaHWUM AEWCTBMSA 3aKpbITOro KJK4a, KAlo4YeBble HOCUTENW C 3aKpbITbiM K/OYOM, a
TakxXe Konuu 3akpbIToro kaw4da LIC yHuuToXakTCcs no AKTY KOMUCCUEN.

Bce nonb3oBaTenn CUCTEMbI A0 OKOHYAHUS CPOKa AENCTBUSA 3aKpbiToro katoua LIC obsa3aHbl
nonyunTb HoBbln cepTudukat LC n gobaBuTb ero B CrnpaBoYHUKKM cepTudukaToB, 6e3 yaaneHus
nencreytowero ceptudukarta LC.

8.7.2. CmeHa kntouen LleHTpa Perncrpaumu
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3abnaroBpemMeHHO (40 OKOHYaHWS Cpoka AeNcTBUS 3akpbiToro katoda LC) agMmuHuctpaTop LP
nponssoamT GopMMUpPOBaHME HOBOMO 3aKpbITOro kitoda 1 ceptudmkaTa LP.

CMmeHa kntoyel LleHTpa Perncrpaumm npomsBoANTCS aHANOrM4YyHO CMeHe Ktovel nonb3oBaTens
(cM. 8.7.3 «CMeHa K/to4er nonb3oBartens»).

Bce nonb3oBaTenu CUCTEMbl A0 OKOHYAHUSA CpoKa AENCTBUS 3aKpbITOro kawoda P o6s3aHbl
MoNy4YnTb HOBbIN cepTudukat LP.

8.7.3. CMeHa ko4en nonb3oBaTend

Monb3oBaTtesib, MMEKLWMIH OENCTBYIOWMA cepTudmKaT U COOTBETCTBYHOWMA eMy kaoy I, B
noboli MOMeHT BpeMeHM (HO He nosgHee Henenu) A0 OKOHYaHMSA CpokKa AENCTBUS AENCTBYIOLLEro
3aKpbITOro KJto4ya, MOXeT Npom3BecTn (hopMnpoBaHMe HOBOro ksto4a II1.

dopMmpoBaHMe HOBOro kmntw4da I, 3anpoca Ha cepTudwukaT, nepegada 3anpoca B LUP un
nonyyeHune ceptudukata npousBOAMUTCSA COMIAcHO MocrenoBaTesIbHOCTM, ONMCaHHOW B pasgene 8.5
«DopMMpOBaHMe KKYEN Nob3oBaTens».

KntoueBble HoCUTenn c Kaw4yom I, CpoOK aencreus KOTOPOro UCTEK, YHUYTOXAlTCA NyTEM
nepeq)opMaTMpOBava (O‘-IMCTKVI), 0 4eM genaeTtcd 3anucb B «XKypHarsne rnosib3oBaTtesnia ceTun».

8.8. KomMnpomeTauwus knwouyen

Onpe,u,eneHme TEPMMHA KOMMpoMeTauunda, BuAbl KOMMPOMETAUMM W OCHOBHbIE C06bITVIF|,
npmeoasaWmMe K KoMnpoMeTaunum, npmeeneHol B pasgesne «OCHOBHble TEPMUHbLI U MOHATUS».

Mo dakTy KOMMNpOMEeTaumMu KIUYeNn U/UNKM HOCUTENEN AO/MKHO ObiTb MpPOBEAEHO CNyXXebHoe
paccregoBaHue.

NHdopMaums € BbiBEAEHHbIX W3 [AEACTBUS CKOMMPOMETUPOBAHHbLIX KJTHOUEBbIX HOCUTENEN
nocsie NpoBeAeHUs CryXebHOoro paccneqoBaHUa YHUUTOXAETCS, O YEM AeNnaeTcs 3anuncb B «XXypHane
Nnosib30BaTens CeTus.

8.8.1. KomnpomeTaums knwouen LleHtpa Ceptndukaunm

B cnyyae komnpomeTaumm knawoda LleHTpa CepTudukauum Bca cucteMa AOMKHA 6biTh
OCTaHOBJIEHa.

Mpn HannumMu pe3epBHbIX K/OYEN, CUCTEMA AOJIKHA MOMHOCTbIO MepenTu Ha KOMMAEeKT
pe3epBHbIX KOYen.

Ecnun pe3epBHb|e KJ1Ko4Yn He 6b|}'|l/l I'Ipeﬂ,yCMOTpeHbI, Aand BOCCTaHOBJ/1eHUNSA CUCTEMBI
HeobxoaMMoO:

1. MoBTOpHO NpomnsBecTn hopMmpoBaHue kya u ceptudukarta LUC;
2. Chopmuposatb COC LIC, ¢ ykazaHneM B HeM oT3biBaeMoro ceptudukata LC;
3. O6ecneunTb nonyyeHme ceptudumnkata n COC LC BceMn nonbsoBaTensiMm CUCTEMbI;

4. lMpoun3BecTn BbIMYCK HOBbLIX cepTUdUKATOB BCEX MOJib30BaTenen, NCnonbL3ysa AencTBylolme
ceptTudukaThl;

5. O6ecneuntb nony4yeHmne HoBbIX JIMYHbIX CepTI/ICbVIKaTOB nosb3oBaTtenaMn CUCTEMbI.

8.8.2. KomnpomeTauusa knwouel LleHtpa Perncrpaunm

KomnpomeTtauma kniwoda LIP He npmBoauT K oCTaHOBY cucTembl. B cnyyae komnpomeTaumm
CTAaHOBUTCS HEBO3MOXHbIM CETEBOE B3aMMOAENCTBME MexAay nonb3oBaTteneMm cuctembl n LUP B yactum
ynpaBfieHNs Kt0YEBOMN CUCTEMON.

B cnyyae komnpomeTaumnm kntoda LleHTpa Perncrpaumu 4onxHol 6biTb BbINOAHEHbI Criegytowme
MeponpuaTUA:

1. UC dopmupyet COC, c yKkasaHMEM B HEM OT3blBaeMoro ceptndukara LUP;
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2. Mpun Hannuum pesepBHbIX kouen LP, LLP nepexoanTt Ha pe3epBHbI Kitou.

Ecnn pesepBHble K/lOUYM He 6blIM MpeaycMOTpeHbl, TO ANs BOCCTAHOBJIEHUS CUCTEMbI
HeobxoaMMO:

1. MoBTOpPHO NpounssecTn dopMmnpoBaHme Kntoya n ceptudukarta LP;

2. O6becneuntb nonydveHme ceptudukata LIP Bcemm nonb3oBatenssMm cuctembl (B crydae
CeTeBOro B3aMMOAENCTBUSA).

8.8.3. KomnpomeTauus koyen nonb3oBaTens

Mpn KoMMpoMmeTaumu Kaya y nosb3oBaTens OH AO/KEH HEeMeaANleHHO MNpekpaTUTb CBA3b MO
CETU C ApYrmMMn nonb3oBaTesIaMN.

Monb3oBatens (WM agMuHUcTpatop 6€30nMacHOCTM oOpraHusaumMn) L[OSKEH HeMeaneHHo
n3sectntb LUP (YL) o koMnpoMeTaunm Knoyen nonb3osartens.

NHdopMauns o KoMNpoMeTauumm MoOXeT nepegasBaTtbCcs B YL no TenedoHy ¢ coobueHnem
3apaHee  YC/IOBNIEHHOrO  Maposs, 3aperucTtpMpoBaHHOro B «KapTouke  oOnoBeleHus o
KoMMpoMeTaummn».

Mocne KoMnpoMeTauum Kuyen nonb3oBaTesb GOPMUPYET HOBbIM 3aKpbITbI KAKOY M 3anpoc
Ha cepTuduKaT. TaKk Kak NoAb3oBaTeslb HE MOXeT MCMOoJIb30BaTb CKOMMPOMETUPOBAHHbIN K4 AN
dopmumpoBaHusa DI 1 nepegayn 3anpoca B 3alUULLEHHOM BMAe MO CeTWU, 3anpoc Ha cepTudukaTt
BMecTe ¢ 6/1aHKaMM JOCTaBNsIeTCA IMYHO Nonb3oBaTeneM (agMuMHUcTpaTtopoM 6e3onacHoctn) B LleHTp
Perncrpauuu.

8.8.4. [encteuna YL npu KoMNpoMeTaumm Kto4en nosb3oBaTens

Mpn nony4yeHun coobueHMss O KOMMPOMETAuMM Kikoya OAHOro M3 Mosb30oBaTesiel ceTw,
aammHuctpatop LP onosewaeTt LIC 0 HeobxoanMocTn gobasneHus ceptudukata, COOTBETCTBYIOLLErO
CKOMIMPOMETMPOBAHHOMY 3aKpbITOMY Kto4y/Katody 3l B CMMCOK OTO3BaHHbIX cepTudukartos. LIC, npu
dopmmpoBaHum oyepeaHoro COC, BK/IHOYAET B HEro OT3biBaeMbll ceptudumkar.

[aTta, c KoTopoWh cepTuUdUKAT CUYMTAETCH HEAENCTBUTESNIbHbIM B CUCTEMe, yCTaHaB/MBaeTCs
pasHol gate mnarotosneHns COC, B KOTOpbIN 6bi1 BKAKOYEH OT3biBaeMbI cepTudmKar.

Mpn Hanuunm ceTeBbiX CpeacTB pacnpoctpaHeHmss COC, agmMuHuctpaTtop LP npoussoauTt
ny6nunkaumio COC.

Onsa paccbinkn BHOBb usgaHHoro COC BCeM MNoMb30BaTENSAM, 3aperncTpupoBaHHbIM B CNUCKE
paccbinikn (cMm. 8.5.1 «Peructpaumsa nonb3oBaTens»), MOXeT O6blTb WCNONb30BaHa 3NeKTPOHHas
nouTta.

CepTndukaT OTKPbLITOro Kt4da/kno4a nposepkun Il nonb3oBaTtens He ygansaeTrcsa 3 6asbl LC
(LLP) »n XxpaHuTCa B Te4dyeHMe YCTaHOBJIEHHOIO CPpOKa XpaHeHusl ans nposeaeHus (B crydae
HeobxoanmocTn) pasbopa KOHMOANKTHBIX CUTYyaLmMin, CBA3aHHbIX C NpuMeHeHueM I,

8.9. NckntoueHmne nosb3oBaTens n3 ceTu

UcknioueHne nonb3oBaTens M3 CeTM MOXeT ObiTb OCYLLEeCTBEeHO Ha OCHOBAHWUWM MUCbMEHHOIrO
3as8BNeHnUsa nonb3oBaTens B ajpec HadanbHuka YL, 3aBepeHHOro pyKoOBOACTBOM OpraHu3sauuu.
NcknodeHne nonb3oBaTens U3 cCeTu MPOU3BOAUTCA aHaNOrMYyHO AENCTBUSIM MPpUM KOMMpoOMeTauuu
Kno4ya nonb3oBaTtensa. [lonyumB Takoe 3asaBneHue, agmmHuctpatop LUP npousBoaut pencreus,
onucaHHble B pa3sgene 8.8.4 «[enctBusa YL npn kKoMnpoMeTaumm KtoUuen nonb3oBaTens».

8.10. MepunoaunydHocTb nagaHusa COC
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MepuoanyHoctb wmsgavms COC LUeHTpoMm CepTudukaumm onpeaensieTca aaMUHUCTpaLMei
CUCTEMBI.

LeHtp CepTtudwukaumm MoxeT exeaHeBHo m3gasaTtb COC m nybnukoBaTb €ro B CETEBOM
CrpaBo4YHuMKe (Npu ero Haanumn).

Ona pacnpocTtpaHeHuss BHOBb wu3gaHHoro COC mMoxeT O6bITb MCNonb3OBaHa CcUCTeEMaA
3/IEKTPOHHOM MOYTbl M CMAMCOK pacCbiiKM MNOJb30BaTeNen CUCTEMbl, KOTOpbIn (opMUpyeTCca npu
peructpaummn nonb3osartens (cMm. 8.5.1 «Perncrpaumst nonb3oBaTens»).

Monb3oBaTenu AO/KHbI perynsapHo 06HOBNATL COC, XpaHHU.lMVICH B JTOKaJiIbHOM ChnpaBO4YHUKE
CepTVI(bVIKaTOB C ncnosib3oBaHneM AOCTYNMHbIX CPeEACTB.

8.11. BepaeHue XxypHanos

AamunHuctpaTtop YL Benet crneaytowme xypHanbl:
— «XXypHan perncrpaunm agMMHUCTpaTopoB 6€30NacHOCTM M Nosib30BaTeNnen»;
— «XXypHan nonb3oBaTensa cetn».

AAMUHUCTpATOPbI 6e3onacHoCTH opraHmsaumu BeayT XypHan «XXypHan nonb3oBaTens cetu».

B «XypHane perucrpaumn agMMHUCTpaToOpoB H6€30MacHOCTU N nosfib3oBaTenen» UKCUpYTCS
dakTbl perncrtpaumm agmumuHuctpatopos LIC (UP), agMuHucTpaTtopoB 6€30MacHOCTM OpraHusauum,
nosb3oBaTenen CUCTEMbI.

B «)XXypHan nonb3oBatens ceTu» 3anucbiBalOTCa (aKTbl M3rOTOBAEHUS W MNIAHOBOM CMEHbI
Kno4yen, dakTbl KOMAOpOMeTaumMu KAKYEBbIX AOKYMEHTOB, HelTaTHble CUTyauuu, npoucxoasiine B
ceTu, NpoBeAeHWEe pernaMmeHTHbIX paboT, AaHHble O MOJIYYEHHbIX Y aAMUHUCTpaTopa 6e30macHOCTU
opraHusaumm KJHYEBbLIX HOCUTENAX, HewTaTHbIX CcuTyauusax, npousoweawmnx Ha APM ¢
ycTtaHoBneHHbIM MO CK3U.

B «>XypHane nonb30BaTens CETU» MOXET OTpaxaTbCs creaytollas nHbopMaums:

- nlaTa, BpeMs;
— 3aMnncb 0 KOMMPOMETALMN K/oYa;

—3anncb 06 M3roToB/IEHUM JINYHOIO K/KOYEBOro0 HocUTens nonb3oBaTeny, VI,Cl,eHTl/ICI)VIKaTOp
HOCUTENA,

—3anuMcb 06 W3roTOBMIEHMW KOMWK  JNIMYHOIO  KJIKOYEBOrO HOCUTENS  MONb30BaTens,
naeHTUdUKaTop HoCcuTens;

—3anucb 06 n3rotoBneHun pE3EPBHON0 KJIKOYEBOIo HOCUTENA MOJSIb30BaATENA, VILI,eHTVICbVIKaTOD
HOoCcUTENA

—3anucb 0 nonydyeHum ceptudmkKaTa OTKPLITOro K/k4ya uMaum Katda nposepkn M1, NOAHbIN
HOMeEp KJIIOYEBOIr0 HOCUTENS, COOTBETCTBYOLWNI cepTudukaTy;

— 3anncun, oTpaxakwuwune Bblaa4vy Ha PyKWM MNoOJsib30BaTENAM (OTBeTCTBeHHbIM VICI'IOJ'IHVITEJ'IHM) n
cAayy MMW Ha XpaHEeHWEe NNYHbIX KTHYEBbIX HOCUTENEN, BK/IOYAsa pe3epBHble KoUYEBbIE HOCUTENN;

— cobbITMa, npoucxoauslie Ha APM nonb3oBaTensa ¢ ycraHoBneHHbIM MO CK3U, ¢ ykasaHuem
MPUYUH U NPEeANPUHATBLIX AENCTBUI;

L!!| OpuWeHTMpPOBOYHbIE rpadbl XypHanoB NpuseaeHsbl B npunoxeHunax (cm. NpunoxeHuve B).
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9. Pa36op KOHMAUKTHbIX CUTYaUKUN, CBA3AHHbIX C MpUMeHeHneM Il

NpuUMeHeHWe 3NeKTPOHHOM MNOoAMUCUM B aBTOMATM3MPOBAHHOM CUCTEME MOXET MPUBOAUTbL K
KOHMDIMKTHBIM CUTYaLMaM, 3aK/o4yalolmMMcs B OCMapuvBaHUM CTOpPOHaMu (y4yaCTHMKAMU CUCTEMbI)
aBTOPCTBA U/UN COAEPXMMOro AOKYMEHTA, MNOAMMCAHHOIO 3/IEKTPOHHOIM MOAMUCHIO.

Pazbop noaobHbIX  KOHMOAMKTHBIX CcuTyaumit TpebyeT npuMeHeHus  cneyuanbHoro
nporpaMMHoro obecrieyeHnss ANS  BbINOJIHEHUS MPOBEPOK U AOKYMEHTUMPOBAHUS  AaHHbIX,
MCNONb3yEeMbIX MNpW  BbINOJHEHUMM Mpoueaypbl MpPoOBepkn cooTBeTcTBMsa Il coaepXuMomy
3NEeKTPOHHOro AOKYMEHTa.

Pa36op KOHCI))'IVIKTHOVI CUTyaunn 3aKn4aeTca B AO0Ka3aTesIbCTBE aBTOPCTBa MNoANUCKU
KOHKPETHOIro 3/IEKTPOHHOIro AOKyYMeHTa KOHKPETHbIM UCMOJTHUTENEM.

JaHHbin  pa3bop OCHOBbIBAeTCs Ha MaTeMaTM4eCcKMX CBOWCTBax anroputmos I,
peanin3oBaHHbLIX B COOTBETCTBMM CO CTaHaapTtamm PO [OCT P 34.10-2001, TOCT P 34.10-2012, IrOCT
P 34.11-2012 n FTOCT P 34.11-94, rapaHTUpYOLWNX HEBO3MOXHOCTb NoAAENKM 3HavyeHus DI nobbim
nnuoMm, He obnagatowmM 3aKpbITbIM KIHOYOM NOAMNUCH.

Mpn npoBepke 3HadeHus Il wucnonblyeTcd KAwY npoBepkn 3l1, 3HaYeHWe KOTOporo
BbIUMCSETCA MO 3Ha4YeHuto Kao4va 21 npu nx GopMmMpoBaHun.

B cucteMe p[o/mkHblI 6bITb MpeAycMOTpeHbl CpeAacTBa BeAeHWS apXMBOB  3S1EKTPOHHbIX
AOKyMeHTOB ¢ 3l n cepTudunkaToB Kyen nposepku 31,

Pa3zbop KOHMAMKTHOM CUTyauun BbINOHAETCA KOMWCCUEN, COCTOSILEN U3 NpeacTaBuTesnen
CTOpPOH, cnyx6bl 6e3onacHocTM u 3kcnepToB. CoCTaB KOMWUCCUKM, MNOpsiaok ee OpMUpOBaHUS,
pernaMeHT paboTbl, paccMOTpeHWe pe3y/bTaToB oOnpefensercs B MNPUIOXKeHUMn K PernameHTy
(OoroBopy), 3akn04aeMoMy Mexay Y4aCTHUKaAMU MHDOPMaLMOHHOIo obMeHa.

OcnapuBaHue pe3ynabTaTtoB paboTbl KOMUCCMM U BO3MELLEHME MOoCTpajdaBlUe CTOpPOHe
npuHeceHHoro yuwepba BbINOMAHAETCA B YCTAHOB/IEHHOM [AEWCTBYIOWMM 3aKOHOAATENbCTBOM
Poccuinckon ®egepauunn nopsake.

9.1. Mopsiaok pazbopa KOHMPAMKTHOM CUTyauumn

Pazbop KOHMAMKTHOM CUTyauun BbINOSHAETCA MO WHMUMatuee nboro ydacTHuKa
WH(OPMALMOHHOIO 06MeHa 1 COCTOUT U3:

1. NnpeabaBneHns NpeTeH3nn 04HOM CTOPOHbI APYrON;

2. hopMMpPOBaAHMSA KOMUCCUN;

3. pa3bopa KOH(MNMKTHON CUTyaunu;

4. B3bICK@HMS C BUHOBHOW CTOPOHbI NMpuUHeceHHoro yuepba.

Pa3zbop KOHMAMKTHOMN CcUTyaumu NpoOBOAUTCS C UCMOSb30BaHMEM MNporpaMMHoOro obecneveHums
CK3U «KpunTtollpo CSP» v 4.0 ang aNeKTPOHHOIo AOKYMeHTa, aBTOPCTBO MM COoAepXKaHWe KOTOpPOoro
ocrnapuBaeTcs.

MpoBepka MOAMMUCAHHOINO 3NEKTPOHHOro [AOKYMeHTa Bko4aeT B cebsa  BbiNosiHEHWME
cnefyowmx 4encTBmin:

1. onpeneneHne ceptudukaTa UM HECKONbKUX CEpTUGUKATOB, HEOBXOAMMbIX AN MPOBEPKMU
a0,

2. nposepka 3l 31eKTPOHHOro AOKYMEHTa C MCNO/Ib30BaHUEM KaXaoro ceptmdukaTta;
3. onpeneneHuve aatbl GOpMMpOBaHUS Kaxaon 3l B 3/1€eKTPOHHOM AOKYMEHTE;

4. npoBepka 3l kaxporo cepTudwukata, MNyTEM TMOCTPOEHUS LEMOUYKM CepTUdUKaToB A0
ceptudmkata MNnasHoro LC;

5. npoBepka AeNCTBUTENBbHOCTU CeEPTUDMKATOB Ha TEKYLMA MOMEHT BPEMEHMN;
6. NpoBepKa AENCTBUTENIBHOCTU CepTUPUNKATOB Ha MOMEHT opMupoBaHus IM;
7. npoBepka oTcyTcTBMs ceptudukatos B COC.
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Mpn npoBepke 3l p[OKyMeHTa, BepudUKaUMM LENoYKM CepTUdUKaToB, OTCYTCTBUMU
ceptudmkata B COC, aBTOpCTBO NMoAMNUCK NoA AOKYMEHTOM CUMTAETCS YCTAHOB/IEHHbIM.

HecoBnageHne nathl OPMUPOBAHWUS AOKYMEHTaA M CPOKOB AENCTBUA cepTudwukata u/uam Cpokos
AeicTeua knoya Ol He BAMAKOT Ha onpeaesieHMe aBTOpCTBa AOKYMeHTa. B TakoM criyyae MOXHO
ﬂ!!_“ caenaTtb NpeanonoXxeHne o HecobnogeHMM nonb3oBateneM PernameHTta (Jorosopa) B 4acTW CPOKOB
AeNcTBMA Kiodeil, cepTUdOUKATOB UM HEKOPPEKTHOIO WUCMOJIb30BaHWUS cepTuduKaTa B MpUKIaaHOM

no.

9.2. Cny4yau HeBO3MOXXHOCTW NpoBepKM 3HayeHus Il

Mpn He obHapyXeHun B apxuBe cepTudmkata OTKpbITOro knaw4a (Katouda nposepkn M)
nonb3oBaTens, BbiNosHMBLIEro 31, AoKa3aTb aBTOPCTBO AOKYMEHTA HEBO3MOXHO. B cBA3WM C 3TuM,
apxuB C cepTudukatamMm OTKPbITbIX KAO4elhn HeobxoanmMo noaBepraTb perynssipHOMy pesepBHOMY
KOMMPOBAHMIO N XPaHUTb B TEUEHME BCEr0 YCTAHOBJIEHHOrO CPOKA XPaHEHMs.
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10. HewTaTHble cnTyaumu npu akcnnyataunm CK3U

B Tabnuue 11.1 npumBeaeH OCHOBHOW MNepeyeHb HewTaTHbIX CUTyauui U COOTBETCTBYHOLLME
AEeNCTBMSA nepcoHana rnpu Ux BO3HMKHOBEHUN.

Tabnuua 11.1 - [lencTBmsa nepcoHana B HEWTATHbIX CUTyaumsax

N¢ o
n/n HewTaTtHasa cutyaumsa Jenctena nepcoHana
OcTtaHoBuUTbL BCe DBM.
MepcoHan, nmerwmn AocTyn K Kaw4yam, obs3aH caaTb BCe MMetowwmecs y
HEero B Ha/IM4YMKM KJIl0YEBbIE HOCUTENN agMUHNCTpaTopy 6e3onacHocTu.
AaMuHMCTpaTop 6€30MacHOCTM yNaKoBbIBAET BCE K/OYEBLIE HOCUTENN,
perncTpaumoHHble KapToukn cepTudMKaToB OTKPbITbIX K/toyel
nonb3oBaTtenen, cepTudukaTtol kKno4ven nposepkn 3l nonbL3oBaTenen B
DBaKyauus, yrposa L L 2
oneyaTbiBaeMbli KOHTENHepP, KOTOPbIA BbIHOCUT B 6e30nacHoe noMelleHne
HanazeHus, B3pbiBa U T.n., " N o
o unun 3gaHne. OnevyaTaHHbIN KOHTENHEP AO/DKEH HaXoAUTbCA Noj OXpaHou
CTUXWUIAHbIE BeacTeus, o o
1. [0 OKOHYaHWUSA OENCTBUSA HELTaTHOM CUTyaumMn U BOCCTaHOBAEHUS
aBapuu obuiero xapakrepa o
HOpManbHOM paboTbl annapaTHbIX U NPOrpamMMHbIX cpeacTs CK3U.
B LleHTpe ynpaBneHus
KITIOUEBOW CUCTEMOIA. AaMnHUCTpaTop 6e30nacHOCTM onoBelwaeT no TenedoHHbIM KaHanam
obuiero nonb3oBaHNA BCeX Nofib30oBaTeNen o NpMocTaHoBke paboTol
CUCTEMBI.
B cnydae HacTynneHus cobbiTUs, NoBneKLWwero 3a cobon A40roBpeMeEHHbI
BbIX0A M3 CTPOS annapaTHbiX cpeacts CK3U, agMmHucTpaTop
6€30NacHOCTMN YHMUTOXAET BCHO KJTIOYEBYH MHPOPMaLMIO C HOCUTENEN,
HaxOo4SLWMXCA B KOHTENHEpE.
KomnpomeTauumsa ogHoro ms3 . . o
Mopsaok AeNCTBMA NpU KOMMpoOMeTauum Kiw4den onmcaH B pasgene 8.8.3
2. JIMYHBIX KTHOYEBbIX o
o «KoMnpomeTaumsa KA4ven nonb3osaTens».
HocuTenen.
Bbixoa v3 cTposi NepBoro | Heo6xoamMMo coobimTb no TenedoHy B YL o dakTe BbiIxoaa U3 CTpos
3 JINYHOro KK4eBOro JIMYHOrO K/IOYEBOro HocuTens n obecneunTb ero ocTaeky B YL ans
) HOCUTENSA. BbISICHEHWS NPUYUH BbIXOoAa M3 cTpos. [Ansa paboTbl MCNOAb3yeTCs BTOPOWN
JINYHBIA KJIOYEBOW HOCUTESb.
BbIXoa4 13 CTpoOsi BTOPOro
JIMNYHOIO K/HYEBOro Monb3oBaTtenb, y KOTOPOro BbIW/IN U3 CTPOS 06a JIMUHbIX KJHOYEBbIX
4. HocuTens (Npwv ycnoesun, | HocuTens, saenseTtcs B YU ana nosTopHon perncrtpauunn (6e€3 nameHeHus
UYTO MepPBbIA TOXE BbIWEN U3 | AaHHbIX perncrpauum).
cTpos).
Mpu oTkasax n cbosix B paboTte annapatHon Yactn APM co BCTpOEHHbIM
OTkasbl u cboun B pabore
o CK3U HeobxoanMMo ocTaHOBUTL paboTy, NO BO3MOXHOCTU JIOKaNM30BaTb
5. | annapatHo# yactn APM co ’
HENCNPaBHOCTb M B AaJIbHENLIEM NMPON3BECTU PEMOHT B YCTAaHOBJIEHHOM
BCTpoeHHbIM CK3W.
nopsiake u, npu Heob6xoanMocTn, nepeycraHosky CK3W.
Mpu oTkazax n cbosix B pabote cpeacts 3awmTtbl oT HCl, agMnHUCTpaTop
6 OTkasbl n cbon B pabote [6e3omacHOCTM, AOIXKEH BOCCTaHOBUTL paboTtocnocobHocTb cpeacts HCA.
’ cpeacTs 3awmnTbl oT HCA. | Mpu HeobxoaAnMOCTM NepeyCcTaHOBUTL NMpOrpaMMHoO-annapaTHble CpeacTBa
HCA.
YTeps IMYHOIo KAOYEBOro HOCUTENS NPUBOAUT K KOMMpPOMETaumm
2 YTepa NNYHOro kKnyeBoro | XpaHAWErocs B HEM Kiiklo4a.
) HOCUTENSA. Mopsaok AeNCTBMIA NpM KOMMpoMeTaumm K4den onmcaH B pasgene 8.8.3
«KoMnpomeTauums Ki4yen nonb3osBartens».
OTkasbl u cboun B paboTe
Mpwn oTkasax u cb6osix B paboTe NporpaMMHbIX CPeACTB, BC/IEACTBUE HE
NporpaMMHbIX CpeacTB
BCNencTBMe He BbISIBJIEHHbIX paHee oWwnboK B NnporpaMMHOM obecneyeHunmn, Heobxoanmo
8. OCTaHOBUTb paboTy, N10Kann30BaTb MO BO3MOXHOCTM MNPUUMHY OTKA30B U
BbISIBNIEHHbIX paHee oWwnbok
B NDOrDAMMHOM c6oeB u BbI3BaTb paspaboTumka gaHHoro MO nnu ero npeacrasuTens ans
porp yCTpaHEeHNs NMpUYnNH, Bbi3biBaKOLWMX OTKa3bl 1 cbowu.
obecneueHun.
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N© o
n/n HewTaTHasa cutyaums [encrtBusa nepcoHana
Mpun oTkazax B paboTe NporpaMMHbIX CpeaCcTB, BCNeACTBME CNyYanHOro
OTkasbl B paboTe p p porp pPeacTs, A Y
VN YMbILWJ/IEHHOIO NX NOBPEXAEHUS, NNLO, OTBETCTBEHHOE 3@
MporpaMMHbIX CpeacTB
M 6e30nacHOCTb PYHKLMOHMPOBAHMS MPOrpaMMHbIX M annapaTHbIX CPeAcTB,
9. BCNEeACTBUE CNYYAMHOro
0653aH0 nponsBecTn cnyxebHoe paccienoBaHme No gaHHOMY daKTy C
WN YMbILWJTEHHOIO NX .
noBpexaeHns LeSIbl0 YCTaHOB/IEHUS MPUYMHBI OTKa3a U BOCCTAHOB/IEHUS MPaBUIIbHOM
' paboTbl NpOrpaMMHbIX CPeACTB B YCTAHOBJIEHHOM MopsiaKe.
Mpu oTkasax B paboTe NporpaMMHbIX CpeacTB, BCNeACTBME OLWNGOK
ornepaTtopa, onepaTtop coobuwaeT o AaHHOM daKTe 1un OTBETCTBEHHOM
OTkasbl B paboTe patopa, parop L A ® 1y, Y
3a 6e30nacHOCTb (PYHKLMOHMPOBAHMS MPOrpaMMHbIX M annapaTHbIX
MporpaMMHbIX CpeacTB .
10. cpeacTtB. OTBETCTBEHHbINM 3@ 6e30MacHOCTb PYHKUNMOHUPOBAHUS
BCeacTBMeE owmnbok
oneparopa NporpaMMHbIX M annapaTHbIX CPeACTB AaeT COOTBETCTBYOLWMNE YKa3aHMs
) obcnyxuBalwLeMy nepcoHasny no BOCCTAHOB/IEHUIO NpaBUIbHOM paboThbl
NMpOrpaMMHbIX CPeACTB B YCTaHOBIEHHOM MopsiaKe.
Bce HewTaTHble cCUTyauuu [OO/MKHbI OTpaxaTbCd B «XXypHane nonb3oBaTensd ceTtu»
(cm. n.8.11).
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11.MpumeHeHne «Kpuntollpo CSP» v. 4.0

Bo3moXxHbI cneaytowme npuMeHenmnsa «Kpuntollpo CSP» v. 4.0:

1. NMpumeHeHune <«Kpuntollpo CSP» v. 4.0 B cocTaBe C(CTaHAApTHOro MporpaMmMHOro
obecnedeHna Microsoft n agpyrmx KoMnaHuin, WMCNOMb3YWOLWMX KpunTorpadudecknin mHTepdeinc B
COOTBETCTBUM C apxuTeKkTypon Microsoft.

2. BctpamBaHue «Kpuntollpo CSP» v. 4.0 BO BHOBb pa3pabaTbiBaeMoe Wnau CyLLlecTByloLlee
npuknagHoe nporpamMmHoe obecrneveHue.
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12.Wcnonb3oBaHme CK3M B cTaHAApTHOM NporpamMmMHoOM obecneyeHmnm

MporpamMHoe obecneyeHmne CK3UM no3sonsieT UCnosib3oBaTb POCCUNCKME KpunTorpaduyeckme
anroputMbl M cepTuduKaTbl OTKPbITbIX KJtoven craHgapTa X.509 coBMecTHO €O cneaykowmm
nporpaMmMHbIiM obecrnedyeHnem Microsoft:

— UeHTp CepTudukaumm - Microsoft Certification Authority, Bxoaawumin B coctas Windows 2000
Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008R2 Windows
2012.

— DnekTpoHHas noyta - MS Outlook (Office 2003, Office 2007, Office 2010, Office 2013, Office
2016).

— DnekTpoHHas noyTta - Microsoft Outlook Express B coctaBe Internet Explorer/Microsoft Edge,
Mouta Windows Mail, Live Mail.

— Microsoft Word, Excel u3 coctaBa Microsoft Office 2003, 2007, 2010, 2013, 2016 (c
nomowbto nnarmHa Kpmuntollpo Office Signature).

— Microsoft Exchange Server 2010, 2013,

— CpeacrtBa KOHTpons uenoctHoctm MO, pacnpocTpaHaemoro no cetu - Microsoft Authenticode.

— Cnyx6bl TepmuHanos ana Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server, Windows 2012 Server (Bk/touyas W03 ciyx6b TepMmHanos).

—3awmnTta TCP/IP coeanHeHuin B ceTn WMHTepHeT - npoTokon TLS/SSL npu B3anMoaencTesum
Internet Explorer/Microsoft Edge — web-cepsep IIS, TLS-cepsep, TLS-knueHT (IE).

— SQL-cepBep.

— ISA cepsep.

— CepBep TMG

— Cepsep UAG.

— Cepsep TepMnHanoB u knueHT (RDP).

Moa ynpasneHnem UNIX-nogobHbix OC CK3UM wucnonb3yeTcs COBMECTHO CO cfeaylowuM
nporpaMMHbIM obecneyeHmnem:

— Apache Trusted TLS (Digt).
— Trusted TLS (Digt).

Mcnonb3yeTtca coBMecTHO ¢ Adobe Reader wnm Adobe Acrobat gna cosganHusi/mpoBepku
ycoBepLieHcTBoBaHHoM 3 pdf dannos (cMm. XTHAN.00064-01 90 02. KpunTtollpo PDF. PykoBoaCTBO
Nno aBTOMaTU3aLnM CO34aHUSA U MPOBEPKUN INTEKTPOHHbLIX NOAMUCEN).

MpumeuyaHmne: Wcnonb3oBaHne CK3WM B CcTaHgapTHOM nNporpaMmMHOM obecneyeHun  [OJSIKHO
OCYLLEeCTBNATLCA B COOTBETCTBUM C M. 2 [Npasun nonb3osaHusa XXTHAKW.00088-01 95 01.

Poccuinckne kpuntorpaduyeckume anroputMmbl M ceptudukaTbl OTKPbITbIX Katoyen X.509
MCNOMb3YKTCA C YKasaHHbIM MporpaMMHbIM obecrneyeHMeM B COOTBETCTBMM CO Cleaylowmmu
MeXAYyHapoAHbIMM U POCCUIACKMMN pEKOMeHAauMsIMU:

— Using the GOST R 34.10-94, GOST R 34.10-2001 and GOST R 34.11-94 algorithms with the
Internet X.509 Public Key Infrastructure Certificate and CRL Profile (rfc4491) onuceiBaer
NCNO/b30BaHUE POCCUNCKUX KPUNTOrpaduyecknx anroputMoB B MHMPaCTPYKType OTKPbITbIX Kio4ven
nHtepHeT (PKIX, Internet X.509 Public Key Infrastructure). B gaHHOM AOKyMeHTe onucaHbl popmaThl
npeacTaBNeHns OTKPbITbIX Kaoden DI, mcnonb3yemblX A9 CO34aHUS CepTUPUKATOB OTKPbITbIX
KJIIOYEN N CNUCKOB OTO3BaHHbIX cepTudukatoB X.509, naeHTudurkaTopbl afropuTtMOB, COOTBETCTBUE
napaMeTpoB KpuNTorpaduyeckmx anropuTMoB UX nAeHTUdMKaTopam.

— Additional cryptographic algorithms for use with GOST 28147-89, GOST R 34.10-94, GOST
R 34.10-2001, and GOST R 34.11-94 algorithms (rfc4357) onucbiBaeT AONO/IHUTENbHbIE aNIFTOPUTMBI,
Heobxoaumble ans mucnonb3oBanus TOCT 28147-89, NOCT P 34.10-2001 n TOCT P 34.11-94. B ux
UMCIIO0 BXOASAT: PEXWUMbl AOMOSIHEHUS AaHHbIX Ans 6/104Horo wudgposaHuns no NOCT 28147-89 n CBC,
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6no4vHoe wudpoBaHme ¢ 3auenneHnem (pexum wndposaHus CBC), knoveBoe xawmposaHme (HMAC
Ha 6a3e NOCT P 34.11-94), npeobpa3oBaHmne KJto4a U CUHXPOMOCbIKK rnocie 06paboTku ouepenHbIx
1 K6 pgaHHbIX, reHepaumss nceBpociydYamHon nocnegosaTenibHOCTM (aHanor PRF Ha 6asze HMACQ),
dopmMmnpoBaHme knoda obMeHa (cornacoBaHusl) Ha 6a3e NOCT P 34.10-2001, ¢popMmpoBaHme Kito4a
akcnopTa pabouero kato4a, anBepcudunkaums Karoda, sKCnopT paboyero kaw4da Ha KJoue 3KCnopTa,
aKCcnopT pabouyero kaw4Ya Ha kawdve obmeHa, Habopbl CTaHAapTHbLIX NapaMeTpoB asropmMTMOB
(HanpuMep, ansa wWKUdpoBaHUS - y3e/ 3aMeHbl, peXnM WKUdpoBaHMS, afifrOPUTM YCIIOXHEHUS Ktouya),
3alaBaeMble MAeHTUdUKaTopamm.

— Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94 and GOST R 34.10-2001
algorithms with the Cryptographic Message Syntax (CMS) (rfc4490) onucbiBaeT WCMOSb30BaHMe
POCCUINCKMX KpunTorpaduyeckmx anropuTMOB B [OOKYMEHTax, YAOBNETBOPSAWOWMX cTaHaapTty CMS
(Cryptographic Message Syntax), B 4acTHoCTW, npuMmeHseMOM ansa o6bMmeHa 3aWMLWEHHbIMU
COO6LWEHMSAMN MO 3/1EKTPOHHON MOYTE M ABAAKOLWNMCA CTaHAAPTOM Ha npeacTaBfeHne 371eKTPOHHOIo
OOKYMEeHTa B 3aliMLEHHOM BMAE C MCMNONIb30BaHMEM 3/1EKTPOHHOW moanucn wn wudpoBaHma. Ons
WwndpoBaHHbIX coobuweHnin onucaHbl oba BapuaHTa: obMmeH Knw4yYamMm M TpaHcnopT katoda (key
agreement u key transport).

- «Addition of GOST Ciphersuites to Transport Layer Security (TLS)» (draft-chudov-
cryptopro-cptls-01) sasnsetcsa pgonosiHeHMeM K crneundpukaumm RFC 2246 B 4yacTu onucaHus
NPUMEHEHNs POCCUINCKMX anropuTtmoB. [MpoTokon TLS(SSL) wWMpOKO WMCNONAb3yeTcs ANs 3aluuThbl
CeTeBbIX COeANHEHUN, U, B YACTHOCTMU, A4S 3alUMLLEeHHOro goctyna k Be6-cantam (HTTPS). JoKkyMeHT
onucbiBaeT 4yeTbipe MexaHumsMma (Cipher Suites), peanusylwmMx Ka4deBble MNPOTOKObI  MNpU
NCNOAb30BaHUM OTKpbITbIX Katouen FOCT P 34.10-2001. [NepBble ABa WMCNOMb3YKOT LWKdpoBaHue
FOCT 28147-89 M KOHTpPO/Sb LENOCTHOCTM C MOMOLWbK WMMUTOBCTaBKW, TPETUN U 4YeTBEpPTbin He
NMCNONb3YIOT WUHPOBaAHME U  KOHTPONIUPYIOT LENOCTHOCTb C  MOMOLLbID  3Ha4dYeHus KI4YeBOW
xaw-dyHkumn (MAC) Ha ocHose anroputma FOCT P 34.11-94.

- «Using algorithms GOST R 34.10-2001, GOST R 34.10-94 and GOST R 34.11-94 for XML
Digital Signatures» (draft-chudov-cryptopro-cpxmldsig-00) aBnseTcs OOMOJIHEHNEM K
CyLecTByOLEMY AOKYMEHTY, ONUCbIBaloLWeMy npasuaa npumeHeHuns 3N B gokyMmeHTax dopmata XML
«XML-Signature Syntax and Processing», npuHATOMY KOHcopuuyMmoMm W3C, B 4acTu MUCNOMb30BaHUA
POCCUINCKNUX afifOPUTMOB 3NEKTPOHHO-LMGPOBOM NOANNCH.

— TexHMn4YeCcKmMin KoMMTeT No CTaHgapTM3aunm «Kpuntorpaduyeckasn 3awmTa nHpopmaunm» (TK
26), «Cuctembl ob6pabotkm wnHdopmaumm. 3awmTa Kpuntorpadudeckas. MeToanmuyeckune
pekoMeHZauMn no KpunTorpauyecknm anropmtMam, COMyTCTBYHOWWUM MNPUMEHEHUIO CTaHAapToB
FOCT P 34.10-2012 n FOCT P 34.11-2012».

— TexHM4YeCcKuii KOMUTET MO CTaHAapTu3aumn «Kpuntorpadudeckasn 3awmuta nHdbopmauum» (TK
26), «TexHuyeckass cneumndukaumsa. Ncnonb3osaHue anroputmoB [OCT P 34.10, TOCT P 34.11 B
npodune ceptudukaTta u cnucke otsbiBa ceptudumkaToB (CRL) MHDpPacTpyKTypbl OTKPbITbIX KiOUelN
X.509».

— TexHMn4YeCckMin KOMMUTET NO CTaHaapTu3aumm «Kpuntorpaduueckas 3awmta nHbopmaunm» (TK
26), «NHdpopMaumnoHHaa TexHonorms. Kpuntorpaduyeckasa 3awmrta nHdopmaumm. PekomeHgaunm no
CTaHpgapTtmsaumm. Ncnonb3oBaHme HabopoB anropnTMoB WngpoBaHns Ha ocHose TOCT 28147-89 ans
npoTtokona 6e30nacHOCTN TPaHCNOPTHOro ypoBHS (TLS)».

— TexHMYeCKUii KOMUTET MO CTaHAapTu3aumn «Kpuntorpadudeckasn sawmTta nHdbdopmaunm» (TK
26), «NHdopmaunoHHasa TexHonormsa. Kpuntorpaduyeckas 3awmTta nHpopmaunm. PekomeHgaummn rno
cTaHpgapTtmsaumm. Ucnonb3osaHme anroputmos FOCT 28147-89, TOCT P 34.11 n TOCT P 34.10 B
Kpuntorpaduyeckux coobieHnax dopmata CMS».

— TexHM4YeCKnii KOMUTET MO CTaHAapTu3aumn «Kpuntorpadudeckasn 3awmTta nHdbopmaunm» (TK
26), «Cucrembl o06paboTkm wuHdbopMaumm. 3awmTta KpunTorpaduyeckas. PekomeHgauum no
CTaHdapTmMsauun. 3ajaHne napameTpoB S/IMNTUYECKUX KpuBbIX B cooTteeTcTBUM € TOCT P 34.10-
2012».

— TexHn4yecknin KOMUTET No cTaHdapTu3aumn «Kpuntorpaduyeckasn 3awmrta nHpopmaunmn» (TK
26), «Cwuctembl o06paboTtkm wnHdbopmaumm. 3awmta Kpuntorpaduyeckas. Mertoanmyeckue
pekoMeHgaumm no 3af4aHuio Yy3710B 3aMeHbl 6/710Kka noacTaHoBKM anroputma wudpoBaHus FOCT
28147-89».

— TexHn4yecknin KOMUTET No cTaHdapTu3aumn «Kpuntorpaduyeckas 3awmrta nHopmaunmn» (TK
26), «Cucrembl 06paboTkn nHdbopmaumm. 3awmnTta Kpuntorpadmyeckasa. TexHnyeckas cneundukaumns
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no ucnonb3oBaHuto NOCT 28147-89, TOCT P 34.11-94 n TOCT P 34.10-2001 npwu cornacosaHuu
kntoyer B npotokonax IKE ISAKMP».

— TexHMYeCcKnii KOMUTET MO CTaHAapTu3aumn «Kpuntorpadudeckas 3awmTta nHbopmaunm» (TK
26), «Cucrembl 06paboTkn nHpopmaunmn. 3awmnTta Kpuntorpadpudeckas. TexHunyeckas cneymdukaumns
NO WCMNONb30BAHUIO AOMOJHUTENBbHbIX Y3/10B 3aMeHbl FOCT 28147-89 ansa wudpoBaHUsS BAOXEHUN
IPsec ESP»

— TexHMU4YeCcKMin KOMUTET NO CTaHgapTM3aunm «Kpuntorpaduyeckasn 3awmra nHpopmaunm» (TK
26), «Cucrembl 06paboTtkn nHdbopmaumm. 3awmnTta Kpuntorpadmyeckasa. TexHnyeckasa cneundunkaumns
no ncnonb3osaHuto NOCT P 34.11-94 npun obecneyeHnn LEOCTHOCTM B NpoTokosiax IPsec AH n ESP.
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13. Ucnonb3oBaHne CK3U ¢ nporpaMMHbIMK NMpoAyKTaMmn pa3paboTku
000 «KPUMTO-MPO»

CK3M MoxeT WuCnonb3oBaTbCsd COBMECTHO CO CefylwmMm MporpaMmMHbIMW  NpoAYyKTamMu
pa3spabotku OO0 «KPUNTO-MPO» npun Hannumu ceptudmkaTta cootBeTctBma ®Cb Poccuu:

— «KpunTtollpo YL»;

— «KpunTolpo OCSP»;

— «KpunTtollpo TSP»;

— «KpnntoAPM»;

— «KpunTtollpo SSF»;

— «KnneHT Kpuntollpo HSM»;
- «Kpuntollpo PDF».
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14. BcTtpanBaHune CK3U

Apxuntektypa CK3U obecneunmBaeT BO3MOXHOCTb €ro BCTpamMBaHMs B pasiMyHble NPOrpamMmMHO-
annapaTHble cpeabl.

CK3WN MoxeT 6bITb MCMOAb30BAHO MPUKIAAHBLIM MpOrpaMMHbiM obecrnevyeHnem C MOMOLLbIO
3arpy3km Moayns Bbi30BOM dyHkumm LoadLibrary(). Ons 3Tux uenem B KOMMJIEKT MOCTaBKMU
BkOUaeTcs AokyMeHT XTHAM.00088-01 96 01. «PykoBoACTBO MpoOrpaMMucTa», OMNMChbIBAOLWMNA
coctaB QyHKUMM n Tectosoe [1O. [pu Takon peanusaumm npuknagHomy O AoCTyneH nAuwb
orpaHuyeHHbln  Habop  HU3KOYpPOBHEBLIX Kpuntorpaduyecknx AGyHKUUNA, COOTBETCTBYIOLLNI
nHTepdericy Microsoft CSP.
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15. TpeboBaHunsa no 3awmte ot HCA

15.1. O6uwwme TpeboBaHusa Mo opraHmsaumm pabot no 3awmte ot HCA

3awuTa annapaTtHoro u nporpamMMmHoro obecnevexHnst ot HC npu ycTaHOBKE M UCMOMb30BaHUM
CK3N <«Kpuntollpo CSP» v 4.0 aBNseTCA COCTAaBHOW 4acTbio obuwer 3agaum obecneyeHuns
6e3onacHocTn MHdOpMaLMKN B CUCTEME, B COCTaB KoTopon Bxoant CK3U.

Hapsay ¢ npuMmeHeHmeM cpeacTtB 3awmntbl oT HCA Heob6xoanMMO BbINOAHEHWE MNpuBeAeHHbIX
HUXXE OpraHM3auMOHHO-TEXHMYECKUX W AAMUHUCTPATMBHBIX Mep Mo obecnevyeHuto MpaBuIbLHOMO
dYyHKUMOHMpPOBAHUSA cpeacte o06paboTkm M nepesaym UHGOpMauMm, a TakXe YCTaHOBfeHue
COOTBETCTBYOWMX nMpaBun ansa obcnyxueawwero nepcoHana, pA[onyweHHoro K pabote ¢
KoHdMAeHUMANbHON MHMOpMaLNEN.

3awmta uHdopmaumm ot HCL pomkHa obecneumBaTbCsi HA BCeX TEXHOSOMMYecKMx 3aTanax
06paboTkn MHMOpMaUuM N BO BCeX pexmnmax OYHKLUMOHMPOBAHWSA, B TOM 4uCie npu NpoBeAeHUU
PEMOHTHbIX U perfnaMeHTHbIX paboT.

3awwmnTta nHdopmaunm ot HCA pomkHa npeaycMaTpmBaTb KOHTPOJb 3M@EeKTUBHOCTU CPeacTB
3awmntel oT HCA. STOT KOHTpOsb AO/MKEeH nepuoandeckn BbINOSHATLCA aAMUHUCTPATOPOM
6e30MacHOCTM Ha oCcHoBe TpeboBaHMI AOKYMEHTauun Ha cpeacTBa 3awunTbl oT HCA.

B opraHusaumu, askcnayatumpytowen CK3W, ponxeH OblTb Ha3HayeH agMWUHUCTpaATOp
6e30macHOCTM, Ha KOTOpPOro BO3/aratoTCa 3ajayMm opraHmsauum paboT no umcnonb3oBaHuto CK3U,
BblpaboTKM COOTBETCTBYIOLWMX UHCTPYKLUMI 418 NOSb30BaTesieNn, a TakXKe KOHTPOJb 3a cobnogeHmnem
TpeboBaHuii no 6esonacHocCTw.

AaMuHUcTpaTop 6€e30MacHOCTM He [O0/DKEeH WMeTb BO3MOXHOCTb AocTyna K
KOH(pMaeHUManbHO MHhoOpMaLum NoJib3oBaTeNen.

MpaBoM goctyna K paboyMMm MecTaM C ycTaHoBAeHHbIMM CK3W pomkHbl obnagatb TONbKO
onpeaesieHHble AN 3KChjyaTauuMu  Avua,  Npolweawune  COOTBETCTBYIOWYK  MOArOTOBKY.
AOMUHUCTpaTOp 6€30MacHOCTM AO/IKEH 03HAKOMUTb KaXX4oro nosb3oBaTtens, npuMmeHsiowero CK3U, c
AokyMeHTaumen Ha CK3WM, a Takxke C ApyrMMM HOPMaTMBHbIMU AOKYMEHTaMW, CO3AaHHbIMKM Ha eé
OCHOBe.

15.2. TpeboaHusa No pasMeLleHN0 TEXHUYECKMX CPeaCTB C YyCTaHoBeHHbIM CK3U.

JOomKHbl  6bITb  MPUHATBI  Mepbl MO  UCKAYEHUID HECaHKUMOHMPOBAHHOrO A0CTyna B
MOMeLLEHNS, B KOTOPbIX pa3MeLleHbl TEXHUYECKME cpeacTBa C ycTaHoBNeHHbIM CK3WM, nOCTOPOHHMUX
v, He AonyuweHHbIX K paboTe Ha AaHHbIX TeXHUYECKMxX cpeacTteBax. B cnydae HeobxoammocTu
MPUCYTCTBUSA NMOCTOPOHHUX JSINL B YKa3aHHbIX MOMeLleHnsX Ao/keH 6biTb obecneyeH KOHTPOb 3a UX
OENCTBMAMM ANA MpeceyeHuss HeraTUBHbIX BO34ENCTBMM C MX CTOpPOHbl Ha CK3W, TexHuyeckmne
CPeAcTBa, Ha KoTopbIX akcnnyatnpyetca CK3U n 3awmwaemyto nHbopMaumio.

BHYTpeHHSS nNNaHWpoBKa, pacrofiOXXEHWE WU  YKOMMJIEKTOBAHHOCTb paboymMx MecT B
NMoMeLLEeHNSIX OO/KHbl obecneymMBaTb MCMOJHUTENSM paboT, COXPAHHOCTb [AOBEPEHHbIX UM
KOHMUAEHUNANbHBIX JOKYMEHTOB U CBEAEHWI, BKJIIOUASA KHOUYEBYO MHDOPMALMIO.

PasmeweHne CK3UN «Kpuntollpo CSP» v 4.0 B NOMELLUEHMAX, B KOTOPbIX OCYLLECTBASETCA
obpaboTtka uWHdOpMauMn, coaepXkalel CcBeAeHusl, COCTaBnsloWwMe TroCyAapCTBEHHYK TalHy,
OCYLLEeCTBNAETCSA YCTAaHOBNEHHbIM MOPSAAKOM.

15.3. TpebosaHusa no ycraHoBke CK3U, obwecncrteMHoro n cneunansHoro MO Ha MN2BM

M3BM, Ha koTopbix wucnonb3dyetrca CK3U, pomxHbl 6biTb agonyweHbl ana o06paboTku
KOHpuaeHUManbHON MHGOpMaumMm no Aencreyrowmm B Poccuiickon ®depepaummn TpeboBaHMsM MO
3awmte uMHdOpMauuM OT YTEYKM N0 TEXHUYECKMM KaHanaMm, B TOM 4ucne, no KaHany CBA3M
(Hanpumep, CTP-K), c yuyetoM Mogenu yrpo3 B MH(MOPMALMOHHOM CUCTEME 3aKa3uumKka, KOTOPbIM
[okHO npotuBocTtoaTb CK3U «Kpuntollpo CSP» v 4.0.
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Nuctannsaumna CK3UN «Kpuntolpo CSP» v 4.0 Ha pabounx MecTax AOSKHa NpOM3BOAMTLCSH
TONbKO C AUCTpMOYTUBA, NOSYYEHHOrO NO AOBEPEHHOMY KaHany.

K ycTaHoBKke 06LWEeCcncTeMHOro 1 cneuuanbHoOro nporpaMMHoro obecrnedenus, a Takxke CK3MU,
AO0NyCcKalTCa suua, npowejline COOTBETCTBYIOLWYH MNOArFOTOBKY M M3y4yMBLUME AOKYMEHTauMio Ha
cooTBeTcTBYtowee MO n Ha CK3U.

Mpwn ycTtaHoBKke nporpammHoro obecneveHns CK3U cnegyert:

— Ha TexHunuyecknx cpeacrteax, npegHasHadeHHbIX anasa pabotbl ¢ CK3M, ncnonb3oBaTb TOSIbKO
JIMLEH3NOHHOE nNporpaMMHoe obecneyeHmne GMpM-n3roToBUTENEN.

—Mpun yctaHoBke MO CK3WN Ha M3BM pgonxeH 6biTb obecnedyeH KOHTPOSib LIENOCTHOCTU U
poctoBepHocTb anctpmbytnea CK3UM n coemectHo noctasnsembix ¢ CK3MN komnoHeHT COK.

—Ha M3BM He [o/mxHbl yCTaHaBnmBaTbCs cpeactBa paspabotkm MO wm oTnagumku. Ecnnm
CpeAcTBa OTNaAKM MPUIIOXEHUI HYXHbl AN TEXHONIOMTMYECKMX NOTpebHOoCTel opraHusaumu, TO UX
NCNO/b30BaHWe AO0/KHO OblTb CaHKUMOHMPOBAHO agMUHUCTpaTopoM 6e3onacHoctu. [lpu 3ToM
OOMKHbI 6bITb peann3oBaHbl Mepbl, UCKAKOYaLWMe BO3MOXHOCTb MCMNO/Ib30BaHUA 3TUX CPeaCTB A4
pefakTuposaHma kogda W namatu CK3W v npunoxeHuin, ucnonb3ywwmx CK3W, a Takxe Aans
npocMmoTpa koga un namatm CK3U n npunoxenunin, ncnonbsyrowmx CK3M, B npouecce obpabotkn CK3U
3awmuwaemMon nHpopMaunm n/mnm Npu 3arpy>KeHHoOM KNyeBoi nHpopmaumm.

- MNpeaycMoTpeTb  Mepbl,  WUCKAOYAKOLWMe  BO3MOXHOCTb  HECAaHKLMOHMPOBAHHOIO  He
0bHapy>XnBaeMoro M3MeHeHMst annapaTHON 4acTu TEXHUYECKUX CPeAcTB, Ha KOTOPbIX YCTAaHOBMEHbI
CK3W (HanpuMep, nyTeM onevyaTtbliBaHUSA cMcTeMHoro 6,10ka n pasbemos MN3BM).

—-Mocne 3aBeplleHUs Mpouecca YCTaHOBKM  AO/KHbl  6biTb  BbIMOSIHEHbI  AENCTBUSA,
Heob6xoAuMble AN OCYLLECTB/IEHUS MEepUOANYECKOro KOHTPOSS LeNOCTHOCTU ycTaHoBfieHHoro MO
CK3M, a Takxe ero oKpy>€HWs B COOTBETCTBUM C IOKYMEHTALMEN.

- NporpamMMHoe obecneyeHune, yctaHaBamBaemoe Ha [M3BM c CK3W He AOoOMKHO copepxaTb
BO3MOXHOCTEN, MO3BOASOLWNX:

* MOAUDULMPOBATL COAEPKMMOE NPON3BObHBIX 06n1acTel NamMaT;
* MOAUDULMPOBATb COBCTBEHHbIV KOA U KoA ApYrvMxX NoAnporpamM;
* MOAMDUUMPOBATL NMaMSTb, BblAENIEHHYIO ANS APYIUX MOANMPOrpamMm;

* nepegaBaTb ynpasneHne B 06NacTb COBCTBEHHbLIX [AaHHbIX WM AaHHbIX APYrux
noagnporpamm;

* HeCaHKLMOHMPOBaHHO MoaMbuLmMpoBaTb dainbl, coagep)Xaline UCMosHAeMble KoAbl npu
X XpaHEHUWN Ha XXEeCTKOM AMUCKE;

* NOBbILWATb NpeaoCTaBNEHHbIE NMPUBUIIETNNN;
» MmoandumumposaTb HacTponkm OC;
" UCMOJIb30BaTb HEAOKYMEHTUpPOBaHHbIE pupMon-paspabotTumkom dpyHkumm OC.

15.4. Mepbl no obecneyeHuto 3awmTbl oT HC

Mpn ncnonbzoBaHum CK3WN gonkHblI BbINOMHATLCS CAeAylolmne Mepbl Mo 3awmTte nHdopMaumm
ot HCA:

— Heobxoanmo paspabotatb U NPUMEHUTb MONUTUKY HAa3HAYEeHUSs W CMeHbl naponen (And
Bxoga B OC, BIOS, npu wudpoBaHnM Ha napone wu T.4.), WUCMOAb30BaTb (PUAbLTPbl Maposien B
COOTBETCTBUM CO CreayoWwnMmn npaBuiaMn:

=" AJ/IMHa Naponga AO0J1XHa 6bITb HE MeHee 8 CMMBONOB;

" B YMcne CMMBOIOB Napons obsasaTtenbHO AO/MKHbI MPUCYTCTBOBaTb OYKBbl B BEPXHEM U
HUXHEM perncrtpax, umdpbl 1 cneuuanbHbie cumeonbl (@, #, $, &, *, % n 1.n.);

" Maposib HEe AO/HKEH BK/OUATb B Ce6S IErKO BbIYMCNSEMbIE COYETAHNS CMMBOJIOB (MMEHa,
dbammnnm n T. 4.), a Takxe obwenpuHaTele cokpaweHusa (USER, ADMIN, ALEX n T. 4.);

= [PX CMEHEe Naposisi HOBOE 3HAaYeHMe LO/KHO OT/IMYATbCA OT npeablayLlero He MeHee Yyem
B 4-X NO3nLUNAX;

" INYHbIN napoJsjib Nos1b30BaTE/Ib HE NMMEET MNpaBa coobwaTtb HUKOMY,

" NEPUOLANYHOCTb CMEHbI Mapons onpeaensieTcsa NMPUHATOM NOANMTUKON 6e30MacHOCTU, HO
He A0JIXXHa npeBbiwaTtbh 6 Mecsaues.
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- YKaszaHHasa nonutmka obasatenbHa Ans Bcex YYETHbIX 3aI'IMC€l71, 3apermMcTtpnpoBaHHbIX B 0GC;

— Cpeacteamum BIOS gomxHa 6biTb UCKAKOYEHA BO3MOXHOCTb paboTbl Ha M3BM ¢ CK3U, ecnn
BO BpeMsi €€ Ha4yasIbHOM 3arpy3kKn He NMpPoOXoAsT BCTPOEHHbIe TeCTbl;

- B kauectBe Mepbl NO ycunenuto 3awmTbl oT HC cnenyeT 3anpetuTb COXpaHeHWe naponen,
ncrnonb3lyembix B pabotre CK3W. [Ona 3T0oro npeanoytuTesibHEE BOCMOJIb30BaTbCsl PYMMOBbIMU
NOANTUKAMMN, BKIIOUYUTb FPYNMOBYIO MOSUTUKY «3anpeTuTb NUCNOb30BaHNE COXPAHEHHbIX Naponen»:

KoHdurypaumsa komnbtoTepa\AoMUHUCTpaTMBHble  wabnoHbi\Knaccmueckme aaMUHUCTPATUBHbIE
wabnoHb\KPUMTO-MNPO\Kpunto-npo CSP

Nnn B BETKY CUCTEMHOIO peecTpa
HKLM\SOFTWARE[\Wow6432Node]\CryptoPro\Cryptography\CurrentVersion\Parameters
nob6aBuTb 3HaueHne
DisableSavedPasswords (DWORD) = 1.

Mpwn akcnnyaTtaunmn CK3U 3AMNPEWAETCA:

— O0CTaBNATb 6€3 KOHTPOJS BblUMCAUTENbHbIE CPEACTBA, Ha KOTOPbIX 3KcnayaTupyetca CK3MU,
nocne BBoAa KNO4YeBOW MHPOpMaLMK NMB0 MHON KOHPUAEHUMaNnbHON nHdopMaunu;

— BHOCUTb Kakue-nmbo naMeHeHus B nporpamMmmHoe obecneyeHne CK3U;

— OCyWwlecTBnAaTb HeCaHKUMOHMpOBaAHHOE aAMUHUCTPATOPOM 6e3onacHocTun KonnpoBaHune
KJTIO4YEBbIX HOCMTeﬂeVI;

— pa3rnawaTtb COAEpXWUMOe HocuTenen K4eBon WHdoOpMauMn wnn nepepaBaTb CaMu
HOCUTENWN NMUaM, K HUM He AOMYyLEHHbIM, BbIBOAWTbL KIHOYEBYH MHGPOPMaLMIO Ha AUCMIEN, NPUHTEP
M T.N. WHble cpeacTBa OTob6paxkeHUst MHdopMaumm (3a UCKIOYEHMEM Cy4vyaeB, NMpeaycMOTPEHHbIX
[aHHbIMM NpaBunamn);

— MCNoJib30BaTb K/KOYEBbIE HOCUTENIN B pEXNMAX, HE NMPeEAYCMOTPEHHbIX CIJYHKLI,VIOHVIpOBaHVIeM
CK3MU;

— 3anuncbiBaTb Ha KkO4YeEBbIE HOCUTEJTM MOCTOPOHHKOO VIHCbOpMaLI,VIPO;
— MCNoJib30BaTb HECbEMHbIE KJTIOYEBbLIE HOCUTENN,

— BCTaBAATb K/AKOYEBOW HOCUTESb B yCTpOVICTBO CUNTbIBAHUA B peXMMaX, HE NPeaAyCMOTPEHHbIX
LUTATHbIM PEXMMOM UCMOJS1Ib30BaHUA K/1IOYEBOIN0O HOCUTENA,

— nogknoyaTtb K NMOBM gononHuUTenbHble YCTPOMCTBA M COEAUHUTENN, He NMpeayCMOTpPEeHHble
LWUTaTHOM KOMMNEKTaUNENR;

—paboTaTb Ha KOMMbIOTEpPE, eCcM BO BpeMSA ero HadaabHOM 3arpysku He npoxoauTt
BCTPOEHHbIN TecT O3Y, npeaycMoTpeHHbIn B M2BM;

— BHOCUTb Kakue-nmbo nameHeHumst B nporpaMmmHoe obecnevenHmne CK3U;

— U3MEHSATb HaCTPOWMKMN, YCTaHOBMIEHHbIE NMporpaMMon yctaHoBkn CK3U nnv agMMHUCTpPaATOpOM;

— WUCMOJIb30BaTb CMHXPOMOCLISIKN, BbipabaTbiBaeMble He cpeacTBamu CK3U;

— obpabaTbiBaTb Ha M3BM, ocHaweHHoM CK3U, nHdopmMauuto, coaepxallyo rocyAapCTBEHHYIO
TalHy;

— 1Ucnonb3oBaTthb 6biBlWME B paboTe Kto4veBble HOCUTENWU A4S 3anMcyu HOoBOM MHbopmaunm 6es

npeaBapuUTENIbHOIO YHUUTOXEHUA Ha HUX knwdveson mHdbopmaumm cpeactsamm CK3U «Kpuntollpo
CSP» v 4.0;

— OCyLWlecTBNATb HECAHKUNOHNPOBAHHOE BCKPbITUE CUCTEMHbIX 6nokoB M2BM;

—MNPUHOCUTL M WUCMONb30BaTb B  MNOMelWeHun, rae pasMeweHol cpeactea CK3HU,
paanoTtenedoHbl U Apyryto paanonepegarnwyo annapatypy (TpeboBaHne HOCUT peKkoMeHAaTesbHbIM
XapakTep);

AaMuHUCTpaTop 6€30MacHOCTM A0MXKEH CKOH(MUIypupoBaTb OMEPALIMOHHYIO CUCTEMY, B cpeae
KOTOpOW MnaHupyeTcs ucnosib3oBaTb CK3U, M OCyLECcTBNATb NEPUOANYECKUI KOHTPOMb CAENaHHbIX
HaCTpoeK B COOTBETCTBUM CO CreayoWwmnuMmn TpeboBaHMAaMN:

— HeAoNYyCTUMO MCNOIb30BaTb HECTaHAAPTHbIE, UBMEHEHHbIE UK 0TNagouHble Bepcun OC;
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— Heo6X0ANMMO WCKNOUYMTb BO3MOXHOCTb 3arpy3km M ucnonb3oBaHmss OC, OTAMYHON OT
npeaycMOTPEHHOMN LWITAaTHOM paboToit;

— Heo6X0ANMO WCK/IOYUTb BO3MOXHOCTb YAAJIEHHOro YynpaBneHus, aaAMWUHUCTPUPOBAHUS U
moandunkaumm OC n eé HacTpoek;

— Ha M2BM pomxHa 6bITb YCTaHOB/IEHA TOJ/IbKO OA4HA onepaunoHHas CUCTEMa;

— MpaBOM YCTaHOBKW M HacTtpoku OC mn CK3W pomxeH obnagatb TONbKO aAMUHUCTPATOP
6e3onacHoCTH;

— BCE HeucrnosiblyeMble pecypcbl CUCTEMbl HEOHXO0AMMO OTKAUMTbL (MPOTOKO/bI, CEPBUCHI U
T.M.);

— pexuMbl 6e3onacHoOCTH, peannsoBaHHble B OC, A0/KHbI 6bITb HACTPOEHbl Ha MaKCUMaJslbHbI
YPOBEHb;

— BCEM noJjib3oBaTtendam wu“ rpynnaMm, 3apernctpmpoBaHHbIM B 0C, Heob6xoaAnMMo Has3HauuTb
MWUHUMabHO BO3MOXHblE AN HOpMaﬂbHOVI paGOTbI npaea,;

— Heob6xo0AMMO NpeayCcMOTpeTb Mepbl, MakCUMasbHO OrpaHuvuuBaloWMe AOCTYN K CAeAylownm
pecypcaMm cuctembl (B COOTBETCTBYHOLIMX YCOBUSAX BO3MOXHO MOMHOE yAasleHue pecypca Wian ero
HeMcnosb3yemon yacTtu):

" CUCTEMHbIN peecTp;

= chalinibl n KaTanoru;

* BpEeMEHHbIe daisbl;

" )XypHasibl CUCTEMBbI;

= haliibl NOAKAYKM;

» K3Wnpyemasa nHgpopmaumna (naponm un 1.m.);
* OTNIa4o4vYHasa MHdopMaums.

KpoMe BbillenepevyncieHHoro, Heo6xoamMmo opraHusoBaTb CTMpaHue (N0 OKOHYaHWM ceaHca
pabotbl CK3U) BpeMeHHbIX ¢dannos un dannos noakadkm, hopMmpyembiX UaM MoAUMDULUPYEMBIX B
npouecce pabotbl CK3WN. Ecnn 3TO He BbINOJHMMO, TO Ha >XXECTKWUI ANCK A0JIXXHbl pacnpoCTPaHATbLCS
TpeboBaHus, NnpegbsaBaseMble K Kao4YeBbiM Hocutenam (n.6.7 XTHAN.000870001 91 01. PykoBoacTBO
aAMUHUCTpaTopa 6e3onacHocTu obuwas yacTb).

— AO/DKHO ObITb WCK/AKOYEHO rMonagaHuve B CNUCTeMyY nporpamMm, no3BondArOWNX, MNONb3YyACb
owmnbkamm OC, NOBbIWATb NpeaoCTaBJIEHHbIE NPpUBUNETNN,

— Heo6xoANMMO perynsipHo ycTaHaBnmMBaTb NakeTbl obHoBneHums 6e3onacHoctn OC (Service
Packs, Hot fix n 1.n.), 06HOBNATbL aHTUBMPYCHble 6a3bl, a TakXxe uccnenoBatb MHMOOPMAUMOHHbIE
pecypcbl MO BOMpPOCaM KOMMbIOTEPHOM 6e30MacHOCTM C LUeSiblo CBOEBPEMEHHOM MUHMMU3ALUU
OMNacHbIX NOCNeACTBUI OT BO3MOXHOIO Bo3aencTems Ha OC;

— B Ccny4yae noaknwueHunsa M3BM c yctaHoBneHHbIM CK3W k ob6lweanoCTynHbIM CeTIM nepeaaydu
OaHHbIX, HEO6XOAMMO WCKAYUTL BO3MOXHOCTb OTKPbITUS W WCNONHEHUA (anfioB U CKPUMNTOBbLIX
obvekToB (Hanpumep, JavaScript, VBScript, ActiveX), nony4yeHHbiXx Kn3 06WEnOCTYMNHbIX ceTen
nepefayn AaHHblX, 6€3 npoBeAeHMS COOTBETCTBYHLLMX MPOBEPOK Ha MpeAMeT CoAepXaHUs B HUX
NporpaMMHbIX 3aK/1aJoK U BUPYCOB, 3arpy>XaemblixX U3 ceTu;

—npu mncnonb3oBaHnm CK3MN Ha M3IBM, noakntoyeHHbIX K 06lenocTynHbIM CEeTSM CBSA3M, C
Lenbto MUCKIYEHUS BO3MOXHOCTU HECAHKUMOHMPOBAHHOIMO A0CTyna K CUCTEMHbIM pecypcaM
MCNOMb3YEMbIX OMepaumoHHbIX CUCTEM, K MNpOrpaMMHOMy obecrnedyeHunto, B OKPYXEHUM KOTOPOro
dyHKUMoHMpytoT CK3UM, m Kk koMmnoHeHTaM CK3WM cO CTOpPOHblI YKasaHHbIX CeTel [OJIXKHbI
MCMNosb30BaTbCs AOMNOSIHUTENbHbIE METOAbI M CPeACTBa 3alinTbl (HanpuMep, YCTaHOBKa MeXCEeTeBbIX
3KpaHoB, opraHm3saumsa VPN cetei u T.Mm.). Mpn 3TOM npeanoyTeHne AOIKHO OTAaBaTbCs CpeAcTBaM
3alWnTbl, UMELWMM CcepTUPUKAT YNOJHOMOYEHHOrO opraHa no ceptudukaumn;

— OpraHvM3oBaTb M WCMOMb30BaTb CUCTEMY ayAuTa, OPraHn3oBaTb pErynsipHbiii  aHanms
pe3ynbTaToB ayauTa;

— OpraHu3oBaTb W UCMNOJIb30BaTb KOMMJIEKC MEPONPUATUA aHTUBUPYCHOW 3aLUUThI;
— [IOJIXHO 6bIThb 3anpeLleHo ncnonb3oBaHne CK3U ans 3aWwuTbl peyeBoi nHdopmMaumu;

— pomkHa 6biTb 3anpeweHa pabota CK3WM npu BkA4eHHbIX B 3BM wTaTHbIX cpeacTBax
BbIXO4a B paguvoKaHal.
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PekomeHgyeTcs annapaTypy, Ha KoTopol yctaHaBnmeaetca CK3W, npoBepuTb Ha OTCyTCTBUE
annapaTHbIX 3aknagok.

15.5. TpebosaHusa no nogkntodeHnto CK3UN gnsa pabotbl no obwenoCcTynHbiM KaHanam
nepenayn gaHHbIX

1. MNopsgok noaknoueHns CK3WM Kk kaHanaMm cBs3n  ao/xeH 6biTb  onpeaened
3KCNAyaTUpylLWen opraHusaumen. JIMuoMm, OTBETCTBEHHbIM 3a 6e3omnacHocTb pabotbl CK3MN no
0o6LWenoCTyNHbIM KaHalaM, Kak npaBuio, Ao/HKeH 6biTb aAMMHUCTpATOp 6e30MmacHOCTH.

2. Mpn noakntoyeHmn CK3U Kk o6wenocTynHbIM KaHanaM nepeaayvyv AaHHbIX AO/HKHA 6biTb
obecneyeHa 6€30MNacHOCTb 3alLMLLEHHON CBSA3WU. MpK 3TOM AO/KHbI 6bITb ONpeaeneHsbi:

- MNopsagok nogkntoveHnsa CK3UM k kaHana.
— BblaeneHo nnuo, oTBeTCTBEHHOE 3a 6e30nacHOCTb paboTbl N0 06WEAOCTYNHbIM KaHanaM.
— PaspaboTaH TMNoOBOW pernaMeHT 3alMLWEHHON CBA3UW, BKIAKOYAOWMINA:

" NONINTMKY 6€30MacHOCTM 3alMLLEHHON CBA3M.

* ONYCTUMbI COCTaB MpPUKIAAHbIX NPOrpaMMHbIX CPeAcCTB, AN KOTOPOro AOIXKHO 6bITb
nccnenoBaHo M 060CHOBAHO OTCYTCTBME HEraTtMBHOrO BAMAHMA Ha CK3M no kaHany
nepenayun AaHHbIX.

" nepeyvyeHb A0NYCTUMbIX CETEBbIX MPOTOKOJ10B.
" 3alLNTY CETEBLIX CoeANHEHUN (nepequb AOMNYCTUMbIX CETEBbLIX 3KpaHOB).
" CUCTEMY U CpeacTBa aHTMBMDYCHOlZ 3aunThbl.

3. NepeyeHb cTaHgapTHbiX cpeacts OC, MOXET BK/AOYATbCA AAMUHUCTPATOPOM B TUMNOBOM
pernaMeHT 6e3 npoBeaeHUs AOMONMHUTENbHbLIX UCCIeA0BaHUA NO OueHKe MX BAusHus Ha CK3WU. Mpu
3TOM AO0JIXHbI BbIMOSIHATHCA CeAylowmne yCcroBus:

— CBOEBpeMeHHoe 06HOBNEHNE NPOrpPpaMMHbIX CPEACTB, BKIIIOUEHHbIX B COCTaB periaMeHTa;
— KOHTpOnb cpeabl PyHKUMOHMpoBaHUS CK3U;

—onpegeneHne N KOHTpPOJ1b 3a UCMNOJIb30BaHUEM CETEBbIX MPOTOKOJ10B,

— cobnogeHne npasun nonb3osaHna CK3U n cpeabl dyHKumMoHnposaHmsa CK3U.

4. JomkeH 6biTb obecneyeH OpraHM3auMOHHO-TEXHUYECKUMMN KOHTPO/b 3amnpocoB Ha
yCTaHOBNeHne coeamHeHnss aboHeHTOB Mo NpoTokony TLS € nmcnonb3oBaHWeM 3eMepHbIX K4en,
NCKTIOYaoLWMIA BO3MOXHOCTb MCMNOSb30BaHUs abOHEHTOM He cBouX aTpubyToB coeamHeHus (Takue,
kak Client_Id v 1.n.).

5.Mpwn wucnonbzoBaHun CK3WN c ppyruMn  CTaHAAPTHbIMKM  NPOrpaMMHbIMK  CpeacTBaMu,
BO3MOXHOCTb noaknodeHns CK3W k obwenocTynHbIM KaHanaMm nepefadun AaHHbIX A0MXKHA 6biTb
onpeaeneHa TOJ/IbKO Nocje NpoBeAeHns AOMONHUTENbHbIX NCCNeAOBaHUI C OLLEHKOW HEBO3MOXHOCTM
HEeraTMBHOIO BJ/IMSAHMSA HapywuTens Ha dyHKunoHupoBaHme CK3U, mcnonb3yrwero BO3MOXHOCTU
06LWWenoCTyNHbIX KaHanos.

15.6. TpeboBaHusa no ncnonab3osaHuto B CK3UM nporpaMMHo-annapaTHbIX CpeaCcTB 3aluThbl OT
HCO

B kauecTBe nporpamMMHo-annapaTtHbiX cpeacTs 3awmtel oT HCA 8 CK3W MOryT Mcnonb3oBaThCs
MporpamMmMHo-annapaTHbii komnaekc «KPUMTOH-3AMOK», 31eKTpoHHbIn 3aMok «Cobonb», AMA3
«Akkopa» n ANMMA3 «MAKCUM-M1». aeHTUdUKaLMOHHbIE AaHHble YKa3aHHbIX CPeACTB NMpuBeaeHbl
B AOKyMeHTe «XKT5K.00088-01 30 01. KpunTollpo CSP. ®opmynsap», n.3.10.

15.6.1. DneKTpOoHHbIN 3aMOK «Cobonb»
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CucteMa DNEKTPOHHbIN 3aMOK MpeAaHasHadeHa Ans opraHuM3auuu 3aliuTbl KOMMbOTEPa OT
BXO/la MOCTOPOHHUX Mofib3oBaTtenei. MNog NOCTOPOHHUMW MOMb30BATENAMU MOHMMAOTCS BCE NMLA, HE
3aperucTpMpoBaHHbIe B CUCTEME DNIEKTPOHHbI 3aMOK KaK MoJsib30BaTeNn 4aHHOro KOMMbloTepa.

DNEKTPOHHbIN 3aMOoK «Cobonb» ncnonb3yetcsa Ha naatdopmax
— Windows;

- Linux;

— FreeBSD.

DNEeKTPOHHbIN 3aMok «Cobonb» obecneymBaert:

— perucTpaumio  Mnosib3oBaTeNeil  KOMMbiOTEPa W Ha3HaYe€HWMEe UM MepcoHasbHbIX
naeHTUOUKATOPOB W Naponei Ha BXoa B CUCTEMY;

—3anpoc MepcoHanbHOro wuAeHTUdUKATOpa W Napons nofib3oBaTensa npu  3arpyske
KOMMblOTEPA;

— BO3MOXHOCTb 6ﬂ0KMpOBaHMH BXO4a B CUCTEMY 3apPErMCTpmnpoBaHHOIo Nosib30BaTeENA;

— BeaeHne CUCTEMHOro XypHana, B KOTOpOM NMpon3BoANTCA peErncTpaunsa CO6bITI/1[7I, MMELWNX
OTHOLWeHNe K 6e30nacHOCTH CUCTEMBDI,

— KOHTPOJ/b LEeNIOCTHOCTU haisioB Ha XecTKoM aucke (Tonbko B OC Windows);
— KOHTPO/1b LEeSIOCTHOCTU (PU3NYECKNX CEKTOPOB XeCTKoro amcka (Tosibko B OC Windows);

— annapaTHyl 3aWmTy OT HECAHKLUMOHMPOBAHHOM 3arpy3Kkn onepaumoHHON CUCTEMbI C TMBKOro
ancka n CD-ROM pgucka.

YcTaHoBKa M HacTpolKa 3N1eKTPOHHOro 3aMka Ha APM nonb3oBaTtens AO/KHa NpoM3BOAUTLCA B
COOTBETCTBUM C 3KCMAyaTauMOHHOW AOKyMeHTaumen. MNepes sKkcnsyaTauuen 3/1eKTPOHHOro 3aMKa B
coctase APM nonb3oBaTensd Heob6XoAMMO O3HAKOMUTbLCA C KOMMJEKTOM [AOoKyMeHTauuun (B
cooTBeTCcTBUM € nacrnoptom YBAJ1.00300-04 MC) Ha AaHHbIN KOMNAEKC U NPUHATb PEKOMEHAYEMbIE B
OOKYMEHTauun 3alMTHbIE OpraHuU3aumnoHHbIE MEepbI.

HacTpolika  3NeKTPpOHHOro 3aMkKka Ha  TpebyeMyl  KOHMUrypauui  BbINOSHAETCA
aAMUHUCTpPATOpOM 6e30MnacHoCTU. HacTpolika [o/KHA WCKAYaTb BO3MOXHOCTb BMELIATeNbCTBa
Nnonb30BaTesie B MpPOLIECChl 3arpy3ku OMNepaLuoHHOW cUcTeMbl U npukiagHoro MO M npoBepku
LLeNIOCTHOCTM NPOrpaMMHON cpeabl.
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16. TpeboBaHna no Kkpuntorpadmnyeckon sawmnTe

JomKHbI BbINOAHATLCA criegyowme Tpe6OBaHVIFI no KpMHTOFpaq)MLIeCKOVI 3auunTe:
1. Ucnonb3oBaHMe TONbKO NINLUEH3UOHHOI0 CUCTEMHOIO NMPOrpamMMHOro obecneyeHus.

2. HacTpoiikn onepauMoHHbIX cucteM ana pabotbl ¢ CK3W, BkOYEHHble B creaylolime
[OKYMEHTbI:

XXTAN.00088-01 91 02 PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu. Windows,
XXTAKN.00088-01 91 03 PykoBoACTBO aAMUHMUCTpaTopa 6e3onacHocTu. Linux,
XKXTAN.00088-01 91 04 PykoBoacTBO agMmHucTpaTtopa 6esonacHoctu. FreeBSD,
XTAKN.00088-01 91 05 PykoBoacTeo agMmHucTpaTtopa 6esonacHocTtun. Solaris,
XKTAN.00088-01 91 06 PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu. AIX.

3. Mpu mHctannaumn CK3UN pomkHbl 66T 06ecnedyeHbl opraHM3auMoHHO-TEXHUYECKME Mepbl
MO UCKJ/TIOYEHMIO NOAMEHbI ANCTPMBYTNBa N BHeceHus nameHeHnin B CK3M nocne ycraHoBKMW.

4. UcknoyeHne wn3 nporpamMMmHoro obecnedeHus [M3BM c¢ ycrtaHoBneHHbiM CK3WM cpeacts
oTnagkwm.

5.CK3M p[omkHO UCNONb30BaTbCA CO  CPEACTBaMM  aHTMBUPYCHOM  3awmTbl. Knacc
AHTMBUPYCHbIX  CPeACTB  3aluuTbl  OMpefenseTca  ycnoBusaMm  akcnayataumm  CK3UM B
aBTOMATU3UPOBAHHbIX CUCTEMAX.

6. KntoueBas nHdopMaums aBaseTca KOHPuaeHUNanbHONM.

7. BHewHaAa ramma, wucnosnb3lyemas Ans8 MWHUULMANM3aUMW COCTOSHUS nporpammHoro [ACH,
ABNSeTCs KoOHPMAEHUMaNbHON.

8. Maponb, ucnonb3yemblit AN ayTeHTUdhUKAUMKM MONb30BaTeNen, AO/MKEH YAOBNETBOPATb
TpeboBaHuam n. 15.4.

9. MNepMoANYHOCTb TECTOBOIr0 KOHTpONs Kpuntorpadpmyeckmx GyHKUmMn - 10 MUHYT.
10. ExxecyTouHasa nepesarpyska [N2BM.

11. MepuoanyHoOCTb ocTaHoBa [M29BM c o6s3aTenibHOM MPOBEPKON CUCTEMbI OXNIaXAEHUS
npoueccopHoro 6aoka MN3BM - 1 mecsu.

12. 3anpewaeTcsd ncnonb3oBaTb pexum npocton 3ameHbl TOCT 28147-89 ans wudpoBaHus
WHdOpMaLMK, KpOME KH0YEBOWN.

13. Mpu dyHkumoHnpoBaHmn CK3UM A0/MKHbI BbINOAHATHCA TpeboBaHWA 3KCANyaTauMoOHHOM
AOKyMeHTaumm Ha ucnonb3dyemsbiii MAK 3awutsl ot HCA.

14. JomkHo 6bITb 3anpelieHo ncnonb3oBaHne CK3W ana 3awmTbl pedyeBon mHgopMmauum 6es
npoBeAeHNs COOTBETCTBYIOLUMX AOMONMHUTENbHbIX NCCIe40BaHUN.

15. JlomkHa 6biTb 3anpeweHa pabota CK3U npu BkAOUEHHbIX B NM3BM wWTaTHbIX cpeacTBax
BbIX04a B paanoOKaHan.

16. KoHTponeM UuLeNnoCTHOCTU JA0/MKHbl 6biTb OXBadeHbl aknbl, yKaslaHHble B pasgenax
«TpeboBaHusa Mo kKpuntorpadmnyeckon sawmnte» gokymeHtoB XTHAN.00088-01 91 02, XTAN. 00088-
01 91 03, XTAKN.00088-01 91 04, XXTAMN.00088-01 91 05, XXTAN.00088-01 91 06.

17. 3AMNPELLAETCS ncnonb3oBaHme 6eCnNpoBOAHbIX KNaBMaTyp M KOMMbIOTEPHbIX MbILLEN.
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17.TpeboBaHunsa nNo BCTpanBaHUio 1 ncrnonbloBaHuto MO CK3U

BctpamBanme CK3W B 3awmwaemble MHGMOPMALMOHHbIE CUCTEMbl AO/IKHO MPOU3BOAMTLCS B
cooTBeTCcTBMU C lMonoxeHnem MNMK3-2005. BcTpanBaHume A0MXKHbI NPOBOAUTL OpraHmsaunm, MMerouwme
JIMLEH3MI0 Ha NpaBo NpoBeaeHUs Taknx pabor.

Ona obecrneyeHus 3aWMTbl  3/IEKTPOHHbIX JIOKYMEHTOB W  CO3[a@aHuUs  3allULLIEHHOWN
aBTOMATM3UPOBAHHOM CUCTEMblI B MEpBYI o4yepeab WCMOMb3YHTCA KpunTorpaduyeckme MeToAbl
3allMTbl, KOTOPbIE MNO3BONAIT 06eCcneynTb 3alUnTy LIENOCTHOCTU, aBTOPCTBaA U KOHMUAEHLMANbHOCTH
3/IEKTPOHHON WHGMOPMaUUM M peanusoBaTb UX B BUAE MPOrpamMMHbIX WAW annapaTHbIX CPeacTs,
BCTPaMBaeMbIX B aBTOMAaTU3MPOBAHHYIO CUCTEMY.

Mpwn co3pgaHMM 3aWMLWEHHON MH(OPMALMOHHON CUCTEMbI AO/KHbI ObiTb OnpeaesieHbl MoAesb
BO3MOXHbIX Yrpo3 W noautuka ee 6e3onmacHoOCTU. B 3aBucMMoOCTM OT NOAUTUKM 6e30MacHOCTH
onpeaensetrca HeobxoauMbli Habop kpuntorpaduyecknx GYHKUUIA U OpraHmM3auLMOHHO-TEXHUYECKUX
Mep, peannsyeMbiX B CO34aBaeMoON cucteme.

OyHKkunm CK3WM npwu BCTpavBaHuMu B MNpuKNagHoe nporpaMMmHoe obecnedeHue MoOryT 6biTb
MCMOJIb30BaHbI:

1. Yepes wuHTepdernic ¢dyHkumm CryptoAPI 2.0, 4TO nO3BOASET TMPUMEHATb BeCb
WHCTpyMeHTapuii  dupmbl  Microsoft. Ana 3Tux uenei pa3paboTymkym MOryT BOCMONb30BaTbCA
NnporpaMMHOli AOKyMeHTaumen, coagepxawenca B MSDN (Microsoft Developer Network), a Takxe
nocraensiembiM TectoBbiM O; Ha Unix-nnatdopmax (Linux, FreeBSD, Solaris) 4epe3s uHTepdeic
6ubnuoteku capilite.dll, aBnsowenca nogMHoOXeCcTBOM UHTepdenca CryptoAPI 2.0. Ang 3Tux uenen B
KOMMJIEKT NOCTaBkKu BktovaeTcs AokyMmeHT XTAW.00088-01 96 01 «Kpuntollpo CSP. PykoBoAacCTBO
nporpaMMmcTa».

2. HenocpeacTtBeHHbIM BbI30BOM (yHKUMi CK3U nocne 3arpy3km Moaynst C UCMoSib30BaHMEM
dyHKkumn LoadLibrary. [1na 3Tux uenen B KOMMAEKT MNOCTaBKN BKAOHAeTCa AOKYMeHT XTAM.00088-
01 96 01 «Kpuntollpo CSP. PyKoBOACTBO MpOrpaMMmcCTa», OMUCbIBAKOWMNA cOCTaB GYHKUMA U
TectoBoe [10.

3awuTa OT 3aK/afokK, BUPYCOB, MOANDUKALUN CUCTEMHOIO M npuknagHoro MO gosmkHa 6biTb
obecneyeHa MCNOSIb30BaHNEM, CPEACTB aHTUBMPYCHOM 3aLUMTbl U OPraHM3aLUMOHHbLIX MEPOMNPUSATUN.

MpaBuna BCTpanBaHma U ucnosiblosaHns CK3U

Mpn BcTtpamBaHum CK3U «Kpuntollpo CSP» B npuknagHoe nporpammHoe obecrieyeHue wunm
MCNOJIb30BaHMN €ro B COCTaBe CTaHAApPTHONoO NpukKagHOro no AOJDKHbI BbINOJIHATLCA cheayroume
TpeboBaHus:

1.Mpn wncnonb3oBaHUM OTKPbLITOrO KJ/K4Ya WM K4Ya NpOBEpPKU 3N  gomkHbl  6bITb
obecneyeHbl ero aBTOpu3auunsa, A40CTOBEPHOCTb, LIETOCTHOCTb U MAEHTUYHOCTDb.

2.Mpn uncnonb3oBaHMM CepTUPUKATOB OTKPbITbIX KAKYen W  Kawdven nposepku I,
3aBEepeHHbIX MNOAMUCLI0 AOBEPEHHOW CTOPOHbI, AO0/MKHa 6bITb obecneyeHa 6e3onacHasd AocTaBka u
XpaHeHue cepTudUKaTa K/ya AOBEPEHHON CTOPOHbl, C MCMNOSIb30BAHWMEM KOTOPOro MpoOBEpPSATCS
OCTaNnbHble cepTudUKaTbl Katodyer npoBepkn Il nonb3oBaTtenen (KOpHEBOro ceptmudukara).

3. KpunTorpaduyeckoe cpeacTBo, C MOMOLLbO KOTOPOro MPOM3BOAUTCA 3aBEPEHME KIIoYel
npoBepkn 3Il1, OTKPbITbIX K/IOYEA WM  CNPABOYHMKOB OTKPbITbIX K/HOYEN, [AO/HKHO 6biTh
cepTMdULMPOBaAHO MO Kaccy, COOTBETCTBYHOLLEMY NMPUHATOM NONUTUKE 6&30MacHOCTY.

4. insa oT3blBa (BblBOAA W3 AEWCTBUA) OTKPbITbIX KAKOUEn U Ka4ven nposepkn ST A0NXKHbI
NMCNONb30BaTbCA CPeACTBa, MO3BOASAKOLWME MPOU3BECTM aBTOpM3auUMIO OT3biBawowero nuua (B 3TUX
uensax [AO/MKEeH MWCNoMb30BaH CMMCOK OTO3BaHHbIX CepTUdUKATOB, 3aBepeHHbin 3l AoBepeHHOW
CTOPOHbI).

5. Mpwn Bbi3oBe TlpunoxeHuem dyHkumm CK3M B npuknagHOM NporpaMMHOM obecneyvyeHun
A0MKHa 6bITb NpeayCMOTpeHa NpoBepKa KoAa 3aBepLlUeHUs Bbi3blBAeMON YHKLNU.

17.1. TpeboBaHus no BCcTpamBaHuto moaynen «Kpuntollpo IPSec».
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C wncnonb3oBaHneM Mmoaynen IPSec ocyuwecTBnsieTca 3awmTta MHMOpMauMu MNpu BbiXode B

KaHan CBA3M, MO3TOMY BCTpamBaHWe AaHHbIX MOAyNel paBHOLEHHO pa3paboTke CaMOCTOATENbHOro
CK3U n gonkHo npoBoanTbcs B cooTBeTcTBUM C MK3-2005.

B cocraBe CK3WN «Kpuntollpo CSP» v 4.0 He Bce pexuMmbl Mogynen IPSec npownn
cepTuduKaumio, 3TO OTHOCUTCHA K pexmMmam ayTeHTudukaumm GSS_API 6ubnunotekun libike_gost

(cpike_api) nogaepxxkun npotokona IKE u K pexunmaMm moayns esp_gost (cpesp_drv) npoTtokona ESP.
CepTndunkaumsa gaHHbIX peXMMOB A0/HXHA NPOBOAUTLCS B cOCTaBe pa3pabaTtbiBaembix CK3U.
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10.
11.

12.

13.

14.

15.

16.
17.
18.
19.
20.
21.

22.

23.
24.

25.

26.

27.

Jlntepatypa

depepanbHbin 3akoH 0T 06.04.2011 N2 63-03 «0O6 3/1€eKTPOHHOMN NOAMUCK>;

depnepanbHbI 3aKoH 0T 27.07.2006 N2 149-03 «0O6 nHdbopMauum, MHPOPMALMOHHbBIX TEXHOMOMMAX U O
3awmnTe nHdopmaummn>»;

FOCT P 28147-89. «Cucrembl o6pabotkm nHdopmaumm. 3awmTa Kkpuntorpadumyeckas. Anropmtm
Kpuntorpadunyeckoro npeobpasoBaHus>»;

FOCT P 34.10-2001. «MHdpopMaumnoHHas TexHonorus. Kpuntorpaduyeckas 3awmTa nHpopmauun. MNpoueccsl
(hopMUPOBaAHUSA U NPOBEPKN SNEKTPOHHOM LNPPOBON NOAMUCK>;

FOCT P 34.10-2012 «MHdpopMaumoHHasa TexHonorms. Kpuntorpadpuyeckas 3awmnta nHdopmaumu. MNMpouecchol
¢dopMUpPOBaHUS U NMPOBEPKN 3NEKTPOHHOM LMPPOBON NOAMUCK>;

FOCT P 34.11-94 «MHdopMaumoHHasa TexHonorus. Kpuntorpadudyeckas 3awmnta nHgopmaummn. OyHKUMSA
X3WNPOBAHUSA»;

FOCT P 34.11-2012 «MHdopMaumoHHasa TexHonorms. Kpuntorpaduyeckas 3awmnta nHpopmaumm. OyHkLms
X3LWNPOBAHNSA»;

Mpuka3 ®Cb PO ot 09.02.2005 N? 66 «O6 yTBepxaeHun MonoxeHns o paspaboTke, NpoM3BOACTBE,
peanusaumm n akcnayataumm wudposanbHbiX (Kpuntorpadunyeckmnx) cCpeacTs 3awmTbl MHGOpMaumm
(MonoxeHwne MK3-2005)»;

XKTAN.00088-01 30 01. «KpunTtollpo CSP». ®opmynsp;
XKTAN.00088-01 90 01. «KpunTtollpo CSP». OnucaHue peanusauum;

XXTAN.00088-01 91 02. «Kpuntollpo CSP». PykoBoACTBO agMUHUCTpaTopa 6e3onacHocTu. Mcnonb3oBaHue
CK3W nog ynpasneHnem OC Windows;

XKTAN.00088-01 91 03. «KpunTtollpo CSP». PykoBoAcTBO aaAMMHUCTpaTopa 6e3omacHOCTM. Mcnonb3oBaHue
CK3W nog ynpasnenmnem OC B OC Linux;

XKXTAN.00088-01 91 04. «Kpuntollpo CSP». PykoBoacTBO agMuMHucTpaTopa 6e3onacHocTu. Mcnonb3oBaHue
CK3U nopg ynpasneHnem OC FreeBSD;

XKTAN.00088-01 91 05. «Kpuntollpo CSP». PykoBoacTBO aaMuHucTpaTopa 6e3onacHoctu. Mcnonb3oBaHue
CK3W nog ynpasneHunem OC Solaris;

XKTAN.00088-01 91 06. «KpunTtollpo CSP». PykoBoacTBO aaAMMHUCTpaTopa 6e3omacHOCTM. Mcnonb3oBaHue
CK3W nog ynpasnennem OC AIX;

XKTAN.00088-01 92 01. CK3U «KpunTtollpo CSP». MHCTpyKums no ucnonb3osaHuio Windows;
XKTAN.00088-01 93 01. CK3U «KpunTtollpo CSP». APM BbipaboTkn BHELUHEN raMMbl;
XKTAN.00088-01 96 01. «KpunTtollpo CSP». PykoBoACcTBO NporpaMMucTa;

XKTAN.00067-01 30 01. YaoctoBepsatowmii LueHTp «KpunTtollpo YL». ®dopmynsp;

OSI NETWORKING AND SYSTEM ASPECTS. Abstract Syntax Notation One (ASN.1);

ITU-T Recommendation X.509: Information Technology - Open Systems Interconnection - The Directory:
Authentication Framework, Oct 2012;

RFC 3280, «Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)
Profile», April 2002;

RFC 3369, «Cryptographic Message Syntax» (CMS), August 2002;

RFC 4357, «Additional Cryptographic Algorithms for Use with GOST 28147-89, GOST R 34.10-94, GOST R
34.10-2001, and GOST R 34.11-94 Algorithms», Jan 2006.

RFC 4490, «Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94, and GOST R 34.10-2001
Algorithms with Cryptographic Message Syntax (CMS)», May 2006.

RFC 4491, «Using the GOST R 34.10-94, GOST R 34.10-2001, and GOST R 34.11-94 Algorithms with the
Internet X.509 Public Key Infrastructure Certificate and CRL Profile», May 2006.

Mopsapok nepexoda K WMCNOMb30BaHMIO HauuoHanbHoro crtaHgapta OCT P 34.10-2012 B cpeacrtBax
3N1EeKTPOHHON noAnucu Ans MHpOpMauMK, He coAepXallen CBeAeHWI, COCTaBAAIWMX FOCYyAAPCTBEHHYIO
TavHy, B Cny4dasX, noanexawux perynanposaHuto co ctopoHbl ®CB Poccum B COOTBETCTBUM C AENCTBYIOLLEN
HOpMaTMBHOW nNpaBoBOW 6a30i [DNeKTpOoHHbIK pecypc]. Pexum poctyna: https://www.tc26.ru/info/new-
national-standards/
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[MpunoxeHune A.

AKT roTOBHOCTM K paborTe.
YTBEPXXAAIO

(BOMKHOCTD)

(HanMeHoBaHME y4upexaeHus)

(noanuceb, ®UNO)

rOTOBHOCTM Kk paboTe c
(HaMMeHoOBaHMe y4ypexaeHus) (HanMMeHoOBaHMA NU3[enNnn)
c" " 201 r.
Komuccua B coctase npeacenatens M YJIEHOB,
(AOMKHOCTD) (0.1.0.)
KOMUCCUM, Ha3Ha4YeHHas COCTaBWua HaCTOSAWMNA aKT O TOM, YTO

(Npwka3 o Ha3Ha4yeHum)

nomeLLeHme aKCnayaTMpyowero opraHa , pasmeLneHHoe '
(Ha3BaHuMe) (appec)

XpaHnnuiia Knk4eBbIX HOCMTEJ'IEI‘/'I, OXpaHa noMeLeHnn N NoAroTOB/IEHHOCTb COTPYAHUKOB K O6CJ'IY)KMBaHVHO

(o6opynoBaHue)
COOTBETCTBYHOT:

(FOCT, VMHCTpYKUUS, pyKOBOASALWME AOKYMEHTbI, MpaBu/a nosb30BaHUs U T.M.)
Komuccusa otmevaeT, 4To MHCTannsaums MO BbllWEyNOMAHYTbIX U34eNnNi NpoBeAeHbl B COOTBETCTBUM C

(MHCTPYKUMK)

BblBOA: KOMUCCUSI CUMTAET, YTO 06BEKT oTBeyaeT TpeboBaHMSM
Ha3BaHMe o0bbekTa

(Ha3BaHMe MHCTPYKLUK)

no obecneyeHnto 6€30NacHOCTN NO YPOBHIO 1 MoxeT 6bITb BBEAEH B AENCTBME.
Mpeacepatens:
(noanuce) (®.1.0)

YneHbl KOMUCCUN:

(noanuce) (9.1.0)

(noanmcs) (9.1.0)

(noanmcs) (9.1.0)
M.
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[MpunoxeHune b.

XypHan perucrpaumm aagMUHUCTPATopoB 6€30MacHOCTM U Mosb30BaTesne

®.1.0.
aIMMHMCTPaTOopa [IpuMeUaHVe
I P I IaTa ODaTa P
n/n | Opraumsaumsa fe30MnacHOCTH IaHHEIE permucTpaumnn (mosb30BAaTEND,
perucTpaunu | BHIOBTHUS
[I0JIL30BATEJIS aIMUHVCTPATOP)
CUCTEME
AIMMHUCTPATO
1 CunopoB A. A. HET 21.01.2010 . P p
6e30InacHOCTH
[IoUuTOBEM anpec:
a.sidorov@acme.ru Oneparop
2 MBauoe M. U. : : 01.02.2010 pacuerHOI
JOJIXHOCTE :
CUCTEME
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>KypHan nonb3oBaTens ceTu

[MpunoxeHune B.

/o

IaTa
Bpewma

®.1.0.
[IOJIb30BATENI
CYICTEeMEL

CobrlTHre

IONnOoJIHUTEeJIbHEIE I aHHEE

I[IpuMedyaHue
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[MpunoxeHue .
«YpoctoBepstowmnn LueHTp «Kpuntollpo YL»

MporpaMMHbIi KOMMNieke «Ypoctosepstowmin LleHTp «Kpuntollpo YL» npepgHasHadeH Aans
BbIMOSIHEHMS  OpPraHM3aUMOHHO-TEXHMYECKMX MeponpusaTuii no obecnedeHunio nosib3oBaTenen
YpocTtoBepsitowero LleHTpa Kak opraHmsaumm cpeactsamMu m cneundukaumsaMmm anas UCrosib30BaHus
cepTMdnKATOB OTKPbITbIX K/lOUel B Lensax:

— KOHTPO/ISI LIeNIOCTHOCTU 3/IEKTPOHHbIX AOKYMEHTOB, NMEpeaaBaeMbiX B aBTOMAaTU3UPOBAHHbIX
NH(OPMALMOHHBIX CUCTEMAX;

— KOHTPONS LeNOCTHOCTM NYB6ANYHbIX MHMOPMaLMOHHBIX PECYPCOB;

— NpoBepKMn NOA/IMHHOCTU B3aMMOJENCTBYIOLLNX NporpaMMHbIX KOMMOHEHTOB n
KOHWAEHUNANbHOCTU NepeaaBaeMbiX AaHHbIX NPy MHPOPMALMOHHOM B3aMMOAENCTBUN;

— CO34aHUS CUCTEMbI OPUANYECKMN 3HAUYMMON SNEKTPOHHOM NOAMNMUCK B CUCTEMAX 3NEKTPOHHOIO
OOKYMeHT0060poTa;

— obecneyeHns 6e30MacHOCTM M pasrpaHUYeHMs AoCTyna npuv B3aMMOAENCTBUM CyHBLEKTOB
aBTOMaTU3UPOBAHHbIX MH(POPMALMOHHbBIX CUCTEM;

— CO3[aHMUS  MepapXWM4eckol CUCTEeMbl  yMpaBfieHUs  K/I4YaMM  MNOAMNMUCUM  Cy6beKkToB
aBTOMaTM3NPOBAHHbIX MHDOPMALIMOHHbBIX CUCTEM.

MporpaMMHbIN KoMnnekc «Ypocrosepstowmii LleHTp «Kpuntollpo YL» obecneumnBaert:
- Peanuzauuio ponesor mogenu ynpasneHusaMmn obbektamm «Kpuntollpo YL»;
— Co3gaHune MHdpacTpyKTypbl YaocToBepsaowmnx LLeHTpoB, NOCTPOEHHbIX MO:
" yepapxnu4eckomn Moaenu;
= ceTeBOM (MOCTOBOM) MoAenu.
— AyanT cobbITU, CBA3A@HHbIX C 3KCMyaTauMen NnporpaMMHOro KOMnneKca;

- Peanuzauyunio mexaHm3aMma 3aHeceHnsa B cepTudukaT Kada nposepku 3 noanucu ceeaeHui
06 OTHOWEHMSAX, MPU KOTOPbIX 3MEKTPOHHLIA AOKYMEHT MMeeT pUANYECKY cuiy, n obnactax
npuMeHeHnsa ceptudukaTa;

— BeageHus peecTtpa 3aperMcTpupoBaHHbIX Nosb30BaTeNei;

* BoiNnosIHEHWE Mpoueaypbl perncrpauum nosib3oBaTtenis B LEeHTpPasn30BaHHOM pexume C
npmbbITUEM perMcTpupyeMoro nonb3oBaTtens B YaoctoBepstowmin LieHTp;

* BbiNosHEHWEe npoueaypbl perucTpaunm nosib3oBaTens B pacnpenesieHHOM pexume 6e3
NpUBLITUS PErMCTPUPYEMOro NoJsib30BaTeNs B YaocToBepsatowmin LieHTp;

» BoinosIHEHWE Mpoueaypbl yAaneHus nosb30oBaTesien M3 peecTpa Mofb3oBaTtenen no
3anpocaM agMMHUCTpaTopa YaoctoBepsowero LleHTpa;

* BbinonHeHMe npoueaypbl yaaneHws nonb3oBaTenell U3 peectpa nosb3oBaTeniel B
aBTOMATUYECKOM pEXMME;

— FeHepaumsa kntoden nognucn n WndpoBaHns

* BoinosiHEHWE Npoueaypbl FreHepauum AUYHbIX Kaden DM n knwden nposepku M u
Ko4en wndpoBaHns nosb3oBaTesisd Ha pabodyeM MecTe nosb3oBaTens;

* BoiNnosIHEHWE Npoueaypbl FreHepauuMm AWYHbIX Kaoden DI n knwdvein nposepku M um
Knoden wndpoBaHnsa Ha paboyem MecTe agMUHUCTpaTopa YaocTtosepsaowero LleHTpa;

* BbinosIHEHME npoueaypbl FeHepauun JNNYHbIX Katoyen 3 m knwyen nposepku Il
YNO/THOMOYEHHOro nuua Yaocrosepsawuero LleHTpa;
* BbINO/IHEHWE Mpoueaypbl FeHepauum fU4YHbIX Kaden 2SI un knwdven nposepkn Il
YMNOSIHOMOYEHHOr0 Anua NoAYNHEHHOro YaoctoBepstoLlero LleHTpa;

— BepeHune peectpa 3anpocoB W 3asBNEHUA Ha cepTUdUKaTbl OTKPbITbIX KAOYEN U KI4YeRn

nposepkn 3l B 3/IeKTPOHHOM BUAe:

= QopMUpOBaHMe 3anpoca Ha cepTudmKaT HOBOro Kr4ya npoeepku 3 Ha paboueM mecTe
nonb3oBaTens;
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= DopMMpoOBaHMeE 3anpoca Ha cepTuduKaT HOBOro Kitouya nposepkn 3l Ha paboyem mecTe
aaAMUHUCTpaTopa Yaoctosepsatowero LleHTpa;
* BbIBOA 3anMpocoB Ha cepTuduKkaTbl Katoder nposepkn Il nonb3oBaTenein Ha 6yMaXKHbIl
HOCUTENb Ha paboyeM MecTe Nosb30oBaTens;

- BeneHune peectpa cepTUdMKATOB OTKPbITbIX KJ/IOYEN W Ko4yer npoBepku 31, magaHHbIX
YaocToBepsowmM LLleHTpoM B 3/1eKTPOHHOM Buae:

» KOHTPO/Ib YHUKASIbHOCTU OTKPbITbIX K/OYEN WNdpoBaHUSA U Koden nposepku Sl B
dopMunpyeMbix cepTudmKaTax;

= QopMmpoBaHue cepTUdMKATOB OTKPbITbIX KJ/KOYEN W Kaw4der nposepku Il
nosib3oBaTtesiell B 3/IeKTPOHHOM BUAEe B COOTBETCTBUM C pekoMeHaaumamm X.509 sepcun 3
m RFC 2459, no3sonsdwwMx C nMoMowbio Kpuntorpadumdecknx ™etogos (3M)
LLEHTpPasIM30BaHHO 3aBEpSATb COOTBETCTBME OTKPbLITOro Kak4ya W Kaw4a nposepkn 3l u
aTpnbyToB onpeaeneHHOMYy Nosib30BaTesNto;

» BbIBOA, cepTUdUKATOB KtoUven nposepkn Il nonb3oBatenei Ha 6yMaxkHbIl HOCUTENb Ha
paboueM MecTe nonb3oBaTens;

* BoiBOA4 cepTudmKaToB Kto4en nposepkn I nosnb3osaTtenen Ha 6yMaxHbin HOCUTENb Ha
pabouem MecTe agMUHUCTpaTopa YaocToBepstowero LleHTpa;

— BepeHne  peectpa 3anpocoB M 3agBfieHWIA  Ha  aHHynampoBaHume  (OT3bIB) U
npuocTaHoBNneHne/Bo306HOBNEHUS AENCTBUS CEPTUMOMKATOB OTKPbITbIX K/OUENH U KOYENH NPOBEPKMU
3l B 2N1€KTPOHHOM BUAE:

* BoinosiHeEHWEe npoueaypbl GOPMMPOBaAHMSA 3arMpocoB Ha OT3biB CepTUdMKATOB Kto4ven
npoBepku Il Ha paboyeM MecTe nosb3oBaTens;

* BoinosiHeEHWE npoueaypbl OPMMPOBaAHMSA 3arMpocoB Ha OT3biB cepTUdMKATOB Kuel
npoesepkn 3Ol nonb3oBaTenen Ha pabouyem MecTe agMMHUCTpaTopa YAOCTOBEPSAHOLWEro
LleHTpa;

* BoinoniHeEHWe  npoueaypbl  HOpMMpPOBaAHMA  3anpocoB  OT  MoSb30OBaTesien  Ha
npuocTaHoBneHne/Bo306HOBNEHNE AENCTBUA CcepTUdUKaATOB Kio4ven nposepkn DI Ha
paboueM MecTe nosib3oBaTens;

* BbinosiHeEHNE npoueaypsbl dopmMmpoBaHms 3anpocos Ha
npuocTaHoBfieHne/BO306HOBNEHME fOencTBMa cepTudukKaToB Kwyen nposepkn 3l
nonb3oBaTtenen Ha pabodyeM MecTe aaMUHUCTPaTopa YaocToBepstouwero LleHTpa;

= DopMMpOBaHME N AOCTABKY 3aperncTpupoBaHHbIM MOJIb30BaTeENSAM CMUCKA OTO3BaHHbIX
cepTudmkaToB Kntoder nposepkn I nonb3oBatenen;

— BbinonHeHme npoueaypbl NoATBEPXAeHUS NOANUHHOCTY DIT:

* BbINOSIHEHME  MNpOLUEeAypbl  NOATBEPXAEHUS  MOANMHHOCTM 3 B 3/EKTPOHHbIX
[OKYMEHTax;

» BoinonHeHWe npoueaypbl NOATBEPXAEHUS MNOANMHHOCTM Il yrNONHOMOYEHHOro nua
YpocTtoBepsitowlero LleHTpa B nsagaHHbIX cepTudukatax katoden nposepku 3I1;

— Peanmsauunio CUCTEMbl OMOBELEHUS TMOJSib30BaTe/iel C  WUCMNOJIb30BAHUEM  MOYTOBbIX
coobLweHnn:

* YNpaBfieHMe OonoBeLLeHNEM MoNb3oBaTeNeN 0 CObbITUAX B MpoLecce perncTpaumm;

* YNpaBfieHMe OrnoBeLleHNeM Mnosib3oBaTenien 0 Co6bITUSIX B TEYEHUN BCEr0 XXU3HEHHOIO
umkna ceptndukaTos ka4den nposepkun 3.

ApxutekTtypa MK «KpunTtollpo YLi»

MporpaMMHbIN KOMNAEKC «YaocToBepstowmin ueHtp «Kpuntollpo YL» coctouT n3 cneayrowmx
KOMMOHEHT:

— UenTtp Ceptudmkaunm (LC);
— UeHTp Peructpaunun (LP);
— APM agmunHucTtpaTtopa LP;
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— APM pa3bopa KOHMOAUKTHbBIX CUTyaLuii;
— [Nonb3oBaTeNbCKNUX CPEACTB B3ammoaencTensa c YL;
= APM perncrtpauum nonb3osaTtens;
= APM 3apermctpnpoBaHHOro Nosib30BaTesnsi C MapKepHbIM AOCTYMNOM;
= APM 3apermctpnpoBaHHOro Nosib30BaTeNs C KAK4YEBbIM AOCTYMOM.
— NporpamMmHoro nHTepdenca ssanmonenctems ¢ YU (MHTepdelic BHewHnX Mpunoxenuin).
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Monb3oBaTennu

PucyHok 'l - Cxema B3amMoaenTcBus KoMnoHeHT «Kpuntollpo YL»

LleHTp Ceptudukaumm

LleHTp cepTudumkaunmm — KOMMNoHeHT komnnekca «Kpuntollpo YL», npegHasHaudeHHbld ans
dopMmmpoBaHusa ceptudumkaTtoB KJuen nposepku Il nonb3oBatenen v aaMMHUCTPATOPOB
YpocTtoBepsitloWEero LUeHTpa, CNMCKOB OTO3BaHHbIX CEPTUMMKATOB, XpaHEeHMs 3TanoHHoM 6asbl
cepTMdnKaATOB U CMUCKOB OTO3BaHHbIX cepTudukatos. LleHTp Ceptudwukaumm dyHKUMOHUPYET B
onepauunoHHon cucrteme (OC) Microsoft Windows Server 2003/2008 R2/2012/2012 R2 n ncnonb3syeTt
6a3y gaHHbIX Microsoft SQL Server 2005 Express (no ymonuanmiwo) (MSSE) n 6a3y gaHHbIX Cnyx6bl
ceptndumkaunm Microsoft Certificate Authority (CA). MSSE yctaHaBnmMBaeTcs NporpaMMoii YCTaHOBKMU
MO UeHTpa CepTndmnkaumm n He TpebyeT OTAENbHOM YCTaHOBKMU.

B kauectBe cucrtembl ynpaBnenumss 6ason gaHHbix LeHTpa Ceptudukaumm MOXeET
ncnonb3oBatbcs Microsoft SQL Server 2005, Microsoft SQL Server 2008 (¢ ycTaHOBAEHHbIM MNAKeTOM
coBMectumoct € SQL 2005), Microsoft SQL Server 2008 R2 (c yCTaHOB/EHHbIM TMaKETOM
coBMectumocTm ¢ SQL 2005), Microsoft SQL Server 2012 (c yCTaHOBNEHHbIM MAaKETOM COBMECTMMOCTM
c SQL 2005).
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LUC B3auMopenctByeT TONbKO C LleHTpoM PeructpaumMm WM  HeECKONbKMMKU  LleHTpamu
Pernctpauuun no oTAerbHOMY CErMEHTY JIOKaSbHOW CETU C UCMOMb30BaHMEM 3aLUMULLEHHOIO CETEBOrO
npoTokona.

LleHTp perucTpaumm

LeHTp Pernctpauum - komnoHeHT MK «Kpuntolpo YL», npeaHa3HauyeHHbI ANA XpaHeHus
perncTpauMoHHbIX  AaHHbIX MNofNb30BaTenein, 3anpocoB Ha cepTudukatel U cepTudUKaThl
nonb3oBaTenien, npenocTaBleHns nHTepdenca B3aMMoaeNCTBUA Nosb30oBaTenen ¢ YA0CToBepsoLWmMM
LeHTpoM. LleHTp Perunctpaunm @yHKUMOHUPYET B onepaumoHHoin cucteme (OC) Microsoft Windows
Server 2003/2008 R2/2012/2012 R2 v ucnonb3yeT 6a3y aaHHbiX Microsoft SQL Server 2005 Express
(MSSE) (no ymonyaHuio). MSSE ycTaHaBnuBaeTcsa nporpammon yctaHosku MO LieHTpa Perncrpauumu.

LUeHTp Permnctpaumun B3aummogenctsyeT C LeHTpoMm CepTudukaumm no OTAESIbHOMY CErMeHTYy
NOKanbHOMW CeTn C WCMoSIb30BaHMEM 3alUMLIEHHOr0 CeTeBOro npoTokona. B3aumopencreue
nonb3oBaTenen ¢ YAOCTOBEPSAIOWNM LEHTPOM obecneymBaeTcs 3@ CHET UCMNOMb30BaHUSA NPUSIOXEHUN
(APM 3apernctpupoBaHHOro Mofnb3oBaTens C KA4YeBbIM AocTyrnoM, APM 3apernctpypoBaHHOro
nonb3oBaTensd C MapKepHbiM AoctynoMm, APM peructpauum nonb3oBaTens), MpeaoCcTaBAsieMbIX
LleHTpoM Peruncrtpauuu.

LleHTp Perncrpaummn seBnseTcsd eANHCTBEHHOW TOYKOW BXoga (permcrpaumun) nosib3oBaTtesiel B
cucteme. ToNbKO 3aperncTpupoBaHHbIi B LleHTpe Pernctpaunm nonb3oBaTeflb MOXET MNOoNy4YnTb
cepTmdunKaT Ha CBOW OTKPbITbIN KoY B YaocToBepstowem LieHTpe.

APM agMunHuctpaTopa LP

KoMnoHeHT APM ApaMmuHucTpaTtopa WP npegHa3HadeH And BbINOJHEHWA OpraHWU3auMOHHO-
TEXHUYECKNX MeponpuaTU, CBHA3AHHbIX C perucrpaunernt nonb3oBaTenen, QOpMUPOBAHUEM
CNyXebHbIX Ko4ern u cepTudukaToB nosib3oBaTtenien u ynpasneHus LleHTpom permctpauun. APM
aAMUHUCTpaTopa @yHKuMoHMpyeTr B OC Microsoft Windows 7/8/8.1/10. APM aamMuHucTpaTtopa
B3amMMmoaencteyeT C LleHTpoM Perucrtpaumm no nNoKasbHOM CETU C UCMONb30BaHMEM 3alUMLLEHHOIO
CeTeBoro nNpoTokosna.

MporpammHoe obecnedyeHne APMa agMuMHUCTpaTopa  SBASIETCA  YHMBEpPCanbHbIM W
MCMNONb3YEeTCa ANs BCeX pOSieN NpuMBUAErMpoBaHHbIX NMosib3oBaTtenen (aAMMHUCTPATOpPOB, ONepaTopoB
nT.A4a.).

APM pazbopa KOHMAUKTHbIX CUTyauni

APM pa36opa KOH(MMKTHbIX CUTyaUMin npeaHasHayeH A4S BbINOSHEHWUS OpraHM3aunoHHO-
TEXHUYECKNX MEePONpPUSATUIA, CBA3AHHbIX:

— C NoAaTBepXAeHMeM MnoasIMHHOCTK DI B 31eKTPOHHbIX AOKYMEHTax M onpeaeneHus craTtyca
cepTMdnKATOB OTKPbITbIX K/KOUeln nosb3oBaTenei;

— C NoATBEPXAEHWEM MOASIMHHOCTU DI YNOSHOMOYEHHOrO 1A YaocToBepsllero LieHTpa B
N3roTOBJIEHHBIX UM CepTUdMKATaxX OTKPbITbIX K/OYEN.

APM pasbopa KOHMNMKTHbIX CuUTyauun dyHkumoHupyet B OC Microsoft Windows 7/8/8.1/10.
APM paszbopa KOHMAMKTHbLIX CUTyauMnh He B3aMMOAENCTBYET HWU C KakuM APYrMM KOMMOHEHTOM
YpocTtoBepswouwero LleHTpa M ucnonb3yeT B cBoel paboTe o0b6bekTbl, npeabsaBiseMble CTOPOHaMMu
KOH(NMKTa B KadecTBe JoKa3aTesibCTBa TeX WAM UHbIX (akToB (3/71EKTPOHHbIM AOKYyMeHT ¢ I,
cepTudunKaTbl, CMNCKN OTO3BAHHbIX CEPTUPUKATOB U T.4.).

APM peructpauuun nosb3oBaTtend.

APM peructpauum nonb3oBatens LleHTpa Peructpaunu npeaHasHadeH Ans BbIMOJIHEHUS
OpraHM3aumMoOHHO-TEXHUYECKUX MEpPONpPUATUI, CBA3AHHbLIX C BbIMNOJIHEHWEM Mpoueaypbl perucrpaumm
Nnonb30BaTesNa Ha YaocToBepsaolleM LieHTpe B pexuMe pacnpeaeneHHoin permcrpaumm.

APM peructpauun nonb3oBatens dyHkumoHmpyet B OC Microsoft Windows 98 u Bbiwe (cC
ycTaHoBneHHbiM MS IE 5.0 u Bbiwe). APM perncrtpaumm nonb3oBaTtenst B3anmoaencresyeT ¢ LleHTpoMm
pernctpaummn no npotokony HTTP(S) c 04HOCTOPOHHEN ayTeHTUdUNKaumen.
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K O0CHOBHbIM pyHKLUAM APM perncrpauunm nonb3oBaTtenss OTHOCATCS:
— obecneyeHne B3ammogencTemnsa ¢ LleHTpom Perncrpauuu;

— obecrieyeHre BO3MOXHOCTM (OPMMPOBAHUA M nepedayM 3anpoca Ha perncrpauumio
nonb3oBaTens;

— WwndposaHue MHdOpMaLmMm, NnepegaBaemMon Mexay nonb3osartenem un LieHtpom Perncrpauum,
C UCNOJSIb30BaHWEM NpOTOKona TLS ¢ 04HOCTOPOHHEN ayTeHTUdMKaunen.

APM 3aperncrtpnpoBaHHOro rnosib3oBaTtesid C MapKepHbIM AOCTYTOM.

APM 3apervcTpMpoBaHHOr0 MOSb30BaTeNss C MapKepHbIM AOCTYNOM MpeaHa3HayeH Aans
BbIMO/IHEHUS OPraHU3aLMOHHO-TEXHNMUYECKUX MEPOMPUATUIA, CBA3AHHbIX C reHepauuein CnyebHbIX
Kntoyeit, hopMMpoOBaHMEM 3anpoca Ha CNyxebHblli cepTuduMKaT Katoda nposepku 3 u nonydvyeHue
cnyxebHoro ceptudunkaTta knoya nposepku 3.

AyTeHTU(dMKaUNSA 3aperncTpMpoBaHHOrO MOJIb30BaTENSA OCYLIECTBNSETCS C WCMOSIb30BaAHUEM
BPEMEHHOr0 MapKepa [0CTyna, npeacTaBnsaowero cob6oii COBOKYNHOCTb CNeAYLWNX CYLLHOCTEN:

- WaeHtndukatop (ID);
—MNaponk.
NaeHTndunkatop dopmupyetcs LleHTpoMm Perncrtpaunm n npeacrasnsieT coboi uenoe 4ncno.

Maponb d¢opmMupyetca LleHTpom Peructpauum u npeacrtaBnsieT coboii CTPOKYy CMMBOJIOB
ONTNHON 6.

Mapkep poctyna, copMnpoBaHHbIM LleHTpoM Perncrtpauunm, nepepaetcs nonb3oBaTtento nmbo
B npouecce permcrtpaumm (c wucnonb3oBaHvem APM 3aouHoi (ypaneHHoOW) perucrpauum) no
3allMLEHHOMY KaHany, Tnbo coobliaeTcs nonb3oBaTento agMUHUCTPATOPOM.

APM  3apermctpuMpoBaHHOro noJsib3oBaTeNnss C MapKepHbIM AOCTYNOM, KakK npaBwuno,
MUCMONb3YEeTCa B ABYX Cny4asX:

— B npoueaype pacnpegeneHHonm perncrpaumu nosb3oBaTens, nocne ucnonb3oBaHuns APM
perucrtpaunmn rnosb3oBaTens;

- B C/lyyae noTepu k/w4va ayTeHTudukaumm (Npyv KOMMPOMETauMm MAM B WHbIX Cry4dasx)
3aperucTpMpoBaHHOro Mosib30BaTeNlId M He MWMeKLWero BO3MOXHOCTU JIMYHOro npubbiTns B
YpoctoBepsiiowmin LleHTp 4na nonyvyeHuns KaKden n ceptmdpukaTtos.

APM 3aperncrtpmpoBaHHOro noJjib3oBaTenss C MapKepHbIM A0CTynoM dyHkumoHupyet B OC
Microsoft Windows 7/8/8.1/10 (c yctaHoBneHHbiM MS IE 5.0 n Bbiwe). APM 3apernctpMpoBaHHOro
nonb3oBaTesnis C MapKepHbIM AOCTYNOM B3auMMOAEWUCTBYeT C LleHTpoM permcrpaumm no npoToKoNy
HTTP(S) c 04HOCTOpPOHHEN (CepBEPHON) ayTeHTUdUKaLmeN.

APM 3aperucTtpmpoBaHHOro nosib3oBaTens C K/4eBbIM AOCTYMOM.

APM 3apernctpupoBaHHOro Mosib3oBaTesid C  K/AK4YEeBbIM AOCTYNOM rpefHa3sHayvyeH Ans
BbINO/IHEHUS OpPraHU3aLUOHHO-TEXHUYECKNX MEPOMNPUATUIA, CBSA3AHHbIX C YMNpaBieHUEM JINYHOW
Ko4YeBoM UWHopMaumen wn ceptudumkatamu, TakuMM Kak QopMupoBaHue paboumx Kaw4den wu
3as8BNIEHUA Ha W3roTOB/IEHME CepTUPUKATOB, 3asiBNEHWM Ha aHHynupoBaHue cepTudukaTos,
NpUoCTaHoOBNEHNE W BO30OHOBNEHUSA LAENCTBUSA, MNOJyYeHMe UM YCTaHOBKa CrMCKa OTO3BaHHbIX
cepTudmKaToB.

APM 3apermctpMpoBaHHOroO rMosib30BaTeNss C KJ4YEBbIM gocTyrnoMm dyHKUunoHmpyetr B OC
Microsoft Windows 7/8/8.1/10 (c yctaHoBneHHbiM MS IE 5.0 n Bbiwe). APM 3apernctpupoBaHHOro
nonb3oBaTens C K/4YEBbIM AOCTYNOM B3auMMogencTByeT C LleHTpoM peructpaumm no npoTOKONy
HTTP(S) ¢ ABYXCTOPOHHEN ayTeHTUdUKaUnen.

NHTepdeiic BHewHnx Mpunoxennin «Kpuntollpo YL»

MporpammMHoe obecnevyeHune LleHTpa Perucrtpauuu peanu3oBaHoO B Buae Beb6-cepBuca. Beb-
cepsuc LieHTpa Perncrtpaumm 6a3mpyoTca Ha TpeX OCHOBHbIX Be6-CTaHAapTax:
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— SOAP (Simple Object Access Protocol) —npoTokon ans nocbisIKn CoobLEeHMI Mo NPOTOKONY
HTTP(HTTPS) u apyrum Internet-npoTokonam;

-~ WSDL (Web Services Description Language) — Ha 3blke An8 OMUCAHUS MPOrpaMMHbIX
nHTepdericoB Be6-cepBMCOB;

— UDDI (Universal Description, Discovery and Integration) — Ha cTaHgapTe ANns MHAEKCAUUK
Beb-cepBUCOB.

Hanpumep, KoHcoNb aaMuMHuUCTpatopa LUeHTpa Peructpaumn obuwaetca ¢ cepBepoM
NpUNOXEHNA NyTEM Bbi30Ba METOAOB yAaneHHbIX 06bekToB no SOAP npoTtokony, ncnonbsys WSDL
onucaHue Beb-cepeuca RA.wsdl.

LleHTp perncrtpauum npenocTaBnseT NporpaMmMHbii MHTepdenc BHeWHUxX npunoxeHuin (UBIM)
ana poctyna K dyHkumoHanbHoctu LP. TporpaMMHbIin  MHTepdEeNCc MCnonb3yeTtcsa BHELWHWUMMU
NPUNOXEHNAMWN, KOTOpble MOryT BbICTynaTb B pPoOAM MNOoAb30oBaTeNns WAW aAMUHUCTpaTopa, B
3aBUCMMOCTUM OT NpeaocTaBasemMoro ceptudukara.

Ons obecneyeHnsa BbI30OBOB yAaneHHbIX 06beKTOB C ucnonb3oBaHnem SOAP npoTtokona LleHTp
Perncrtpauun coaepxut cneuunanbHyto ASP ctpaHmuy «RA.asp» — obpabotunk SOAP-3anpocoB. ITOT
06paboTtumk npuHmmaetr SOAP 3anpockl, nocTynawwmne no nportokonam HTTP mnm HTTPS, B BUAE
AokymeHToB XML. C ucnonb3oBaHunem WSDL n WSML onucaHua Beb-cepBuca, oH npeobpasyeTt ux B
Bbl30Bbl 06bekTOoB MNpunoxeHma COM+ LleHTpa Peruncrpaumu. o OKOHYaHWIO Bbi30Ba, OH MoOJy4vaeT
BO3BpallaeMble 3HayeHus, ynakosbiBaeT nx B SOAP cooblueHne 1 OTnpaBasieT ero KIMEHTCKOM YacTu
NpUNOXeHUS.

dakTn4yeckn, paspaboTka NpUIOXKEHUs, KOTOPOMY HeobxoamMa (yHKUMOHaNbHOCTb LleHTpa
Pernctpauumn, cBOoAUTCA K HanNMCaHWKO MporpaMmMbl, KoTopas dopMupyeT <«npaBuiibHble», B
cootBeTcTBUM ¢ WSDL onucaHuem, SOAP 3anpocbkl, coaepxalime Ha3BaHue Beb-cepBuca, nopTa,
Bbl3blBAaEMOro MeToAa, HaMMeHOBaHUA U 3HAYEeHUs MapaMeTpoB MeToda. [MOTOM HeKOTOpbIM 06pa3oM
3Ta NporpaMMma oTrnpasngeT nx rno npotokosam HTTP mnn HTTPS Ha URL agpec RA.asp. B oTeeT 3Ta
nporpamma nonydyaet SOAP oTBEeT C pe3y/sibTaTaMn Bbl30Ba, 3aTeM pa3bupaeT 3TOT NakeT U U3BNEKAET
BO3BpallaeMble 3HaYeHus.

Pexxnmbl paboTbl «Kpuntollpo YL»

1) PexuMbl pernctpauumm nonb3oBaTtenen Yaocrosepswuwero LieHTpa

MK «Kpuntollpo VYL» o6ecneuMBaeT peanum3auuio Creayrowmx pexmMoB pervcrpaumm
nonb3oBaTenen:

— LleHTpanu130BaHHbIA PEXUM

Mpwn LeHTpasin30BaHHOM pexume peructpauuu, naeHTUdmnKaums rnosnb3oBaTens
oCyLlecTBNgeTcad aAMWUHUCTpATOpoM Ypocrtosepswuwero LleHTpa Ha OCHOBaHUM [LOKYMEHTOB,
yAOCTOBEepSALWNX TNYHOCTb NoMb30oBaTens, Npu JIMYHOM MNpuUbbITUN pPerncTpupyeMoro nosib3oBartens
B YL.

AOMUHUCTpaToOp C wucnonb3oBaHnem [O APM  agMmuHucTpatopa LUeHTpa Peructpauun
dopMmpyeT 3anpoc Ha perucTtpaumio B 3/1IEKTPOHHOM dopMe OT MMeHM Nonb3oBaTens M npuHuMaeTt
ero.

— PacnpeneneHHbin pexum

PacnpeneneHHbIl pexuM perncrtpaunm nonb30BaTesst SABSETCS ONUMOHANbHbIM PEXUMOM U
MCNOJNIb3YETCA MNpU HEBO3MOXHOCTU (I'IO pa3HbiIM MNpWMynHaM, B TOM 4Yucne w“U NO nNpUnynHe
3KOHOMMYECKOMN LeniecoobpasHOCTN) perncrpauum nosb3oBaTenen B LEeHTPAM30BaHHOM pexunMe.

Mﬂ,eHTMd)VIKaLWIFI nosib3oBaTens OCYLLECTBNAETCA HOTapunycom nyTem coBepLIEHUA
HOTapualibHbIX OENCTBUN npn 3aBepeHnNn 3aaBNeHNA Ha PErncTpaumio nonb3oBaTtesid, Ha OCHOBaHUK
AOKYMEHTOB, YAOCTOBEPALWNX JIMYHOCTb MNOJZIb30BATENA.

C nomouwbto MO APM peructpaunm nosb3oBaTesns perncTtpmpyembie nosib3oBatenm gopMmnpyrot
3anpoc Ha perncrtpaunto B 31EKTPOHHON dopmMe.

Pernctpauma nonb3oBaTens B pacnpegeneHHoM pexumme Ha YL ocyuwectensertcs
aAMMHUCTpAToOpoOM YaoctoBepsitouwero LleHTpa Ha OCHOBaHMM HOTapuasibHO 3aBEPEHHOro 3asiBfieHUs
Ha pervcTtpaumio U 3anpoca Ha perucTpaumio B 3/1IeKTPOHHOM dopMe nyTeM MNpUHATUS 3anpoca Ha
perucTpaumio B 3/IeKTPOHHOM dhopMe.
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2) Pexxnmbl  ynpaBfieHMs  Ka4YaMu U cepTudmMKaTaMm  OTKPbITbIX  K/KYERn Mnonb3oBaTtenem
YpoctoBepswuwero LleHTpa

— LleHTpanun3oBaHHbIA PEXUM

Monb3oBatenu YL nony4yawT KAOUM U cepTUdUKATbl OTKPbITbIX K/KOYEN Yy OTBETCTBEHHOIO
coTpyAHuKa (aaMuHucTpaTtopa) Y.

AOMUHUCTPATOP BbIMOSIHAET Npoueaypbl reHepaunm Ka4ven U ceptudunkaToB nonb3oBaTenemn
Ha cBoeM paboyeM MecTe C ucnonb3sosaHuem MO APM agmumHucTpaTopa LleHTpa Perncrtpaunn.

YnpasneHue cepTtudumkaTtaMm NoMb30BaTENEN B TEUYEHUM WX XU3HEHHOrO LUMKa, Takxe
OoCyLlecTBngeTcss agMMHMCTpaTopom YLI.

— PacnpeneneHHbIin pexum

Monb3oBaTtenn Yaoctosepswwero LeHTpa caMoCToATeNIbHO OCYLWEeCTBAAT rnpoueaypy
reHepaumu Kar4en n gopMmnpoBaHme 3anpocoB Ha cepTudmKaT OTKPLITOro Kitouya.

BbINnONHEHMEe 3TUX npoueayp OCyLUeCcTBAseTCa C ucnosnb3osaHnem APM 3aperncrtpupoBaHHOro
nonb3oBaTens Ha paboyem MecTe.

MocTynatwme 3anpockl Ha cepTMdUKaTbl OTKPbITbIX K/KOYEl nonb3oBaTeneln obpabaTbiBatoTcs
aagMmHucTpatopoM YL c ncnonbsosaHneMm APM agmmHucTpatopa LleHTpa Perncrpaumu.

YCTaHOBKY Ha paboyeM MecTe BbINYLEHHbIX CEPTUPUKATOB OTKPbITbIX K/OYEeNn nosb3oBaTesnb
OCYLLeCTBNSET TakXe C wucnosb3oBaHneM APM 3apeructpupoBaHHoro nosb3oBaTtenda. Ha APM
3aperncTpmMpoBaHHOro Mnosb3oBaTens MpefoCTaBASETCS BO3MOXHOCTb OCYLEeCTBUTb (opMMpoBaHue
3anpoca Ha 0T3bIB (NpuocTaHoBNeHNe/BO306HOBEHNE AENCTBUS) CEPTUDUKATOB OTKPbITLIX KOUEN U
Knto4yen nposepku IM.

MacwTabupyemocTb 1 npoussoauTenbHocTb MK «Kpuntolpo YL»

MacwTtabnpyemocTb

Hannune B coctaBe nporpamMMHoro obecnedeHus LUeHTpa Peructpauum nporpaMMHoOro
nHTepderca ansa paboTbl C BHEWHUMU MPUNOXKEHUAMU TpeTbux GUPM M03BOMASET co34aBaTb
WHTErpUpPOBaHHbIE pELLUEHUS.

MporpaMMHbIN MHTEpdENC NpeaocTaBaseT BO3MOXHOCTb BCTPOUTb B CTOPOHHME MpOrpaMMHbie
npoaykTbl dyHKUMM nNO ynpasneHuwo obbekTamu LUeHTpa Peructpauum (y4deTHble 3anucu
nonb3oBaTtenen, ceptudurkaTbl, 3aNpocbl OT Nosb30BaTeNnen n T.4.). Takoe BCTpanmBaHME MO3BONSET
onTUMU3NPOBaTb WHGMOPMALMOHHbIE TMOTOKWM B MPUKNAAHBIX CUCTEMAaxX 3a CYET COBMeLLeHUs
permctpauuMm nonb3oBaTenen B MPUKIAAHOW CcUCTeMe C pernctpauMen nonb3oBaTens Ha
YpocTtosepsawweM LleHTpe, ynpouweHus asTopum3aumm aboHEeHTOB B cUCTEMax 3allULEHHOro
AoKyMeHTo0b0opoTa 1 Tak aanee.

Peanusaums nporpaMMHOro wuHTepdelica LeHTpa PeructpaumMnm € UCMNOJSIb30BaHMEM
3alUMLEHHOr0 TPaHCMOPTHOro npoTokona TLS u cTporoii ayTeHTUdMKauuM B3aMMOAENCTBYHOLWLMX
KOMMOHEHTOB Ha OCHOBE CEPTUMUKATOB OTKPbIThIX K/toUei, o6ecneuynBaeT aBTopu3aLmio KINEHTCKUX
N CEpPBEpPHbIX 4YacCTeli WHTErpUPOBAHHOIO MPUIOXKEHUS W obecrneymBaeT KOHMUAEHLMANIbHOCTb
nepegaBaeMblX AaHHbIX. Tpe6oBaHWe obecrnedyeHnss KOHMWUAEHUMANbHOCTU MepeaaBaeMbiX AAHHbIX
MeXAYy BHELIHUM MPUNOXEHNEM U LIEHTPOM Peructpaunu BO3HWKAET B CNEACTBUW TOro, YTO B COCTaB
nepenaBaeMbiX MaHHbIX BXOAUT W MNepcoHanbHas MHdopMauusa nonb3oBaTenen, U MHdbopMauusa us
[OKYMEHTOB, pernaMeHTUpyLWmx o6cnyxXnBaHne nonb3oBaTens B NPpUKIAAHON cUCTEME.

Moapepxka  Heckonbkux  LleHTpoB  Permctpaumm B coCTaBe  OAHOrO  KOMMJieKca
YpocrtoBepsitowero LleHTpa CTaHOBUTCS akTyanbHa B Cllydae Hannums pasfiunydHbiX 6musHec-moaenemn
yrnpaB/ieHUs pPerncTtpaunoHHbIMM  3anucsaMM  MNonb3oBaTeNen WM UX  KIK4YEBOM WHGOpMaumMn B
NpUKNagHblX cucTteMax npeanpuatmsa. W3MeHss HacTpoku M pexmmbl paboTbl B LleHTpax
Pernctpauumn, ob6cnyxumBamWmMx COOTBETCTBYOLWME MpUKIagHble CUCTEMbI, B COOTBETCTBUU C
npeabsBnsaeMbiMn TpeboBaHMAMM  AOCTUraeTcsd ONTUMM3AUMSA CUCTEMbl  YMPaB/IEHUS  YUYETHOM
MHpOpMaLUM MOoNb30BaTeNEeN, KlOYaMn U CepTUDMKATOB OTKPbITbIX KJTOYEN U Kito4ver npoBepku M.
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PucyHok 2 - lMopaepxka Heckonbknx LIP

B3auMopenctene KOMMOHEHT YpocTtoBepswwero LleHTpa nocpeacTBOM — 3alUMLLEHHbIX
CoegMHeHMn € wucnosb3oBaHueM  npoTtokona  HTTP(S) obecneuymBaer  TeppuTOpuasbHO-
pacnpegeneHHyr Moaeno Ypocrtosepswouwero LeHTpa. Wcnonb3oBaHMe B KayecTBe CUCTEMbI
TENEeKOMMYHUKaUni ceTb MHTepHeT NO3BONISIET 3HAUMTENbHO YAELWEBUTb peasin3aunto Takon moaenu
YpocToBepswuwero LleHTpa 6e3 cywectBeHHoro ocnabnenmsa tpebosaHuin no 6e€3onacHoOCTy.

Mpou3BoAUTENBHOCTb

C uenblo npoBeAeHMs  HE3aBUCUMMOM  3KCMNepTu3bl  NOTpebuTenbCKMX  CBOWCTB U
npoussoamtencHoctn MK «Kpuntolpo YU», OO0 "KPUNTO-MPO" (http://www.cryptopro.ru) n 3A0
"YoocTtosepsitowmin LeHtp" (http://www.nwudc.ru/) 3aknioumnm coriaweHne, B paMkax KOTOPOro Ha
TexHonormdeckon 6aze 3A0 "Ypocrtosepswowwui LleHTp" cunamm cneunannctoB KoMmnaHuu 6bian
nposeaeHbl wucnbitanma T[MAK «Kpuntolpo YU». [MMporpamma M MeToAMKa WCObITaHWA 6Gblnia
paspabotaHa coBMecTHO crneumanmctamm OO0 "KPUMTO-MPO" n 3A0 "YpocTtosepswwmin LleHTp" u
npegycMaTpvBana BbINMOJ/IHEHME TECTOB, MNOATBEPXAAKLWMX (GYHKLUMOHaNbHblE BO3MOXHOCTU [MAK
«KpunTtolpo YL», 3asiBneHHbIX npoum3BogmMTeneM. Takxe B paMKax 3TUX [OroBOPEHHOCTEMN
BbIMOJIHANIMCb Harpy304Hble TECTbI N0 perucTpaumn nonb3oBatenen Ha «Kpuntollpo YL».
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