127 018, MockBa, CyweBckui Ban, 4.18 /\

TenedoH: (495) 995 4820

®dakc: (495) 995 4820 > KP I/I HTO |_| PO
http://www.CryptoPro.ru

E-mail: info@CryptoPro.ru \_/

Cpenctso Kpuntollpo CSP
Kpuntorpadpunyeckomn Bepcust 4.0 KC1

MpunoXxxeHne KOMaHAHON CTPOKKU
3aLLI,MTbI Ans paboTbl € cepTUdUKaTamu
NHdopMauunm

XTAN.00087-01 93 02

Jluctos 9

2017 r.


http://www.cryptopro.ru/
mailto:info@CryptoPro.ru

KTAN.00087-01 93 01. Kpunrollpo CSP. IIpunoxenne KOMaHIHON CTPOKU

© 000 «KPUNTO-MNMPO>», 2000-2017. Bce npaBa 3alMLyEHbl.

ABTOpCKME npaBa Ha CpeacTBa Kpuntorpaduyeckor 3awuTbl WMHdoOpMauuuM Tuna
«Kpuntolpo CSP» n  3sKkcnnyaTauMOHHYH  AOKYMEHTAUMIO  3aperncTpupoBaHbl B
PoccuiickoM areHTCTBE Mo NaTeHTaM M ToBapHbIM 3HakaM (PocnaTeHT).

HacToAwmin AOKYMEHT BXOAUT B KOMMJEKT MOCTaBku nporpammHoro obecneyeHuns CK3U
«Kpuntolpo CSP» Bepcuun 4.0; Ha Hero pacnpoCTpaHsaTCS BCE YCOBUS NMLEH3NOHHOMO
cornaweHns. be3 cneunanbHoro nucbMeHHoro paspeweHns 000 «KPUMTO-MPO»
AOKYMEHT WAM ero 4acTb B 3/IeKTPOHHOM WAM nNevyaTHOM BWAE He MOoryT O6biTb
CKOMWPOBaHbl N NepefaHbl TPETbUM SiLAM C KOMMepPYeCcKon Lenbio.
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AHHOTaUMS

[JaHHbINn  OOKYMEHT coaepXuT obwyio unHdbopMauMi MNo WCMoJb30BaHUIO MPOrpaMMHOro
npoaykta «XTSAM.00087-01 93 01. Kpuntollpo CSP. T[lpunoxeHme KOMaHAHOMW CTpPOKM>»,
npegHasHadeHHoro ansa paboTbl C cepTuduKatamMnm C UCNOMb30BaHNEM MHGPACTPYKTYPbl OTKPbITbIX
Knto4ven, wngposaHus/pacumndpoBaHms cooblieHnin, cogepxalnxcsa B darnax, co3gaHus/npoBepku
3/IEKTPOHHbIX NOAMMUCEN M X3WNpPOBaHUA coobLeHM, cogepXalumxcs B daine nnm rpynne ¢annos.

1. CuctemMHble TpeboBaHus

Windows
BkntoyaeT nporpaMMHo-annapaTHble cpeabl:
Windows XP! (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).
LSB Linux

Bkntodaet amctpubytusbl Linux, yaosnersopsitowme crtaHgapTty Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:

CentOS 4/5/6 (x86, x64);
CentOS 7 (x86, x64, POWER, ARM, ARM64);
OCb (OS-RT) (x64);
TA OC ANUC ®CCIT Poccun (GosLinux) (x86, x64);
Red OS (x86, x64);
Fedora 25/26/27 (x86, x64, ARM);
Oracle Linux 4/5/6 (x86, x64);
Oracle Linux 7 (x64);
OpenSUSE Leap 42 (x86, x64, ARM, ARM64);
SUSE Linux Enterprise Server 11SP4 (x86, x64);
SUSE Linux Enterprise Server 12, Desktop 12 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);
Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
CnHTe3-0C.PC (x86, x64);
Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
Ubuntu 17.04/17.10 (x86, x64);
Linux Mint 17/18 (x86, x64);
Debian 7/8/9 (x86, x64, POWER, ARM, ARM64, MIPS);
Astra Linux Special Edition, Common Edition (x64).
Unix
BkntovaeT nporpaMMHo-annapaTtHble cpefbl:
ALT Linux 6/7 (x86, x64, ARM);

Anbt CepBep 8, AnbT Pabouas crtaHuusa 8, AnbT Pabouasa crtaHuma K 8 (x86, x64, ARM,
ARM64);

ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);
POCA XPOM/KOBAJIbT/HUKEJTb (x86, x64);
FreeBSD 9/10/11, pfSense 2.x (x86, x64);
AIX 5/6/7 (POWER);
Mac OS X 10.9/10.10/10.11/10.12 (x64).
Solaris
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BktoyaeT nporpaMMHo-annapaTHble cpeabl:
Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

i0s

BktoyaeT nporpaMMHo-annapaTHble cpeabl:

Apple iOS 8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.0.1/9.0.2/9.1/9.2/9.2
.1/9.3/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10/11 (ARMv7, ARM64).

BupTtyanbHble cpebl
Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
Microsoft Hyper-V 8/8.1/10 (x64);
Citrix XenServer 7.1/7.2 (x64);
VMWare WorkStation 11/12 (x86-64);
VMWare Player 7/12 (x86, x64);
VMWare Sphere ESXi 5.5/6.0 (x64);
Virtual Box 3.2/4.0/4.1/4.2/4.3/5.0/5.1 (x86, x64);
RHEV 3.4/3.5/3.6/4.0 (x64).

MpnMeyaHua:
1. Bepcusa POSReady.
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Mcnonb3oBaHWe nMporpammel

certmgr - yruinuTa KOMaHAHOM CTPOKH JUIsl yIpaBJICHUs
ceptudukaTamu, cnuckamu ot3biBa ceprudukaroB (CRL) u xpaHunuiaMu. Y THIATA MOXKET
yCTaHaBJIUBaTh, yAAJIATh, PACKOAUPOBATh, SKCIOPTUPOBATH U OTOOpaKaTh CEPTU(PUKATHI

wm CRL u3 ¢aiinoBoro XxpaHwinia Wi KIFYeBOro KOHTEHHepa.

Bo Bcex BbI30Bax yTwiMTa certmgr J0KHA ObITh €JMHCTBEHHON KOMaH 0.
[To3uuys KOMaHbl U MOPSAOK OINLIUKA HE OIIPEIEIICHBI.

<certmgr> <-xkomanja> [<-options> |

<certmgr> <-inst> [<-store>] | [<-file>] | [<-cont>] |
[<-pin>] | [<-crl>] | [<-at_signature>] | [<-provname>] | [<-provtype>]

<certmgr> <-list> [<-store>] | [<-file>] | [<-cont>] | [<-dn>] | [<-crI>]
| [<-thumbprint>] | [<-verbose>]

<certmgr> <-decode> [<-src>] | [<-dest>] | [<-der>] | [<-base64>]

<certmgr> <-export> [<-cont>] | [<-store>] | [<-dest>] | [<-dn>] | [<-base64>] | [<-crl>]
| [<-provname>] | [<-provtype>] | [<-thumbprint>] | [<-at_signature>] | [<-silent>]

<certmgr> <-delete> [<-store>] | [<-dn>] | [<-crl>] | [<-cont>] | [<-thumbprint>]
| [<-provname>] | [<-provtype>] | [<-all>] | [<-silent>]

-inst

YcranoButs ceprudukat uin CRL B xpanunuie. MoxxeT co3aaTh CChUIKY U3 CepTH(HKaTa
Ha 3aKPBITHIH KITF0Y, €CJIH HEOOXOTUMO.

-list

BriBecTn B stdout cepruduxater unu CRL u3 xpanwunuina, ¢aiia win KOHTeHHepa.
-decode

[lepexonuposats ceprudukat unu CRL n3 DER B base64 unu obpaTHo.

-export

OkcroptrpoBath ceptudukar win CRL 3 XpaHunuina v KOHTeiHepa B (aiir.
-delete

VY nanute ceprudukar i CRL u3 xpanunuia.

-help

BriBecTu cipaBky.
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JI1s1 yTUTTUTBI HET Pa3HUIIBI MEXIY JUTMHHBIMH (--) © KOPOTKUMH (-) OTIIIASIMH.
ITopsimok onuumii He OIPEEIIEH.

-at_signature

Ncnonb3zoBatk 3akpeiTeiii kod AT_SIGNATURE Bmecto AT_KEYEXCHANGE.
-ask-cont

[Tonpocuts nosnb3oBarens ykazaTb KOHTEHHEP U3 CIIMCKA JOCTYIIHBIX KOHTEHHEPOB.
-base64

3akoaupoBats ceptudukar win CRL B base64 ko1upoBKy.

-cont <container>

VYkazaTh UMs KOHTEHHepa ¢ cepTU(UKATOM WM 3aKPBITHIM KIFOUOM.

Wwmst umeer Gpopmart, Harpumep, \\.\reader\name. Eciiu onus B<file> He Obuia yka3zana,
3aKpBITHIN KIIHOY U cepTU(UKAT OyAyT B3SATHl U3 YKa3aHHOTO KOHTEHHepa.
KonTeitnep MmosxeT ObITh YKa3aH B BU€ CTpOkH 'skip', B TakoM citydae

B cepTudukaTe He OyIeT co37aHa CChUIKA Ha 3aKPBITHIN KIIIOY.

-cert

Paborath ¢ cepTrduKaToM (3HaYEHUE 110 YMOTYAHUIO).

-crl

PaboTath co CIMCKOM OT3bIBa cepTU(UKATOB BMECTO CEPTU(HKATA.

-silent

HeunrepaxktuBHslii pexxum. Bosppaiaet omuoKy B ciryuae,

€CJIM MO/ 33JJaHHbIE TTapaMeTPhl MoaXoauT Oosiee omgHoro ceptudurata(CRL),

B TAKOM cllydae TpebyeTcs yka3aTh 0ojiee CTpOrue KpuTepuu MoHucKa.

-all

Ncnonb3oBate Bee moaxosmue ceprudukatsi(CRL).

-der

3akoauposats ceptudukar wiu CRL 8 DER-koaupoBKy (3Hau€HHE 10 YMOITYAHHIO).

-dest <path>

@aiin qs packoaupoBanHoro ceprudukara i CRL.
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-dn <field=value,...>

Kpurepun noucka mist ceprudukara. Ecimm 6osee ogHoro ceprudukara
YAOBJICTBOPAIOT 3aIdHHBIM KPUTCPUAM, IMOJIB30BATCIIIO 6yI[€T MPECaAJIOKCHO
BBIOPATh OJIMH U3 HAWICHHBIX.

-file <path>

[TyTe k daitny ¢ ceprudukarom nim CRL (MmoxeT 6b1Te DER min base64-3axko1upoBaHHbBIM
WM CepUAIM30BAHHBIM XPAHUIIUIIIEM).

-provname <name>

Nwms nposaiinepa.

-provtype <type>

Tun npoBaiinepa (3HaUEHHE O YMOIYaHUIO 75).

-help

BriBecTu cripaBKy 0 3a1aHHOM KOMaH[JE.

-pin <pincode>

[InH-KOI KOHTEHHEpA.

-src_file <path>

®aiin ¢ ceprudukarom uiaun CRL mis packoaupoBaHusi.

-thumbprint <hash>

Hudposoii otrievyatok ceprudukara st GUIbTPALHH.

-verbose

BriBoauTh 10JIpoOHY10 HH(POpMAIUIO 0 cepTHdUKaTe.

-store <name>

Nms xpannnuia. [lepsas OykBa yka3pIBaeT THUIT XPaHUJIHIIA -

"u' U1 MOJIB30BATENILCKOTO XPAHWININA, 'm' JIJIST XpaHUIUIA MAIIUHbI,
OCTaJIbHAs YacTh CTPOKHU 03 nepBoit OyKBbl 0003HAYAET UMS XPAHWIHIIIA.
Hcnonws3zoBanue 6e3 'u' wiam 'm' saBisieTcst yerapeBmuM. CyIecTByeT HECKOIBKO
MIPEIONPEAEIEHHBIX XPAaHUIIHILL

<My> - XpaHUJIHUIIIE JIJIs TTOJIb30BATEILCKUX CEPTU(PUKATOB,

<Root> - s kopueBbix CA ceptudukaros,

<CA> - nns npomexxyTounbix CA ceptudukaroB wiu CRL,
<AddressBook> - st mpyrux mosib30BaTeNbCKUX CEPTUHUKATOB,
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<Cache> - xpanunumie kama ceprupukaroB/CRL (10CTyMHO TONBKO YTEHUE U YAAICHUE).
<uMy> sBJISIETCSA 3HAYEHUEM IO YMOJIYAHHUIO.

certmgr BO3BpallaeT HOJIb [IPH yCIeXe U HEHYJIeBOU KOJ OIMIMOKH MPH OIIHOKeE.

certmgr -inst -store uMy -file /media/floppy/testuser.cer -cont "\.\FAT12_0\31cc730c-e57e-4b56-
8014-9b8f2ab79d6d'

YcranoButh ceprudukart u3 ¢aiina testuser.cer B Mojab30BaTeIbCKOE XpaHWIUIIE My ¢ CCBUIKOM Ha
3aKPBITHINA KITHOY.

certmgr -decode -src /media/floppy/testuser.cer -dest /media/floppy/testuser_base64.cer -base64

PackomupoBate ceptudukar u3 daina testuser.cer B base64 KOIUPOBKY M TIOJOXKHUTH €ro B
testuser_base64.cer.

certmgr -export -crl -store mCA -dest /media/floppy/root.crl

Okcnoptuposate CRL u3 mammunoro xpanwiuma CA B daiin root.crl
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