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2. AHHOTAIUA

Hacrosiee PykoBonactBo momonusier gokymeHT <«OKTAM.00087-01 91 01. Kpunrollpo CSP.
PyxoBozacTBo agmuHHCTpaTopa 6e3omacHocTH. Ob6mas yactb» npu ucnoib3zoBannu CK3U «Kpunrollpo
CSP» v 4.0 (nanee - CK3U1) B BUPTyasbHBIX CpeIax.

NHucTpykuun aJMUHUCTpATOpaM 0e3onmacHoCTH u 10JIB30BATENSAM Pa3JIMYHBIX
aBTOMATU3UPOBaHHBIX cucTeM, ucnonb3yomux CK3W B BUpTyalibHBIX — cpelax, JIOJKHBI
pa3pabaTbIBaThCs C Y4ETOM TPeOOBAHUI HACTOALIETO JOKYMEHTA.
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3. OcHoBHbIe TexHHNYeCKHe JaHHbIe U XxapakTepuctuku CK3U

ITporpammHo-anmnapaTHble cpesibl QyHKIIMOHUPOBAHHUS:

Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
Microsoft Hyper-V 8/8.1/10 (x64);

Citrix XenServer 7.1/7.2 (x64);

VMWare WorkStation 11/12 (x86-64);

VMWare Player 7/12 (x86, x64);

VMWare Sphere ESXi 5.5/6.0 (x64);

Virtual Box 3.2/4.0/4.1/4.2/4.3/5.0/5.1 (x86, x64);

RHEV 3.4/3.5/3.6/4.0 (x64).

B kadecTBe rocTeBBIX BHPTYaJIbHBIX CPEJ AOIMYCKACTCS MCIOIB30BaTh MPOTrPaMMHO-AIIapaTHbIC
athopMel, iepeuncieHHsbie B 1. 3.2 @opmyssipa XKTAN.00087-01 30 01.
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4. TpeooBanusi mo 3amure ot HCJI

4.1.Opranusanus padot no 3amurte ot HC/I

Heo6xonuMo HamuuMe Kak MHMHUMYM JBYX (YHKIMOHAQJIBHBIX pOJed  BUPTYaJIbHOMN

UH(QPaACTPYKTYPHI:

1. AqMuHHCTpAaTOp BUPTYQJIbHBIX MAlIMH, OCYLIECTBIISIOIIMN YNpaBiIeHUE KOMIIOHEHTaMU
BUPTyaJIbHOW HH(PACTPYKTYpPbI: BUPTyaJIbHBIMU MAIIMHAMH, CEPBEPHBIMH KOMIIOHEHTAMH, CHUCTEMOM
XpaHEHUs JaHHBIX.

2. AnmuHUCTpaTOp OE30MACHOCTH, OCYHISCTBISIONIMNA  aIMHUHHCTPUPOBAHUE BUPTYAIbHBIX
MaIIIVH.
[Ipumeuanue: BuptyanpHas uappacTpykrypa (MHGpAcTpyKTypa BUPTyalu3allid, BUPTyalbHas cpena) -
B 3aBUCHUMOCTH OT KOHTEKCTA, 1100 MHOKECTBO ImporpaMMHO-almnapaTHbiX CpCaACTB, O6€CH€‘-II/IB&IOHII/IX
pa3BEPThIBAHME BUPTYAIbHBIX MAIlUH, JTUOO CaMU ATH BUPTyalbHbIE MAalIMHBI U CHCTEMa UX CBS3EH
MEXTy COOOI.

4.2.YcranoBka I10

[19BM, Ha KOTOpBIX HCIONB3YIOTCS cpencTBa Buzyanuzanuu 1 CK3U, nommKHBI OBITH JOMYIICHBI
s 00paboTku KoH(uAeHIHAIbHOW HH(poOpManuu 1o nercTByommuM B Poccuiickoit ®deneparnuu
TpeOOBaHUAM MO 3aIIUTe MH(DOPMAIMKM OT YTEUKU MO TEXHUYSCKUM KaHajaM, B TOM YHUCIIE, [0 KaHaTy
cBs3u (Hanpumep, CTP-K), ¢ yueTom monenu yrpo3 B HH()OPMAIMOHHOW CHCTEME 3aKa3duKa, KOTOPHIM
n0JKHO poTuBocTOSITH CK3U.

Wucramsamus CK3W na paGoumx mecrax OJKHA IMPOU3BOAMTHCS TOJBKO C AUCTPHOYTHBA,
nmorydeHHoro 1o goBepeHHomy kananmy (m.2 JKTAM.00087-01 91 01. PykoBomcTtBO 0€30macHOCTH.
OO6m1as yacTs).

K ycranoBke 00111ecHCTEMHOTO U CHENUAIBLHOTO MporpaMMHoro odecnedeHus, a takxke CK3U,
JIOTyCKAlOTCs JIMIA, MPOIIeANINEe COOTBETCTBYIOIIYIO TMOATOTOBKY M HM3yYMBIIHE JOKYMEHTALMIO Ha
cootBerctBytomiee [10 u CK3U.

TpebGoBanust k ycraHoBke mnporpammuoro obOecnedenuss 1 CK3UM B rocteBoil U XOCTOBOI
OTIepAIMOHHBIX CUCTEMAX:

— Ha texanaeckux Cpe€acCTBax, MPCAHa3HAUYCHHBIX JJIA pa6OTI)I CO Cp€ACTBaMU BUPTYyaAJIU3alluA

U B CO3JJaHHOM STUMHU CPEICTBAMHU BUPTYaJIbHOU Cpejie CIIeyeT HUCIOIb30BATh TOJIBKO JUIIEH3MOHHOE
MporpaMMHOE oOecrieueHue PUpM — MPOU3BOIUTENCH.

—I[Ipu ycraHoBKe NpPOrpaMMHOTO OOECHeYeHUs BUPTyalU3aldd, TOCTEBOM OINEpalMOHHOMN
cucreMsl 1 CK3W HeoOXoauMO MPOBECTH KOHTPOJb LEIOCTHOCTH M JOCTOBEPHOCTh COOTBETCTBYIOLIETO
JTUCTpUOYTHBA.

— Ha II9BM u B BUpTYasibHOIl cpelie HE JAOJDKHBI YCTaHAaBIUBAThCs cpeacTBa pazpadotku [10 u
ornaauuku. Ecnm cpeictBa oOTiaaKM MPUIOKEHUN HYXKHBI U1 TEXHOJIOTMYECKHUX MOTpeOHOCTeH
OpraHu3aIiH, TO UX UCIOJIb30BAHUE JOJKHO OBITh CAHKIIMOHUPOBAHO aJIMUHUCTPATOPOM OE30IaCHOCTH.
[Ipn sTOM JOMKHBI OBITH PEATU30BAHBI MEPHI, UCKIIOYAIOIINE BO3MOXKHOCTH MCIIOJIB30BAHMS STHX
cpeactB Juis peaaktupoBanus koaa u namsatu CK3U u nmpunoxenudt, ucnons3yromux CK3U, a Taxxke
s mpocmotpa koxa u namsatu CK3U u npunoxenunit, ucnonssytonmx CK3U, B mpomuecce o6paboTku
CK3U 3amnmumiaemoit HHGOpMAaIMK W/ WK TIPU 3arpyKEHHON KITtF0oueBOr HH(OpMaIny.

— Ilocne 3aBepiieHus npouecca yCTaHOBKH JOJDKHBI OBITh BBIIOJIHEHBI JEHCTBUSA, HEOOXOIUMBIE
JUISL OCYLIECTBIIEHUS IEPUOINYECKOT0 KOHTpOIIsl LenocTtHocTu ycraHosieHHoro [10 CK3MU, a takxke ero
OKpY’KEHHS B COOTBETCTBUU C JOKYMEHTALIUEH.
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— [locne 3aBepiieHHs mpollecca CO3MaHUS BUPTYalIbHOW MAIIHMHBI, BBINOJHEHUS TPeOyeMbIX
HACTPOEK M 3amaHusi TpeOyeMbix napamerpoB BM, nomkHBI OBITH BBITIOJIHEHBI ACHCTBUS, HEOOXOAUMbBIC
JUISL OCYILIECTBIICHUS IEPUOAUYECKOTO KOHTPOJIS LIETOCTHOCTH HACTPOEK U nmapamerpoB BM.

Jns supryaneueix mamma VMWare WorkStation, VMWare Player, VMWare Sphere ESX
KOH(UTYpaIMOHHBIN (ailyl HAXOIUTCS B TOH YK€ IUPEKTOPHH, YTO U 00pa3 BUPTYaIbHON MAIIMHBI, HIMEET
pacupenue .vMxX. HazBanue koHpUrypanuoHHoro (aiina coBnasaer ¢ UMEHEM BUPTYaJbHON MAIIKHBL.
AHaJOrM4HO KOH(UrypaluoHHble (ailibl BUPTyalibHbIX MamuH Virtual Box nexar B aupekropuu c
o0pa3oM BUPTyaJbHONH MAIIMHBI, UMEIOT pacIIUpeHue .vboX M Ha3BaHHE, COBIAJANOLICE C MMEHEM
BUPTYaJbHOW MaluHbl. [lankoi Mo ymMoa4aHuIo AJis XpaHEHUsl HaCTPOeK BUPTyallbHbIX MamuH Hyper-V
spisieTcss manka \ProgramData\Microsoft\Windows\Hyper-V, umsi coBmagaer ¢ MMEHEM BUPTyaJbHOU
mamuabl. RHEV nmo ymondanuio xpaHuT koHduryparuonusie ¢ainel B nupextopun /etc/libvirt/, ums
COBIIAJIAET C UMEHEM BUPTYaJIbHOM MAIlIHHBI.

Hns  XenServer wuHpopMmanus O KOHQUIYpalUud BHUPTYaJIbHOW MAIIMHBI XpaHUTCA B
CIeNMaIu3upOBaHHON 0a3e MeTa-JIaHHBIX, TyOJIMPOBAHHON HAa BCEX XOcCTax (rumepBu3ope) XenServer.
AaMuHUCTpaTOp, 00JIaAaoNUil HEOOXOAUMBIMU MIPaBaMU, MOXKET OCYIIECTBUTH HKCIOPT BUPTYaJIbHOMN
MAaIllMHBl BMECTE C METaJaHHBIMH B OJHOM M3 cTaHmapTHeix (opmatoB — VHD ummu OVF. Tor xe
aMMHHCTPATOP MOXKET OCYIECTBUTh PE3EPBHOE KONIMPOBAHUE METAJAHHBIX BUPTYaIbHBIX MAILUH.

— Ilocne 3aBepuienus mpoiecca ycTaHOBKH rocteBol OC H0MKHBI OBITh BBIIOJTHEHBI JICUCTBHS,
HEOOXOAUMBIE Il  OCYILECTBICHHS IEPHOAMYECKOr0 KOHTPOJS LEJIOCTHOCTH YCTaHOBJIEHHOI'O
cucremHoro IIO B coorBerctBuM ¢ mnpuBeA¢HHbIM B JokyMmeHtauuu CK3U cnuckoMm ¢aiinos,
MOJIEKAIUX KOHTPOJIIO LIETIOCTHOCTH.

— IIpenycMoTpers  Mephl,  HCKIIOYAIOIIME  BO3MOXHOCTh  HECAHKIIMOHMPOBAHHOIO  HE
00Hapy’>KMBAEMOI'0 M3MEHEHUsS alNapaTHOW YacTH TEXHUYECKHX CPEACTB, Ha KOTOPHIX YCTAHOBJICHbI
CK3U1 u xOMIOHEHTHI BUPTyallbHOM MH(PaCTpyKTypbl (HalpuMep, IMyTeM OIleyaTbIBaHUS CHUCTEMHOIO
650ka u pazeemoB [I9BM).

4.3.HacTtpoiika runepBu3opa

Hactpoiikamu runepBu3opa J0JKHO ObITh 00€CIIEYeHO BHIMOIHEHHE CIEYIOMINX TPeOOBAHUMN:

— Jlnst kax oM BUPTYadbHOM MaIlIMHBI OJKHA OBITH BBIJEICHA OT/AENIbHAsI 00JaCTh ONepaTUBHON
MaMsITH XOCTOBOW MAILIMHBI.

— Heobxonnmo obecnieunTh HEBO3MOXKHOCTh MH(POPMAITMOHHOTO 0OMEHa MEXly BUPTYaJIbHBIMU
MalllMHaMH € UCIIOJIb30BaHUEM OOIINX PECYPCOB XOCTOBON MAllIUHBbI.

— Heobxonnmo obecnieunTh HEBO3MOXKHOCTh MH(POPMAITMOHHOTO 0OMEHa MEX1y BUPTYalIbHBIMU
Malll¥HaMH, TPOrpaMMHBIMH MPOLIECCAMU U ONEPALlMOHHON CHCTEMON XOCTOBOW MAallMHBI, HA KOTOPOM
(GYHKIIMOHHUPYET BUPTYyaIbHas HHPPACTPYKTYpPa, UCTIOIB30BaHIUEM OOIIMX PECYPCOB XOCTOBOW MAIIUHBI.

— Heo6xoaumMo obecriednTh HEBO3MOKHOCTh HH(OPMAIIMOHHOTO 00MEHa MEKIy MPOrpaMMHBIMHU
MpoLIeCCaMy, HCIONb3yeMbIMU JJIs JOCTyMa IO0Jb3oBaTeNell K BUPTyaJbHbIM MallMHAM, U WHBIMHU
IPOrpaMMHBIMH IIPOIIECCAMU C UCTIOIB30BAHUEM OOIIHX, pa3/eNsieMbIX PECYPCOB.

4.4.3amura or HC/I mpu 3xcnayaranun CK3U

3anpenieno:

— OCTaBJIATH ©0€3 KOHTPOJS BBIYMCIUTENIBHBIE CPEJICTBA, HAa KOTOPBIX JKCIUTyaTUPYETCS
BHpTyalbHas MalinHa ¢ ycTaHoBieHHBIM Ha Held CK3U, u kineHTckue MecTa (TepMUHAIIBI) TIOCIe BBOAA
KITII04eBOi nH(popMaIuu 1100 HHOU KOH(pUASCHINATBHON HH(pOpMaIHH;

— OCTaBJIATh 0€3 KOHTPOJIA KIUEHTCKHE MecTa (TepMHHANbI) MOJb30BaTeled BUPTYaJbHBIX
pabouunx cToj0B ¢ ycTaHoBiIeHHbIMU Ha HUX CK3U;

— BHOCUTH Kakue-Tu00 U3MEHEHUs B IporpaMMHoe obecrieuenue suptyanuzauuu u CK3U.
7
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Heo0xoaumo:

— OpraHu3oBaTh 3aTHpaHue (1o okoH4YaHuu ceanca pabotsl CK3U1) BpemeHHbIX (aiinoB u ¢aiinos
MOJIKa4YKH, (POPMHUPYEMBIX MM MOIuHUIpyeMbix B nporecce padotel CK3U. Ecnu 3T0 HEBBITOTHUMO,
To rocreBas OC JODKHA HMCIOJIB30BaThCS B OJHOINOJIB30BATEIIBCKOM PEXMME M Ha JKECTKUN JTUCK
XOCTOBOW MalIMHBI, a TaKkKe Ha o0pa3 AHMCKa BHUPTYaJbHOM MaIlUHBI JOJDKHBI PaCIpOCTPAHSTHCS
TpeOOBaHUs, MPEIbIBIAEMbIE K KJIFOUEBBIM HOCUTEIISAM;

peryyisipHO ycTaHaBIMBaTh MakeTbl 00HOBIeHUs1 Oe3zomacHocTH OC xocTOBOM MammHbl U rocteBoit OC
BUpTyaiabHOU MamuHbl (Service Packs, Hot fix u T.11.), 00HOBIIATH aHTUBUPYCHBIE 0a3bl B COOTBETCTBUHU C
HOPMAaTHUBHBIMU JJOKYMEHTAMHU JKCIUTyaTupylomeid opranuzanuu. [lomuMo OOHOBIEHMH Al TOCTEBOM
OC wu runepBu3opa, peKOMEHAYETCSI OOHOBISATH MHCTPYMEHTHl BUPTyalu3aluu, Takue kak VMware
Tools, XenTools, a TaKKe YTHIUTBI, UCIIOJIb3yEMBIE JUIsl YIIPABJIEHUS CPElOi
BUpTyanu3anuu. Pexomenayercs rcciaeaoBath HHOOPMALIMOHHBIE PECYPCHI IO BOIPOCAM KOMITbIOTEPHOM
0€30IIaCHOCTH C LEJbI0 CBOEBPEMEHHOM MUHMMM3ALMM ONACHBIX TIOCJIEACTBUH OT BO3MOXKHOTO
BozzaercTBus Ha OC. Takxke peKOMEHIYeTCsl PerysspHO 3HAKOMUTCS ¢ OIOJUIETEHSIMH IO O€30I1aCHOCTH,
nyOIMKyeMble TPOU3BOIUTENIEM HIIEPBU30pa, s MOTyUYeHHUs MH(OPMAMK O HAWICHHBIX YSI3BUMOCTSIX
U MX TOTEHIUAIBHOM BIUSHUM Ha HUH(PACTPYKTYpYy BUPTyaTU3aINH;

— UCKJIIOUUTH BO3MOKHOCTb nonaganus B OC XOCTOBOM MAllIMHBL, @ TAK)KE B TOCTEBYIO CUCTEMY
BUPTYaJbHOW MaIllMHBI MpOTrpamMM, MO3BOJSIOIIMX, MOJb3ysck omubkamu OC, nNOBBIIIATH
IIPEAOCTABIICHHbIE IIPUBUIICTHH;

— HCKJIIOYUTH OJIHOBpeMeHHYyI0 pabory B rocteBori OC c¢ paboratomum CK3U u 3arpyxkeHHOM
KIIF0UeBOM MH(pOpMaImell HeCKOIBKUX MoJb30BaTeneil. BupTyanpHas mammHa, QyHKIHOHUPYIOIIAs MO
OC Windows, na xortopoi ycranoBieHo CK3M, pomxHa HWCHONB30BATBCS  TOJBKO B
OJIHOIOJI30BATEIBCKOM pPEXHUME. B cilyyae HEBO3MOKHOCTH BBINOJIHEHUSI PEKOMEHIALMK B OpraHU3aluu
JOJDKHBI ~ OBITh  MPEAYCMOTPEHBI  JIOMIOJIHUTEIIbHBIE OpPraHU3allMOHHBIE MEpPhl 10 O00EeCreYeHHUIo
COXPAaHHOCTH KJIFOUEBOH MH(POPMAIUH, XpAHAIICIHCS Ha TAaHHOW BUPTYaIbHOU MAIIMHE.

4.5.Cucrema ynpasJjieHHs] BAUPTYaJIbHOM cpepoi

Cucrema ynpaBieHHs] BAPTYyaJIbHOM Cpefioi — 3TO 4acTh BUPTYaTbHOW HHPPACTPYKTYpbI, KOTOPAs
C TIOMOMUIBIO aINMapaTHO-IPOTPAMMHBIX CPEJICTB U CPEJCTB CETEBOI'O B3aUMOJICHCTBUS 00ECIIEUMBAET:

— yIpaBJieHHe THIepBU30poM ((popMHUpOBaHKE HACTPOEK U 3alaHKE TTAPAMETPOB);

— HACTPOMKY BUPTYaJIbHBIX MAIlIMH, BUPTYyalIbHBIX CETEH, UCIIOJIb3YEMbIX XPAHUIUI JAHHBIX;

— HEHTpaAJIM3alMI0 BUPTYAIbHBIX pecypcoB (oOecredeHne paboThl BCEX BUPTYalbHBIX MalllUH,
BUPTYaJIbHBIX CETEBBIX XPAHWINL] JJAHHBIX U BUPTYaJbHOTO CETEBOTr0 000PY0BaHMs MH()OPMALIMOHHON
CUCTEMBI, TTOCTPOCHHOH C HMCHOJIb30BAHUEM TEXHOJIOTMM BHUPTYyalM3allid, KaK €IUHON BHUPTYyaJIbHOU
pacrpeei€HHON BBIYUCIUTEIBLHON CETH);

— yIpaBlieHUE TepeMelnieHueM (Murpanueil) BUPTyajdbHBIX MalllMH C OJHOTO KOMIIbIOTEpa Ha
JIPYTOM.

CerTb ympaBieHUs BUPTYaIbHON Cpeloi MO KHA OBITH BBIJENICHA B OTAEIBHBINA CETEBON CErMEHT.
JUis 3alUThl JAaHHOTO CErMEHTAa JIOJKHBI MCIOJIb30BaThCS CPEICTBA MEKCETEBOTO SKPAaHUPOBAHUSA M
MIPEIOTBPALLEHUS BTOPKEHUH.

Cetb ynpaBieHHs] BUPTyaJIbHON HHPPACTPYKTYpOI HE TOJDKHA MOJKII0YAThCS K O0IIeIOCTYTHBIM
CETsIM (CeTsIM, IOCTYI K KOTOPBIM HE OTpaHUUEH OIpeNeIEHHBIM KPYTOM JIUIL).

4.6.TpeOoBanusi K MUTPAMU 00Pa30B BUPTYAJbHbIX MAIIIUH

ITpu nepenaue (Murpanuu) oopazoB BM uepes npoctpanctBo BHe K3 He00X0AMMO HCTIONB30BATh
KaHaJbl, 3aIlUIIEHHBIE CPECTBAMM MU(PPOBAHUS, UMEIOIMIMMHU CepTU(PUKAT YIIOJIHOMOYEHHOIO OpraHa.
IIpu »5TOM Ui COTJIacOBaHUsSl CEAHCOBBIX KIIIOYEeH ImM(pPOBaHUS HEOOXOAWMO HCIOJIb30BATh
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KpUNTOTrpapuuecKue MPOTOKOJIBI, 00ECIECUNBAIONINE 3aIIUTY CEAHCOBBIX KIIOYEH M ayTeHTU(UKAIIUIO
B3aUMOJICCTBYIOIINX CTOPOH.

4.7. TpeGoBaHus K CO3JaHNI0 CHANIIOTOB

Ha cnanmot BHpTyanbHON MaIIMHBI, CIeaHHBIN MOCIIe BBO/A KIIIOUEBOW HH(OPMAINH, JTOJKHBI
pacnpocTpaHsaThcsl TpeOOBaHUS 1O OOpaIleHUI0 ¢ KiroueBbiMu Hocutensmu (1.6.7 XKTAM.00087-01 91
01. PykoBOACTBO aiMHHHUCTpATOpa 0€30MaCHOCTH 001Iast YacTh).

4.8.3amuTa 0T ceTeBbIX aTAK HA THIIEPBU30P

Heo0xoaumo:

— HCIIOJIB30BATh  MEXKCETEBBIE OKpPaHbl W CUCTEMBI IPENOTBPALLEHUS BTOPKCHUM U
OJIOKMPOBAHUS CETEBBIX aTak U (GUIBTPALUHU CETEBOrO TpaduKa,

— ycra"aBiuBath oOHoBieHus [10 runepsuzopa;

— MPOBOJUTH KOHTPOJIb 1esiocTHOCTH 11O 1 HacTpoek runepBusopa;

— MPOU3BOJUTH PETUCTPALUIO IEUCTBUI aIMUHUCTPATOPOB BUPTYAJIbHOMN CPEJIBI.

4.9.3ammuTa oT ceTeBbIX aTak Mexay BM

JlomkeH ObITh 3amperieH HHQOPMAIMOHHBI OOMEH MEXIy BHUPTYalbHBIMH MAaIIUHAMU
WCIIOIB30BaHUEM OOIIUX PECYpCOB XOCTOBOW MAIIMHBI, B TOM YHCJE OOIMMX 00JIACTeH OmepaTUBHOU
MaMATH XOCTOBOM MAILIMHBI.

[Ipumeuanue - 11 ONEpPaTHBHOW MaMSTH BBINOJHEHHWE JAHHOTO TPeOOBaHHS aBTOMATHYECKH
obecnieunBaercs cpeacrBamu Hyper-V, VMWare u XenServer. Heo0xomumo Takxke 00eCHeUHTh
HEBO3MOXXHOCTh TOJKJIFOUEHUS 10 CETH BUPTYaJIbHBIX MAIlMH K CBOCH XOCT-MalinHe (HAaCTpOWKaMu
6paH11May3pa I/I/I/IJII/I CETEBbIMHU HOJ'II/ITI/IKaMI/II/I) U HEBO3MOXHOCTb YTCHUA JUCKOB XOCT-MalIWHBI B
BUPTYaJIbHBIX MallliHaX (HACTPOWKAMU BHPTYAIbHBIX MAIllMH, KACAIONIUXCS JIOCTYNMa K JIOKAJbHBIM

pecypcam).
4.10. Kounrtpouas neaocraoctu IO BupTyaibHoOi cpeasl

Heo06x0oauMoO BBIMOJMHATH KOHTPOJIb LIEJIOCTHOCTH CIEAYIOIIUX KOMIIOHEHTOB BHUPTYaJIbHON
CpeJibl:

— I1O runepBu3opa (Ha XOCTOBOIT MaIlIMHE);

— HacTpOEK I'MIEepBU30Pa;

— T1IO rocTeBoit onepaliuoOHHON CUCTEMBI,

— 00pazoB BUPTyalbHBIX MAIlMH, B TOM YHCIE, STAIOHHBIX 00pa3oB BM, ucnomb3yromuxcs npu
pa3BEPTHIBAHUHU HOBBHIX BM.

Kontpons nenoctHoctn CK3U, ycraHOBIEHHOro Ha BUPTYyaJbHOM MalllMHE, HEOOXOIUMO
MIPOBOJIUTH aHAIOTUYHO KOHTpouTto LenoctHocTh CK3U, ycraHoBIEeHHOTO Ha (hru3ndeckoi miatdopme.

4.11. TpeOdoBaHuA K 3TAJTOHHBIMH 3arpy304HbIM 00pazam BM

[Ipn co3maHuM STalOHHBIX 00pa30B BHUPTYaJbHBIX MAIIUH MPEABAPUTEIBHO JOJKHA OBITh
BBITOJTHEHA MTPOBEPKa:

— COOTBETCTBUS MMAPaMETPOB U HaCTpoek BM ycraHOBIEHHBIM TpeOOBaHUAM 0€301aCHOCTH;

— nenoctHoctH cucteMHoro I10 rocresoit OC u I10 CK3U B cooTBETCTBUH € AKCILTYaTallMOHHOMN
nokymenTarnueir Ha CK3U. [locne co3manust stamorHHOro oopasa (kinona) BM nomkHa OBITH BBITIOJIHEHA
KOHTpOJIbHasl ycTaHOBKa BM ¢ manHOro o6pa3a u KOHTpPOJIbHAsI POBEpPKa LEJI0CTHOCTH cucTteMHoro [10
rocteBoui OC u ITO CK3U;
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Jis  Kaxaoro  JTaJoOHHOTO o0pa3a  BUPTYaldbHBIX  MAIIWH  JOJDKHBI  BBITIOJTHITHCS
periaMeHTHUpOBaHHbIE MPOLEAYphl OOHOBIEHUS HACTPOEK, BKIIOUEHHBIX B 00pa3 MpOrpaMMHBIX
komnonent CK3HU.

JIOMKHO BBITIONHATHCS CBOEBPEMEHHOE OOHOBJIEHHE HAcTpoek BM, BKIIOUEHHBIX B ATaJIOHHBIN
o0pas3.

JlomKHA BBITIOJNHATHCS CBOCBPEMEHHAs ycTaHOBKa oOHOBIeHu Oe3zomacHoctu OC (TocTeBod u
XOCTOBOH).

3arpy3ouHble 00pa3bl JOJKHBI CO3/1aBaThCs TOJIBKO JJII BUPTYajbHBIX MAILUH, CO3JAHHBIX C
WCIIOJIb30BAHUEM JTAJIOHHBIX 00pa3zoB. [Ipu 3TOM MODKHO OBITH MCKIIOYEHO BHECEHHE B JTaJOHHBIN
0o0pa3 u3MeHEeHUH, BHIITOJHEHHBIX MPU CO3aHUU 3arPy304YHBIX 00pa30B.

KonupoBanue 00pa3oB BHUPTyaJbHBIX MAallMH C BBEACHHOH KIIOYeBON HMH(MOpMaIen u/uim
naumanusupoBanubiM [1JICY 3amnpereHo.

4.12. TpeboBanus k ayrenTuguxkanun noJb3osareneir CK3U

Hns ayrentudukanuun  nonp3oBareneit  CK3M  momycTmMO — HCTHIONB30BaTh  MAPOJIH,
yIIOBJIETBOPSIIOIIHUE CIIEAYIOIINM YCIOBUSAM:

— JUIMHA NapoJisd J0JKHA ObITh HE MEHee § CHMBOJIOB;

— B YHCJIE CUMBOJIOB MApOJisi 0053aTEIbHO J0JDKHBI IPUCYTCTBOBATH OYKBBI B BEPXHEM U HIKHEM
peructpax, udpsl U crenuaibHbie CUMBOIBL (@, #, $, &, *, % u T.11.);

— Iapoib HE JOJDKEH BKJIIOYaTh B ceOs JIETKO BBIUMCISIEMbIE COYETAHHS CHMBOJIOB (MMEHa,
¢bamunuy U T. 1.), a Takke odumenpunateie cokpamenus (USER, ADMIN, ALEX u T. 11.);

— [P CMEHE MapoJisi HOBOE 3HAYCHHE JOJDKHO OTIMYAThCA OT MPEIBIAYIIET0 He MeHee 4eM B 4-X
TO3UIHSIX;

— JIMYHBIN MapoJb M0JIb30BATEIb HE UMEET IpaBa COO0IIATh HUKOMY;

— NEPUOJIMYHOCTh CMEHBI HapoJisi OINpeNeNseTcss NPUHATOM MNOJIMTUKOM Oe30macHOCTH, HO He
JIOJDKHA TIPEBBIIIATH 6 MECSIIEB.

4.13. TpeOdoBaHue K ynpaBJeHUIO JOCTYIIOM
IITaTHBIMU cpeaAcTBaMu BUPTYyAJIM3allUU  JOJKHO  BBIINOJHATBHCA  YIIPABJICHUC OJOCTYIIOM

cyOBEKTOB JocTyna K OObEeKTaM JOCTyNna B BUPTyalbHOM HMH(PACTPYKType, B TOM YHUCIE BHYTpU
BUPTYyaJIbHBIX MAIIUH.

4.14. TpeboBaHue K perucTpanum coObITHI

HItaTHBIMU = cpeACTBaAMM BUPTyalIM3allMM JOJDKHA BBIOJHATBCA pErucTpanus CoObITHIA
0€30MaCHOCTH B BUPTyaJIbHOH MH(PACTPYKTYypE.
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