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1. AHHOoTaAuuA

[aHHbIN OOKYMEHT COAEPXWUT MpaBu/a MNosb30BaHUA CpeacTBa KpunTorpauyeckon 3alunThbl
nHpopmaunn (CK3N) «Kpuntollpo CSP» Bepcum 4.0, ero coctaB, Ha3Ha4YeHUE, KIKOYEBYIO CUCTEMY,
TpeboBaHus no 3awmute ot HCA.

[JOKyMeHT npegHasHadeH Ans  agMUHUCTPATOpPoOB  MHMOpMaUMOHHOM  6e30nacHOCTU
YUYpEeXAeHUN, OCYLLECTBNAOWMX YCTAaHOBKY, 06CNy>XnBaHMEe KOHTPOJIb 3a cobntoaeHnem tpeboBaHuii
K akcnnyataumm cpeacrts CK3UM, a Takxe agmMuHuctpatopam CepBepoB, CeTeBbiX pecypcoB
npeanpuatna u apyrux paboTHMkoB cnyx6bl MHPOPMaLMOHHOM 6e30MacHOCTM, OCYLLEeCTBAAKOWNM
HacTponky paboumnx mect ana pabotbl co cpeactsamMu CK3N.

WNHCTpyKUNU aAMMHUCTpaTopam 6e3onacHocTH n nosib3oBaTensam pasnmnyHbIX
aBTOMATU3UPOBaHHbLIX cucTeM, wucnonbsyrowmx CK3U «Kpuntollpo CSP» Bepcun 4.0 A0NXKHBbI
pa3pabaTtbiBaTbCsa C y4eToM TpeboBaHMn HacToswmx Mpasun.
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2. HazHaueHue CK3WU. YcnoBusa akcnilyatayum

CK3U «Kpuntollpo CSP» Bepcuun 4.0 npegHasHadyeHo 4S8 3aluTbl OTKPbLITOM MHGOpMauum B
MHPOPMALMOHHLIX cucTteMax obuwero nosb3oBaHuUsa (BblUMCNEHME M npoBepka 3M) m 3awuThl
KOHPUAEHUMANbHON WMHbOpMaLMK, He COoAepXallen CBeAeHUN, COCTaBNAKLWUX FOCYyAapCTBEHHYIO
TallHy, B KOPMNOpaTMBHbIX WHMOPMaALMOHHBLIX cucTemMax (wudpoBaHme w©  pacwundpoBaHue
nHdopMaunm, BbIYMCIEHME W TMPOBEPKA WMUTOBCTABKW, BbIYUC/IEHME 3HAYEHUs X3W-(YHKUUK,
BbluMciieHMe n nposepka ).

Mpu skcnnyataumn CK3UN «Kpuntollpo CSP» Bepcum 4.0 posmkHbl BbIMOAHSATBCS Cheaylolime
TpeboBaHus:

— CpeactBamu CK3U He ponyckaetca obpabaTbiBaTh MHMOpMaLUKIO, CoAepXKallyo CBEAEHUS,
COCTaBASAOLWNE FOCYAAPCTBEHHYIO TalHY.

— [JdonyckaeTtca wucnonb3oBaHne CK3UW ansa kpuntorpadmyeckon 3alinTbl NEPCOHasbHbIX
OAHHbIX.

— KnoueBas MHdopMauma aBasieTcs KoOHpuaeHUnanbHONM.

— Cpok gencreumsa kno4da nposepkun 3l — He 6onee 15 net nocne okoH4YaHUA CpoKa AENCTBUSA
cooTBeTCTBYOLWeEro kwoda 3I1.

— BHewHas ramma, wucnonb3lyemas 4S9 MHUMUMaNU3aAUUKM COCTOSIHUSA rnporpammHoro [CY,
SIBNSIETCSH KOHpUAEHUNANbHOMN.

- CK3M AO/IKHO NCNOSb30BaTbCA co cpeacTsamu aHTUBUPYCHOM 3alWmThl,
ceptudmumpoBaHHbiMm OCB Poccun. B cnydae wuX OTCYTCTBUS pPEKOMEHAYeTCcsa Mo
BO3MOXHOCTM WCMOJIb30BaTb CYLECTBYHOLWME aHTMBUPYCHble cpeacTBa 3awwuTbl. Knacc
aHTUBUPYCHbIX CpeACTB 3aluTbl onpegenserca ycnosumamum skcnnyataumm CK3U B
aBTOMATM3MPOBaHHbIX CUCTEMAX.

— PasmMeweHne CK3MN B nomelleHUAX, NpeaHa3sHauYeHHbIX 4719 BeAeHUSa NeperoBopos, B xoae
KOTOpbIX obcyxaarTcs BOMPOCHI, cofepxawme cBefieHus, cocTasnisowme
rocy4apCTBEHHYIO TaliHy, OCYLLECTBSETCA YCTaHOBNEHHbIM MOPSAKOM.

— MN3BM, Ha koTopbix wucnonb3dyetrca CK3W, pomkHbl 6bITb AonyweHbl Ans obpaboTku
KoHduaeHumanbHon uHboOpMaumnm no gencrteywwmm B Poccuiickon  degepauunmn
TpeboBaHMAM Mo 3awmTe MHPOPMaUMKN OT yTEeUYKM NO TEXHUYECKUM KaHanaM, B TOM 4uche,
no kaHany csasnm (Hanpumep, CTP-K), ¢ ydyeToM Mogenu yrpo3 B MHGMOPMaLMOHHOM
CUCTeMe 3aKasuunka, KOTopbIM A0/IKHO NpoTuBocTosaTb CK3N.

—  Wuctannauma CK3UM Ha paboumx MecTtax AOJIKHa NPOU3BOAUTLCS TONIbKO C AUCTpUbyTMBa,
NOSTYYEHHOro MO AOBEPEHHOMY KaHasny.

— BcrpauBanme CK3U B gpyrme cpeacrtBa BO3MOXHO TOSIbKO C MCMOJSib30BaHMeM (YHKUMRA,
YKasaHHbiXx B [punoxeHnn 2. B cnydyae MCMNoNb30BaHMSA MPOUYMX BbI30OBOB (YHKLMIA
nporpaMmMHbIX WMHTepdencos (ypoBHel BcTpamBaHuma) CK3UWM Heobxoammo Npou3BOAMTb
pa3paboTky otaenbHoro CK3WM B cooTBETCTBUM C AeNCTBYylOWen HopMmaTuBHOW 6a3on (B
yactHocTn, ¢ loctaHoBneHuem [MpaButenbctBa Poccuickon depepaummn ot 16 anpens
2012 r. N2 313 wu nNonoxeHnem o pa3paboTke, MNPOM3BOACTBE, peanms3aumn u
akcnnyataumn wudpoBanbHbiX (Kpuntorpaduyeckux) cpeacts 3awuTtbl MHbopMaumu
(MonoxeHwune MK3-2005)).

— Mpu 3kcnnyataumm CK3U [O/MKHbI MCNOMb30BaTbCsl TOJMIbKO CepTuduMKaTbl OTKPbITbIX
K/to4el, BbiNyLWeHHble A0BEPEHHbIM OpraHoM ceptudukaumn. B KayecTBe Takoro opraHa
AOMKEH BbICTYNaTh cepTuduumposaHHbein ®CB Poccunm Ypoctosepswowmin ueHtp (YU),
BbliNycKatowmn ceptudmkaTtbl U NOAAEPXKMBAOWMK CMUCKM OTO3BaHHbIX CepTUdUKATOB B
cooTtBeTcTBMM C PernamenHtoMm VYL, a Takxe cnyxba KOpnopaTUBHOM CUCTEMBI,
obecneunBalolwlas JAOBEpPeHHble CNPaBOYHUKUM CEPTUPUKATOB OTKPbITbIX KIOYERn C
NOAAEPXKON aKTyasbHOCTM BK/OYAEMbIX B CMPaBOYHUKU CEPTUPUKATOB.
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Mopsigok opraHmsaumm mn obecnedeHne 6e3o0nacHOCTU XpaHeHus, obpaboTkm n nepepaydun no
KaHasaM CBSI3M C MCMOJSIb30BAaHWEM CpPeACTB Kpuntorpadumuyeckon 3awmTbl MHpOpMaUnmM CBEOEHUN,
COCTaBASAWNX KOHDUAEHUMANbHYO MHMOPMaUMIo, OCYLLECTBNAETCS B COOTBETCTBUM C AOKYMEHTaMu
«NHCcTpyKumsa o6 opraHmsaumm n obecrnevyeHmn 6e30MacHOCTM XpaHeHUsl, 06paboTkm n nepegaym no
KaHasaM CBA3M C WCNOJIb30BaHMEM CPeACcTB KpunTorpaduyeckon 3awutbl uHbOpMaumm C
OFpaHM4YEeHHbIM [OCTYMOM, He coAepXalweh CBeAeHWN, COCTaBASKWMX FOCYAAPCTBEHHYI TalHy»
(Mpnkasz ®AMCU N? 152 ot 13 wmwoHa 2001 ropa), «lMonoxeHune o pa3paboTke, NpPOM3BOACTBE,
peanusaummn 1 aKcnayaTaunm wndpoBasbHbiX (KpUnTorpaguuyecknx) cpeacts 3awmTbl MHGOpMaLnUn»
(Mpuka3z ®Cb Poccun N° 66 oT 9 deBpana 2005 roga) v ApyrMMmn pyKoBOAALWMMN LOKYMEHTaMK Mo
obecneyeHunto 6esonacHocTn nHbopmaumu.

CK3MN «Kpuntollpo CSP» Bepcun 4.0 MOXHO 3KCrjyaTMpoBaTb CO ClefyloWwnMm
nporpaMMHbIMW NpoAyKTamm 6e3 npoBeaeHUs AOMOAHUTENbHbIX TEMATUYECKUX UCCNefoBaHUM 1U/vunm
OLUEHKWN BIUSAHUA:

—  npunoxeHus, exoaswme B coctas OC;
— MS Outlook (Office 2003, Office 2007, Office 2010, Office 2013, Office 2016);
— cepsep IIS;

HeobxoAnMMOCTb NMpoBeAeHUS OUEHKWU BAUSAHUA ANS NPOYMX NPOrpaMMHbIX NMPOAYKTOB (B TOM
ymcne yCTaHOBJ/IEHHbIX aAMUHUCTPATOPOM/MNOoNb30BaTENEM AOMOAHEHNN U paclUMpEeHUA NPOrpaMMHOro
obecneyeHnsi, nepeyncrieHHOro Bbile) onpeaensierca ¢ yyetom n.1.5 ®dopmynsapa XTAM.00087-01
30 01.

Cnepywowmne nporpammHele kKoMnoHeHTbl CK3W  «Kpuntollpo CSP» Bepcun 4.0 MOXHO
ncnonb3oBaTb 6€3 npoBeAeHMs AOMOJHUTENbHbBIX TEMAaTUYECKMX NCCNefoBaHNN:

—  MpUIOXeHne KOMaHAHON CTPOKM ANns Noanucu 1 wudposaHmnsa dannos cryptcp;
—  MpUIOXeHne KoMaHAHOW CTPoKkU Ans paboTbl ¢ cepTudmkaTamm certmgr;
— npwuioxeHue anga cosganmsa TLS-TyHHensa stunnel.

Mcnonb3oBaHue CK3UN «Kpuntollpo CSP» Bepcun 4.0 C BbIKOYEHHbIM PEXUMOM YCUITIEHHOIO
KOHTPO/IS WCMNOMb30BaHMUA KOYel He p[gonyckaeTtcs. BkawouveHMe [JaHHOro pexwuma ornucaHo B
aokyMmeHTax XXTSAM.00087-01 91 02. PykoBOACTBO aAMuHUCTpaTopa 6e3onacHoctu. Windows,
XXTAKN.00087-01 91 03. PykoBoacTBO agMMHUCTpaTopa 6esonacHocTtu. Linux, XTAW.00087-01 91 04.
PykoBoacTtBOo aaMumHucTpaTopa 6e3onacHoctu. FreeBSD, XTSAW.00087-01 91 05. PykoBOACTBO
agMmHucTpatopa 6e3onacHoctu. Solaris, XTAW.00087-01 91 06. PykoBOACTBO aAMMHUCTpaTopa
6e3onacHocTu. AIX, XXTAK.00087-01 91 07. PykoBoacTBO aaMMHKUCTpaTopa 6e3onacHocTtu. Mac OS.
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3. Mopsapok pacnpocrpaHeHna CK3U

YctaHoBo4Hble Mogynmn CK3U «Kpuntollpo CSP» Bepcum 4.0 n KOMNNEKT 3KCNayaTalMOHHOMN
OOKYMEHTauum K HeMy MOryT MOCTaBAATbCS MOSb30BaTENO0 YNOJHOMOYEHHOM OpraHm3auven AByMs
cnocobamu:

1) Ha Hocutene (CD, DVD-aunckn);
2) nNoCpeacTBOM 3arpy3ku yepes MIHTepHeT.

Ons noay4yeHums BO3MOXHOCTH 3arpy3sKu YCTaHOBOYHbIX Moaynen CK31
«Kpuntolpo CSP» Bepcun 4.0 n KOMMJEKTa 3KCMJyaTauMOHHOM [AOKyMeHTauuu nosib3oBaTtesib
HanpaBAsieT CBOW Y4YeTHble AaHHble YMOJIHOMOYEHHOW OpraHm3auun. YJyeTHble AaHHble MOryT O6biTb
HanpaB/eHbl NMOCPeACTBOM 3anosIHEHUS CreuManmM3MpoBaHHOM perncTtpaunoHHonm ¢GopMbl Ha canTe
YNO/IHOMOYEHHOM opraHM3aumu.

Mocne nony4yeHus YNOAHOMOYEHHOW oOpraHuM3aumen Yy4yeTHbIX JAaHHbIX MNOSb30BaTento
npefocrasngeTcs hoctyn Ha CTpaHuuy 3arpysKku YCTaHOBOYHbIX Moaynemn CK3un
«Kpuntolpo CSP» Bepcun 4.0 1 KOMMAeKTa 3KCMayaTauuoHHOMW AOKyMeHTauuu. [lpu 3arpyske
nosb3oBaTesieM YCTAaHOBOYHbIX Moaynen CK3W  «Kpuntollpo CSP» Bepcnn 4.0 u  KOMMnekTa
3KCNNyaTauMoOHHOW AOKYMEHTauum YNoIHOMOYEHHON opraHM3aumen NnpucBanmBaeTcs YYETHbIN HOMep,
MAEHTUDNUNPYIOLWMIA aK3eMnasp CK31 «KpunTtollpo CSP» Bepcumn 4.0, npeaocTaB/IEHHbIN
Nnosib30BaTeno.

Ha cTpaHuue 3arpy3ku BMecTe C AUCTPMOYTUBOM U AOKYMEHTaLMel pa3MeLlaeTcs oTAeNeHHas
3N1eKTPOHHas noAnucb, ANs MNPOBEPKM KOTOPOWM Heo6XoAMMO WCMoNb3oBaTb YTUAUTY cpverify,
MOJTyYEHHYI0 AOBEPEHHBIM 06Pa30oM M coAepXKallyto K/toY MPOBEPKU AAHHOW 3N1EKTPOHHON MOAMUCH.

YcraHoBka CK3UN «Kpuntollpo CSP» Bepcum 4.0 Ha pabouee MeCTo nonb3oBaTens MoXeT 6biTb
OoCyLLleCcTBIeHa TONbKO B CNy4yae NOATBEPXKAEHUS LLe/IOCTHOCTU MONYYEHHbIX YCTaHOBOYHbIX MoAyneln
CK3WM «KpunTtollpo CSP» Bepcmun 4.0 un akcnnyaTaumMoHHOMW AOKYMEHTaUMMN.

1. CpeactBo KOHTpons ULenocTHocTu (cpverify.exe) nepBOHayasbHO [AO/MKHO ObITb
MnoslyyeHo nosib3oBaTesieM Ha duanyeckoMm Hocutene B oduce komnaHum OO0
«KPUNTO-MPO», nmnbo y odwuumanbHOro aunepa. Takas yTwinTa CcuYMTaeTcs
NnoAy4YeHHOM poBepeHHbIM o6pa3oMm. [lanee nony4vYeHHOM p[OBepeHHbIM 06pa3oM
npusHaeTcs o4yepegHass Bepcus YTUAWUTbI, NonydyeHHas nwbbiM obpasom, Hanpumep,

|..| CKayaHHas C calTa WWW.Cryptopro.ru, npu ycnoBuKn, 4To oHa 6blna npoBepeHa ApYyruM
—- 3K3EMMNSPOM YTUNUTbI, MOJIYYEHHbIM paHee AOBepeHHbIM 06pa3oM, U nposepka 6biia
YCNELHOMN.

2. Knwou nposepku 3I, a Takxke uHbopMaums 0 HeM (AaTa cO34aHWUs, anropuTM X3L-
dyHKUMN, uaeHTUdUKaTop anropmtmMa noANMMCU) 3anucbiBalOTCSs B UCXOAHbIA KoA
YTUNUTBI Ha 3Tane c6opKu.
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4. OCHOBHbIEe TeXHUYECKME AlaHHbIE U XapaKTEePUCTUKH

4.1. NMNporpaMmMHo-annapaTHblie cpeabl pyHKUMOHMpoBaHUa CK3U:
Windows

BkntoyaeT nporpaMMHo-annapaTHble cpeabl:

- Windows XP! (x86);
- Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
— Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

Bkntovaer amctpubytuebl Linux, yaosnetBopstowme craHaapty Linux Standard Base ISO/IEC
23360 Bepcuun LSB 4.x:

— CentOS 4/5/6 (x86, x64);

— CentOS 7 (x86, x64, POWER, ARM, ARM64);

— OCb (0OS-RT) (x64);

- T4 OC ANC ®CCIM Poccum (GosLinux) (x86, x64);

— Red 0OS (x86, x64);

— Fedora 25/26/27 (x86, x64, ARM);

— Oracle Linux 4/5/6 (x86, x64);

— Oracle Linux 7 (x64);

— OpenSUSE Leap 42 (x86, x64, ARM, ARM64);

— SUSE Linux Enterprise Server 11SP4 (x86, x64);

— SUSE Linux Enterprise Server 12, Desktop 12 (x64, POWER, ARM64);
— Red Hat Enterprise Linux 4/5/6 (x86, x64);

— Red Hat Enterprise Linux 7 (x64, POWER, ARM64);

— CuHTe3-0C.PC (x86, x64);

— Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
— Ubuntu 17.04/17.10 (x86, x64);

— Linux Mint 17/18 (x86, x64);

— Debian 7/8/9 (x86, x64, POWER, ARM, ARM64, MIPS);
— Astra Linux Special Edition, Common Edition (x64).

Unix

BkntouyaeT nporpaMMHo-annapaTHble cpeabi:

— ALT Linux 6/7 (x86, x64, ARM);

— AnbT CepBep 8, AnbT Pabouas crtaHuma 8, AnbT Pabouas crtaHuma K 8 (x86, x64, ARM,
ARM64);

— ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);

— POCA XPOM/KOBANBT/HUKEJb (x86, x64);

— FreeBSD 9/10/11, pfSense 2.x (x86, x64);

- AIX 5/6/7 (POWER);

- Mac0S X 10.9/10.10/10.11/10.12 (x64).

Solaris

BkntoyaeT nporpaMMHo-annapaTHble cpeabi:

Solaris 10 (sparc, x86, x64);
— Solaris 11 (sparc, x64).

i0S
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BkntoyaeT nporpaMMHo-annapaTHble cpeabi:

- AppleiOS 8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.0.1/9.0.2/9.1/9.2/
9.2.1/9.3/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10/11 (ARMv7, ARM64).

BupTtyanbHble cpeabl

— Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
— Microsoft Hyper-V 8/8.1/10 (x64);

— Citrix XenServer 7.1/7.2 (x64);

- VMWare WorkStation 11/12 (x86-64);

— VMWare Player 7/12 (x86, x64);

— VMWare Sphere ESXi 5.5/6.0 (x64);

— Virtual Box 3.2/4.0/4.1/4.2/4.3/5.0/5.1 (x86, x64);

— RHEV 3.4/3.5/3.6/4.0 (x64).

MpnMeyaHus:
1. Bepcua POSReady.

4.2. KnroueBas cMmcremMa M KJirueBble HOCUTenu

CK3N «Kpuntolpo CSP» Bepcun 4.0 9BNAETCA CUCTEMOM C OTKPbITbIM pacnpeneseHmem
KMoYelh Ha OCHOBE aCMMMETPUYHOM KpunTorpadmMm C MCNOSb30BaHMEM 3aKpbITOro Kak4ya Ha oAHOM
CTOpOHE U COOTBETCTBYHOWErO €My OTKPbITOrO KJoya Ha ApYyron CTOpoHe.

Monb3oBaTenb BK/OYAETCS B CUCTEMY W UCK/OYAeTCs U3  Heé  YCTAHOBJIEHHbIM
YA0CTOBEpPSIOWMM LEHTPOM NOPSAAKOM.

Monb3oBaTtenb, obnagatowmii NpaBoM noanUcK n/mnn WndpoBaHMa AaHHbIX, BblpabaTbiBaeT
Ha cBoeM pabodyeM MecTe waM Mnonaydaetr y aAMUHMUCTpaTopa 6e3onacHoCTU (B 3aBUCMMOCTM OT
MPUHATON MONMNTUKM 6€30MNacHOCTU) JIMYHbIE 3aKpbITbi KoY (katou M) v OTKPbITbIA KoY (KoY
nposepkn 2I1). Ha ocHOBe KaXAoro OTKpbITOro kswo4a (kawuda nposepku D) YaocTtoBepstowmMm
LleHTpom dopmupyeTtcs ceptudmkaTt OTKPbITOro ktouda (cepTudukaT Knoda nposepku 2M1).

4.2.1. KnoyeBon HocUTenb

B kayecTBe KOUEBLIX HOCUTENEN MCNOJIb3YOTCA:

-I™MA 3,5”, USB aucku;

— CmapTtkapTtbl GEMALTO (GemSim1, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
- eToken, Jacarta;

— USB-TokeHbl PyTokeH 3LM (Flash, Bluetooth), PyTokeH Lite Rutoken S;

— CmaptkapTbl PyTokeH Lite SC, PytokeH 2L SC;

— PyTokeH S;

— Novacard;

— CmaptkapTtbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);
— CMmapTkapTta Y2K;

— CMmapTkapTta MS_KEY K;

— ESMART Token;

— CmapTtkaptbl Athena IDProtect, MorphoKST, Cha cardQOS, Cha JCOP;

— CMmapTkapTtbl AnmnoT INPASPOT Series, SCOne Series;

— Rosan;

— Pazgen HDD M2BM (B Windows - peecTtp);

- Npentnopukartopsl Touch-Memory DS1995, DS1996.

Mcnonb3oBaHMe  K/IOYEBbLIX HOCUTENEW B 3aBUCUMMOCTM OT MNpOrpaMMHoO-anmnapaTHoOM
nnatdopmbl oTpaxkeHo B XKTAN.00087-01 30 01. CK3U «KpunTtollpo CSP 4.0». ®opmynsap, n. 3.8.

1. XpaHeHune 3akpbITbiX kntoderr Ha HDD MN3BM n USB aunckax (B peectpe OC Windows, B
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M pazaene HDD npu pabote noa ynpaeneHnem apyrux OC) agonyckaeTrcss TONbKO npwu
== yC/I0BMM pacnpocTpaHenHmss Ha HDD, USB guck wnm Ha M2BM c¢ HDD TpeboBaHun no
obpaweHunto c knawyeBbiMn HocuTenamm (n.6.7 XTAW.00087-01 91 01. PykosoacTtso
aAMUHUCTpaTopa 6e30nacHOCTK obwas 4yacTb).

2. Bce BbllenepevyncrieHHble HOCUTENN WCMOJb3YIOTCAAOIKHbLI MCMOb30BaTbCS TOSIBKO B
KayecTBe MacCMBHOMo XpaHwnuuwia Kaw4veBor WHdopmaumm 6e3  Mcnonb3oBaHMs
KpuUnTorpadunyecknx MEXaHU3MOB, peanm3oBaHHbIX HA CMapT-KapTe/TOKeHe.

3. Ncnonb3oBaHWE HOCUTENEN APYrMX TUMOB - TONIbKO Mo cornacoBaHunto ¢ ®Cb Poccuu.

4.2.2. Paamepbl 1 CPOKN AENCTBUS KIHOUEN

ONVHbI KNOYEN 3NEKTPOHHON NOAMNUCHK:

—  KJ1HOY 3/IEKTPOHHOM NOANUCH 256 vnn 512 6ur;
—  KJIHOY NPOBEPKMU 3/IEKTPOHHON Nognumcu 512 nnn 1024 6uT.

ANVHbI KNOYel, UCNob3YEeMbIX NP WNdPOBaHUN:

—  3aKpbITbIM K/IOY 256 6uT nnn 512 6ut;
—  3aKpbITbIA KOY 512 6ut nnn 1024 6uTta;
— CUMMETPUYHbIN KoY 256 6ut

Mpwn akcnnyaTtaumn CK3N «Kpuntollpo CSP». Bepcus 4.0 gosmkHbl cobniogaTtbcs cneaytoume
CPOKM MCNOJSIb30BaHNSA MOJSIb30BaTEIbCKMX 3aKPbITbIX KOYEN N CEpTUPUKATOB:

—  MaKCMMasbHbIA CPOK AENCTBUSA 3aKpbITOoro kntoda 2M-256 (kntova 2M) - 1 rog 3 mMecsaua;

— MaKCuManbHbIA CPOK AENCTBUSA 3aKpbITOro kntda 3M-512 (kntoua 3M) - 1 roa 3 Mecaua;

— MaKCMManbHbIN CPOK AENCTBUSA OTKPbITOrO Kato4da IMM-256 (kntova nposepku II) — 15 neT;

— MaKCMManbHbIA CPOK AENCTBUS OTKPbITOro katoda IM-512 (knwova nposepku M) — 15 neT;

— MaKCUManbHbI CPOK AENCTBUS 3aKpPbITbIX M OTKPbITbIX Kouen obMeHa — 1 rog 3 mecsaua.

Mpn dopMMpPOBaHMM 3aKPbITOrO K/to4a B KOHTEMHEp 3anucbiBaeTCcs AaTa MUCTEYEHMs CpokKa
ILl,el‘/JICTBl/IFI 3TOro Knkw4ya, Mno MUCrte4eHnMm KOoToporo B 3aBUCMMOCTM OT 3HaAYEHUA NapaMeTpa
ControlKeyTimeValidity BO3MOXHbI pa3/inyHbie BapnaHTbl MCNOJIb30BAHUS 3TOrO K/ko4a.

3HadeHne «0» napameTpa He HakagbiBaeT HUKAKUX OFpaHVI‘-IGHVIVI Ha MCNoJsib30BaHWME Kilto4ya.

3HaveHue «1» napameTpa 3anpewaeTr dopmmpoBaHme M N WnNdpoBaHNEe B KOHTEKCTE 3TOrO
Knwo4ya (BO3MOXHO pacwudpoBaHMe paHee 3awundpoBaHHbIX coobweHnit) (3HadyeHne nNo
YMOJT4aHUI0);

3HaueHne «2» napaMmeTpa 3anpeLwaeT nobblie 4eACTBUSA C 3aKPbITbIM KTHOUOM.

Cpok pericteua knwda 6epetcs 13 (B nopsiake yMeHbLUEHUS NPUOPUTETA):

- PaclwmnpeHns KoHTeliHepa Koua;
- PacwmnpeHus ceptudmnkaTa knwoua;
- [aTbl co3aaHus kn4ya + 1 rog 3 mMecsaua.

M3meHeHMe napameTpa ControlKeyTimeValidity

[ns onepaumMoHHbIX cucteMm rpynnbl Windows Heo6xoAMMO M3MEHUTb 3Ha4vyeHuWe KJioua
peecTpa
10
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HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion
\Parameters\ControlKeyTimeValidity (ans 64-6MTHbIX oNnepaumoHHbIX CUCTEM),

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\Co
ntrolKeyTimeValidity (ana 32-6MTHbIX ONepauMoOHHbIX CUCTEM).

HacTtpoinka CK3W ana octanbHbix OC ocCywecTBAsSeTCS C MNOMoWwbi yTuamTbl cpconfig ¢
MOMOLLbIO KOMaHAbI

.Jcpconfig -ini \config\parameters -add long ControlKeyTimeValidity <3HaueHune>

4.2.3. XpaHeHne KIK4YeBbIX HOCUTeENeMN

Mpn XpaHeHuun Kntoder Heobxogmmo obecneymTb HEBO3MOXHOCTb AOCTyna K KJlO4YeEBbIM
HOCUTENSM He [OoNyLeHHbIX K HUM nuy. [lonb3oBaTeNb HeceT nepcoHasbHYK OTBETCTBEHHOCTb 3a
XpaHeHNe NMNMYHbIX KNo4eBbIX HocuTenen.

3anpellaeTca oCTaBNATb 6€3 KOHTPONASA BblYMCAUTENbHbIE CpeACcTBa C YCTaHOBAEeHHbIM CK3U
nocne BBoAa KAKYEBON MHGOpMaLuN.

B cnyyae UEHTpanAM30BaHHOIO XpaHEeHMs  KJIIOYEBbIX HOCUTENIEM B OpraHmM3auuu,
akcnnyatmpytowern CK3U, agmuHucTpatop 6e3onacHocTn (ecnnm OH MMEETCs) HeceT nepCoHasbHYIo
OTBETCTBEHHOCTb 3a XPaHEeHMEe JIMYHbIX KJI0OYEBbIX HOCUTENEN Mosib3oBaTeNnein.

Mpn xpaHeHun knwodelh B peectpe Windows n Ha HDD M2BM TpeboBaHMsS MO XpaHeHuto
JINYHbIX KJKOYEBbLIX HOCUTENEen pacnpocTtpaHsitotca Ha M3BM (HDD M3BM) (B ToM 4ucne u nocne
yAaneHus knwouyen ns peectpa, ns HDD).

B cnyyae HeBO3MOXHOCTU OTYYXAEHUS KJIIOYEBOro HOCUTENs C KAK4YeBOW MHpopMmaunen ot
M2BM  opraHM3auMOHHO-TEXHUYECKUMMU  MEPONpUATUSAMU  O0/KeH OblTb  MCKAOYEH  AOCTyn
HapywwuTtenen K N3BM ¢ knoyamu.

Monb3oBartenb, MMEKLWMUIA AEACTBYIOWMA cepTuduKaT M COOTBETCTBYHOLWMA eMy Koy 31, B
noboli MOMeHT BpeMeHM (HO He nosgHee Hegenn) A0 OKOHYaHMSA CpokKa AEUCTBUS AENCTBYIOLLEro
3aKpbITOro KJto4a, MOXeT Nponssectn GopMUpoBaHmMe HOBOro Kitoda I,

®dopMupoBaHMe HoBoro kwda 31, 3anpoca Ha cepTudukaT, nepegadva 3anpoca B LIP wu
nonyyeHune ceptudukata npousBOAUTCS COMIacHO MocsefoBaTesIbHOCTM, ONMCaHHOM B pasgene 8.5
«dDopMmMpoBaHMe Ki4enn nonb3oBatens» gokymeHta XTHAM.00087-01 91 01. «Kpuntollpo CSP.
PykoBoacTBO agMuMHUCTpaTopa 6e3onacHocTn. ObLlas JyacTb».

KntoueBble HOCUTENM C KoYoM Il, CPOK AEWCTBMS KOTOPOrO0 MUCTEK, YHUYTOXAKTCS MyTeM
nepecdopMaTMpoBaHus (OYMCTKM), O YEM AesaeTcsa 3anucb B «XKypHase nosb3oBaTesisi CETU».

K C06bITVI$|M, CBA3adHHbIM C KOMHpOMeTaLlMeVI Ktouen OTHOCATCA, B 4HaCTHOCTU, cneayrowmne:

— noTeps KNYEBbLIX HOCUTENEN;

— 1OTeps KJKYEBLIX HOCUTENEN C UX Noceaywmm obHapy>XXeHNeM;

—  YBOJIbHEHME COTPYAHWKOB, UMEBLLUMX AOCTYN K K/IH04eBOW MHpopMaunm;

— HapyweHue npaBwuil XpPaHEeHUs W YHUYTOXeHMS (nocne OKOHYaHUS CpoKa AEeNCTBUSA)
3aKpbITOro K/o4a;

— BO3HMKHOBEHME MOAO3PEHUN Ha YyTeuky WHDOpMaUMM WIN ee WUCKaXEHUEe B CUCTEME
KOH(UAEHUMANBbHON CBSA3N;

— HapyuweHue neyaTtn Ha cende C KIKYEBbIMU HOCUTENSMN;

— CNydYaum, Korga Henb3s AOCTOBEPHO YCTAaHOBUTb, YTO MPOM30LWJIO C K/KOYEBLIMU HOCUTENSMU
(B TOM uucne cny4yaum, Koraa K/HOUYEBOW HOCUTENb BbllIEN U3 CTPOS U AOKa3aTeNbHO He
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OMpoOBEpPrHyTa BO3MOXHOCTb TOr0, U4TO, JAaHHbIM akT npousowen B pe3ynbTaTe
HECaHKLMOHUPOBAHHbIX AENCTBUIA 3N0YMbILLIEHHNKA).

PasnuuaroTca ABa BuMAa KOMMpOMETauWMW 3aKpbITOro Kiya: ssBHass W HesiBHasi. [lepBble
YETbIpE cobbiTus TPaKTYKOTCA KaK sBHad KOMMNpoMeTauus KJto4uen. Cne,qyrou.l,we TPpU Tpe6y}0T
cneunasibHoOro paCCMoTpeHua B KaXXaoM KOHKPETHOM Ciiy4yae.

Mpy KOMNpoMeTaunm CBOEro KJr4a nosib3oBaTteslb AO/KEH HeMeA/leHHO NpekpaTuTb CBA3b Mo
ceTu C ApyrMMmu nosb3oBaTtensamu. lMpu 3TOM nonb3oBaTenb (MNM agMUHUCTPATOp 6e3omacHocTu
opraHmsauum) posxeH HemeaseHHo m3BectuTb LP (YL) o KoMnpoMmeTauuum Knwda nosnb3oBaTtens.
MHdopMaumsa o KoOMNpoMeTaunum MoXeT nepegasatbcs B YL, no tenedoHy c coobuieHnem 3apaHee
YCNOBAEHHOro Napons, 3aperMcTpupoBaHHoOro B «KapTtouke onoBeLleHMns 0 KOMNpoMeTaunm».

Mocne KoMnpoMeTauunm K4yen nonb3oBaTesb GOPMUPYET HOBbIM 3aKPbITbIN K/KOY M 3anpoc
Ha cepTudukaT. TaKk Kak NoAb3oBaTeslb HE MOXeT MCMOoJIb30BaTb CKOMMPOMETUPOBAHHDIN KJHOY AN
dopmmnpoBaHmsa Il 1 nepepaym 3anpoca B 3alULEHHOM BUAE MO CETM, 3anpoc Ha cepTudukart
BMecTe ¢ 6naHKkaMm focTaBnsieTcs NMYHO nosib3oBaTtesieM (agMUHMUCTpaTopoM 6e3onacHocTn) B LleHTp
Perncrpauunu.

Mpw xpaHeHun knyert Ha HDD MN3BM HeobXx0ANMMO MCMONb30BaTb MNAapo/ibHYHO 3aLLuTy.

CK3W mMoxeT PyHKLUNMOHMPOBATb U XPaHUTb K/OYEBYIO MHGMOPMALUIO B ABYX peXMMaXx:

1) B NaMsaTM NpUIOXeHUs;
2) B «Cnyxb6e XpaHeHUS Ko4Yen», pearan3oBaHHOM B BUAE CUCTEMHOIO CepBuUca.

Knioun HaxoaaTcs B K3We A0 3aBepLUeHUs] MPUIOXKEHUS WIW A0 BbIK/IIOUYEHMS KOMMbOTEPaA
(ocTtaHOBKM cnyxbbl), 4YTO MO3BOMSET MCMONb30BaTb 3aKPbITblA K/OY AaxXe Mnocne 3aKpbiTus
KpuMNTOorpagmnyeckoro KOHTEKCTa.

OyHKUMOHMpOBaHNUE N xpaHeHune kntouen CK3U «Kpuntollpo CSP» Bepcun 4.0 B «Cnyxbe
XpaHeHus kiw4en» obecneumBaeT AOMOSIHUTENIbHYIO 3aWUTy K/AO4YEBOM MHOpMauuMm OT APYIruX
NPUIOXEHWIM, BbIMONHAOWMXCS Ha NMDBM, HO MOXeT He3HaYMTENbHO 3aMeanTb MPOU3BOANTENBHOCTb
CUCTEMBI.

B cnyyae Heob6xoaAMMOCTU NpoBeAEeHUs PEMOHTHbIX U pernaMeHTHbIX paboT annapaTHOW 4acTu
CK3U/COK Heobxogmmo obecneunmTb HEBO3MOXHOCTb AOCTyNna HapywuTenss K  KJo4YeBOU
MHdopMauumn, cogepxawlerica B annapatHoin yactn CK3U/COK. KOHKpPETHbIN nepeyeHb Mep OO0JIXKEH
6bITb ONpeaeneH UCXoAs M3 yCroBUI akcnnyaTaumn CK3N.

4.2.4. YHUUTOXEHME KTHYEN HA KJTIUYEBbLIX HOCUTENAX

Knoum Ha knto4deBbix HocuTensax (Bkntodas Touch Memory mn cMapT-KapTbl), CPOK AENCTBUSA
KOTOPbIX UCTEK, YHUUTOXAKTCA NyTeM nepedopMaTUMpoBaHUS KOUYeBbIX HocuTenen cpepcresamu MO
CK3U, nocne yero kaw4eBble HOCUTENM MOIYT MCMNO/b30BaTbCA ANS 3anNMCKM Ha HUX HOBOM KHOYEBOWN
nHpopMauun.

O6 yHWUTOXEHUW KNK4YEeln AenaeTcs COOTBETCTBYlOWas 3anucb B «XKypHane nonb3oBaTens
cetu» (cMm. BepeHue xypHanos n.8.11 XTAW.00087-01 91 01. Kpuntollpo CSP. PykoBOACTBO
aaMmHucTpatopa 6e3onacHoctn. Obuwas JacTtb).

4.2.5. Bzanmogencteme c nosib3oBaTteneM npum pabote C KAKOYEBbIMU HOCUTENSIMU

Mpn pabote c knwuyeBbiMn Hocutenamm CK3WM  MoxeT umcnonb3oBaTb Kakon-nnbo
nonb3oBaTtenbckuin nHTepdenc (UI). 3To MOXET NnpouMcxoaumTb, HanpuMmep, Mnpu HeobXxoanmMoCTu
BblbpaTb HocuTenb unm Beectn PIN. YTo6bl OTKNOUMTL MOJSb30BATENbCKMI MHTEpdenc (Hanpumep,
ANs aBToOMaTU3auuuK), B HEKOTOPbIX MPUIOXKEHUAX cylecTByeT onuusa -silent. Takxe BO3MOXHO
3anpetntb CK3U oTobpaxkaTb NOAb30BaTENbCKUN MHTepdenc rnobanbHO AN BCEX MPUIIOXKEHUN Ha
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paHHoM MK. [ng atoro B HacTponkax CK3U HyxHO 3agaTb napametp force_silent paBHbIM egnHuue
(cM. Hmxe), force_silent paBHbIN HYNO BEPHET NOBeAEHME MO YMOAYaHUIO. ECnin e BbI30Bbl DYHKLMNA
TpebyloT  oOTOOpaXkeHMs  MNONb30BaTENbCKOro  MHTepdenca, 6yaeTr  Bo3BpalwleHa  owwunbka
NTE_SILENT_CONTEXT.

N3meHeHMe napameTpa force_silent:

[na onepauuoHHbIX cucteM rpynnbl Windows HeobXoAMMO M3MEHUTb 3HayYeHWe Kiya
peecTpa

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion
\Parameters\force_silent (ans 64-6MTHbIX oNepaunOHHbIX CUCTEM),

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\for
ce_silent (ana 32-6MTHBIX ONEepauMOHHbIX CUCTEM).

HacTtpoika CK3WN ans octanbHbix OC ocylwecTBAsSETCS C NOMOLWbO yTUAnTbl cpconfig:

./cpconfig -ini "\config\parameters' -add long force_silent 1

13



XTAN.00087-01 95 01. Kpuntollpo CSP. MpaBuna nosb3oBaHMs

5. CoctaB CK3U1

McnonHeHne 1-Base knacca 3awmtbl KC1 BbINOSIHEHO B C/eAyloLleM cocTaBe:

KpunTonpoBanaep;

KpunTtoapameep;

MoAy/b ceTeBol ayTeHTudumKaumm (Kpuntollpo TLS);

mMoaynb 06paboTkun ceptudukatos u1 CMS npotokona;

yTUAnTa BblpaboTKN BHELIHEN ramMmMmbl;

yTUANTa KOMaHAHOW CTPOKKU Ans wudposaHms ¢ainos;

yTUAMTa KOMaHAHOM CTpOKKM Ang paboTbl ¢ cepTudmkarTamu;

MoAyNb ayTeHTUdMKauMm nonb3osaTtens B foMeHe Windows;

nakeT paspaboTumka Ans ncrnonb3oBaHus npotokonos IPsec (IPsec SDK);
nakeT paspabotumka gns sctpamBanms CK3U (CSP SDK);

MOAY/b NoanepXkm nHtepderica Mozilla NSS;

cepBucHble moaynu (cpverify, wipefile, stunnel);

6ubnuoteka, obecneumBawlwan noAkAYeHMe U DYHKUMOHUPOBAHUE  KJTHOYEBbIX
HocuTenen (RDK).

CK3U dyHKUMOHMPYET B rpynnax nporpaMmMHo-annapaTtHbiX cpea n.4.1.

CK3WN «Kpuntollpo CSP» Bepcmn 4.0 HYHKLUMOHMPYET Ha OAHOM U3 ABYX YPOBHEN:

YPOBEHb MPUIOXEHUS;

ypoBeHb aapa OC.

B coctas CK3U «Kpuntollpo CSP» Bepcuun 4.0 BXoAAT:

6mnbnnotekn dll, cepsucel, gparisepbl «Kpuntollpo CSP»;

MoAy/b ceTeBok ayteHTUdumkaumm «Kpuntollpo TLS»;

moaynb «Kpuntolpo Winlogon»;

Kpuntorpaduyeckuii uHTepgenc «Kpuntollpo CSP»;

NporpaMMHbIM AaTuuk caydanHblix ymucen (NACY) ¢ uHcTtannaumen ot dwusmndeckoro ACH
(®OCYH) BcTpamBaeMoro nporpaMMmHo-annapaTtHoro komnnekca (MAK) sawutel ot HCA,
Bbuo/[lCH, BHelLHeN rammbil;

KOHTPOAb LENOCTHOCTN NPOrpaMMHOro obecneveHus;

CUCTeMa MHXEHEPHO-KpUNTorpapmnyeckom 3awmTsl;

cuctema 3awmntbl oT HC (ucnonb3yeTcs onunoHaabHO).

5.1. CocTtaB noacuncrembl COK

B coctaB noacucteMbl COK BXoAAT cnepyrowime KOMMNOHEHTbI:

npunoxeHune (NpuknagHoe nporpammHoe obecnedeHune, ncnonbaytowee CK3N);
nHTepderc SSPI (nogMHOXecTBO MHTepdenca Kpuntorpadmyeckmx MpoTOKONOB Secure
Support Provider Interface (SSPI, CryptoAPI 2.0) gnsa peanusaumu NpoOTOKOS@ CETEBOW
ayteHTudukauymm TLS v. 1.0 (noa ynpasneHuem OC Windows);

mMoaynu Hactponkm OC Windows ansa obecneyeHns dyHKunoHmnposaHusa CK3U;

nHtepderic CryptoAPI 2.0;

cpeactea Crypt32(Win32, 64) pana obecneuyeHns pabotbl € cepTudukatamMm C
ncnonb3oBaHneMm wuHTepderica CryptoAPI 2.0 uyepe3 kpunTtorpadumyeckmini unHtepdenc
«Kpuntolpo CSP» nog ynpasneHnem OC Windows;

cpeactea Capilite - gna obecneueHuss paboTtbl ¢ ceptudumkatamm C MUCMNOJIb30BaAHUEM
nHTepderica CryptoAPI 2.0 uepe3 kpuntorpadunuecknin nHtepdenc «Kpuntolflpo CSP» noa
ynpasneHmem OC cemerictea UNIX (Linux , FreeBSD, Solaris, AIX);

Kpuntorpaduyeckuii nHtepdenc «Kpuntollpo CSP>»;
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— WTaTHble MHTepdeNnChbl KIKYEBbLIX HOCUTENEN;
— ASN.1 - cucrtema KogmMpoBaHus/aekoaMpoBaHus AaHHbIX B ¢dopmaTax ASN.1.

Coctas mogynen CK3U n noacuctembl nporpamMmHoin COK s COOTBETCTBYHOLWNX MPOrpaMMHO-
annapaTHbIX cpef KOHKpeTuampyeTca B gonosiHeHuax XTHAKM.00087-01 91 02, XKTAN.00087-01 91
03, XKTAK1.00087-01 91 04, XKTAN.00087-01 91 05, XXTAN.00087-01 91 06, XKTAN.00087-01 91 07,

XKTAN.00087-01 91 08 K HacToAWEMY AOKYMEHTY.
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6. KoHTponb yenoctHoctu NO CK3U KpunTtollpo CSP

KOHTpOnb LEeNocTHOCTU AMcTpubyTuBa obecrnedymBaeTcss Npu MoMoWM yTuUnuTbl cpverify.exe,
NoJly4YeHHOI foBepeHHbIM CNoco60M B COOTBETCTBUM C MpunoxeHnem 1.

CK3W Kpuntolpo CSP no3BonsieT oCcyLwecTBNsATb AMHAMNUYECKUA KOHTPOb LenoctHocTh MO.
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7. TpeboBaHMA NO BCTpaMBaHMIO U ucnosibzosaHuio NO CK3U

BcTtpameanme CK3W B 3awmwaemble MHPOPMALMOHHbIE CUCTEMbI AO/HKHO MPOU3BOAUTHLCS B
cooTBeTCcTBUM C MonoxeHnem MK3-2005. BcTpanBaHme A0MXKHbI NPOBOAUTL OpraHu3aunm, MMmerolue
JIMLEH3UI0 Ha NpaBo NpoBeaeHUs Taknx pabor.

Mpu co3pgaHnM 3aWMLEHHO MHDOPMAUNOHHON CUCTEMbI AOIXKHbI ObITb ONpeaeneHbl MoAesb
BO3MOXHbIX Yrpo3 W MoAuTMKa ee 6e3omacHocTM. B 3aBucMMocTM OT noamTukm 6e30MmacHOCTH
onpegensieTca Heobxoammbli Habop KpunTorpadumyeckmx GYHKUUIA M OpraHM3auMOHHO-TEXHUYECKNX
Mep, peaninlyeMbiX B CO34aBaEMON CUCTEME.

3aluTa OT 3aK/1afloK, BUPYCOB, MOAUMDUKALUN CUCTEMHOIO M nNpuknagHoro MO gomkHa 6bITh
obecnevyeHa UCNoOIb30BaHNEM, CPEACTB aHTUBUPYCHOW 3aLUMTbl U OPraHM3aLUMOHHbIX MEPOMNPUSATUNA.

Mpu BcTpamBaHum CK3W Kpuntollpo CSP B npuknagHoe nporpammHoe obecnedeHune unu
MCNOJIb30BaHUM ero B COCTaBe CTaHAapTHoro npuknagHoro MO A0MKHLI BLIMOSHATLCA crefylowue
TpeboBaHus:

1. TMpu wncnonb3oBaHMM OTKPbLITOrO KJ/O4a WAKM KAw4da npoBepkyn DI Ao/mkHbl  6bITb
obecneyeHbl ero aBTopu3saums, AOCTOBEPHOCTb, LUENOCTHOCTb U MAEHTUYHOCTb C MOMOLLbHO
npouenyp YA0OCTOBEPSIOLWEro LeHTpa.

2. Tpn wucnonb3oBaHMM cepTUGUKATOB OTKPLITbIX KAKOYEeNn W Ka4ven nposepkn I,
3aBepeHHbIX MNOAMUCbID AO0BEPEHHON CTOpPOHbl, Ao/MkHa 6biTb obecneveHa 6e3onacHas
[OCTaBka W XpaHeHue cepTuduMKaTa Ka4va AOBEPEHHOW CTOPOHbI, C WUCMNOJSb30BaHUEM
KOTOPOro NpoBEPSAOTCS OCTanbHble cepTuduKaTbl KAtoYeln npoeepkun 2 nonb3oBaTesnen.

3. Kpuntorpaduyeckoe cpeacrtso, C MOMOLLbD KOTOPOro MNpOM3BOAUTCSA 3aBepeHue Kitouen
nposepkn DI, OTKPbITbIX KAKYEA WAN CMPABOYHMKOB OTKPbITbIX K/OYEen, AO/HKHO 6biTb
cepTMduLMpoBaHO NO KACCy, COOTBETCTBYHOLLEMY NPUHATON NOAUTUKE 6E&30MacHOCTHU.

4. [nsa oTt3biBa (BblBOAA M3 AENCTBUA) OTKPbITbIX KAKOYEn U Ko4ven nposepku 3l AOMXKHbI
MCMoSb30BaTbCs CpeAcTBa, MO3BOJSKOWNE NMPOM3BECTU aBTOPU3aLMIO OT3bIBaloLWeEro nmua
(B 3TUX Uenax MoxXeT 6bITb MCMONb30BaH CMNNCOK OTO3BAHHbIX CEPTU(PUNKATOB, 3aBepPEHHbIN
MM fOBEpPEHHOM CTOPOHbI).

5. Tlpu Bbi3oBe npunoxeHnem ¢yHkumm CK3UW B npuknagHoM nporpamMMHoM obecrneyeHun
AO0/kKHa 6bITb NpeayCMOTpEeHa NpoBepKa KoAa 3aBepLlUEHUS Bbi3biBaeEMON QYHKLUUN.
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8. Tpe6oBaHusa no 3awmnrte ot HC4

8.1. O6wme TpeboBaHMA No opraHusauyum pabortbl no 3awumrte ot HCA

3awmTa annapaTHOro u nporpaMMHoro obecneyeHns ot HCl npu yCTaHOBKE U UCNOMb30BaHUU
CK3U saBnsieTca cocTaBHOW 4acTbio obuwein 3agaum obecneyeHna 6HesonacHoCTM uHdboOpMauum B
cucTeMe, B cocTtaB kKoTopon BxoamT CK3U.

Hapsay ¢ npuMmeHeHmeM cpeacTtB 3awmtbl oT HCA Heob6xoaAMMO BbINOAHEHWE MNpUBEAEHHbIX
HMXE OpraHM3auMOHHO-TEXHUYECKNX W aAMUHUCTPaTUBHbLIX Mep no obecnedyeHWto MpaBUIbHOMO
(dYHKLUMOHMPOBaAHUA cpeacts 06paboTkn W  nepedaynm uHGOpMauMu, a TaKXe YCTaHOBJIEHME
COOTBETCTBYIOWMX nNpaBun ans obcnyxueatowero nepcoHana, AonylweHHoro Kk pabote ¢
KOHduaeHumnanbsHom nHdopmaymen.

3awmTta MHdopmaumm ot HCA posmkHa obecneymBaTbCs Ha BCEX TEXHONOMMYECKMX 3Tanax
06paboTkn MHpOpMauMn M BO BCEX pexunMax (GYHKUMOHWMPOBAHMS, B TOM 4uCie Npu NpoBeaeHUun
PEMOHTHbIX U pernaMmeHTHbIX paboT.

3awmTta nHdopmaunmn ot HC pomkHa npeaycMaTpuBaTb KOHTPOJb 3PPEKTUBHOCTU CpeacTB
3awmTtbl oT HCA. 3TOT KOHTpPOJSb AOJ/HKEH NEepuoamnyeckn BbIMNOJHATLCA  aAMUHUCTPATOPOM
6e30MacHOCTM Ha oCcHoBe TpeboBaHMI AOKYMEHTauun Ha cpeacTBa 3awunTbl oT HCA.

B opraHusaumu, akcnayatumpytowen CK3W, ponxeH ObiTb Ha3HayeH aaMWUHUCTPATOp
6e30nacHOCTX, Ha KOTOpPOro BO3NarakTcs 3agaydn opraHusaumm pabor no mcnonbsosaHuto CK3U,
BblpaboTKM COOTBETCTBYIOLWMX MHCTPYKUWIA A5 NONb30BaTeNlen, a TakxXe KOHTPOJb 3a cobntogeHnem
TpeboBaHuii no 6esonacHocTw.

AOoMUHUCTpaTop 6€30NacHOCTM He A0NXKEH MMETb BO3MOXHOCTM AOCTYyNa K KOHdunaeHUNanbHoOM
MHdOpMaLUN Mosib30BaTeNen.

MpaBom poctyna Kk paboumm Mectam C ycTaHoBneHHbiMM CK3W pgonxHbl obnagatb TOMbKO
onpepeneHHble  Ang  3KCnslyatTaumu  aumua,  npowejlimne COOTBETCTBYHLWYH — MNOArOTOBKY.
AOMUHUCTpaTOp 6€30MacHOCTM AO/HKEH 03HAKOMUTb KaXAoro nosib3oBaTens, npuMeHstowero CK3U, ¢
AokyMeHTaumen Ha CK3WM, a Takxke C APYrMMU HOPMATUBHbLIMW AOKYMEHTaMu, CO3A4aHHbIMKM Ha eé
OCHoBe.

8.2. Tpe6oBaHM1s NO pa3MeLleHUI0 TEXHUYECKUX CPEeACTB C YCTAaHOBJIEHHbIM
CK3M

Mpn pasMelleHnn TeXHUYECKNX CpeacTB C yCcTaHoBneHHbIM CK3U:

— JonxHbl ObITb MNPUHATBI MEpbl MO WCKOYEHUIO HECAHKLUMOHMPOBAHHOIO A0CTyna B
nMoMeweHnsl, B KOTOPbIX pasMelleHbl TeXHUYeCKue cpenctBa C YyCTaHoBneHHbIM CK3U,
MOCTOPOHHUX ML, MO poAay CBOEW [AeATeNbHOCTM He SBASKWKMXCS NepcoHanoMm,
aonyuwleHHbIM Kk pabote B 3TMX noMmeweHuax. B cnyyae HeobxogmMoCTu MNpUCYTCTBUS
MOCTOPOHHUX JINL B YKa3aHHbIX MOMELLEHMAX AO/MKEH OblTb 0becrneyeH KOHTPOsSb 3@ UX
nencremsamMm n obecrneyeHa HEBO3MOXHOCTb HEFATUBHbLIX AENCTBUN C MX CTOPOHbI Ha CK3WU,
TeXHM4yeckne cpeactsa, Ha KoTopbix 3akcnayatupyetrca CK3UM  wn 3awmwaemyto
nHdopmMauumio.

— [JonxkHbl 6bITb NPUHATLI MEPbI, UCKKOYAKOWNE HECaHKLMOHUPOBAHHOE BCKPbITUE KOPMNYCOB
MU cpeacTts, Bxoaswmx B coctas CK3U.

— BHyTpeHHsq nnaHWpoBKa, pacrnoflioXeHMe W YKOMMAEeKTOBaHHOCTb pabouymx MecT B
NnoMeLLeHMSIX AOMKHbI obecneumBaTb MCNOMHUTENAM paboT, COXPaHHOCTb AOBEPEHHbLIX UM
KoHduMaeHUManNbHbIX AOKYMEHTOB U CBEAEHUN, BKAKOYASA KAKOYEBYIO MHOpMaLUUIO.
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PasmeweHnne CK3U «Kpuntollpo CSP» Bepcun 4.0 B MOMELWEHUsX, B KOTOPbIX
ocyuwiectBnsietcs o06bpabotka wuWHpOpMauum, coaepXXawen CBeAeHus, CocCTaBnsiowme
rocy4apCTBEHHYIO TaliHy, OCYLLECTBASETCA YCTaHOBNEHHbIM MOPSAKOM.

CK3N «Kpuntollpo CSP» Bepcun 4.0 BBOAMTCA B 3KCMayaTauuio W BbIBOAUTCA U3
3KCnayaTaumm B COOTBETCTBMU C AOKYMeHTaumnen Ha CK3N.

8.3. Tpe6boBaHusa no ycraHoBke CK3U, obwecucremMmHoro u cneuuanbHoro No
Ha N3BM

1.

MN3BM, Ha koTopbiXx wucnonbdyetrca CK3W, pomxHbl 6biTb AonyweHbl Ans obpaboTku

KoHduaeHUManbHON uWHQopMauum no  geucteywowunMm B Poccuinckon  ®depepaunm

TpeboBaHMAM Mo 3awmnte nHbopMaumm OT yTeUKM No TeXHUYECKUM KaHanaM, B TOM yucne,

no kaHany cesasu (Hanpumep, CTP-K), c ydyeToM mMogenu yrpos B MHQOPMaLMOHHOM

CUCTEME 3aKa3uuka, KOTOpbIM A0/MKHO npoTtuBocToATb CK3U «Kpuntollpo CSP» Bepcumn

4.0.

Muctannauma CK3UW «Kpuntollpo CSP» Bepcum 4.0 Ha paboumx MecTax AOJIXKHaA

MpoOVU3BOANTbLCS TOJSIBKO C ANCTPMOYTMBA, MOSIYYEHHOIO MO AOBEPEHHOMY KaHany.

K ycTtaHoBke 06LlecMcTeMHOro M crneumasbHOro nporpamMmHoro obecnedeHus, a Takxe

CK3WM «Kpuntollpo CSP» Bepcuu 4.0, gonyckalTcsa nuua, npowejline cCOOTBETCTBYIOLLYIO

NOAroTOBKY U U3YyUMBLUME AOKYMeHTauuo Ha cooTeeTcTBYyowee MO n Ha CK3U.

Ha TexHumyeckux cpeactBax, npegHa3HayeHHbiX Ans pabotel ¢ CK3U, ucnonb3oBaTb

TONIbKO NMLEH3MOHHOE NporpaMMHoe obecneveHmne hUpM-N3roToBUTENENn.

Mpu yctaHoBke MO CK3UM Ha MN3BM pomkeH 6biTb obecrneyeH KOHTPOSb LIeNOCTHOCTU U

A0CTOBEPHOCTb AncTpnbytnea CK3MN n coBMectHo noctaensemblix ¢ CK3UW komnoHeHT COK.

Ha M3BM He [o/XKHbl yCTaHaBnmBaTbCa cpeacTBa paspabotkm MO m otnagumkn. Ecnm

cpeactBa  OTNAAKM  MPWAOXKEHWUM  HYXHbl  ANa  TexXHONornyeckux nortpebHocTel

opraHmsaumu, ToO UX UCMOJSIb30BaHME AO0MKHO O6bITb CAHKUMOHMPOBAHO aAMUHUCTPATOPOM

6e3onacHocTn. MNpu 3TOM AO0MKHbI 6bITb peann3oBaHbl Mepbl, UCKAKOYAKOLWME BO3MOXHOCTb

MCNOSIb30BaHNSA 3TUX CPeACTB ANS peaakTunpoBaHus koga n namatu CK3U n npunoxeHui,

ncnonb3ytowmnx CK3U, a Takxke ana npocmorpa koga u namatm CK3W mn npunoxeHun,

ncnonb3ytowmnx CK3U, B npouecce obpabotkn CK3U 3awmwaemon mMHdopmauum u/vnum

Mpw 3arpy>eHHon K4YeBon nHhopMaunm.

Mpu ycTtaHoBke nporpamMMHoro obecneveHns CK3U «Kpuntollpo CSP» Bepcum 4.0

cneayer:

MpenycMmoTpeTb  Mepbl, UCK/AOYaKLWMe BO3MOXHOCTb  HECaHKUMOHWMPOBAHHOro He

0bHapyX1MBaeMOro W3MeHeHMUs annapaTHOM 4YacTu TEXHWUYECKUX CPeacCTB, Ha KOTOpbIX

yctaHoBneHol CK3W (Hanpumep, nyTem one4yaTbiBaHUS cucTeMHOro 6noka m pasbeMoB

M2BM).

Mocne 3aBepweHWs npouecca YCTAaHOBKM AO/MKHbl  ObiTb  BbIMOSIHEHbI AENCTBUSA,

HeobxoaMMble  ANA  OCYLLECTBJIEHUS Nepnoanyveckoro  KOHTpPONs  LEsIOCTHOCTH,

yctaHoBneHHoro MO CK3U, a Takxke ero oKpy>XeHust B COOTBETCTBMW C AOKYMeHTaunen.

MporpamMMHOe obecneyeHne, yctaHaBinsaemoe Ha M2IBM c CK3U, He AoOMXHO copepxaTtb

BO3MOXHOCTEN, NO3BONAOLLNX:

mMoaMdULNPOBaTb COAEPXKMMOE NMPOU3BOSbHbIX 0bnacTer namaTu;

MoandnunpoBaTb COBCTBEHHbIN KOA N KOA4 APYIMX NMoanporpaMm;

MoAnduUMpoBaTb NaMATb, BblAENEHHYO AN APYTUX MOAMPOrpaMMm;

nepefaBaTbh ynpaeneHne B 06M1acTb COOBCTBEHHbIX AaHHbIX WM AdHHbIX APYrux

noanporpamm;

0  HEeCaHKUMOHMPOBaHHO MoauduumpoBaTtb dannbl, cogep)kalune NCnosHIeMbIe Koabl
MpuU NX XpaHEHUU Ha XXECTKOM AUCKE;

o MOBbIWAaTb NpefoCTaB/IEHHbIE MPUBUNETNN;

@)

O

O
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o MoauduumpoBaTb HacTpoiku OC;
o  MCNonb30BaTb HEAOKYMEHTUPOBaAHHbIE dMpMoi-pa3paboTunkom dyHkumm OC.

8.4. Mepbl no obecneueHmio 3awmnTtbl oT HC4

Mpn ncnonb3oBaHum CK3W A0MKHbBI BbIMOSHATLCSA CEAYOWME Mepbl MO 3aliuTe MHpopMaLmn

oT HCAO:

Heobxoanmo paspaboTaTb U MNPUMEHUTb MONUTUKY Ha3HA4YeHUS U CMeHbl naponen (4ns
Bxoga B OC, BIOS, npu wudpoBaHMM Ha napone u T.4.), UCNOSb30BaTb (GpuAbTpbl Naponen
B COOTBETCTBMW CO C/eayoWnMn npaBuiaMn:

o ANMHa napons AoskHa 6bITb He MeHee 8 CUMBOJIOB;

o B uucie CMMBOJIOB nNaponsd o06s3aTesibHO A0/KHbl MNPUCYTCTBOBaTb OyKBbl B
BEPXHEM N HMXHEM perncrtpax, umdpbl 1 cneuuanbHble cumeonbl (@, #, $, &, *, %
nT.0.);

o Napofib HE AO/KEeH BKAoYaTb B cebs nerko BblUMCNSieMble COYETaHUS CUMMBOJIOB
(nmeHa, dammnum 1 T. 4.), a Takke obwenpuHATble cokpaweHus (USER, ADMIN,
ALEX nT. 4.);

o MNpW CMEeHe napoJjia HOBOE 3HA4YeHMe [AO/HKHO OTNM4YaTbCA OT npeablayliero He
MeHee YyeM B 4-X No3nunsax;

JINYHBIA Napo/b Nosb30BaTeNlb HE MMeeT NpaBa coobLlaTtb HUKOMY;
NepuoanYHOCTb CMEeHbl Napons onpeaenseTcs NpPUHATON NOMNTUKOM 6e3onacHoCTH,
HO He AoNXKHa NpeBbiwaTbh 6 MecsiLueB.
yKasaHHas nonutuka obsAsaTenbHa AN8 BCEX YYETHbIX 3anucen, 3aperncrpMpoBaHHbIX B
OC.
cpeacteamm BIOS posmkHa 6bITb UCKKOUYEHA BO3MOXHOCTb paboTbl Ha M2BM ¢ CK3U, ecnu
BO BpeMsi €€ Ha4yaNibHOM 3arpy3kKn He NMpoXoAsiT BCTPOEHHbIe TeCTbl.
aaMmHucTpatop 6e3onacHoCcTM (ecinm OH MMEETCA) HeceT NEepPCOHasibHYH OTBETCTBEHHOCTb
3a XpaHeHMe JINYHbIX KAK4YeBbIX HOCUTENEN NONb30BaTeNnen.

Mpwn skcnnyaTaumm CK3UM 3anpeweHo:

OCTaBNATb 6€3 KOHTPOJIS BbIMUCAUTENbHbIE CPEACTBA, Ha KOTOPbIX 3KcnayaTupyercs CK3U
(B TOM umcne cMapT-KapTbl), nocne BBoga kKnaw4yeson wuHdbopmaumm nmMbo MHOM
KOHUAeHUManbHON nHdopmaumu;

BHOCUTb Kakune-nnbo nameHeHuns B nporpammHoe obecneyeHne CK3WU;

OCYLWEeCTBNATb HeCaHKUMOHUPOBAHHOE aAMMHUCTpaTOpoM 6e30MacHOCTM  KoMnupoBaHue
KHOYEBbIX HOCUTENEN;

pasrnawaTb CoAepXMMOe HOoCuTenen Kaw4deBon WHdOpMauuuM unau nepenasaTb caMmMu
HOCUTENMU NMLAM, K HAM He AOMNYLEHHbIM, BbIBOAUTb K/IOUYEBYIO MHMOPMALMIO Ha AUCNIEN,
MPUHTEP UHble cpeacTBa oTobpaxkeHus nHdopmaunm;

NCNoab30BaTb KtoueBble HOCUTENu B pexunmax, He npeayCcMoTpeHHbIX
dyHKUMOHMpoBaHueMm CK3WN;

3anucbiBaTh Ha KJIIOYEBbLIE HOCUTENN NOCTOPOHHIOK MHMOPMaLULO.

AaMUHUCTpaTop 6e30MacHOCTM AO0MXKEH CKOH(UIrypupoBaTb OMNepauuoHHYI0 CUCTEMY, B cpeae
KOTOpoWn niaHmpyetcs mcnonb3oBatb CK3U, n ocywectsnsaTb NEPUOAUUYECKUI KOHTPOJIb CAENAHHbIX
HacTpoeK B COOTBETCTBMUM CO cneayrowmmm TpeboBaHnsaMn:

He MCnosb30BaTb HECTaHA4APTHbIE, U3MEHEHHble UK oTnago4vHble Bepcun OC;

WNCKNOYNTb BO3MOXHOCTb 3arpy3kmn n ncnosbsoBaHmna OC, OT/IMYHOW OT NpeayCMOTPEHHOMN
WwTaTHon paboToii;

WUCK/IIOYNTb BO3MOXHOCTb YAA/JI€HHOr0 yrnpasaeHus, agMMHUCTPUPOBaHUSA N Moaudukaummn
OC un eé HacTpoek;

Ha MN3BM gonxHa 6bITb YCTAaHOBJIEHA TONIbLKO OAHa OrnepaumMoHHast CUCTeMa;
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— npaBOM yCTaHOBKM W HacTporkn OC u CK3WN pomxeH obnagaTtbe TONLKO agMUHUCTpATOp
6e30nacHoCTH;

— BCe Heucnonb3yeMmble pecypcbl CUCTEMbl HEOHXOAMMO OTK/OUNTL (MPOTOKOSbI, CEPBUCHI U
T.M.);

— pexumbl 6e3onacHocTn, peanusoBaHHble B OC, [0/KHbl 6biITb  HACTPOEHbl Ha
MaKCMMasibHbIA YPOBEHb;

— BCeM Mnonb3oBaTeNnsaM W rpynnamM, 3aperncTtpupoBaHHbiM B OC, Heo6XxoAMMO HasHauuTb
MWHUMaNbHO BO3MOXHbIe A/ HOpManbHOW paboTbl NpaBa;

— HeobxoAMMO NpeaycMOTpeTb Mepbl, MakCMManbHO OrpaHu4YmMBalolmMe AOCTYN K Cneaywmm
pecypcaM cucteMbl (B COOTBETCTBYHOLLMX YCI0BUSAX BO3MOXHO MOJSIHOE yaasieHne pecypca
WM ero HeMcnonb3yeMon 4acTmn):

CUCTEMHbIN peecTp;

dannbl n Katanoru;

BpeMeHHble ainbl;

XXYPHasbl CUCTEMbI;

dannbl NogKayvku;

Kawmnpyemasa nudbopmaumsa (naponv u T.n.);

o OTnago4Has nHdopMmaums.

— Kpome TOro, Heo6xoanMMo opraHm3oBaTb CTMpaHume (Mo OKOH4YaHuM ceaHca paboTbl CK3WN)
BpeMeHHbIX dannos n dannos noakavkun, GoOpMUpyeMbiX WNU MOAUPULUPYEMBIX B
npouecce pabotel CK3W. Ecnn 3TO He BbINOAHWMMO, TO HA >XECTKUA AUCK AONXKHbI
pacnpocTpaHaTbCcsa TpeboBaHus, NpeabsBisgeMble K KI04YEBbIM HOCUTENSM;

— [O/MKHO 6biTb WMCKKOYEHO nonagaHuve B CUCTEMY MpOrpamMM, MO3BOMSAKLWMX MOBbIWATb
npenocTaB/ieHHble NpUBUIErnn 3a cyet owmnbok B OC;

— HeobXxoAMMO perynsipHo ycCTaHaBimMBaTb MakeTbl 06bHOBNeHMs 6e3onacHoctn OC (Service
Packs, Hot fix u T.n.), 06HOBNATbL aHTUBUPYCHble 6a3bl, a TaKXe unccnegoBaTb
MHdOpPMaLUMOHHbIE pecypCbl MO BOMpPoOCaM KOMMbIOTEPHOM 6e30nacHOCTM C  Uenblo
CBOEBPEMEHHOWN MMHUMM3ALMU OMaCHbIX NOCNEACTBUI OT BO3MOXHOM0 Bo3aencTeusa Ha OC;

— B cnyyae noakntodeHus MN3BM ¢ ycrtaHoBneHHbIM CK3W k 06LWWeaoCTynHbIM CETAM
nepefavm AaHHbIX, HEOb6X0AMMO UCKIKUYUTbL BO3MOXHOCTb OTKPbITUS U UCMNOSTHEHUS
dainnoB n ckpmntoBbiX 06bekTOB (Hanpumep, JavaScript, VBScript, ActiveX), nony4eHHbIx
n3 obwenocTynHbiX CeTen nepegavn JdaHHbIX 6e3 npoBeaeHus COOTBETCTBYOLMX
NpoOBEPOK Ha nMpeaMEeT COoAEepXaHus B HUX MPOrpaMMHbIX 3akfagoK W BUPYCOB,
3arpy>aembix U3 CeTu;

— npu mncnonb3osaHmn CK3W Ha MIBM, noak/to4YeHHbIX K 06WeaoCTyNHbIM CETSM CBS3K, C
uenbl UCKIYEHUS BO3MOXHOCTM HECAHKLUMOHMPOBAHHOINO A0CTyna K CUCTEMHbIM
pecypcaM WCnosib3yeMblX OMepauMoHHbIX CUCTEM, K nNporpaMMHoMy obecneyeHunio, B
OKpYXeHun KoToporo ¢yHkumoHnpytot CK3W, u Kk komnoHeHTam CK3UM coO CTOpOHbI
YKa3aHHbIX ceTel AO/KHbl UCNOAb30BaTbCA AOMNOJSIHUTENbHbIE METOAbl U CpeACcTBa 3alunThbl
(HanpuMep, yCTaHOBKa MeXCeTeBblX 3KpaHoB, opraHmsaumsa VPN ceten mn 1.n.). MNpn 3TOM
npeanoyTeHMe AO/MKHO OTAaBaTbCA  CpeacTBaM  3aluThl, WMeWMM cepTudukar
YMOJIHOMOYEHHOI0 OpraHa no cepTudukaumu;

— OpraHusoBaTb M WCMNOSb30BaTb CUCTEMY ayauTa, OpraHM3oBaTb pPerynsipHbii aHanus
pe3ynbTaToB ayauTa;

— OpraHusoBaTb WU UCMNO/b30BaTb KOMMJEKC MEPONPUATUIA aHTUBUPYCHOW 3aliuThl;

— [OMXHO 6bITh 3anpelleHo ucnonb3osaHne CK3WM ansa 3awmTel pevyeBon MHdopMaumn;

— pomkHa 6biTb 3anpeweHa pabota CK3UM npu BkAO4YeHHbIX B MN3BM wTaTHbIX cpeactBax
BbIX04a B paAnoKaHan;

—  WNCMoJfb30BaTb KKOYM C UCTEKLLUUM CPOKOM AENCTBUS;

—  OCYLLEeCTBNATb HECAHKLMNOHUPOBAHHOE KOMUPOBaHWE KIIKOUYEBbLIX HOCUTENEN;

o O O O O O
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— pa3srfnawartb COAEepXMMOe HocuTenen Kawdeson wHdopMaumm wnum nepegasaTb CaMu
HOCUTENM AnuUaM, K HUM He AOMYLEHHbIM, BbIBOAUTb KAKOYEBYO MHMOPMaUMIo Ha aucnnen
M NpuHTep (3a UCKJIIOYEHMEM CllyYaeB, NpeayCMOTPEHHbIX AaHHbIMM NpaBunaMmn);

— BCTaBNATb  KJ/OYEBOM HOCUTENb B  YCTPOMCTBO CUMTbIBAHMST B peXuMax, He
NnpeayCMOTPEHHbIX WTATHbIM PEXMMOM UCMNOSIb30BaHUS KKOUYEBOIrO HOCUTENS;

— nogknoyaTtb K MN3BM gononHuTenbHble YCTPOMCTBA U COEANHUTENN, He NpeayCMOTpPeHHble
LWTAaTHON KOMMJEKTaunen;

— paboTaTtb Ha [2BM, ecnn BO BpeMsl ero Ha4yalbHOW 3arpy3km He MNpoxXoAuT BCTPOEHHbIN
Tect O3Y, npeaycMoTpeHHbIn B M2BM;

— BHOCUTb Kakme-nnbo nameHeHuns B nporpammHoe obecneueHne CK3WU;

—  WN3MeHATb HaCTpPOWKMU, yCTaHOBJMIEHHbIE nporpammomn yCTaHOBKU CK3u nnu
aAMUHUCTPATOPOM;

—  WCMoJ1b30BaTb CMHXPOMOCLISIKK, BbipabaTbiBaeMble He cpeactBamm CK3U;

— obpabaTtbiBaTb  Ha M5BM, ocHaweHHon  CK3MWH, MHpopMauno,  coaepiKallyto
rocyAapCTBEHHYIO TalHY;

— UCnosb30BaTb 6biBWME B paboTe Kto4yeBble HOCUTENN AMS 3anmMcy HoBOM nHdopmaunm 6es
npeaBapuTeNbHOro YHUUTOXEHMUSA Ha HUX KNo4YeBon nHgopmMaunm cpeacresamMmm CK3U

—  OCYLLEeCTBNATb HECAHKLMOHMPOBAHHOE BCKPbITUE CUCTEMHBIX 610K0B MN2BM;

— TMpPWUHOCUTB U UCNOMb30OBaTb B TMOMeWeHun, rae pasMmeweHnbl cpeactea CK3WU,
paavotenedoHbl W ApYryl paauvonepegarwollyto annapaTtypy (TpeboBaHue HoCUT
pekoMeHAaTeNbHbIN XapaKTep).

AnnapaTypy, Ha KoTopol ycTtaHaBnmBaeTcsa CK3W, pekoMeHAyeTCs MpoBepUTb Ha OTCYTCTBUE
annapaTHbIX 3aKNafoK.

8.5. leCcTBMA NPU KOMMNPOMETALIMN KNIOYEN

B cnyyae komnpoMmeTauuu Kw4Yen no ¢akTy KOMMpOMEeTauuum AOMXKHO 6biTb MNPOBEAEHO
cnyxebHoe paccnenoBaHue. CKOMNPOMETUPOBAHHbIE K/HOUM BbIBOAATCA U3 AENCTBUSA.

BbiBeaeHHbIE U3 AENCTBUA CKOMMNPOMETUPOBAHHbIE K/HOUEBbIE HOCUTENW MOCNE MNPOBEAEHUA
cnyxebHOro paccriefloBaHUs YHUUTOXAlOTCS, O YeM JenaeTcs 3anucb B «XXypHane nofb3oBaTens
ceTu».

CKOMI'IpOMETMpOBaHHbIe KTIO4YM1 nognexat 3aMeEHeE.

MoapobHble [AencTBuMA Mpu  KOMMpPOMETaUuM K/AYen onucaHbl B M. 8.8 [OKyMeHTa
«XXTAN.00087-01 91 01. PykoBoacTBo agMmHucTpaTtopa 6esonacHoctn. Ob6wasa 4yactb.»

8.6. TpeboBaHusa no noaknrouyeHnto CK3U ana paboTtbl Nno o6Wea0CTYNMHbIM
KaHaJlaM nepeaadum AaHHbIX

Mopsagok noakntoveHmss CK3UM kK kaHanam cBs3u aoskeH 6biTb onpeaeneH akcnayatupytowen
opraHmsauunen. JIMuoMm, OTBETCTBEHHbIM 3a 6e3onacHocTb paboTbl CK3W no o6wenoctynHbiM
KaHafnaMm, Kak npasuno, Ao/mkeH 6biITb agMMHUCTpaTop 6e3onacHoOCTU.

Mpn nogknioueHmn CK3UW k ob6bwenocTynHbIM KaHanaMm rnepedayn AaHHbIX A0/KHaA ObiTb
obecneyeHa 6€30MaCcHOCTb 3alLULLIEHHON CBA3W. Mpu 3TOM A0/MKHbI 6bITb ONpeaesneHsbl:

— nopsagok noakntoyeHns CK3U Kk kaHanaw;

— 11Muyo, OTBETCTBEHHOE 3a 6e30nacHOCTb paboTbl Mo o6Wwen0CTYNHbIM KaHanam;
— TMNOBOW pernaMeHT 3alMLLEHHOM CBS3M, BKTOYAOLWNNA

o NONNTMKY 6e30MacHOCTM 3allMLLEHHOW CBSA3M;
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o [AOMyCTUMbI COCTaB MNpUKAaAHbIX MPOrpaMMHbIX CpPeAcTB, AN KOTOPOro AO/KHO 6biThb
nccnegoBaHo M 060OCHOBAHO OTCYTCTBME HeraTtuBHoOro BausHUA Ha CK3WM no kaHany
nepegayn AaHHbIX;
nepedyeHb AONYCTUMbIX CETEBbIX MPOTOKO/IOB;
3alNTy CeTeBbIX COeaMHEeHMI (NepedyeHb A40NYCTUMbIX CETEBbLIX 3KPAHOB);
cucrtemMa m cpeactBa aHTUBMPYCHOW 3aLmThI.

[MepeyeHb CTaHAAPTHbLIX CpPeaCTB OC MoxeT BKOYaTbCA aAMNUHNCTPATOpOM B TUNOBOM
pernamMeHT 6e3 nposeegeHna AONOJTHUTENbHbIX nccneaoBaHu No oueHke uUx BAmMsHUSA Ha CK3U. Mpwn
3TOM AO0J1XXHbl BbIMOJIHATLCA .

— CBOeBpeMeHHOe 06HOBNEeHME NPOrpaMMHbIX CPEACTB, BK/IIOYEHHbIX B COCTaB periamMeHTa;
— KOHTpO/b cpeabl dyHKUMoHMpoBaHusa CK3U;

— onpeaeneHne n KOHTPOJib 3@ UCMOJSIb30BaHMUEM CeTeBbIX NMPOTOKOJIOB;

— cobntogeHune npasun nosb3osaHna CK3U n cpepoit pyHKUnMoHMpoBaHus CK3N.

domxeH 6biITb obecneyeH OpraHM3auMOHHO-TEXHUYECKUIA  KOHTPO/SIb  3arlpoCoB  Ha
yCTaHOBNeHNe coeanmHeHunss aboHeHTOB Mo NpoTokony TLS ¢ ucnonb3oBaHMeM 3(EMEPHbLIX KJ4eN,
MCKNOYaoLWNX BO3MOXHOCTb MCMOSIb30BaHNA aboOHEHTOM He CBOMX aTpubyToB coeamHeHus (Takue,
kak Client_Id v 1.n.).

Mpn wucnonb3oBaHum CK3W ¢ gpyrmmum  ctaHapTHbIMM  MNPOrpaMMHbIMKM  CpeacTBamMu
BO3MOXHOCTb noakntodeHns CK3M k oblwenocTynHbIM KaHanaM nepefady AaHHbIX A0XKHa ObiTb
BO3MOXHa TOJIbKO MNOCne npoBefAeHuns AOMNOSHUTESNbHbIX MCCNefOBaHMM C OUEHKOWM HeraTMBHOro
BAMSAHMA Hapywutens Ha dyHkumoHmpoBaHme CK3W, ucnonb3ylowero cpeacrsa o6wenocTynHbIX
KaHasnos.

Mpn ycTaHOBKe nMapaMeTpoB, MO3BONAKOWMX CO34aBaTb COeAUMHEHUA, OT/INYHblE OT
KpunTorpaduyeckn 3almiieHHbIX, B COOTBETCTBUM C HAcTosAwMMKn npasunamm (TLS-coeanHeHue Ha
ocHoBe cepTudukaToB katouen MOCT P 34.10-2001, TOCT P 34.10-2012), aonxHbl 6biTb NPUHATLI MeEpDI,
NCKIYawwme yTteuky Tpebylowen 3awmTbl MHPOpMauum C 3awmwaemoro obbekTta uMH@opmauun. lMpoBepka
AOCTaTOYHOCTM MPUHATBIX Mep 3alnTbl NPOBOAMTCA MNpu aTrectaunm obbekta MHdopmaTusauum ¢ CK3U no
TpeboBaHMSAM MHMOPMaUMOHHONM 6e3onacHoCTH.

8.7. TpeboBaHusa no ncnonb3zosaHnto B CK3UN nporpaMMHoO-annapaTHbIX
cpeacts 3awmTtbl oT HC,

B KkauyectBe nporpaMMHo-annapaTtHbiXx cpeacts 3awmTtel oT HCA B CK3UW  Moxer
NCNoAb30BaTbCA cepTUdUUMPOBAHHBIA 3NEKTPOHHbIM 3aMokK «Cobonb», nporpaMMHo-annapaTtHbIi
komnnekc «KPUMNTOH-3AMOK>», AMA3 «Akkopg» u ANMA3 «MAKCUM-M1».

DNEeKTPOHHbIN 3aMOK «Cob60Nb» npeaHasHayeH Ans opraHM3aumMM 3almTbl KOMMbOTEPA
OT BXOAa NMOCTOPOHHUX MOsib3oBaTeneit. oA NOCTOPOHHMMM MONb30BaTENSAMM MOHMMAIOTCA BCE NMua,
HEe 3aperucTpupoBaHHbIE B CUCTEME 3MIEKTPOHHbIA 3aMoKk «Co60fb» Kak MoMb30BaTeNn [AaHHOMO
KOMMbloTEpa.

DNeKTPOHHbIN 3aMOK «Cob60/b» UCMOMAL3YETCA Ha creayrowmnx naatdopmax:
— Windows (nnatdopma IA32);

— Linux (nnatdopma IA32);

— FreeBSD (nnatdopma IA32);

— Solaris (nnatdopma IA32).

DNEKTPOHHbIN 3aMok «Cobonb» obecneuymBaert:

— peructpauuio  nonb3oBaTefieil  KOMMblOTEPA M Ha3HayeHMe MM MepCcoHanbHbIX
MAEHTMHUKATOPOB N Naposien Ha BXOA B CUCTEMY;
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— 3anpoC nMepcoHanbHOro wuAeHTUdUKATOPAa W Napons MNonb30BaTeNs Npu  3arpyske
KOMMNbIOTEPA;

— BO3MOXHOCTb 6/10KMpPOBaHMS BXO4a B CUCTEMY 3aperncTpMpoBaHHOMO Nnosib3oBaTtens;

— BeAeHMEe CUCTEMHOro XypHana, B KOTOPOM TMpPOM3BOAUTCA perucrpaumss cobbiTui,
MMEKLWMX OTHOLLIEHNE K 6€30MacHOCTN CUCTEMBI;

— KOHTPOJib LIeNIOCTHOCTU (haisioB Ha XecTKoM ancke (Tonbko B OC Windows);

— KOHTPOJib LIEeNIOCTHOCTU (PU3NYECKUX CEKTOPOB XEeCTKoro ancka (toabko B OC Windows);

— annapaTHyl 3aWwuTy OT HEeCaHKUMOHMPOBAHHOW 3arpy3ku OMNepauuMoOHHOM CUCTEMbI C
rmékoro anmcka n CD-ROM aucka.

YCTaHOBKa M HAcTpolKa 3N1eKTPOHHOro 3amMka Ha APM nonb3oBaTens AO/KHA MpOVU3BOANTLCS
B COOTBETCTBMM C IKCMJIyaTaUMOHHOM AoKyMeHTauuen. Nepea akcnayaTaunen aNeKTpOHHOro 3aMKa B
coctaBe APM nonb3oBatens Heob6XoAMMO O3HAKOMUTbCA C KOMIMJIEKTOM AOKyMeHTauun (B
cooTBeTCTBMM C nacnoptoM YBAJI.00300-04 NC/ KbBAX.468243.067) Ha paHHbIA KOMMJEKC M
NPUHATbL peKoMeHAyeMble B JOKYMEHTaUUM 3alUTHbIE OpraHU3auMoHHbIE Mepbl.

HacTpoilka  2NeKTpOHHOro 3aMka Ha  TpebyeMylo  KOHpurypauuito  BbINONHSAETCS
aAMUHUCTpaTopoM 6e30macHOCTM. HacTpolika A0/HKHA WCKAYaTb BO3MOXHOCTb BMellaTenbCTBa
nonb3oBaTeNis B MNPOLECChbl 3arpy3kuM oOnepaumoHHOM cucTeMbl M npuknagHoro MO v npoBepku
LLeSTOCTHOCTM NPOrpaMMHON cpeabl.
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9. YctaHoBka auctpubytmnsos MO CK3U

YctaHoBka MO «Kpuntollpo CSP» Bepcun 4.0 B 3aBMCUMOCTM OT MCMOSb3yeMor naatdopmbl
NMpPoOn3BOANTCS B COOTBETCTBUWM C gonosiHeHnsamu XKTHAKM.00087-01 91 02, XTHAWM.00087-01 91 03,
XXTAN.00087-01 91 04, XTHAN.00087-01 91 05, XTAM.00087-01 91 06, XTAN.00087-01 91 07,
XTAN.00087-01 91 08, k pokyMeHTy XTAW.00087-01 91 01. Kpuntollpo CSP. PyKoBOACTBO
aaMmHucTpatopa 6e3onacHocTn. Obwas yacTb».

YcraHoBka anctpmbyTtmea Kpuntolpo CSP fosmkHa NpoM3BOANTLCA NOJSIb30BaTENEM, UMEOLWNM
npasa agMMHUCTpaTopa.

Mepen ycTaHOBKOW HEOOX0AMMO OCYLLUECTBUTb KOHTPOJIb LIENOCTHOCTU YCTAHOBOYHbIX MoAyfen
ancTpmbytmea npu noMmowm yTunuTbl cpverify.exe, Bxogsawen B coctaB auctpunbytmea CK3U
Kpuntolpo CSP.
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10. HewTtaTHblEe cuTyauuu npm akcnnayatauum CK3U

Huxe npuBeaeH OCHOBHOW MepeyYeHb HeWTaTHbIX CUTyauui M COOTBETCTBYHOLIME AENCTBUS
nepcoHasna npu Ux BO3HUKHOBEHUN.

Ta6auvua 1 - [leiAicTBMA NepcoHasia B HELWUTATHbIX CUTyaunax

N°n/n | HewTaTHasa cutyaums [encTemna nepcoHana

OcTaHoBUTbL BCe DBM.

MepcoHan, uMerLwWwmnn 4ocTyn K Ka4yam, obs3aH caatb Bce
MMeloLMeCs Y HEro B Ha/IMUMKN KNtoUeBble HOCUTENU
aAMUHUCTpaTopy 6e3onacHoCTy.

AAMUHUCTpaTOp 6€30MacHOCTM YNaKoBbIBAET BCE K/lOYEBbIE
HOCUTENN, PErMCTPALMOHHbIE KapTOUKM CepPTUDUKATOB OTKPbIThIX

3BaKyaums, yrposa KAo4Yeln nonb3oBatenemn, ceptudumkaTbl Katodern nposepku Il
HanageHus, B3pblBa U | NONb30BaTeNEN B onedyaTbiBaeMblii KOHTENHEP, KOTOPbIA BbIHOCUT B
T.M., CTUXUNHbIE 6e3onacHoe nomelleHne nnum 3gaHmne. OneyaTaHHbIN KOHTENHEP
6enctena, aBapum OO/DKEeH HaxoAuTbCs NO4 OXPaHOW A0 OKOHYaHWUA AENCTBUS

obLiero xapakrtepa B HeLWTaTHOM CUTyauMn U BOCCTAHOB/IEHMUS HOPMasibHOM paboThbl
LleHTpe ynpaBneHus annapaTHbIX 1 NporpamMMHbIx cpeacTts CK3U.

KNHOYEBOW CUCTEMON.
AaMUHUCTpaTop 6€30NacHOCTM OMNOBELLAET Mo TenedoHHbIM

KaHanam obLiero nosb30BaHUSA BCeX NoJsib3oBaTenen o
rMpMocTaHoBKe paboTbl CUCTEMBI.

B cnyyae HacTtynneHms cobbiTusa, noBnekwero 3a cobon
[OJITOBPEMEHHbIN BbIXOA, M3 CTPOS annapaTHbixX cpeacts CK3U,
aaMUHUCTPaTop 6€30MacHOCTU YHUUTOXAET BCIO K/HOUYEBYIO
MHDOPMALMIO C HOCUTENEN, HAaXOASAWMXCHA B KOHTEMHepe.

KoMmnpomeTaums ogHoro

MopsiAoK AeNCTBUIA NpU KOMMpPOMETaUnn Ko4Yen onucaH B pasgene
M3 NINYHbIX KJOYEBbIX

9.5 «[lencTBUS Npu KOMNpoMeTaumn Kaoyen»,

HocuTenen.
Bbixoa u3 cTpos HeobxoanMo coobLmTb no TenedoHy B YL o dakTe Bbixoga u3
NepPBOro JIN4HOro CTPOS JINYHOIO K/IIOUYEBOIro HOCUTENS U 06ECNeunTb ero AOCTaBKy B

K/IOHEBOr0 HOCUTENA. | V|| nna BbIACHEHUS NPUYMH BbIXOAA M3 CTpos. Ansa paboTsl
NCMNOJIb3YETCS BTOPOM SIMYHbIN KOYEBON HOCUTESb.

Bbixoa n3 crtpos
BTOPOro JINYHOTIO
K/IO4EBOro HoCcUTens
(npu ycnosuu, 4uto
nepBbI TOXEe BbllLen
M3 CTpos).

MNMonb3oBaTenb, y KOTOPOro BbiWAN U3 CTPos 0b6a INYHbIX
KNIOYEBbIX HOCUTENS, aBnseTcs B YL aAna noBTOpHON perncrpauum
(6e3 n3MeHeHUs AaHHbIX perncrpauunm).

Mpu oTkaszax n cbosix B pabote annapatHon 4Yactu APM co
BCcTpoeHHOM CK3U HeobxoamMo octaHoBUTbL paboTy, no
BO3MOXHOCTM JIOKANM30BaTb HEMCNPABHOCTb M B AaNbHeElLeM
MpPOU3BECTN PEMOHT B YCTAaHOBJIEHHOM MOpsiAKe U, NMpu
HeobxoammocTn, nepeycrtaHosky CK3U.

OTtka3sbl n cébou B
paboTe annapaTHol
yactu APM co
BCTpoeHHon CK3U.
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Nen/n

HewTaTHaga cutyauus

[encTemsa nepcoHana

OTka3sbl 1 céboun B
paboTe cpeacTs
3awuTbl oT HCA.

Mpu oTkasax u cbosx B pabote cpeacrts 3awmTbl oT HCA,
aAMUHUCTpaTop 6e30MacHOCTUN, AO/IKEH BOCCTAaHOBUTb
pabotocnocobHocTb cpeacts HC/. Mpu Heob6xoanMocTu
nepeycTaHoBUTb NporpaMMHo-annapaTHble cpeactea HCA.

YTepsa nuyHoro
K/I04EBOro HOCUTENS.

YTepsa NMMYHOro K/K4YeBOro HOCUTEeNsa NpMBOAUT K KOMMNpoMeTaumnm
XpaHAwerocsda B HEM Kito4ya.

MNMopsaoK AeACTBUIA NpU KOMNPOMETaLumn Kioden onvcaH B pasgene
9.5 «[lencTBUS NMpu KOMMNpOMETaumKn Kayemn»,

OTtka3sbl 1 cbou B
paboTe nporpaMmMHbIX
CpeacTB BCMeACTBUE HE
BbISIBJIEHHbIX paHee
owmnbok B
nporpaMMHOM
obecneyeHunn.

Mpun oTkasax n cbosx B paboTe NporpaMMHbIX CPeACTB, BCNeAcCTBMe
He BbISIBJIEHHbIX paHee oWnb0oK B NporpaMMHOM obecneyeHun,
Heob6XxoANMMO OCTaHOBUTbL paboTy, NOKasM30BaTb MO BO3MOXHOCTU
MPUYMHY OTKa30B K cb6oeB M Bbi3BaTb pa3paboTumka gaHHoro MO
WAKW ero npeacraBuTens ANns yCTpaHeHUs MPUYnH, Bbi3blBaOLWMNX
oTKa3bl n cboun.

OTka3sbl B paboTe
NpOrpamMMHbIX CpeAcTB
BCNeacTBMe
Cny4yamHoro unm
YMBbILWTIEHHOIO UX
NnoBpexaeHus.

Mpwn oTkazax B paboTe NporpaMMHbIX CPeACTB, BCIeACTBUE
CNYy4YanHOro UM yMbILWIEHHOIO UX NMOBPEXAEHUS, TNLO,
OTBETCTBEHHOE 3a 6e30MacHOCTb PYHKUNOHMPOBAHMS
MpoOrpaMMHbIX W annapaTHbIX cpeacTB, 0653aHO NPOM3BECTU
cny>xebHoe paccnegoBaHue no gaHHoMy aKTy C Lesblo
YCTaHOBNEHMS MPUYMNHBbI OTKa3a M BOCCTAHOBJIEHUS NMpPaBUSIbHOM
paboTbl NporpaMMHbIX CPEACTB B YCTAaHOBMIEHHOM MoOpsAKe.

OTka3bl B paboTe
NporpamMMHbIX CPeacTB
Bcneacrteue ownbok
onepaTtopa.

Mpun oTkazax B paboTe NporpaMMHbIX CPEACTB, BCNeACTBME OLNOOK
onepaTopa, onepaTtop coobwaeTt o AaHHOM cdakTe nuuy,
OTBETCTBEHHOMY 3a 6e30MacHOCTb (PYHKLUNOHMPOBAHUS
MPOrpaMMHbIX M annapaTHbIX cpeacTB. OTBETCTBEHHbIN 3a
6e30nacHoOCTb PYHKLUMOHNUPOBaAHNSA NPOrpaMMHbIX U arnnapaTHbIX
CPeACTB AAeT COOTBETCTBYIOLWME YKazaHUA 06CnyXnBarwLeMy
rnepcoHany rno BOCCTAHOB/IEHMIO MPaBUIbHOM paboTbl NMPOrpaMMHbIX
CpeacTB B YCTAaHOBJIEHHOM MopsigKe.

Bce HewTaTHbIE CUTYyaUUU A0/KHbI OTpaXaTbCa B «XKypHane nonb30BaTens cetu».
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11. BctpanBaHue CK3U

Mpwn BcTpameaHmn CK3UN «Kpuntollpo CSP» B npuknagHblie cMCTeMbl HEO6XO0ANMMO NMPOBOAMTL
OLEeHKY BAUAHWSA annapaTtHblX, NMporpaMMHO-annapaTHbIX U MPOrpaMMHbIX CPeAacTB CeTu (CUCTEMBbI)
KOHPUAEHUNANBbHON CBA3M, COBMECTHO C KOTOPbIMW npeanofaraercs wraTtHoe dyHKUMOHMpOBaHue
CK3MW, Ha BbInonHeHWe npeabsBneHHbIX Kk CK3U TpeboBaHmin B cneayrowmx cny4vasx:

ecnun MHdopMaumsa KoOHPUAEHUMANbHOrO XapakTtepa MOANEXUT 3alumTe B COOTBETCTBUM C
3aKoHoaaTenbCTBOM Poccuiickoin Geaepaunu;

npuM opraHmsaumu Kpuntorpadpuyeckon 3sawmTbl MHOPMaAUMM KOHDUAEHUMANBHOIO
xapaktepa B deaepanbHbIX OopraHax MCMOAHUTENbHON BfacTU, opraHax MCMOSHUTENbHOWN
Bnactu cybwbekToB Poccuinckon denepaumn (panee - rocyaapCTBEHHbIE OpraHbl);

npu opraHusauuum KpunTorpaduyeckon 3awutbl WHMOPMaAUMM  KOHPUAEHUMANBHOIO
XapakTepa B OpraHumsauusx He3aBMCUMMO OT MX OpraHm3auMoOHHO-NpaBoBoM (OpPMbl U
opMbl COBCTBEHHOCTM NpU BbINOHEHUM UMW 3aKa30B Ha NOCTaBKy TOBApOB, BbINOJIHEHME
paboT uMAM oKasaHue YCNyr Ana rocyfapCTBeHHbIX HyxAa (Aanee - opraHusauum,
BbINOSHAIOLME rOCYAapCTBEHHbIE 3aKa3bl);

ecnun 06sa3aTeNnbHOCTb 3alnTbl MHpOPMauMmM KoHbUAEHUMANbHOIO Xapakrepa Bo3naraercs
3aKoHodaTenbCcTBOM Poccuiickon degepaumu Ha vy, UMEKWMX AOCTYN K 3TOM
nHdbopMaunm UNM  HageNeHHbIX MO/IHOMOYUSAMM MO  PacCnopsXKEHUO CBEAEHUSAMWU,
coaepxalummcsa B AaHHOM MHdOopMauum;

npu obpabaTtbiBaHMM UMHGOPMaLMM  KOHMDUAEHUMANBLHOrO Xapaktepa, obnagatenem
KOTOpPOWM SBASKOTCA rOCyAApCTBEHHbIE OpraHbl MAM  OpraHusauuun, BbIMOJHSAOWME
rocygapCTBeHHble  3akasbl, B Cfy4dyae nMpuUHATMS WMUM  Mep MO OXpaHe ee
KOHPUAEHUMANBHOCTU NMYTEM UCMONb30BaHWUSA CPeACTB KpUnTorpaduyeckon 3awmnThbl;

npn obpabaTbiBaHUM MHPOPMauMn KOHMUAEHUMANbHONO XapakTepa B rocyAapCTBEHHbIX
opraHax W B OpraHuM3auusx, BbINOMHAKWMX rocyAapCTBeHHble 3akasbl, obnagaTenb
KOTOPOM MNPUHMMaET Mepbl K OXpaHe ee KOHOUAEHUMANbHOCTM MNyTEM YCTaHOBMIEHUS
Heob6XxoANMOCTN KpUNTOorpadunuyeckon 3awmnTbl 4aHHON nHdopMaumu.

YKasaHHyl0 npoBepky Heobxoaummo nposoauTb No T3, cornacosaHHomy c 8 LleHTpom ®OCH

Poccun.

ans NCKTIOYEHUS BO3MOXHOCTU BJIUSIHUSA annapaTHbIX KOMMOHEHTOB CoK Ha
dyHKUMOHMpoBaHMe CK3W gosnxHbl 6bITb BbINOSIHEHBI cneaytouwme TpeboBaHUs:

B MO BIOS M2BM poskHbl 6bITb onpeaeneHbl YCTAaHOBKM, UCK/KOYatowme BO3MOXHOCTb
3arpy3km onepaumoHHON CUCTEMbI, OTSIMYHON OT YCTAHOB/IEHHON Ha XXEeCTKOM AMUCKE;
BxoA B BIOS M3BM ponxeH 6bITb 3alumiLeH NaponeM ¢ ANIMHON He MeHee 6 CUMBOJIOB;
cpeacteamm BIOS pgomkHa 6bITb UCKAKOYEHaA BO3MOXHOCTb paboTel Ha M3BM, ecnu BO
BpEeMS ero HavyanbHOW 3arpy3ku He MpoxXoAsaT BCTPOEHHbIe TeCThbl;
OOMKHO O6bITb NMpoBeAeHO onedaTbiBaHME CUCTeMHOro 61oka c yctaHoBneHHbiM CK3WU,
MCKNoYatollee BO3MOXHOCTb OECKOHTPOSIbHOMO M3MEHeHWs annapaTHOW 4yactu pabouen
CTaHUMN N MOLKOYEHNSA BHELIHNX YCTPOWNCTB;
yctaHoBka CK3M npoumsBogmTCs TOAbKO /uUaMun, UMeWwMMM gonyck K pabotam (B
COOTBETCTBMM C HOpMaMum No 6e30MacHOCTUN, NPUHATBIMX B OpraHmn3auun);
noakntoyaemoe k N3BM obopyaoBaHme He AOMKHO co3aaBaTth yrpo3 6esonacHoctu OC u
CK3W, ycTtaHoBneHHbIX Ha M2BM;
M3BM, Ha koTopoi ycTaHaBnuBaetca CK3W, p[omkHa BbIMOJHSATb  Mpoueaypbl
CaMOKOHTPOJIS OCHOBHbIX annapaTHbIX KOMMOHEHTOB MOCAe KaxAaoro cbpoca CUCTEMbI
BK/IlOHAs MOMEHT NOSIBMIEHUS MUTaHUS;
K akcnnyaTtaunmm CK3UW pgonyckaiTca nuua, npowejline COOTBETCTBYHOLWLYO MOAMOTOBKY U
MU3yuMBLUNE IKCMyaTauMOHHYIO AOKYMeHTauumio Ha CK3U;
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B ycnosusax:

o ecnm wuHdopmauusa, obpabaTtbiBaemas [MAK, nognexmT 3awmTte B COOTBETCTBUM C
3aKoHoAaTenbCTBOM Poccuitickon denepaunm;

o Npu OpraHmsauum KpuntorpaduMyeckon 3awuTbl MHPOpMaumn B denepanbHbiX OpraHax
WUCMOSIHUTENIbHON BfIACTU U B OpraHax MCNO/HUTENbHOM Bnactu cybbektoB Poccuinckoin
®denepaumnu;

o Npu opraHmsauum kpuntorpadumyeckon 3awmtbl obpabatbiBaemon MAK uHdopmauun, B
OpraHmMsaumsix HesaBUCMMO OT WX OpraHu3auMoHHO-NMpaBoBOM ¢GOpMbl U (opMbl
CO6CTBEHHOCTN MpPWU BbIMOSIHEHMX UMW 3aKa30B Ha MOCTaBKy TOBApOB, BbiMOJSIHEHME paboT
WM OKa3aHue yCnyr Ans rocyaapCTBeHHbIX HYXA,

AN OrpaHM4YeHnst BO3MOXHOCTU BAIMSHWSA annapaTHbiX KoMMoHeHToB CBT Ha ¢dyHKUMOHMpOBaHue
CK3MN HeobxoamMo npoBeaeHue wuccrnenoBaHun Ha cootsetctBMe O BIOS CBT, Ha KOTOpbIX
yctaHoBneHo CK3UM «BpeMeHHbIM MEeTOAMYECKMM PpeKOMeHAauMsM K MNpoBeAEeHUD WUCCeaoBaHWUM
nporpammHoro obecnedeHus BIOS no AOKYMEHTUPOBAHHbLIM BO3MOXHOCTSIM».
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12. Acnonb3oBaHue NporpaMMHbIX MHTepdencos

PaspaboTka nporpamMmmHoro obecneyeHms Ha ocHoBe CK3U «Kpuntollpo CSP» ¢ yyetom n.1.5
®opmynsapa XTAW.00087-01 30 01 moxeT npousBoauTbCS 6e3 coszgaHms HoBbix CK3WM B cnyuae
NCNoNb30BaHUs BbI30BOB UHTepdencoB CryptoAPI CK3U w3 nepedHs [punoxeHus 2. [aHHble
BbI30Bbl MOryT WCMO/b30BaTbCA KaK HanpsaMylo, Tak W ONOCPefoBaHHO 4epe3 MNpOMEXYTOYHbIe
MHTepdenchl.

B cnyyae wncnonb3oBaHusa (HanmpsiMykd WAM ONOCPEAOBaHHO) B NporpamMMHOM obecneyeHuun
npounx BbI30BOB MHTepdeincos CryptoAPI CK3UM Heobxoammo npom3BoanTb pa3paboTky OTAeNbHOro
CK3WN B cooTBeTCTBMM C AENCTBYHOLEA HOPMATMBHOW 6aszolh (B 4yacTHocTu, C [locTaHoBneHueM
MpasutenbctBa Poccuiickon ®egepaunn ot 16 anpensa 2012 r. N°313 v MNMonoxeHnem o paspaboTke,
NpoOu3BOACTBE, peanmsauunm n aKcniayataumm wmdposanbHbiX (Kpuntorpadpuyeckmx) cpeicTs 3aluThbl
nHdopmaunm (MonoxeHne NMK3-2005)).
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Mpuno)xxeHue 1. KOHTpPOsb LE/NOCTHOCTU NPOrpaMMHOro
obecneueHusn

KOHTpOb LEefIoCTHOCTM NpOrpaMmMHOro obecneyeHnsa C NOMOLLbIO aJiropuTMoB
X3WnpoBaHMA

Moaynb cpverify.exe no3BosseT OCYLWeCTBAATb KOHTPOJSb LENOCTHOCTM YCTaHOBJIEHHOIO
nporpamMmHoro obecneyeHuns. KoHTposib LEeNOCTHOCTU (painoB OCYLEeCTBASIETCS Npu 3arpyske danna
Ha WCNosHeHne (M nepuoauvYeckm BO BPEMS BbIMOJIHEHUS) WMAM MPU PYYHOM 3anycke MporpamMmmbl
KOHTPOJIS1 LE/TIOCTHOCTU (CM. OMUMUIO —IV HUXKE).

MpY NOMOLLUM NEepeYnCIEHHbIX HUXE ONMuUMii Moaynb cpverify.exe MoXeT 6biTb NCMONb30BaH A/
CNeAyWmMX KOHTPOJIbHbIX LieNei:

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>]- BbluMcneHve 3HaueHus
xaw-pyHkumm ana danna ¢ mmenem filename ¢ nomowsbto anropmtma algid. Mone algid moxert
npuHMMaTb 3HadeHusas GR3411, GR3411_2012_256 wn GR3411_2012_512 (nmo yMOAYaHMUIO
ncnonb3dyerca GR3411). [-inverted_halfbytes <inv>] ykasbiBaeTtcs, ecnn nonybantbl B hashvalue
nepesepHyTbl (N0 yMmonyaHuto pnsa GR3411 inv NpuHUMMaETCa pasBHbIM <«1», Ana anropuTtMoB
GR3411_2012_256 n GR3411_2012_512 «0»).

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
LenocTHocTn danna c mMmeHem filename, mncnone3ysa anroputMm algid n xsw-3HavyeHue hashvalue.
Mone algid MoxeT npuHMMaTb 3HadveHumss GR3411, GR3411_2012_256 u GR3411_2012_512 (no
yMonydaHuto wmucnonesyetcs GR3411). Ecau hashvalue He ykasaH, TO X3wWw-3HayeHue bepeTtcs U3
danna filename.hsh. [-inverted_halfbytes <inv>] ykasbiBaetca, ecnu nonybantel B hashvalue
nepesepHyTbl (No ymon4yaHumio Ansa GR3411 inv npuHMMaeTcs paBHbIM «1», Ans anropMTtMoB
GR3411_2012_256 n GR3411_2012_512 «0»).

cpverify -rm [-alg algid] [catname] - BbluMcCneHUe 3Ha4YeHus X3W-PyHKLUUM AN KaX[oro m3
annoB, coaepxalmnxcs B KaTanore catname B pa3sgene peectpa (ecnu cathame He ykasaH, TO
6yayT nepecumTaHbl BCe X3LW-3HAaYeHUa B pasfesie peectpa). Tekyllee 3HaYeHne X3W-pyHKUMA npu
3TOM 3aMeHsieTCa Ha BHOBb nocymMTaHHoe. [lone algid MoxeT npuHUMMaTb 3HadeHus GR3411,
GR3411_2012_256 n GR3411_2012_512 (no ymon4yaHuto ncnonbsyetcsa GR3411).

cpverify —-rv [catname] - npoBepka uenoctHoctn dannoB M3 kKatanora cathame B pasgene
peectpa (ecnn catname He ykasaH, To 6yayT npoBepeHbl Bce (aisibl B pasgene peecrtpa).

cpverify -xm in_file out_file [-alg algid] [xmlcatname]- BbluMCneHne 3HaUeHNs X3W-PyHKUNMU
ana dannos, nepedncneHHbix B xml-darne ¢ uMmeHem in_file B katanore xmlcatname (ecnm
xmlcathame He ykasaH, TO Xx3wW-3HadeHunsa 6yayT nocuuTaHbl AN Bcex anoB, NepeymncrieHHbIX B
xml-cbanne ¢ uvMmeHeMm in_file), n 3anucb Nony4yeHHbIX 3HavyeHun B xml-pann c uMeHem out_file.
Tekyllee 3HadYeHMe X3W-PpyHKLUMA NpUM 3TOM 3aMeHsIeTCa Ha BHOBb nocuymTaHHoe. lNMone algid moxeTt
npuHmMMaTtb 3HadeHusa GR3411, GR3411_2012_256 wn GR3411_2012_512 (no yMoOA4YaHuio
ncnonbsyerca GR3411).

cpverify —xv in_file [xmlcatname] - npoBepka UENOCTHOCTM annoB, NEPEUUCIEHHbIX B
xml-cbanne c umeHem in_file B kaTtanore xmlcatname (ecnm xmlcatname He ykasaH, TO npoBepka
6yaeT BbINOMHEHA ANs BCeX GanoB, NepevncrieHHbIX B xml-daiine ¢ nmeHem in_file).

cpverify —r2x out_file - ¢dopmuposaHmne xml-caiina c numeHem out_file, cogepxawiero cnmcok
hannoB, HaxopAWMXCS B pasfefie peecTpa MNog KOHTPOJSIEM LENOCTHOCTM, M X3LW-3HAaYeHUs 3TUX
dannos.
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cpverify —x2r in_file - yctaHoBka noa KOHTPOJb LENOCTHOCTM ansioB, NEpeyYnCNeHHbIX B
xml-danne c nmenem in_file.

CrnncoK KOHTPONMPYEMbIX MOAYyNen 3aBUCUT OT MCMNOSIHEHUS W MOXeT ObiTb MOslydeH npwu
nomoLwm KoMmaHAabl cpverify —r2x in_file.

Ons Toro, 4tobbl MNOCTaBMTb MOA KOHTPO/Sb LIEIOCTHOCTU YCTAHOBJIEHHOE MpPOrpaMMHoOe
obecneyeHne, HY>XHO BbINOJIHUTbL C/eAYyIOLY0 NocieA0BaTeIbHOCTb AeNCTBUN:

1. Cozpgatb xml-chann, coaepxawmii CrNNCOK YCTaHaBIMBAEMbIX MOL KOHTPOJb LLE/IOCTHOCTMU
dannos. AaHHbIn Xml-dainn f0MKEH UMETb CNeAYIOLWY0 CTPYKTYPY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity>

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
<Algid>00008021</Algid>

</entry>

<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
<Algid>00008021</Algid>

</entry>

</catalog>

</CProlntegrity>

3HaueHue nonsa Algid gomkHO paBHATbCA 00008021.

2. 3anyctutb Moaynb cpverify —xm in_file out_file TestControl, ykasaB B kayecTBe napameTpa
in_file nmsa cospaHHoro xml-anna. Pesynbtatom pabotbl Moayns 6yaetr sasnarbca xml-pann ¢
nMmeHeMm out_file, cogeprxalimini BbIYNCIIEHHbIE 3HAYEHUS X3W-PYHKUMM 418 nepedyncnerHblx B in_file
hannoB n UMEKLWMN CNeayroLyo CTPYKTYpY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity>

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
<Algid>00008021</Algid>

<Tag>679837307CDC7AA1E4BDBB75194A24D42C782079AF08E2D362D7624A90D604C7</
Tag>

</entry>
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<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
<Algid>00008021</Algid>

<Tag>9DF987B89A323BEBC3C29BACOAED42A4F5BD651892AAE79F1EC1D05288D06B9C</
Tag>

</entry>

</catalog>

</CProlntegrity>

3HadeHune nonsa Algid gomkHo paBHATbCA 00008021.

3. YCTaHOBUTb Mo KOHTPOJib LEeNOCTHOCTM dalfbl, AN KOTOPbIX 6bi10 BbIYMCIEHO 3HAYeHue
xaw-dyHKUMK, ncnonblys moaynb cpverify —x2r in_file TestControl, raoe napametpowm in_file sBnserca
xml-gann, NonyyYeHHbIn B pe3ynbTaTe BbIYNCIEHUS 3HAaYEHUA XaW-DYHKLUNN B NYHKTe 2.

KOHTpONb LEeIoCTHOCTM NpOorpaMMHOro obecneyeHms ¢ NOMOLbIO aJiropuTMoB
noanmcu

- cpverify -file_verify nmsa_darina [3HayeHne_noanucu] -timestamp agarta

MpoBepka noanucun ddanna C uMeHeM <«uMsa_cdarna». [lapaMeTp «3HadeHue_noanucm»
HeobxoanMmo nepepaBaTthb B Buae 6aiToBOM CTPOKKN. ECnn napaMeTp «3HayeHne_NnoAnmcu» He yKasaH,
TO 3HadeHue noanucu bepetcsa ms danna uma_danna.sgn. lNapameTp «haTa» yKasblBaeT, Koraa
nognuce 6bina cdhopmmpoBaHa, Heo6x0AMMO yKasbiBaTb B dopmaTe A4.MM.ITrr. [laHHas KoMaHAa
npoBepsieT NOANMUCb C NPSIMOIM NOCNeA0BaTE/IbHOCTbLIO NonybanT, Ansg NpoBepkn nognucu ¢ obpaTHoM
nocneaoBaTesibHOCTbIO 6alT Heob6xoaMMO MCNONb30BaTb KOMaHAY versign ¢ aHanormyHbiM Habopom
napameTpoB. [loagnnucb MNpoBepsSieTCs Ha OTKPbITOM KJ/K4Ye M3 creumanbHoro ceptudukaTa ans
noanucu koga komnaHum «KPUMNTO-TMPO».

- cpverify —pe_sign FileName [kpuTepuun noncka ceptudunkartal [4on. napameTpsbl]

[Job6asneHne B dann ¢ mmeHem FileName uwndposoin nognucu B dopmate authenticode
NMOSIHOCTbKD Ha POCCUMUCKMX anropmtMax C nomouwbtko Microsoft CryptoAPI. C nomowbio AaHHOWM
KOMaHAbl MOXHO noAanucaTb Tonbko dannbl popmaToB .exe n .dll.

Ona Toro utobbl nopgnucaTtb ann, HeobxoAMMO B XpaHunuvwe <«JInyHoe» TeKyllero
nonib3oBaTeNns MMeTb YCTAHOBNEHHbLIN CcepTUMUKAT CO CCbIJIKOM Ha 3aKpbITblA K4, B Ha3Ha4YeHUaX
KOTOpOro npucytcTeyeT «lloanucbiBaHne Koga».

MonCK HYXHOro cepTudmrKaTa OCyLECTBIAETCS C MOMOLLbIO C/IEAYOLWNX KPUTEPUEB:

NMsa cybbekTa cepTudmkaTa Noanncu. ITO 3HAUYEHMe

-name SubjectName .
MOXeT 6bITb NOACTPOKON NMOSIHOrO MMEHWN CybbekTa.

-alg Algld ANropuUTM X3WKMPOBaAHMA AN NoAMNUCK B
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ceptudukate. Jonyctumblie 3Ha4veHns GR3411,
GR3411_2012 256, GR3411_2012_512.

-fp FingerPrint 3HadeHue shal oTnevaTka cepTudukarta.

Moannce 6yaet nobaBneHa Kak BTOpOCTENEHHas.
Ecnn B paine HeT OCHOBHOM MoAMNUCKM UAW MapaMeTp
—append He nepeaaH, To noanucb byaer
nobaBneHa Kak OCHOBHas.

-append

Ecnn Heckonbko cepTUdMKATOB YAOBMETBOPSIOT 3aA4aHHbIM KpUTEPUSIM, TO MNOJIb30BaTENtO
6yAeT NpefocTaB/ieHa BO3MOXHOCTb BPYYHYHO Bbl6paTb HYXHbI cepTudukar.

- cpverify —pe_verify FileName [gon. napameTpsbl]

MpoBepka authenticode noanucu dana ¢ umMeHem FileName 6e3 mcnonb3oBaHus Microsoft
CryptoAPI.

MpoBepka Bcex authenticode nognucen, HanaeHHbIX
-multiple B dhanine. Ecnn napameTp He nepeaaH, 1o byaer
npoBepeHa To/IbKO OCHOBHAas NOAMMUCH.
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NMpunoxxeHue 2. lNepeyeHb BbI3OBOB, MUCMNOJZIb30BaHUE KOTOPbIX
npu paspaborke cucrem Ha ocHoBe CK3UN «Kpuntollpo CSP» c
yyetoMm n.1.5 ®dopmynsapa XTAN.00087-01 30 01 Bo3MOXKHO 6e3
AOMNOJIHUTEJIbHbIX TEMAaTUYECKUX UCCneaoBaHUN:

OyHKLUMA

OnucaHune

OrpaHu4YeHuns Ha UCNoAb30BaHue
dbyHKUNNM

DYHKLMUN MHULUMaANU3aL MM U HacT

po¥ikm npoBaiaepa

CryptAcquireContext

OyHkumna CryptAcquireContext
NCNONb3yeTcs ANs Co34aHus
aeckpunTopa
KpunTonposanaepa C MMeHeM
K/I04EeBOIro KOHTelHepa,
onpeaenéHHbIM NnapamMeTpom
pszContainer

CryptReleaseContext

®yHkuna CryptReleaseContext
MCNONb3yeTCs A5 yaaneHus
AeckpunTopa
KpunTonpoBanaepa, Co34aHHOro
CryptAcquireContext.

CryptContextAddRef

YnpaBnseT CY4eTUYMKOM
AEeCKpUNTOpOB CO34aHHOIo
CryptAcquireContext.

CryptEnumProviders

MNepeuyncneHne yCTaHOBIEHHbIX
KpunTonpoBanaepos

CryptEnumProviderTypes

MepeyncrneHme yCTaHOBEHHbIX
TUMNOB KPMMNTOMNPOBanaepoB

CryptGetDefaultProvider

lMonyyeHne KOHTEKCTa
nposaligepa, YCTaHOB/IEHHOroO B
CUCTEME MO YMONYAHUIO

OyHkuma CryptGetProvParam

CryptGetProvParam nosy4yaeT napameTpsl
KpunTonposanaepa.
®OyHkunsa CryptSetProvParam

CryptSetProvParam yCTaHaBnMBaeT NapamMeTphbl

KpunTonposangepa.

FreeCryptProvFromCertEx

®DyHKUMS UCnonb3yeTcs ans
yAaneHus geckpunropa
KpunTonpoBanaepa, Co34aHHOro
CryptAcquireContext nnm yepes
CNG.
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CryptlnstallDefaultContext,
CryptSetProvider,
CryptSetProviderEx,
CryptUninstallDefaultContext

®yHKUUM yripaBieHus
KOHTEKCTOM npoBanaepa no
YMOSTYaHMIo

DYHKLUN reHepauum n obMeHa K/1l04aMu, co3gaHue KOH(I)Mrprp

oBaHue u yaasieHume KJouYen

CryptGenKey

OyHkuna CryptGenKey
reHepupyeT cnyvanHblie
Kpuntorpaduyeckme Kawdu nnm
KJI04EBYO napy
(3aKpbITbIN/OTKPLITHIA KOUK).

CryptDestroyKey

®yHkuma CryptDestroyKey
yAansieT K4y, nepeaaBaeMbii
yepes napameTp hKey. lNMocne
yAaneHus K4 (Aeckpuntop
K/to4a) He MoXeT
MCNosb30BaTbhCA.

CryptExportKey

®yHkuma CryptExportKey
MCMoJb3yeTcHa AN 3KcnopTta
KpunTorpauyecknx Knoven ums
K/II0YEBOIr0 KOHTeMHepa
KpunTonpoBanaepa, COXpaHsas
MX B 3aWMLWIEHHOM BUAeE.

PaspelleHo 3KCNopTMPOBaTh TOMTbKO
OTKPbITbIE K/THOUM
(PUBLICKEYBLOB).

CryptGenRandom

®yHkuma CryptGenRandom
3anonHseT 6ydep cnydanHbiMm
6anTamn.

CryptGetKeyParam

OyHkumna CryptGetKeyParam
BO3BpaLLAET NapaMeTpbl Ko4a.

CryptGetUserKey

OyHkuna CryptGetUserKey
BO3BpaLlaeT AeCKPUNTOpP OAHOWN
W3 AOSITOBPEMEHHbIX K/TH0YEeBbIX
rnap B K/lOMEBOM KOHTENHepe.

CryptImportKey

OyHkuma CryptimportKey
MCMosb3yeTcsa Ana uMmnopra
KpuUnTorpaguyeckoro Kjt4a mn3
Knto4yeBoro 6n106a B KoHTelHep
KpunTonposanaepa.

PaspelweHo MNopTUpoBaTh TOSILKO
OTKPbITbIE K04
(PUBLICKEYBLOB) npu HynesoM
3HayeHun dnaros.

CryptSetKeyParam

OyHKkuma CryptSetKeyParam
yCTaHaBNMBaeT napamMeTpbl
K/tova.

PaspelleHo Mcnonb3oBaHMe TONbKO
CO Cneayrwmmm CUMBOJSIbHbIMUA
aprymeHtamu: KP_CERTIFICATE,
KP_CIPHEROID, KP_DHOID,
KP_HASHOID.

DyHKUMU 06paboTkn KpunTtorpadmyeckmux coobLieHui

CryptSignMessage

OyHkuma CryptSignMessage
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Cco34aeT X3l OnpeaeneHHoro
coAep)aHusl, noanucbiBaeT XaLW
M 3aTEM NPOU3BOAUT
3aKoAMpoOBaHMe U TeKCTa
MCXOAHOro coobuieHus, m
noAMNMCaHHOIro xXawa

CryptVerifyMessageSignature

OyHKUMSA
CryptVerifyMessageSignature
npoBepsieT 3NEeKTPOHHO-
undgposyo Noanuchb
NOAMMCaHHOIro coobLleHuns.

CryptVerifyDetachedMessageSignat
ure

OyHKLUMA
CryptVerifyDetachedMessageSig
nature npoeepseT nognnucaHHoe
cooblleHune, coaepxallee
oTcoeamHeHHyto (detached)
noANMCb UKW NOAMNUCHU

CryptDecodeMessage

DyHKUNS AekoaupyeT,
pacwndpoBbIBaeT N NpoBepseT
coobuieHue

CryptDecryptAndVerifyMessageSign
ature

dOyHKUMA AEKOANPYET U
npoBepsieT coobLieHNE

CryptEncryptMessage

®yHkuma CryptEncryptMessage
3awndpoBbIBaeT N NponsBoanT
3aKoampoBaHue coobuieHus.
AYTEHTUYHOCTb COObLEeHns He
obecneuunBaeTcs.

CryptDecryptMessage

®yHkuma CryptDecryptMessage
Mpou3BOAUT pacKkoaMpoBaHue u
pacwmdpoBaHne coobLieHms.
lMpoBepka ayTEHTUYHOCTH
coobLeHnsa He Mpon3BOANTCS.

NMpuMmeyaHune: He gonyckaetcs
aBTOMaTU4YeCKMn aHanus
pe3ynbTaTta paboTbl GyHKUNMU,
HanpaBJIEHHbIA Ha NPOBEPKY
KOPPEKTHOCTN coobLeHuns.

CryptGetMessageCertificates

OyHKLUMA BO3BpaLlaeT
XpaHunuuie cepTuduKaTos m
CMNCKN aHHYNMPOBaHHbIX
cepTndmKaToB U3 COObLLEHUS

CryptGetMessageSignerCount

OyHKUMA BO3BpaLaeT
KOJINYECTBO MOAMMCaBLUMNX
coobLieHne
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CryptHashMessage

OyHKUMA co3paeT
X3WMpOBaHHOE coobuieHne

CryptSignAndEncryptMessage

dyHKUMS co3aaeT noAnmcaHHoe
1 3awmndpoBaHHoe cooblleHne

CryptSignMessageWithKey

dyHKUMA co3aaeT nognncaHHoe
coobuieHune

CryptVerifyDetachedMessageHash

OyHKUMA npoBepsieT
OTKpEneHHbIN X3LW

CryptVerifyMessageHash

OyHKUMA npoBepsieT
X3WnMpoBaHHoe cooblieHne

CryptVerifyMessageSignatureWithK
ey

®yHKUMSA npoBepsieT
noanucaHHoe cooblueHune

CryptMsgCalculateEncodedLength

OyHKUMA
CryptMsgCalculateEncodedlLengt
h BbluMcnsgeT MakcMMmanbHoe
KoAn4decTtBo 6anToB,
Heobxoanmoe ons
3aKOANPOBAHHOIO
KpunTorpaguyeckoro
coobuieHus, 3a4aHHOro TMNoOM
coobuieHns, napameTpamu
KOAMPOBaHMS 1 obLwen AnMHoOm
WHdOpMaLumn, KoTopas A0/KHa
6bITb 3aKOAMpPOBaHa.

CryptMsgOpenToEncode

OyHKLUMA
CryptMsgOpenToEncode
OTKpbIBAET Kpuntorpaduryeckoe
coobLleHVe Ang 3aKoAMPOBaAHMUS
M BO3BpaLlaeT AeCKpMnTop
OTKPbITOro coobweHus.

CryptMsgOpenTo-Decode

OyHKLUMA
CryptMsgOpenToDecode
OTKpbIBAET Kpuntorpaduyeckoe
cooblleHne ans
pacKkoaMpoBaHMA 1 Bo3BpallaeT
OECKpUNTOp OTKPbITOro
coobuieHuns.

®yHkuma CryptMsgUpdate
MOMOJIHAET TEKCT

CryptMsgUpdate Kpuntorpapuyeckoro
coobuieHus.
CryptMsgGetParam Pyniuna CryptiMsgGetparam

nony4aeTt napameTp coobuieHuns
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nocsne Toro, Kak
KpunTtorpaduyeckoe coobuieHne
6b110 packoaMpOBaAHO UN
3aKoanpoBaHo.

CryptMsgControl

®dyHkumnsa CryptMsgControl
BbIMOJSIHAET KOHTPOJIbHOE
Aencreune.

CryptMsgClose

OyHkuma CryptMsgClose
3aKpblBaeT AEeCKPUNTOp
KpunTorpadguyekoro
coobLeHuns.

CryptMsgDuplicate

®dyHkuusa CryptMsgDuplicate
aybnupyeTt aeckpunTop
KpunTtorpadunyeckoro
coobLeHns nyTeM yBesM4eHns
CYeTYMKa CCbIIOK

®DyHKUMM paboTbl C aiIropuTMamMm

X3aWwnpoBaHunsa

®yHkumnsa CryptCreateHash
WHULMANU3NPYET AECKPUNTOP

PaspelleHo ncnonb3oBaHMe TONbKO
CO cefy WM CUMBOJIbHbLIMU
aprymeHtamn: CALG_GR3411,
CALG_GR3411_2012_256,

CryptCreateHash HOBOr0 06HEKTa (YHKLIMM CALG_GR3411_2012_512,
X3LWMPOBAHUS MOTOKA AAHHbIX. CALG_GR3411_HMAC,
CALG_GR3411_2012_256_HMAC,
CALG_GR3411_2012_512_HMAC,
CALG_SHAREDKEY_HASH.
®yHkunsa CryptDestroyHash
CryptDestroyHash yaansiet 06bekT QyHKLUMN

XaWwnpoBaHu4.

CryptDuplicateHash

®yHkuma CryptDuplicateHash
CO34aéT TOYHYIO KOMNMio obbekTa
dYHKUMN X3WMPOBAHUS,
BKJ/1HOUAsi BCE €ro nepeMeHHsble,
onpegensawwme BHyTpeHHee
COCTOSIHMe obbekTa hYHKLUUN
X3LWMNPOBaHUS.

®yHkumnsa CryptGetHashParam
BO3BpallaeT napameTpbl

CryptGetHashParam obbekTa PyHKUNU X3LWIMPOBAHUSA
M 3HadyeHue PyHKLUUn
X3LWNPOBaHMS.
®yHkumsa CryptHashData
CryptHashData nepefaéT AaHHble yKa3aHHOMY

06BbeKTY PyHKLMMN
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XaWunpoBaHn4.

CryptSetHashParam

OyHkuma CryptSetHashParam
yCTaHaBNMBaET NapaMeTpbl
06beKTa X3WnpoBaHMs.

PaspelueHo ncnonb3oBaHMe TOSIbKO
C CMMBOJIbHbIMW apryMeHTamu
HP_HASHSIZE,
HP_OID/KP_HASHOID, HP_OPEN.

CryptSignHash

OyHkuma CryptSignHash
BO3BpallaeT 3HayYeHune
3NeKTPOHHOW UMb poBOM
NOAMUCK OT 3HAYEHUS PYyHKLMN
X3LWMpPOBaHUA.

Pa3spelleHo ncnonb3oBaHme TObKO
C KJIt0YEBbIMW KOHTENHEPAMMU,
NOSTyYEHHbIMM paHee C NOMOLLbHO
Bbl30Ba
CryptAcquireCertificatePrivateKey
nnMbo C NoMoLLbo BbI3OBaA
CertGetCertificateContextProperty
n3 ceptmdmrkaTta, NPOBEPEHHOIO C
NMOMOLLBbIO PYHKLUNMU
CertVerifyCertificateChainPolicy

CryptVerifySignature

OyHkuma CryptVerifySignature
OCYLLECTBNSAET NPOBEPKY
undpoBon NoanNmcCK.

PaspeleHo ncnonb3oBaHme TObKO
C AecKpunTopamm KIo4en,
NOSTYYEHHbIX paHee C NOMOLLbLO
Bbi3oBa CryptImportPublicKeyInfo
(CryptImportPublickeyInfoEx) u3
cepTmndunkaTa, NpoOBEPEHHOIO C
NOMOLLBIO PYHKLNU
CertVerifyCertificateChainPolicy

DYyHKLUMN pa601'b| C CepTMCIDMKaTaMM, CNMUCKaMUN aHHYJIMPOBAHHbIX CepTMCI)MKaTOB, XpaHuanuem

ceptudpumkaToB

CNUCKWN aHHYJIMPOBaAHHbIX CepTU(UKATOB

CertAddCRLContextToStore

OyHKLUMA

CertAddCRLContextToStore
nobasnsieT koHTekcT COC B
XpaHunumuie cepTndukaTos.

CertAddCRLLinkToStore

OyHKUMA CO3[aEeT CCbUIKY Ha
CMMUCOK aHHYIMPOBaHHbIX
cepTudurKaTOB B APYroM
XpaHunuuie

CertAddEncodedCRLToStore

OyHKLUMA
CertAddEncodedCRLToStore
cozpaetT KoHTekcT COC un3
3akoampoBaHHoro COC u
nobaBnseT ero B xpaHunuiie
ceptndmkatoB. PyHKLUSA
co3fgaeT Konuto KoHTekcTta COC
nepen nobaBneHnem ero B
XpaHunuue.

CertEnumCRLsInStore

OyHKLUMA
CertEnumCRLsInStore
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rMosly4aeT NepBbi Nan
cneaytowmin COC B
XpaHunuuie. 3ta GyHKUMS
MCMosb3yeTcs B UMKIe Ans
Toro, 4tobbl NocnenoBaTeNbHO
rnony4yuts Bce COC B
XpaHunumuie.

CertFreeCRLContext

®yHkuma CertFreeCRLContext
ocBoboxaaet koHTekcT COC,
YMEeHbLLIAas CYETYUK CCbINIOK Ha
eamHuuy. Korga cyetumk
CCbINIOK 06bHYynseTcs, pyHKUNA
CertFreeCRLContext
0CBOOOXAAET NaMsATh,
BbIAENEHHYIO NOJA KOHTEKCT
COcC.

CertCreateCRLContext

OyHKUMSA
CertCreateCRLContext co3paet
KoHTekcT COC un3
3akoamposaHHoro COC.
Co34aHHbIN KOHTEKCT He
noMeLLaeTcs B XpaHunuwe
cepTudmkaToB. B cozgaHHOM
KOHTEeKCTe yHKUMNS
pa3MeLlaeT KOonumio
3akogmpoBaHHoro COC.

CertDeleteCRLFromStore

®OyHKUMS yaansieT Cnmcok
aHHY/TIMPOBAHHbIX
cepTUdUKaToOB M3 XpaHUIMLWa

CertDuplicateCRLContext

OyHKLUMSA
CertDuplicateCRLContext
aybnupyet koHTekcT COC,
YBESIMYMBAsS CYETUMK CCbIIOK
Ha COC Ha eauHuuy.

CertFindCRLINnStore

OyHkumsa CertFindCRLInStore
HaxoauT NepBbin NN
cnepyowmn koHtekct COC B
XpaHunuue cepTndukaTos,
KOTOPbI COOTBETCTBYET
KpUTEPUIO MOoucka,
onpeaenseMoMy napaMeTpom
dwFindType 1 cBsi3aHHbIM C
HuM pvFindPara. 2T1a dyHKuma
MOXeT 6bITb UCMOJSIb30BaHa B
unkne ans Toro, 4Ytobbl HANTK
Bce COC B xpaHunuwie
cepTndmnkKaTos,
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yOoBNeTBOpSAOWNE 3a4aHHOMY
KpUTEpUIO NMomucka.

CertDeleteCertificateFromStore

OyHKUMSA
CertDeleteCertificateFromStore
yAansieT onpeaeneHHbli
KOHTeKCT COC 13 xpaHuniuLia
cepTndmnKaTosB.

CertFindCertificateInCRL

QOyHKUMS OCyLLecTBASET NOMUCK
3agaHHoro ceptudmkaTa B
CMNCKe aHHYIMPOBAHHbIX
cepTudunKaToB

CertGetCRLFromStore

OyHKUMA
CertGetCRLFromStore
nony4yaeT nepBbii Uan
cneayowmn koHtekct COC ans
onpeaeneHHoro usaartens
ceptudmkaTa n3 xpaHunuwia
cepTudumkaToB. dTa MyHKUMSA
TaKXxe ocyliecTenseTt
BO3MOXHY0 rnpoBepky COC.

CertSerializeCRLStoreElement

OyHKUMA cepuanunsaumnm
CMMUCKa aHHYIMPOBAHHbIX
cepTMdmKaToB CO CBOMMM
CBOMNCTBaMM

PacwmpeHHble CBOMCTBaA cepTudukaTa cnmcka oto3BaHHbix (COC) ceptucdpukatos n CTL

CertGetCRLContextProperty

OyHKUMA
CertGetCRLContextProperty
nosily4yaeT pacliMpeHHble
CBOWCTBA onpeaeneHHoro
KoHTekcTa COC.

CertSetCRLContextProperty

OyHKLUMSA
CertSetCRLContextProperty
yCTaHaBNMBaET pacClUNpPEHHbIe
CBOMCTBa onpeaesieHHOro
KoHTekcTa COC.

CertGetCertificateContextProperty

OyHKLUMSA
CertGetCertificateContextPropert
y nonydaet nHdopMaumio,
CcoAepallyrcs B paclUMPEHHbIX
CBOMCTBaxX KOHTEKCTa
cepTudmkaTa.

CertEnumcCertificateContextProperti
es

OyHKLUMSA
CertEnumCertificateContextProp
erties no3sosigeT nepevyncnmnTb
MHbOpMaLMIO, cogepXKallyrocs B
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pacCLIMpPEHHbIX CBOMCTBaX
KOHTEKCTa cepTudumkara.

CertSetCertificateContextProperty

OyHKUMSA
CertSetCertificateContextPropert
Y YCTaHaB/IMBAET pacCLUMpPEHHbIE
CBOWNCTBa A4J/151 onpeaesieHHoro
KOHTEKCTa cepTudumkarta.

CertEnumCRLContextProperties

lMepeuncneHne pacliMpeHHbIX
CBOWCTB Cnnucka
AHHY/IMPOBAHHbIX CEPTU(PUNKATOB

CertEnumCTLContextProperties

MepeuncneHne pacliMpeHHbIX
ceonicte CTL

CertGetCTLContextProperty

Mony4yeHne pacwmnpeHHOro
ceoctea CTL

CertSetCTLContextProperty

YcTaHoBKa pacliMpeHHbIX
ceonicte CTL

CertAddCTLContextToStore

OyHKUMA

CertAddCTLContextToStore
nobasnseTt koHTekcT CTL B
XpaHunuuie ceptndukaTon

CertCreateCTLContext

OyHkuma CertCreateCTLContext
CO3aeT KOHTeKCT
3akoampoBaHHoro CTL.
Co34aHHbIM KOHTEKCT He
rnomeLlaeTcs B XpaHumnuue
ceptndmkatoB. PyHKUNS genaert
konuto CTL B co34aHHOM
KOHTEKCTe.

CertDuplicateCTLContext

OyHKLUMSA
CertDuplicateCTLContext
aybnupyet koHTekcT CTL,
yBennumnmBas CHeTuyMK CCbISIOK Ha
CTL Ha eanHuuy.

CertFreeCTLContext

OyHkuma CertFreeCTLContext
ocBoboxgaet koHTekcT CTL,
YMEeHbLIas CYETUYMK CCbITIOK Ha
eanHuly. Korga cyeTumk CCblsioK
obHynsaetcs, dyHKuma
CertFreeCTLContext
0CBOBOXAAET NaMsATb,
BblaeneHHyto noa KoHTekcT CTL.

dyHKUuM paboTbl c cepTucdmnkatamm

CertAddCertificateContextToStore

OyHKLUMSA
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CertAddCertificateContextToStor
e nobaBnsieT KOHTEKCT
cepTudmkKaTa B XpaHunuLle
cepTndnKaTos.

CertAddCertificateLinkToStore

[JobaBnsaeT ccbinky Ha
ceptudumkaT B 4pYyrom
XpaHunumLie

CertAddEncodedCertificateToStore

OyHKUMSA
CertAddEncodedCertificateToSto
re co34aeT KOHTEKCT
ceptudmkaTta m3
3aKoAMPOBaAHHOro cepTudukarta
n pobaBnseT ero B XpaHunuue
ceptndmkaToB. Co3gaHHbIN
KOHTEKCT He COAEPXUT HUKAKMX
paclNpeHHbIX CBOMCTB.

CertEnumCertificatesInStore

OyHKLUMA
CertEnumCertificatesInStore
nony4yaeT NnepBbii NUan
cneaywowmn ceptudukar B
XpaHunuuie cepTndukaTos. ITa
dYHKUMS MCNoNb3yeTcsa B LUKIE
ANs TOro, Ytoobbl
nocnenoBaTeNbHO MOJYYUTb BCe
cepTudmKaTbl B XpaHUNMLLE
cepTMdmnKaTOoB.

CertFreeCertificateContext

OyHKUMA
CertFreeCertificateContext
ocBob0oXXAaeT KOHTEKCT
cepTudurkaTa, yMeHbLlas
CYETUYMK CCbIJIOK Ha eanHULY.

CertCreateCertificateContext

OyHKLUMSA
CertCreateCertificateContext
CO34aeT KOHTeKCT cepTudmkaTa
M3 3aKOANPOBAHHOIO
ceptndmkaTa. Co3aaHHbIN
KOHTEKCT He MoMeLlaeTcs B
XpaHunuuie ceptndukaTos. B
CO34@aHHOM KOHTeKcTe dhyHKUmMS
pasMeLlaeT Konuto
3aKOAMPOBAHHOro cepTnudukara.

CertDuplicateCertificateContext

OyHKLUMSA
CertDuplicateCertificateContext
aybnupyeTt KoHTeKCT
ceptudukarta, ypenmumsas
CYETUYMK CCbIIOK Ha eanHULy.
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CertFindCertificateInStore

OyHKUMSA
CertFindCertificateInStore
HaxoauT NepBbin NN
cneayowmn KOHTEKCT
cepTudmkaTta B XxpaHuauwie
cepTndmKaToB, KOTOPbIN
COOTBETCTBYET KpUTEPUIO
rnoucka, onpeaensieMomy
napameTtpom dwFindType n
CBSA3aHHbIM C HUM pvFindPara.

CertDeleteCertificateFromStore

OyHKUMSA
CertDeleteCertificateFromStore
yAansieT onpeaeneHHbli
KOHTEKCT cepTudumkarta n3
XpaHunumua ceptndukaTos.

CertGetSubjectCertificateFromStor
e

OyHKLUMA
CertGetSubjectCertificateFromSt
ore nosiyvyaeT KOHTEKCT
cepTudumKaTa U3 XxpaHmnumuia
cepTndunKaToB, 04HO3HAYHO
onpeaenseMbli ero nsgatenem u
CepuUMHbIM HOMEPOM

CertGetlssuerCertificateFromStore

Mounck ceptTndukaToB nagartenen
3agaHHoro ceptudmkaTa

CertGetSubjectCertificateFromStor
e

Mounck ceptndukaTta no
CEepUNHOMY HOMEpY U nlgaTesnto

CertGetValidUsages

Mounck nepeceyveHnsa KeyUsage
ONs MaccmBa CcepTudukaTos

CertSerializeCertificateStoreElemen
e

Cepunanusaung sneMeHTa
XpaHuUnula

CertComparePublicKkeylInfo

OyHKLUMSA
CertComparePublicKeylInfo
CpaBHWBAET ABa OTKPbITbIX
KAo4a u onpepensieT, aBnsaTCs
I OHW UAEHTUYHbBIMU

CertFindExtension

®yHkumsa CertFindExtension
HaxoAuT paclmMpeHne B Maccuee
W BO3BpallaeT yKasaTesnb Ha
Hero.

CertGetPublicKeyLength

OyKHUMA
CertGetPublicKeyLength
BO3BpaLLAET AJINHY KJItoYa B
éuTax.
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CertGetIntendedKeyUsage

OyHKUMSA
CertGetIntendedKeyUsage
nosy4vyaeT Ha3zHayeHue Ka4a 13
ceptudukara.

CertCompareCertificateName

OyHKLUMA
CertCompareCertificateName
CpaBHMBaeT ABa cepTudunKaTa u
onpenenseT, ABAATCA NN OHU
UOEHTUYHbBIMU,

OCsP

CertAddRefServerOcspResponse

YBenmuyeHme cyeTumka CCbiyiok
Ha OCSP oTBeT

CertAddRefServerOcspResponseCo
ntext

YBenmuyeHme cyeTumka CCbiyiok
Ha koHTekcT OCSP oTBeTa

CertCloseServerOcspResponse

3akpbiTve geckpuntopa OCSP
oTBeTa

CertGetServerOcspResponseContex
t

Mony4yeHne koHTekcTta OCSP
oTBeTa

CertOpenServerOcspResponse

OTkpbITHE geckpuntopa OCSP
oTBETa AN 3a4aHHON Lenoyku
cepTndmkKaToB

OKOHHble (pyHKLUN

CertSelectCertificate

OTobpaxeHne ananora Boibopa
ceptudmkaTa no 3agaHHbIM
KpuTepusam

CryptUIDIgCertMgr

OTobpaxeHune gmnanora
ynpasneHus ceptudunkaTamu

CryptUIDIgSelectCertificate

OTobpaxeHune gmnanora Bblibopa
ceptudmkaTa

CryptUIDIgSelectCertificateFromSto
re

OTobpaxeHune gmanora Bblbopa
cepTudmKaTa U3 xpaHmnumuia

CryptUIDIgViewCertificate

OTobpaxeHune gmnanora co
cBOWCTBaMu cepTudmkaTa

CryptUIDIgViewContext

OTobpaxeHune ceptudukara,
CNMCKa aHHYIMPOBAHHbIX
ceptndmkaTos unm CTL

CryptUIDIgViewSignerInfo

OTobpaxkeHne guanora c
nHdopmMaLmneln o noagnucaBLLEM

CertSelectionGetSerializedBlob

Cepunanunsauns ceptudukara m3
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CTPYKTYpbl, NCMONb3YEMOW ANns
oTobpaxxeHus

GetFriendlyNameOfCert

Mpeobpa3zoBaHne MMEHMN
cepTudmkKaTa K «4nTaeMomy»
Buay

DYHKLMM NPOBEPKU Lieno4vek

CertVerifyCertificateChainPolicy

OyHKLUMSA
CertVerifyCertificateChainPolicy
npoBepsieT Lenouky
cepTndmrKaToB Ha
AOCTOBEPHOCTb, BK/tOUas
COOTBETCTBUE KPUTEPUIO
WCTUHHOCTM.

CertGetCertificateChain

OyHKUMA
CertGetCertificateChain ctpout
LernoyKky ceptndukaTos,
HaynHas c nocnegHero
cepTndmkaTa, B obpaTHOM
HanpaBJieHUM 40 AOBEPEHHOIO
KOpHeBoro ceptudukara, ecnm
3TO BO3MOXHO.

CertFreeCertificateChain

OyHKUMSA
CertFreeCertificateChain
0cBO6OXAAET LLenouKy
cepTndmkKaToB NyTeM
YMEHbLUEHNS CYEeTUMKA CCbINOK.
Ecnuv cyeTumK CCbISIOK paBeH
HY/10, TO NaMATb, BblAeNeHHas
noA Lenouyky, ocBoboxaaeTcs.

CertCreateCertificateChainEngine

OyHKUMA
CertCreateCertificateChainEngin
€ CO34aeT KOHTEKCT
HCERTCHAINENGINE, koTopbi
NMo3BoOJISeT N3MEHSATb NapaMeTpbl
MeXaHM3Ma MOCTPOEHUS LLenoyKu
ceptudmkaToB. ossonser
OrpaHMuMBaTb MHOXECTBO
OOBEpPEeHHbIX CepTUdUKaToB.

CertFreeCertificate-ChainEngine

OyHKLUMSA
CertFreeCertificateChainEngine
0CBOBOXAAET KOHTEKCT
HCERTCHAINENGINE.

CertCreateCTLEntryFromCertificate
ContextProperties

Co3pgaHune CTL Ha oCcHOBE CBOWCT
aTpmbyTOB KOHTEKCTA
ceptudukaTa
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CertDuplicateCertificateChain

Oy6nnpoBaHne KOHTEKCTA
LLenoYKm.

CertFindChainInStore

®OYHKUMSA NOCTPOEHUS LIEMOYKM
Nno 3alaHHbIM KPUTEPUSM U3
XpaHunniLa

CertFreeCertificateChainList

DyHKUMSA 0CBOBOXAEHUSA
MaccumBa Lienoyek

CertIsValidCRLForCertificate

DYHKUNSA NPOBEPKM HANUUUS
cepTudmnkaTta B cnncke
aHHYJIMPOBAHHbIX CepTUdUKATOB

CertSetCertificateContextProperties
FromCTLEntry

YcTaHOBKa CBOWCTB B KOHTEKCT
ceptudmkaTta Ha ocHoBe CTL

PacwupeHHble cBoiicTBa ceptudpukarta (EKU)

CertGetEnhancedKeyUsage

OyHKLUMA
CertGetEnhancedKeyUsage
nosiyyaeTt nHdopMaumo o
pacWnpeHHOM NCMNOJSIb30BaHUM
K/1t04a U3 COOTBETCTBYHOLLErO
paclwnpeHms nnm mn3
pacLIMpPEHHbIX CBONCTB
cepTudmkaTa. PaclumpeHHoe
MCMoJIb30BaHUE KJtoYa CIYXUT
MPU3HaKOM NPaBOMEPHOro
NCnosib30BaHUa cepTudmkaTa.

CryptAcquireCertificatePrivateKey

OyHKLUMA
CryptAcquireCertificatePrivateKe
y nony4yaeTt AeCcKpuUnTop
HCRYPTPROV 1 napameTp
dwKeySpec ansa onpeneneHHoro
KOHTEKCTa cepTudumkarta.

DyHKLUMK paboTbl C nageHTUdMKaTopamm

CryptFindOIDInfo

®yHkums CryptFindOIDInfo
nony4yaeT Nepsyio
npeaonpeaeneHHy um
3aperncTpmpoBaHHYIO CTPYKTYpY
CRYPT_OID_INFO,
COrnacoBaHHYHO C
ornpeAeneHHbIM TUMOM KJ/lo4a U C
KJTIOHOM.

CryptEnumOIDInfo

lMepeuncnenune
3apermcTpmpoBaHHbIX
MAEHTUPUNKATOPOB U NMoaydyeHune
MHdOpMaLMKN 4N HUX
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®DYHKLMM paboTbl C XpaHUINLLEM

OyHkuma CertOpenStore
OTKpbIBAET XpaHunuwe
cepTndnKaToB, UCNONb3ys
3ajaHHbIA TN Nposanaepa.

CertOpenStore

®dyHkuusa CertDuplicateStore
aybnupyeTt aeckpuntop
CertDuplicateStore XpaHunvuwa, ysenunumseas
CYETUYMK CCbIJIOK Ha XpaHuauwa
Ha eanHunuy.

®yHkuma CertOpenSystemStore
MCMoSb3yeTCs ANs OTKPbITUSA
HanboJsiee 4acTo MCMNob3yeMblIX
XpaHunmuw, ceptTmudunKkaTos.

CertOpenSystemStore

®yHkuna CertCloseStore
3aKpblBaeT A4eCKpUnTop
CertCloseStore XpaHunmwa cepTmdnKkaToB 1
YMEHbLIAET CYETUMK CChISIOK Ha
XpaHuIna Ha eanHuLy.

[obaBneHne xpaHunuila B
KOMNEeKUUIo

CertAddStoreToCollection

YcTaHoBKa HoTUdUKaUMK npu
pa3nnynax B 3akewimpoBaHHOM
XpaHunumue n GrU3nyeckom
XpaHunumuie

CertControlStore

®DYHKLMKU, UCNoJib3yeMble AN paboTbl C OTKPbITbIMU AAHHBIMU U 06bEeKTaMMm

OyHKLUMSA
CryptImportPublicKkeyInfoEx2
mMnopTupyet nHdopmaumio 06
OTKpbITOM KNtode B CNG un
BO3BpaLlaeT AeCKpMNTop
OTKPbITOro KJtoya.

CryptImportPublicKkeyInfoEx2

OyHKLUMSA
CryptImportPublicKeyInfoEx
mMnopTupyet nHdopmaumio 06
OTKpbITOM K/tove B CSP u
BO3BpaLlaeT AeCKpMNTop
OTKpPbITOro Ktoua.

CryptImportPublicKeyInfoEx

OyHKLUMSA
CryptImportPublicKeyInfo
CryptImportPublicKeyInfo npeobpa3oBbIiBAET U
uMnopTupyeT uHdopMaumio 06
OTKPLITOM K/ltoue B nposaiaep u
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BO3BpaLLaeT AeCKpUnTop
OTKPbITOro Ktoua.

CryptExportPublicKkeyInfoEx

OyHKUMSA
CryptExportPublicKkeyInfoEx
3KCNopTUpPYeT MHpopMaumo 06
OTKPbITOM KJIH0Y€E, CBSI3aHHYI0 C
COOTBETCTBYIOLIMM CEKPETHbIM
K/IO4OM rpoBaligepa.

CryptExportPublicKkeyInfo

OyHKLUMSA
CryptExportPublicKkeyInfo
3KCNOpPTUPYET MHpOopMaumo 06
OTKPbITOM KJItoYe,
aCCoOLUMNPOBAHHYIO C
COOTBETCTBYIOLIMM CEKPETHbIM
KIO4YOM npoeanaepa.

CertComparecCertificate

OyHKUMA
CertCompareCertificate
CpaBHWBAET ABa cepTudumkaTa
Ans Toro, Ytobbl onpenenunTb,
ABASKOTCA NN OHU UOAEHTUYHbBIMM,

CertComparelntegerBlob

OyHKUMSA
CertComparelntegerBlob
CpaBHMBAET ABa LeNOYNCIIEHHbIX
6noba gnsa onpeaeneHns Toro,
npeacTaBasloT M OHM coboli aBa
paBHbIX yuMcna.

CryptExportPublickeyInfoFromBCry
ptKeyHandle

JkcnopTupyeT nHdbopmaumto o0b
OTKpPbITOM KJItOUE,
aCCOLUMNPOBAHHYIO C
COOTBETCTBYHOLWMM CEKPETHbLIM
K/I04OM MpoBanaepa.

DYHKLMN KOAUPOBaHUS/AeKOAUPOBaHUSA

CryptDecodeObject

®yHkumnsa CryptDecodeObject
NCNoNb3YyOTCS AN
AeKoAMpPOBaAHUSA CepTUPUKATOB,
CMWUCKOB aHHYIMPOBAHHbIX
ceptudmkaTos (COC) u
3anpocoB Ha cepTuduKaThbl.

CryptDecodeObjectEx

OyHkuma CryptDecodeObjectEx
MCNOoNb3YyTCA ANs
AeKoaAnpoBaHmnsa cepTndukaTtos,
CMMUCKOB aHHY/IMPOBAHHbIX
cepTndmMKaTOB N 3anNpoCcoB Ha
ceptTndurkaThbl
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CryptEncodeObject

®yHkumsa CryptEncodeObject
MCNONb3YKTCA AN KOAUPOBaHMUS
cepTndmKaToB, CMNCKOB
AHHY/TIMPOBAHHbIX CEPTUPUNKATOB
M 3anpocoB Ha cepTudukaTsol.

CryptEncodeObjectEx

OyHkuma CryptEncodeObjectEx
NCNONb3YKTCA AN KOAMPOBaHUS
cepTmdmKaToB, CMNCKOB
AHHY/IMPOBAHHbIX CEPTUPUNKATOB
M 3anpocoB Ha cepTudumKaTbl.

Mony4dyeHune 06beKTOoB U3 yAaJ1€HHbIX NCTOYHUKOB

CryptRetrieveObjectByUrlA

OyHKUMA
CryptRetrieveObjectByUrlA
nony4aert ob6bekT
MHQPACTPYKTYpPbl OTKPbITbIX
Kno4ven no 3agaHHomy URL.

CryptRetrieveObjectByUrlW

®OyHkumnsa CryptRetrieveObject-
ByUrlW aBnsetcsa unicode
Bepcuen dyHKuMn
CryptRetrieveObjectByUrlA.

AononHutenbHble PyHKLUMN

CryptBinaryToString

OYHKUMA NepeBoAUT ABOUYHYIO
CTPOKY B CTpoKy Base64/HEX.

CryptStringToBinary

OYHKUMA nNepeBoanUT CTPOKY
Base64/HEX B BOUYHYIO
CTPOKY.

CertFindAttribute

®yHKUMS NMpOn3BOANT MOUCK
aTpubyTta ceptmudumkaTa no
naeHTndunkaTopy.

CertGetNameString

®OYHKUMS NoNnyyaeT ums
BNaaenbla unv usgartens

cepTudumkaTa.

CertNameToStr OyHKUMA NponU3BOAUNT
packogmpoBaHue nmenun ns ASN
ctpyktypbl B DN (RFC1779).

CertSaveStore @OyHKUMA MPOU3BOAUT 3annchb

XpaHunumua ceptndukaToB
(BKOYAA CNUCKU OTO3BAHHbIX U
[OBEpeHHbIX CepTUPUKATOB) B
Bunae cTpykTypbl PKCS#7 nnun
6uHapHOro gamMna B NaMsaTb UK
dann.
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CryptFindCertificateKeyProvInfo

®OYHKUMNSA OCYLLECTBNSET NMOUCK
3aKpbITOro KJou4a,
COOTBETCTBYIOLLErO OTKPbITOMY
K/louy cepTudunkara.

CryptHashPublicKeyInfo

OyHKUMa ocywectensetr ASN1
KOAMPOBAHME N X3LLUMPOBaHUE

CTPYKTYpbl
CERT_PUBLIC_KEY_INFO

CryptMsgCountersign

®dyHKUMS BblpabaTbiBaeT
[06aBoYHY0 NOAMNUCH.

CryptMsgCountersignEncoded

®OyHKUMSA BblpabaTbiBaeT
[06aBoyHYy0 NOAMNUCH.
(koampyet cTpykTypy Signerinfo,
Kak onpegeneHo B PKCS #7).

CryptMsgVerifyCountersignatureEn
coded

dyHKUMS npoBepseT
no6aBoYHYy0 NoANmUCh.
(AexkoanpyeT CTpyKTypy
Signerinfo, kak onpeaeneHo B
PKCS #7).

CryptMsgVerifyCountersignatureEn
codedEx

dyHKUMS npoBepsieT
[06aBoOYHY0 NOAMUCH.
(AekoanpyeT CTpyKTypy
Signerinfo, kak onpegeneHo B
PKCS #7).
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3NEeKTPOHHOM UundpoBON noanuncu.

FTOCT P 34.11-94. TlocydapcTBeHHbIn cTaHgapT Poccuinckon ®epepaumn. WMHdbopMaumoHHas
TexHonorna. Kpuntorpaduueckas 3awmta nHbopmaumm. OyHKUNS X3LWMPOBaHUS.

FOCT P 34.10-12 WNHdopmMaumoHHasa TexHonormsa. Kpuntorpaduuyeckas 3awmTta MHGOpMaLMu.
Mpoueccbl GOPMUPOBAHNA N NPOBEPKM NEKTPOHHON LMbPOBOM NOANMUCH.

FOCT P 34.11-12 WNHdopMaumoHHas TexHonorus. Kpuntorpadwudeckas 3awuta uHbopMauuu.
QOYHKUNS X3WNPOBAHMS.

XKTAN.00087-01 30 01. Kpuntolpo CSP. ®opmynsp.

XKTAN.00087-01 90 01. Kpuntolpo CSP. OnncaHue peanusaunu.

XXTAN.00087-01 91 01. Kpuntollpo CSP. PykoBoactBo AaMmMHUcTpaTopa 6e3onacHoctn. Ob6was
yacTb.

XKXTAN.00087-01 91 02. Kpuntollpo CSP. PykoBoacTBO AAMMHUCTpaTopa 6e3onacHoCTH.
Ncnonb3osaHne CK3W nop ynpasneHnem OC Windows .

XTAN.00087-01 91 03. Kpuntollpo CSP. PykoBoacTBO AAMMHUCTpaTopa 6e3omacHOCTM.
Ucnonb3oBaHue CK3W noa ynpasneHnem OC Linux.

XKXTAN.00087-01 91 04. Kpuntollpo CSP. PykoBoacTBO AaMMHUCTpaTopa 6e3onacHoCTH.
Ncnonb3osaHue CK3W noa ynpasneHnem OC FreeBSD.

XKTAN.00087-01 92 01. Kpuntolpo CSP. MHCTpyKUMA MO Ucrnonb3oBaHuio. Windows.
XTAN.00087-01 94 01. Kpuntollpo CSP. APM BbipaboTkn BHELWIHEN raMMbl.

XKTAN.00087-01 96 01. KpunTollpo CSP. PykoBoACTBO NporpaMMucTa.

[X.680-X.699]. OSI NETWORKING AND SYSTEM ASPECTS. Abstract Syntax Notation One
(ASN.1)

[X.509]. ITU-T Recommendation X.509 (1997 E): Information Technology - Open Systems
Interconnection - The Directory: Authentication Framework, June 1997.

[PKIX]. RFC 2459. Housley, W. Ford, W. Polk, D. Solo, «Internet X.509 Public Key Infrastructure
Certificate and CRL Profile», January 1999.

MonoxeHne o paspaboTke, NpPoU3BOACTBE, peanm3aunmm u 3KcnayaTaumm wndpoBanbHbIX
(kpunTorpadumnuyeckmnx) cpeacTs 3awnTbl nHpopmaunn (Monoxenne MNMK3-2005).

Mpukasz OAMNCUN ot 13.06.2001r. N2152 «0O6 wuHCTpykumm 06 opraHusaumm un obecnedeHunun
6e3onacHoCTn xpaHeHusi, 06paboTkn M Nepedaydn NO KaHasnam CBSA3M C UCMOSIb30BaHNEM CPeaCTB
Kpuntorpaduyeckonm 3awutbl WMHPOPMAUMM C OrpaHMYEHHbIM AOCTYNOM, He coaepXkalen
CBeEeHUNIN, COCTaBASOWMX rOCy4apCTBEHHYIO TalHY».

53



XTAN.00087-01 95 01. Kpuntollpo CSP. MpaBuna nosb3oBaHMs

JINCT perncrtpaumm M3aMeHeHumn

Homepa nucrtos (cTpaHuu)

U3M.

U3MEHEHHbIX

3aMeHEHHbIX

HOBbIX

@HHynMpo-
BaHHbIX

Bcero nucros

(cTpanuu) B
[OKYM.

N9

AOKYMEHTa

Bxoasawui
N° conpoBoau-

TENbHONO AOKYM.
1 aata

Moan.

[aTta

54



	Содержание
	1. Аннотация
	2. Назначение СКЗИ. Условия эксплуатации
	3. Порядок распространения СКЗИ
	4. Основные технические данные и характеристики
	4.1. Программно-аппаратные среды функционирования СКЗИ:
	4.2. Ключевая система и ключевые носители
	4.2.1. Ключевой носитель
	4.2.2. Размеры и сроки действия ключей
	4.2.3. Хранение ключевых носителей
	4.2.4. Уничтожение ключей на ключевых носителях
	4.2.5. Взаимодействие с пользователем при работе с ключевыми носителями


	5. Состав СКЗИ
	5.1. Состав подсистемы СФК

	6. Контроль целостности ПО СКЗИ КриптоПро CSP
	7. Требования по встраиванию и использованию ПО СКЗИ
	8. Требования по защите от НСД
	8.1. Общие требования по организации работы по защите от НСД
	8.2. Требования по размещению технических средств с установленным СКЗИ
	8.3. Требования по установке СКЗИ, общесистемного и специального ПО на ПЭВМ
	8.4. Меры по обеспечению защиты от НСД
	8.5. Действия при компрометации ключей
	8.6. Требования по подключению СКЗИ для работы по общедоступным каналам передачи данных
	8.7. Требования по использованию в СКЗИ программно-аппаратных средств защиты от НСД

	9. Установка дистрибутивов ПО СКЗИ
	10. Нештатные ситуации при эксплуатации СКЗИ
	11. Встраивание СКЗИ
	12. Использование программных интерфейсов
	Приложение 1. Контроль целостности программного обеспечения
	Контроль целостности программного обеспечения с помощью алгоритмов хэширования
	Контроль целостности программного обеспечения с помощью алгоритмов подписи

	Приложение 2. Перечень вызовов, использование которых при разработке систем на основе СКЗИ «КриптоПро CSP» с учетом п.1.5 Формуляра ЖТЯИ.00087-01 30 01 возможно без дополнительных тематических исследований:
	Литература

		+7(495) 780-48-20
	2018-02-22T00:17:21+0300
	Sushchevskij val 18, Moscow, 127018
	Нормоконтроль КРИПТО-ПРО
	Signature of the document




