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© 000 «KPUNTO-MPO>», 2000-2017. Bce npaBa 3aliUllEHbI.

ABTOpCckMe npaBa Ha cpeacrtBa Kpuntorpaduyeckonm  3awuTtbl  uHbOpMaumuM  Tuna
«Kpuntolpo CSP» 1 3KkchnyaTauMOHHYK [AOKYMEHTauWlo 3apeructpupoBaHbl B Poccuiickom
areHTCTBE MO NaTeHTaM U TOBapHbIM 3HakaM (PocnaTeHT).

HacTodwmin AOKYMEeHT BXOAWT B KOMMJEKT MOCTaBkM nporpamMmHoro obecnedeHuns CK3U
«Kpuntollpo CSP» Bepcun 4.0; Ha Hero pacnpocTpaHAlTCA BCe YCNOBUSA JIMLEH3MOHHOMO
cornaweHunsa. be3s crneuunanbHoro nucbMeHHoro paspeweHns 000 «KPUMTO-MPO» AOKYMeHT
MWW ero 4acTb B 3/1EKTPOHHOM WKW Me4yaTHOM BUAE He MOryT 6biTb CKOMMPOBAaHbLI U NepeaaHsbl
TPeTbUM NiMLaM C KOMMep4YecKomn Lenbio.
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1. AHHOoTaAuuA

HacTtoawmin [OKYMEHT COAEPXWUT OnucaHuMe peanusauum CcpeactBa  KpunTorpaduueckon
3awmtbl nHdbopmaumm «Kpuntollpo CSP» Bepcumn 4.0 KC1 wucnonHeHus 1-Base (OKTAM.00087-01)
(nanee - CK3U1) n ceegeHus o TeKyLweM COCTOSSHUM NpoayKTa.
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2. HasHauyeHue CK3U1

CK3W npepHa3zHadyeHO Ans 3aWMTbl OTKPbITOM MHGOpPMauMnm B MHMOPMALMOHHBLIX CUCTEMax
obuwero nosb3oBaHMUA (BblYMCNEHNE/MPOBEPKA 3NEKTPOHHOM NOAMUCK) N 3aMTbl KOHPUAEHUNANBHOM
MHdopMauumn, He coaepxawen CBedeHWN, COCTaBNAKWMX rOCyAapCTBEHHYH  TalHy, B
KOpPMOpaTUBHbIX MHHOPMALMOHHbBIX CUCTEMAX C BbIMOJIHEHUEM Crieaylowmnx GyHKUNN:

1) 3aWMeHHOEe XpaHeHMe MNoNb30BaTENbCKUX K/OUYEN B  K/AKYEBOM KOHTEWHepe C
NCMoJsib30BaHMeM WndpoBaHNS, UMUTO3aLUNTbI U ayTeHTUhKUKauMn AOCTyna;

2) wudposaHme, BblUMCieHne UMUTOBCTABKM, X3WKnpoBaHue, co3aaHune/nposepka
3NEKTPOHHOM NOAMNUCH;

3) dopMmpoBaHME CECCUOHHBIX KJtoYen, kndyen obMeHa n Ka4yen cosgaHus/nposepku I,
MX UMMNOPT/3KCNOPT M3/B KIKOYEBOW KOHTEMHep;

4) ngeHtTndukaums, ayteHtudmkaums, wmdposaHne n uMnTosawmTta TLS-coeanHeHnit;

5) ayteHTndunkauma B soMmeHe Windows ¢ ucnonb3osaHuem «Kpuntollpo Winlogon».

CK3W obecneumBaeT BbINMOSHEHNE Cneayowmx QyHKLUMNA:

— aBTOpM3aumss n obecneyeHne HOPUANYECKON 3HAYMMOCTU SNEKTPOHHbIX
OOKYMeHTOB npu obMeHe MMM Mexay Mnonb30oBaTeNs MU MOCpeacTBOM
ncnonb3oBaHus npouenyp hopMmMpoBaHMA M NpoBepku (C UCMOSIb30BaHMEM
cepTudukaToB ctaHzapta X.509 ypocroBepsiowero LeHTpa) 3NeKTPOHHOM
NOAMMCU B COOTBETCTBUM C OTEUYECTBEHHbIMU CTaHA4apTaMu:

o [OCT P 34.10-2001, FOCT P 34.10-2012. «MHpopMaLMoHHaas  TexHonorus.
KpunTtorpaduyeckasa 3awmTta nHgpopmaunn. MNMpoueccobl GopMHUpOBaHNA N NPOBEPKMU
3NEeKTPOHHOM UMb poBOM Nognnucun».

o TOCTP 34.11-94, FOCT P 34.11-2012. «NHdopMaunoHHas TexHonorus.
KpunTtorpadunueckas 3awmta nHdopmaumn. GyHKUMSA X3LWWMPOBAHUS».

— obecneyeHne KOHPUAEHUMNANBHOCTU N KOHTPOISA LENOCTHOCTM MHpOpMaLmn
nocpeacTBOM ee  WU@POBaHUS WU  MMWUTO3alLUTbl, B COOTBETCTBUM C
oTeyecTBeHHbIM cTaHgaptoM [OCT 28147-89 «Cuctembl 06paboTku
MHpOopMaLUn. 3awmTa KpunTorpaduyeckas. Anroputm
KpunTorpaduyeckoro npeobpasoBaHusa»;

— KOHTPO/SIb  LENOCTHOCTM CUCTEMHOr0 W  MPUKAAZHOMo0 MNpPOrpaMmMHOro
obecneyeHns Ansa ero 3awmTbl OT HECAHKUMOHUPOBAHHOIO U3MEHEHUS Wn
OT HapyLWeHNs NMpaBUIbHOCTU PYHKLUNOHUPOBAHUS;

— cO3paHuve u ynpasJieHue KA4veBon MHdopMauven;

- obecneyeHune ayTeHTudmKauum CBSA3bIBaOLWMXCS CTOPOH,
KOHDMAEHUMANbHOCTM W LIENOCTHOCTM MepecbiiaeMor MHdopMaumm C
ncnosb3oBaHmMeM ceptTudmrkaToB ctaHgaprta X.509;

— YCTAHOBJIEHNE @YTEHTUYHOrO 3aLLMLLEHHOr0 COeAMHEHNS C NCMOJIb30BaAHMEM
npotokona «Kpuntollpo TLS»;

— obecnevyeHne  KOHPUAEHUMANBHOCTM U KOHTPOAS  LESIOCTHOCTU U
asTopusauunsa dannos U MHHOPMaALMOHHbBIX COObLLEHNI;

— obecneveHune ayTeHTUdMKaUNM Nonb3oBaTens B goMeHe Windows.

JononHuTenbHble anroputMbl NOAAEPXKKW KOYEBbIX CWUCTEM, MapaMeTpbl anropmTMoB,
dopmaTtbl ceptudmkaToB, nopgaepxumpaemble B CK3W, onpeaeneHbl B gokymeHTax RFC 4357, RFC
4490, RFC 4491, «Cucrtembl 06paboTkm nHdopmaunun. 3awmrta Kpuntorpaduyeckas. Metoanyeckme
pekoMeHZauum no kKpuntorpaduyecknuMm anropMtMaM, COMYTCTBYIOLWWMM MPUMEHEHUID CTaHAApPTOB
FOCT P 34.10-2012 wn TOCTP 34.11-2012» TexHW4YeCKUN KOMUTET NO CTaHAapTusauum
«Kpuntorpadunuyeckasds 3awmta uHpopmauum» (TK  26), «WNHPoOpMauMOHHaAs  TEXHOOrus.
Kpuntorpaduyeckasa 3awmTta uHdbdopmaumu. PekomeHpaumm no craHpgaptmsaumu. WUcnonb3osaHwue
anroputmoB FOCT 28147-89, NOCT P 34.11 n ITOCT P 34.10 B kpunTtorpadunyeckmx coobLieHmnsax
dopmata CMS» TexHUYECKUn KOMUTET Mo CcTaHgaptusauum <«Kpuntorpaduyeckas 3awmTa
nHpopmauumn» (TK 26), «TexHunueckasa cneumdukaumsa. NcnonbszosaHme anroputmos FOCT P 34.10,

6
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FOCT P 34.11 B npodwune ceptudumkata m cnmcke ot3biBa ceptudukatos (CRL) nHppacTpyKTypbl
OTKPbITbIX Ktover X.509» TexHnyeckum KOMUTET NO CTaHaapTusaummn «Kpuntorpadpuyeckas s3awmra

nHdpopmaumn» (TK 26).

[onycTMO MCMnosb30BaTh ClieayolmMe MexaHn3Mbl 3aunTbl MHpOpPMaUnn:

KoHdunaeHumanbHOCTb MHbOpMaUMnM npu xpaHeHunm (Ha auckax, B 6ase
AaHHbIX) W nepejaye B CceTU CBSA3M obecneumBaeTcs WMCMNONb30BaHUEM
dYHKUMN WndpoBaHus.

NaeHTndunkaumns n aBTOPCTBO npwm ceTeBOM B3aMMOLENCTBUM
(yctaHoBneHMn ceaHca cBa3n) obecneumBaeTcs dyHKunamm Sl npu
NCNonb3oBaHUM WX B npouecce ayrteHTudukaumm (Hanpumep, B
COOTBETCTBMU CcO cTaHgapToMm X.509). MNpn anekKTpoHHOM AO0KyMeHToobopoTe
obecneumBaeTca UCNOMb30BaHNEM QYHKUMA DI 31EKTPOHHOr0 AOKYMEHTa.
JononHuTenbHO Ao/mkHa 6bITb NpeaycMOTpeHa 3awuTta OT HaBsA3biBaHUA,
NOBTOpPa 3JIEKTPOHHOIO AOKYMEHTa M LeNOCTHOCTb CMpaBOYHUKOB KIOYen
nposepkun II1.

LlenoctHoCcTb MHGOpMaumm obecneuymBaeTcs MUCMOSIb30BaHMEM CheayoLwmX
dbyHKUNI:

dyHKUMM DI 2NeKTPOHHOr0 AOKYMEHTA,
UMUTO3aLWNTLl (NPU MCNOMb30BaHUM (QYHKUMA WndpoBaHMA 6e3 UCnonb3oBaHUS
3M), aBTOpCTBO MHpOPMaUMK Npu 3ToM He obecneumBaeTcs,

o  (YHKUMM X3WNPOBaHMS, aBTOPCTBO MHpOpMaLMn npm 3TOM He obecneynBaeTcs.

HeoTkasyeMocTb oOT (akTa nepegavn  3NEKTPOHHOro  AOKyMeHTa
obecneymBaeTca wucnonab3oBaHueMm dyHKumin OI (noanncb [AOKYMeEHTa
OTNpaBUTENIEM) N XpaHEHUEM AOKyMeHTa € 3l B TeyeHue yCTaHOB/IEHHOro
CpOKa NpUeMHOMN CTOPOHOMN.

HeoTka3yemocTb  OT  ¢akTa npueMa 3/IEKTPOHHOINO0  AOKYMEHTa
obecneumBaeTcs ucnosnb3loBaHneMm dyHkum DI N KBUTUPOBAHWEM MNpueMa
AOKyMeHTa (NoAnuCb KBUTAHUWMM nNosiydaTesieM), XpaHeHMeM AOKYMeHTa U
KBUTaHUuM Cc DIl B TeyeHMe YCTaHOBNEHHOIrO0 CpoOKa OTnpaBnsatoLwwen
CTOPOHOM.

3awwmTa oT nepenoBTOpPOB obecneunBaeTcs MCMoJIb30BaHMeM
Kpuntorpadpuyecknx ¢yHkumin 31, wudpoBaHNs WAM UMUTO3aLUTbI C
nobasneHunem YHUKanbHOro naeHTndunkaTopa ceTeBol ceccum
(2NeKTpOHHOro AOKYMEHTa) C nocneaywen MxX MNpoOBEPKON MPUEMHOMN
CTOpPOHOM nnu pa3paboTkoi cneunann3npoBaHHOro npoTokona
ayTeHTMdMKaumm (obMeHa 3/1eKTPOHHbIMW AOKYMEHTaMM).

3awmta OT HapywuTensa C Uesbld HaBA3biBaHUA MPUEMHON CTOPOHE
cobcTBEHHOM MHpopMaunm, rnepenaHHoOm AKO6bI oT nvua
CaHKLUMOHMPOBAHHOro nosib3oBaTens (HapylweHune aBTopcTBa MHboOpMaunm)
obecneunBaeTcsa wmcnosnb3oBaHmeM ¢yHKUMA DI C¢ nposepkon aTpubyToB
3NEeKTPOHHOIro AOKYMEHTa U K/toya nposepku Il oTnpasutens.

3awuTa OT 3aKknafoK, BUpYycoB, MOANDUKALMN CUCTEMHOIO U NPUKNAAHOIO
MO obecneunBaeTcss COBMECTHbIM WCMNOSb30BaHWEM KpunTorpapunyeckmx
CpeacTB, CpeAcTB  a@aHTMBMPYCHOM  3aWMTbl M OpPraHU3auMOHHbIX
MEeponpuUATU.
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3. MporpaMMHoO-annapaTtHbie cpeabl PyHKUMOHUpoBaHua CK3U

CK3U byHKUMOHUPYET B CeayloLwWmnx rpyrnnax NnporpaMMHo-annapaTHbIX cpea:
Windows

BkntoyaeT nporpaMMHo-annapaTHble cpeabl:

- Windows XP! (x86);
— Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
— Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

BkntovaeTr auctpubyTtusbl Linux, yaosneTsopstolmne ctaHaapTy Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:

— CentOS 4/5/6 (x86, x64);

- CentOS 7 (x86, x64, POWER, ARM, ARM64);

— OCb (OS-RT) (x64);

- TA OC AUC ®©CCN Poccum (GosLinux) (x86, x64);

— Red OS (x86, x64);

— Fedora 25/26/27 (x86, x64, ARM);

— Oracle Linux 4/5/6 (x86, x64);

— Oracle Linux 7 (x64);

— OpenSUSE Leap 42 (x86, x64, ARM, ARM64);

— SUSE Linux Enterprise Server 11SP4 (x86, x64);

— SUSE Linux Enterprise Server 12, Desktop 12 (x64, POWER, ARM64);
— Red Hat Enterprise Linux 4/5/6 (x86, x64);

— Red Hat Enterprise Linux 7 (x64, POWER, ARM64);

— CunHTe3-0C.PC (x86, x64);

— Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
— Ubuntu 17.04/17.10 (x86, x64);

— Linux Mint 17/18 (x86, x64);

— Debian 7/8/9 (x86, x64, POWER, ARM, ARM64, MIPS);
— Astra Linux Special Edition, Common Edition (x64).

Unix

Bkntouaet nporpaMMHoO-annapaTHbie Cpeabl:

— ALT Linux 6/7 (x86, x64, ARM);

— AnbT CepBep 8, AnbT Pabouas ctaHumsa 8, AnbT Pabouasa ctaHumns K 8 (x86,
x64, ARM, ARM64);

— ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);

— POCA XPOM/KOBANIbT/HUKEJb (x86, x64);

- FreeBSD 9/10/11, pfSense 2.x (x86, x64);

- AIX 5/6/7 (POWER);

- Mac 0S X 10.9/10.10/10.11/10.12 (x64).

Solaris

BkntoyaeT nporpaMMHo-annapaTHble cpefbi:

— Solaris 10 (sparc, x86, x64);
— Solaris 11 (sparc, x64).

i0S

BkntoyaeT nporpaMMHoO-annapaTHble cpeabl:

— Apple iOS 8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.0.1
/9.0.2/9.1/9.2/9.2.1/9.3/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10/11 (ARMv7,
ARM64).
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BupTyanbHble cpeabl

— Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
— Microsoft Hyper-V 8/8.1/10 (x64);

— Citrix XenServer 7.1/7.2 (x64);

- VMWare WorkStation 11/12 (x86-64);

— VMWare Player 7/12 (x86, x64);

- VMWare Sphere ESXi 5.5/6.0 (x64);

— Virtual Box 3.2/4.0/4.1/4.2/4.3/5.0/5.1 (x86, x64);

- RHEV 3.4/3.5/3.6/4.0 (x64).

MpuMeyaHua:
1. Bepcua POSReady.
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4. OcHOBHble XxapakTepuctukm CK3Uu

4.1. Pasmepbl Kno4Yen

Pa3mepbl K1o4Yen 3N1eKTPOHHOM NOAMUCK:

—  KJIHOY 3/1eKTPOHHOW NoAnncu 256 6uT nnn 512 6uT;
—  KJ1OY NPOBEPKM INEKTPOHHOM NoANnUcK 512 6ut nnmn 1024 6uTa.

Pa3mepbl kKouyen, NCrnonb3yembiX Npu WKUpoOBaHNN:

—  3aKpbITbIM K/IOY 256 6uT nnn 512 6ut;

—  OTKpbITbIA KoY 512 6ut wnm 1024
6uta;

—  CUMMETPUYHBIN KoY 256 6uT.

4.2. Tunbl KJ1OYEBbIX HOCUTENEN

Ncnonb3yoTca Kio4YeBble HOCUTENN:

- ™A 3,5”, USB auncku;

— Cwmaptkaptel GEMALTO (GemSiml, GemSim2, Optelio, OptelioCL,
OptelioCL2, Native);

— eToken, Jacarta;

— USB-TokeHbl PyTokeH 3LM (Flash, Bluetooth), PyTokeH Lite Rutoken S;

— CwMmapTtkapTbl PyTokeH Lite SC, PytokeH 2UIM SC;

— PyTOKeH S;

—  Novacard;

- CwmapTtkaptel PUMK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS,
TRUSTD);

— CwMmaptkapTa Y2K;

— Cwmaptkapta MS_KEY K;

— ESMART Token;

— Cwmaptkaptbl Athena IDProtect, MorphoKST, Cha cardQOS, Cha JCOP;

— Cwmaptkaptbl Annot INPASPOT Series, SCOne Series;

— Rosan;

— Pasgen HDD M2BM (B Windows - peecTp);

-  WNpentudmkatopsl Touch-Memory DS1995, DS1996.

Ncnonb3oBaHne KA4YEBbIX HOCUTENEW B  3aBUMCMMOCTM OT MNpOrpaMMHO-annapaTHOM
nnatgopmbl oTpaxkeHo B XKTAN.00087-01 30 01. CK3UN «KpunTtollpo CSP 4.0». ®opmynsap, 0. 3.8.

1.

B coctaB auctpubytmea CK3U Bxoaat 6mbnmotekn nogfepXKu BCeX NepeyYmCneHHbIX
HocuTenen, Ho He BxoaaT gpameepbl ans OC. o BonpocaMm noay4YyeHus OpaniBepoB
HeobxoamMMo obpallaTbCs K MpOM3BOAUTENSM COOTBETCTBYHOLIMX YCTPOMCTB.

XpaHeHue 3akpbITbiX knoyen Ha HDD M3BM n USB auckax (B peectpe OC Windows, B
paszgene HDD npu pabote noa ynpasneHuem apyrux OC) AonyckaeTcs TOSbKO npu
yCcnoBun pacnpocTtpaHeHmns Ha HDD, USB guck wnm Ha M2BM ¢ HDD TpeboBaHuin no
obpaweHunto ¢ kntodeBbiMM HocuTensammn (n.6.7 XTSHAN.00087-01 91 01. PykoBoACTBO
agMmHucTpatopa 6e3onacHocTM obas 4YacTb).

Bce BbllenepeuyncneHHble HOCUTENN MCMNOJb3YIOTCA TOIbKO B KayecTBe MacCUMBHOIMO
XpaHuUAMILA  KIlo4YeBOW  MHGopMaumm 6e3  UCMosb30BaHUA  KpunTorpadmuueckmnx
MEXaHW3MOB, peasin30BaHHbIX Ha CMapT-KapTe/TOKEHE.

Mcnonb3oBaHne HocuTenem gpyrmx TUMOB AOMYCKAETCS TOJSIbKO MO COrflaCcoBaHUIO C
®CB Poccun.
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5. CtpykTtypa m coctaB CK3M1

5.1. Crpyktypa CK3U

O6uwas cTpyktypa CK3WN npeacrasneHa Ha PucyHke 4.1.

CeTeBble MpUNOXEHUS

A

KntouyeBoi HocuTenb

A

OnepaunoHHasa cucrtema

A A
A 4 1 v
NHTepdelic SSPI | | Hactpoika OC |
A
Mpunoxenne
A 4
KpunTtolpo TLS v

ASN.1

KpunTtolpo IKE
KpunTolpo Winlogon

A

NHTepdeinc

KpunTtolpo CSP

\ 4

A

ASN.1

WHTepdeiic CryptoAPI 2.0 |

' '

Crypt32 C(aupr:'i')'(t)e Y
(Win32,64) PKCS#11 LLTaTHbIE
MHTEpdENChbl
¢ ¢ KJI0UYEBbIX
HocuTenemn
NHuTepderic Kpnntolpo CSP

ASN.1

ASN.1 Bbubnuoteka dll ansa

Bubnnotekn dll,
CcepBUChI,
Aparisepsbl

KpunTtolpo CSP

paboTbl C KAKOYaMK

T

nacy |

A

| MaHenb ynpasenus

Cuctema cbopku MO COK

CoK

| oAcHy | | BHewHAqa ramMmma

Cucrema 3awmTbl ot HCA

| KoHTponb uenoctHoctn MO

AApo onepauMoHHON CUCTEMDI

Opansep CSP

Opaneep EFS | | Opaneep ESP

Cuctema UK 3awmnThbl

Cuctema cbopku MO CK3U

CK3M

CK3U yposHs aapa OC

PucyHok 4.1 — Ctpyktypa CK3U «Kpuntollpo CSP 4.0>.
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5.2. CoctaB CK31

McnonHeHne 1-Base knacca 3awmtbl KC1 BbINOMHEHO B CeayloueM cocTaBe:

KpunTonpoBanaep;

Kpuntoapansep;

Moaynb ceteBok ayteHTudmkaumm (Kpuntollpo TLS);

mMoaynb 06paboTkun ceptndukatoB n CMS npoTtokona;

yTUnnTa BblpaboTKN BHELLUHEN raMMbl;

yTUANTa KOMaHAHOW CTPOKU ANs WwndpoBaHus dannos;

YyTUAMUTa KOMaHAHOW CTPOKKM Ansa paboTbl C cepTudukaTamm;

MoAyNb ayTeHTUdumKaumm nonb3osaTtens B foMeHe Windows;

naket paspaboTumka Ans Mcnosb3oBaHus npotokonos IPsec (IPsec SDK);
nakeT paspabotumka gns scrpameanms CK3U (CSP SDK);

MoAyNnb NoaaepXkn nHtepdenca Mozilla NSS;

cepBucHble moaynun (cpverify, wipefile, stunnel);

6nbnmnorteka, obecneuymBatowas noakaoyYeHne wn  OYHKUMOHUPOBAHME
Knto4yeBbix HocuTenen (RDK).

N GYHKUMOHMPYET B rpynnax NporpaMMHo-anmnapaTHbIxX cpea n.2.

5.3. CocTtaB nporpaMMHOro obecneueHus

CK3W dyHKUMOHMPYET HA OAHOM U3 ABYX YPOBHEN:

YPOBEHb MPUNOXEHNS;
ypoBeHb aapa OC.

B coctaB CK3W BxoaAaT:

bubnnotekn dll, cepsucel, apansepbl «Kpuntolpo CSP».

Moaynb ceTeBon ayTeHTUdUKaumn «Kpuntollpo TLS».

Moaynb «Kpuntollpo Winlogon».

Kpuntorpadguueckun nHtepdenc «Kpmuntollpo CSP».

MporpaMMHbIA AaTumkK crydarHbix umcen (MACYH) ¢ uHuumanusaumen ot
Bbuo[lCH, BHewHen ramMmbl nnm dusnyeckoro ACH (®ACH) BCcTpanBaemoro
nporpamMMHoO-anmnapaTHoro KoMrnekca (NAK) 3alUnThI oT
HecaHKLUMOHMpoBaHHOro aoctyna (HCA).

Moaynb KOHTPOAS LEeNOCTHOCTH.

CucteMa MHXeHepHO-KpunTorpamuyeckon 3amTbl.

Cuctema 3awmTtbl oT HCA (ncnonb3yeTcs onUMOHaNbHO).

5.4. CocTtaB SDK CK3M1

B coctaB SDK CK3U BxoasaT cneaylolimne A0KYMEHTbI, OnMncbiBatowme NHTepdench:

CSP_4_0.chm;
CAPILite_4_0.chm;
SSPI_4_0.chm;
reader_4_ 0.chm.

Tak ke B coctaB SDK CK3U BXxoaAT npuMepbl:

rdk
samples.

5.5. CoctaB noacnucTteMbl NporpaMMHoOn cpeabl GyHKLMOHMPOBaHUS

komnnekca (CPK)

B cocTtaB noacmucrtemsl nporpaMMHoin COK BxoaaT cneayrowme KOMMNOHEHTDI:

MpunoxeHne (NpUKnagHoe nMporpaMMHoe obecneyeHune, wcCnosb3yloLee

CK3W1);

MHTepdeiic SSPI (noaMHOXECTBO WHTepderica Kpuntorpadumyeckux

npotokonoB Secure Support Provider Interface (SSPI, CryptoAPI v. 2.0)
12
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ANa peanusaumMn nNpoToKona ceTeBOoW ayTeHTudwukaummn TLS v. 1.0 (noa
ynpaB/ieHNEM ocC Windows
2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2/10);

— Moagynn Hactporikn OC Windows pnsa obecnedyeHnss dyHKUMOHUPOBAHMUS
CK3Wu;

—  WHTepdelic CryptoAPI 2.0;

— CpeactBa Crypt32(Win32,64) ansa obecneuenms paboTbl C cepTudurkaTtamm
C ucnonb3oBaHneMm nHtepderica CryptoAPI 2.0 yepe3 kpuntorpadpmyeckmi
nHtepdenc «Kpuntollpo CSP» noa ynpasneHnem OC  Windows
2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2/10;

— CpeactBa CapilLite - pna obecneuyeHumss pabotbl € ceptudumkatamm c
ncnonb3osaHneMm wuHtepdenca CryptoAPI 2.0 uyepe3 kpunTorpaduyeckuni
nHtepdeiic «Kpuntolpo CSP» noa ynpasneHnem OC cemenctBa UNIX
(Linux , FreeBSD, Solaris, AIX);

— Kpuntollpo Office Signature (B KOMNAeKT NOCTaBKU HE BXOAUT);

— LWTaTHblie MHTepdENCHI KNOUYEBbLIX HOCUTENEN;

— ASN.1 - cuctemMa KOAMPOBaHWUA/AEKOAMPOBAHUS AaHHbIX B dopmaTax
ASN.1.

CocTtas moaynen CK3MN n nogcucrembl nporpammHon COK anst COOTBETCTBYHOWMX NMPOrpaMmMHO-
annapaTHbIX cpel KOHKpeTusmpyeTca B gonosiHeHuax XKXTAW.00087-01 91 02, XKTAKN.00087-01 91
03, XKTAKN.00087-01 91 04, XTAKN.00087-01 91 05, XKXTAN.00087-01 91 06, XTAN.00087-01 91 07,
XTAN.00087-01 91 08 k pgokymeHTy XTSAWM.00087-01 91 01 PykoBOACTBO aAMMHUCTpaTopa
6e3onacHocTn. O6wasa yacTb.

OcHoBHOM apxuTekTypHol ocobeHHocTblo CK3W «Kpuntolpo CSP» sdBnserca TO, 4TO
nporpamMmmMHas COK He uMMeeT HenocpeACTBEHHOro A0CTyna K KAKYEeBOWM U KpunTorpaduyecku
3Ha4YMMON uHpopMaunn. Bce onepaunm C 3aKpbITbIMU U CECCUOHHBIMU (CMMMETPUYHBIMUK) KJIOYaMK,
He3aBEepPLEHHbIMWU 3HAYEHUSMU  X3W-PYHKUMIA M T. M. OCYLWECTBAAKTCS 4epe3 AeCKpUnTopsbl
COOTBETCTBYHOLUNX 06BHEKTOB, @ AeCKpUNTOp obbekTa He COAEPXKUT ero aapec B SBHOM Buae.

13
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6. MpnmeHneHne CK3U1

Bo3MOXxHbI cneaytowmne npuMmeHeHuns Kpuntollpo CSP:

—  TpuMeHeHne «Kpuntollpo CSP»Kle |‘|TOF|pO CSP Bepcun 4.0 B

CoCTaBe CTaHAapTHOro nporpammHoro obecnedeHums Microsoft u apyrux
KOMMaHui, NCMOSb3YHOLWMX KpunTorpaduyecknii MHTepdenc B
COOTBETCTBUWN C apxuTekTypon Microsoft (nogpobHee cm. XTAM.00087-01
91 01. Kpuntolpo CSP. PykoBoACTBO agMUHUCTpaTtopa 6e30macHOCTU.
O6wasn yactb);

— BcTpauBaHue «KpwunTtollpo CSP>>KpV||-|T0r|pO CSP Bepcun 4.0

BO BHOBb pa3pabaTbiBaeMoe nnu cyliecTBytollee NpuMKiagHoe nporpamMMHoe
obecneueHne (noppobHee cM. XTAM.00087-01 91 01. Kpuntollpo CSP.
PykoBoactBo  agMuHucTpatopa  6e3onacHocTw. O6was yactb u
XKTAN.00087-01 96 01. «Kpuntolpo CSP. «PykoBoAcTBO NporpamMmmcra).

14
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7. Ucnonb3oBaHue CK3U B ctTaHAapTHOM NpOrpaMMHOM
obecneueHumn

MporpammHoe obecneyeHne CK3W no3BonsieT UCnosb3oBaTb POCCMINCKME KpunTorpaduyeckmne
anroputMbl U ceptuduKkaTbl OTKpPbITbIX KAoYen craHgapta X.509 coBMecTHO co cneayrowum
nporpaMmMmHbiM obecnevyeHmnem Microsoft:

— Uentp Ceptudwukaumm - Microsoft Certification Authority, Bxoaawwuii B
coctaB Windows 2000 Server, Advanced Server, Windows 2003 Server,
Windows 2008 Server, Windows 2008R2 Windows 2012.

— DnekTpoHHas nouyta - MS Outlook (Office 2003, Office 2007, Office 2010,
Office 2013, Office 2016).

— DnekTpoHHaa noyta - Microsoft Outlook Express B coctaBe Internet
Explorer/Microsoft Edge, Mouta Windows Mail, Live Mail.

— Microsoft Word, Excel n3a coctaBa Microsoft Office 2003, 2007, 2010, 2013,
2016 (c nomowbto nnarmHa Kpuntollpo Office Signature).

— Microsoft Exchange Server 2010, 2013.

— CpeactBa KOHTpons uenoctHoctn [10, pacnpocTpaHdAeMoro no cetm -
Microsoft Authenticode.

— Cnyx6bl TepmuHanoe ana Windows 2003 Server, Windows 2008 Server,
Windows 2008R2 Server, Windows 2012 Server (Bk/ouyas LWJO3 CAyx6
TEPMUHanNoBs).

— 3awwuta TCP/IP coeaviHeHuii B cetn WNHTepHeT - npoTtokon TLS/SSL npwu
B3aumogencTtemmn Internet Explorer/Microsoft Edge - web-cepsep IIS, TLS-
cepsep, TLS-knueHT (IE).

— SQL-cepsep.

— ISA cepsep.

— Cepsep TMG

— CepBep UAG.

— CepBep TepMuHanoB un knmeHT (RDP).

Moa ynpasneHnem UNIX-nogobHbix OC CK3W wucnonb3yeTrcs COBMECTHO CO CleaylowmM
nporpaMmMHbIM obecrnedyeHnem:

— Apache Trusted TLS (Digt);
— Trusted TLS (Digt).

MpumeyaHme: Wcnonb3oBaHne CK3W B cTaHgapTHOM nporpaMMHOM obecnedyeHnn  OOJSIKHO
OCYLLEeCTBNATLCA B COOTBETCTBUM C M. 2 MNpaBun nonb3osaHmsa XTAN.00087-01 95 01.

Poccuinckne kpuntorpaduyeckume anroputMmbl M ceptudukaTbl OTKPbITbIX Katouyen X.509
MCNOMAb3YIKOTCA C YKasaHHbIM MporpaMMHbIM obecneyeHMeM B COOTBETCTBMM CO Cneayrwmmu
MeXAYyHapoAHbIMM U POCCUIACKMMW peEKOMEeHAaLMsAMU:

- Using the GOST R 34.10-94, GOST R 34.10-2001 and GOST R 34.11-94
algorithms with the Internet X.509 Public Key Infrastructure Certificate and
CRL  Profile (rfc4491) OMNUCbIBAET  UCMNOJSIb30BaHMUe POCCUINCKUX
Kpuntorpaduyecknx asropuMtMOB B WHMPACTPYKType OTKPbITbIX KJIOUEN
nHtepHet (PKIX, Internet X.509 Public Key Infrastructure). B paHHOM
OOKYMEHTE onucaHbl opMaTbl MpPeacTaBNEHUS OTKPbITbIX Kiaoden 3I1,
NCNONb3YEMbIX AN CO34aHUA CEPTUDMUKATOB OTKPbITbIX K/KOYEA U CMUCKOB
0TO3BaHHbIX  cepTudukatos X.509, wnpeHTUdMKaTOpbl  aNrOpUTMOB,
COOTBETCTBUE napameTpoB KpunTorpadunyeckmnx anropuTMoB nx
naeHTudmnkaTopam.

— Additional cryptographic algorithms for use with GOST 28147-89, GOST R
34.10-94, GOST R 34.10-2001, and GOST R 34.11-94 algorithms (rfc4357)
onucbiBaeT OOMONHUTENbHbIE aNIroOpUTMBl, HeobxoanMble ans
ncnonb3osaHmsa NOCT 28147-89, TOCT P 34.10-2001 n TOCT P 34.11-94. B
MX 4ucno BxoaaTt: 6noyHoe wundpoBaHne no NOCT 28147-89 B pexunme
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cuenneHusa 6nokoB (pexume CBC), pexuMbl AOMOAHEHUS AaHHbIX AN
6noyHoro wudposanmsa no NOCT 28147-89 B pexmme CBC, knioueBoe
xawmnposaHue (HMAC Ha 6aze N'OCT P 34.11-94), npeobpa3soBaHune Kswoua
W CUHXPONOCLIIKM nocne obpaboTkn odepeaHbix 1 K6 AaHHbIX, reHepaums
rncesgocny4anHon nocnepgoBaTenbHocTn (aHanor PRF Ha 6asze HMAOQ),
dopmMmpoBaHuMe knw4va obmeHa (cornacosaHums) Ha 6ase FOCT P 34.10-
2001, dopMupoBaHme Kioda akcrnopTa paboyero knwua, ansepcudmkaums
Kto4a, akcnopT pabouyero K4va Ha KK4ve 3KcrnopTa, akcnopt paboyero
K/to4a Ha knde obmeHa, Habopbl CTaHAapTHLIX MapamMeTpoB asrOpUTMOB
(HanpuMep, Aansg wudpoBaHMa - y3en 3aMeHbl, pexuMm wudpoBaHus,
anropuTM YCNOXHEHUSA Kto4Ya), 3ajaBaeMble naeHTndunkaTopamm.

— Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94 and GOST
R 34.10-2001 algorithms with the Cryptographic Message Syntax (CMS)
(rfc4490) onucbliBaeT WCNOMb30BaHME POCCUINCKUX KpunTorpapmyeckmx
anropuTMOB B AOKYMeHTax, YyAOBNeTBopsawwMx  crtaHaapty CMS
(Cryptographic Message Syntax), B 4aCTHOCTW, nMpuMeHsaeMoM ans obmeHa
3alMWEHHBIMKM  COOBLLEHUAMM MO INEKTPOHHOM MNOYTE W  ABAAKOLLMMCSA
CTaHAapTOM npeacTaB/ieHUs 31EeKTPOHHOMO AOKYMEHTa B 3allMLLEHHOM BUae
C MWCMNoNb30BaHMEM 3JIEKTPOHHOW MNOANUCHK n wudposaHud. [Ona
WndpoBaHHbIX CoobLEeHM onucaHbl oba BapuaHTa: 06MeH kn4YamMu u
TpaHcnopT knto4da (key agreement u key transport).

— TexHu4yeckMin KoMuTeT NO CcTaHaapTusaumu <«Kpuntorpadwuyeckas 3sawumrta
nHdbopmaumnm» (TK 26), «Cuctembl 06paboTkm uWHGOpMaumn. 3awmTa
KpunTorpaduyeckas. MeToaunyeckue pekoMeHzaumm no
KpunTorpadunyecknm anropuTMam, CONYTCTBYOLNM MPUMEHEeHUIo
ctaHpaptoB NOCT P 34.10-2012 n FOCT P 34.11-2012».

— TexHu4YecKkMin KoOMUTeT No CTaHaapTusaumu <«Kpuntorpadwuyeckas 3sawmTta
nHdpopmauum» (TK 26), «TexHuyeckasa cneundukaumsa. WUcnonb3osaHue
anroputmoB [OCT P 34.10, IOCT P 34.11 B npodune ceptudukarta u
cnucke oT3biBa ceptudumkatoB (CRL) nHbpacTpyKTypbl OTKPbITbIX KHO4Yen

X.509».

— TexHuuyeckuii KOMUTET NO CTaHAaapTm3aumm «KpunTtorpaduyeckasa 3sawiumrta
MHpopMaLmn» (TK 26), «NHdopMaunoHHas TeXHOoorus.
KpunTtorpaduueckas 3awmTa nHdopMauunn. PekomeHpaunm no

CTaHaapTtmsauun. Mcnonb3oBaHMe HabopoB anropMTMoB LWKMGPOBAHUS Ha
ocHoBe TOCT 28147-89 pansa npoTtokona 6e30nMacHOCTM TPaAHCMNOPTHOro
ypoBHS (TLS)».

— TexHu4YecKkMin KoOMUTeT No CTaHaapTusaumn <«Kpuntorpadwuyeckas 3sawmrta
MHpopMaLmn» (TK 26), «NHdopMaunoHHas TeXHOorus.
KpunTtorpadunueckas 3awmTa nHpopMauunn. PekomeHpaumm no
cTaHpapTtmsaumn. Wcnonb3osaHue anroputmoB [OCT 28147-89, ITOCT P
34.11 n TOCT P 34.10 B kpunTOorpadumyeckmnx coobuweHmnax gopmata CMS».

— TexHM4YecKkMin KOMUTET MO CTaHaapTusaumu «Kpuntorpadwuyeckas 3sawmTta
nHpopmauumn» (TK 26), «Cuctembl o06paboTtkm wnHdopmaumm. 3awmTa
Kpuntorpaduyeckasa. PekomeHpauumm nNoO  CTaHdapTmMs3auuum. 3ajaHue
napaMeTpoB 3//IMNTUYECKUX KpuBbIX B cooTtBeTctBuMn ¢ [OCT P 34.10-
2012».

— TexHu4yeckum KoMmuTeT No cTaHdapTusaumm «Kpuntorpaduyeckasa sawmTta
mHpopmauumn» (TK 26), «Cucrtembl 06paboTtkm wunHdopmaumm. 3awmTa
Kpuntorpaduyeckas. Metoamyeckme pekoMeHAauUUW MO 3a4aHUIO Y3/10B
3aMeHbl 610Ka NoACTaHOBKM anroputMma wudposaHna FOCT 28147-89».

— TexHu4YecKkMin KoOMUTeT No CTaHaapTusaummn <«Kpuntorpadwuyeckas 3sawmrta
nHdopmauumn» (TK 26), «Cuctembl ob6bpaboTkm wuHdpopmaumm. 3awmTa
Kpuntorpaduueckass. TexHuyeckas crneuymdumkaumsa nNo WUCNONb30BaHUIO
FOCT 28147-89, TOCT P 34.11-94 n TOCT P 34.10-2001 npu cornacoBaHumu
kntoyen B npotokonax IKE ISAKMP».

— TexHM4YecKkMin KOMUTET MO CTaHaapTusaumu «Kpuntorpadwuyeckas 3sawmTta
nHpopmauumn» (TK 26), «Cuctembl 06paboTtkm wnHdopmaumm. 3awmTa
Kpuntorpaduyeckas. TexHuyeckas crneuymdukauma nNo MCNOoSb30BaHUIO
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OOMOSHUTENbHbLIX y3/10B  3aMeHbl [OCT 28147-89 pana wudpoBaHus
BNnoXxeHun IPsec ESP»

TexHMYecknin KOMUTET No CTaHgapTusauum «Kpuntorpaduyeckas 3awuTta
mHpopmauumn» (TK 26), «Cuctembl 06pabotkm wuHdopmaumm. 3awmTa
KpunTtorpaduyeckas. TexHu4yeckas cneundunkaums NO MUCNOSb30BaHULO

FOCT P 34.11-94 npwn obecnedyeHnun LenoCTHOCTN B npoTokonax IPsec AH un
ESP.
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8. Ucnonb3oBaHue CK3U c nporpaMMHbIMM NMPOAYKTaMM
pa3spaborku 000 «KPUNTO-MPO>»

CK3M m™MoxeT ucnonb3oBaTbCAd COBMECTHO CO CAeaylwMMyu MNporpaMMHbIMKM  NPOAYKTaMMU
paspabotku OO0 «KPUMNTO-MPO»:

— «KpunTtollpo YLU»;

— «KpunTtollpo OCSP»;

— «KpwunTtollpo TSP»;

—  «KpuntoAPM»;

— «KpunTtollpo SSF»;

—  «KnueHT Kpuntollpo HSM».
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9. BctpanBaHue CK3U

Apxuntektypa CK3U obecneumBaeT BO3MOXHOCTb €ro BCTPaMBaHMS B pas/iMyHble MPOrpaMmMHO-
annapaTHble cpeabl.

CK3WN MoxeT 6bITb MCMOAb30BAHO MPUKIAAHBIM MpPOrpaMMHbIM obecrnevyeHneMm C MOMOLLbIO
3arpyskm moayns Bbi3oBOM ¢yHKkuMmM LoadLibrary(). Ona 3Tux uenem B KOMMAEKT MOoCTaBKu
BKOUaeTcs AokyMeHT XTHAM.00087-01 96 01. «PykoBoACTBO MpoOrpaMMucTa», OMNMCbIBAOLWMN
coctaB QyHKUuMn n TectoBoe [1O. lMpwu Takoh peanusaumm npuknagHomy MO A[OCTyneH Wb
orpaHuyeHHbln  Habop  HU3KOYpPOBHEBLIX Kpuntorpaduyecknx AGyHKUUA, COOTBETCTBYIOLLNI
nHTepdericy Microsoft CSP.

Mpn wncnonb3oBavun CK3W nop ynpaBneHvem onepaumoHHoW cuctembl i0S 3arpyska
6mubnmnotek npm nomowm dyHKumm LoadLibrary() HeBO3MOXHa. [Nns 3TOM OnepauMOHHON CUCTEMbI
BCTpaMBaHMe [AO0/KHO MNpPOU3BOAUTLCS B COOTBETCTBMWM C [AOKYMEHTauuer, BXOAsSLWEeW B COCTaB
¢dpenmBopka ans  paspaboTku. [porpaMMHbIn  MHTepdenc, npepoctasnsemMoin CK3W  nop
ynpaeneHneMm i0S, Takxe onucaH B AokyMmMeHTe <« XTAW.00087-01 96 01. Kpwuntollpo CSP.
«PyKOBOACTBO NpOrpaMMmMcTa» n cOOTBETCTBYeT nHTepdency Microsoft CSP.
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10. Ucnonb3oBaHue nHrepdenca CryptoAPI 2.0

CK3W MoxeT 6biTb MCMOAb30BaHO MPUKAAAHbIM NporpaMMHbiM obecneveHnem (kak u nobown
Apyron kpuntonposaigep, noctasnsembin ¢ OC Windows) u4epe3s wuHTepdenc CryptoAPI 2.0
(onncaHune npeactassieHO B AokyMeHTauumm Microsoft Developer Network (MSDN)). B aTtom cnydae
cnocob Bbibopa kKpuntorpadunyeckoro aaroputMa B NpuKIagHOM NporpaMMHOM obecnevyeHun MoxeT
onpeaenaTbcs HdboOpMaumnen, coaepxalleinca B cepTudmkaTax oTKpbITbiX Katodern X.509.

Mcnonb3oBaHne nHTepdeica CryptoAPI 2.0 B8 OC Windows npecnegyeT crnegyoLwime Lenn:

— obecneyeHme poctyna K kKpuntorpaduyeckmm QyHKUMSM Ha MNpPUKIagHOM
ypoBHe (reHepauus kaw4den, cosgaHue/npoBepka 31eKTPOHHOW MNOoAMNUCH,
wudpposaHme/paclundpoBaHne [aHHbIX). DTa UeNb AOCTUraeTcss nyTem
N30/IMPOBaHMNS NpuKIagHoro YPOBHS oT YPOBHS peanusaumm
KpunTtorpadpuyecknx yHkum. MNpu 3TOM NpukIagHbIM NporpamMMmcTaM He
HY)XHO JeTaflbHO W3y4yaTb OCOBEHHOCTM peanusaumm TOro WM WHOro
anropuTtMa UamM M3MeHaTb KoA B 3aBUCMMOCTM OT anroputMa.

—  W30/MpOBaHMe TMpUKIAAHOMO0 YPOBHA OT YPOBHA Kpuntorpadbuyeckmx
(GYHKUMA C BO3MOXHOCTbK WCMOJIb30BAHMUSA pasHbIX aJroputMoB B
pasfIMYHbIX X peanusaunax, Bkto4das annapaTtHble.

Ha Unix-nnatdpopmax noacmctema nporpammHon COK [ONOAHUTENBHO KOMMEKTyeTcs
mMoaynem capilite, KoTOpbIli COOTBETCTBYET MOAMHOXeCTBY wHTepdenca CryptoAPI 2.0 wu
obecneumBaeT Te xe MHTepdelncHble dyHKumMn B 3Tnx OC, yto n B OC Windows.

10.1. ba3zoBble kpuntorpadpunyeckme pyHKUnUUN

K 6a30BbIM YHKLMSIM OTHOCATCS:

—  OyHKUMK  uHUUManm3aumn  (paboTbl C  KOHTEKCTOM). 3ITn  dYHKUUK
NpefoCTaBNAT  MPUIOXKEHUID BO3MOXHOCTb BblbpaTb onpeaeneHHbIn
KpunTonpoBanaep no TMNy UMeHu unu no Tpebyemon HyHKUMOHANbHOCTU.

—  OYHKUMKW TreHepaumn K4Yehn. DT PYyHKUUM npeaHasHauyeHbl A4
dopMUpoBaHNSA U XpaHeHUst KpunTorpaduyeckux Ka4den pasimyHbIX
TUMOB.

—  OyHKUuMK obMeHa knYamMu. 3TU PyHKUMKM NpeaHa3HaYeHbl 459 TOro, 4Tobbl
npunoXxeHns ™Mornnm o6MeHMBaTbCA  pasfIMYHbIMWM  TUMAMW  KJIKOYEBOM
nHpopMauum ana obecnevyeHmss B3aMMOAENCTBUS Mexay CObo.

Mo ceBoein yHKUMOHaNbHOCTM 6asoBble PyHKUMUM AYEAMPYIOT HU3KOYPOBHEBbINM MHTepdeic
CSP.

10.1.1. OyHKUMN KOAMPOBaHUSA/AEeKOANPOBAHUS

[JaHHble GYHKUMM NpeaHasHayeHbl Ans npeobpasoBaHus (KOAMPOBAHUSA) W3 BHYTPEHHEro
npeacraeneHms ob6bekToB, Mcnonb3lyembix B CryptoAPI, Bo BHelwHee npeacrasneHne u obpatHo. B
KayecTBe BHeLWHero npeacrasneHns obbekToB ucnonb3dyetrca dopmat ASN.1 (Abstracy Syntax
Notation One), onpegeneHHbln cepuen pekoMeHaaumn X.680. K 3Tol xe rpynne ¢yHKUMA MOXET
6bITb OTHEeCeH Habop YHKLUMI, NO3BOMSIOWMX paclnMpuUTb GYHKUMOHaNbHOCTb CryptoAPI 2.0 nytem
peanusaumun U permcrpaumm cob6CTBEHHbIX TUMOB 06HLEKTOB.

10.1.2. ®yHKUMM paboTbl CO CNpaBOYHUKaMU CcepTUdUKaTOB

Ota rpynna QyHKUMIA npeaHasHayeHa Aans XxpaHeHusa u o6paboTkm cepTuduKkaToB B
pasfIMYHbIX TUMNax CrnpaBoOYHUKOB. B KauyecTBe cCnpaBoOYHWMKA MOryT WCMNOSb30BATbCS CaMble
pasfiMyHble TUMNbl XpaHunuw,: ot darna ao LDAP.
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10.1.3. BbicokoypoBHeBble PYyHKUNM 06paboTku KpuntTorpaduieckmx
coobuweHnmn

Ot1a rpynna dyHkumii (Simplified Message Functions) B nepBylo ouepeab npegHasHayeHa aas
NCNOAb30BaHUs B NpUKIagHOM nNporpaMMHoM obecnedeHnm. C nx noMOLLbK MOXHO:

— 3awudpoBaTb/pacwmndpoBaTb CcO0bWEHNS OT OAHOro Monb30BaTensa K

Apyromy;
— noanuncaTb AaHHbIE;

— nNpoBepUTb NOANMUCb AAHHbIX.

OTn dyHKUMM (Kak M OYHKUMWU HU3KOrO YPOBHSA) OMNEpUpYroT cepTudumkataMm OTKPbITbIX
kntodernn X.509 ana apgpecauum oTnpasuTensa/nonydartens AaHHbIX. B kadectBe dopmata AaHHbIX
ncnonbsyetca dopmat PKCS#7 nnm CMS.

CK3MN Kpuntollpo CSP v 4.0 noapepxuBaeT cepTuduKaTbl OTKPbITbIX KAKO4Yen cTaHaapTa
X.509v3 cornacHo RFC 5280 «Internet X.509 Public Key Infrastructure. Certificate and Certificate
Revocation List (CRL) Profile» ¢ yuetom RFC 4491 «Using the GOST R 34.10-94, GOST R 34.10-
2001, and GOST R 34.11-94 Algorithms with the Internet X.509 Public Key Infrastructure Certificate
and CRL Profile», a Takxe JAokyMeHTa TexHMYECKOro KOMUTETa MO CTaHAapTu3auuu
«Kpuntorpaduyeckasd 3awmuta wuHbopmaumm»  (TK  26), «TexHuyeckasa cneundukauyms.
Mcnonb3osaHne anroputmos NOCT P 34.10, TOCT P 34.11 B npodune ceptudunkarta n cnmcke oT3biBa
ceptndunkaToB (CRL) MHPpacTpyKTypbl OTKPbITbIX KAto4ven X.509».

CK3MN Kpuntollpo CSP v 4.0 noaaepxusaeT QopMaT Kpuntorpadunuecknx cooblieHni
cornacHo RFC 3852 «Cryptographic Message Syntax (CMS)» ¢ yyetoMm RFC 4490 «Using the GOST
28147-89, GOST R 34.11-94, GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with
Cryptographic Message Syntax (CMS)», a Takxe JAoKyMeHTa TexHM4YecKoro KomuTeTra Tno
ctaHpaptmsaummn «Kpuntorpadbwuueckas 3awmta wuHbdopmauum» (TK 26), «WNHbopmaumoHHas
TexHonorusa. Kpuntorpadwuuyeckas 3awmta uHdopmauum. PekoMmeHaauuMm no CTaHAapTU3aUUK.
Mcnonb3oBaHne anropmutmoB TOCT 28147-89, TOCT P 34.11 n TOCT P 34.10 B kpuntorpadpunyeckmnx
coobuweHunsax dpopmaTta CMS».

10.1.4. Hu3koypoBHeBble PyHKUNM 06paboTkn Kpuntorpadpumnyeckmx coobLieHnm

[OanHasa rpynna ¢yHkumii (Low Level Message Functions) npegHasHayeHa An9 aHanOrn4HbIX
Luenen, 4to M rpynna BbICOKOYPOBHEBbIX (YHKUMIA, HO obnapaet 6onbwein OYyHKUWOHANBHOCTbIO.
BMmecte ¢ TeMm, 6onbwas @yHKUMOHANBbHOCTL TpebyeT OT NpuKNagHoro nporpammmcta 6onee
AeTanbHbIX 3HaHMI B 06n1acTn NnpuknagHon Kpuntorpadun.

10.2. Ucnonb3oBaHne COM uHTepdencos

CK3U moxxeT B3anMogencTeoBaTb co cneaytowmmm COM mHtepdencamm paspabortkmn Microsoft:

— CAPICOM;

— Certificate Enrollment Control;
— Certificate Enrollment API;

— Certificate Services.

10.2.1. CAPICOM

CAPICOM (peanusoBaH B (aine capicom.dll) npepoctaBnger COM wuHTepdelic,
NCNONb3YOLWNI ocHoBHble dyHKUMKM CryptoAPI 2.0. DTOT KOMMNOHEHT siBAsSieTCA Aob6aBfeHnEM K yxe
cywecteytowemy COM umHTepdency Certificate Enrollment Control (xenroll.dll), koTopbiin peanusytot
KITIMEHTCKME (QYHKUMM TFeHepauunm KJ4den, 3anpocoB Ha cepTudwukatel M obmeHa ¢ LleHTpoMm
Ceptudukauun.
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CAPICOM no3BofsieT WCnosb3oBaTb (YHKUMM (HOPMUPOBAHUA M MNPOBEPKU 3SNEKTPOHHOM
NOAMMCKU, MOCTPOEHUS U TMPOBEPKM LENoYeKk CcepTudunKkaTtoB, B3aMMOAENCTBUS C pPas3/INYHbIMU
cnpaBoyHukamm ceptudukatos (Bkawodasa Active Directory) ¢ ncnonbsosaHuem Visual Basic, C++,
JavaScript, VBScript n cpeabl pa3spabotku Delphi. Ucnonb3oBanme CAPICOM no3BoNsSieT peannsoBaTb
(YHKLMOHaNbHOCTb «TOHKOro» KnMeHTa B nHTepdelice 6paysepa Internet Explorer/Microsoft Edge.

CAPICOM saBnsieTca cBo604HO pacnpocTpaHsieMblM, 1 NocTaBnseTcs B coctaBe Redistributable
MHCTpyMeHTapus paspabotumka Microsoft Platform SDK.

10.2.2. Certificate Enrollment Control (Windows Server 2003)

COM wuHTepdenc Certificate Enrollment Control (peanusosaH B danne xenroll.dll)
npegHasHadeH Ans MCNosib30BaHUSA OrpaHMYeHHOro konudecrtsa dyHkumii CryptoAPI 2.0, cBsi3aHHbIX
C reHepauuen Kuyeln, 3anpocoB Ha cepTudukaTtbl M 06paboTkon cepTUdUKaATOB, MONYYEHHbIX OT
LeHtpa CepTudukaumm C MUCNONb30OBAHMEM A3bIKOB nporpamMmupoBaHmsa Visual Basic, C++,
JavaScript, VBScript n cpeabl pa3zpabotkn Delphi.

OTOT nHTepdenc ncnonb3yT pasnmuHble LleHTpbl Ceptudukaummn (VeriSign, Thawte un 1. 4.)
npu opMMUpPOBaHUM 3aNpOCOB Ha cepTudmKaT nonb3oBartenen Ha nnatdopme Windows Server 2003.

10.2.3. Certificate Enrollment API
(Windows Vista/2008/7/2008R2/8/2012/8.1/2012R2/10)

NHTepdelicel Certificate Enrollment API  (peanusoBaHHble B danne certenroll.dll)
npeAHasHayvyeHbl AN reHepauum Kiden, 3anpocoB Ha cepTudukaTtbl, 06paboTkm cepTuduKaTos,
nony4deHHbIX oT LleHTpa CepTudunkKaumnm c NCNoNb30BAHUEM pPa3/IMYHbIX SA3bIKOB NPOrpamMMMpoOBaHuUS.

OTOT nHTepdenc ncnonb3yT pasnmuHble LleHTpbl Ceptudukaumn (VeriSign, Thawte un T. 4.)
npn ¢GoOpMMpPOBaHMK 3anMpocoB Ha cepTudumkaT nonb3oBatenen Ha nnatdhopme Windows
Vista/2008/7/2008R2/8/2012/8.1/2012R2/10.

10.2.4. Certificate Services

Certificate Services BkntouvaeT B cebs Heckonibko COM MHTepdelicoB, NO3BOMSAOWNX U3MEHUTb
dyHKUMOHanbHoCTb LleHTpa Ceptudukaumm, sxogsauwero B coctaB OC Windows Server. lNMpu nomowu
AaHHbIX MHTEepdEeNcoB BO3MOXHO N3MEHEHMUE:

— cnocoba o06paboTkyM nocTynawowmx OT Nosib30BaTesieln 3arnpocoB  Ha
ceptudukaTbl;
— CcOCTaBa JdaHHbiXx (B TOM uucne pgononHenuit X.509), 3anucbiBaeMbiX B

n3paBaeMble LLeHTPOM cepTuduKaThbl;
— cnocoba nybnnkaumm (XxpaHeHus1) n3aaHHbIX LEHTPOM cepTUdMKaTOB.

10.3. Ucnonb3oBaHue CK3UN B Beb6-6pay3epax

KpuntolNpo CSP MoxeT 6biTb MCMNONb30BaHO B Beb6-6pay3epax Ha pasfiMyHbIX MPOrpaMMHO-
annapaTHbIX niaatdopmax nyTém BbizoBa dyHkumi «Kpuntollpo DUM Browser plug-in», Bxoaswero B
coctaB «Kpuntollpo PKI SDK» (MAK «Cnyx6bi YLI»).

«Kpuntolpo 3UM Browser plug-in» coaepxuT koMnoHeHTy ActiveX gns pabotbl B Microsoft
Internet Explorer/Microsoft Edge n nnarmn NPAPI ana gpyrux Be6-6pay3epoB, noaaep>XuBatomx
OaHHbIN MHTepdenc BCTpamBaHMsa nnarnMHoB. PyHkumnm CK3WM MOXHO Bbi3biBaTb M3 CLEHapueB
JavaScript, cogepxawmxcs B oTobpaxaemon Beb-6pay3epom cTpaHuLe.

MoapobHas nHdbopMauus AOCTYyMHa CTpaHuue niaarvHa no agpecy
http://www.cryptopro.ru/products/cades/plugin.

10.4. Noapneprxkka npotokona TLS
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Moaynb noaaepXxKn ceTeBoi ayTeHTUdMKauMn no3BosiseT peann3oBaTh 3alULLEHHbIN CETEBOMN
NMPOTOKON B COOTBETCTBUM C pekoMeHaauusmMm RFC 2246 «The TLS Protocol. Version 1.0» u
«TexXHMYEeCKMNn KOMUTET Mo CTaHgapTm3aumm «Kpuntorpadudeckas s3awmta mHbopmaumm» (TK 26),
«NHdbopmaumoHHas TexHonormnsa. Kpuntorpaduyeckasa 3awmta uwHdopmauum. PekomeHgaumm no
CTaHaapTm3aummn. Ncnonb3oBaHne HabopoB anropnTMoB WMdpoBaHns Ha ocHoBe TOCT 28147-89 ans
npotokona 6e3onacHoCTM TpaHcnopTHoro ypoBHSA (TLS)». Moaynb obecneumBaeT ABYCTOPOHHIOK U
OAHOCTOPOHHIOK ayTeHTUMUKALMIO NPUTIOXKEHNUI NPU UX B3aUMOLENCTBUM MO CETU C UCMOJSIb30BaHNEM
anroputma 3l n cepTUdPMKATOB OTKPbITbIX KAKOYEN, a TakxXKe WndpoBaHNe AaHHbIX, NepesaBaeMblX B
CeTeBOM coegUHEeHUMN.

MpuknagHoe nporpaMMHoe obecneyeHMe MOXET Wcnosb3oBaTb npotokon TLS ansa
ayTeHTUdMKaumMn 1 3alnTbl AaHHbIX, NMepeaaBaeMbliX N0 COBCTBEHHbLIM NpPOTOKOAaM Ha ocHose TCP/IP
n HTTPS.

MpoTtokon TLS (Transport Layer Security, cneundwukaumsa IETF - RFC2246) OTHOCUTCH K
cpeacTBaM 3awWmMTbl NpuKNagHbix naketoB Microsoft Internet Explorer/Microsoft Edge, Internet
Information Services (IIS), Microsoft SQL Server 2000 1 COM+. OH obecneumBaeT ayTeHTUdUKALMIO
CBSA3bIBAIOWMXCS CTOPOH, KOH(MPUMAEHUMANBbHOCTb M LEeNOCTHOCTb nepecbiiaeMoi  MHbopMaumun.
AyTeHTudunkaumna obecneuymBaeTcs Mcnonb3oBaHuMeM cepTudukaToB ctaHaapta X.509 (B cpegax c
CUNbHOM ayTeHTUdUKaumen), KoHdbMaeHUMaNnbHOCTb - wWUdpPOBaAHMEM NepecbislaeMblX AaHHbIX,
LeNOoCTHOCTb — MNpUMEHEHMEM X3W-PyHKUMM U Koada ayTeHTudukaumm coobuweHuns (Message
Authenticity Code, MAC).

Onsa noagknto4veHns no npotokony TLS mcnonb3ayetca npedukc https, npu atom obo3pesaTenb
Web-cepsepa no ymon4daHuio 6yaet nogknwodatbcsa K nopty TCP 443 BMecTo cTaHAapTHOro nopra
TCP 80. Ecnu cepBep He noaaepxuBaeTr npotokon TLS, coeauMHeHMe He YyCTaHaBnMBaeTcs.
MpumeHeHne npoTokonoB SSL/TLS (SSL - 6onee paHHMe BepcuM NpOTOKOSA) MoKasaHo B
Tabnuue 10.4.1.

Ta6nuua 10.4.1 - MNpuMmeHeHue npotokosia SSL/TLS

MpoTokon MopT Onuncanune

HTTPS 443 HTTP no SSL/TLS

SMTPS 465 SMTP (anekTpoHHasa noyta) no SSL/TLS
NNTPS 563 NNTP (HoBocTM) no SSL/TLS

LDAPS 636 LDAP (moctyn k katanoram) no SSL/TLS
POP3S 995 POP (anekTpoHHasa noyta) no SSL/TLS
IRCS 994 IRC no SSL/TLS

IMAPS 993 IMAP (anekTpoHHasa noyta) no SSL/TLS
FTPS 990 FTP (nepeapaya cdannos) no SSL/TLS

Onsa Toro, 4tobbl npotokon SSL/TLS pelictBoBan, Web-cepBep AOMKeH UWMETb napy
cepTudumKaT OTKPbITOrO KJtoya/3aKkpbiThlin Kaod. Bnageney ceptudukaTta AOMKEH NOATBEPAUTb, 4TO
OH SIBNSETCA BNajefbLeM 3aKpbITOro KJk4ya, CBS3aHHOIO C cepTUdMKaToM. DTO AaeT BO3MOXHOCTb
KIMEHTY ayTeHTUdMLNPOBaTb CepBep, C KOTOPbIM OH XO4YEeT CBSA3aThCS.

B npouecce B3aMMHOM ayTeHTUdUKALNN:
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— BbIMONHSAETCS  Kpuntorpaduyeckas nMpoBepka Haamumsa y  cepBepa
3aKpbITOro KJto4a, COOTBETCTBYHLLEr0 OTKPbLITOMY KJ/IOYY, YKa3aHHOMY B
ceptudukare;

— MpoBepseTcs cTeneHb A0Bepus nsgatento ceptmdukaTa;

— TMpoOBepseTCs, HE UCTEK /I CPOK AeNCTBUA cepTudunkara;

— TMpoBepsieTcs, He O0To3BaH nn ceptudukaT; no ymondaHuto Internet
Explorer/Microsoft Edge 3Ty npoBepKy He BbINOAHSEeT — 3T0 Aenaet IIS.

Ecnu nobasa M3 ykasaHHbIX NPOBEPOK NMPMBOAUT K OTPULATENTbHOMY pe3ynbTaTy, Nosib30BaTesNb
noslyyaeT npeaynpexaeHne n MOXeT pa3opBaTb coeAuHeHue (3To peKoMeHayeTcs caenath).

JocTurHys p[aoBepud, CTOPOHbI Bblpa6aTbIBa|'0T CeaHCoBbIl KJ1l04, Ha OCHOBE KOTOpPOro
obecneuymBaeTcs LIJMCprBaHMe AaHHbIX B TEYEHNE CE€aHCa.

10.4.1. OCHOBHble NoHATMSA NpoTokosa TLS

Mpotokon TLS npepHa3HadeH ansa obecnedeHus Kpuntorpadmyeckmmm cpeacreaMu
ayTeHTMduKkaumm otnpasuTtens (KAveHTa) w  agpecata (cepBepa), KOHTPOSS LESIOCTHOCTU U
WwndpoBaHMsa AaHHbIX MHHOPMaLMOHHOro obMeHa.

AyTeHTUdMKaUMSa OnNuMOHaNbLHO MoxeT 6bITb OAHOCTOpPOHHeN (ayTeHTudMKaumsa cepsepa
KJIMEHTOM), B3aUMHOMN (BCTpeYHasa ayTeHTUdMKaumsa cepsepa U KIMeHTa) Uian He UCMob30BaThCS.

Nepapxusa unHdopMaumoHHoOro obmeHa BK4YaeT B ceba ceccmu, COeAUMHEHMS U MNOTOK
coobeHnn B coeamHeHumn. Motok coobuieHnin npm 6onbwoi gnuHe pasbumBaeTca Ha dparMeHTbl C
nakeTHOM nepegadenn GparmeHToB. B ogHo ceccmm MoxkeT ObiTb peanm3oBaHO HECKOSIbKO
COEAMHEHUN, NpPOU3BONIbHO pa3HECEHHbIX MO BPeMeHU. B KaXxaoM coeaAuMHEeHUM MoXeT ObiTb
ob6paboTtaH Heob6xoanMbIA NOTOK COOBLLEHNA.

Ceccusa xapakKTepusyeTcs creayowmmm atpubyTamu:

—  wnageHTndukaTop ceccum (cnydarHoe ymcno, 32 6anrta, 3a4aeTcsli CEpBEPOM
Npu OTKPbITUN CECCUM);

— MeToA KOoMMpeccuu;

— ceptudwmkaT cepBepa (ONUMOHABLHO);

— cepTtudumkaT knneHTa (onuUMOHaNbHO);

- cneumdukauMs  anropuTMoOB M napamMeTpoB  3awuTbl  (anropuTMbl
wudposaHua n MAC, kpuntorpaduyeckme napameTpbl);

— master secret (ucnonb3yeTca npu reHepaunu Knaw4yen wmudpoBaHus,
kntoyern MAC, BEKTOPOB MHULUMann3auum);

— ¢nar, paspewatomin/zanpeLlatowimin HoBble COeANHEHNS B CeaHce.

Ceptudmkartbl npeacrtasnsawTcsd B craHgapte X509. v3. Cneundwukaums anroputMoB U
napaMeTpoB 3alUUTbl MOXET MEHATLCH B TEYEHUE CECCUU.

CoeanHeHNe XapaKTepu3yeTcsl cneayowmuMm aTpubyTamu:

— client_random - cny4aliHble 32 6aiTa, 3a4aBaeMble KIIMEHTOM;

— server_random- cny4daliHblie 32 6aliTa, 3ajaBaeMble CepBEPOM;

— client write MAC secret (ka4 KnMeHTa pAA8 BbIYUCNEHUS 3HAYEeHUs
KNo4YeBon xaw-dyHKUMN);

— server write MAC secret (knwu cepBepa ANs BblUUCIEHUS 3HAYEHUS
KIHOUEBOM X3LW-(YHKLUMN);

— client write key (knto4, ncnonb3lyembin ons WNEHPOBAHUS AAHHbIX KIMEHTOM
n pacwmndpoBaHMsa NX CEPBEPOM);

— server write key (knwoud, wucnonb3yeMmbin Ans WKMdpPOBaHUA AAHHbIX
cepBepoM 1 paclwndpoBaHnUSa X KIINEHTOM);

— client write IV, server write IV (BekTOpbl MHULUMANM3aUNMN, NCNOb3yEMblE
KJIMEHTOM M CEPBEPOM COOTBETCTBEHHO);

— TMOpSIAKOBbIM HOMep coeauHeHuns (NoAAEepXXMBAETCA He3aBUCUMO Ans
nepegaBaembiX U MPUHMMAEMbIX COObLLEHNI).
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BekTop MHMUManM3auum 3apaeTcsa Ans nepBoro parMeHTa coobleHus B coeanmHeHun; ans
nocneaywwmx @parMeHToB BEKTOp WHMUManusauum dopMmupyeTca K3 KoHe4yHoro 6noka
3aWmndpoBaHHOro TeKCTa nNpeablaywero gparmeHTa.

MNMopsiAKOBble HOMEepa COeAVMHEHMI MOoAAEPXMBAKTCA HE3aBUCMMO A NepefaBaeMblX MU
NpUHUMaeMbIX Ccoob6LIeHUIA. [lpn CMeHe ceccun, W3BMEHEHUM cheuudukaunum asaroputMoB MU
napaMeTpoB 3alUTbl HyMepaLusa CoeanHEHN HaunmHaeTca ¢ 0; AManas3oH HyMepaumu: 0 + 254-1,

CoeanHeHne accounmmpyeTcs C O4HON Ceccuen.

AnroputM npeobpasoBaHnsa MHGoOpMauuMm npu obmeHe C UCNOAb30BaHMeM npoTokona TLS
BKJ/IIOYAET Criegytolmne onepaunm:

— npueM OT NpOTOKOSA BEepxXHero YpOBHS MOTOKA He WHTeprnpeTMpyeMbiX
AaHHbIX B 6/10Kax NPOM3BOJILHOIO pasMepa;

— (parmeHTaums MPUHATBIX C BEpXHero YPOBHS OaHHbIX B
CTPYKTypupoBaHHble 6n0kn  (dbparmMeHTbl) npoTtokona TLS. Pasmep
dbparmMeHTa - He 6onee 2'* 6anT;

— KoMmnpeccusa dparMeHToB (ONUMOHANbLHO);

— BblYMC/€HWE 3HauyeHus ka4veBon xaw-pyHkumm (MAC) OT KOHKaTeHauuu
KNo4ya Xxaw-pyHKUMKM, TuUMNa KOMMPEcCun, AOJINHbI KOMMNPECCMPOBAHHOMO
dparmeHTa, KOMNpPeCccMpoBaHHOro parMeHTa 1 3a4aHHOM KOHCTaHTbI;

— KOHKaTeHauumsi @parMeHTa W pe3yfbTaTta BbIYUC/IEHUS 3HAYEHUST X3L-
yHKUMN OT Hero (pacClMpPEHHbIN pparMeHT);

— 3awundpoBaHue pacwmpeHHoro dparmMeHTa (ONUMOHANBHO);

— pobaBneHme OTKPbLITOro 3arofoBKa, cogepXkawero Tvin coobuweHns (oauvH
6anT), Bepcuto npoTtokona TLS (aBa 6anTa) n ANMHY KOMNPECCUMPOBAHHOMO
dparmeHTa.

Mpwn npueme MHbOpPMaLMM NpUMeHsieTcsl obpaTHas NoCnef0BaTeNbHOCTb onepaLuii.
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®dparMeHTUpOBaHHbIN NMOTOK AaHHbIX

3awmnd poBaHHbIN pacllMPEHHbIA P parMeHT

HobaBneHwne OTKPbITOro 3arojioeBka

[MOTOK Aa@HHbIX P %

QOparmMeHT

CxaTtbivi dparMeHT

PacwmpeHHbIn hparMeHT MAC

PucyHok 10.4.1 — Anroputm npeo6pa3oBaHusi uHpopmauum npm obmMeHe ¢

ucnosib3oBaHmeM nportokosa TLS

B npoTtokone TLS ncnonb3ylTcs cneayrowme Tunbl COobLLEHNIA:

Hello message (ClientHello, ServerHello);

Change cipher specs message (M3MeHeHune cneumdukKaumm anropuTtMoB
napamMeTpoB 3alu1Tbl);

Key exchange message (nepegada kiio4a obMeHa KaoyamMu WwWndpoBaHus um
MAC knneHTa, cepsepa);

Alert message (npeaynpexaeHue, onoseweHne o datasbHOM ownbke);
Application_data message (nepegada AaHHbIX);

Finished message (coobuweHne O BO3MOXHOCTM paboTbl B CO34aHHOM
ceccumn).

MpoTokon TLS saBnseTcsa ABYXYPOBHEBbIM U AENCTBYET Hah TPaHCMOPTHbIM MpPOTOKOSOM. K
nepeBoMy ypoBHto oTHocaTcs TLS Handshake Protocol, TLS Change Cipher Spec n TLS Alert Protocol.
Ko BTOpOMYy ypoBHIO oTHOcuTCsa TLS Record Protocol.

TLS Handshake Protocol obecneumBaeT nHnumanusaymo ceccum (COeANHEHNS) BbINOSTHEHUEM

cneayouwmx onepaumn:

K/IMEHT N CcepBep AOroBapuBaroTcs 06 MCMONb3yeMbiX B CECCUM anrOpuUTMax
M nNapaMeTpax 3awutbl, O06MeHMBalTCA C/lydYalHbIMWU  BEMYUHAMMU
client_random, server_random, pgorosapuBatTcs, 6yayT wanM HET HOBble
coeauHeHus;

npom3soanTcss obmeH cepTudukaTamMm aAns ayTeHTUuduKaumm KamMeHta u
cepBepa (Mo 3agaHHbIM oNumam);

K/IMEHT reHepupyeT Cny4yamHylo BenumuunHy pre_master secret, wndpyet ee
W nepefaeT cepBepy.
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— KJWEHT u cepBep no pre_master secret, client_random u server_random
dopmupytoT master secret (Habop Heob6xoaMMoON KoueBor MHBOpMaLUMK)
ceccun.

TLS Handshake Protocol pabotaer no cnegytowein cxeme, nNpeacTaB/ieHHOW Ha
PucyHke 10.4.2.

Client > ClientHello > Server

YcTaHOBKa BEpPCUMW NPOTOKONa, MAEHTUdMKATOpPa CECCMU, HadyanbHOro Habopa anropuTMoB U
napaMeTpoB, METOAA KOMMPECCUMN.

ServerHello
Certificate
Client < Certificate Request < Server
Server Key Exchange

ServerHelloDone

Cepsep nocbinaeT (onumMoHanbHO) CBOM cepTudUKaT 1 3anpawmnsaeT (onuMoHanbHO) ceptudukar
KJIMeHTa, nepegava ciy4anHon BenM4UnHbI server-random.

Certificate
Client Key Exchange > Server
Certificate Verify

Y

Client

KnuneHT nocbinaet cBoi ceptudukat (ecnm 6bin 3anpoc cepsepa) Ecnm ceptndunkara y kKaMeHTa
HeT, oH nocbinaet Certificate Verify.

_ .| Change Cipher Spec q =
Client > Finished > erver

) | Change Cipher Spec &
Client < Finished erver

Bbi6op anropMTMOB 1 NapamMeTpoB A/ YCTaHaBIMBaeMOM ceccumn, 3aBepeHme Handshake
(«pyKonoxaTtus»).

PucyHok 10.4.2 - Cxema pab6otbl TLS Handshake Protocol

10.4.2. Moaynb ceteBon ayTeHTUdUKaumn «Kpuntollpo TLS»

Moaynb ceteBol ayteHTudumkaummn «Kpuntollpo TLS» peanu3oBaH Ha 6a3e npotokona TLS
v.1.0 U poccuMnckmMx CTaH4apToB KpunTorpauyeckon 3awwunTbl KoHdUAeHUManbHON WMHpopMaunm
(anroputmbl wndpoBaHusa B cootBeTcTBUM ¢ TOCT 28147-89, anroputmbl BblpaboTKM M MNPOBEPKMU
3NEeKTPOHHOM noanucm B cooTteBeTcTBuMM € TOCT P 34.10-2001 u TOCT P 34.10-2012, anroputMmsbl
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xawmnpoBaHusa B cootBeTcTBUM € TOCT P 34.11-94 n FOCT P 34.11-2012). Ucnonb3yeTcs TaKXe
anroput™ Anddun-XennmaHa oTKpbITOro pacnpeaeneHus kaoden Ha 6a3e NOCT P 34.10-2001 n TOCT
P 34.10-2012.

AyTeHTUdUKaUMSA KITMEHT-cepBep MOXET 6biTb OAHOCTOPOHHEN N ABYCTOPOHHEN.

OAHOCTOPOHHSS aYTeHTVId)VIKaLlVIH obecneunBaer MWHUMaANbHO HeobxoauMbIN YPOBEHb
3allnTbl, U BKJTIOYAET B cebs:

— o0bs3aTenbHy0 ayTeHTUdMKaumio cepeepa 6e3 ayTeHTUdPUKAUNN KITNEHTOB;
— wwudpoBaHue Tpadunka Mexay KIMeHTOM U CepBepoM.

Mpn paboTe B [AaHHOM peXxwuMe CcepBep Ha 3Tane <«pyKonoxaTus» He 3anpalmBaeT
cepTuduKaT KIMEeHTa M YCTaHaB/IMBAETCS «aHOHMMHOE» 3aluMLieHHOe coeanHeHue. B 3Tom crydae
KNIMEHT MOXEeT He MMeTb 3aKpbITOro Kiaw4a W cepTudukaTta, 0AHaKO Mpu 3TOM OH JuLIaeTcs
BO3MOXHOCTM (POPMUPOBATb 3INEKTPOHHYK MNOAMUCb MNOo4 AOKYMeHTaMu. PeXuM C OAHOCTOPOHHEN
ayTeHTMdMKaUMEN cepBepa MOXET WCNOAb30BaTbCA AN NPeaoCTaB/ieHUss HEKOTOopoW rpynne
nonb3oBatenem KoHpuaeHuManbHONM WHGPOPMAUMM Ha OCHOBaAHUW NApPOSIbHOW 3alUUTbl, OAHAKO
naposb B 3TOM ciayyae 6yaer npeabsBnAsaTbCA MOJib30BaTeNlieM TOJIbKO rMOcCjae YCTaHOB/IEHUS
3awmueHHoro  TLS-coegmHeHuss ¢ Web-cepBepoM, 4TO nMoOBbIlAeT YypoOBEeHb 3awWuTbl  OT
HEeCaHKLMOHMPOBAHHOIro A0CTyna Mo CpaBHEHWUIO C nepeaayen naposs No OTKPbITbIM COEAMHEHUSIM.
Mpn OAHOCTOPOHHEN ayTeHTUdMKauum cepBep 3anpawumBaeT cepTUdUKAT KAKMEHTa, HO ero
OTCYTCTBME HE CcUMTaeTcsa oWwmnbKoi.

[BYCTOPOHHSIS ayTeHTUdUKauus BKIOYaeT B cebsi:

— B3aWMHYy ayTeHTUduKauuo KianeHTta u Web-cepsepa C MNOMOLWbBIO KX
cepTMdunKaToB;

— wudpoBaHUe Tpaduka Mexay KJIMEHTOM U CEPBEPOM;

— ¢dopMMpoBaHME W MNPOBEPKY 3/1IEKTPOHHON MOAMNUCU MOA 3NEKTPOHHbLIMU
HTML-dopMamu, 3anofiHAEMbIMW NOJSIb30BATENAMMU.

[BYCTOPOHHSAS ayTeHTUdMKauMa no3BonseT obecneynTb [OCTYNn B 3aKpbITyld 4acTb
Web-cepBepa ToNbKO 3apernMcTpMpoBaHHbIM BRagenblaM cepTudunkaToB. MpyM 3TOM HYXHO MMETb B
BMAY, 4YTO pasrpaHuyeHve p[ocTyna K WMHMOOPMaLMOHHLIM pecypcaM cepBepa, OCHOBaHHOE Ha
npoBepke cepTUdUKATOB KIIMEHTOB, ropa3ao HajaeXHee, YeM NPOCTO NaposibHas 3almTa.

B naHHOM pexuMme paboTbl KAMEHTY HeobXoAMMO creHepupoBaTb 3aKpbITbil U OTKPbITbIN
KJIH0UM U NOAYUNTb cepTUdUKAT OTKPLITOro kitova B YL

TpeboBaHMa K TeXHUYECKMM W TMpPOrpamMMHbIM CpeACTBaM KOMMbKOTEpPA, Ha KOTOPbIA
yCcTaHaBnuBaeTca ISA cepBep, onpenenswTcs B AOKYMEHTaUMKW, MOCTaBNsSeMOM BMeCTe C AaHHbIM
cepBepoM. [JOMNOMHUTENBHO, Ha KOMMbOTEP AO/MKHbLI 6bITb ycTaHoBneHbl CK3U «Kpuntollpo CSP» un
MOAY/b NOAAEPXKM CeTEBOM ayTeHTUdunkaumm «Kpuntollpo TLS».

[ns BO3MOXHOCTM YCTaAHOB/IEHUS 3aLUMLLEHHOIO0 COEAMHEHUSI MeXAY KJIMEHTOM U CEepBEPOM
ISA HeobxoamMmMo BHayane BbINYCTUTb CcepTUdUKAT OTKPbITOrO  K/4Ya, KOTopbld  byaer
MCNO/b30BaTbCS ANS CEpBEPHON ayTeHTUdMKaumMn no npotokony TLS.

K TakoMy cepTudukaTy NpeabsaBnaOTCS cneaywolme TpeboBaHus:

- wuMa ceptudumkata (Common name) [OMKHO CcoBMagaTtb C  WUMEHEM
nyb6amkyemoro Web-cepBepa npuKIagHom CUCTEMBI. Hanpumep:
pif.nikoil.ru;

— nofle pacwupeHns ceptudukata «Mcnonb3oBaHWe KaYa»  AOJSIKHO
coaepxaTb c/eayrolee HazHadyeHme: «AyTeHTudukaums Cepeepa».

[JaHHbIn cepTudUKaT gokeH 6biTb yCTaHOBMIEH Ha cepBep ISA B NpmBs3Ke C KAKOYOM NOANMUCK
(3aKpbITbIM K1OUOM). py 3TOM 3aKpbITbIM KAKOY NOANMUCK AOJKeH bbiTb NoMeweH B peectp OC.

Bbinyck M ycTtaHoBKa cepTudumkaTa ocyullecTBnstoTca uyepe3d APM nonb3oBatens LeHTpa
permctpaumn. Nopsaok AeNcTBUiA onpeaensaeTcs B MHCTPYKLUWMM NOJSIb30BaTESIO.
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10.5. NMpuno)xxeHne KOMaHAHON CTPOKM

MpunoxeHne KOMaAHAHOW CTPOKWM npegHasHadeHo Ans  paboTel € MCNONb30BaHMEM
WH(paCTpyKTYpbl OTKPbITbIX Ko4en, wndpoBaHms/paclindpoBaHuns coobueHun,
CO34aHMsA/NPOBEPKM 3JIEKTPOHHOW MOAMUCUM WU X3WupoBaHus. [llporpamMMa peanuM3oBaHa B Buae
ucrnonHaemoro anna «cryptcp.exe», nogpobHee cM. XTAW.00087-01 93 01. T[MpunoxeHue
KOMaHAHOWM CTPOKM A4N1s noanucu un wmdposaHmnsa dannos.

10.6. AyteHTnudpunkaumsa B pomeHe Windows

Ona ayTeHTMdukaumm nonb3oBatene B gomeHe Microsoft Windows wncnonb3yercs Moayib
«Kpuntollpo Winlogon», KOTOpblA npeAHa3HayeH Aansa obecneyeHuMs KOHTpons  AocTyna
nosnb3oBatenen kK APM'y, Kak BK/IIOYEHHOMY B CETb AOMEHa, TakK U (PYHKUMOHMPYIOLEMY NIOKANbHO.
Ncnonb3ytotca Enterprise CA, Kpuntollpo YL unun apyrue coBMecTUMble LeHTpbl cepTudunkaumm,

Moayne «Kpuntollpo Winlogon» peanusyeTr paboTy C pPOCCUIACKMMW KpunTorpapunyeckmmu
anroputMaMm Ans nepBoro Lwara pacwmpeHHoro npotokona Kerberos B cooTBeTcTBMM ¢ RFC 4556.
Public Key Cryptography for Initial Authentication in Kerberos (PKINIT), June 2006.

10.7. Ucnonb3oBaHue pyHkuun CSP ypoBHA ssigpa onepaunoHHOW CUCTEMbI

Moaynb ypoBHA A4pa oOnepauMoHHOM CUCTEMbl MO3BOASET WCNOMb30BaTb OCHOBHbIE
kpuntorpadpuueckne dyHkumn (wndposaHme/pacwmdpoBaHne, npoBepka MNOAMNUCK, BblUMCNEHUE
3HayeHus X3W-dYHKUMM) Ha YpOBHe s4pa OMepauMoOHHOW cucTeMbl. [laHHbIA MOAyNb B MNEPBYHO
ouyepeab npeaHasHayeH AN UCMNOMIb30BaHMSA B MPUIOXKEHUSAX YPOBHSA siApa OonepauuoHHONW CUCTEMbI
(wndpatopbl IP npoTtokona, xecTtkoro Aucka v T.4.). HTepdeinc Moayns aHanormyeH unHtepdency
CSP ypoBHS nonb3oBaTensi, C TeEM WUCK/IOYEHWEM, 4YTO OH He no3BonsdeT paboTaTb C CEeKpPeTHbIMMU
Kl04YaMn Nonb30BaTens U He NpefoCTaBASET OKOHHbIM uHTepdenc. NMoapobHee 06 Mcnonb3oBaHMK
MoAynsa cM. AoKyMeHT «XKTAN.00087-01 96 01. Kpuntollpo CSP. PykoBoACTBO NporpaMmMmcTa».

10.8. NMpumMmepsbl ucnonbsosaHnsa CK3N «Kpuntollpo CSP>» Bepcuu 4.0

Ona paspabotumkoB B coctas auctpubytuea CK3UW «Kpuntollpo CSP» Bepcun 4.0
BKJ/IIOYAIOTCS peKoMeHaaumu, cogepxkaiwiume onmucaHue uHtepdenca TLS, noamHoxecTtBo CryptoAPI
2.0, peannsyemoe 6mbnmnotekomn capilite.dll, n npuMepbl NCNONb30BaHUS Ha YPOBHE Bbl30Ba OCHOBHbIX
dyHKkumn CryptoAPI 2.0. B coctaB anctpnbyTnea BKIKOYEHbI TaKXXe NpuMepbl ncnonb3oBaHns CSP Ha
ypoBHe sagapa OC, nognucu/nposepkun noanucu XML, ucnonb3oBaHus xenroll, capicom, BbI30B
dyHKunn CSP yepes nHrepdemnc CSP.

Bonbwoe KoAM4YecTBO nNpuMMepoB ucnonb3oBaHus dyHkunii CryptoAPI 2.0, CAPICOM,
Certificate Services BxoauT B AoKyMeHTauuto MSDN M B MHCTpyMeHTapui paspabotumka Platform
SDK.

Ha dopyme Kpunto-Mpo (http://www.cryptopro.ru/CryptoPro/forum2/) Benetcs obcyxaeHune
Nno BOMPOCaM MCMNoONb30BaHMS Kpuntorpaduyeckmx GyHKUMN 1 cepTUdUMKATOB OTKPbITbIX KOUen u
Knto4vern nposepku JM.

Bce BblllenepeyncneHHble BapmaHTbl BCTpansaHus n ncnonbsosaHns CK3UN «Kpuntollpo CSP»
Bepcun 4.0 JOIKHbI MPUMEHATbCA € ydeToM n. 1.5 dopmynspa. Npu 3TOM yKasaHHble B HACTOSILLEM
OOKYMeHTe MHTepdenchl aBnstoTca ypoBHAMKU BcTpamBaHusa CK3U «Kpuntollpo CSP» Bepcumn 4.0 B
npuknagHble CUCTEMbI U HE ABASIOTCA NPUIOXKEHUAMN, BXOAALWMMUN B COCTAB ONepaUMOHHbLIX CUCTEM.
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11.1. «KpunTtollpo

11.2. «Kpuntollpo

11.3. «Kpuntollpo

11. Uctopua Bepcum

CSP>» Bepcum 1.1

M3meHeH 6a30Bbli MAEHTUdUKATOP, WUCNOAb3yeMbIn ANs NpeacTaBieHUs
anropuTMoB B cepTudurkaTax u kpuntorpadumyecknx coobLieHnsax;
M3MeHeHO npeacTaB/eHMe MapaMeTpoB p, (, a, Y3/710B 3aMeHbl X3LW-
dyHKUMM 1 wndpoBaHusa B cepTudmkaTax OTKPbITbIX Kauyen m dopmarte
coobuweHnn S/MIME (PKCS#7, RFC 2630). B cBs3K ¢ 3TMM, Bepcus 1.0 He
coBMecTuMa c Bepcuen 1.1;

Hob6aeneHo oTobpaxeHune anroputMoB [OCT B amanorax [MO Microsoft
Outlook Express u MO Microsoft Outlook;

Hdob6asneHa nogaepxka 3/IeKTPOHHOr0  3aMKa «Cobonb» (H1N
WNHdopMm3awmTa);

[obasneHa pervcrpaums yctaHoBneHHoM Bepcun «Kpuntollpo CSP»;
O6ecneueHa nogaepxka «Kpuntollpo CSP» B OC Windows ME;

YpaneHa nogaepxxka OTKPbITbIX Kitoyen anmHon 512 6ur;

Ob6ecneveHa paboTocnocobHocTb ¢ Internet Explorer 5.5;

PeannsoBaHo XxpaHeHne cepTUPUKATOB OTKPLITbIX K/KOYEN W  KIOYEN
npoBepku 3l B KNKOHYEBOM KOHTENHEPE;

PeannsoBaHa BO3MOXHOCTb YCTaHOBKM cepTudukaTa nonb3oBatens wus
K/1I0YEBOr0 KOHTElHepa B CrpaBoOYHUK cepTudukatos Windows n3 naHenu
ynpasneHunsa «Kpuntollpo CSP».

CSP>» Bepcum 2.0.

PeannsoBaHa BO3MOXHOCTb YCTAHOBKM cepTudmMkata B CAPaABOYHUK
ceptndpumkatos Windows n dhopMupoBaHMe CCbUIKU C JINYHBbIM 3aKpbITbiM
KMOYOM rnosib3oBaTtens u3 naHenun ynpasneHusa KpuntollPO CSP;
PeanusoBaH nHTepdenc cMeHbl U yaaneHus napons KKYEBOro HocuTens
13 naHenu ynpasneHna Kpuntollpo;

O6ecneveHa nogaepxka Kpmuntollpo CSP B OC Windows XP;

PeannsoBaH uHTepdeiic PC/SC ansa paboTbl CO cuMTbiBAaTENSAMU CMapT-KapT;
[JobasneHa nogaepxka UCB kntouen eToken;

PeanunsoBaHbl anroputMmbl ameepcudukaumn Ka4ven u ayTeHTudukauum,
nossosislowmMe BbiNyckaTb W 06CAYyXMBaTb MHTENIEKTYasbHblE KapTOuKuU
«Ockap 1.*» u «PUK-1», peanusywwme anroputMm  wundpoBaHus
FOCT 28147-89;

PeanusoBaH anroputm 2I1 B cooTBeTcTBUMN € TOCT P 34.10-2001;
MopnepxxuearoTca Habopbl rnapamMeTpos FOCT P 34.10-2001,
3anfaHMpoOBaHHbIE K WUCMOMb30BaHMIO B  WHTENNEKTYyasbHbIX KapTax
«Ockap 2.*» n «PUK.

CSP>» Bepcum 3.0.

UcknioueHa nopgaepxka OC Windows 98/ME (Ha »3Tnx nnatdopmax
BO3MOXHO ucnonb3oBaHne «Kpuntollpo CSP» Bepcunm 2.0, koTopas
COBMECTUMa no BbINOSHAEMbIM KpunTorpadudecknm @yHkunsaMm ¢ CK3U
«KpunTtolpo CSP» Bepcun 3.0);

Ob6ecnevenHa nopaepxka OC Windows 2003; pobasneHa noaaepxka
nnatdgopm Linux 7, 9, FreeBSD 5, Solaris 9 Update 4 (paHee Tonbko Solaris
8);

PeannsoBaH npoTtokon ceteBon ayTteHTUdukaumm <«Kpuntollpo TLS» Ha
BCcex nnaTtdopmax;

Ha UNIX-nnatdopmax pobasneHbl ™Moaynm ob6bpabotkm ceptudmkaTos
OTKPbITbIX KOYEN M NOAAEPXKKM CMMCKA O0TO3BAHHbIX CEPTUMUKATOB;

Ha UNIX-nnatdopmax pobasneHbl Moaynnm paboTbl  XpaHuauwamu
ceptudmnkaTos;
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Ha UNIX-nnatdopmax pobasneHol Moaynnm 06paboTkm  mnoanmucaHHbIX,
3aWwmndpoBaHHbIX N Apyrnx coobuweHunin dopmata CMS (PKCS#7);

Ha Windows-nnatdopmax pobasneHbl Moaynn ob6paboTkm nognumcaHHbIX
XML coobuweHun (XMLdsig);

Ha Windows-nnatdopmMax pacwupeHa nogaepxka Microsoft Office (Word,
Excel, Outlook);

YnydyweHa  MacwTtabupyeMoCcTb Ha  MHOMOMNpoUEecCopHbix SMP  wu
HyperThreading cucremax;

YBennueHa npousBoAUTENBHOCTb Kpuntorpaduyeckmx npeobpasoBaHun Ha
nnatgopmax IA32 B 2-3 pa3sa;

3akpbiTbie katoun FTOCT P 34.10-94 HameudeHbl K yganeHuto B 6yaywumx
Bepcmax <«Kpuntollpo CSP», o u4éM BblAaéTCca npeaynpexapatoLllee
coobLieHne B MOMEHT UX CO34aHuns;

K  cywectBytowmM  cnocobaMm  ynpasneHus  kaodamm  pgobaBneHa
BO3MOXHOCTb OCYLLECTBNIEHUS 3alMTbl KJllo4a Npy nomMowm 3awndpoBaHms
AAHHOro 3aKpbITOro K/o4Ya Ha APYroM 3aKpbiTOM Kalo4ye M Mpu MnomoLm
pasgeneHns [ocTyna K HeMy MeXAy HEeCKONbKUMU  KJHoYeBbIMU
HOCUTENsAMU;

B coctae CK3U «Kpuntollpo CSP» Ha Bcex nnatdopmax pgobasneHa
peanmsaumsa KpunTonposangepa B opme gpavieepa;

UcnonHeHus, obecneumBarowme 3awmty knacca KC1l, peanusoBaHbl Ans
KpunTonposangepa B popMe noarpyxxaemom 6nbnmorteknu;

UcnonHeHus, obecneumBatrowme 3awmty knacca KC2, peanusoBaHbl Ans
KpunTonposangepa B opMe cepBMCa XpaHEHUS Kto4Yeln;

B cBsA3M c pacwupeHneMm nogaepxkmsaembix nnatdopm «Kpuntollpo CSP»
Bepcum 3.0 peanmsoBaHo B 10 MCMONMHEHUAX, OTINYAKOLWMXCS NPOrpaMMHO-
annapaTHol cpenoi MYHKUMOHMPOBaAHMS, COCTAaBOM MPOrpaMMHbIX MOAysein
M KJaccoM 3awmutbl «TpeboBaHui K cpeactBaM Kpuntorpaguyeckon
3aWmnTbl KOHDUAEHUMANBHOW MHpOPMaLUn».

11.4. «Kpuntollpo CSP>» Bepcum 3.6

O6HOoBMEH W pacwupeH nepeyeHb MNporpaMMHoO-annapaTHbIX cpej
dyHKunoHnpoBaHus «Kpuntolfpo CSP» Bepcumn 3.6;

B koge nckntoyeHa BO3MOXHOCTb Ucnonb3oBaHus ctangapta NOCT P 34.10-
94;

B coctaB ocHOBHbIXx Moaynem BkawuyeH <«Winlogon» - Moaynb
ayTeHTUdmKaumm nonb3oBaTens B goMeHe Windows;

B cocrtaBe aBTOHOMHOro APM wucnosnb3yeTcss yTuauTa BblpabOTKM rammbl;
MCNOSb3YyeTCHa raMMa nocrtaBwmka anasa nHnumanusauum NMACY;

PacwwnpeH BHewHun wuHTepdenc CK3UM pana obecnedeHns paboTbl
nposangepa C  QYHKUMOHANbHbIM  KJO4YeBbIM  HocuTenem  (OKH),
cornacoBaHmsa KK4ver ANS9 MCMNOoNb30BaHMsA B peanm3aumsax npoTokona
IPSec, paboTbl C ApyruMn MpUIoXeHUIMHn;

PeannsoBaHo ncrnonHeHne CK3U c obecneyeHmnem knacca 3awmtbl KC3;
BHeppeHa 6ubnnoteka 64-paspsgHon apndMeTukn;

YcoBepLleHCTBOBaHblI PYHKLUNM BbIUMCIEHUS KPATHOM TOYKU SMTUMTUYECKON
KpWUBOWA;

M3MeHeH Koa acceMbnepHblX BCTaBoOK noa komnungatop JASM  ang
YHUPUUMPOBAHHOIO MCMOAb30BaHMA Ha nnatdopmax Windows, Linux,
FreeBSD, SPARC Ha nnatdopme Intel;

Ob6ecneyeHa peanusauunsa npotokona EAP/TLS;

MepepaboTtaH gpaneep HacTpokn OC n KOHTpoas uenoctHoctu MO CK3U B
CBSI3M C W3MEHEeHMEM KoAa OnepauuoHHbIX CUCTEM W pacClWUpeHns ux
nepedHs (Windows 2008);

BeeneHo orpaHudeHue 06paboTku MHpOopMaLmn B pexunMme
CRYPT_SIMPLEMIX_MODE Ha ogHoM knwouye He 6onee 4 merabarita, npu
ncnonb3osaHum anropmutma NOCT 28147-89.

11.5. «Kpuntollpo CSP>» Bepcum 3.6.1
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11.6. «KpunTtollpo

11.7. «KpunTtollpo

11.8. «KpunTtollpo

[Job6aBneHbl ucnonHeHusa 3 — 5 knacca 3awmtbl KC3;
O6ecneyeHa paboTa ¢ wndpytowen garnnoson cuctemon Kpuntollpo EFS;
Nob6asneH mogyne npotokosos Kpuntollpo IKE, ESP.

CSP>» Bepcum 3.8

[Job6aBneHbl MEXaHU3MbI ynpaBneHna NMNUEH3NAMN.

CSP>» Bepcuu 3.9

BknoyeHO wucnosiHeHMe knacca 3awmTtbl KC3, dyHKUMOHMpPYOWEEe Ha
nporpaMmMHo-annapaTHbix niatdpopmax Windows 8/2012;

Ob6ecneveHo ¢YyHKUMOHMpoBaHMe CK3M Ha nporpaMMHoO-annapaTHbIX
nnatgopmax Windows 8.1/2012Rz2.

CSP>» Bepcumu 4.0

PeanunsoBaHa nogaepxka anropntMoB GOPMUPOBAHUA U MNPOBEPKU
anekTpoHHoM noanucu no NOCT P 34.10-2012;

PeanusoBaHa noagaepxka anroputMmoB XxawupoBaHusa no FOCT P 34.11-
2012;

PeannsoBaHa nopaepxka anropuTtMoOB, COMYTCTBYIOLWNUX TMPUMEHEHUIO
ctaHgaptoB OCT P 34.10-2012 n TOCT P 34.11-2012;

PeannsosaHa nogaepxka Java-nnatdopM C native-peanmsauuven;
PeannsoBaHa nogaepxka ycrpoicrs, pabotatowmx Ha OC Android;

Hosbin buoJCH agnsa ycrponcts, pabotatowmx Ha OC iOS n Android;
PeannsoBaH Moaynb noaaepxku nHtepderica Mozilla NSS;

O6HoBMEeH W pacwupeH nepeyeHb MNpoOrpaMMHo-annapaTHbIX cpej
dyHKunoHmpoBaHusa «Kpuntolpo CSP» Bepcumn 4.0;

B cBaA3n c pacwwupeHnem noaaepxusaemblx nnatdhopm «Kpuntollpo CSP»
Bepcum 4.0 peanms3oBaHO B HECKOAbKUX WCMOJIHEHUAX, OTAMYAOLLUNXCS
nporpaMmMHo-annapaTHoMm cpenom dYHKUMOHMPOBaHUS, COCTaBOM
NMPOrpaMMHbIX MOAYJ/IEN U YPOBHEM 3aLLUTHI.

Ona anroputma [OCT P 34.10-2012 peanu3oBaHa BO3MOXHOCTb
BbIUMC/IEHUSA KPaTHOW TOKWM Ha OCHOBE 3//IMANTUYECKUX KPUBbLIX B dopMe
SAaBapaca;

PeannsoBaHa nHTepdeiricHas HaaCcTporika Hag KpUNTONpoBanaepoM B LeNsx
obecneyeHnss BO3MOXHOCTM paboTbl 6paysepa Mozilla Firefox ¢
NCNO/Ib30BaHMEM POCCUMNCKMX KpunTorpadmyeckmx aaropmMTMoB;
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12. UucpopMmaumna gnsa nonb3oBaTenem

Ona nonyyeHus [ONOMHWUTENbHOW WHMOPMauuM O AAHHOM MPOAYKTE, a TakXe 0 Apyrux
npoayktax OO0 «KPUMTO-MPO», MOXHO obpalwaTbCcsa No agpecy:

Cnyx6a MapKeTWHra u TexHuyeckom nogaepxku Kpunto-ripo.

127018, MockBa, Cyuwesckuin Ban 18, OO0 «KPUIMTO-TMPO».

TenedoH: +7 (495) 995 4820

dakc: +7 (495) 995 4820

e-mail: info@CryptoPro.ru  WWW: http://www.CryptoPro.ru
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